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PykoBojicTBO aiMUHUCTpPATOPA
1 O6mue cBefenust 0 mporpamMme

['nasa 1
Oo6miue cBeJeHns O IIporpaMme

1.1 HasHadeHue mmporpaMmbl

CYB/I Pen Baza Mauubix (namee CYBJI nnn Pen Basza JTaHHBIX) HCTIONIB3YeTCsT IJIs YIIOPSIIOUEH- HOTO
XpaHeHus 1 06paboTKu OOJBITHX 00bemMoB uHbopmanuu. Pen Baza /lanubix mpescTaBiiseT cob0it MOIHYIO
cospemennyio CYBJI ¢ orkpbiTeiM kKomoMm. A apo Pen Baser JlaHHBIX TOCTPOEHO HA OCHOBE OJI- HOM U3 CAMBIX
u3BeCcTHBIX u pacinpocrpaneHHbix B Mmupe CYB/ ¢ orkpeiTeim komom — Firebird, koropas ucmosnb3yercss B
PEIeHNsX PA3JNIHOIO MACIITaba: OT BCTPOEHHBIX AlIaPATHBIX CUCTEM U PEITeHuil s HeOOIbIINX KOMIIa-
unit 10 I'T- cucreM KpynHeHmmX TpaHCHAIIMOHAJIBLHBIX KOPIIOpAIuil ¢ pa3Mepamu 6a3 JaHHBIX /10 JECATKOB
TepabalT u JecaTKaMi MUJIJIMOHOB TPAH3AKIINN B JIEHb.

1.2 ®yHKNuoHaJbHOE Ha3HAUYEHUE

CYB/I Pen Baza /laHHBIX IpeaoCTaB/IsIeT HOJIb30BATEISIM CJIELYIONINE BO3MOYKHOCTH:

® [OJJIEPXKKA BCEX OCHOBHBIX IIATGOPM U OllepaIMoHHbIX cucreM (cpeau Hux: Windows, cemeii- cTBO

Linux, BSD Unix, IBM AIX, HP-UX, Sun Solaris u ap.);
e noIepKKa 64-ONTHBIX CHCTEM;
® TIOJJIEPXKKA MHOTOIIPOIIECCOPHBIX M MHOTOSIIEPHBIX AIIAPATHBIX IIAT(OOPM;
® BBICOKOE OBICTPOJICHCTBUE;
® BO3MOXKHOCTH XpaHeHHs 06a3bl JAHHBIX B OJHOM OT/IEJILHOM daiie;

® BO3MOXKHOCTH ayTEeHTH(PUKAIINN U aBTOPU3AINN TOJIH30BATEIEH ¢ UCIOJIH30BAHNEM B KAIEeCTBE UC-
TOYHUKOB CBEJCHUI 00 yIeTHBIX 3alMcax MoJb3oBareneil 3ammummennoit B/l momb3oBaTenteit win
CHUCTEMHOI'0 KaTaJiora;

® BO3MOXKHOCTH «I'OPSYEro» Pe3epBHOro KomupoBanus B/l m MHKPEMEHTHOrO Pe3ePBHOIO KOIW- PO-
BaHHd, B T.4. C IPUMEHEHHNEM alllapaTHBIX PelleHuil JJId pPe3epBHOIO KOIIMPOBAHUS;

® HAIMYINE MOIYJEH CONPSKEHNsT MPAKTUIECKH [IJIsT BCEX MCIIOIb3YEMBIX Cpell pa3paboTKu, pe- 3yiIb-
TATOB TECTOB ITUX MOJYJEH U TapaHTHsA CTAOUIBLHON PabOTHI;

® BO3MOXKHOCTB paboThl BO «BcTpoerHoM» B [10 (embedded) sokasibuom pexkume B Bujie 6ub- more-
ku DLL 6e3 ornesnpHoit yeranoBku u nacrpoiiku CYB /I Pen Baza Jlanubix, B TOM 9ucie moJiep:kKa
BCTPAWBaHUs B BUPTYAJbHYIO MAIUHY Java,

e obOpaTHasi COBMECTHMOCTD € Ha3aMu JAHHBIX OT Mpeablaymux Bepenii Firebird;

® MHOTOBEPCHOHHAS APXUTEKTYPA,;

® MOJyJIbHAsI apXUTEKTYPA;

e coorBercrBue GosbIMHCTBY TpeboBanuii cranmapra ISO/ANSI SQL;

e Hu3KHe TPeOOBAHUS K AIMAPATHOMY ODECIIEUeHUIO it HeDOIbINX 0a3 JaHHBIX;

e (oJIbINIe BO3MOXKHOCTH 110 paciupennto dpyHaknunonasa camoit CYB/I mocpemcrBoMm Moyieit;
® SIPO, M3HAYAIBHO OCHOBAHHOE Ha MHOTOBEPCHOHHON apxurekType (MGA);

® IIOJTHOE€ COOTBETCTBHE IIPUHIUIIAM aTOMAaPHOCTH, HEIIPOTUBOPEINBOCTHU, U3OJIAIINH, JJOJIIOBEY- HOCTHU

(ACID).

e Cp. 8



PyxoBoscTBO ajmunucTpaTopa
1.3 MuHuMaJbHBII COCTAB AIlaPATHBIX CPEJICTB

1.3 MuHuMaJbHBIN COCTaB alMnapaTHbIX CPEJICTB

g ycranoBku u HopMasbuoit paboret CYBJI Pen Baza JlanHBIX 1mepcOHAIBHBIN KOMIBIOTED TOJI2KEH
OBITH OCHAIEH KOMILIEKTYIONUMH CO CJIEIYIOIINMI XapaKTEPUCTUKAMU:

IIpormeccop ¢ mogmepkKoit apxuTeKTypsl x86 64, 1.6I'T'n, 2 anpa.
OneparuBHast naMsTh or 4I°6.

3aloMUHAOIIEe YCTPOUCTBO 00 beMoM He MeHee 211°6.
Krnasuarypa 101,/102-x KiaBuisas pyc/Jaar.

CereBast KapTa ¢ momamep:kkoit Ethernet.

1.4 MuHuMaJIbHBII cOCTaB IPOrPpaMMHBIX CPeJICTB

st yecranoBru u sxciutyaranun CYBJL B OC cemeiictBa Windows He TpebyeTcst yCTAaHOBKHU JIOTIOJI-
HuresabHOro mporpaMmmuoro obecredenus. st OC cemeiictBa Linux mneobxomumbr 6ubsmorexn: glibe 2.17 u
crapiue, libstde++ or gee 10.2 u crapmie. Takske Heobxomuma ciryxk6a xinetd (eXtended InterNET Daemon)
— cayK0a ¢ OTKPBITBIM HCXO/HBIM KOJIOM, paboTaoniast BO MHOI'MX UNiX-10M00HBIX CHCTEMaX W YIIPABJISIO-
masi CETEeBLIMU COETUHEHUSIMHU.

1.5 TpeboBanus K mepcoHaJly, cpejie IKCILTyaTallu 1
BHENTHUM MepaM 0e30I1acHOCTH

A mvmaucrparop CYB/I nosken nmers:

6azosble HaBblku aamuHucrpupoBanus OC cemeiicra Windows mwimm Linux (B 3aBucumoctu or
BBIOPAHHO apXUTEKTYDHI);

HABBIKI HACTPONKY mporpaMMHubIX npogaykToB u OC;
ombIT PaboThI ¢ KoMmaHaHON cTpokoit OC;

bazoBoe opeacTaBJI€eHue O CTPYKTYDE 0a3 JaHHBIX WM MHWHHUMAJIbHBIEC HaBbIKK pa6OTbI 1o ynupas-
JICHUIO MU,

HaBBIKU IIOJJICP2KaHnA B pa6OTOCHOCO6HOI\4 COCTOAHNUN TEXHUYICCKUX CPEJICTB 1IK.

Besonacuas skcityaranuss CYB /I npenosiaraer, 9ro:

JIOJIXKHO OBITH 00€CIeveHo OTCYTCTBHE Ha KoMIbiorepe ¢ ycranosiaernoit CYBJL memrarHbx mpo-
IPAMMHBIX CPEJICTB, MO3BOJISIIONINX OCYIIECTBUTH HECAHKIIMOHUPpOBaHHY0 Mosudukanmuio CYBI u
aJIMAHUCTPATOP HE MpeIIpUHIMaeT monbIToK Moaudukarym CYB/I;

ycraHoBKa, KoHdurypanus u sxciuryaraius CYB I ocytecTBisieTcst aIMIHACTPATOPAM CO- TJIACHO
COOTBETCTBYIOIIEH TOKYMEHTAIINN;

IMIHUCTPATOPOM IPELYCMOTPEHBI MEPOIPUATHSI, HAIIPABJIEHHbIE HA BOCCTAHOBJIEHIE Oe3011ac- HO-
ro cocrosansa CYBJI B ciyuae c6ost (orkasa);

MepCoHAJI, OTBETCTBEHHBIH 3a agmuaucrpupoBanne CYBJI, mosmken mpoittu mpoBepKy Ha 6jia- ro-
HaJE2KHOCTh U KOMIIETEHTHOCTD;

B CBOEHl [eATEeIbHOCTH aIMUHUCTPATOD JOJI2KEH PYKOBOICTBOBATHCS MOJUTHKON OE30MACHOCTH Op-
TaHU3AIN;

A IMIHUCTPATOPHI ABJISIOTCS KOMIIETEHTHBIMHI, XOPOIIIO 00y I€HHBIMU U 3aCJLyKABAOIUMU JTOBEPUST;
UMeeTCsl B HAJIMYIUH OJHO MU 60jiee KOMIIETEHTHOE JINIO, KOTOPOe HA3HAYAETCS JJIs YIIPaBJIe- HUs
6esonacaoctbio CYBJI u nndopMmaryu B HeM. DT JIUIA JOJKHBI IMETh JINIYHYIO OTBET- CTBEHHOCTH
3a ciaemyromue QyHKIUT:

— YIIpaBJIeHNE MOJIb30BATC/IAMU;
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PykoBojacTBO ajgMuHuCTpaTopa
1.6 Pexuwm padorer CYB/I Pen Basza Jlanuabix

— CO3JaHHUE U COIIPOBOXKJEHUE POJIeil;
— YCTaHOBJICHHE U COIIPOBOKJICHUE OTHOIIEHUIT MeK/1y POJIAMU;
— Ha3HaUYeHWe U aHHYJIUPOBaHUE poJjiell, Ha3HAYaeMbIX I10JIb30BATEIAM.

e nocryn Kk CYBJl momkeH OCymIeCTBISTHCS TOJHKO K3 CAHKIIMOHUPOBAHHBIX TOYEK JIO- CTY-
a, pa3MeITeHHbIX B KOHTPOJAPYEMOil 30He, 000PY/IOBAHHON CPEICTBAMU U CHCTEMaMU (PU3UIECKOT
3AIIATHl U OXPAHbl (KOHTPOJIS ¥ HAOJIONEHUsI) M MCKJIIOYAIONIel BOBMOXKHOCTH GECKOHTDPOIBHOIO
peOBIBAHUST TOCTOPOHHUX JIHIT;

e obecrieueno Blanmogeiicreue CYBJI Ttonbko ¢ mosepenubivu cuctemamu WUT, mpasmia Gesomac-
HOCTH KOTOPBIX CKOOPAMHUPOBaHbI ¢ npasumiamu 6ezonacHoctu CYBJI;

o ayreHTudUKAIUS CyOBEKTOB, OCYIECTBIAIONINX MONBITKY gocryia Kk CYB/I, momkna ocy- mecTs-
JISIThes ¢ ucnosib3oBanneM Mexann3dmo OC, o yrnpasiennem kotopoit dyuknmonupyer CYB/;

o dynkuuonuposanne CYB/I nosnkuo ocymectsisaThes B cpene dbyukmuonuposanus (OC), npezo-
CTABJISIIONIEH MEXAHU3M ay TeHTHMOUKAIMN, 00eCIIeINBAIONIHIT aIeKBATHYIO 3AIIUTY OT MPSMOTO WJIH
YMBIIIJIEHHOT'O HAPYIIIEHUsI OE30IMaCHOCTH HAPYIIUTESIMI ¢ BBICOKAM TIOTEHIHA~ JIOM HAIACHIST;

® BCe CeTeBble KOMIIOHEHTDI (TaKue, KaK MOCTBI U MapUIPYTU3ATOPbI) EPeIaloT JaHHBIE IPa- BUJIBHO,
6e3 MOIN(PUKAIINH;

e zarpyska CYB/I mpoxomnT B goBepeHHOIt cpeje, MpeaoTBPAIIAIONeil HeCAHKITMOHNPOBAHHOE TIpe-
pbiBanue mpormecca 3arpy3ku CYBI u ucroiab3oBanne HHCTPYMEHTAIbHBIX CPEJICTB, [T03BO- JISIO-
IIUX OCYIIECTBUTH JOCTYI K 3amuinaeMbiM pecypcam CYB/I B 06x0/1 MEXaHIU3MOB 3aIIUTHI;

® IIpaBa IOJIH30BATENEH I MOJyYeHnsl JOCTYIA U BBIIOJHEHUS 00paboTKu MHGMOPMAIMH OC- HO-
BBIBAIOTCs HA OJ[HON myim H60jiee POJIstX, KOTOPbIEe UM HA3HAYAET aIMUHUCTPATOP. DTU POJU TOUHO
OTparKaroT POU3BOJICTBEHHYO0 (DYHKINIO, OOA3aHHOCTH, KBATNMUKAIIIO U /MM KOMIIe- TEHTHOCTD
[I0JIb30BaTes el B paMKaX ITPEIIPUATHS.

1.6 Pexxum padorsr CYB/I Pen Baza /lanubix

CYB/I Pen Baza /laHHBIX OIEPKUBAET €IMHCTBEHHBIN PEXKUM PAOOTHI — IITATHBII.

Irarubiit pexkuM pabOThI BKJIOYAET B cels 3aIyCK CIy2KOBI cepBepa, KOTopasi 00ecIiednBaeT IOCTYII
Kk Oazam gamabix CYBII. Ilpu 3amycke cepepa Pen Basza lammbix cosmaer mporecc, KOTOPBIH CJIyIIaeT
ompeesieHHbIi nopT (o ymosrdanuio 3050) 1 oKUmAET 3AIPOCOB Ha MOJKJIOUeHUE K 6asaMm ganubix. Koriga
KJINEHTCKOE IIPUJIOXKEHUE OTIIPABJIAET 3aIPOC Ha HOJKJOYEeHNEe K 0a3e JAHHBIX, CEPBEP IIPOBEPSET IIpaBa
JocTyna K 6ase JAHHBIX U, €CJIM OHU KOPPEKTHBI, YCTAHABJIMBAET COeJMHEeHNe ¢ 0a30ii JaHHBIX U HAYMHAET
00pabaThIBATEH 3aIIPOCHI.

B mrrarHoM pekume paborer CYBJL ucnosnbs3yer daiibl 6a3 JaHHBIX, KOHMDUTYpaIMOHHbIE (Dalliibl 1
dailsipl KypHAJIOB Ui XpaHEHUsT HHMOOPMAIINN O COOBITHSX.

Irarubiii pexkum paborer CYB/I obecrieunBaer Bce HEOOXOMMMBbIE MEXaHU3MbBI OE30IIACHOCTH IS 3a-
[UTHI JAHHBIX B 0a3e JIaHHBIX.

1.7 Hactpoiika dpysKIIii 6€3011acHOCTI CPeIbl
GbYHKIIMOHNPOBAHUS CPEJICTBA

CYB/]I obecnieunBaer 6e30maCHOCTH JOCTYIIA II0JIb30BaTEIEil K CepBepy I10 YMOJYAHWIO C IIOMOIIBIO
UIeHTHOUKATOPA MOJIb30BaTe s n maposs. Kak u jroboit apyroit cepep 6a3wl mauubix, CYB/l Pen Ba-
3a JlaHHBIX UCIIOJIB3YET COOTBETCTBYIOIINE CPEACTBA 3AMUTEHI (PU3MIECKOTO, CETEBOTO IOCTYIa 1 (PaitIoBoi
CHUCTEMBI.

Hsa obecnedenns: 6e3omacuoit paborsr CYBJL B OC cemeiictBa Linux Heobxommmo:

e YCTaHOBUTHL paspelieHusi Ha daiyibl: Bce dailibl u Karajoru, ucnosbsyemble CYBI, mo/kHbBL
WMETh COOTBETCTBYIONIHE pa3pelneHus. BiasgenbiieM (hailjioB JOJKEH OBITh CHCTEMHBIN MTOJIB30-
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1.8 Jlumurer CYBJI Pen Baza Hamubix 5.0

Baresib Firebird. Cepeepusiii iportecc CYBJI 1o2KeH MMeTh TOJIHBIN JTOCTYT K YTEHWIO U 3allCH
daitsios 6a3br manHbIX. PekoMenryembie pasperierust: 600 s aitios 6a3sl qanubix u 700 1yst Ka-
TasoroB. B mporiecce sKcIuTyaTaun pa3perienns U MpaBa JOCTYIIA PEKOMEHIYeTCsl YCTAHABINBATD
uepes Jejieruposanue pas noJsbzoBaresnsym OC mobapienueM/uckiodenueM B rpyuny Firebird
xoctBoit OC.

Hacrpours GpeniMaysp: JIOMKHBI OBITH pas3perienbl BXojsiue coegunenus ¢ cepsepom CYBJI
TOJIKO M3 HaJIeXKHBIX MCcTOYHUKOB. [lopt, ucnonszyemble CYB/ 1o ymosuanuio (3050), mosxken
OBITH OTKPBIT U JIOCTYIIEH.

AyrerTudunupoBarh mMob30BaTeNeil: He UCHOb3YiiTe 1 nojkodenust K cepsepy CYBII yuer-
HYIO 3alliCh cylnepaaMuHucTparopa root xocrosoit OC. Kaxkpiii nosbsoBarens CYBJL ponxen
[POMTH ycCIelHuyo apropusaiuio B xocropoit OC ¢ ucnosb3oBanneM BCTpoeHHBIX MexaHu3moB OC,
a BCe ero JIeUCTBUS JIOJIKHBI JIOTHPOBATHCS.

st peanuzaruu dyukimit MmuorogaxropHoit ayrenrudukaruu 8 CYBJl «Pen Baza Jannbixs Heob-
XoauMoO HaJjmuue kpunronposaiinepa Kpunrollpo CSP 5.0 (ucnosnenue 1-Base). Ycranoska u HacTpoiika
KPHUITOIPOBaiijiepa IPOU3BOINTCSI COIVIACHO IKCILIYATAIIMOHHON JTIOKyMeHTaIuu npondsouress. Crernuaiib-
HbBIE HACTPOITKM, HeoOxoauMble 11 be3omacHoit paborer CYBII, orcyTcTByIoT.

1.8 JImvuter CYB/l Pen Baza lanubix 5.0

Texymume mumurer CYBJ] Pen Baza Jamaeix 5.0:

Pasmep 6a3wr janabix 6e3 TabsmaHbIX mpocTpaHcTs - 128TH;
MaxkcuMaabHOe KOJTMIEeCTBO TAOJNIHBIX TPOCTPAHCTBA - 254;
MaxkcuMa bHBIN pa3Mep BHENTHero gaiiia - HeorpaHnyeH;
MaxkcumajbHBII pa3mep crpasuisl - 32K6;

MaxkcuMaabHOe KOJIUIeCTBO Tabaull - 32768;
MaxkcumastbHbIi pa3mep oxHOi Tabsmip: - ~ 18TH;
MaxkcuMaIbHOe YHCIO CTPOK B ofuoil Tabmmme - 240;

MaxkcumatbHBIN pa3mep 3anucu 6e3 BLOB - 64K6;

MaxkcumasbHbIi pa3mep BLOB - 32176;

MaxkcumasbHbII pa3mep noss - 321°6;

MaxkcuMabHOE KOJMIECTBO CTOJIONOB B Tabsuie - 16384;

MaxkcuMatbHOE YUCJIO UHAEKCOB Ha Tadsmiy - 800;

MakcuMasbHBIN pazmep Kitoua nHjekca - ~ 8K6 (1/4 or pasmepa cTpaHuImb);
MaxkcumasbHbIi pa3mep 3ampoca - 10M6;

MaKCHMAJIBHO JOIYCTHMOE YHCJIO TPAH3aKImil - 2.8 * 1014
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2 Murparmun

['naBa 2
Murpanun

2.1 Ilepexon ¢ Bepcum 3.0 Ha 5.0

1. O6uosute Bepcuio Pen Baser Janasix 3.0 10 mocieaHeii.

2. ¥YaocToBepbTech, UTO B 6a3e JAHHBIX HET 3aluceit, comepxKamux 3Hadenne NULL B mosiax ¢ ¢dpyarom NOT
NULL, ¢ moMomibio, HaIIpUMep, CJICLYIOIIEeI0 CKPUIITA:

execute block returns (table_name varchar(100), field_name varchar(100))
as
declare variable v smallint;
begin
for select rdb$relation_name from rdb$relations r
where r.rdb$relation_type=0
into table_name
do
for select rf.rdb$field_name from rdb$relation_fields rf
where rf.rdb$relation_name=:table_name and rf.rdb$null_flag=1
into field_name

do begin
for execute statement 'select null from rdb$database where exists
(select null from ' || table_name || ' where ' || field_name ||
' is null or ' || field_name || ' || '''' = rrrry
into v do suspend;
end

end
3. Caenatite 69kan 6a3 mamabix Ha Bepcun 3.0:

gbak -user sysdba -pas masterkey -b {host/path}<uma 6asm maumnx> {host/path}<uma
backup>

4. BrinosHUTE pe3epBHOE KONUPOBaHUe 6a3bl JaHHBIX GesonacHocTH (security3.fdb) mox sepcueit 3.0:
gbak -user sysdba -pas masterkey -b {host/path}security3.fdb security3.fbk

5. BelnosHuTe pesepBHOE KOnMpoBaHue 06a3bl JAHHBIX OesomacHoctn Java (java-security.fdb) mox Bep-
cueit 3.0:

gbak -user sysdba -pas masterkey -b {host/path}java-security.fdb
java-security.fbk

6. O6uosure Pen Bazy lanubix jo Bepcun 5.0, 3amycrus uHcrasuisnuio. HoBast Bepcust Oy/eT ycTaHOBIEHA
10 IIyTHU TPEeKHEH ¢ 3aMeHOol Beex (ailjioB, KpoMe:

e databases.conf

e directories.conf
e fbtrace.conf

e firebird.conf

e plugins.conf
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10.

11.

12.

13.
14.

15.

e java-security.fdb

e security3.fdb

e fbjava.yaml

e fbtrace_dba.conf

e fbtrace_sec.conf

e jvm.args

e firebird.log (Tosmbko Ha Linux)

[Tocsre ycrenHoOit MHCTAJUISIIIUN 3TH OPUTHHAJIBHBIE aflibl coxpansdiorcs ¢ cyddukcom .dist. Paiin
security3.fdb Oyzer nepenmenoBaH B security3.fdb.update.

Brimosmure Boccranosienne 6a3nl JJAHHBIX U3 CAEJIaHHOI'O paHee 0OoKaIA II0/I HOBBIM CE€PBEPOM.

gbak -c -v <umMa backup> <umMa 6a3n JaHHHX> -user sysdba -password masterkey

. Boccranosiienne pe3epBHOIT Konuu 6a3bl JAHHBIX Oe30macHOCTH security3.fbk BBIIOIHUTE CpeICTBAMU

Pen Bazer Jannbix 5.0, He u3menss securityb.fdb:

gbak -user sysdba -pas masterkey -c security3.fbk {path}security3\_restored.fdb
gbak -user sysdba -pas masterkey -c java-security.fbk {pathl}java-security\_
restored.fdb

CkoppekTupyiite ¢ait databases.conf:

e B kauecTBe 6a3bI JAHHBIX 0€30IIACHOCTU YKaxKuTe securityb.fdb;

e Ecim B databases.conf B mapamerpax AuthClient wam AuthServer WCIOJB30BAJICS ILIATHH
Multifactor, TO B HOBOI BepcuM €ro HyzKHO 3aMeHUTH Ha GostPassword, Certificate;

e Eciu B databases.conf B mapamerpe UserManager ucnonb3oBasicd Multifactor_Manager, To B HO-
BOIl BepCcuN €ro Hy»KHO 3aMeHUTH Ha GostPassword_Manager.

Haee HeoOXOIUMO IpOUNHAIN3NPOBATH HOBYIO B/l Ge3zomacHoCcTH I BCeX ILIATMHOB ayTEHTU(UKA-
muu (Kakue ykasanbl B UserManager). Jljist 9T0ro Hy»KHO BBIIIOJHUTDH CO3JaHKE 110Jb30BaTes st SYSDBA,
HaIpUMeD:

echo "CREATE USER SYSDBA PASSWORD 'masterkey' USING PLUGIN GostPassword_Manager;" |
/opt/RedDatabase/bin/isql -u sysdba security.db

ITocne wero samycTuTh CKpHNT security_migrate.sql u3 mamku /misc/upgrade/security. Ckpunr
MUrpanuu security_migrate.sql, KOTODBIl HepeHOCUT AaHHble B securityb. £db, 3amyckaerca Ha BOC-
cranosyiennoit cpejgcrBamu Pes Bazer Jlanubix 5.0 6a3e qanubix security3_restored.fdb. [Ipu Beimos-
HEHUU CKPUIITA HA IKPAH OYJET BBIBOIUTCS IIpoIriece Murparuu. 1loc/ie BhIMOTHEHNST CKPUIITA B KAIECTBE
0a3bl TAHHBIX MOJIH30BaTEIEH MOXKHO Oy/1eT MCIOoJIb30BaTh securityb. fdb.

Ecmm B firebird.conf B mapamerpax AuthClient wmam AuthServer wucnosb30BajCAd ILIATAH
Multifactor, TO B HOBOIl Bepcum ero Ha 0 3aMEHUTh Ha GostPassword, Certificate.

Ecmu B firebird.conf B mapamerpe UserManager ucnosnb3oBasics mrarue Multifactor_Manager, To B
HOBOM BEpCHUH €ro HaJ0 3aMCHHUTb Ha GostPassword_Manager.

[Tepenectn mapamerpsl Koudurypanun u3 daisia fbjava.yaml B databases.conf.

Ecau ucnonsayiorcs UDF - 3ajars mapameTp KOHMUTYpAIUN:

[ UDFAccess = Restrict UDF ]

IMepexoMimupyiiTe BCe MPOIEYPbl, TPUITEPHI U View (OIIUOHAIBHO), YTOObL YOEIUTHC B KOPPEKTHOCTH
MUTPAIIH. JTO MOXKHO czesiaTh ¢ nomombio RedExpert.

e Crp. 13
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2.2 IIpobaembr coBmectumoctu 3.0 1 5.0

1. Yemapesanue UDF ¢ynryud

ITpu BoccTaroBIeHNN Oa3bl JaHHBIX ¢ Bepcun 3.0 Ha Bepcuto 5.0 MOXKeT BOSHUKHYTH OIMNOKa, ecyin B H6a3e
JIAHHBIX UCHOJIb30BauCh ycrapepmue UDF dyukiun:

gbak: WARNING:function XXX is not defined
gbak: WARNING: module name or entrypoint could not be found

IMonuepxka Buemuux UDF dynkuuil (peain3oBaHHbIX B JUHAMUYECKUX OUOIMOTEKAX U OIIPEIeJICHHBIX
B 6aze JaHHBIX ¢ IOMoINbI0 dyHKIMA orneparopa DECLARE FUNCTION) B Bepcuu 5.0 ycrapesa. Temepb
o ymoJrdanuio jiis napamerpa UdfAccess B firebird.conf 3amano 3uadenune NONE. UDF-6ubinorexkn
ib_udf u fbudf mzbsaTel U3 gucrpubyTra. KoHEYHO, BbI MOXKeTe peajin30BaTh CBOIO COOCTBEHHYIO JU-
HAMMYECKYIO OHO/IMOTeKy (MM MCIOJIb30BaTh Oubanoreku u3 npeabrymei sepcun Pen Basor Jlanubix),
HACTPOUTH KOHMUryparuio u paborars ¢ ycrapesmunmu GyHkiusaMu. Ho 3Toro emath He PEKOMEHTyeT-
csl — BaM JIydIlle MEePeKJIIOINThCs Ha uctnosb3oanne Gyukimit UDR min PSQL. Yrobsr mepexos crag
IIpoIIe, B JUCTPUOYTUB BKJITOYeH cKpunT udf_replace.sql, BBIIOJIHSAIOMNN COOTBETCTBYIOILYIO 3aMEHY
ycrapeBmux QyHKIwE. K 931uM QYHKIMSIM OTHOCSTCS:

ADDDAY ADDDAY?2 ADDHOUR
ADDMILLISECOND ADDMINUTE ADDMONTH
ADDSECOND ADDWEEK ADDYEAR

DIV DNULLIF DNVL

DOW DPOWER GETEXACTTIMESTAMP
GETEXACTTIMESTAMPUTC I64NULLIF I64NVL

I64ROUND I64TRUNCATE INULLIF

INVL ISLEAPYEAR LTRIM

ROUND RTRIM SDOW

SNULLIF SNVL SRIGHT
STRING2BLOB STRLEN SUBSTR

SUBSTRLEN TRUNCATE UDF_FRAC mmu FRAC

IIpocTo 3amycTuTe CKpUIIT:

isql -user sysdba -pas masterkey -i udf_replace.sql <6asa maHHHEX>

u UDF, pacrnpocrpansiembre B ib_udf u fbudf, OyayT 3aMeHEHBI COOTBETCTBYIONUMA HOBBIMU (DYHKITH-
M.

2. Hsmenenus 6 DDL u DML u3-3a noddepoicku 4aco8uvx noicos
IlomiepkKa 9acOBBIX IOSICOB BHOCUT HeKOTOpble n3dMenenns B DDL u DML, koTopbie MOryT TOBIUATH
HA COBMECTUMOCTD C CYIIECTBYIOIIMMHI 0a3aMU TAHHBIX U MPUIOKEHUSIMUA.

e Cunrakcuc Jijisi 00bsiBjieHus] TUIOB JaHHbIXx TIMESTAMP u TIME 6bL1 paciiupeH, YToObl BKJIIOYUTH ap-
T'YMEHTBHI, OIIPE/IEISIIOIINIE, JTIOJYKHBI JI CTOJIOEI, IOMEH, MapaMeTp WK TePEMEHHas ObITh OIIPE I IEHbI
C YCTAHOBKOW YaCOBOTO IOsiCA WU O€3 Hero:

TIME [ {WITHOUT|WITH} TIME ZONE ]
TIMESTAMP [ {WITHOUT|WITH} TIME ZONE ]

ITo ymomuammio ucmos3yercs apryment WITHOUT TIME ZONE.

e Crp. 14
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e B Bepcun 5.0 mepemennbie CURRENT _TIME n CURRENT_TIMESTAMP u3MeHEHBI: Telleph OHU BO3BPAIIAIOT
snadenuda tana TIME WITH TIME ZONE m TIMESTAMP WITH TIME ZONE ¢ 9aCOBBIM IIOCOM, YCTaHOB-
JIEHHBIM 9aCOBBIM IT0siCOM ceanca. B npenpiryrux Bepcusix CURRENT_TIME u CURRENT_TIMESTAMP BO3-
BpAIIAJU COOTBETCTBYIONINE THUIIBI B COOTBETCTBUU C CUCTEMHBIMH YaCAME, TO €CTh 0e3 KaKOro-smbo
4aCcoBOI'0 I10gCa.

[Tepemennnie LOCALTIMESTAMP u LOCALTIME Temepb 3aMEHSIOT IpeKHUE (DyHKITMOHATHHBIE BO3MOXK-
nHoctu CURRENT_TIMESTAMP u CURRENT_TIME COOTBETCTBEHHO.

3. Coxpawennoe npeobpaszosarue HEAGHBIT AUMEPAAOE 0ambL/Bpement, He NoJOePICUBAEMCH

CuHTaKCUC COKPAIIEHHOTO MpeoOpa30BaHus TUIIOB, UCIIOIb3yEeMblil BMECTE C HEeSTBHBIMU JIMTEPAJIAME 1A~
ThI/BPEMEHH, TaKON KaK, HAIIPUMED:

TIMESTAMP 'NOW'
DATE 'TODAY'
DATE 'YESTERDAY'

MOT' IIPUBECTU K HEOXKNITAHHBIM pe3yJbTaTaM:

® B XPAHNMBIX IPOIEAypaxX U (DYHKIUSIX BBIYUC/IEHUE STUX BBIPAYKEHU OyJIeT MPOUCXOIUTH BO BPEMsi
KOMITUJISIITIH, & HE BO BpeMsl BbI30Ba IIPOIIE/Ly P MJIn (DYHKITNH, coxpaHsisi pe3yabraT B BLR n usBnekas
3TO yCTapeBlliee 3HaYeHNe BO BpeMs BBIIIOJIHEHUS;

e B DSQL BBIUNC/IEHNE 3TUX BBIPAXKEHUN ITPOUCXOINT BO BPEeMs IOJTOTOBKH 3aIllPOCOB, & HE HA KarXK-
IOl UTEPAINN OIEPATOPA, KAK MOXKHO OBLIO ObI OXKUIATH IIPU [IPABUJILHOM HCIIOJb30BAHUY HESBHBIX
JIUTEPAJIOB JIATHI/BpeMeHHU. PasHuiia BO BpeMEHHM MEXKJY IIOJIOTOBKON ¥ BBIIOJHEHHEM OIlepaTopa
MOKET OBITh CJIUIIKOM MaJia, ITOObI 00OHAPYKUTH pobsemy. [losb3oBaTesn Morn ObITH BBEIEHBI B
3a0J1yKJIeHre, moJjarasi, YTO BbIPAXKEHUE BBIYUC/ISIETCS Ha KaXXKOW HUTepaluu OlepaTopa BO BpeMs
BBITIOJTHEHUSI, XOTsI HA CAMOM JIeJIe 3TO IIPOUCXO/UT BO BPEMsI TOJITOTOBKH.

Ecsin uro-to Bpome TIMESTAMP NOW ucnosb3oBasiock B SQL 3ampocax B Koje npujioxenus: uian B PSQL,
BO3HUKHET mpobsiema coBmectumocTu ¢ Pen Bazoit larasix 5.0. Teneps 1BMKOK OYIeT BbIIABATH OIIAOKY.

B Toxke Bpems cokpaliieHHOoe Tpeobpa3oBaHue sIBHBIX JTUTEPAJIOB, TakKnX Kak DATE 2019.02.20 gomnycTu-
Mmo. Takke mpeobpazopanue CAST(NOW AS TIMESTAMP) mpojosiKaeT paboTaTh Kak PaHbIIE.

4. C’mapmoeoe 3HaUEHUE NOCALI0BAMEALHOCTNU

o Bepcuu 5.0 nocienoBaresibHocTH (generator/sequence) CO3JABAINICDH C TEKYIIUM 3HAYEHIEM DABHBIM
craproBoMy 3HavYeHHIO (uian 0 IO yMOJIYAHUIO).

CrenyromuM 3HAYECHUEM [TOCJIEI0BATEILHOCTI CO CTaPTOBBIM 3HadeHneM () u mpuparnernem 1 6110 1.

B Bepcun 5.0 mociie1oBaTeIBHOCTH CO3JAIOTCA C TEKYIIUM 3HAUeHHEM DPaBHBIM CTapTOBOMY MHHYC HH-
KpeMeHT. V1 HauaJlbHbIM 3HAYEHHEM 110 yMOJIYaHuio sBisiercst 1 (a He 0).

To ectb pesynbrar oneparopa NEXT VALUES FOR Jyts IOC/I€I0BATETHLHOCTU CO CTAPTOBBIM 3HadenueM 100
u upupamienuem 10 Gymer 100 (a me 110, kak 6bL10 panbiie). Anagornuno Gynkuus GEN_ID(SEQ, 1)
sozsparutr 91 (a ze 101, Kak GbUIO paHbIIE).

5. Cosmecmumocms ¢ HOBBLMU MUNAMYU OGHHBLT

ITapamerp DataTypeCompatibility 3ajaeT ypoBeHb COBMECTUMOCTH, OIIPEIEISIONTHI, KAKUEe THUIIBI JTaH-
HBbIX JrocTynubl KianeaTckomy API. B macrosiimee Bpemst jocTynnbl jBa Bapuanta: 3.0 u 2.5. Pexum
amyaaun 3.0 CKpbIBAeT TUMBI JAHHBIX, TosBUBINHEcS mocie Bepcun 3.0, a nmerno DECIMAL u NUMERIC c
TOoYHOCTBIO 19 u Bbime, DECFLOAT, TIME WITH TIME ZONE, TIMESTAMP WITH TIME ZONE. CooTBercTBY-
IOIIUe 3HAYEHUs] BO3BPAIIAIOTC Yepe3 TUIIbI JTaHHBIX, o/ iepKuBaemble Bepcueit 3.0. Pexum smyssnun
2.5 nmpeobpasyer enié u Tun gaHHEbX BOOLEAN. DTOT mapamMeTp IO3BOJISIET YCTAPEBIIUM KJINEHTCKUM TP~
JIOXKeHUsIM paboTaTh ¢ Bepcueii 5.0 6e3 mepeKOMIUISIIT J1jis 00pabOTKY HOBBIX THUIIOB JaHHBIX.

6. Ilapamempur penaukayuu

Cnemytomue napamerpsl permkanuu B Pen Baze Jannbix 5.0 6butn mepenvenoBanbl. st obecniedenmst
COBMECTHMOCTHU MOYKHO HCIOJIb30BaTh HaszBanud u3 3.0. B Pex Baze lannbix 6.0 Hesp3sa OyeT ncnosib-
30BaTh CTapble HA3BAHUSI.
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Tabsmna 2.2 — CoBMECTUMOCTD [TAPAMETPOB PEILINKAIIH

HaszBanune ommuu B 3.0

HaszBanune onmuu B 5.0

sync_replica

replica_database

journal _segment_size

log_segment_size

journal _segment_count

log_segment_count

journal_directory

log_directory

journal _file_prefix

log_file_prefix

journal _group_flush_delay

log_group_flush_delay

journal_archive_directory

log_archive_directory

journal _archive_command

log_archive_command

journal_archive_timeout

log_archive_timeout

journal _source_directory

log_directory

verbose_logging

verbose

7. Hamenunrocv ums NOoAB306AMENA, O KOMOPO20 3aNYCKAEMCA CEPBED

I Cepsep Pen Baswr Jlanubix 5.0 paboraer or noJib3oBaress reddatabase.

2.3 Ilepexon ¢ Bepcum 5.0 Ha 3.0

[

. IIpekparure pabore! ¢ 6a30i#f JaHHBIX U cIAejalTe €€ KOIUIO.

[\o}

. 3amycrure MUTPAIUIO:

rdbsvcemgr service_mgr -user SYSDBA -action_migrate -mig_version rdb3.0 -dbname

<baza OAHHBX>

3. Caenaiite pe3epBHYIO KOIHUIO 0a3bl JaHHBIX Ha Bepcuu 5.0 yrmmmroir gbak or Bepcum 3.0. g storo
ckormpyiire daitasr CYB/ or 3.0 B karajor /opt/rdb_3.0. 3areM BLIIOJHUTE:

export FIREBIRD=/opt/rdb_3.0
export LD_LIBRARY_PATH=/opt/rdb_3.0/1lib

gbak -user sysdba -password masterkey -b -v -g 127.0.0.1:<6a3a mammbHX> <dailn

63kKama> -y <myTek K JOory 63Kama> -ignore

4. CoxpannTre Komu KOHMUTYPAIMOHHBIX (DailioB

cp /opt/RedDatabase/*.conf /home/firebird

(@28

. Ynagure Pen Bazy Hdammbix 5.0.

(=}

. Ycranosure Pen Bazy Jammbrx 3.0.

7. BoccranoBure 6a3y JaHHBIX U3 PE3€PBHOI KOIIWH:

gbak -user sysdba -password masterkey -c -v <dpaitnm 63kKama> <6aza gmamHHX 3.0> -y

<OyTh K JIOTy pecTopa>

IIpu sTOM MOryT BO3HUKHYTH coobmienusi -bad debug info m madopmamnus o6 ommbkax blr. Dtu mpe-

JYUpeXJIeHUs Hy?>KHO UTHOPUPOBATh.
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10.

11.

12.

. BrIrpysute cKpunrhl ¢ HecoBMecTuMbIMU 00bekTamu (/home/firebird/prefix_permanent.sql) u 06b-

exTamu, Tpefyomumu nepekomnuisinuu (/home/firebird/prefix_restore.sql):

isql -user SYSDBA -password masterkey -ch <komupoBka> <6asza mamHHX 3.0> -extract -
incompatible /home/firebird/prefix -MIGVER 30 -nodbtrig

Karanor /home/firebird nomxen cymecrsosarnh. Ecyu ero Her, To co3gaiite ero mpeaBapuTesibHoO.

. Heobxonumo umcnpasuth SQL, comepzkamuiicss B prefix_permanent.sql, 9T0o0bI OH OBLI COBMECTHUM C

Bepcueit 3.0. [Tocye ucnpapjieHus BBIMOJHUTE CKPUIIT:

isql -user SYSDBA -password masterkey -ch <komupoBka> -i /home/firebird/prefix_
permantnt.sql <6asza pmammHx 3.0> -nodbtrig

IlepexoMmmmupyiiTe 0ObEKTHI:

isql -user SYSDBA -password masterkey -ch <komupoBka> -i /home/firebird/prefix_
restore.sql <6asa gmammnx 3.0> -nodbtrig

[Ipu aTOM MOryT BO3HUKHYTH cOo00ITieHnst bad debug info. DTO NpeynpekIeHns] U OHU HE BJIUAIOT HA
pe3yJbTaT.

Boccranosure mapamerpsr kKoudurypamuu ot 5.0. Heobxomumo s kaxkgoro daityia KoHduUrypaimn,
COXPaHEHHOTO Ha Imare 4, IepeHecTd aKTUBHBIE OIIMKA B COOTBETCTBYIOINMH (aii KoHdurypanum sepcun
3.0. Ecsiz B 3.0 HET mapameTpa, KOTOPLIi mpucyTcTBOBaI B 5.0, HE0OX0IUMO MO0 HANTH MOIXOISIIUN 10
cMbIcy (T.e. ciaydail, KOrja U3MEeHUIOCh UMs IIapaMeTpa), Jub0 He HePEHOCUTH ero (TaKoro rmapaMerpa
B Bepcuu 3.0 mpocro Her).

IlepezamycTure cepsep.
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['naBa 3

Penaxkmm CYB/I Pen Baza /lanabix 5.0

CYB/I Pen Baza /lanHbIX BBITyCKAETCsT CTAHIAPTHON U POMBIIIIeHHON. OT BEIOOpA PeIaKIIny 3aBUCAT
COMIEPKIMOE TUCTPUOYTHUBA.

Cmarndapmmas peakiys IpeHa3HadeHa JJIs UCIIOIH30BaHNs B OM3HEC-IPUJIOKEHUAX Ha [IPEIIPUs-
THAX CpejiHero u maJjoro ousneca. Ona Bxomgut B peectp poccuiickoro 110 u umeer ceprudpurar PCTIK. B
CTAHJIAPTHYIO PEJAKITUIO BKJIIOUEHBIL:

[Mommep:xka cranmapra SQL-2016

BosMmoxkHOCTD XpaHeHusi 6a3bl JJAHHBIX B €JIMHCTBEHHOM haiiie
NukpeMeHTaNbHBII GIKATT

[TapaJsesibHOE pe3epBHOE KOMUPOBAHUE U BOCCTAHOBJICHHE
MHOromoToYHoe Co3JaHne NHIEKCOB

Macmrrabupyemast SMP apxurekrypa SuperServer
64-6UTHDBIN CIETIUK TPAHIAKITAI

Omnaita Bamugamusa BJ1

Oxkonuble OyHKIUN

Tpurrepst mist DDL oneparuit

Makcumasbaas juinHa SQL-3anpoca 10M6

[Tys1 TOArOTOBJIEHHBIX 3AIIPOCOB

CHUHXpOHHAS U ACUHXPOHHAS PEILINKAIIS

[Tpodaitnep SQL u PSQL

[Momiep:kka MaKeTHBIX OmepaIuil Ijisi BCTABKYU JIAHHBIX
[TapasutesbabIl COOP CTATUCTUKH

Aymur uaMeHeHus TIpaB JOCTYIIA

Ayrentudukanust mo 'OCT asropurmam

[Momepkka 0TKA30yCTONIMBOrO KJiacTepa
Ayrentudukarnus gepes LDAP/AD/GSS API
Bosmozknocts paborst ¢ JSON

XpaHeHre BpeMeHHBIX 0JJ000B BHE OCHOBHOM 6a3bl JAHHBIX

Ipomviurernyto peTaKIIMIO TPEJIAraeTCs UCIOIb30BATh B MPUIOKEHUAX HA MPEIIPUITAAX KPYITHO-
ro Om3Heca, HA y4acTKax, IJle IEHHOCTh JAHHBIX U CTOMMOCTH OTKAa3a CHUCTEMBI YPE3BLIYAIHO BeJnKd. B
JIOTIOJTHEHHE K COJIEP2KUMOMY CTaHJIAPTHOM PeJIaKIINU B IIOCTABKY BKJIIOYEHBI:

[ToxmeprkKa CHHXPOHHO-aCUHXPOHHON PETLTUKATIII
IToHOTEKCTOBBIH TIOMCK

Konnekrop CDC

TabymmaHbIe TPOCTPAHCTBA

CpaBHenne MacTepa W PEIUIUKU OHJIANH

e Crp. 18



PyxoBoscTBO ajmunucTpaTopa
4 Ycranoska, obnossienne u 3airyck cepsepa CYBJI Pen Baza /lanubix

['naBa 4

YcraHOBKa, OOHOBJIEHNE W 3aITyCK
cepepa CYDB/I Pen baza /lanHabix

4.1 IlopnepkmBaembie OC

CYB/I Pen Baza [lanabix MoxkeT byHKIIMOHTPOBATEH Ha ciemyomnmx OC:
e Microsoft Windows (x64);
e Linux x86, Linux x86 64 jucTpuOyTUBBI, NCIOIL3YIONIIE:
— glibc 2.17 u crapre;
— libstdc++ ot gee 10.2 u crapie;

e Linux gucrpubyrusel, nomaepxusaiomue Linux Standard Base ISO/TEC 23360, nauunas ¢ Bepcun
3.0

Pekomenryembie OC cemeiicrBa Linux:
e PEJI OC 7.3 u crapie;

e Auybr 8 CII u crapiie;

4.2 Ilpuemka mocrajernHoro cepsepa CYDB/I Pen ba3za
JlaHHbIX

[IpaBusia npuemku onucanbl B pazjese 4 rexandeckux yciaosuit Crucrema yrupaBiieHus 6a3aMu JTAHHBIX
«Pen Baza lannaeix» TV 502120-001-29926343-2015.

4.3 ¥YcranoBka B OC Windows

Ckagare mucrpubytuB Penm Baszwr Jlanapix moxkuo ¢ odpunmansuoro caiita CYBI - RedDatabase
Downloads. 3arpyska j0cTylHa TOJIHKO aBTOPU30BAHHOMY I0JI30BATEJIIO.

Samycrure ycranoky CYBJl Pen basza lammbpix ¢ momompio daitia RedDatabase-0E-5.0.X.X-
windows-X.exe, OpenenB pa3psaIHOCTD UCIIOJIB3YEeMON OIePAIlMOHHON CUCTEMBI.

Nucramnsmus CYB/IL Pex Baza JIaHHBIX OCyIIeCTBISETCS ¢ TOMOIIHIO CTAHIAPTHOTO MACTEPa, YCTAHOB-
Kz porpamMM. B xojte ycTaHOBKE MacTep cObUpaeT BCIO HEOOXOIUMYIO JJIsi YCTAHOBKU cepBepa NH(MOPMAIIHIO,
IPOM3BOIUT KONUpoBanue (GailjioB U PErUCTPAIAIO IPOrPAMMHBIX MOJyIeil B peectpe Windows.

I g ycranosku Pen Baza /lanabrx 5.0 #He00X0 UMbl TIpaBa aIMIHACTPATOPA.

Bribepure s13b1k ycranosku. [Ipemycmorpena ycTaHOBKa HA PYCCKOM W aHTJIMIICKOM SI3bIKAX.
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“ Language Selection E'@

Please select the installation language

[Russion—Pyccon |3

| ok || concel |

Pucynox 4.1 — Boibop s3b1Ka

oo =0 mw| [* Ve = Es
Yeranoska - Red Database (Cranaapruan pepaxuyva) 4.0.0.1685 Jluuenanonnoe cornawenme =.

[lo6pe noxanosars & wncrannsTop Red Database (Crangaprran peaaruyna) 4.0.01685. TIpOUTHTE CNEAYLUEE MLSHEHOHOE COTNALLEHHE.
Bl A0/ KHBI NPHHATS €70 YCIOBUA 417 MPOAO/TKEHUR MHCTA/MALIN.

=EE DSOFT Red Database (Cronaspraan peaskuus] 570 MoLas, suicoxonpouzEoauTensiian

kpocennardophienian CYB]] [Bruznsnomos cormumzmz -

(manee - «C yenosus, ma xomopex
e Z «Pem Coprs (mamee - «PEJ CO$T») npemocrasnmer Bam
:e mpasa ua OPOTpEMM MNA SMERTPOMMN SENMCTMTENSHIDG MEmG (Damee —
«3BM»), cnpenensmmx = Cornamemms.

topia % = Tofi cTemems, 3 KOTOPGE aroHONaTenmcrac Docagickoi
ienepamar momycxaer saxmouesMe NOTOSOpa O Nepefa¥e NPaE Ha LCHONM3OSasie mporpam AnA 3BM =
yapomesuou nopamxe (m.5 ce. 1286 wacrk 4 TK P#) . 2 ccm B

gusiraecmens ume ppumriecmas mmow, xoTOpoe = i ofopor
PE COST smu ¢ ero cormacuA TpeTmAS: THMUAM ans 3B, =
Cormemersne. B srom cnywae Bu i DEJ COT mmnserect & (nanee -
«Croposm) .

$AKTOM SATEVSHM WM YCTAHOBKM B IAMATH 3BM . BC MM TEOBOH NEYTON $OEME

ErmpmrrmmEmT | G AT s

O Ave yenosua

<y | [ Hances [ <Hmag | [ fance> |[ Owmrera

Puc. 4.2 — IlpuBercTBeHHOE OKHO YCTAHOBKU Puc. 4.3 — Jlunensuonnoe corsaiieHne

Bo Bpemst uncrasuisiniiun Bam Gyter npeyiozkeno BeibpaTh apxutekTypy ceppepa: Classic, SuperClassic
nim SuperServer:

e Classic
— I/ICHOJIBSyeT OTﬂeﬂbeIﬁ Hpouecc Ha KazKJ10€ II0JIb30BaTEJIbCKOE COCIUHCHUE,

— KaXKJIBII IIPOIECC COIEPKUT B cebe Bce UTO HYXKHO it pabOThI ¢ 623011 JaHHBIX: 00JIACTH
MAMSTH JIJIsT METAJJAHHBIX, KIIIT JJAHHBIX JIJIs MUHUMI3AIK TOBTOPHBIX dTeHuit u3 daitia
B/l; mamaTs 11t COPTUPOBOK;

— ecyu mpoucxoauT cboil, Apyrue CoeIMHEeHns] OCTAIOTCS PAOOTOCIIOCOOHBIMU

— MOJJIEPYKKA MYJIBTUIIPOIIECCOPHOCTU: B MHOTOIpoIreccopubix cucremax OC aBromarmdae-
CKHU pacIipejiesisieT IIPOIecchl 0 IPOLEeccopaM /siapam

e Superserver
— OJIUH TIPOoIecc ¢ o0IIeil 00IACThIO TAMSITH JIJIsT BCEX MOJIH30BATEILCKUAX COETMHEHNUIT;

— IoJJIepzKKa MYJIBTUIIPOIIECCOPHOCTH: MapaJljiejibHble 3alIPOChI I0/Ib30BaTe el BBIITOJIHS-
I0TCA Ha Pa3HbIX AJIpax;

— BO3MOKHBII COOIl B OJIHOM IIPOIECCE PA3OPBET BCE ITOAKJIIOYECHUS;
e SuperClassic
— eJUHBIN TTPOTIECC Ha BCEX I10JIb30BaTe el ¢ 00IIel maMsIThIO 10/, COPTUPOBKM;

— wucnosb3yercs mya morokoB OC jyist 06paboTKM 3aITPOCOB OT COEMHEHNUI, TAKUM 00pa30M
KaykJioe CoejJMHeHre paboTaer B OTJebHOM IoToke yrpasisgemoM OC, a HeaKTUBHBIE
COEJIMHEHUsI HE OT'bEJIAI0T PECYPCHI IIOTOKOB;
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— KaXK/JIBIIl TIOTOK CO CBOUM KSIIIEM JIAHHBIX U 00JIACTBIO METaIaHHBIX;
— TojiepKKa Mysibrutiporeccopaoctu: moroku OC JIerko pacrnapajiiesinBaloTCs;
— BO3MOKHBII COOIf B OIHOM IIPOIECCE PA3OPBET BCE ITOAKJIIOICHUS.

Kaxkibrit m3 pe;kuMoB cTabuieH, U HeT IIPUIHH [TOJTHOCTHIO OTIABATH IPEIIIOYTEHNE KAKOMY TO OTHOMY.
Komeuno, y Bac MoryT ObITH CBOM COOCTBEHHBIE KOHKPETHBIE cooOpaxkenus. Fcim Ber comreBaerech, mpocto
cireyfiTe 3a yCTaHOBKOM 10 ymomdanuio. [1o32ke BbI MOXKeTe U3MEHUTh apXUTEKTYPy depe3 daita koundbury-
paruu firebird.conf (mapamerp ServerMode), uro nmorpebyer mepe3arpys3Ku, HO He I€PEyCTAHOBKHU.

Pexum cepBepa MoxkeT OBITH HACTPOEH I KaXKI0M 0a3bl JAHHBIX OT/IE/IHHO.

E— Sl e [= Yoo Eloes
SPS— [ [EES—— =
MosanyiicTa, ykauTe, kyga Gyaer ycTaHosneHae Red Database (CrangapTan pegakuys) 4.0.0.1685 BuibiepuTe enaenyto apxuTEKTypy CepBepa
A Tl Redbatebazc 0 e = hsadennedical e

Ba3bl A3HHbIX OTKLIBAIGTCR IKCKNMO3MEHO EAMHCTBEHHBIM NPOLIECCOM CEPBEpa. [TOAKMOUEHIS UCMOALIYIOT EgHbIl
CTpaHMUHIi K3LL

(©) SuperClassic / ThreadedShared
Ba3b1 A3HHBIX OTKPLIBAKITCR SAMHCTEEHHBIM MPOLIECCOM CEPBEDE, HO 3TO HE MPENATCTBYET OTKPLITHID W APYFMIA
npougccami. Kaxaoe NOAKNKOYERNE MMEET CEOI CTPAHNUHEIH K3LU.

(@) Classic / MultiProcess
A5 KaAOTO MOAKMIOHEHHA CO3ABETCA OTAENLHBII NpoLece. Kakaan 6333 A3HHBIX MOKET BbiTb OTKPLITS HECKOABKIAIA
npoueccamy (Bktouan wn Kaxace neer caoii cTp i oL,

[ <Hesan | [ Banee> |[ Omrene [ <hasea | [ Hance> | [ Omsene |
Puc. 4.4 — Bribop kaTajora ycTaHOBKHI Puc. 4.5 — Bbibop apxutekTyphsl cepsepa

W3naganbHO B cHCTeMe CyIIECTBYET TOJIBKO OJIMH IOJIb30BATEN]b — AJMHUHUCTPATOpP cepBepa SYSDBA
(naposb 110 yMosadaHuio — masterkey). DTOT HOJIb30BATEb O0JIIA€T [OJIHBIMU [IPABAMU HA BBIIOJIHEHUE
Bcex (pYHKIHiT I0 yIpaBeHnio paboToit cepBepa u pabote ¢ 6a3aMu JaHHLIX. B mporecce nncrassanun Bac
IIONIPOCAT U3MEHUTD MAPOJIh JAHHOTO IOJIH30BATEIS B TEJIIX O€30IIaCHOCTH.

* Yeranoska ol = Ed| [# Yeraroska =8 MOR ===
an
L

YCTaHOBHTE NapONk CUCTEMHOTO ALMMKHCTPATOPa Okonuanie paboTe: nporpammb ycranoski Red Database (Crangaprian pepakuws)

BeeanTe Napo/ik CHCTEMHOO AMMHMCTRaTOpa (M0 ynonHaHio masterkey) 3asepiuena ycranoska Red Database (CTaHAapTHaR PEAGKUMA) Ha BaLL KOMBHOTER.

[ | ]
BREDSOFT

[T R ———— ..

Ommena

< Hasag [Janee > Ormeria < Hasag
[ I I

Puc. 4.6 — YcranoBka naposis Puc. 4.7 — 3aBepinenne ycTaHOBKA

Ilo oxoH9aHMIO IIpoIlecca YCTAHOBKHU OYIET 3allyllleH cepBepHBIil mporecc rdbserver, KoTopslil 6ymer
3aIlyCKaTbCs aBTOMATUYECKU IIpu Iiepe3arpyske cepsepa. Cepsep Oyaer paboTarh Kak CUCTEMHAasl CIIyKOa.

Cepsep MoxkeT paboTaTh U B KadeCTBE NPUJIOKEHUs (ITO MEHee MPEINOUTUTENbHBIN BapuaHt). s
3allyCKa HUCIOJIb3YHTe CIeIyIONyl0 KOMaH/Iy:

rdbserver -a
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Wcnonusiemsrit daitsn rdbserver . exe paciiojioyKeH B KOPHEBOM KaTaJjiore yctanoBku Pes Basbr JlaHHBIX.
OcraHOBKa BBIIIOJHETCS Yepe3 MKOHKY B cHCTeMHOM Tpee (Shutdown).

Ha odwummansuom caitre CYBIl Pen Baszor Janusix - RedDatabase Downloads - moxmo 3arpy3uts
UCXOJTHBIE KOJBI CepBepa. DTU MCXOIHBIE KOJBI MOXKHO BIIOCJIE/ICTBUU HCIOJB30BATH JJIsi PYYIHON cOOpKU U
KOMITUJISIIIAY OMHAPHBIX (DANJIOB cepBepa ¢ MOMOIIBIO KOMAH/IbI:

builds\win32\run_all.bat

st aToro meobxoaumo umersb KommuiassTop C+-+ Visual Studio we mmxke 2010-it Bepcun.

JemHCcTa/IsIIUs cepBepa OCYIIECTBIISIETCS 3AILyCKOM IIPOrpaMMbl uninstall.exe, pacloOJIOKEHHON B
KopHeBoit manke ycranoBku Pen Basor Jlannsix. Ilocse 3amycka ckpuiira moIb30BaTesb JTOMKEH IIOIATBED-
JIATH, 9TO JEHCTBUTEIHHO X04ueT yjaaanTh Pej Basy Jlanubix, mocse dero OyJeT Ipou3BeieHa JeMHCTAJIISIIIS
cepsepa.

4.4 ¥YcranoBka B Unix-cucremax

4.4.1 YcraHoBKa B rpadmniecKoM pexKnMe

Qaiiner Penn Baza annasix 5.0 mocrasisiiorcs: B Bujle bunapHoro makera. [Ipu 3amycke ero u3 joboit
rpaduueckoii cucremsr (Hanpumep, KDE) Gyner BoI3BaH MacTep yCTAHOBKHU, KOTODBIH IIPOU3BEIET cO0p Beei
Heobxoaumoit nadopmariun u ycranoeutr CYBJL Pen Baza Janueix 5.0 Ha Bam kommbooTep.

Hns ycranogku CYBJl Pen Basza [laHHBIX HEOOXOAUMO CKOIMPOBATH JUCTPUOYTHUBHBIN dail
RedDatabase-5.0.X.X-X-1linux-X.bin Ha KecTKHIi JUCK, a B OII€PAIlMOHHON CHUCTeMe Ha3HAYUTH B IIpa-
Bax 3Toro aiijia pasperienrne Ha UCIOJTHEHUE:

# chmod +x RedDatabase-5.0.X.X-X-linux-X.bin

ITocue aroro 3amycrurs ycranosky CYBJL Pen Baza lanubix:

# ./RedDatabase-5.0.X.X-X-1linux-X.bin

I s ycranosku cepsepa Pen Baza Janubix 5.0 HeoGXoauMbl mpaBa CylepHnosib30Baressd (root).

MNucramnsimus CYB/l Pen Baza JlaHHBIX OCYIECTBIIsIETCS] ¢ TOMOIIBIO CTAHJIAPTHOIO MAacTepa yCTa-
HOBKU 1iporpamMm. [Ipexk e Bcero npejjiaraercsi BBIOPATh si3bIK YCTAHOBKU. [IpeaycMOTpeHa HHCTANISINS Ha
PYCCKOM ¥ aHTJIMHCKOM SI3bIKaX.
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YcraHoBka - % YcraHoBka - %
as YeTaHoska - Red Database (Cran, Beib: ..
inapTHaa pepakumaA) 4.0.0.1711 bI6OP apXWMTEKTYpLI CepBepa
BREDSOFT prHan p ) ]
Ilo6po noxanoeats & WicTannaTop Red Database (CTanpapTHas pepakuna) BuibepuTe enaemyio apxuTexTypy cepeepa

4.0.0.1711

(_) Super / ThreadedDedicated
Red Database (CtanpapTHan penakliMs) 3T MOLHAR, BbICOKOMPOM3BOAMTENbHAS B a3l [IaHHbIX OTKPHIBAIOTCA SKCKIIOIMBHO
penauuoHHan kpoccnnargpopmertas CYBL e[MHCTBEHHBIM MPoLeccomM cepsepa. Momknioyenms

MCNONb3YIOT AMHEIA CTPaHMHHGIA KILU.

() SuperClassic / ThreadedShared
Ba3bl AaHHbIX OTKPLIBAIOTCA €AMHCTBEHHLIM
MPOLIECCoM CEPEEPE, HO 3TO He
MPENATCTBYET OTKPHITUAIO kX APYTUMIA
npoueccamy. Kaxoe nopKnioyeHme umeet
CBOW CTPaHMHHBIA K3LL.
Classic / MultiProcess
[InA kaxaero NOAKMIOYEHA CO3NAETCA OTENLHEIMA
npouecc. Kaxpan 6a3a AaHHEIX MOXKET 6bITh OTKpbITA
HECKONMBKUMIA NPOLIECCaMIA (BKNKOYAA NOKAMbHbIE WK
embedded). Kaxxnoe nogknioyeHUe MMeeT CBOMA
ns GTRAAbIA Kaw.

Back Forward Cancel Back Forward Cancel

Puc. 4.8 — IlpuBercTBeHHOE OKHO YCTAHOBKU Puc. 4.9 — Beibop apxuTekTypbl cepBepa

Bo Bpems uncramisiiun Bam Gyier mpeiozkeHo BeIOpaTh apxutekTypy cepsepa: Classic, SuperClassic
uin SuperServer. Ilogpobree 0 KaXK10il apXUTEKType OBbLIO OIMUCAHO GbIULE.

W3naganbHO B cHcTeMe CyIIECTBYET TOJIBKO OJIMH IOJIb30BATEN]b — AJMHUHUCTPATOpD cepBepa SYSDBA
(naposib 1o yMoadaHuio — masterkey). DTOT HOJIB30BATENb OOJIAIAET OJIHBIMU [IPABAMU HA BBIIOJIHEHNE
Bcex (pYHKIHUT 10 yIpaBeHnio paboToit cepsepa u pabote ¢ 6a3amu JaHHLIX. B mporiecce nncrassnun Bac
MIONIPOCAT U3MEHUTD MAPOJIh JAHHOTO MOJIH30BATES B TEJIIX O€30IMaCHOCTH.

YeraHoBka X YeraHoBka - %

YeTaHoBuTe Naponk CUCTEMHOro aAMUHUCTpaTopa =. --
BR

OkoHyaHuWe paboTel nporpaMmsl ycTaHosku Red Database
(CranpapTHas pepakuma)

EDSOFT

BBeauTe Naponk CMCTEMHOMD anMUHICTPaTopa (N0 yMonyarmio masterkey)

Maponb cUCTEMHOTO afiMUHMCTpaTopa

3aeepuieHa yctanoska Red Database (CTaHmapTHas penakLia) Ha Ball
KOMMbiOTEp.

nstallBuilder

Back Forward Cancel Back 3asepumTs Cancel

Puc. 4.10 — Ycranoska maposs Puc. 4.11 — Bagepienue ycTaHOBKH

ITocne ycranoBKu cepBep aBTOMATHYECKHU HE 3aIlyCKaeTCs. BaMm MoHamo0nuTCs CIeaTh 9TO BPYIHYIO B
3aBUCUMOCTH OT THIIA CUCTEMbI Linux u BaIero ycTaHOBOYHOTO IAKeTa. Y IPaBJIEHIE 3aIIyCKOM 1 OCTAHOBKOM
cepBepa OCYIIECTBJIAET JIeMOH MHUIMAIn3aIun systemd

systemctl start firebird
systemctl stop firebird

WA init cKpumr:

/etc/init.d/firebird start
/etc/init.d/firebird stop

JemHCTAIISINS CepBepa OCYIIEeCTBIISETCS 3AIlyCKOM TPOrPpaMMBbI uninstall, pacnoJIOXKEHHOH B KOpHe-
Boit manke ycranoBku Pen Basor lanubix. ITocse 3amycka ckpuirra moJib30BaTeNb JI0KEH OATBEPIATD, 9TO

e Crp. 23



PyxoBoscTBO ajmunucTpaTopa
4.4 VYcranoska B Unix-cucremMax

JefictBuTesibHO Xo4ueT ynaauThb Pen Bagy /lanubix, mmocse qero 6yJaeT mpou3Be/IeHa, JIEMHCTAJIISINS CePBEPA.

4.4.2 YcTtaHOBKA B TEKCTOBOM pPeXKNMeE

Ecisin iporpamMma MHCTAJUISIAE 3aIyIeHa B TEKCTOBOM pexkuMe (¢ KJIo4oM --mode text):

# ./RedDatabase-5.0.X.X-X-linux-X.bin --mode text

TO OHA MOCJEIOBATEJHHO OyIeT BBIBOAUTH 3aIIPOCHI HA IMOATBEPKJCHUE TE€X WA HUHBIX IapaMeTPOB
YCTAHOBKH, TAKMX KaK BBIOOP KOMITOHEHTOB WM TAPOJb TMojb3oBaresns SYSDBA. B cayuae, ecam Ha TOT
UM MHOM 3aIpoC MacTepa yCTAaHOBKH IIPEyCMOTPEH OTBET II0 YMOJIYAHUIO, TO TAKOH BapuaHT 0DO3HAYEH
3aryiaBHOU OyKBOif, U B 9TOM CJIydae TOT BapUAHT MOYKHO TOJITBEP/IUTL HaxKaTweM Kjasummu «BBomy, B
cJlydae 2Ke, eCJId BhIOOp 10 YMOJTYAHUIO He MPEeIyCMOTPEH, TO HeOOXOAMMO 00s3aTe/IbHO OTBETUTh HA BOIIPOC

«a» (Y) wmn «Her» (N).

ApXMTEK! cepEepa

Super / ThreadedDedicated: Basu HaHHEX OTKpDHEA&D WIHMEHO SOMHCTESHHEM IpDOLY

ThreadedShared: Basw maHHEHX O HEADTCH S©AMHCTESHHEM OIDOLEc

ess: JInA KasmoTo NOOKIDNYSHMA COSOasTCA OTASHbHEIY OpoLls

AHOBMTE Napoib ¢ TEMHOTO aIMMHMCTDAaTopa
BEemMTEe Napollk CMCTEMHOTO aiMMHMCTpaTopa (no yMomuanmio masterkey)

Mapoltk CHMCTEMHOTO aIMMHMCTPaTOopa [Wiiioie]

¥Ycranosxa Red Database (CrammaprHas pefarima)
Mocmegumii mar nepen ycTaHoBxol Red Database (C
MoxalyHcTa NpoBEpLTE CISOYRIYD MHbOpMAaIMD:
IyTe yCTaAHOBEM: / RedDatabase

ApXMTEKTYD epEepa: Super

Haxmure [BEom] OnMS DpoOofIZeHMS

Mo ; DOOOEDMTE MNOKa Op

penaKiMa) HAa Ball KOMIBETED.

50% 100%

FEEFFFEFFFEEFFFEFFFF S TR FFE RS FFFF R HEF I EF

Sapepmena ycTaHobBka Red Database (CTamgapTHad pemakiMsa) Ha Ball KOMOLETED.

Pucynok 4.12 — IIpumep ycranosku Pen Baza Hammeix 5.0 B TekcTOBOM pexknme

Vnanenune cepBepa OCYIIECTBIISIETCS, [0 AHAJOTUN C IPAMUIECKAM PEKUMOM, 3aIYCKOM ITPOTDAMMBI
uninstall u3 kataJora ycranosku Pen Baza JlaHubix.
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4.4.3 YcTraHOBKAa OTJIAJ0YHBIX CIMBOJIOB

1. CkaugaiiTe apxXmB ¢ OTJIaJOYHBIMH CHMBoJaMu ¢ odummaabaoro caiitta CYB/ — RedDatabase
Downloads . Bepcusi oT/iafo9Hbx CUMBOJIOB JIOJI2KHA, COBIIAJIATh C BEPCHE yCTAHOBJIEHHOHN Pen
Bazwr Jlannbix. 3arpy3ka JOCTYIIHA TOJIBKO ABTOPU30BAHHOMY IIOJIb30BATEJIO.

2. Pacmakyiite comepknmoe apxuba B nanky /opt/RedDatabase.

tar -xvf RedDatabase-5.0.X.X-X-dbg-linux-X.tar.gz -strip-components 1

4.5 Ilpoueaypsl mocje ycTaHOBKU

Ilocne ycranoBku HEOOXOMMO HACTPOUTDH IOJUTHKY 0E30IACHOCTH 110 YMOJIYAHUIO, BBHIITOJIHUB CJIEIY-
IONLYI0 KOMaHIy:

ALTER POLICY "DEFAULT" AS
PSWD_MIN_LEN = 8,
PSWD_NEED_DIFF_CASE = true,
PSWD_NEED_CHAR = 5,
PSWD_NEED_DIGIT = 2,
MAX_FAILED_COUNT = 4;

[TonTnka 6€30MACHOCTHU 110 YMOJIMAHUIO:
e Jlnmua mapoJist He MeHee 8 CUMBOJIOB;
e [lapouib JOJIKEeH COEPKATH CUMBOJIBI B PA3HBIX PErHCTPAX;
e ITaposib T0/mKeH cofepKaTh MUHAMYM 5 OYKB;
e I[laposib JTI0O/KEH COep:KaTh MUHUMYM 2 TUQPHI;
e MakcuMaabHOE KOJUIECTBO HEYCIEITHBIX TOMBITOK ayTeHTH(MUKAINN JT0 OJTOKUPOBKMA PABHO 4.

s BKIIIOYeHUST MOJMTUK B KoHUryparuonnoMm daitie firebird.conf ykaxkure rrarua Policy B
napaMerpe PolicyPlugin:

[ PolicyPlugin = Policy ]

s obecniedenns KOHTPOJIS [IEJIOCTHOCTH BBIIIOJTHUTE CJIELyIOIIEe:

1. Jobasbre B cexnmio Service daiina /1ib/systemd/system/firebird. service npoBepKy mesocT-
HOCTH TIPOIIEIYP:

ExecStartPost=sh -c'LD_PRELOAD=""/opt/RedDatabase/bin/mint -M check -d <myTsr K

daitny 6ass maHHEX> -0 procedures -u sysdba -p masterkey -C <ammac>-R 80 -i
<uyTh K Qaiiny coxpamemus> -1 AT_SIGNATURE|| true'

3arpy3ure n3MeHEHUsl CJIyKObI:
systemctl daemon-reload
2. Cospnaiite 3a7adqy cron, KOTOpasi Oy/IeT BBITOJHITH IPOBEPKY EJOCTHOCTH KAk Ible 12 9acoB:
crontab -e

0 */12 * * *x /opt/RedDatabase/bin/mint -M check -d <uyTes K Qaiiny 6a3H LAHHHX>

-0 procedures -u sysdba -p masterkey -C "CN_cert,CN_issuer,CN_serial" -R 80 -I
(npogonkerne Ha cnedyloLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)

AT_SIGNATURE -i <myTe K Qalimy coxpaHeHus>

st macTpoiiku peructparun cobniTuit 6e3onacuoctu B firebird. conf HeoOX0aMMO yKa3aTh MapamMeTp
AuditTraceConfigFiles = fbtrace_sec.conf:

[ AuditTraceConfigFiles = fbtrace_sec.conf; ]

4.6 OOGHOBJIEHIIE cepBepa

OO6HOBJIeHME cepBepa MeXK Iy MUHOPHBIME- U HarTd-Bepcusivu Peji Basbl JIaHHBIX IIPOUCXOIUT C TTOMO-
IO CTAHJAPTHOIO MACTEPA YCTAHOBKHU IporpamM. llepen ycTaHOBKOI HOBOI Bepcun He TpebyeTcsi BpyYHYIO
VAAJIATh CTapyIo.

Yr006bI 0OHOBUTH CEpBEP, IIPOCTO CKadaiiTe Hy2KHYI Bepcuto B 3aBucumMoctu or OC u paspsiiHOCTH U
3aIlyCTUTE YCTAHOBKY, KaK OBLIO OMHUCAHO B moapasiese Ycemanoska 6 Uniz-cucmemaxr m Yemanoska ¢ OC

Windows.

[Tepen obHOBIIEHIEM YOEAUTECH, YTO BCE MOJB30BATEIN OTKJIIOUYEHBI OT 6a3 JaHHbIX. C MOMOIIBIO
KOMAH/TBI:

gfix -shut -force <n>

MOZKHO 3aKPbITh BC€ MOAKJ/JIIOYECHUA U 3aIPETUTH ITOCJIEYIOIIE.

B nponecce nHcTasusiiun (06HOBIIeHNsT) BaM Gyner npejiokeHo BeIGpaTh TOJIBKO sI3bIK YCTAHOBKU K
[IPUHSATH JIUIEH3UOHHOE coryiamienne. HoBast Bepcust Oy/ieT yCTaHOBJIEHA IO IIYyTH MPEXKHEH ¢ 3aMEeHOI BCex
daitsioB, Kpome:

e databases.conf

e directories.conf
e fbtrace.conf

e firebird.conf

e plugins.conf

e java-security.fdb
e securityb.fdb

e fbtrace_dba.conf
e fbtrace_sec.conf
e jvm.args

e firebird.log (rosbko Ha Linux)

ITocne ycremntHoit HHCTAIATAN STH OPUTHHAIBHBIE (DAl COXPAHAIOTCHA ¢ cyddukcom .dist.
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4.7 3amycK m OCTaHOBKa cepBepa

ITocne okonuanus nporecca ycranoBku Ha Windows cepsep Pen Bazbr /JlanHbIx 1012KeH OBITD 3aILyIeH
Kak cepsuc. Ha Linux cepsuc Bbl J0/KHDBI 3aIIyCTUTDh BPYYIHYIO.

4.7.1 Ha Linux

Wcnonwayitre KOMaH Iy top KOMAHIHOW CTPOKHU Jijisi MPOBEPKH 3AITYIIEHHBIX ITPOIECCOB B MHTEPAK-
TuBHOM pexkuMe. Ecim cepsep Pen Baza lamnbix 5.0 3amymieH, BbI JOKHBI YBUJIETH MPOIECC C MMEHEM
rdbserver u, BO3MOXKHO, Takxke rdbguard (uponecc Guardian).

Ha kapTunke 1mokasan BbIBOJL top, OIPAHUYEHHbIH grep, YTo0bl 0TOOPaXKaTh TOJBKO CTPOKH, COJIeprKa-
e CTpoky rdb:

[user@centos6 ]$ top -b -nl | grep rdb
3835 firebird 20 0 31288 920 516 S 0.0 0.0 0:00.00 rdbguard
3836 firebird 20 0 127m 2468 1980 S 0.0 0.1 0:00.01 rdbserver

Kak anpreprnaruBa, BMecTo KOMaH bl top, Bel MoXKeTe MCIIOIB30BATh PS -ax WJIM PS -auX, IpU Heob-
XOJIUMOCTH IIepeHaIIPABUB BBIBOJ grep.

Jpyroit criocob poBepuTh cepBep HOcJie YCTAHOBKY - 3IlyCTUTh KJIMEHT (HanpuMep, isql) u MouKJIo-
4UThCA K 6a3e JaHHBIX MJIM CO3JATh €e. JTH ollepaluu onucanbl B Pykosoucrse mo SQL.

Ecam okaxkeTcst, 9TO Cpesin 3aIyeHHbIX MPOIECCOB He OKAXKETCs cepBuca rdbserver, 3aIyCTuTe cep-
Bep BPYUHYIO (CM. gviuse).

4.7.2 Ha Windows

Orkpoiire Ianeasv ynpasaenus — Admurnucmpuposanue — Cayorcho.. Ha KapTUHKE TIPEICTABIEH BUT,
ammera Services (Ciry»x6b1) Ha Windows 7. Bremnuii Buj MOXKeT H3MEHSATHCH B 3aBHCHMOCTH OT BEPCHH

Windows.
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" CyxBel EI@

Daiin  Adeficteme  Bwg  Cnpaska

e B Do Bm > enn
% Gyl (nokans! | Coyicbiel (nokanbHeie)
RedDatabase Server - Wma ’ Onncanne CocToaHne Tunz =
Defaultinstance L Net.Pipe Listener Adapter Receives a... OTin
S Net.Tep Listener Adapter Receives a... OTin
OcTanoenTs cnyxBy . ) . R )
MepesanycTuTe cmykGy S Net.Tep Port Sharing Service Provides a... OTken
f: Office Source Engine CoxpaHeH... Bpyu|=E
L Office Software Protection Platform Enables th.., Bpyu —
Onucanne: “ OnenVPN Servi B
Red Database Server - www.red- s Lpen ervice Py
coft.ru % Parental Contrals 31a cnyxb.., Bpyu
% Plug-and-Play Mozeonser.. PafBotaer AeTol
S Pml Driver HPZ12 PaGoraer AeTol
S Quality Windows Audic Video Experience  Quality Wi... Bpyu
#1 RedDatabase Server - Defaultlnstance Red Datab.. Pabotaer ApTol
5 SQL Active Directory Helper Service Enables int... OTien
55 5QL Server (SQLEXPRESS) Provides st... AgToI
5 SQL Server Agent (SQLEXPRESS) Executes jo.. Oten
5 SOL Server Browser Provides 5... OTkn
5 SOL Server VSS Writer Provides th... PaBoraer AsTol
Lo Superfetch Moagepsum...  PaBoraer AeTol
L TeamViewer 11 TeamView... PaBoraer AgTol
S VMware Authorization Service Authorizati.. PaBoraer AeTol
S VMware DHCP Service DHCP servi.. PaGotaer AgToOI
S VMware MNAT Service Metwork a..  PaGoraer AgTol =
4| 1 | 3
d LLI | » \PacmwaHHblﬁ /(CTEH,qapTHbm/

B cmwucke cepeucos Bel j10kHBI Haiitu cepBep RedDatabase. Eciu cepBep 1mo Kakum TO Ipu-
qpHaM He 3aIlylleH, Bbl MOXKeTe CcJeJaTh ITO ceffyac, IMEJKHYB NOPaBOil KHONKONW MBIMIH 3aIich
RedDatabaseServerDefaultInstance n naxas «3amycTurbs.

4.8 Coopka cepBepa Pen baza /lanmHbix 5.0 M3 NCXOIHBIX
daiisoB

Huctpubyrus CYB/I Pex Baza JlaHHbIX, cCAaMOCTOSTEIFHO COOPAHHBIN U3 MPEIOCTABIISIEMBIX HUCXOIHBIX
daiioB, He canTAETCS CEPTUMOUIMPOBAHHBIM.

B kommiekt mocraku CYB/I Pen Baza /lanubix BxogsaT ucxognbie daiisl cepsepa. [Ipu cbopke cep-
BEpa BPYUHYIO MOYKHO M3MEHHUThH KATaJor YCTAHOBKH cepBepa (1o ymosadanuio /opt/RedDatabase), cobpars
oTIa0uHyI0 («1ebaropyo») c6opky u T.;. Bo Bpemsi ¢cGOPKM MOIYT BO3HUKHYTBH OIIMOKHU, €CJIU B CHCTEME
HE YCTAHOBJIEHBI HEOOXO/MMbIE ITaKeThl UM MX BEPCUH OTJIUYAIOTCS OT TpebyeMbIx. B aTOM citydae cepsep
e Oymer ycraHoBjeH. Pydnas coopka m xommmisnus cepBepa Pen Basza JlanHbIX 3ammyckaeTcss CKPUIITOM
autogen.sh. Ecsin 3anycrurs ckpunt ¢ mapamerpoM --help, To OyzeT BblIaHa CIIPABKA O [TOCTYIIHBIX OIIU-
X COOPKH, B 9aCTHOCTH — apXUTEKTYpa CepPBepa, IIyTh JIJIsl YCTAHOBKHU cepBepa u T. 1. [Ipu cbopke cepsepa
BPYYHYIO MOYKHO M3MEHHUTH KATAJOr yCTAHOBKH cepBepa (1o ymosauanuio /opt/RedDatabase), cobparb or-
nagounyo («1ebaropyo») c60pky u T.Ji. Bo Bpemsi cOOpKM MOI'YT BO3HMKHYTH OINHOKH, €CIM B CHCTEMe
HE YCTAHOBJIEHBI HEOOXOMMBIE TAKETHI WM WX BEPCHU OTJIUYAIOTCH OT Tpedyembix. B sToMm ciydae cepsep
e Oymer ycranosjen. Pydanas cbopka m xommmrsinus cepBepa Pen Basza Jlannbix 3amyckaeTcss CKPUIITOM
autogen.sh. Ecsin 3anycrurs cKkpunt ¢ nmapaMerpoM --help, To OyZeT BblIaHa CIIPABKA O IOCTYIIHBIX OIIU-
sX COOPKH, B YACTHOCTU — apXUTEKTYypa CEPBEPA, IIyTh I YCTAHOBKH CEPBEPA U T. .
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st cOopku cepBepa HEOOXOIMMO BBIIIOJIHUTE CJIEJIYIONIUE TIATH:
1. ¥YcramoButh 6ubmoTekn libtommath u ICU;

Ycranosuts JRE 11;

YcraHoBUTH g++, autools, make;

VYeranoBuTh niepeMentyto cpezbl JAVA_HOME (npormcars myTh 10 daiinos JDK);

G W

BeimonauTs:
./autogen.sh -enable-java -enable-binreloc

6. Bpmosnurs make.

Ecmu ycranaBmuBaercs apxurekrypa Classic, To OyaeT HACTPOeH cepBuC xinetd, yIpaBJIsifOIuiil 3amyc-
KOM TmporieccoB cepeepa. IIpu ycranoBke apxurektyp Super u SuperClassic Oymer 3aIyInes J1eMoH cepBepa.
Kpome Toro, B xo71e ycTanoBku Oy/1eT CO3/aH MOJIH30BaTENb ¢ mMeHeM firebird.

I Ina paborsr apxurekTypbl Classic HeoOxouMo, 9T00BI cepBUC xinetd OBLI YCTAHOBIIEH W 3aILyIIEH.
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CoctaB aiijioB cepBepa

5.1 ®Daiibl KoHpUrypamun, Jor-aiabsl 1 6a3bl JaHHBIX

databases.conf
B srom TekcroBOoM dailsie MOXKHO COIMOCTABUTH KOHKPETHBIN 1yTh K B/l u miceBmornmM, 9To0b! 3aTeM B
MIPUKJIATHBIX KOJAX MCIOJIH30BATH OOJIee KOPOTKUI M YIOOHBIN TICEBIOHNM 11T OOPAIEeHNsT K HYKHOM
basze maHHBIX. TakkKe 37€CHYKA3bIBAIOTCS WHANBUIYAJIbHBIE HACTPOMKHI JIIsI KaXKI0M KOHKPETHOH 6a3bl
JIAHHBIX.

directories.conf
B mammoMm daite 3amar0TCsT aamnachl KATajaoroB, B KOTOPBIX XPAHATCH:

e (aiiybl, 3anosHeHHEbIe BLOB — JaHHBIMU;
e daiiyibl TAOJTMIHBIX TPOCTPAHCTB.

Crpykrypa daiina:
- N
database

{
blobs

{

<ammac_xaranora_gnsa_BLOB> = <cymecTBywouwwil/nyTs/K/KaTamory>

tablespaces

{

<ammac_xaranora_misi_tablespace> = <cymecTByomuil/IyTsh/K/KaTanory>

(. /

Cekrnu database cocTodaT U3 AByX IMOJICeKInil: blobs u tablespaces. B ceknun blobs yka3bpIBaOTCS
IICEBJIOHUMBI TUPEKTOpuil s xpanuenns BLOB. B cekiuu tablespaces yKa3bIBaIOTCS IICEBJIOHIMBI
JUPEKTOPUiA JIJIsT XpaHUEHUsT TaOJIUIHBIX TPOCTPAHCTB.

B crapeix Bepcusx Pex Baser /lanubix daitn directories. conf umest apyrymo CTpyKTypy:

database

{

<anmac_kartanora_giusg_BLOB> = <cymecTBybumuii/nyTh/K/KaTanory>

}

r7e B ceknuii database mepednciIsiinch ajIlnachl U IIyTH K KaTajioraM /s XpaneHus daitsos ¢ BLOB
(nO He dailioB TAGIMIHBIX IPOCTPAHCTB). 3aINCH TAKOTO THIA MOJIePKUBAIOTCA 1 cefiuac. Takum
obpaszom, myTr K KaTajgoram ¢ BLOB daitiaMu MOXKHO 33/IaBATh KaK B IMOJCeKny blobs, Tak u BHe
eé.

fbtrace.conf
Qaiisr ¢ mabsonoMm HacTpoek fbtrace.conf HAXOAUTCS B KOPHEBOM KAaTaJIOre M COJEPIKUT CIIMCOK
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OTCJIEXKMBAEMbBIX COOBITHIl U yKa3bIBAET pa3MeIlleHne JIOTOB TPACCUPOBKH JIJIsT KAXKJIOTO COOBITHS. DTO
MTO3BOJISIET JOCTATOYHO TMOKO HACTPOUTDH MAPAMETPhl ayJINTa Pa3JIMIHBIX COOBITHIl Jijisi JTF000#T Ga3bl
JAHHBIX, P ITOM JIOTUPOBAHUE OYIET OCYMIECTBIAATHCS B OTAEIbHBIE (DANIbL.

fbtrace dba.conf
Daiiyi KOHPUTYPUPOBAHUS JIJIsI ayIuTa JledcTBuil mojb3oBaress SYSDBA. Mmeer Takyro »Ke CTPYKTYPY,
qTo U fbtrace.conf, u Ha ero ocHOBE CO3JaeTCs JONMOJTHATEIbHAs CUCTEMHAs CECCUs ayIUTa.

fbtrace sec.conf
Qaitn KoHbDUrypupOBaHUs JIJIsT ayuTa coObITHit Ge3omacHocTu. MeeT Takyio »Ke CTPYKTYpy, U9TO U
fbtrace.conf, u Ha ero OCHOBE CO3/IAETCsI JIOTIOJHUTE/IbHASI CUCTEMHAsl CECCUsI Ay IUTa.

firebird.conf

QDaitsn comepkKuUT mapaMeTphbl HACTPOUKHI cepBepa.

plugins.conf
Dailn ncnoap3yercs JJjisi HACTPONKHU pasjindHbIX arnnos. Eciau B daiisie e ykazana Konduryparust
JUIst IIATUHA, TO JJISl HEero Oy/LyT JeifiCTBOBATH HACTPONKH 110 yMOIIAHUIO.

replication.conf
Wcnosib3yerest st HACTPOMKK CUCTEMBI PEILTUKAIINN.

scheduler.conf
QPaii ¢ HACTPOWKAMH TIJTAHUPOBIINKA, 32 IaHUIA.

scheduler.fdb
Baza mamubIX TIAHEPOBIUKA 3aannii. B Helt XpaHsTCs caMu 3aJaHUsT U PETUCTPUPYEMbIe COOBITHS,
CBA3aHHBIEC C HUMMN.

java-security.fdb
Baza manubIx Ge3omacHOCTH JJjIsl TIoJIb30BaTe eil Java. 31ech XpaHsTCs IpaBa JO0CTYIIa I0JIb30BaTe/ e,
HCIIOJIL3YIONINM KO Java.

I Mexanusm java-security ycrapen u Oyjer ymasen B Bepcuu 6.0.

security5.fdb
Baza JdaHHDBIX 6e3OHaCHOCTI/I. B sroit 6a3€ XPaHATCA ITapaMeTpPhbI IIOJIL30BaTEJE CUCTEMBI U IIOJUTUKA
JOCTYyIIA.

jvm.args
Cruucok aprymenToB st JVM.

firebird.msg
Daiia ¢ coobieHusiMu cepBepa (B OCHOBHOM 00 OIIUOKAX).

firebird.log
Jlor-aiis cepsepa.

5.2 HCTpyMeHTHI aJJMIHUCTPUPOBaHUA U cepBuchl Pes
ba3nbr JlanHbIx

rdblogmgr <.exe>
VrTuanta HACTPOWKHM KypHAJIa permkanuu. /laHHast yTuanTa mpemgHa3HAYeHa JJisi BBIBOIA JIE€TAJIN-
3alUU TEKYIIEro COCTOSIHUS KypHAaJsa [l 3aJaHHON Ga3bl (00lnee COCTOSIHUE YKYPHAJIA, HACTPOWKM
JKypHAaJIa KOHQUIYPAIUK, CIIUCOK MCIIOIB30BAHHBIX CerMeHTOR). JlonomaurenbHo, yrimmra rdblogmgr
[TO3BOJISIET BBINOJHUTH PYyYHOE apXUBUPOBAHUE 33J[@aHHOIO CEIMEHTa YKYPHAJIa WU BCEX CEIMEHTOB, a
TaK>Ke IMPUHYINTEIBHO IIOMEYAET UCIIOJIB3YEMBIN CEMMEHT KaK ITOJIHBIN JJIsi BOSMOXKHOCTU €0 apXUBU-
pOBaHUSI.
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rdbrepldiff <.exe>
YVruanra cpaBHEHHs MAacTep-0a3bl U PEILIUKH.

rdbreplmgr <.exe>
Yruwimra yrupaBieHust aCHHXPOHHOM peruimkoil. BeiBoguT HHMOPMAIIIO O COCTOSTHIN aCHHXPOHHON pe-
IJINKAIWK, 8 TaKXKe 03BOJIsieT IIPUMEHSITh BPYYHYIO XKYPHAJIbI K PEILUIMKE U CO3/aBaTh PEILIUKY KaK
KOIUIO MacTep-0a3bl.

gbak <.exe>
OTa yTHINTA MpeHA3ZHAYEHA JIJIS PE3ePBHOIO KONMPOBAHUS U BOCCTAHOBJIeHNs 6a3 Janubix. OHa Tak-
JKe OOHapyXKHUBaeT paspylleHus 0a3bl JIAHHBIX, OCBODOXKIAET JUCKOBOE MIPOCTPAHCTBO, IOsIBUBIIIEECS
B pe3ysbTaTe yIaJeHui, pa3peniaeT He3aBePINeHHbIe TPAH3AKIINHU, TO3BOJISET Pa3JiedaTh 0a3bl JaH-
HBIX HA HECKOJIbKO (aitnoB. OHa Tak»Ke UCIOJIB3YETCS JJis CO3IAHUS [TE€PEHOCHMON KOIUU C IEJIbI0
BOCCTAHOBJIEHUS Balmeil 6a3bl JAHHBIX Ha APYTOil almapaTHON mraTdopMe.

gfix <.exe>
STO Ha6op O6IJ_LI/IX BCIIOMOTaTEJIbHBIX YTUJIUT JIJId USMCHECHUA CBOWCTB 6a3 JIaHHBIX, YCTPDaHCHU A He6OJ'Ib-
mImx HOBpe}K,ZLeHI/IIU/I 0a3bl JAHHBIX, BBIIIOJIHCHHUA Pa3/IMYHBIX 3aJad YUCTKH W T. . YTuamra Takxke
apeaocTraB/IdeT CPeaCTBO aJIMHUHHCTPATOPa AJId OTK/IIOYCHUA KOHKPETHBIX 0a3 JaHHBIX 10 3aBeplie-
Hust paborsl cepBepa. OHa MOXKeT OBITH UCIOJIB30BaHA BMECTE ¢ YTHJIATON gbak st BOCCTAHOBJIEHUS
HEKOTOPBIX THUIIOB HapyIHeHI/Iﬁ B Oasze JaHHBIX.

gpre <.exe>
DTO mpenporeccop, KOTOPBI KOHBEPTHUPYET WCXOHBIN KOJ, HAIMCAHHBIN Ha HEKOTOPBIX S3bIKAX W
coJieprKaIinii BCTPOeHHBIH 1ceBmokos SQL, B KOppekTHBIH 0TdOpMATUPOBAHHBIN BBI30B (DYHKIUI

Firebird API.

gsec <.exe>
DTOT HHCTPYMEHT TOJIEPKKN CIIMCKA MMOJIH30BaTeNell 1 UX mapoJieil sBiisieTcst nHTepdeicoM KOMAaH/I-
HO# CTPOKU 115t 6a3bl JAHHBIX securityb.fdb; oH ynpaBiseT 3alucsaMU [I0JIb30BaTeNEll HA CepBepe.

gstat <.exe>
OTOT MHCTPYMEHT IIOJIyY€HHsI CTATHCTUKN COOMpAeT U 0TOOparkaeT CTATHCTHYECKHe CBEJEHUs 10 MH-
JleKcaM U JaHHBIM 6a3bl JTaHHBIX.

hashgen <.exe>
Wcnonwszyercst myrst mpoBepku nestoctHoctr KommonenToB CYBJL Pen Baza Jlanabix Ha BHEITHUX HAKO-
MIATENIAX U B OIEPATUBHON HMAMSATH BO BPEMs 3arPY3KH U JUHAMUIECKH.

instclient.exe
Haznauenne yrummTsl instclient cocTouT B TOM, 9TO OHA:

® I[I03BOJISIET YCTAHOBUTDH KJIUEHTCKYIO YacTh Pes Basbr JJaHHBIX OHON KOMaH/IOi;
® 1I03BOJISIET YCTAHOBUTH KJIMEHTCKYIO 4acThb Kak fdbclient.dll, ysimbo kak gds32.d1l;
® T1I03BOJISIET IIPOBEPUTH HAJNYNE YCTAHOBJIEHHOM Oubmoreku fdbclient mian gds32;

® II03BOJIACT YJAJINTh y2Ke YCTaHOBJEHHBIN B cucreme fdbclient mim gds32.

instreg.exe
OTa yTUIUTA HIPOIKCHIBAET HeoOXomuMmyto nHdopMarmio B peectp Windows, yKasbiBas CTaHIapTHOE
PACIIOJIO’KEHNE OCTAIBHBIX (DANJIOB cepBepa.

instsvc.exe
VTuimTa 3aIuCHIBAECT, YAAJISIET WK MEHsIeT WHGOPMAIIUIO O 3aIlyCKe cepBepa B 0a3e CepBUCOB OIepa-
uoHHO cucreMbl Windows.

isql <.exe>
MuaTepak THBHBINT MHCTPYMEHT, KOTOPBIH ITO3BOJISIET BBITOJIHSATH 3AIIPOCHL K 0a3e JaHHBIX.

mint <.exe>
VTuanTa ocyIecTBsieT KOHTPOJIb 32 IEJIOCTHOCThIO MeTafaHHbIX B BJI. Dra yrusmra npeanasHadena
JIJIsT M3BJIEYEHUS W XIITUPOBAHUSI METAIAHHBIX U3 0a3 JIAHHBIX, a TAKKE JJIsl [IPOBEPKU PAaHee MOJIyIeH-
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HOT'O X3II1a MeTa/JJaHHbIX.

nbackup <.exe>
VTuanTa 1Mo3BoJIsieT CO3/1aBaTh Pe3epPBHbIE KOIIUKA U BOCCTAHABJINBATH U3 PE3EPBHBIX KOIMI TaKKe, KaK
gbak, U JIONOJTHATEJIHHO [TO3BOJISIET CO3/IaBATh MHKPEMEHTHBIE KON ¥ BOCCTAHABIMBATHL n3 HUX B/l

rdbguard <.exe>
Ucnonusiemsrii daitn nputoxkenuns Guardian. O KOHTpoOJUPyeT cocTosiHue cepsepa. Kesm cepsep 6611
OCTAHOBJICH 110 KaKoii-1ubo npuanne, Guardian aBromMarndeckn nepe3aiycKkaeT ero.

rdbserver <.exe>
Ucnonusiemsrit ait B ciaydae apxurektypbl Classic, SuperClassic mimm SuperServer.

rdb_lock print <.exe>
Ora yrunaura GOPMUPYET CTATUCTUYECKUE JaHHbIe (dailaa GJIOKUPOBOK, KOTOPBIN MOJJIEPKUBAECTCS B
Pen Baze Jlanubix Jjisi yOpaBJIeHUs MMOCJIEI0OBATEILHOCTHIO U3MEHEHUN 6a3bl JIAHHBIX HECKOJbKUMUI
TpauzaknuaMu. OHa MOXKeT OBITh II0JIE3HBIM NHCTPYMEHTOM aHaJIN3a IIPodJIeM B3aUMHOI OJIOKUPOBKMU.

rdbsvemgr <.exe>
Yrunura npenocrapisier unrepdeiic komauaHOM crpoku mys Services API, obecrieumBast jgocTyn K
Jir0boit cirykbe, koropas peanmidyercst B CYB/L.

rdbtracemgr <.exe>
Vruaura 1jisi paboThl B MHTEPAKTUBHOM PEXKHUME C TPACCHPOBKOIA.
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Hactpoiika cepBepa «Pen baza
JlaHHBIX »

Js nactpoiiku cepBepa «Penx Baza /lannbix» ucnonb3yercs daitn firebird. conf. HacTpoiiku ctm-
ThIBalOTCA 13 dailja ouH pa3 1npu crapre cepsepa, ecin apxurektypa Cymep mian Cynepkiaccuk, U 1npu
KazkKJIOM CcoenHeHnn ¢ 6a30il, eciim apxuTekTypa cepsepa Kiaccux.

Ilo ymomuanuio Bce mapaMeTpsl B (dailie KoHMUTrypaun 3aKOMMEHTUPOBaHbI. /I 0603HaMeHsT KOM-
MEHTapPHUEB UCIOJIb3YETCsI CUMBOJ «#». TeKCT, caeayronuil mocjie CAMBOJIA, «#», 10 KOHIA CTPOKU SIBJISIETCS
KOMMEHTapreM, HaIlpuMep:

#rKoMMeHTapuH
DefaultDbCachePages = 2048 #roMMeHTapuit

MaxkcumasbHast JyIMHA CTPOKU B (haiiyie KoHurypamnun cepsepa paBHa 80 CHMBOJIOB.

HepBoe CJIOBO B CTPOKeE, Ha‘lHHaIOH.[efICSI He C CUMBOJIa KOMMEHTapusd, CHUTaeTCA Ha3BaHUEM ITapaMeTpa.
CHpaBa OT MMEHU ITapaMeTpa, IOCJie CUMBOJIa «—», YKa3bIBa€TCdA 3HaAYCHUEC ITapaMeTpa.

B aiisie Kondurypaimumu npucyTCTBYIOT IIapaMeTphbl TPeX TUIIOB:
o IlenouncreHnsrit;
e CTpPOKOBBIIL;

e Jlormueckuit (GyJies).

SHadeHHsT TApaMETPOB, OIPEIEISIONINX 00beM aMATH, YKa3bIBaIOTCs B Oaiirax. B KoHIle Takmx
3HAYEHUI MOXKHO CTABUTH COKpAINeHNs K, m 1 g, COOTBETCTBYIOIINE Kuobaiiram, MerabaitiraMm u
ruradamiTam.

Hexoropbie napaMerpbl IOMEYEHbI KAK HACTPAUBAEMble JJIsl KOHKPETHbIX 06a3 janubix (per-database)
WK Ui HOJAKJoYeHuii (per-connection). Hacrpoiiku mis 6a3 mannbix 3ajgatorcsa B daiiie databases.
conf. Hacrpoiiku juisi coe/luHEeHUsT - TPEXKJE BCETO KJIUEHTCKUNA WHCTPYMEHT W BBIIOJIHSIETCS € ITOMOIIBIO
napamerpa isc_dpb_config B DPB (mm, mus Services, isc_spb_config). O6paruTte BHUMaHNE Ha TO, UTO
HaCTPOWKM it 6a3 HAHHBIX MOTYT BBINOJIHATHCA 1pu momon DPB B ciaydae Embedded cepsepa, mipu
TOJIKJIFOYEeHNN K 0a3e JAaHHBIX B IIEPBBIA pas.

Cy1iecTByeT psiJi MPEeJIONPeJIe/IEHHBIX IePEMEHHbBIX, KOTOPbIe MOI'YT OBITh MCIIOJIB30BaHBI B (hailiax
KoH(Uryparuu, rjae Tpedyercst uMs KaTajora. [[oJHbI UX CIIMCOK BBITVISIIUT CJEAYIOMAM 00pa3oM:

e $(root) — KOpHEBOIl KaTaJyor

e $(install) — mupekropus, Kyma ycranoiena CYBJI. Uzsnauanasuo $(root) u $(install) omm-
HaKOBbIe. $(root) MoKeT OBITH II€PEeOIIPe iesIeHa YCTAHOBKOM MJIM N3MEHEHUEM IIePEMEHHOI OKpPYy-
»xkernsi FIREBIRD, B TaKOM CJIydae 3Ta IepeMeHHas oTiaudHa oT $(install).

e $(this) — xarajor, B KOTOPOM HAXOJAUTCS TEKyIIuil (paitnm Koundurypamn.

e $(dir_conf) — mupekropus, rie pacmnonaraercd firebird.conf u databases.conf.

e $(dir_secdb) — mgupekTopus, T/ie pacmojaraercs 6a3a JaHHBIX OE30TACHOCTH IT0-yYMOJTIAHUIO.
e $(dir_plugins) — KaTaJsor pacroJoxKeHus mIaruHos (plugins).

e $(dir_udf) — gupexropus, rae pacunojaraiorcsd Gyakuun UDF no-ymonmuanuio (udf).

e $(dir_sample) — kaTajyor ¢ npumepamu (examples).

e $(dir_sampledb) — jaupekTopus, rje JeKUT npumep 6a3nl gaHHbix (examples/empbuild).
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e $(dir_intl) — gupekTOpHs, B KOTOPOi PACIIOIOKEHBI MEXKIYHAPOIHbIE MOIyM (intl).

e $(dir_msg) — KaraJjor, rjae HaxoguTcs dailia ¢ coobmennsimu cepsepa firebird.msg. OObIYHO OH
coBmajiaet ¢ $(root), HO MOXKeET OBITH IIEpPEOTIPEIEIEH IepeMeHHoit oKpy2Kennst FIREBIRD_MSG.

e $(dir_schedulerDb) — mupekTOpus, TJe HAXOAUTCA 0a3a JAHHLIX I[JIAHHPOBIINKA 33 AHUH
scheduler. fdb.

Ojiua KoHMUTYPAITMOHHBIN (Dalljl MOXKET BKJIIOYATH JPYToil ¢ MOMOINBIO JUPEKTUBLI include:
include some_file.conf

OTHOCUTENIBHBIN IIyTh MPEICTABIASeT cOOO# IyTh IO OTHOIIEHUIO K TeKyleMmy dailly KoHbuUrypa-
nuu. Tak, B mpumepe Bbirte daiisr /opt/config/master.conf ccpurtaerca na daitr o mytu /opt/config/
some_file.conf.

[ upekTuBa include mojJIepKUBAET I'PYIIIIOBbIE CUMBOJIBI * U 7.

6.1 OO1mme HacTpoOiiku

DatabaseAccess

ITapamerp DatabaseAccess 1mo3BoJisIeT 00ECIIEYUNTD yIIPaBJeHNE OE30MIACHOCTBIO TPHU JOCTYIEe K (haii-
gaMm 6a3 gaHHBIX. JlocTynm K 6a3aM JIaHHBIX Ha cepBepe MOXKeT ObITh HosiHbIM (Full), orpaHWYeHHBIM
(Restrict) miu 3anpemiennbiM (None).

ITapamerp DatabaseAccess uMeeT CTPOKOBBIN THUIT; IO YMOJTIAHUIO 3HAYEHHE TapaMeTpa paBHO Full
- mOJIHBIA JocTyt. st Toro, 4To0bl 3alIPETUTH JOCTYII, CJIEJYET BBICTABUTH 3HAUECHUE IIapaMeTpa, PaBHOE
None. /Iys orpaHmYeHNs TOCTYIIa UCIOIb3yeTcs 3HadeHne Restrict. B aTom ciaydae mocse cioBa Restrict
YKa3bIBAIOTCs JIUPEKTOPUHN, B KOTOPBIX MOI'YT ObITH COXpaHeHbl dailibl 6a3 JaHHbIX.

IIpu ykasaHum KarTajioroB MOI'YyT OBITH HCIIOJIBL30BAHBI KaK abCOJIIOTHBIE, TAK U OTHOCHUTE/IbHBIE IIy-
tu. OTHOCUTE/IbHBIE IIyTH OepyTCsd OT KOPHEBOrO Karajora mHcTasuisiiuu cepeepa «Pen Baza lannpix». B
KavyeCcTBe pas3fe/InTelisl IMPEKTOPUIl CIIOJIB3YeTCsl CUMBOJL «;».

DatabaseAccess = None

DatabaseAccess = Restrict C:\DataBase
DatabaseAccess = Restrict C:\DataBase;D:\Mirror
DatabaseAccess = Restrict /db;/mnt/mirrordb
DatabaseAccess = Full

HexkonTposmpyemsiit 1ocTyn K 6a3aM JaHHBIX MOXKET ITOCTABUTH II0J yIPO3y O€30IIaCHOCTD Ballleii
cucreMbl. [109TOMY HACTOATETFHO PEKOMEHIYEeTCsl OTPAHUYNBATE JUPEKTOPUN JJIs pa3MelleHus: 6a3
JAHHBIX.

RemoteAccess (per-database)

ITapameTp npemocrasisier win OTMEHSET YIAJEHHBIH MOCTyH K 6a3aM JAaHHBIX.

[ RemoteAccess = true ]

ITo-ymomuannio RemoteAccess BKJIIOUEH st BceX 0a3 JAHHBIX, 3a UCK/IIOYEHHEM 0a3bl JAHHBIX 0e3-
omnacHocTH. FKcu BbI HaMepeBaeTech UCIOIB30BATEH OOJIbINE OMHON CIeNMaIn3uPOBAHHON 0a3bl JAHHBIX 0Oe3-
OTIACHOCTH, TO PEKOMEH/yeM OTKJ/IIOUYUTD yIaJeHHbIH JOCTYI K HUM B (daitie databases.conf.
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Jly1s1 TOBBIIIEHHON GE30ITaCHOCTU CJIeJIyeT OTKJII0YNTH RemoteAccess B firebird.conf u BKJIIOYATH
ero B databases.conf Jjisi HEKOTOPBIX OTJEIbHBIX 0a3.

ITapameTp uMmeer Tum Boolean n MOXKeT IpUHUMATDL 3HaUYeHUs true/false, 1/0 unm Yes/No.

ExternalFileAccess (per-database)

ITapamerp ExternalFileAccess 1mo3BoJisieT 00€CIIeYNTDh yIIpaBIeHAE ITPaBAMU Ha CO3/IaHUE TAOJIUIL BO
BrenHux aitax. Paspemenne ua qocTyn K BHEITHUM (aiiiaM MOKeT 6bTh otHbM (Full), orpanrdeHHbM
(Restrict) nim 3anperienssiM (None).

ITapamerp ExternalFileAccess mMMeeT CTPOKOBBI THUIT; 3HAYEHHUE [0 YMOJJYAHUIO paBHO None - 3a-
per Ha co3/anue BHemHux Tabsmir. st Toro, 9To0bl pa3penuTh co31aHue U JOCTYII K BHEITHUM (daiiiam,
cJIelyeT BBICTABUTD 3HAUEHNE TapamMeTpa paBHbIM Full. Jljis orpaHnYeHus JOCTYIA UCIOIb3yeTCs 3HAYEHNE
Restrict. B srom ciayuae mocse cioBa Restrict yKa3bIBalOTCA AUPEKTOPHUU, B KOTOPBIX MOTYT OBITH CO-
xpaHeHbl daitabl Buennux Tabsui,. [Ipn yKazanumm KaTajgoroB MOTYT ObITH MUCIIOJIB30BAHBI KaK aOCOIOTHDIE,
TaK U OTHOcUTeJibHBIEe myTH. OTHOCHTE IbHBIE IIyTH OepyTcsi OT KopHeBoro karajora Pen Baser lamabix. B
Ka4eCTBE Pa3/Ie/IUTeNs JUPCKTOPHUI UCIOJIB3YEeTCA CUMBOJIL «;».

None

Restrict C:\DataBase

Restrict C:\DataBase;D:\Mirror
Restrict /db;/mnt/mirrordb
Full

ExternalFileAccess
ExternalFileAccess

ExternalFileAccess
ExternalFileAccess
ExternalFileAccess

Il

HexkonTposmpyemasi BOSMOXKHOCTH UCIIOIF30BAHUS BHEIITHIX TAOJIUI] MOYXKET IIOCTABUTD IIOJT YTPO3Y
Ge3omacHOCTH Baeil cucreMmbl. [103TOMYy HACTOATEILHO PEKOMEH/IYETCS UCIOJIB30BATh ITOT IapaMeTp
JIIsT OTPAHUYEHNs JTUPEKTOPHIl pa3MeIleH!s] BHEITHIX TAOJIUIIL.

BackupAccess

ITapamerp BackupAccess 3a/1a€T CIIMCOK KATAJIOIOB, B KOTOPBIX PA3PENIEHO CO3JAHNE PE3EPBHBIX KOt
BI. IIpu co3manun pe3epBHBIX KOIMIT IIEPBBIM IIPOBepsieTcs napameTp BackupAccess. Eciin cosnanue kommit
[0 YKa3aHHOMY B [TapaMeTpe Iy TH Pa3peIeHo - CO37aeTCs 3aaHHbIH KaTaior (IIpr HeOOXOAUMOCTH - CO BCEMU
POJIUTEIIbCKUMH ).

ITapamerp BackupAccess mmeer cTpokoBblii Tum. [lapamerp MoxKeT NpMHUMATL 3HAYEHMS: ITOJIHBIH
(Full), orpanuuenssiii (Restrict) wim 3anpenienssiii (None). Ilo ymosganuio 3HaUeHNe apaMeTpa paBHO
Full - mousmbiit goctyn. [ljist Toro, 4To0bl 3alpeTUTh JIOCTYI, CJAEAyeT BLICTABUTH 3HAYEHUE MapaMerpa,
paBuoe None. [l orpanmdenus J0CTyIia UCIOIb3yeTcs 3HadeHnue Restrict. B sTom ciaywae mocse cioBa
Restrict yKa3wIBAIOTCs IUPEKTOPHUH, B KOTOPBIX MOT'YT OBITH COXpaHEHbI (bailibl pesepBHbIX Kommit B/I.

IIpu ykasaHWm KaTajOroB MOTYT OBITH HCIIOJIH30BAHBI KaK abCOJIOTHBIE, TAK U OTHOCHTE/IbHBIE IIy-
. OTHOCUTEIBLHBIE IIyTH GEPyTCss OT KOPHEBOrO Karajora mHcTaLisun cepeepa «Pen Baza lannbix». B
KavdeCcTBe Pas3fe/InTelisl IUPEKTOPUIl UCIIOJIb3yeTCsT CUMBOJT «;».

BackupAccess = None

BackupAccess = Restrict C:\DataBase
BackupAccess = Restrict C:\DataBase;D:\Mirror
BackupAccess = Restrict /db;/mnt/mirrordb
BackupAccess = Full
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UdfAccess

ITapamerp UdfAccess mpejHasHAYEH JJisl ONPEJIEIeHNs TUPEKTOPHl, B KOTOPBIX MOTYT OBITh COXPa-
wenbl 6ubmorekun UDF. Paspermenune na mocryn Kk 6ubjimorekaM BHEMTHUX (DYHKIIANA MOXKET OBITH ITOJTHBIM
(Full), orpanudeHubiM (Restrict) nim 3anperienssiM (None).

ITapamerp UdfAccess mMeeT CTPOKOBBIN THII; 3HAUEHNE N0 YMOJYAaHUIO PaBHO None (B IpebLILyIuX
BEPCHsIX 3HAYEHNE 110 yMOJIYaHMo Oblio Restrict UDF).

IIpu ykasaHum KarTajlOrOB MOI'YT OBITH HCIIOJIB30BAHBI KaK abCOJIIOTHBIE, TAK U OTHOCHUTEJIbHBIE IIy-
tu. OTHOCUTE/IBHBIE IIyTH OEpyTCs OT KOPHEBOIO Karajora wmHcTa uisiiuu cepBepa «Pern Baza Jlanapix». B
KAIeCTBE PA3/IEJIUTEIs JUPEKTOPUI UCIOIB3YETCS CUMBOJL «;».

[ UdfAccess = Restrict UDF ]

HexkonTposmpyemasi BOSMOXXHOCTh HCITOJIb30BAHUST BHENTHUX (DYHKIIANA MOXKET ObITh MCIIOIH30BAHA JIJIsT
TOTO, YTOOBI MOCTABUTH TIOJI, yTPO3y 0E30MIACHOCTh KaK 0a3 JTAHHBIX, Tak U Beell cucrembl. [loaromy
HACTOSTEIbHO PEKOMEH/IYETCS UCIOJIH30BATh JTAHHBIN MapaMeTp [Jisi OCPAHUYIEHUs TUPEKTOPHIl
pa3mertiennst udf-OubIMOTEK.

TempDirectories

C nomorrpio mapamerpa TempDirectories MOXKHO 3a/1aTh KaTaJjor, B Koropom cepsep «Pex Baza lan-
HBIX» OyZeT XPAHUTh BPpEeMEHHbBIE JAHHBIE, JOIYCKAIOIINe Pa3drenne Ha YacTH. DTO KIII KypPCcopoB, Oydepon
zamnuceii, undo-yoros, a tak:ke Bpemerasie BLOB, 610k cOpTUPOBOK, JaHHBIE MOHUTOPUHTA.

IIapamerp TempDirectories mMmeeT CTPOKOBBLIN TUIl; 3HAYEHUE IO YMOJYAHUIO PABHO IIyCTOU CTPOKE.
Ecmm mapamerp TempDirectories He aKTHBEH, TO IyTh K BPEMEHHOMY KATAJIOI'Y OMPEIEJISETCS UCXOJs U3
3Ha4YeHUd NepeMeHHbIX OKpyzkenus FIREBIRD_TMP, TEMP, TMP.

B kagecrBe 3HaueHUs mapamerpa MOXKeT OBITH 3aJaH IIyTh K OJHOMY WJIA HECKOJBKHM KaTAJIOTAM.
JlJIst AIOK TOTyCKAIOTCsT KAK abCOJIIOTHBIE, TaK U OTHOCUTEbHBIE myTH. OTHOCUTEBHBIE IyTH HEPYTCs OT
KOPHEBOTO KaTaJjora wHcTaisaun cepBepa «Pen Baza Hanubix». Eciu Tpebyercs onpenenTh HECKOJIHKO
BPEMEHHBIX KaTaJIOIOB, TO B KAYECTBE PA3JIeJIUTEJIsI UCIIOJIb3YETC CUMBOJI ;.

Ecnu ykazana ofHa mim HECKOJIBKO AUPEKTOPUN, TO BLIIPY3KA BPEMEHHBIX JAHHBIX IIPU COPTUPOBKE
GyZIeT OCYIIECTBIISITHCS B yKA3aHHbIE KATAJOTU IO Ovdepeu (eCid B TEKYIEH BPEMEHHOW IUPEKTOPHUHU He
OCTAJIOCH MeCTa, TO BpeMeHHbIe (ailyibl GY/yT COXPAHATHCS B CJIELYIONLYIO 110 CHHCKY )

TempDirectories = c:\temp

TempDirectories = c:\temp;d:\temp
TempDirectories = /home/test
TempDirectories = /home/test;/home/testl

TempTableDirectory

ITapamerp TempTableDirectory 3amaer KaraJjor, B koropom cepBep «Pen Baza lauubix» Oymer xpa-
HUTDH JaHHbIE BPEMEHHBIX Tabsmr u 6,10608. Eciu mapamerp me 3aaH nin yKa3aHHBIA KATAJIOT HEIOCTYIIEH,
Oy/IeT UCIOIb30BAH KATAJOT U3 ITepeMeHHbIX OKpysKkeHnss FIREBIRD_TMP, TEMP, TMP.
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BlobTempSpace (per-database)

[Tapamerp BlobTempSpace ycTaHABINBAET MECTO, B KOTOPOM Oy IyT coxpaHsaThcs nannbie BLOB. [lapa-
MeTp uMmeeT jormdeckuii Tun. [lo ymomyanuio ero 3nadenne paBuo false. Eciu 3nayenun paBHO true, TO
BLOB, /y1si KOTOPBIX BHO HE 3a/IaH0 XPAHUJIMIIE, OYIyT CO31aBATHCS BO BDEMEHHOM IIPOCTPAHCTBE (TaKOM Ke,
Kak Juid Jauabix GTT). Eciu 3navenue false, To BLOB, Jyisi KOTOPBIX SIBHO HE 33J[aHO XPAHUJIMIIE, OYILyT CO-
3nmarorcs B (paite 6a3bl JaHHBIX. BLOB, cO3/1aHHbIE MTOIH30BATEILCKIMI TPUIOXKEHUSMH, He 3aTPATUBAIOTCS,
Jlazke ec/ld XpaHuJulle He yka3aHo B BPB.

[ BlobTempSpace = false }

SeparateTempTableFiles (per-database)

ITapamerp SeparateTempTableFiles B daitse konduryparnun firebird. conf mo3BosisieT HCIOIB30-
BaTh U Pa3HBIX COENMHEHMII pa3Hble (ailjibl BPeMEHHBIX TabJInIl, YTOObl YMEHBIIUTh UX pa3pacTaHue.
Oka3pIBaeT BJIMSHUE TOJIBKO IIPU HCIOJIB30BAHUM apXUTEKTyphl Super. Ilapamerp mmeer jorudeckuil Tui.
Ilo ymosraanuio ero 3uadenne pasuo 1. B arom ciydae nannbie 1yi00aIbHBIX BPEMEHHBIX TaOJIAIL U BPEMEH-
HbIx BLOB OyayT pasMemarhbcs B OTHEAbHOM (aitme [y KaxKI0ro coequHeHns. Kean BhICTABUTD 3HATEHUE
mapameTrpa paBubIM 0, TO JIJIsT BCEX COeTUHEHNN OYIeT MCIIOIb30BATHCS OMUH (ailr.

[ SeparateTempTableFiles = 1 ]

AuditTraceConfigFiles

ITapamerp AuditTraceConfigFile B (aitne koudurypamuu firebird.conf 3ajaer mMs U PacIOJIO-
»keHre daitia ¢ HaCTPOUKAMHI CUCTEMHOIO ay/uTa. DTOT MAapaMeTp UMeeT CTPOKOBBINH THUIl U 110 YMOJIAHUIO
yka3biBaeT Ha fbtrace.conf. IlycToe 3nadenune mapaMerpa 03HAYMAET, ITO CUCTEMHBIN ayINT BLIKJIIOYECH.

Ectb BO3MOXKHOCTBIO yKa3aHUS CCBIIOK HA JIpyrue Kondburypanuonusie daitibr. Kaxxaprit n3 Hux nmeer
TaKyIO JKe CTPYKTYypY, 9To u fbtrace.conf, n HA UX OCHOBE CO3/IAIOTCS JOMOJHUTEIbHBIE CUCTEMHBIE CeCCUN
aynuta. VIMeroTcss Tpu TaKux HAOOpa KOHMUTYpAIWil /11 pa3Ie/lbHOTO ayInTa:

e ITpoussopurensuocru (fbtrace.conf)
o Cobbrrnit 6e3omacHoctn (fbtrace_sec.conf)

o JleiicrBuit nosb3oBaTess SYSDBA (fbtrace_dba.conf)

[ AuditTraceConfigFiles = fbtrace.conf; fbtrace_sec.conf; ]

MaxUserTraceLogSize

3aaer MaKCUMAJIbHbBI CyMMapHbIil pa3mep (B MerabaiiTax) BpeMEHHBIX (DallIoB, CO37aBAEMBIX CEC-
cueit mosib3oBarenbckoil Tpaccupoku Services API. Tlocsie mpourenust BpeMeHHOTO baiiia TpHIOKeHTeM
OH aBTOMATHYECKH ynaJjsercd. llapamerp mmeer nesnouncienusiii tun. Enuanna mamepenus - merabaiThl.
Ilo ymosruanmio MakCHMaJIbHBIN pasmep daiiyia BeiBoja orpanunder 10 MB. Eciu 3navenusi orpanudenust
MaxUserTracelogSize IOCTUIHYTO, TO CepBEP aBTOMATHYCCKU NPUOCTAHABIUBACT CCCCUIO CJIC?KCHUA.

[ MaxUserTracelLogSize = 10 ]
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DefaultDbCachePages (per-database)

ITapamerp DefaultDbCachePages ncnoJsib3yeTcs /it HACTPOMKYM KOJIMYIECTBA CTPAHMUIL, KOTOPHIE MOTYT
ObITH y/epKaHbl KIIIeM, U3 pacdyera Ha Kaxiyo 6a3y Janabix. CylepcepBep UCHOJIb3yeT equHblii Ko (2048
CTpaHI/IL[) JUIs BCeX IoJKJodeHnii. Kiaccuk co3maer OTAesbHBIM KIIII (Ho YMOJTIaHUIO 75 CTpaHI/Iu) JJIA
KazKJIOTO COEINHEHUSI.

IIpu m3MeHeHMHU MAHHBIX IAPAMETPOB CJIEyeT YUUTHIBATH OCODEHHOCTH AallapaTHO-IIPOTPAMMHOM
wiaropMel, Apyrux HacTpoek cepsepa (TempBlockSize). Takike, ompejieieHne ONTHMAJBHBIX JJisl KOH-
KPEeTHOI 3a/1a91 HACTPOEK XIMUPOBaHUS JaHHBIX cepBepoM «Pes Baza JlaHHBIX» MOXKeT OBITH IPOU3BEIEHO
9KCIIEPUMEHTAJIBHBIM IIyTEM.

ITapameTp umeeT 1e/I0UNCIeHHbBIN THUIT. EuHuIa n3amepenrus — crpaHuna 6a3nl jaHHbiX. [1o ymMoraanmo
mapameTp umeeT 3Hadenne 2048. MakcumanabHoe 3uavdenne 2147483647 crpanun. MunmMaabHOE 3HAYEHUE
mapamerpa — 0. Ecian 3madenne mapamerpa paBHO HYJIIO, TO cepBep He Oy/eT BBIMOJHATH KIIIUPOBAHUE
CTPaHUI JAHHBIX.

[ DefaultDbCachePages = 2048 ]

DatabaseGrowthIncrement (per-database)

ITapamerp mo3BoJisieT yKa3aTh 00beM JTUCKOBOTO MPOCTPAHCTBA, KOTOPOE MOYKET OBITh BBIJIEJIEHO IO
6a3y manabix. JIMCKOBOE IPOCTPAHCTBO PE3EPBUPYETCS B CHCTEME, UTO IIO3BOJISET B JAJbHENIEM CHU3UTH
dusmueckyro dparmenTanuio daiina (-0B) 6a3bl JAHHBIX U JA€T BO3MOKHOCTD IIPOJIOJIKUTD PABOTy B yCJIO-
BUSIX HEJIOCTATKA MeCTa Ha JIUCKe. ECIM peXXuM pe3epBHpPOBaHMsI BKJIFOUEH, TO cepBep pesepeupyer 1/16
9acTh OT YK€ HCIIOJIb3YEeMOr0 JUCKOBOTO MPOCTPAHCTBA JIJIsi OJHOTO CoeuHeHus, HO He MeHbIne 128 KB u
He 6oJIbllie, YeM 3HadYeHue, 3aJanHoe mapaMerpoM DatabaseGrowthIncrement (mo ymosganuo 128 MB).

st OTKJIIOUEHUsI Pe3epBUPOBAHUs JUCKOBOI'O IPOCTPAHCTBA HEOOXOJMMO BBICTABUTH 3HAYEHUE
DatabaseGrowthIncrement paBubIM (.

[ DatabaseGrowthIncrement = 134217728 ]

I HpOCTpaHCTBO II10/], TeHeBbIe KOIINM 0a3 JaHHBIX HE€ PE3ePBUPYETCH.

FileSystemCacheThreshold (per-database)

ITapamerp FileSystemCacheThreshold  ycraHaBimBaeT IOPOr  HCIOJb30BAHUA  CHUCTEMHO-
ro xama cepBepoM «Pen Baza [lanubix» s apxurekrypbl Cynepceppep. 3HaueHne IapaMerpa
FileSystemCacheThreshold omnpeaessger MaKCUMAJIbHO JOIYCTUMOE KOJIMYECTBO CTPAHUI], KOTODbIEe
MOI'YT HAXOJUThCS B KAM-TIAMATH OJlHOBpeMeHHO. CHCTEMHBII K31 OY/IeT UCII0JIb30BaThCs JI0 TeX I0p, IIOKa
KOJIMYECTBO 3aK3IIMPOBAHHBLIX CTPAHUIL MCHBINIC, YeM 3HadeHue napamerpa FileSystemCacheThreshold.

ITapamerp FileSystemCacheThreshold yuunThIBaeTcs, TOJBKO €CIM He 3aJaH IapamMerp
UseFileSystemCache.

ITapamerp uMeeT IeI0UNCIeHHBIN THIl. EInHANA n3MepeHnsl — CTPaHUIa 6as3bl JAHHBIX (OIIpeIesseTcs
upu coznannu BJI, Mmoxker uMerh pasmep ot 4 10 32 K6). Tlo ymomuanuio napaMeTp uMeer 3HadeHne - 65536
crpanut. MakcuMaJbHO JIONyCTUMOe 3HadYeHue nmapamerpa — 2147483647. MunnMasibHOE 3HAYMEHTE TapaMeT-
pa — 0. Eciiu 3navenne napamerpa FileSystemCacheThreshold pasuo 0, TO cepBep He OyIeT MCIIOIB30BATH
CUCTEMHBIA K3III.

[ FileSystemCacheThreshold = 65536 ]
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UseFileSystemCache (per-database)

[Tapamerp UseFileSystemCache ormpejesisieT HCIOJIb30BATH JIU KA (DalIoBON CHCTEMBI CEPBEPOM
«Pen Baza lansbeix». Ilapamerp mmeer gormueckmit Tun. Ilapamerp FileSystemCacheThreshold y4unTer-
BaeTcs, TOJIBKO ecin He 3a1aH napaMerp UseFileSystemCache.

[ UseFileSystemCache = true J

InlineSortThreshold

ITapamerp InlineSortThreshold omnpeenser, Kak 00padaTHIBAIOTCST HEKJIIOUEBBIE TI0JIsi BO BPEMsI COp-
THUPOBKM: COXPAHSIOTCS BHYTPHU OJIOKA COPTUPOBKY WJIM TIOBTOPHO U3BJIEKAIOTCS CO CTPAHMUIL TIOCE COPTUPOB-
ku. [Tapamerp umeer mestounciaennsiii Tum. 3uadenue mapamerpa InlineSortThreshold ompejessieT Mak-
CHMaJIbHBII pa3mep 3amuceii (B 6aiiTax), KOTOPBI MOXKeT ObITh COXpaHeH BHyTpH 6J10Ka copruposku. Ecin
3Hadenune napaMerpa InlineSortThreshold pasuo 0, TO HeKJIIOYEBbIE MO OY/LyT U3BIEKAIOTCS CO CTPAHUIL
110CJIe COPTUPOBKH.

E InlineSortThreshold = 1000 ]

FileSystemCacheSize

ITapamerp FileSystemCacheSize ycranaBiImBaeT MaKCHMAJbHBIM pa3Mep ONEPATHBHOM MaMSITH, WC-
IOJIb3yeMBbIll cucTeMHBIM (haitinoBbiM k31ieM 64-6urabiMun Windows XP uwaun Windows Server 2003 ¢ Service
Pack 1 wn Beimre.

[Tapamerp CONEPKUT 1IEJI0€ YHUCIIO, [PEICTABILIONee COO0M KOIMIecTBO (B IPOIEHTAX) ONEPATUBHOM
NaMsTH, KOTOPOE MOXKET OBITh MCIOJB30BAHO 1o, (haitoBbiii kanr. 3Hadenue moxker 6urth or 10 m0 95%.
Eciau 3amare 3nadenne 0, onmepannonnas cucreMa caMa OyJieT onpejesisiTh pa3mep dailjioBoro karma. 1o u
€CTh 3HAYEHUE 110 YMOJIYAHUIO.

[ FileSystemCacheSize = 0 ]

Windows Tpebyer obsamanus npusuierueir SeIncreaseQuotaPrivilege mis ynpaBjeHns HACTPONKAME
daitsioBoro K3ma. JTa NPUBUJIErUs JOCTYIHA [0 YMOJIYAHUIO aIMUHHCTPATOPAM H CIyKO0aM, & TakKe
BBIJIaeTCsl yaeTHo# 3anucu firebird npu ycranoBke u3 guctpudyruBa Windows Installer.

Ecmu Pen Baza Jlannubix 3amyiiena Kak MpuUIoyKeHne Wik B pexknume Embedded mim ycTaHOBJIEH HE U3
OPUIUAIBLHOIO JIUCTPUOYTHUBA, yIeTHasl 3allUCh MOXKET He UMeTh JaHHOI mpusBueruu. Ilpomecc He BbI-
JIacT OMIMOKY IIpU 3aIlyCKe, a IIPOCTO 3alMIIET COOTBETCTBYIOIIee coobinenune B dair firebird.log u
OyzeT paboTaTh C HACTPOUKAME OIEPAIMOHHON CHCTEMBbI.

RemoteFileOpenAbility

ITapamerp umeer jormdeckuii tum. Ilo ymomauanuio ero 3madenume paBuo 1. B aTom ciydae cepsep
«Pen Baza laHHBIX> MOXKET OTKPBITH 0a3y JAHHBIX, TOJHKO €CJIU OHA COXPaHEHa Ha (DU3MIECKOM JINCKE
KOMIIBIOTEpa, Ha KOTOPOM 3aIlyIleH cepBep. 3alpochl Ha MOJIKJIIOYEHUSX ¢ Da3aMu JTAHHBIX, COXPAHEHHBIMUI
Ha CeTeBLIX JUCKaX, IepeajpecoBbiBaioTcs Ha cepsep «Pen Baza Janubix», paboTaionuil Ha KOMIILIOTEPE,
KOTOPOMY MPUHAJJIEXKAT JTUCK.

DTO OrpaHUYEHHUE MMPEIOTBPAIIAET BO3MOXKHOCTb TOTO, YTOOBI JBE PA3JIUIHBIX KON CEPBEPA OTKPbI-
JII OJTHOBPEMEHHO OJIHY U Ty 2Kke 0a3y JaHHbIX. HecKoOpIMHNPOBAHHBIN JOCTYII HECKOJIBKAX KOIHU cepBepa
K ONHOIl 0a3e JAHHBIX MOXKET IIPUBECTH K €e IMOBPEeXKIeHu0. BoknpoBka daiiiia HA CHCTEMHOM YpPOBHE
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[IpeIOTBpAIaeT HECKOOPIMHIPOBAHHBIN TOCTYT K (aiiry 6a3bl JaHHBIX. JIJIsT OTKJIIOUeHUs TON OIIUU CJie-
JlyeT BLICTABUTH 3HavYeHue napamerpa RemoteFileOpenAbility pasubim 0 (JI0XKD).

OTOT mapaMeTp MOXKET BhI3BATH HEMCIIPABAMOE MMOBPEXKIeHNe 0a3bl MaHHbIX. He ucmoab3yiire 3Ty
OIIIIMIO, €CJIN BBl He IIOHUMaeTe PUCKOB IIOTEPU JIAHHBIX.

CereBast daitioBasi cucreMa He 00eCIeUnBaET HAJEKHOTO CIIOCO6a KOOPJAMHAIIMN JOCTYIIA K (Daiiam.
Ecin Bropast Konmsi cepBepa cOeIuHUTCS ¢ 63011 JTAHHBIX COXPAHEHHOI Ha CETEBOM JMICKE, TO 9TO
MOZKET IMOBPEJIUTH 6a3y JaHHDBIX

[ RemoteFileOpenAbility = 0O ]

TempBlockSize

ITapamerp TempBlockSize wmcmosb3yercs [y yIPABICHUS TPOCTPAHCTBOM BPEMEHHBIX KATAJIOTOB.
Bpemennbie KaTajaoru UCIOJIb3YIOTCS JJIsl BBI'PY3KH PE3YJIbTaTOB 06paboTKu GOIbINNX 00bEMOB JaHHbIX (Ha-
IprMep, OpU COPTHPOBKe JaHHBIX). Ilapamerp TempBlockSize ompe/iesisier MUHUMAJbHbI pasmep OJI0Ka,
BBIJEJISIEMOTO Ha OJIUH 3aIIpOC C COPTUPOBKOI.

ITapamMeTp nMeeT 1e/I0UNCTIeHHbBIH ThIl. Eanauma n3mepenns - 6aiTel. [lo ymModanuio mapaMerp nMeer
snadenne 1048576 Gaitr. MakcumasapHo momycrumoe 3HadeHue 2147483647 Gaiir. MunnMaabHOe 3Ha4YeHUE
napamerpa — 0.

[ TempBlockSize = 1048576 ]

TempCacheLimit (per-database)

[Tapamerp TempCacheLimit MCHOIB3yeTCs [JIsI OTPAHUYEHUsT 00BbEMa BPEMEHHOI'O ITPOCTPAHCTBA, KO-
TOpPOE MOXKET OBITH KIIMMPOBAHO B OIEPATUBHON IaMsATH. B 5TOM MpocTpaHCcTBe OYIyT COXPAHATHCS JAHHBIE
COPTUPOBOK, OydepoB 3amucu, HeOOIBITNX BPEMEHHBIX OJIOO0B TIepe; MATEPUATA3AIINEH U T.I.

ITapameTp umeet neounciennniit Tumn. B apxurektype Kiaccuk 3To orpanudenue Ha OTHO TOJIKITIOE-
HUE U 10 yMOoJT9annio 3nadenne pasuo 8 M6. B apxurekrype Cymep 310 orpanndenue Ha BCe MOIKJIIOYEHU U
10 YMOJTIaHIIO 3Hadenne paBHo 64 M6. Makcnvanbio gomyctumoe snadenue (204 — 1) Gaiir. Mummvaibroe
3HadeHNe napaMerpa paBHO (.

B messax yBesmveHnusi mpon3BOAUTEIBHOCTH 2KEJIATEIFHO YCTAHOBUTD 9TO 3HAYEHUE OOJIBbIIE CyMMAap-
HOTO pa3Mepa BpPeMeHHBIX (hailyioB B Karasorax TempDirectories, ecim 9TO HO3BOJISET 00BEM JIOCTYITHON
OllepaTUBHON IIaMsTH.

[ TempCacheLimit = 67108864 ]

MaxIdentifierByteLength (per-database)

MaxkcuMaabHO JOMyCTUMAS JITHHA UMEHU HIeHTH(UKaTopa B bafitax.

YcraHOBKa 9TOTO 3HAYECHUS IS BeeX 6a3 JaHHBIX (BK/IOYas 6a3y JaHHBIX GE30MACHOCTH) MOXKET BbI-
3BaTh MIPODOJIEMBI.

[ MaxIdentifierByteLength = 252 ]
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MaxIdentifierCharLength (per-database)

MaxkcumasbHO JO0IIyCTUMad JIJINHA NMEHU I/I‘HeHTI/I(bI/IKaTOpa B CUMBOJIaX.

VYeraHoBKa 9TOTO 3HAUEHWs! JJTsT BCeX 0a3 JaHHBIX (BKJIOUas 6a3y JAHHBIX GE30MACHOCTH) MOYKET BbI-
3BaTb MPODOJIEMBI.

[ MaxIdentifierCharLength = 63 ]

AuthServer/AuthClient (per-database/per-connection,
per-database)

ITapamerp AuthServer - HaGOp METOJIOB ayTeHTUMUKAIMU, PA3PEIIEHHbIX Ha cepBepe (OIpeiesseTcs
B dailsie kondurypamuu cepsepa).

ITapamerp AuthClient - HaGOp METOZOB ayTeHTUMUKAINU, IIOJJIEPKUBAEMBIX KJIUEHTOM (OIIpejiesis-
ercst B (daiisie KOHDUrypanuyu Ha KJINEHTe).

BritroueHHBIE METO/IBI TTEPEUUCIEHBI B BUJIE CTPOKOBBIX CHMBOJIOB, PA3JIEJIEHHBIX 3aISITHIMU, TOYKAMHI
¢ 3ansaToi miau npobenamu. Ecim OpoBEpUTH MOJJIMHHOCTL € MOMOIIBIO MEPBOIO METOJa HE YIaJI0Ch, TO
CepBeP MepexoJuT K CIeAyromeMy 1 T. /1. ECJII/I HU OIUH METO/l HE ITOATBEPANJI IIOJIMHHOCTD, TO IIOJIb30BaTe/Ib
[oJIy4aeT coodIneHne 06 omuoKe.

CYB/I Pen Baza dauubix 5.0 moiep:KuBaer CaeayIole MeToIbl ay TeHTH(DUKAIIAN:

e Besonacnas maponbHas ayTeHTHMUKAINS UCIOIB3YIONAA AJTOpUTM XamupoBarns SHA mys nepe-
Jadqn JaHHbIX: Srp, Srp224, Srp256, Srp384, Srp512. ITo ymosmdammio ucnomabyercs Srp256;

e Tpamununonnas (Legacy_Auth) ayrenrudurarms;
e Jlosepurenbhas (Win_Sspi) ayrenrudukanus jpia OC Windows;

e Meros GostPassword obecrieunBaeT ayTeHTU(MUKAIINIO C UCIIOIH30BAHIEM aJTOPUTMOB MM POBa-
nus u3 kpunrorpaduueckoro mwiaruna (Crypto  API);

e Ilnarun Certificate mo3BoJisgeT ayTeHTUMUINPOBATE OJIb30BaTe el M0 cepTudukaram X5H09;
o Ilimarun VerifyServer mo3BoJisieT KJIUEHTY IIPOBEPUTH CEPTUMUKAT CEPBEPA;
e Jlosepennas ayrenruduraimsa depes mexanusm GSSAPI (Gss);

e JloBepeHHast ayTeHTudUKanuu Jisi BeinosHeHusi Execute Statement On External 6es ykazanus
sgorusa 1 naposs (ExtAuth).

AuthServer
AuthClient

Srp256
Srp256, Srp, Win_Sspi, Legacy_Auth, Gss, ExtAuth

Ecm BBI XOTHTE UCIIONB30BATH IIJIAIMHBI 8y TeHTU(MDUKAINT, KOTOPBIE He IPEJOCTABIAIOT KJII0Ya, mud-
posanns (Win_Sspi, Legacy_Auth, GostPassword, Gss), TO ciieJyeT OTKIIOINTE 0bsi3aTesbHOe (Required)
mndpoBaHue KaHAJOB Iepejiadn JaHHbIX (mapaMerp WireCrypt), KpoMe ciydaes, KOIja Bbl paboTaere ¢
nporokosaoM XNET.

YT00ObBI OTKJIIOYUTH Ka,KOIU/I—HI/I6y,Z[I) u3 METO/I0B, paCKOMIvIeHTPIpyfITe CTPOKY 1 yAaJINTe HeKeTaTeIbHBII
METO/J, U3 CIIUCKA.

O6a mapamerpa MOryT OBITH HCIIOJIb30BaHbI B databases.conf. AuthClient MOXKeT HCIIOJIB30BATHCSI
kak B DPB, Tak u B SPB /1/11 KOHKpPETHBIX HACTPOEK COEINHEHMSI.
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PolicyPlugin (per-database/per-connection, per-database)

ITapamerp PolicyPlugin onpe/iesnseT, HCIOIB30BATD JIU OJIUTUKN Oe3onacHocTH. [lo ymoryanuro na-
paMeTp He yKa3aH, TO €CTb IIOJIUTUKU He UCIOAb3YIOTCA.

st BKiIIOUeHus MONUTUK Oe3onacHocTu ykaxknure PolicyPlugin = Policy, TOrja IOIBITKA IPOMTH
ayTeHTU(DUKAIUIO OyIeT OCYMIECTBJIAThCA JJId KaXKJIOro ILIarvHa, YKa3aHHOro B AuthServer, a perrenue o
[IPEOCTABJIEHIH JOCTYIIa OyeT IPUHSTO IurarnioM Policy.

PolicyPlugin =

UserManager (per-database)

YcraHaBIMBaeT ILIATWH, KOTOPBI OyraeT paborarh ¢ 6a30i JaHHBIX OE30MACHOCTA. DTO MOXKET OBITh
CIUCOK € TIPobeiaMi, 3a0ThIMA WX TOYKAMHU C 3AISITON B KAYECTBE PA3JIeIUTeNel: UCIIOIb3YeTCsl TIePBbIi
[TOJIKJTI0YAEMbI MOJIYJIb U3 CIIUCKA. Bcero cymiecTByeT d4eTbipe BO3MOXKHBIX IIJIArMHA!

* Srp;

o Legacy UserManager;

e GostPassword Manager;
e Ldap.

st mo/iiep KK cTapoil 0a3bl JaHHBIX OE30IIACHOCTH M yIPAaBJIEHHS IT0JIH30BATESIMU B Hell, ceayeT
YCTaHOBUTH 3HadeHHe Itapamerpa Legacy_UserManager.

s co3mannsi MHOTOMAKTOPHBIX TOJIB30BaTE el U yIPABICHUS UMH CJIEAyeT yCTAHOBUTH 3HAYEHUE
napaMerpa GostPassword_Manager.

Jly1s oty aeHust CIUCKa mojIb3oBaresiell karajora LDAP ¢ momorsio mcespotadbmisl SEC3USERS ciiemyer
YCTAHOBUTH 3HadYeHHe ITapamerpa Ldap.

B SQL oneparopax ymnpasiieHUsT TIOJIb30BATEISIMIA MOYKHO sIBHO YKa3aTh KAKO ILJIATWH OYIEeT UCIIOJIb-
30BaTHCA.

[ UserManager = Srp J

O,I];HOI/IMGHHI)IG II0JIb30BaTE/IN, CO3JaHHbIEC C ITIOMOIIBIO PA3HBIX IIJIAI'MHOB YIIPAaBJICHUA IIOJIB30BaTEIAMA
— 9TO pa3HbI€ II0JIb30BaTEJ/IN.

ITapamerp UserManager MO>KHO UCIIOJIb30BaTh B database.conf /s mepeonpeiesiennsi B KOHKPETHOM
Oa3ze JIaHHbIX.

DefaultUserManagers (per-database)

TlozBosisieT ykazaTh HaOOp CTAHIAPTHBIX IJIATUHOB.

Ecmu npemmoxkenne USING PLUGIN He yKa3aHO, TO IIPU CO3JIAHUH IIOJb30BATES OH CaM 100aBJISI€TCS
BO BCE CTAHJAPTHBIE IUIAMMHBL (CO BCEMU YKA3aHHBIMU aTPUOYTAMH).

HpI/I U3MEHCHNU II1apOJId IIOJB30BaTE/IdA OH MEHAECTCA BO BCEX CTaHIaPTHBIX IIJIarnHaX. Ecin B kakom-
b0 CTaHJapPTHOM IIJIa'MHE HET II0JIb30BaTeJid, TO OH ,ZLO6aBJ'IHeTCH.

Ecmm mensiercst kakoit-ubo apyroit arpubyT, TO OH TaKyKe MEHSIeTCS U B JIPYTUX CTAHIAPTHBIX ILJIATH-
HaX, HO €CJIU IOJIb30BaTeb OTCYTCTBYET, TO OH HE CO3JAETCH.

HpI/I yaaJIeHun IoJIb30BaTeJid OH TaKXKe yAaJIuTCA U3 BCEX CTaHJaPTHBIX ILJIaIr'MHOB.

HpI/IMep HCIIOJIb30OBaHMA:
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UserManager = Srp Legacy_UserManager GostPassword_Manager
DefaultUserManagers = Legacy_UserManager GostPassword_Manager

3HaueHne 0 YMOITIAHHIO:

[ DefaultUserManagers = ]

[ Mo2KHO KCII0IB30BATE TOJBKO T€ IJIarudabl, KOTOPbIE ObLII YKa3aHbI B IIapaMeTpe USGI‘M&H&gGI’

TrustedUser

JIoruH 10BEPEHHOrO II0/Ib30BATEIH 1JId ay TeHTH(MUKAINA 110 IIAPOJII0 C UMEHEM JIPYTOro II0JIb30BATE .
IIpu KOHHEKTe KpoMe MMeHH ToJib30Baressi (isc_dpb_user_name) MOXKHO yKa3aThb 3(GdeKTHBHBII JOTHH
(isc_dpb_effective_login). B isql st sToro mobasier kiod -1. Ecan 3a7aH 9TOT JIOTHH, TO MOCJE
YCIeNHo ayTeHTU(UKAIUN IpoBepdeTcd 3alaH JIH IapaMeTp KOH(MUTYpaIlun

e Eciu me 3aman - omubka ayTeHTH(MOUKAINA: TOMBITKA [TOIMEHBI JIOTHHA C OTKJIFOUYEHHO OmIuei.

e Eciim mapamerp 3ajaH, HO II0JIb30BATE/b TaM YKa3aH JAPYTOil - TOyKe OMIMOKA: MOIBITKA [OIMEHbI
JIOTHHA, He JTIOBEPEHHBIM I0Ib30BATEIEM.

e Eciu nosib3oBaTes b B KOH(MUIYPAIUH COBIAJIAET C TEKYIIUM, TO €CTh IOAKJIIYAETCsI JOBEPEHHbII
[IOJIb30BAaTEb, TO MPU MOAKII0YeHnr K B/l ero mmsi 3aMeHsiercss Ha yKa3aHHBIA UM 3(DdeKTrB-
wpiit jiorus. st sapa CYB/I aTo monkirodenne OyaeT BBIMISAETH KaK OObIIHOE, MHGPOPMAIAST O
TOIMEHe JIOTHHA IO HETO He JTOXOJIHT.

Paboraer 1y1a Bcex IIarnHOB ay TEHTU(DUKAIIIN.

TracePlugin

3ajiaer MJIArHH, UCIOJIB3yeMblil (DYHKIMEH TPACCUPOBKU JJIsi OTIPABKY JAHHBIX TPACCUPOBKU B IIPU-
JIOKEHUE KJIMEHTA WIN JAHHBIX ayIuTa B Jor (aii.

[ TracePlugin = fbtrace ]

WireCryptPlugin (per-connection)

Ilnarun norounoro mmbpa HUCHOJIB3YyeTCs JIJIsA H_II/I(prBaHI/IH u ,ILBHII/I(prBaHI/IH JAHHBIX, IIepelaBacMbIX
II0 CETH.

[ WireCryptPlugin = Arcéd J

Ilo-ymomyanuio ycTaHaB/IMBAETCH 3HA4YeHUe rapamverpa Arc4d, 4To O3HA4YAeT MCIOJIH30BAaHUE IIJIATMHA
noTokoBoro mmudpa Alleged RC4. CkOHMDUIYPUPOBAHHBIIN ILIATUH, KOTOPBI TpebyeT KJII0Y, CTeHEPUPOBAH-
HBIl HACTPOEHHBIM IOJKJIIOYAEMBIM MOJIYJIEM ayTeHTU(MUKAIMN, MOXKeT ObITh nepeonpenesned B API s
KOHKpeTHOro coenunenus depe3 DPB wim SPB.

KeyHolderPlugin

DTOT mapaMeTrp IMPEJCTABIIET cODON HEKOTOPYIO (OpMYy BPEMEHHOIO XPAHUJIUINA JJIsd KJIOUIe -
poBamus 6a3bI JAHHBIX.
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Peanmmzosannoro miarmHa IO-yMOJIYAHHWIO HET, HO oOpazer /g Linux monx Ha3BaHUEM
1libCryptKeyHolder_example.so MOXKHO HaiiTu B manke /plugins/.
LdapPlugin

Ucnosibayerest 1iist oty derus uagopmanuu 06 ydyerHoii 3amnucu ¢ cepsepa LDAP BMmecTo 6a3b1 JaHHBIX

0€e30I1aCHOCTH.

LdapLibrary

O6muit karasor LDAP (TosbKo Jyist Linux).

[ LdapLibrary = libldap-2.4.s0.2 ]

AllowEncryptedSecurityDatabase (per-database)

DTOT IapaMeTp MO3BOJISET HCIIOJIb30BaTh 3allM(PPOBAHHYO 6a3y JaHHBIX OE30IIaCHOCTH.

Eciun mosrararbest Ha mmdpoBaHue CETEBOIO KaHAJa MOCPEJICTBOM KJIIOYA, CEHEPUPOBAHHOIO ILIATH-
HoM ayTeHTndukaruu (Hanpumep, SRP), aTo6sr nmepenasarsh kimoun mudpoBaHus 6a3bl JAHHBIX 110 3TOMY
KaHaJjIy, TO MCIIOJIb30BaHUE 3alliM(PPOBAHHBIX 0a3 JIAHHBIX OE30ITACHOCTU SIBJISIETCS CBOErO POJa ITOPOYHBIM
kpyrom. JIjist Toro, 9ToOBI OTIPABUTH KJIHOY I POBaHUst Oa3bl JAHHBIX 10 CETEBOMY KAaHAJY 0e30IaCHBIM
[yTeM, KaHaj JOJDKEH ObITh yiKe 3aIlmdpOBaH, HO I 9TOr0 TpebyeTcs CeTeBOi KJI0Y MU(POBAHUS OT
ILUTATMHA &y TeHTU(MUKAINN, KOTOPOMY HEOOXOINMO OTKPBITh 0a3y MaHHBIX 0E30IMACHOCTH [JIs TPOBEPKHU X3-
a, KOTopasi, B CBOIO o4epeib, Tpebyer Kitoua mudposanus B/l. K cuacTbio, B OOJBITUHCTBE CAYyIAEB HET
HEOOXOMUMOCTH MNGPOBaTh 6a3y JAHHBIX 0E30MMACHOCTH - OHA HEIIOXO 3allUINeHa caMa 10 cebe, eciu Bbl
HCITIOJIb3yeTe KPUIITOCTOMKMe maposiu. Ho B HEKOTOPBIX ClIydasiX »KeJiaTe/IbHO UMETh 3aInpoBaHHyI0 6a3y
JaHHBIX OE30MACHOCTHU, HAIIPUMED, €CJIM KTO-TO XOYeT UCIOJIb30BaTh B KadecTBe cobcTBennoit BJI Hezomac-
vocTu 3amudpoBaHHyio 6a3y. B sTom citygae ciemyer 3amudpoBaTh KIIIOY, IPEXKIe 9eM [IePeJaBaTh €ro Ha
cepBep € MTOMOIILI0 (PYHKIINKE 0OPATHOTO BHI30BA. llepesr BKIIOMEHNEM 3TOTO MapaMeTpa yoeuTech, ITO Ba-
U KJIIOYU XOPOIIO 3arudpoBaHbl. YUTUTE, 9TO MPU BKJIIOUEHUU ITOH ONINU He3anmdPOBaHHAS IIepeada
KJIIOYa MOYKET CIIYIUTBhCs Jlaxke ¢ HezarmmdpoBannoit B/l 6e3omacHocTn.

Ota GYHKIWS He TOJIEPKUBACTCS TPATUIIMOHHBIM TIJIATMHOM &y TeHTUMUKAIIN - €CJIU Bbl 3a00THTECH
0 0e30MMacHOCTH, HUKOT/Ia, HE MCHOJIB3YHITe TPAIUIMOHHYIO ay TeHTU(MUKAIUIO.

[ AllowEncryptedSecurityDatabase = false ]

Providers (per-database, per-connection)

IIpoBaiizieps! - 9TO MPAKTUYECKH TO, 9TO MBI IOJPA3yMEBAEM IIOJ] CIIOCOOAMU, MUCIOJIB3YEMBIMU IS
COeJIMHEHUs KJIMEHTA C CEPBEPOM, T.e. Yepe3 MHTEPHET; Ha TOM Ke KoMIbioTepe depe3 localhost; mim gepes
IPSIMOE COE/IMHEHNE B JIOKAJBbHOM CEeTH.

B firebird.conf mOCTYIHBI TO-YMOJJTIAHUIO CJIEAYIONINE TTPOBaliIeph:

[ Providers = Remote,Enginel3,Loopback ]

B databases. conf ojuH WM HECKOJBKO IIPOBAIEpOB MOTYT OBITH 3a0/IOKHPOBAHBI, €CJIN BCTABUTH U
PaCKOMMEHTHPOBaTh CTPOKY U3 firebird.conf m ymajuTh HexKenaTeabHBIC IPOBANICPHI.

IIposaiinepsi, peasmsoBannbie B Pen Baze Jlanubix 5.0, MO3BOJISIIOT HOIIEPKUBATE YIAJEHHBIE COEJIH-
Henus, 6a3bl ganabix ¢ pasabivu ODS, a Takxke 3ambikanue (chaining) nposaiizmepos. 3aMbIKaHue - 3TO
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TepMUH JJIsl CATYAIlNN, KOT/Ia IIPOBaiiIep UCI0JIb3yeT 0bpaTHbIN BbI30B craHgapTHOro API npu BeimoHeHun
omeparuu HaJl 6a30if JaHHBIX.

I'maBHBIM 3J71EMEHTOM apXUTEKTYPHI IIPOBaiiepoB dABjsgerca y-valve. Ha nadagpHOM 3Tame BBI30Ba
attach uiu create database y-valve npocMaTpuBaeT CIMCOK U3BECTHBIX IIPOBailIepPOB U BBI3BIBAET UX II0
OJTHOMY, ITOKa OJIMH M3 HUX He 3aBEPIUT 3aIPOIIEHHYIO Olepanuio ycrenHo. [1s coeinHennss, KOTOpoe yKe
YCTaHOBJIEHO, COOTBETCTBYIOIINI IIPOBaiIep BBI3BIBAETCA CPA3y € IIOYTH HYJIEBBIMHU HAKJIAIHBIMUA PACXO/IAMMU.

Paccmorpum npumep paboTsl y-valve, KOrya OH BBIOMPAET IIOJIXOJISIIEro IpoBaiijiepa IPpHU HOKIIOue-
Hun K Oaze maHHbIX. [lo-yMomaannio nmeercss Tpu npoBaiizepa: Remote, Enginel3, Loopback.

Tunnvsas KOHGUTYpaIyst KIXeHTa paboTaeT TaKIM 00pa30M: IIPU MOJKIIIOUEHNN K 6a3e JaHHBIX ¢ HMe-
HeM RemoteHost: dbname (cunrakcuc TCP/IP) nan \\RemoteHost\dbname (NetBios), nmposaitnep Remote
0GHAPYKUBAET SBHBII CHHTAKCHUC CETEBOIO IPOTOKOJIA U IEPEHAIIPABIISET BbI30B RemoteHost.

Korjia <umss 6a3s maHHEX> HE COJIEPAKUT CETEBOIO IIPOTOKOJIA, & TOJIBKO UMsI 6a3bl JAHHBIX, IIPOBANIED
Remote OTKJIOHSIET ero, a mpoBaiizep Enginel3 BBIXOAWUT HA NEPBBIN IJIAH U MBITAETCS OTKPBHITH (ailyi ¢
MMEHOBAaHHOI 0a30i1 maHHbIX. ECin 9TO IPOXOMUT YCIEIIHO, CO3MAeTCs TOIKIIIOYeHrne K 0a3e JTaHHbIX.

Ho uro npoucxomut, eciim CYB]I Bo3Bpalaer ommbKy IpU MOMBITKE MOJK/IIOYEHNS K 0a3€e TaHHbIX !

[ ] ECJII/I cbafm 6&3})1 JaHHBIX, K KOTOPOMY HY>KHO IIOAKJ/IIOYUTHCHA, HE CyHieCTBye€T, TO B 3TOM HET
HHTEpeca.

e BcrpoenHnoe coejuHeHre MOXKET He pabOTaTh, €CJIHM IM0JIb30BATE b, MOJKJIIOUYUBIINICI K HEMY, He
WMeeT JOCTATOYHBIX IIPAB JJIst OTKPBITUS (haiiina 6a3bl JaHHBIX. DTO OBLIO ObI OOBIYHON CUTYAIHeid,
ecau Obl H6a3a MaHHBIX He ObLIA CO3JaHa STUM IOJIB30BATEIEM BO BCTPOEHHOM DPEXKUME WJIH €CJIH
eMy sIBHO He ObLIn npejoctasienbl mpaBa OC Ha BCTPOEHHBIN JTOCTYIT K 6a3aM JIAHHBIX.

e Jlocne orkaza nposaiiiepa Enginel3 B mosydeHuu Jocryna K 0a3e JAHHBIX, [IBITAETCS HOKJIIO-
quThes mpoBaiiiep Loopback. Ou He o4YeHb OTJIMYaeTcsi OT Remote, 3a MCKIIIOYEHHEM TOTO, UTO
OH TIBITAETC IMOJIYUUTH JOCTYI K MMEHOBAHHOH 0a3e maHHBIX <dbname> Ha CepBepe C CETEBBIM
unTepdeiicom «BHyTpenHei ety (loopback) B cereBom mporokosie TCP /IP.

ApxurekTypa MpOBaiiIepOB Je/iaeT BO3MOXKHBIM JIOCTYII K CTApbIM 0a3aM JaHHBIX MPU IIEPEXOJe Ha
6ostee BbICOKYTIO Bepcuio Pen Baznr JlaHHbBIX.

DeadlockTimeout (per-database)

Suauenne napamerpa DeadlockTimeout ompejessieT, CKOJIBKO CEKyHJ OyIeT XK 1aTh MeHezKep OJIOKU-
POBOK I10CJIe BOSHUKHOBEHUsI KOH(DJINKTA JIO0 €r0 Pa3pelieHus.

ITapameTp umMeeT 1e/I0YUCIEHHBII THIl. EauHuia n3aMepenus - CeKyHIbl. SHAYEHNE 110 YMOJIYAHUIO PaB-
HO 10 cexyH 1. MUHUMAJIBHO JIOIyCTHMOE 3HaYeHMe TapaMerpa paBHo 0. MakcuMaJIbHO JIOIyCTUMOE 3HAYEeHNe
paBHO 2147483647.

I CummmmkomM 60JIbIIoe 3HAUYCHUE ITapaMeTpa MOXKeT yXYyJAIINTb IIPOU3BOJAUTE/IBHOCTb CUCTEMbI.

[ DeadlockTimeout = 10 ]

StatementTimeout (per-database)

OTO KOJIMIECTBO CEKYH/I, II0 UCTE€ICHUN KOTOPLIX BBIIIO/JIHEHUE OIlepaTopa 6y,ueT aBTOMaTHUY€CKU IIpe-
KpalleHO JIBU2KKOM. Houn O3Ha4daeT, 9TO BpeMd OKUJTaHU HE yCTaHOBJICHO. 3uauenue 110 YMOJ/I9aHUIO PaBHO

0.

[ StatementTimeout = 0 J
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ConnectionldleTimeout (per-database)

DTO0 KOJIMIECTBO MUHYT, 10 UCTEYEHUN KOTOPBIX O6€3/efiCTBYIOIEe CoeIMHEeHNEe OYIeT OTKIIFOUEHO JTBUK-
koM. Hostb 03Ha9aeT, 9T0 BpeMst OXKUIaHUSI HE YCTAHOBJIEHO. 3JHAYEHHUE 10 yMOJIIAHU paBHO 0.

[ ConnectionIdleTimeout = O ]

ConnectionSuspendTimeout (per-database)

ITapamerp ConnectionSuspendTimeout yCTaHABIWBAET KOJIMYIECTBO CEKYHI, [0 WCTEYCHUHN
KOTOPBIX cecchsi 0e3IefCTBYIONEro IoIb30BaTe st OyaerT 3abiokupoBana. Ecam 3amad  mapameTrp
ConnectionIdleTimeout, To 3Hadenume ConnectionSuspendTimeout He O/KHO ero mpesbimaTh. 1lo
YMOJIYaHUIO IIePHOJ, OJIOKUPOBKU OTKJIIO4YEH, TO ecTh ConnectionSuspendTimeout = O.

[ ConnectionSuspendTimeout = 0 }

MaxUnflushedWrites (per-database)

ITapamerp MaxUnflushedWrites ompeenseT, KaK 9aCTO CTPAHUIIHI U3 KIII MAMSITH OYIyT BBITPY2KaTh-
sl Ha YKEeCTKHUil NCK (AKTUBEH TOJBKO IIPU 3HaveHnu mnapamerpa ForcedWrites=0£f).

Suaduenue nmapamerpa MaxUnflushedWrites ompejessier MAaKCHMAaIbLHOE KOJUIECTBO HE BBIIPYKEHHBIX
Ha JIUCK CTPaHUIl, HAKOIMBIINXCH B K3MI-IIAMATH JIO IOJITBEPK/ICHIA TPAH3aAKIIAN.

[TapameTp nMeeT METOYNCTIEHHBI TUIT U U3MepsieTCsl B CTPAHUIAX. JHAYEHUE [0 YMOJTIAHUIO PABHO
100 crpanun,. Jdnst we Win32 cucrem 3HaveHme mo ymosauaHuio sipisiercst -1(Orkmoueno). MakenmaabHO
JIOTIYCTUMOE 3HavdeHune paBHo 2147483647.

[ MaxUnflushedWrites = 100 ]

Yewm Gouiblie 3HAYEHUE ITApAMETPA, TEM BBIIE BEPOSTHOCTH MIOTEPU JIAHHBIX [IPU BO3ZHUKHOBEHUN
amnmnapaTHOro cOosl B CHCTEME.

MaxUnflushedWriteTime (per-database)

ITapamerp MaxUnflushedWriteTime omnpefessieT, KaK 9acTO CTPAHUIIBI U3 KIII IAMATH OYAYT BBIIPY-
JKAThCsI Ha YKECTKUil JIUCK (AKTUBEH TOJBKO DU 3HaUYeHnu mapamerpa ForcedWrites=0£f).

Suauenne nmapamerpa MaxUnflushedWriteTime ompejesnsieT BpeMsi, 10 HCTE€YEHUN KOTOPOI'O CTPaHUIIBI
JIAHHBIX, OXKUJAIOIINE TOATBEPKIACHNAS TPAHIAKIINYA B KIII-TTAMSITH, Oy/IyT BBICPYKEHBI HA JIUCK.

ITapameTp uMeeT 1eI0YNCIeHHbIA TUII U U3MEPSIETCs B CEKyHIaX. SHaUYeHNE 110 YMOJIYAHUIO PABHO D ce-
kyHz. st He Win3d2 cucrem 3HaveHne 110 yMordanuto seisercs -1 (OTkiroueno). MakcnmaibHO J0mycTrMOe
3HavueHne paBHO 2147483647.

E MaxUnflushedWriteTime = 5 ]

Yewm Gosiblile 3HaAYEHNE TIAPAMETPA, TEM BBINE BEPOATHOCTD IOTEPH JTAHHBIX IIPH BO3HUKHOBEHUH
alapaTHON OMUOKYM B CHCTEME.
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BugcheckAbort

Omrust BugcheckAbort omnpejesnisier, IpepbIBaTh i pabOTy cepBepa MPU BO3HUKHOBEHUH BHYTPEHHEH
omubku (3nadenue () Wiv CHUMATH JAMII fpa JJisl HOCJeILyIonero anammsa (3uadenue 1).

HapaMeTp nmMmeer jgorundeckuil Tun. Bosmoxkuble 3nadenus 0 u 1. 3nadenue o YMOJ/I9aHUIO paBHO 1.

[ BugcheckAbort = 0 ]

ClearGTTAtRetaining (per-database)

Omneparopst COMMIT RETAINING u ROLLBACK RETAINING COXpaHSIOT JaHHBIE B IJI00ATHHBIX BPEMEHHBIX
Tabsinnax oObsaBaeHHBIX Kak ON COMMIT DELETE ROWS. B Bepcusx 2.x Oblia ommubka: COMMIT RETAINING u
ROLLBACK RETAINING mesiajiud 3aIllMcH HE BUJIMMBIMU JIJIsT TeKyIeil Tpan3akmnuu. /st Bo3BpaTa moBeieHusd
2.x ycranoBute mapaMmerp ClearGTTAtRetaining pasubmM 1.

Relaxed AliasChecking

ITapamerp RelaxedAliasChecking I03BOJISIET CHSATH OIPAHUYEHNE HA HCIIOJIH30BAHUE IICEBIOHIMOB
UMeH TabJuIl B 3ampocax. Vcrnoib30Banue MCeBJIOHNMOB UMEH TAOJIUTL TO3BOJISIET BBITIOTHATH OI0OHBIE 3a-
IPOCHI:

E SELECT TABLE.X FROM TABLE A ]

[Tapamerp umeer jorudeckuii Tuil. 3HadeHue 1Mo ymordanuio pasio 0. Ecin 3nadenue napamerpa paBHO
1, To orpanmyenne Ha UCIOJBL30BAHUE IICEBIOHMMOB TabJINIL B 3aIIPOCAX CHUMAETCH.

[ RelaxedAliasChecking = 0O ]

ReadConsistency

ITapameTp obecrieumBaeT COrJIACOBAHHOCTD YTEHUS JAHHBIX JIJIs 3aIPOCOB B pexkume READ COMMITTED.
IIpu 3amycke Takoro 3ampoca /it Hero Je/IaeTcs CHIMOK BEPCHit, KOTOPBIH Oy/1eT UCIOIb30BATHCS 3aIIPOCOM
JISI ITeHHUsI JAHHBIX. B 3ToM pekume djarum TpaHzaxkiuit rec_version / no_rec_version He JeiicTBy-
10T: 11060#1 READ COMMITTED TpaH3aKIMy II0 yMOJIYaHUIO HA3HAYAIOTCs pe>KUMBI read consistency record
version; 3HaYeHME No_rec_version MoJr9a UTHOPUPYETCH.

[ ReadConsistency = 1 ]

DefaultIsolationLevel (per-database)

ITapamerp DefaultIsolationLevel ompeesisieT YpOBEHb U30JISIIUN TPAH3AKINIA 110 yMmosrdanmio. Mo-
JKeT MPUHUMATH OJHO WX TpEéX 3madenwmit: SNAPSHOT, SNAPSHOT TABLE STABILITY, READ COMMITTED. Ilo
YMOJIYaHUIO YCTaHOBJICHO 3Hayenue SNAPSHOT.

[ DefaultIsolationLevel = SNAPSHOT ]
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Tabsmmmna 6.1 — CoBmectumocTs mapamerpoB DefaultIsolationLevel u ReadConsistency

DefaultIsolationLevel ReadConsistency YpoBeHb U30JISIIINU
SNAPSHOT 1 SNAPSHOT
SNAPSHOT 0 SNAPSHOT
SNAPSHOT TABLE STABILITY 1 SNAPSHOT TABLE STABILITY
SNAPSHOT TABLE STABILITY 0 SNAPSHOT TABLE STABILITY
READ COMMITTED 1 READ COMMITTED READ CONSISTENCY
READ COMMITTED 0 READ COMMITTED NO RECORD_VERSION

ConnectionTimeout (per-connection)

C nmomompio mapamerpa ConnectionTimeout ycraHaBJIMBAETCsI OPPDAHUYEHUE HA BPEMsi OXKUJIAHUS CO-
enunenns. [locae TOro Kax mopor, yCTaHOBJIEHHBIN 3HAYEHHEM HapaMeTpa, Oy/IeT MPEBBIIIEeH, MOMBITKA CO-
euHeHns OyJeT TPU3HAHA HEYIATHOM.

ITapamerp ConnectionTimeout WMeeT IEJIOYUCIECHHBI TUII U W3MEPSETCH B CEKyHIAX. JHAYEHUE IO
ymosrganuio paBao 180 cekyua. Munnmaabnoe 3aaderune pasuo 0. MakcuMaibHO AOIyCTHMOE 3HAYEHIE PABHO

2147483647.

[ ConnectionTimeout = 180 ]

WireCrypt (per-connection)

[TapameTp ycTaHaBIUBaeT, clIeLyeT JU MH@POBaTh cereBoe coequuenre. OH MOXKeT NPUHUMATH TPH
BO3MOXKHBIX 3Hadenus: Required, Enabled, Disabled. Ilo-ymosrqanuio ycTaHnoB/€HO, YTO NN POBAHIE sIB-
astercst obst3arenbHbIM (Required) muist OAKIIOYEHNT, TTIOCTYAIOIINX Ha cepBep U BKJoueHHbIM (Enabled)
JJ1s1 TIOJKJIFOYeHU A, NCXOASAIMX € cepBepa.

[ WireCrypt = Enabled (for client) / Required (for server) ]

Yr00BI MOTYyYUTh JOCTYI K CEPBEPY C HCIOJIB30BaHUEM 0Oojiee CTApOil KIMEHTCKON OmOIMOTeKH, ma-
pamerp WireCrypt B ailie koudurypamuu cepsepa joJizkeH ObiTh BKiO4YeH (Enabled) miu BBIKJIIOYEH
(Disabled).

IIpaBwmia ogeHb MPOCTHI: ecyi HA OHON cTOpOoHE cTOuT 3HadeHne WireCrypt = Required, a ma apyroit
YCTaHOBJICHO 3Ha4YeHue Disabled, TO nepBad CTOPOHA OTKJIOHAET COCJMHEHHE U OHO HE YCTAHABJIUBACTCH.
Ecnu na omHolt cropone crout 3nadenune WireCrypt = Enabled, To Ha apyroit mmdpoBaHUsS MOXKET U He
OBITH BOBCE.

OTCcyTCTBYIOMMIA TOIKITIOYAEMbI MOy Ib WireCrypt min Ko mudpoBaHus B CJIydasX, KOIJIa KaHaJ
JIOJIZKEH OBITH 3@ pPOBaH, TAKXKe IPEISITCTBYET COEIUHEHNIO.

Bo Bcex ocTanmbHBIX CiIydasxX COeIMHEHNE YCTaHABINBAETCA 6e3 M@ POBaHUs, €CJIU XOTs ObI OTHA CTO-
pona uMmeeT WireCrypt = Disabled. B npyrux ciaydaax ycTaHaBIHMBaeTcsd IIMMOPOBAHHOE COENHEHUE.

Tabauna 6.2 — CoBMmecTumocTh mapameTpoB WireCrypt Ha KJIMEHTE W Ha cepBepe

DISABLED ENABLED REQUIRED

DISABLED |IIludposanue orkiode- | [IIudpoBanne OTKIIOUECHO Ommubka coeauHeHnsT
HO

(pa3pbie TabnuLbl)
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(pa3pbiB Tabnuupl)

DISABLED ENABLED REQUIRED

ENABLED IMMudposanne otkioue- | [[Iudposanne BratoueHo, ec- | [Mudposanue BKJIIOYEHO,
HO JM IUTATWH ~ AyTeHTU(QUKAIWMY | €CJI  IUIATWH — ayTeHTudUKa-
[IPEJIOCTABJIAET KJII0Y Mmudpo- |[IUA  HPEJOCTABISLET  KJII0U
Banusga. HMuade mmdpoBanus | mudpoBanus. Huadye ormubdKa

HeT. [TOJIKJTFOYEHHUS.
REQUIRED |OmmbKa coeuHeHns [MMTudposanue BKJII0o4eHo, | [IIudpoBanne BKJIIOYEHO,
ecau  IUIArMH  ayTeHTUdUKA- |eCIN  IUIATMH — ayTeHTudUuKa-
UM OPeJOCTABJISIeT  KJIOY |[IMA  [IPEJOCTABJISeT  KJIIOU
mudpoBanus. Wnrade omubka |mmudpoBanus. Vaoade ommbka

MTO/IKJTIOYCHUSA. [TO/TKJTIOYCHHU .

WireCompression (per-connection)

ITapameTp BKJIIOUAET WJIM OTKJIIOYAET CXKATHE CETEBOTO TpaduKa.

HO—yl\lOJI‘{a,HI/IIO IHapaMeTp OTKJIIOYEH.

[ WireCompression = false ]

ITapameTp HACTPAMBAETCS TOJLKO I KJINEHTA - CePBEP JOJIKEH CIeA0BATH HACTPONKAM KJIMEHTA, €CIIH
OH IIOJKJIIOYEH 110 IIPABUJIBHOMY IIPOTOKOILY (> = 13)

DummyPacketInterval (per-connection)

ITapamerp DummyPacketInterval UCIOJIB3YETCs JJIsd TOTO, YTOOBI YCTAHOBUATH YHCJIO CEKYHJI OXKUTAHUS
B «TUXOM» pEKHUMe, IIpeK e UeM CepBep HaUHET IIOCHLIATH IIyCThIe ITaKeThl /1715 I10/ITBEPKIeHUS] COeTUHEHUS.

[TapameTp uMeer TEJOUNCICHHBI THII U U3MEPSIeTCS B CEKyHIaX. SHAYEHHE [0 YMOJIIaHui0 paBHO ()
cekyns. MakcuMaJIbHO JOMyCcTHMOE 3HadeHne paBHo 2147483647 cexywm.

[ DummyPacketInterval = 0 ]

He ucnonb3yiite nannsiii napamerp B Windows-cucremax, ecym B Heit samymenst TCP /IP kiauenTs.
9TO MOXKET MPUBECTHU K IMOCTOSHHOMY YBEJINIECHUIO 00beMa MCIIOIHL30BAHUS HE CTPAHUIHON HMaMsITH
SAJIpa, 9TO MOXKET IIPUBECTU K 3aBUCAHUIO WU aBAPUAHOMY OTKa3y CHCTEMBI.

B Windows 370 - equaCTBEHHBII CIIOCOO OOHAPYKUTH U PA3bEIMHUTH HEAKTUBHBIX KJIUEHTOB IIPHU MC-
nosibzoBannu XNET wm IPC nporokosos.

Cepsep «Pen Baza Janusixy ucmosbsayet oo pazbema SO KEEPALIVE, uro6s! ciiennTh 3a aKTHB-
ubiMu nogkirodenusMu 1o TCP /TP uporokouy. Eciin Bac He ycrpansaer 3ajaHHOE 110 YMOJIYIAHUIO 2-9aCOBOE
BpeMsd oxuzianus (keepalive), To cileyeT U3MEHUTH apaMeTPhl HACTPONKU CBOEil OLePAIMOHHO CHCTEeMbI
COOTBETCTBEHHO:

B omnepanmonnbix cucremax cemeiicrBa Posix oTpemakTupyiite daiti:

/proc/sys/net/ipv4/tcp_keepalive\_*.
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DefaultTimeZone

HacoBoii mosic ceaHca MM KJIAEHTA.

Ecimu napameTrp He ycTaHOBJIEH, TO YaCOBOM MOSIC CeaHCca OYJET TeM Ke, UTO UCIIOIb3YeTCs OlePaIluoH-
HOII CHCTEMOIA.

IIpu ycranoBKe 3HAYECHUS Ha CEpBEPE OH OIPEJIE/ISAET YacOBOM IMOSIC CEAHCA MO YMOTYIAHUIO JJIs TOI-
KJIIOYEHNA.

Korna on ycraHoB/IeH Ha, KJIMEHTE, OH OIIPEJIEJIsieT YaCOBOM MOsIC 110 YMOJTIaHUIO, UCIOIb3yeMbIil (DyHK-
nusymu APT wa cropone kiuenra.

RemoteServiceName /RemoteServicePort (per-connection)

ITapamerpsr RemoteServiceName u RemoteServicePort ucnosp3yorcs /il YCTAHOBKHA HOMEPA IOPTa
WM UMEHU CEePBUCA, KOTOPbIE OVIYT UCIOIb30BATHCS I KJIMEHTCKUX 0a3 JaHHBIX.

[Tapamerp RemoteServiceName nmMeeT CTPOKOBBIH Tuil. 3HAYEHME 110 yMOJIaHUO paBHO gds_db.

ITapamerp RemoteServicePort mMmeeT Ie/IOYUCIICHHBIN THII. 3HAYEHUE IO yMoJdaHuio paBao 3050.

RemoteServiceName = gds_db
RemoteServicePort 3050

N3mensTs cireiyer TOJLKO OJMH U3 9TUX [1apaMeTpoB, He 0ba cpasy. CepBep HIET HOMED LOPTa JJIs
KJIMEHTCKUX COEJMHEHUIl B CIIEYIONEM MOpsKe — cHadasa RemoteServiceName (coorBercrByronas
3HAYEHUIO IIapaMeTpPa 3alliCh uieTcs B daiijie «services» ), 3areM RemoteServicePort.

RemoteAuxPort (per-connection)

ITapamerp RemoteAuxPort ompenenser Homep TCP-mmopTa, KOTOpHIit OyIeT NCIIOTB30BATHCA JJIs TIepe-
Jlaqd YBEIOMJIEHUI O COOBITHAX cepBepa.

ITapamerp RemoteAuxPort mmeeT IeJIOYUCIEHHBIN TUIl. 3HAYeHWE M0 ymosrdanmio paBao 0. B stom
cirydae HOMED HopTa OyJeT BhIOMPATHCs CILydaifHo.

[ RemoteAuxPort = 0 ]

st cepepa «Pen Baza /lanabixs apxurekrypa Kiaccuk HOmMep mopra B J1H060M cirydae Oymer
BBIOMPATHCS CIyJailHO, HE3ABUCUMO OT 3HavYeHUs mapaMerpa RemoteAuxPort.

TcpRemoteBufferSize

IMapamerp TcpRemoteBufferSize omnpezensier pasmep TCP/IP nakera njst oOMeHa COOOMIEHUSAME
MEXK/Iy CEPBEpOM M KJIUEHTOM. dem OOJIbIe pa3Mep HakKeTa, TeM OOJIbIe JAHHBIX OYIEeT MMepelaBaThbCsd 3a
OJIHY TIePEeIatdy.

[TapameTp mMmeeT 1eJIOUUC/IEHHBIN TUIT U U3MepsieTcst B baiitax. 3HavYeHre 0 yMOJIaHUIO paBHO 8192.
MunnmaabHO JommycTuMoe 3HadeHne paBao 1448. Makcumasibaoe 3Hadenne paBHo 32767.

[ TcpRemoteBufferSize = 8192 ]
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TcpNoNagle (per-connection)

ITapamerp TcpNoNagle ucnonbsyercs st HacTpoiiku nakeroB B TCP/IP cersax. B Linux no ymosrua-
HUIO OMOJIMOTEKa COKETOB MUHUMM3UPYET KOJUYECTBO (PU3MYECKUX 3aluceil myTeM Oydepusamnuy 3armceit
repe]; paKTUIeCKO repejadeil JaHHbIX. JIjIs 9TOro MCIOIb3yeTcsi BCTPOEHHBIN aJIrOPUTM, W3BECTHBII Kak
Nagles Algorithm. Ou 6wt pazpaboran, Jjist TOro, YTOObI U36eXKATh MPOOJIEM € MAJIEHbKUMU TTAKETAMU B
M€/IJIEHHBIX CeTsIX.

IMapamerp umeer joruveckuii Tui. [To ymosyanuio 3uadenue napamerpa pasao 1 (ucruna). B sTom
ciydae Oydepusanus He UCIoab3yeTcsd. Ha MemieHHbIX ceTsx B Linux 9TO MO3BOJISIET YBEJUIUTH CKOPOCTH
repeiadn.

[ TcpNoNagle = 1 ]

IPv6V60nly

Tlo3BossieT ycranoBuTh mapameTp cokera IPV6_VE0ONLY. Bxiriowenne mapamMeTpa OrpaHUINBAET UCIIOJb-
30BaHUE COKEeTa UCKJIIYUTEIbHO HpoToKoaoM IPv6; st IPv4 u IPv6 mo/KHBI UCIIOIB30BATHCS OTIeIbHBIE
cokeTnl. Ilo ymosrganuio ycranoBsieno 3nadenue false.

B Windows onrus cokera MoxKeT OBITH yCTaHOBJIEHA TOJBKO HaunmHas ¢ Windows Vista, B crapbix
BEpPCHsIX OHA BCET/Ia BKJIIOUEHA.

IMo-ymosruanuio, cepsep npociaymusaer wyctoit IPv6 agpec (i) u npuHUMAET BCe BXOMSIIUE TOIKIIIO-
venus, Oyab 10 IPv4 nu IPv6 (IPv6V60nly = false). Eciun mapamerp ycranosiien B true, cepsep, Ipociy-
muBas ABHO WM HesiBHO 1mycToit IPv6 agpec, npunnmaer Tosibko IPv6 mogkrodenms.

Anpeca IPv6 oTobpazkaioTcs Kak BOCEMb Y€ThIPEX3HAUHBIX [ITECTHAIATEPUIHBIX YUCesT (TO eCTh TPyl
10 YEeThIPE CUMBOJIA), PA3JIEJICHHBIX JBOETOYNEM. B cTpoKe moJKII0UYeHns HeoOxoauMo 3akimodars [Pv6 aj-
pec B KBaJIpaTHbIe CKOOKH, YTOOBI PA3pPEIINTh HEOJHO3ZHAYHOCTH C WCIOJIH30BAHUEM JBOETOYNS B KAIEeCTBE
pazaenurens mexay [P agpecom xocta u myTeM K 6a3e jannbix. K npumepy:

connect '[2014:1234::5]:test';
connect '[2014:1234::5]/3049:/srv/firebird/test.fdb';

RemoteBind Address

ITapamerp RemoteBindAddress ykas3bIBaeT aJipec CETEBOrO MHTepdeiica, ¢ KOTOPOro Oy1yT pa3penieHbl
BXO/IsilIUe TOAKJIOUeHus:. [Ipu 3TOM BCe BXOMsIUe COeIUHEHUs Yepe3 JApyrue ceTeBble nHTepdeiichl OyIyT
3allpereHbl.

IMapamerp umeeT cTPOKOBbIH Tuil. 1o yMOJIUAHUIO €ro 3HAYEHHE PABHO IIYCTOH CTpOKe (paspeleHbl
coeJuHEHUsI C JII000ro cereBoro unrepdeiica).

[ RemoteBindAddress = j

LockMemSize (per-database)

Suavenne napamerpa LockMemSize ompejesisier 00beM MaMSITH, KOTOPasi OyIeT BbIIeIeHa MeHeIKePY
6710kupoBOK. B apxurekrype Kitaccuk maHHBIN mapamMeTp MCIOIb3yeTCsi JJjIs HAYAJHLHOTO PACIIPEIe/IeHNs,
JmaJjiee TabJIAIA PACIIIMPSIETCS AMHAMAYIECKN 10 Tpefesa naMaru. B apxurekrype Cyrep 3HaUeHNe mapaMerpa
onpejesnsdeT HadaJIbHOe paclipejiesieHue U Ipees BbleasdeMoil TaMaTH.
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ITapameTp umeer mesl09UC/IeHHBIN THI. EjinHAUI n3Meperns: — 6aiiThl. 3HAYEHUE TI0 YMOJTYAHUI0 PABHO
1048576 6aiit. MunnmabHOE 3HAYeHME PABHO (.

MakcuMaJabHO JOIyCcTHMOe 3HadeHue paBHO 2147483647.

[ LockMemSize = 1048576 ]

Pasmep Tabsuribl 0JI0KUPOBOK BJIMSIET HA:

1. Pasmep ksma crpanur 6asel gaHHbX. CTpaHuIa, TOMeENeHHas B K3III, OJOKHPYeTCs, KaK MUHH-
MyM, OJIMH pa3, CTPAHUII, KOTOPbIE YATAIOTCS HECKOJbLKUMH KJUEHTAMHU, MOTYT OJIOKHPOBATLCS
HEeCKOJIbKO pa3 (apxurekrypa Kiaccuk).

2. Ywuciio oHOBpeMEHHBIX Tpan3akiuil. Kakias rpan3akiust nuMeeT OJIOKIPOBKY, KOTOPAst €€ WJIEHTH-
dumupyer. BirokupoBka ncmomb3yercs A1 CHHXPOHI3AINN TPAH3AKITA, & TAKYKe JIJI TOTO, 9TOOBI
PAaCIIO3HATH CJIydan, KOTJA TPAH3aKIINs 3aBEPIIUIACh 03 IMOATBEPXKIEHUs I OTKATA.

3. CobObiTust. Mexanu3sm onoBerieHnsi O COOBITASIX OCHOBBIBAETCS Ha OJOKHPOBKAX. UUCIO COOBITHIT U
9HCJIO KJIMEHTOB, OKUTAIONINX ITU COOBITHSA, BIUAIOT HA pa3Mep Tabymibl OJIOKIPOBOK.

LockAcquireSpins (per-database)

B apxurekType cepBepa KJACCHK TOJIBKO OTHO KJIUEHTCKOE COEIMHEHNE MOXKET O0PATUTHCS K TaOJIuIe
OJIOKUPOBKK B OJHO U TO 2Ke Bpems. JlocTyn K Tabsmre OJOKMPOBKHU YIIPABJSIETCS C IMOMOIIbIO mutex (a).
Mutex MoxKeT ObITH 3aTpeOOBAH B YCJIOBHOM, MO0 Ge3ycsioBHOM pexkuMe. Ecin mutex 3aTpeboBaH B yCJIOBHOM
pekuMe, TO OXKUJIAHWe SABJISIeTCS OTKA30M, U 3aIlpOC JIOJI2KEH ITOBTOPUTHCs. B 6e3yCc/IoBHOM pexkuMe mutex
OyIeT OXKUIATHCS JI0 TEX IOP, MOKa He OyIeT MOoJIydeH.

ITapamerp LockAcquireSpins mmMeeT IeJIOYNCIIEHHBINH THII. Ero 3HaYeHNe ycTaHABINBAET KOJTUYIECTBO
HIOIIBITOK, KOTOPBIE OYyyT CJleIaHbl B ycjaoBHOM pexkume. [lo ymomdanuio 3nadenue napamerpa pasHo 0, B
9TOM CJjy4ae OyJIeT MCIO0JIb30BATHCs OE3yCIOBHBIN PEKUM.

I IMTapamerp nmeer apdexr TobKo Ha SMP (CHMMETPUYHBIX MYJIBTUIIPOIIECCOPHBIX) CHCTEMAX.

[ LockAcquireSpins = 0 ]

LockHashSlots (per-database)

ITapamerp LockHashSlots mcmosb3yeTcs [y HACTPONKHU UMCJIa CJIOTOB XIITUPOBAHUS OJOKMPOBOK.
Yewm 60JIbIIIE CTIOTOB UCIIOIB3YETCs, TEM KOPOUYEe IOy YaIOTCs IIEITOYKH XIMUPOBAHNA, YTO YBEJIMINBAET IIPO-
U3BOJIUTEJIBHOCTD IIPU IIOBBIIIEHHOIT HAarpy3Ke.

ITapamerp umeer nenounciennsiit Tum. [lo ymomdanuio 3nadenne napamerpa pasuo 65521. B kadecrse
3HAYEHUs] PEKOMEH]IyeTCsl YKa3bIBaTh IIPOCTOE YUCJIO, ITOOBI X3II-aJIOPUTM IIPOU3BOJIMII XOPOIIee pacipe-
JIeJICHHE.

E LockHashSlots = 65521 ]

YBesnueHre 3HaYEHUS JAHHOIO HapaMeTpa HeoOX0MMO TOJIBKO IIPU BBICOKOIT 3arpy3Ke (0JHOBPEMEHHO
C HUM CJIEJIyeT yBeJINInUTh U napamerp LockMemSize ma ToT ke mporeHT). OH BBIUUCIAETCS ¢ MCIIOIB30Ba~
HueMm yTminThl Lock Print 1o ciiemyromieMy IPUHITAILY.

3almyckaeM yTHIATY

rdb_lock_print -d <database> | <alias>
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B rpymme 3aronoska 6soka (LOCK_HEADER BLOCK), KOTOpasi ONHUCHIBAET OCHOBHYIO KOH(DHUI'YDAIUAIO U
cocrosiuue Tabunbl 6JIOKMPOBOK, CMOTPUM 3HadeHue sjemenTa Hash lengths (mymHa Henoyku XsmupoBa-
HUs). DTOT JAEMEHT COOOIIAET MUHUMAJIBHYIO, CPEIHIO U MAKCUMAJBbHYIO JJIMHY IENOYKU CJIOTOB. dem
JAuHHee OyIyT IEMOYKN, TeM MejjienHee OymeT paboTraTh MeHemKep OJOKUPOBOK. Ecim cpemmee 3HadeHme
6osibirre 3 MM MakcuMasibHOe Oostbiie 10, TO 9TO O3HAYAET, 4TO CJIOTOB HejocTtaTodHo. 1losromy cremyer
yBesim4uTh rmapaMmerp LockHashSlots B 2-3 pa3a (HpI/I 3TOM B34Tb IIPOCTOE qI/ICJIO).

Jlyist npuMeHeHus TapaMeTrpa HeobX0IUMO, ITO0bI cepBep I1epeco3ias Tabuily GJI0KUPOBOK (IIPH 9TOM
B CHCTEME He JIOJKHO OCTATHCSI TIOJIKIIFOUEHN U CTapoii TabauIbl GIOKUPOBOK ).

EventMemSize (per-database)

Sunadenue nmapamerpa EventMemSize ompejesisier 06beM pa3iesisieMoil maMsaTh, KOTopasi Oy1eT Bblie-
JIEHa MEHE/IKEPY COOBITHIA.
ITapamerp EventMemSize mmeeT IeJOYUC/IEHHBI Tuil. Eaunauna usmepenust — GaiiTbl. 3HAYEHUE I10

yMorganuio paBHo 65356. Munnmasnbao momyctumoe 3uadenne pasHo 0. MakcumanbHOe 3HAYEHHE PABHO
2147483647.

[ EventMemSize = 65536 ]

OptimizationStrategy

Suauenne napamerpa OptimizationStrategy ompeseiisieT cTpaTernio onTuMu3almu 3amnpocos. [Tapa-
MeTp UMeeT CTPOKOBLIH Turl. MoxkeT mpuHUMATE CJIEYIONIe 3HATCHUS:

e default - UCIOJIB3yeTCsl CTPATErHsl [0 YMOIYAHUIO (SIBJIsIETCs] 3HAUEHNEM 0 YMOJTIAHUIO);

e first - /I 3aIIpOCOB BHIOMPAETCS TAKOM IJIAH JTOCTYIIA, KOTOPDIH TO3BOJISIET MAKCUMAIHHO OBICTPO
MIOJTyIUTH TIEPBBIE 3AIUCU B BHIOOPKE;

e all - 151 3aITPOCOB BHIOMPAETCST TAKOH MJIaH TOCTYITa, KOTOPDIH TPEIIoJIaraeT, 9To B 3ampoce Oy1yT
BBIOpAHBI BCE 3AITHUCH.

[ OptimizationStrategy = default ]

SnapshotsMemSize (per-database)

Kom-Bo mamsTu s xpanerus: cHammoroB. OHO Oy/ieT pacTh aBTOMATUYIECKH, €CJIH Bl HE UCIIOIb3YeTe
9K30TUIECKYIO I1aTdopMy, KOTOpas He saBigeTcd Hu Windows, HI MOAIePKUBAET CUCTEMHBIN BBI30B mmap.
Kazkprit aktusHbIil shapshot ucronssyer 16 6aiiToB mamsaTu.

[ SnapshotsMemSize = 64K ]

ClientBatchBuffer

Ompenersier pazmep Oydepa, HCIOTB3YEMOro KJINEHTCKUM TIOJIKJIIOUEHIEM JIJTs TAKETHON [epeiadn Ha
cepeep (1P MCIIOIB30BAHUHA TTAKeTHOTO APT).

[ ClientBatchBuffer = 131072 ]
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DataTypeCompatibility

3ajaeT ypoBeHb COBMECTHMOCTH, OMPEEISIIONINI, KaKie TUIBI JIAHHBIX JOCTYIHBI KJIMEeHTCKOMY APT.
B macrosinee Bpems poctynust asa Bapuanta: 3.0 u 2.5. Pexxum smyssimn 3.0 CKpbIBaeT TUIBI JAHHBIX, IO~
aBuBInuecs 1nocje Bepcuu 3.0, a umenno DECIMAL u NUMERIC c¢ Tounocthio 19 u Boiie, DECFLOAT, TIME WITH
TIME ZONE, TIMESTAMP WITH TIME ZONE). CooTBeTCTBYIOIIUE 3HAYECHHs BO3BPAINAIOTCS YEPE3 THIILI JaH-
HBIX, nojepkuBaembie Bepcueit 3.0. Pexxum smysisiiun 2.5 npeobpasyer emé u tur Janabix BOOLEAN. DTor
rmapaMeTrp MO3BOJISEeT YCTAPEBIINM KJINEHTCKAM MPUIOKeHusiM paboTars ¢ Bepcueil 5.0 6e3 mepeKOMImIsIium
JI7IsT 00pPabOTKN HOBBIX THUIIOB JTAHHDIX.

OutputRedirectionFile

Tlo3BosisieT mepeHanpaBIsTh TOTOKK cepBepa stdout/stderr B moab3oBaTenbekuit daitr. Ilo ymosraa-
HUIO 3TH TOTOKHM OTKPBIBAIOTCSI CEPBEPOM, HO BBIXOJIHBIE JJAHHBIE OTOPACHIBAIOTCSI.

[ OutputRedirectionFile = " " ]

TipCacheBlockSize (per-database)

KommrgecTBo BhImersieMoit maMsaTn AjIst Katra Kaxkaoro ooka TIP. Tlonusbre 3T0 3HAYEHMS, €cn y Bac
unebospmioit TIP u BeI xoTHTE COEpeunr naMAThH. ¥YBeJUYbTe 3TO 3HAYUEHUE, €CJIA BaM HYKEeH OYeHb OOJIBIION
K3III ¥ OMPAHMYEHUsl JOCTYIa K OObeKTaM siipa, BIJEJIEHHBIM JJIsl KasK10ro 6s10Ka (bailsibl, MBIOTEKCHI U T.
1.). Kaxkast KolmpoBaHHas TPAH3aKIIUs UCIOJIb3YeT 8 6afiToB naMsTh.

[ TipCacheBlockSize = 4M ]

OnDisconnectTriggerTimeout (per-database)

ITapameTrp OnDisconnectTriggerTimeout ycTaHaBIMBaEeT YHCIO CEKYH/I, IO NCTEUYEHUN KOTOPBIX BBI-
nostHeHne Tpurrepa Ha cobbitue DISCONNECT Oymer mpekpameno. [lapamerp mmeer IeIOYUCIEHHBIN THIL.
Suadenne mo ymosrganuio paBao 180. 3nadenne (0 03HAYAET, 9TO BPEMsI BBITOJIHEHUS TPUrTEpa Ha COOLITHE
DISCONNECT He orpanHn4eHoO.

[ OnDisconnectTriggerTimeout = 180 ]

SecurityLog

ITapamerp SecurityLog ompenesisier, Ijie PErucTpUPOBaAThL COOBITUS Oe3omacHOCcTH. Bo3MoKHbIE 3HA-
YeHHs TapaMeTpa:

e local - perucTpupoOBaTh COOBITH OE30IIACHOCTH B JIOKAJIBHBIX Jiorax cepsepa (firebird.log, xKyp-
HAJIbI AYJIUTA);

e syslog - PerucCTpPUPOBATH COOBITHS O€30IIaCHOCTH B syslog;

e both - perucTpupoBaTh COOBITUSA GE30MACHOCTH B JIOKAJIBHBIX Jiorax cepBepa (firebird.log, XKyp-
HaJbl ayauTa) u B syslog.

[ SecuritylLog = local j
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MaxStatementCacheSize

OrpeiesisieT MaKCUMaJIbHBIN 00beM aMsITH, UCITOIb3YEeMBIH JJIsi KINTUPOBAHUST HEUCIIOIb3yEeMbIX CKOM-
nIMpoBaHHBIX oreparopoB DSQL. 3uHavyeHne HOIb 03HAYAET, ITO KINIUPOBAHNE HE UCIIOJIB3YeTCsd. SHAYEHUE
10 YMOJTIAHUIO - 2 Merapaiita.

[ MaxStatementCacheSize = 2M6 ]

DefaultProfilerPlugin

Ornpenenisier mwiarud npodaiiaepa mo yMOTIAHUIO, UCIOJIb3yeMblil Jis MPO(MUINPOBAHNS C IOMOIIBIO
makeTa RDB$PROFILER.

OptimizeForFirst Rows

OrmpesiesisieT CTpaTernio ONTUMHU3AIUE 3alIPOCOB: YCKOPHUTD TOJIYYeHUE MIEPBBIX CTPOK MJIU BCEX.
Suauenue false coorBercTByer crparernn ALL ROWS, a true coorBercTByer crparernun FIRST ROWS.

Ilo YMOT9aHUIO OITUMU3ATOP HAIIPABJICH Ha IIOJIy9€HNE BCE€X CTPOK.

[ OptimizeForFirstRows = false ]

OuterJoinConversion

Omnpenesnsier, MOXKeT JIM ONTUMHU3ATOP peodbpa3oBbiBaTh OUTER-coequnenus B INNER-coequnenus npu
YCJIOBHHM, UTO TaKOe MpeoOpa30BaHNe BO3MOXKHO C TOUYKH 3PEHUS PE3y/IbTATOB 3aIPOCA.
Ilo ymosganuio BKJIOUYeHO. MOXKeT OBITH OTKJIIOUEHO I YIPOIIEHHS MPOIECCa MUTPAIUU, €CJII

OUTER-coenunenns HAMEPEHHO MCIOIb3yIOTC B SQL-3anpocax (Hampumep, B KavecTBe IIOJICKA30K OIITH-
MI/I?,aTopa)7 JlazKe eCJId U3BECTHO, YTO OHU CeMaHTU4YeCKN 3KBuBaJicHTHBI INNER-coenuaeruaM.

[ OuterJoinConversion = true ]

LoginLockoutTime

[Tapamerp LoginLockoutTime ycTaHaBiIMBaeT BpeMsl B MHUHyTaX, Ha KOTOpoe OyjeT 3abJioKu-
pOBaH I0JIb30BATE/b, €CJIU KOJMIECTBO HEYJIAYHBIX IIOIBITOK ayTeHTU(DUKAIIMN IIPEBBIIAeT 3HAYEHUE
MAX_FAILED_COUNT, 3aJjaHHOE B MOJIUTHUKE OE30IIACHOCTH.

[Tapamerp LoginLockoutTime paboTaeT, TOJBKO €CJIU HACTPOEHO UCIIOJIH30BAHKE ITOJIUTHK OE301acHO-

CTH.

ITo ymomuanuio LoginLockoutTime = 0, 4TO O3HAYaET HOCTOSHHYIO OJOKHMPOBKY. PasbsiokmpoBarh
MIOJIb30BATE/ I MOYKHO € MMOMOIbI0 oniepaTopa RESET USER. BeIOTHUTE 3TOT OmepaTop MOKET TOJIBKO ITOJTb-
30BaTeNb, OOIAJAIONINI A IMIHUCTPATUBHBIMEU puBmIerusymu B B/l 6e3omacHocT.

[ LoginLockoutTime = 0 ]
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6.2 Hactpoiiku sapa
CpuAffinityMask

ITapamerp CpuAffinityMask mo3BosisieT yKa3aTh, KAKHE IIPOIECCOPHI OY/IyT UCIIOIH30BATHCHA CEPBEPOM
(i OC Windows).

I IMTapamerp umeer acdbdekr Toabko B SMP (cuMMeTPUYIHBIX MYJIBTHIPOIECCOPHBIX) CHCTEMAX.

ITapameTp nmMeeT 1eIOUNC/IEHHBIN THII. 3HAYEHNE [TapaMeTpa COOTBETCTBYET dJIeMeHTaM OUTOBOTO MacC-
CHBa, B KOTOPOM KaXKJbIil OUT IIPeICTaBIIsaeT IEHTPAIBHBIN mporieccop. Takum 06pa3oM, YTOOBI HCIIOTB30BATE
TOJILKO TIEPBBIi MPOIECCOD, 3HAYUEHNE TaPAMETPa JTO2KHO OBITH PaBHO 1. UTOOBI MCIOJIB30BATD U IEHTPAIIb-
HBII mporeccop 1, u neHTpasbHbIil mporeccop 2 - 3. YTobbl HCIOIB30BATH IEHTPAJIBHBIN IIPOLECCOp 2, U
[EHTPAJIbHBIN TIporieccop 3 - 6. 3HadYeHwe M0 yMOJIaHu0 paBHO 0.

IIpu wammumu B cucreme upousBoautesbHbiX (Performance) u sueproaddekrupupix (Efficient)
Aep, 3HAYEHUE ITaPAMETPa [0 YMOJIYAHUIO O3HAYAET UCIOJIb30BAHUE CEPBEPOM TOJBKO MPOM3BOAUTEIHHBIX
sizep (st Windows 10 u Bbime).

[ CpuAffinityMask = 0O }

GCPolicy (per-database)

ITapamerp GCPolicy ucrmosnb3yercs JJis yrpasieHus paboroil «cbopmuka mycopas. Ilapamerp nmeer
CTPOKOBBII Tuil. Bo3MOXKHBIE 3HAUEHUsT TapaMETPA:

e background - cbopiuk mycopa paboraer Kak (pPOHOBBIN, COOMPAsT MyCOP B OT/IEIHLHOM IIOTOKE;

e cooperative - cOOpIUK Mycopa pabOTaeT B OIEPATUBHOM peKMMe, cOOMpas MycOp HEMEIJICHHO
IIPU YTE€HUU MYCOPHBIX BEPCHUii;

e combined - cOOPIUK MycOpa pabOTaeT B OIMEPATUBHOM PEXKUME, HO €CJIH MYCOp CODpaTh HE YIAeTCs,
TO O 3aMyCOPEHHBIX CTPAHUIIAX CUTHAJIU3IUPYETCH (POHOBOMY COOPIIUKY MYCOPA.

ITo ymomganuio B apxurekrype Cytiep cepBepa «COOPIIMK Mycopay paboTaeT B KOMOMHUPOBAHHOM
pexxume. B apxurextype Kitaccuk cepBepa 9TOT mapameTp WTHOPHPYETCs, & «COOPIIHK Mycopas» BCeria
paboTraer B OMEPATHBHOM PEXKHME.

[ GCPolicy = combined ]

SecurityDatabase (per-database)

Ormpesiesisier UMst ¥ PACIOJIOZKEHNE Oa3bl TAHHBIX O0€30IIACHOCTH, B KOTOPOW XPAHATCS WMEHA, MOJIb30-
BaTeJIell M IapoJId, UCIOJIb3yeMble CEPBEPOM /I IIPOBEPKHU y/IAJIEHHBIX ITOJIKJIIOYEHHIA.

Ilo-ymomuanmio B firebird. conf:

[ SecurityDatabase = $(dir_secDb)/security5.£fdb ]

ITapameTp MOXKeT OBITH TEpeoTIpeiesieH /sl Olpe/Ie/IeHHON 6a3bl JaHHBIX B (aiiie databases.conf.
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6.3 HacTtpoiiknu Jijisi MHOTOIIOTOYHOII pabOoThI

MaxParallelWorkers

MakcuMaabHOe KOJIMYECTBO MAapPAJIIEIbHBIX IIOTOKOB, KOTOPOE MOXKET CO3JaTh $JIPO. DTOT IapaMeTp
paboTraeT TOJBLKO Jjist pecropa (He g 69kara). s pecropa napajuienbias 06paboTKa Peaan30BaHa TOJIbKO
pu ocTpoennn uHaeKcoB. Ilo ymomaannio MaxParallelWorkers = 1, T.e. mapaJuieIbHOE CO3TaHME WHICK-
COB OTKJIIOYEHO, JlazKe €CJIU B pecTope 3a/aH K4 -PAR.

Honycrumbre 3nadenusi: or 1 mo 64. pyrue 3madenunss OyayT MPOUTHOPHUPOBAHBI W MO YMOJIAHUIO
HUCIIOJIB30BaThCs 1.

[ MaxParallelWorkers = 8 ]

ParallelWorkers

Yucsio MOTOKOB, UCIOJIB3YEMBIX PECTOPOM II0 YMOJIYAHUIO, €CIU He 33/aHa onnusd -PAR <n> B gbak.

Homycrumbre 3uadenuss: or 1 10 MaxParallelWorkers. /Ipyrue 3nadenust OyayT TPOUTHOPUPOBAHBI 1
110 YMOJIYAHUIO UCIIOJIB30BATHCS 1.

[ ParallelWorkers = 4 ]

6.4 Hactpoiikn ajgs Windows-cucrem

GuardianOption
ITapamerp ompenessier gosKeH Jjin Guardian mepe3amyckaTb CepBEpP MOC/e TOro, Kak ero pabora ObLIa
3aBepIeHa HEIIPABUJIBHO.

IMapamerp uMeer Jjormdeckuii Tui. 3HadeHue M0 yMoa4anuio pasHo 1 (ucruna). st Toro, 9Tobbl
OTKJIIOUNTH Guardian ciiejlyer BBICTABUTDH 3HaUeHUE HapaMerpa paBHbIM 0 (JIOXKD).

[ GuardianOption = 1 j

ProcessPriorityLevel

IlapameTp ompemensieT ypoBeHb MPUOPHUTETOB IpoiteccoB cepepa «Pen Baza lamnbix». Ilapamerp
MMeEET IEJIOYNCIEHHBII THIT U MOXKET MPUHUMATH 3HAUCHMUSI:

e () — HOpMAJIBHBIIT TPUOPUTET;
® II0JIO’KUTEIbHOE 3HaYEHUE — IIOBBIIIEHHbBII IPUOPUTET;

® OTpullaTe/JIbHOC 3HAYCHUEC — TIOHU2KEHHBI IIpUOPUTET.

Bce uaMeHennst JaHHOTO MapaMeTpa JO0JXKHBI ObITh TIIATEIHLHO IIPOBEPEHDI, YTOOLI FapaHTUPOBATD, YTO
cepBep MPOIoJKaeT 06padbaThbiBaTh 3alPOCHI.

[ ProcessPriorityLevel = 0 ]
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IpcName

[Tapamerp IpcName ompesesisieT nMs 0OJACTA Pa3/esieMOil TaMsATH UCIOIb3YeMONl B KadeCTBE TPAHC-
IIOPTHOTO KAaHAJIA B JIOKAJBHOM IMPOTOKOJe. [lapamMerp mMmeeT CTPOKOBBIN THI. 3HAYEHHE [0 yMOJIIAHUIO
pasuo FIREBIRD.

JlokasbHBI TPOTOKOM B Bepcusix 2.6, 2.5, 2.1 u 2.0 He coBMecTnM ¢ Jir000i TPEABIIYINEl Bepcueit
Firebird min InterBase.

[ IpcName = FIREBIRD ]

CepBep MOXKET PEruCTPUPOBATH OOBEKTHI B MPOCTPAHCTBE UMeH Global, TOJIBKO €CJIM OH BBIIOJIHSIETCS
I0JT y9IeTHOM 3anuckio ¢ npuBmiierneit SE_CREATE_GLOBAL_NAME. 910 03HAYAET, 9TO, €CJIH BBl paboTaeTe
I10/I OrPAHUYEHHON y4ueTHOI 3amuckio B Vista, XP SP2 uau 2000 SP4, BO3MOXKHOCTb UCIIOJIb30BAHUS
JIOKAJILHOT'O ITPOTOKOJIA JIJIsI APYTUX CEAHCOB OY/IeT HEIOCTYITHA.

6.5 Hactpoiiku s Unix/Linux cucrem

Redirection

ITapameTp Redirection ncmosb3yercs Ajisd OTKJIIOUEHUS 3AIMUTH OT IePeaIpecaIiui 3alpocoB Ha JIPY-
rue cepBepa. BO3MOXKHOCTB Tepeajipecaliuu 3alpocoB Ha JIPyTHe CEePBEPbl M3HAYAJIBHO IIPUCYTCTBOBAJIA B
InterBase. Ho omna 6b11a nckiiouena koproparueit Borland B InterBase 6.0 nocie mopabotku mobaBusiieit
SQL-uajiekThl. BO3MOXKHOCTB IIEpeHalIpaBjeHsl 3alpocoB OblLIa BoccraHoBjieHa B Firebird 2.0. Ho Ha ce-
POJHSIIITHUI JIeHb MCIIOJB30BAHNE 9TOH BO3MOXKHOCTH (IIPOKCH CEPBEP) IIPEJICTABISAET YIPO3y Ge30IacHOCTH.
Hanpumep, Bbl ucnosib3yere 3amumiennsbiii cepep «Pen Basa JlaHHBIX», JOCTYIT K KOTOPOMY OCYIIECTBJISETCST
u3 r106aabHoi ceTu. B aToM cityuae, eciin y cepBepa €CTh JOCTYII K JIOKAJIBHOM CeTH, TO OH OyIeT NCIOJIHATH
POJIb IILTIO3a JJIst BXOJSAIINX 3aIIPOCOB THUIIA:

firebird.your.domain.com:internal_server:/private/database.fdb

IIpu 3TOM 37TOYMBITITIEHHUKY JIOCTATOYHO 3HATH MM mim [P-asipec xocTa Bareit JIOKaILHON CeTH, TOTO-
My 9TO JJIsl COeINHeHus He TpeOyeTcs: 3HATh JIOTUH U [AapOJIb HA BHEIIHEM cepBepe. Takoil 03 I03B0JISeT
00ONTH CHUCTEMY CETeBOI 3AIUThI, YCTAHOBJIEHHYIO B Ballleil JIOKAJILHON CeTH.

[TapameTp mMeeT JOrMIecKuil TrIL. 3HAUEHUE IO yMOTIaHuio paBHO 0 (102kb). B aTOM co1yuae Bo3MoxK-
HOCTB NIePEHAIIPABJICHHsI 3aIIPOCOB OTKJIIOUeHA. JIJIs1 BKIIIOWEHHsT 9TOH OLIMH CJIe/lyeT 3HaYeHne apaMeTpa
BBICTABUTH DABHBIM 1 (MCTHHA).

[ Redirection = 0 ]

6.6 HacTpoiiku apXuTeKTyphbl

ServerMode

Ornpesiesisier apXuTEKTYpPy cepBepa.

e Super: HCKIIIOYATEHFHO OJUH CEPBEPHBIN MPOIECC OOCTYKMBAET BCE IMOJKJIIOYEHUsI, UCIOIb3YsI
ITOTOKH JIJTsT 00PabOTKHU 3aITPOCOB; OOTIHIA ITyJT 711 BCEX COEMHEHNUI; OOIIiT KT CTPAHUI] Ha YPOBHE
0a3bl.
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e Superclassic: 6a3bl JAHHLIX OTKPHIBAIOTCS OJHIUM CEPBEPHBIM IIPOIECCOM, HO JIOCTYII HE NCKJIIOUH-
TebHBIN - embedded mporecc MOYXKeT OTKPBITh OJIHOBPEMEHHO Ty 2Ke 0a3y; MOIKJII0YeHnsT 00padbaThI-
BAIOTCS MIOTOKAMU, 3AIyIIEHHBIMUA U3 ODIIEro MyJia, KAayKIbli 13 KOTOPBIX UMeeT CBO COOCTBEHHBIH
CTPAHWYHBINA K31 6a3bl JAHHBIX.

e Classic: ormenpHbII Tporiece Ha Kazkaoe coeambenne ¢ BJI; kaxkmas 6a3a JaHHBIX MOXKET OBITH
OTKPBITA HECKOJIbKUMU Iporeccamu (BKJovas Jjiokasbhble g embedded mocryma); ormesnbHbI
KOIII CTPAHUI] HA KaXKJI0e COeJIMHEHNE

[ ServerMode = Super j

6.7 Hactpoiiku myJja BHEIIHUX IOJIKJII0YEeHU

ExtConnPoolSize

YcranaBIBaeT MaKCUMAJIbHOE KOJIMYECTBO 0€3eMCTBYIONINX COEUHEHNN B IIyJie BHEIIHUX COEMHE-
nuit. Tonycrumpie 3uadenus ot 0 o 1000. HyseBoe 3navenne 0003HaYaeT ITO IIyJI BBHIKJIIOYEH.

[ ExtConnPoolSize = 0 J

ExtConnPoolLifeTime

VeranapnuBaeT BpeMs >KU3HH Ge3/1efiCTBYIONMX COeJIMHEeHHI B IIy/e BHENIHUX coequHenuii. Jomycru-
Mble 3Ha4YeHus oT 1 cekyH bl 10 24 qacos (86400 cexym).

[ ExtConnPoolLifeTime = 7200 ]

MemoryWipePasses

ITapamerp MemoryWipePasses ucrosb3yercs s HACTPONKHM HEOOXOIMMOCTH U METO/1a 00€3ININBaHUS
0CBODOXKIAEMOI CepBEPOM OIEPATUBHON MaMATH M JUCKOBOIO IMPOCTPAHCTBA.

[Tpu HEOOXOIMMOCTH 0OE3/TNINBAHUS MAMSITA TPEOYeTCs YKA3bIBATDH IIOJIHBINA CETEBO IIyTh IIpU
coenuaenun ¢ BJI1.

ITapameTp mMeeT EJOYUCAEHHBIN THII. 3HAYEHHE TI0 yMOJYaHUI0 paBHO 0, 9TO 0O3HAYAET, 9TO 00e3Jm-
qUBaHUE TAMATH OTKJIIOYEHO. BO3MOXKHbBIE 3HATCHMST:

e 0 — obe3iMunBaHMe HE ITPOUCXOJINT;
e 1 — mpoucxXomuT OOHYyJIEHHE IAMSTH,;

e >1 — mpoucxoaut uepenosamnnue 3amucu 0xFF u 0x00 B ocBObOX)K 1a€My 10 TAMATH, TOCIETHUI IPOXO/T
IIPU 9TOM B JIIOOOM CJIyae 3amoJTHsIeT OJIOK HYyJISIMU.

[ MemoryWipePasses = 0 ]
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MaxOpenFileBlobs

[Tapamerp MaxOpenFileBlobs orpaHnYuBaeT YHCJIO OJHOBPEMEHHO OTKPHITHIX (daitioB BLOB. Korna
KOJIMYECTBO OTKPBITHIX (DAlJIOB JOCTUTHET ITOTO Ipejesia, HEKOTOpble W3 HuxX OyayT 3akpbiThl. Hymnesoe
3HaYeHNne O3Ha4aeT, 4TOo IIpesesia HeT.

[ MaxOpenFileBlobs = 0 J

6.8 Hactpoiikm LDAP
LDAPServer

Sagaér ajgpec cepBepa LDAP, uCIIO/IB3yeMBbIil Il XpaHEHWs YIETHONU WHMOPMAIUU I10JIb30BATEIEI.
MoxkHo yKa3aTh HECKOJILKO CEPBEPOB, UCHOIB3Ys " ;" B KadecTBe pasjeauTesid. [[pn HeyCIenHoM MOIKITIo-
qeHuu OyJ1eT BBITOJTHEHA, IMONBITKA COEJUHUTHCST CO CJIEIYIOIM cepBepoM B crmcke. [lo ymomyanuio 3a1aHo
[ycToe 3HaJYeHne, T.e. cepBep LDAP He mcmosb3yercs, n y4éTHas nHdOpMaIus uiercsa Toabko B B/ 6e3omac-
HOCTH.

[ LDAPServer = 192.168.1.1 J

LDAPConnectionRetries

ITapamerp LDAPConnectionRetries 3a/1aéT MaKCHUMaJIbHOE KOJIMIECTBO TIOMBITOK MOJAK/IIOUEHUST K
cepBepaM, ykKazaHHbIM B LDAPServer. IlombiTKa cumTaeTcss HEYCIEINTHOHM, €Ciu He VIAJOCh TOJKJIIO-
YUTHLC HU K OJIHOMY CepBepy u3 chucka. MunmMmasbHoe 3Hadenue paHo 1. Ilo ymosrwanuio 3ajaHo
LDAPConnectionRetries = 3.

[ LDAPConnectionRetries = 3 j

LDAPDomain

BagaéT UMs JIOMEHa, B KOTOPOM IIpoucxoanT ayreHTudukarms. Eciu ayrentndukains BBITOIHAETCS
meTosioM bind, To CYB/I cnagaia nonbITaeTcs MOJIKIIOYUTHCS ¢ IMEHEM I0JIb30BATE sl B TOM BHJIE, B KOTO-
pOM ero mepejal Kianent (Hapumep, Ivan.Petrov). Eciu Takum cniocoboM HOAKIIOUUTHCS HE II0JIY 9UJI0Ch,
To Tipu 3aaHHOM napamerpe LDAPDomain CYB/I ciesraer bind emé pa3 ¢ mMeneM moJsib3oBaresis B hopmare
<uMs monb3oBaTens>Q<sHavenwe LDAPDomain> (Hampumep, Ivan.Petrov@example.com).

Takzke BeTKa, ompejenseMas JOMEHOM B mapamerpe LDAPDomain, O6yaeT ncrmosib30BaHa Kak 6aza s
[IOMCKAa II0Jb30BaTesiell, ecan He 3aJaH napaMeTrp LDAPUserBase.

[ LDAPDomain = example.com ]

LDAPEncryption
Tun mudpoBanus, NCHIOIB3YEMBbIi IPU MOAKIIOYeHNN K cepBepy LDAP. MoxkeT mpuHUMATD TPU 3HATE-
uus: None, SSL, TLS.
e None — He3aIUIEHHOE TTOJAKJIIOUEHUE K TTOPTY 389.
e SSL — moakJodenne K LDAP depe3 SSL Kk mopty 636.

e TLS — noxktodenue ¢ TLS-mudposanuem K nopty 389.
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Ilo YMOJT9aHUIO UCIHOJIB3YeTCA HeSaH.IPIHLéHHOe IIOJAKJ/IIOYECHHE.

Ceprudurar cepsepa LDAP 6yner nposepsithest, ecin mapamerp VerifyldapServer He OTKJIIOYEH.

[ LDAPEncryption = None ]

VerifyLdapServer

Brurouaer uim orkiogaer mpoBepKy ceprudukara cepsepa LDAP npu Britouernnn LDAPEncryption.

[ VerifyLdapServer = 1 J

LDAPUserDN

DN moJib30BaTe s, OT MMEHU KOTOPOrO cepBep OyIeT MOAK/IoYarhcs K LDAP st ayTeHTH(MUKAIIT
JPYTHUX [TOIB30BATENeH. DTOT MOIH30BATEIb TOJ2KEH NMETh IIPaBa Ha, areHune arpuOyToB LDAP, MCIOIb3yeMbIX
cepsepom «Pen Baza lannbix». Ecim mapamerp e 3amamH, cepBep Oymer menarh bind k LDAP ¢ mMeneMm u
r1apoJieM I0JIb30BaTeIs, YKA3aHHBIM KJIMEHTOM, YTOOBI POITH ayTeHTUMUKAIUIO.

LDAPUserDN = uid=rdb,ou=people,dc=example,dc=com
LDAPUserDN cn=rdb, cn=users,dc=example,dc=com

LDAPPassword

ITaposn monb3oBaTesns, onpenaeaeHHoro B arpubyre LDAPUserDN, oT mMeHH KOTOPOTO cepBep Oymer
rosiKIIo9aThesd K LDAP fj1s ayTeHTHdUKAINNA IPYTUX HOJIb30BaTENEH.

[ LDAPPassword = 123qwe ]

LDAPUserBase

Berka B LDAP, KoTOpasi OyIeT UCIOIb30BaHa KaK CTapTOBas JJIsI TIOUCKa moIb3oBaTeseit. [Ipu ayrenTu-
dukamn nMeHa I0Jb30BaTes e OYAYT UCKATHCS B 9TOM BETKE U PEKYPCUBHO BO BCEX BETKAX, HAXOISAIIAXCS
B Heli JI0 ITepBOTO coBnaienus. Takke oHa OyIeT UCIOIB30BAHA JJIsi TIOUCKA MTOJIb30BaTe el IPH MOy IeHUN
UX TPYII UJIU aTPUOyTOB.

Ecsu sror mapamerp He 3ajaH, TO B KadecTBe 0a3bl JJjIsl IONCKA II0JIb30BaTe el Oy/1eT HCIIOIb30BaHA
BeTKa, ollpeJlesiseMasl JJIOMeHOM B napaMerpe LDAPDomain.

LDAPUserBase = ou=people,dc=example,dc=com
LDAPUserBase = cn=users,dc=example,dc=com

LDAPUserPrefix

HazBanme arpubyra, B KOTOPOM XpaHUTCI WMs Tojb3oBaTesss B ero DN B LDAP. B ocHoB-
HOM WCIIOJIb3yeTcs, Korja He 3aian LDAPUserDN. Eciu mapamerp He 3ajaH, KJIHMEHTCKas OWOIHOTE-
ka fbclient Oymer mudpoBaTh MApOJb MOJIH30BATENsT W I ayTeHTU(MUKAINN OyIyT HCIOJb30BATH-
ca maposm B arpubyrax: "rdbPassword"; "rdbSrpVerifier"; "rdbSrpSalt"; "rdbSecurePassword";
"rdbPasswordAlgorithm".
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LDAPUserPrefix = uid
LDAPUserBase = cn

LDAPUserFilter

QuibTp 1 TOUCKA YIETHBIX 3aInceil mosib3oBaTeseil. 3nech mabiioH %u OyaeT 3aMeHeH Ha UMsl ITOJTh-
30BaTesIsA, YKA3aHHOE B IIPOIIECCe ayTeHTH(DUKAIINN.

LDAPUserFilter = &(objectClass=user) (cn=%u)
LDAPUserFilter = uid=ju

LDAPGroupBase

Berka B LDAP, KoTOpas OyJIeT UCIOIb30BaHA KaK CTApTOBAs JJIsl IIOUCKA I'PYII moJib3oBareseil. [lonck
rpynn OyJeT BBIIOJIHITHCS PEKYPCUBHO. | pyIbI o/ib30BaTe st Oy Iy T IIpeodpa30BaHbl B €r0 POJIU Ha CEPBEPE.

LDAPGroupBase = ou=group,dc=example,dc=com
LDAPGroupBase = cn=users,dc=example,dc=com

LDAPMembershipFilter

PuibTp, KOTOPHIH Oy/IeT UCIOAb30BaH MpH MoucKe B LDAP rpymi, K KOTOPLIM MPUHAIIEKUT TOTH30-
BaTeJb.

CyIrecTByeT Tpu OCHOBHBIE CXEMbI, UCTIOJIb3yeMble B LDAP jiis yKa3aHUs WIEHCTBA B rpymmnax. B coor-
BETCTBUHU C UCIIOJIb3YeMOI cXeMoil Hy?KHO (popMuposaTh buiIbTp. B HEM B KavdecTBe HIMEHU IIPE/III0IaraeMOro
[I0JIb30BATEIS YKa3bIBAETCs MAOJIOH U, a B KadecTse DN mosib30oBaTesst yka3piBaercs %d. Ecian ykasano my-
CTO€E 3HAYEHUE, IPUHAJJIEXKHOCTD T0JIH30BATE/Is K TPYIIIAM He OlPEIesIsieTCs.

LDAPMembershipFilter = memberUid=Yu
LDAPMembershipFilter = member=cn=/u,cn=users,dc=example,dc=com
LDAPMembershipFilter = member=/d

LDAPUserCertificate

ArpubyT LDAP, B KOTOPOM OyIeT XpaHUThCH CepTU(UKAT II0JIb30BaTe . Ecian JaHHBIA TapaMerp 3a-
JIaH, TO IIpU MHOro(aKTOPHOM IIOIK/IIOYEHUH CEPTUMUKAT, IIPEIbABJIEHHBIN 0JIb30BaTEIEM, JOJIKEH COOT-
BETCTBOBaTH ero ceprudurary B LDAP (eCJII/I HaCTPOEHBI ITapaMeTPhbl IIOJAKJIIOYEHNSA K LDAP—cepBepy). Cep-
TudukaT 10JKEeH XpaHuThes B aBondnoM dhopmare (DER).

[ LDAPUserCertificate = userCertificate; J

LDAPPasswordSync

Jlanuprit mapaMeTp 3aJa€T CHHXPOHU3AINIO TapoJis nmoab3oBarens B B/l 6e3omacraoctn u B LDAP. 31ech
TIEPEIUCIIOTCST ATPUOYTHI, KOTOPBIE JOKHBI MEHAThCA B LDAP mpum cMmerne mapoJist mosb3osaresas B B
6e3omnacHocTH. JlomycKaercs yKasaHue depe3 <;» CJIeAYIOIMNX aTpuOyTOB:

e rdbPassword — TpaJuIMOHHBIN aposb noiab3oBaresis B CYB/I «Pex Baza Jlannbix»;
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e rdbSecurePassword — samuménHbIi maposib nojb3oaresns B CYBJl «Pen Baza /lanubixs;
e userPassword — mapoJib mOJIb30BaTE s, UCIOAb3yeMblit 00br9HO B UNIX-cucremax;

e sambalMPassword — mapoJjib MOJIb30BaTe s, ucrnob3yembiit SAMBA-mporokosiom;

e rdbSrpVerifier — mapoJib HOJIb30BaTENs IJIsI METOIa STp;

e sambaNTPassword — mapoJib I0Jib30BaTe/isi, ucroab3yeMbrii SAMBA-poTokosoM.

Ilo ymosyanuio BBIIOIHAETCH CHHXPOHU3AIINS BCEX MAPOJIEil.

[ LDAPPasswordSync = rdbPassword;userPassword j

LDAPReadOnly

Bagannpiii napamerp Moxer nepesectu LDAP-cepsep B pexKuM TOJIBKO Jjisi drenus (3Hadenue 1).
Torma mapamerp LDAPPasswordSync Oy/ieT urnopruposarbes. [lo ymosganuio ucosib3yercs 3uadenne 0.

[ LDAPReadOnly = 0 ]

6.9 Hactpoiiku 6e3omacHocTn

LoginFailureDelay

SamaéT BpeMsi B CEKYHJIaX, Ha KOTOPOe 3aJiep:KuBaeTcs nonkiodenne K B/l 6e3omacnoctu. 3aiepKKa
J106aBJIsIETCsI, KOI/Ia KOJMYECTBO HEY/AYHBIX IOIBITOK JJjIs KOHKPETHOT'O I10JIb30BaTe sl [IPEBBIMAeT MaK-
CUMAJIbHOE YUCJIO HEYJAUHBIX IIONBITOK (HA JAHHBIT MOMEHT 4) UM KOrja OOIlee KOJMYECTBO HEYIAUHBIX
HOIBITOK BXOJA JJIsl BCEX IOJIb30BATEJIEH IIPEBBINAET MAKCUMAJILHOE YUCJI0 OJHOBPEMEHHbBIX cboeB (Ha JaH-
Hblil MoMeHT 16). CueTyMk HeyJaYHBIX HOUBITOK COPACHIBACTCH, €CJIM B yKA3aHHOM UHTEpBaje HET cHoeB
BXOJ]a B CHCTEMY.

[ LoginFailureDelay = 8 ]

ServerCertificate

Samaér ajmac ceprudukara, KOTOPBIM CepBep OyIeT yA0CTOBEPSATH CBOIO ITO/IMHHOCTD KJIUEHTY. DTOT
cepTudUKAT TOJKEH OBITH CBSI3aH C COOTBETCTBYIONIMM 3aKPBITHIM KJIIOYEM. AJIMAC — 3TO CTPOKA, B KO-
TOpOii Uepe3 3amsTyIo MEepevIncJeHbl UMsl Biajesbia ceprudukara (SubjectCN), msmarens ceprudukara
(IssuerCN) u cepuiinblii HOMep ceprudukaTa B mmecTHaAuarepuanoM suje. Cepsep Oyner UCKAaTh TAKOil
cepTudUKAT B XPAHUIUIIE [TOJIH30BATE I, OT UMEHN KOTOPOrO OH 3AIlyINeH U B XPAHUJIUIIE KOMITBIOTEPA.

[ ServerCertificate = test,Test Center CRYPTO-PRO,143dd54900020002b231 ]

ServerPrivatePin

B sTom mapamerpe 3amaércst maposib 3aKPBITOrO KJIIOYA M3 KJOYEBOIO KOHTEHHEPA, UCIIOJIB3YEMOTO
cepBepoM. Ecii 3aKpBITHI KITIOY He 3aIUAIIEH TapOJIeM, YKA3hIBAETCS IIyCTasi CTPOKA.

[ ServerPrivatePin = mypass ]
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TrustedCertificate

VKasblBaeT ajnac JOBEPEHHOTO cepTuduKaTa. Eciu mo/ib30BaTe b MPeIbsBIIsieT CepTU(pUKAT, COBIIa-
JAOMUi ¢ JOBEPEHHBIM, JJIs 9TOT0 CepTU(UKATA HE BBIINOJHIETCS BepUMUKAIMS, & [M0JIH30BATE/b MOXKET
YKa3bIBATh CBOE mMsi Oe3 mapouisi. 1o ymosdaHuio qoBepeHHbIil cepTiduKaT He yKa3aH.

[ TrustedCertificate = test,Test Center CRYPTO-PRO,143dd54900020002b231 j

CertUsernameDN

SagaéT HazBanue aTpuOyTa B ceKInu Subject y ceprudukara, KOTOPBII COMEPKUT UMSI BJIAJIEIBIA.
Ilo ymomuanuro ucmosb3yercs arpudyT CN.

[ CertUsernameDN = CN J

CertUsernamePattern

3/ech yKa3bIBaeTCsl PETyJsipHOE BhIpakeHue B cumHTakcuce SQL, KOTOpoe MCHOIb3yeTcs s U3BJIe-
YeHns] UMEHU I0JIb30BaTe sl u3 arpubyTa Biafenbia B ceprudukare. [Io ymMomuanuio yKa3blBaeTcs MmycTast
CTPOKa, YTO O3HAYAET HCIIOJb30BAHNE 3HAUEHUS aTPUOyTa IEJINKOM.

[ CertUsernamePattern = [a-zA-Z0-9.]+ ]

VerifyCertificateChain

VKa3bIBaeTC HYKHO JIM BBIOJIHATH HMPOBEPKY IENOYKNA CEPTUMUKAINN [IPEIbIBIEHHOTO MOIb30BaA~
TeneM cepTudukaTa. UTobbl TpOBEpKa MOTJIa, ObITH BBINOJIHEHA, CEPBEP JTOKEH MMETh JOCTYI K IEHTPY,
BBIJIABIIEMY CEPTUMUKAT IMOJIb30BATES WK JOCTYII K JIOKAJIbHOMY CIIUCKY OT3bIBa ceprudukaros. [1o ymoi-
YaHUIO UCIIOJIb3YeTCsl 3HadeHne 1, T.e. IPOBEPKa BKJIIOUEHA.

[ VerifyCertificateChain = 1 ]

TraceAuthentication

Bkirouaer /0TKIIIO9AET 3AIKUCH OTIaI09HbIX COOOIIEHMI O IIpolecce MHOroakTOPHON ayTeHTH(hUKALUY
B firebird.log.

[ TraceAuthentication = 0 ]

HashesFile

715t Toro, 9T00BI BKIIOYATH KOHTPOJIB IEJI0CTHOCTH (ailjioB cepBepa, HeOOXOMIMMO yKa3aTh nMs daiiia
C X3II-CyMMaMU IOAKOHTPOJILHBIX (aityioB cepBepa «Pex Baza lauubix». OTHOCUTEIbHBIN IIyTh 6€peTcs OT
KODHEBOH JIMPEKTOPUN CepBepa.

[TapameTp nmMeeT CTPOKOBBIHM THIl. 3HAYEHME 110 yMOJIAHUIO paBHO hashes.
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I AJ'II‘OpI/ITMI:I XIMIUPOBAHUA 3aBUCAT OT HUCIIOJIB3YEMOI'O KPUIITOILIar'THA.

[ HashesFile = hashes ]

IntegrityChecklInterval

SajaeT WHTEpBaJ BPEMEHU PeryJsipHOI TPOBepKH IejaocTHocTr aityioB. HymeBoe 3Hauenune mapamer-
pa OTKJIIOYAET PEry/IspHYIO MpoBepky. IlapaMeTp MMeeT IEJIOUUCTEHHBIH TUM U U3MEPSETCS B CEKYHIAX.
3HadeHMe M0 yMOJIIaHu0 paBHO 0.

I OToT mapamerp He Oyzier paborarh 6e3 mapamerpa, ykazaHHoro B HashesFile.

[ IntegrityCheckInterval = 10 }

IntegrityShutdownAttempts

3asaeT KOJIUIECTBO HOMBITOK mpekparutb pabory CYB/I 6e3onacHbIME CpecTBaMU B CIIydae HECOB-
najsienns xamedt. [Tapamerp nmeer nemounceHubit Tun. 3HAYEHNE TI0 YMOJIYAHUIO PABHO 5.

I Dtor napamerp He Oyzer paborarh 6€3 nmapamerpa, yka3aHHOro B IntegrityCheckInterval.

[ IntegrityShutdownAttempts = 2 ]

GssServerKeyfile

VcranasiauBaer nyTh K (airy kimoda, koropbiM cepuc CYB/I ayrenrudunupyercs B Kerberos. Ilo
YMOJTIAHUIO IIyTh HE 3aJIaH.

[ KrbServerKeyfile = /etc/krb5.keytab j

GssServiceName

Yceranapiusaer nazsanue cepsuca CYBJI na cepsepe Kerberos. Tlo ymosraanuio ycTaHOBIIEHO CIIEIyIO-
1ee 3HaYEHUe:

[ GssServiceName = rdb_server ]

GssHostName

VcranapiuBaer uMsi xocra cepepa CYBJIL st ayrentudukaun depe3 GSS. [To ymModanuio UCIosb-
gyercst localhost.

[ GssHostName = ]
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GSSLibrary

[onnepkuBaeTcs Takke 6nbaMOTEKa libvas-gssapi.so or One Identity Authentication Services. ITpu
eé ucnosbzoBarnnu CYB/I mocyie ayrenTudukanmm onpeseisier rpyibl, HA3HAYEHHbIE MOJIb30BATEIO B J10-
MeHe, ¥ Ha3HAYaeT €My OJHOMMEHHBIE POJIH, CYNIECTBYIOMNe B 6a3e TaHHDIX.

[ GSSLibrary = libgssapi_krb5.so J

Classpath

B sToM napamerpe yKasbIBarOTCs IyTH K jar-gailjaM, XpaHSIIUM I0JIb30BATEIECKIE KJIACCHI C METO-
JlaMd, KOTOpbIe Oy/IyT HCIIO/Ib30BaThCs B KAJeCTBE Teja BHEITHUX IPOIELyDP, (DYHKIUI U TPUITEPOB WIn
KOTOPBIE Pean3yIoT (MYHKIIMH TOJTHOTEKCTOBOTO IIOUCKA.

[ Classpath = ["/path/to/jars", "myjar"] ]

DTOT mapamMerp MOYKHO HACTPOUTH OTHNEILHO I KaKJO0H 0a3bl JAHHBIX. JHAYEHHUsS YKa3aHHBIE
B Classpath B databases.conf 700aBJsIIOTCS K 3HAYEHUsIM yKa3aHHbIM B firebird.conf. Ecmm crim-
COK jar JyIsi Kakof-imbo 06a3bl JaHHBIX HYXKHO IIOJIHOCTBIO 3aMEHHTH, TO HYKHO HCIIOJIH30BATDH OIIINIO
OverrideClasspath B databases.conf.

6.10 Hacrpoiika ¢ yueToMm obopyaoBaHls 1 HAIrPY3KN Ha
CYB/],

Ha mpouzsomureprocts CYBJI MOryT HOBIMATE CJIEAyONIUE IapaMeTPhL:

FileSystemCacheThreshold
Jlis1 apXuUTeKTypbl KJIACCHK PEKOMEHJYeTCsl YCTAHOBHUTH 3TO 3HAYEHHE OOJIbIIIE CTPAHWYHOI'O K3IIA,
4TOOBI BKJIIOUUTH KINIUPOBaHME Ha ypoBHE (hailyioBoil cucreMbl. JIisi apXuTeKTyphI CylepcepBep Ipu
HAJIMIUH JOCTATOYHOTO 00'beMa OMEPATHUBHOM MAMSITH TaK¥Ke PEKOMEH/IYeTCs YCTAHOBUTD 9TO 3HAUECHUE
60JIbIlIe CTPAHUYIHOIO KI3IIa. KCim maMsaTH HeJOCTATOYHO, TO JIYUINe BLIKJIIOYATH KIIMIUPOBAHUE HA
yposHe dailsioBoii cucTeMbl, ycTaHOBUB 3HadeHne FileSystemCacheThreshold B 0.

FileSystemCacheSize
B Windows npu n30BITOYHOM HCIIOMB30BAHUY TTAMSITH 0, (pailTOBBINH KT PEKOMEHIYETCS OTPAHUINTD
9TO UCIIOJIL30BAHUE, YCTAHOBUEB 3HAYEHHE JAHHOIO Napamerpa, Hanpumep B 60%.

LockHashSlots
Bosbmiasg gymmaa x91r-rabaumsl OJIOKMPOBOK, TO3BOJISIONIAS 33 CIeT HEOOJIBIIOrO yBeJIndeHusi o0beMa
IaMSTHU O 9Ty TabJIHILY, YCKOPUTH paboTy ¢ Heit. [li1sd apXuTeK Ty phl KJIACCUK PEKOMEHIYETCS 3HAMEHNE
65521. st apXxuTeKTyphl cymiepcepBep pekoMenryercs 3uadenue 30011.

TempBlockSize
MunnmanabHBIE pa3mep OJI0Ka COPTHUPOBKH U IAr €ro paciupeHus npu Heobxommmoctu. [lo3Bosser
HECKOJIBKO YCKOPUTH PAbOTy aJrOpuTMa COPTUPOBKHU 32 CUET BbIJIEJIEHUS MAMSITH OOJbIINMU OJIOKAMHU.
IIpu HamIuM GOBITIX COPTUPOBOK PEKOMEHIYETCsS YBEJIUYINTDh 3HAUeHue mapamerpa g0 2097152.

TempCacheLimit = 4194304000
MaxkcuMasbHBII pa3Mep BPEMEHHOT'O IPOCTPAHCTBA, KOTOPBI MOXKeT ObITh 3ak3mmpoBaH. [Ipn Hamm-
YUK JOCTATOYHOIO 00'beMa HaMsATH I03BOJISIET XPAHUTD B Hejl (BMECTO BBI'DY3KH Ha JIUCK) PE3YIIbTATHI
COPTUPOBOK, BBITPY30K blob-oB u T.7. T.K. y KaxKJI0ro mporiecca cepBepa COOCTBEHHBIN K3II, MOXKET
OTPEOIATH DOTIBIIE 00BEMBI TTAMSITH HA KJIACCHIECKON apXUTEKTYPE.

Snauenue napamerpa TempCachelimit pekoMeHyecs ciesaTh GoJbIle CyMMAapHOIO pa3Mepa BPeMeH-
HbIX (dailoB B Kartasorax TempDirectories. Ilpm mammymm cBoOOIHOM NAMATH MOXKHO YBEJIUIUTH
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3Ha4YeHUe ImapaMeTpa 1 HOH&6.JHO,H3TI) 3a S(bd)eKTOM C IIOMOMIIBIO ayaUTA.

DeadlockTimeout = 100

Ecim u3BecTHO, 9TO apXUTEKTypa MPUJIOXKEHUS HE JOIIYCKAET JeJJIOKOB, MOXKHO YBEJIHIUTH ITOT Ia-
paMeTp 4TOOBI CepBEP HE CKAHUPOBAJ TAOJUILY OJIOKMPOBOK KaxKjble 10 CeKyH/[ NpH HOJ03PEHUN Ha
MTOTEHITUAJIBHBINA JIe/IJTOK. KON1IecTBO CKAHUPOBAHUI M HANJIEHHBIX JEJJIOKOB OTOOparKaeTcs B 3aro-
soBke fb_lock_print. Eciu mepsbiit mapaMerp 3HaYATEHHO OOJIBINE HYJIs, & BTOPOIl - OU€Hb OJIM30K
K HEMY, 3HAYUT XapakTep pabOThl MPUKJIAIHON JACTU IPEOJIAraeT CATYAlnn OJIOKAPOBOK, KOTOPBIE
JIEJITIOKAMU He SBJIAIOTCs, HO BbIHYXK1ator CYB /I BBIOJHATS UX TOUCK. B 9TOM cilydae MOXKHO yBe-
JnIuTh 3HadeHne DeadlockTimeout 4TOOBI cepBep HE BBITIOIHS JIMITHIOO PaboTy.

DefaultDbCachePages = 2048
KommmaecTBo crpanunil, UCIOMb3yeMbIX IPOIECCOM B KadecTBe Kama. Jljis Kjaccuka 1Mo yMOJIIAHUIO -
75. YBeJmdenne MO3BOJISET IO OIPEJIEJIEHHON CTEeHN COKPATUTH OOMEH JAHHBIMUA C JUCKOM. T.K. y
KaXKJIOTO TIPOTIecca KIaccuKa OyIeT COOCTBEHHDIN KA1, Hy?KHO YIUTHIBATH 00Iee TOTPEOIEHNE TTAMSITH.
BuauuresnbHoe yBeandenue (>1000) obbrano He naér addekTa.

L7 apXUTEeKTypPBhI CylepcepBep 3HAUYEHHE ITapaMeTpa PEKOMEHIYETCsS PACCIUTATDh 110 (hopMyIIe:

MemorySize
DefaultDbCachePages = ————,

4*PageSize

rie MemorySize - obmmit 00bEM ITAMSTH;
PageSize

O06bém crpanunpl. Iy apXuTekTypbl KJIACCHK 3HAYEHUE 1apaMeTrpa PEKOMEHJIyeTCsl PacCIUTaTh II0
dopwmyite:

MemorySize

DefaultDbCachePages = —,
4*ConnNum*PageSize

rie MemorySize - obmmit 00béM namsaTh; PageSize - o0béMm crpanuiipl; ConnNum - mpezmoaraemoe
MaKCHUMaJIbHOE KOJIMYIECTBO COEINHEHUH.

LockAcquireSpins = 100
TlosBosisieT Tpy HEAOCTYITHOCTH MBIOTEKCA Ha TAOJHILY OJIOKHPOBOK HE YCHILISATE 3aIPAIITBAIONINIT €10
uporece (JOporocTosiias olepalys), a IPOBepATh ITOT MbIOTEKC HA JIOCTYIHOCTb YKA3AHHOE KOJIU-
9eCcTBO pa3 mepej ycbiienneM. [Ipu 60IbIIOM KOJTUYIECTBE MPOIECCOB C KOPOTKUMHU OJIOKHMPOBKAMK
(OLTP-marpyska) mo3BOJIET HECKOJIBKO YBEJIMYUTH [IPOM3BOAUTEILHOCTL CEpPBEpa 3a cUeT Gojiee aK-
TuBHOrO ncnoab3oBanus CPU.

s apXUTEKTYPBhI KJIAaCCUK IIpu 60JbIIoM 3Ha4veHnn Mutex wait B BbIBOze rdb_lock_print (>20 %)
PEKOMEH/IyeTCs BKJIIOYATDH 9Ty HACTPOUKY U IIOCJIE IIepe3arpy3Ku cepsepa IIOCMOTPETh YMEHBIIUTCS JIA
3HadeHue Mutex wait.

WireCrypt = Disabled
Orkrouaer mudpoBaHue CeTEBOTO TpaduKa.

LockMemSize
3HaueHmne mapaMerpa OIpeJessieT 00beM MaMsTH, KOTopasi Oy/IeT BbIJIeJIeHa MEeHEKePY OJIOKHIPOBOK.
Jlist apXuUTEKTYphl KJIaCCUK peKoMen ryeTcs 3Hadenne 20971520. s cynepcepBepa n3MeHATh HE TPe-
Oyercs.

6.11 Hactpoiika Linux

st yBesmuenust jomycrumoro ducia mnporeccoB CYBJL n kosmdaecTBa OTKPBITHIX UMHU (DARIIOB:

e B /lib/systemd/system/firebird.service smvnram LimitNPROC u LimitNOFILE HeoOXo/uMO
ycranoBuTh 3uadenne 10000

e IrapaMeTp sJipa vii.max_map count Heobxoaumo yBeanauTsh g0 256000, nanucas B /etc/sysctl.
conf cTpoOKy:
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vm.max_map_count=256000
e Jura systemd-cucrem B /usr/lib/systemd/firebird.service:
Environment = FIREBIRD_TMP=/path/to/tmp

IIpu Haymuuu gocrarodnoro oobema RAM MOXKHO CMOHTHPOBATH B IIAMSITh BPEMEHHBIN KaTaJjor, Ky/ia
cepBep OyJieT BbIIPYKaTh (DailJibl:

e jonmcaTh B /etc/fstab cTpoky
tmpfs /tmp tmpfs size=32G 0 O

rie 32G - MaKCUMAJIBHBIN pa3Mep, JI0 KOTOPOTO MOYKET PACITUPUTHCS BPEMEHHBIN KATAJIOT B AMsI-
TH;

e Hacrpours Transparent Huge Pages:

echo madvise >/sys/kernel/mm/transparent_hugepage/enabled
echo madvise >/sys/kernel/mm/transparent_hugepage/defrag

co3naTh daitn /etc/rc.d/rc.local, noOaBUTH B HETO:

echo madvise > /sys/kernel/mm/transparent_hugepage/enabled
echo madvise > /sys/kernel/mm/transparent_hugepage/defrag

IIOCJI€ 9Y€T'O BBIIIOJIHUTD:

chmod u+x /etc/rc.d/rc.local

6.12 Hacrpoiika pabortbl ¢ Java MmeTrogamu

I Mexanu3M java-security ycrapen u Oyuer ynaien B Bepcuu 6.0.

B «Pen Baza /lanubix» pean3oBaHa BO3MOXKHOCTD CO3/IaHUsT BHEITHUX MIPOIEAYD, (DYHKIMI U TpUrre-
POB C HUCIIOJIb30BAHUEM sI3bIKa IporpaMMupoBanus Java. OHu MOryT pacroJiaratbes B jar-cpaiiax. B «Pex
Baza lanubixs g paboTel ¢ 3TUMHU (DailjlaMi UCIOJIB3YyeTcs JBUKOK JavaEngine, KOTODBIN HO3BOJISAET
3aIyckaTh (DYHKINH, IPOTELYyPhl U TPUITEPHI Ha miardopme Java.

st ux ucnonb3oBanust Heobxoaumo ycranosuTh JRE He ke 11. A Takake HACTPOUTD APAMETPHI B3a-
nMozeiicTBust cepBepa «Pen Baza JlanHbIX» ¢ BUPTyaJbHON MaIIMHON Java ¢ MOMOIIBI0 KOH(MUTY PAITMOHHOTO
daiina plugins. conf, KOTOPBI PACIOIOKEH B KOPHEBOM KAaTaJOre YCTAHOBKHU cepBepa. B HeM HeoOXommmo
PaCKOMMEHTHPOBAThb CEKIINM OTHOcAImecd K JavaEngine, ykazars nyTh K JAVA_HOME n myTs 10 KaTaJjora ¢
jar-daitnamu (mepemennast JarDirs):

( N
Plugin = JAVA {

Module = $(dir_plugins)/javaengine

Config = JAVA_config
}

Config = JAVA_config {
JavaHome = /usr/lib/jvm/java-openjdk

(npomonxerne Ha cneaytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
SecurityDatabase = $(this)/java-security.fdb
JvmArgsFile = $(this)/jvm.args
JarDirs = $(this)/jar
}

BuyTpennne kiaccol, Heobxogumble s JavaEngine, naxonarcs B anke /jar yCTaHOBKH CepBepa.

Kuaccer, comepakariyie MeTOIbI, KOTOPBIE OYIyT MCIOJIb30BATHCS B KAYECTBE TeJla BHEIIHUX IPOIELYD,
GbYHKINI U TPUITEPOB, HEOOXOIUMO CKOIMPOBATHL B KATAJOT, YKAa3aHHBIM B mnepemeHHoii JarDirs B Buje
jar-cbaitra.

Kiaccesr B daitioBoit cucteme IOCTYIIHBI BeceM 6a3aM JaHHBIX, obopabdaTbiBaeMbiMu mporteccom RDB. Tlo
AHAJIOTUU C CEPBEPOM IPUJIOXKEHUN OHU SIBJISIIOTCS] CUCTEMHBIME KJIACCAMHU.

Bosee monpobuo o B3ammomeiicTBusx ¢ Java mMerogamu n3 6a3bl JTAHHBIX OMurcaHo B PyKoBOjCTBe 1O

SQL.

6.13 IlepemeHnHble OKPYyKeHUs, CIIy>KeOHbIle 1 BPEMEeHHbIE
daiianl

6.13.1 IlepemeHHBbIe OKpPY2KEHUs

Kiunenrckue npuioxenus Pex Bazpr JaHHbIX MOI'YT UCIOJIB30BATDH [IEPEMEHHBIE CPEJIBI JIJIsT yCTAHOBKH
rapaMeTpoB IIPOrPaMMbl. JTH [I€PEMEHHBIE JOJIZKHBI OBITh YCTAHOBJIEHBI TAKMM 00Pa30M, 9TOOBI OHU ObLIN
JIOCTYIIHBI [IPUJIOXKEHUIO BO BpPeMsl €ro pabOThI.

Cireayomuil CIIMCOK COJIEPYKUT KPATKOE OIUCAHUE ITUX MEPEMEHHBIX U MX UCIIOJIb30BAHUE:

ISC_USER

MM monp3oBaTests 6a3bl JAHHBIX TI0 YMOJYAHUIO. Eciu 3T0T napaMeTp yCTaHOBJIEH, UM TI0JIb30BATENIST

MOKHO He YKa3bIBATD ITPU IOJKJIIOUECHUN K 6a3€ JaHHBIX Yepe3 KJIMEHTCKUE TPUIOKEHUS U IIPU 3AILyCKe

pasyinunbix yruut (gfix, gbak, gstat u ap.).

VYeranapiuBaercs B mape ¢ ISC_PASSWORD (110J1b30BaTeslb ¢ TAKUM UMEHEM U TIAPOJIEM JOJIZKEH OBbITH
3apaHee CO3aH B 6a3e JAHHDIX).

set ISC_USER = Hermes

ISC_PASSWORD
ITaposs monb30BaTens 6a3bl JAHHBIX 110 yMOJIYaHUO. ECan 3T0T napaMeTp yCTaHOBJIEH, [IAPOJIb II0JIb-
30BaTeIsT MOYKHO HE YKA3bIBATH MPU MOJKIIOUEHNN K 0a3e JJAHHBIX Yepe3 KIUEHTCKHUE ITPUIOXKEHUS 1
py 3alycke pasndHbix yruauT (gfix, gbak, gstat u ;Lp.).

Ycranasiusaercs B nape ¢ ISC_USER (mosib3oBaTesb ¢ TAKMM UMEHEM ¥ apoJieM J0JIZKeH ObITh 3apaHee
co3znan B 6a3e JAHHBIX).

set ISC_PASSWORD = Ichneumon

FIREBIRD
Kopuesoit katasor cepsepa Pex Baszbr Jlanubix.

Eciu Pen Basza Jlanubix ycranasiauBaercs (MM KOIMPYETCs) B KATAJIOL, OTJIMYHBIA OT KATAJIOrA 110
ymourganuio (B POSIX - /opt/RedDatabase), yka3anue nepeMenHoii cpejipl FIREBIRD momoraer Kiiu-
€HTCKOMY TPHUJIOXKEHHIO CBSI3aThCS C MIPABUJIBHBIM 9K3EMILISIPOM CepBepa.

set FIREBIRD = C:\mydir\RedDatabase
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export FIREBIRD = /mydir/RDB

FIREBIRD_LOCK
Katasor ¢ daitnamu tabmuis! 6;10kupoBok . ITo yMosdannio Bee cirysKebHbIe (ailyibl Pa3MEINaioTCs B
oxuom Katasore. st Windows sto xarasor C:\ProgramData\reddatabase, a jus POSIX — /tmp/
reddatabase. JlocTym K 3TOMy KaTaJOTy OrpaHWYeH TpaBaMu (pailjioBOil CHCTEMBI.

Bce mporieccnbl, KOTOpble OTKPBIBAIOT OJAMH U TOT ke ailil 6a3bl JAaHHBIX JOJKHBI PaboTaTb C
omanm u TeMm ke FIREBIRD_LOCK. HecobGuromenue Toro npasmiia rapaHTUPYeT MOBPeXIeHne (daitia
6a3br. [1o 910l IpUYKHe JIy e HUKOTIA He MEHATH YMATINBAEMOE MECTOIIOIOKEHUE PA3IEIIIeMbIX
ciyke0HbIX (hailoB. Ecim BbI XOTUTE 9TO CIEIATH — BOCIOJIb3yHTECh CHMBOJINIECKUMA CCHLITKAMMA
(yruamrer mklink Ha Windows nim 1n st POSIX).

set FIREBIRD_LOCK = C:\mydir\RedDatabase\lockfiles

FIREBIRD_MSG
KaraJior, riue naxonurces daiin ¢ coobimenusimu cepBepa firebird.msg. OOBIYHO OH HAXOJUTCS B KOD-
HeBOoM Karasiore ycranoBku cepsepa (B POSIX - /opt/RedDatabase), HO MOXKET ObITH LIEPEOIIPEIEIICH
3TOU IIePEMEHHON OKPYKCHUA.

set FIREBIRD_MSG = C:\mydir\RedDatabase\msg

FIREBIRD_TMP, TEMP, TMP
Katamor ¢ spemennbivu daitnamm’. Eciam He 3a7amel mapaMeTpsl Kondurypamun TempDirectories
u TempTableDirectory, CYB/l Pen Baza lanubix co3maér BpemMennble (dailibl B KaTajore, 3aaBae-
MOM IlepeMeHHbIMU OKpy2KeHust FIREBIRD_TMP, TEMP, TMP (B sToM nopsiiake), Eciau Hu ofHa U3 stux
[IEPEMEHHBIX HE YCTAHOBJIEHA, TO II0 YMOJIYAHUIO BpeMeHHbBIe (aflyibl CO3/AI0TCS B KaTajgore ¢:\temp
(Windows) niau /tmp (POSIX). Ha Windows nporneccns cepsuca Pen Baspl JlaHHBIX UCIOIB3YIOT, KaK
IPaBWIO, CUCTEMHBII KaTasor BpeMeHHbIX (aitinos (C: \Windows\TEMP).

set FIREBIRD_TMP = C:\RDBTEMP

LC_CTYPE
VYeranapiuBaer cucteMuyo KogupoBky (cm. UNIX-yruaury locale). OHa CUMTBIBAETCS TIPH 3aIlyCKe
cepBepa U yTUJIUT U UCIOJIB3YeTCsl Jjisi KOHBEPTUPOBaHus cucreMuoil koguposku B UTF-8 (manpumep
PA3JINYHBIX yTeidl).

export LC_CTYPE=ru_RU.UTF-8

ISC_MSGS
SagaéT HOoIHEIA My Th K (aiiry firebird.msg. OOBIMHO OH HAXOUTCS B KOPHEBOM KATAJIOTE YCTAHOBKH
cepsepa (B POSIX - /opt/RedDatabase).

set ISC_MSGS = C:\mydir\RedDatabase\msg\firebird.msg

ICU_TIMEZONE_FILES_DIR
Bazaér myTh K namnke ¢ daillaMm, KOTOpbIe COIEp:KaT aKTyasbHble YacoBble Hosxca (timezone).
ITo ymomuanmio 510 Karajor tzdata B KOpHEBOM Karajore ycraHoBku cepsepa (B POSIX - /opt/
RedDatabase/tzdata).

1 Tlompo6ree o ciy»xebubx aitax MOKHO O3HAKOMUTLCH B CaAedylousem napazpage.
2 MMoxpoGHee 0 BpeMeHHBIX (ailjlax OMHMCAHO HUJICE.
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export ICU_TIMEZONE_FILES_DIR = /mydir/RDB/timezone

ISC_PATH
3agaéT myTh K KaTaJory 0a3bl JAHHBIX [0 YMOJIMAHUIO JIJISI ABTOMATHIECKOTO TOJKJIIOUEHIS HA YIa-
JICHHOM cepBepe.

B meit yka3piBaeTcs IOJHBI IIyTh K HY?KHOMY KaTaJIOr'y, BKJIIOYas UMs XOCTA.

Ecnu nepemennas 3a7ana, MOXKHO OTKPBIBATH 0a3y JAHHBIX 0€3 yKa3aHUs IIOJHOTO IIyTH.

set ISC_PATH = localhost:D:\Databases

VISUAL, EDITOR
Ilepemennbie myst paboTel B isql.

B mux ykaszbiBaeTcss KOMaHa BbI30Ba PEIAKTOPA WU MOJHBIN MyTh K PEJAKTOPY, KOTOPBIH OTKPbHIBa-
ercs JUist KoMaHapl edit; B isql.

ITo ymosrganuio - vi B POSIX u Notepad B Windows.

export EDITOR = kate

ISQL_HISTSIZE
Ilepemennas st paborsr B isql.

B unTepakTuBHOM pexkmme paborhl isql mcropusi komanz mumercs B dair. [lo ymomuanuio makcu-
MaabHBIN paszmep uctopun orpanmder 1000 crpok. I3MeHHTH 9TO OrpaHHYeHHE MOXKHO C IIOMOIIBIO
9TOIl mepeMeHHO# cpeabl. B makeTHOM pekuMe UCTOpUS HE MUIIETCS.

set ISQL_HISTSIZE = 2000

ENV_AUTH_CERT_ALTIAS
Anmac ceprudukara moab30BaTeNA A Ay TEHTUMUKAIMA HA KJIUEHTE.

Eciu annac CepTI/ICbI/IKaTa fABHO He 3a/laH IIPpU ITOAKJJIIOYCHUUN K basze JAaHHBIX Yepe3 KJINEHTCKOe ITPpUJIO-
2KeHue, To OH MOXKeT OLITHL CUMTAH U3 3TOH Hepel\leHHOﬁ.

Ycranasnusaercs B nape ¢ ENV_AUTH_STORE_PIN (eciu PIN meobxoaum).

set ENV_AUTH_CERT_ALIAS = test,Test Center CRYPTO-PRO,143dd54900020002b231

ENV_AUTH_STORE_PIN
PIN (naposib 3aKpPBITOroO KIIK0Ya), eCAU OH HE0OT00UM JIJIs OJLY YeHHsl 32aKPBITOIO KJII04Ya CepTH(hUKATA
[TOJIH30BATEISI [IJIsI Yy TeHTU(MUKAINN HA KJIHEHTE.

VcranasiuBaercs: B mape ¢ ENV_AUTH_CERT_ALIAS.

set ENV_AUTH_STORE_PIN = 123456

6.13.2 Cuayxebubie (aitabl

g paborsr Pen Bazer Jlanapix MoxkeT TpeOOBATHCH JTOCTATOYHO OOJIBINOE TPOCTPAHCTBO HA JUCKE
JIJTIsT pa3MEITeHNsT BDEMEHHBIX U CJIy>KeOHBIX (hailioB.

B ocuoBHOM, cymmapHbIil pazmep pasmpessieMbix ciryzkeOHbix daitioB CYB] Pen Baza lanapix He
MIPEBBIIAET COTeH MerabaiT — equnaul ruradaitt. Jlocrarodano naaé:kHast OEHKA CBEPXY — OT ISITH J0 JIECITH
rurabair.

Bce cayxebunie daitib pazmernaorcs B omaoM katasore. st Windows sto karasor C: \ProgramData\
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reddatabase, a a1 POSIX — /tmp/reddatabase. JlocTyn K 9TOMy KaTaJIory OrpaHIdeH IpaBaMu GaitioBoit
CUCTEMBI.

Bce ciyxebnbie u Bpemennbie (daiiyibl CYBJL Pey Baza Jlanubix ucnosb3ytor npedukcel rdb_ wim
rdbUUCI0_, rue YACIHO — cokpammgnublii Homep Bepcuu (50).

B kareropuio ciyKeGHBIX BXomaT daiiiabl MeHepKrepa 6aokuposok (lock manager), mannble Tabuui
MOHUTOPHUHTa, Oydepbl COOBITHII U CECCHIT TPACCUPOBOK, TaKyKe HEKOTOPBIE ApyTue (Daiiyibl, BKJIOYAS CIIEIH-
aJibHbIe ailibl-JIarn HyJIeBoro pasmepa.

dDaiiabl MeHeaKepa 0JJOKHPOBOK
Havasbubiii pasmep daiiioB menemkepa 60kupoBok (npeduke rdb_lock_) 3a1aércd napaMeTpoM
LockMemSize. ApxurekType SuperServer TpeOyeTcsi XpaHUTb B 9TOM aiijie MEHbINe JaHHBIX, YeM
apxurekrypam Classic u SuperClassic. Tunmansiit pasmep JokdaiioB Haxonurcs B mpemenax 20-150
MB, vo npu 6osbIIOM KOJIMYecTBe HojKoueHuii, B apxurekrypax Classic u SuperClassic, pasmep
JIOK-(pailjia MOXKeT MpUOJIMKATHCS K JIBYM rurabaiftam.

Jlok-daitr co3maéres npu oTKpbiTHH daiiyia 6a3bl U yIaIsgercs IpH ero 3akpbiTun. 1lo ymosganumo
daitsn 6a3pl 3aKPBIBAETCS II0CIE OTKJIIOYEHUH IIOCJIE/IHErO KJIMEHTa, HO HaduHadA ¢ Bepcuu 3.0 MOXKHO
YCTAHOBUTB «BpeMs yiep:kanusi» (linger time) DDL-komaHm0i.

DaiisTbl TaGIUI MOHUTOPUHTA
Bcee Tabimipl MOHUTOPHHTA (BUPTYaJbHbIE) 3all0JIHSIOTCS [IPU IIEPBOM OOpalleHuy K JI000i U3 HuX u
COXpaHEHHBIE JAHHBIE HE MEHSIIOTCS JI0 3aBEPIIEeHUsT TPAH3aKInu. PazMep «CHUMKOB» TabJIAIl MOHUTO-
punra (npedukc rdb_monitor_) 3aBUCHT OT IPUJIOXKEHHUs], €0 AKTUBHOCTH M OT KOJHMYECTBa obpalre-
HUl K Tab/mMIaM MOHUTOPUHTA U3 PA3HBIX MOIK/IIOUYEHU 1 TpaH3aKIUi.

®Daiisbl TpacCUPOBKU
QPaitn rdbUUCII0_trace COMEPKUT «CCHLIKY» Ha aKTHBHBIN (aili ¢ mHpOopMaIieir 0 ceaHcax TPacCH-
POBKH.

Qaitn ¢ npedurcom rdb_trace_ coaep:KuT UHAOPMAIUIO O CeaHCaxX TPACCUPOBKHU. Takmx daii-
JIOB MOXKET OBITh MHOXKECTBO, HO <«aKTHUBEH» OyJIeT TOJbKO ojamH u3 HuX. Paiabl ¢ mnpedukcom
rdb_trace. — Oydepsl ceccuit TpaccupoBku. X MakcHMaJbHBI pasMep OrpaHUYEH IapaMeTpOM
MaxUserTracelogSize. Ecan KinmeHT He ycneBaeT BLIYUTHIBATL JaHHBIE, TO IO JOCTHXKEHUU IIpee-
aa (10 MB 1o ymoa4anuio), TpacCUpPOBKa aBTOMATUYECKH IIPUOCTAHABIUBACTCS.

DaiisTbl coObITUI
Daiiibl ¢ npedurcom rdb_event_ mpescraBiisiior coboii 6ydepbl, XpaHsilye HeJ0CTaBJIeHHbIE COOBITHSI,
€CJIU TIPUJIOXKEHUE Ha, HUX OJIHACAHO.

®Daitabl K3IIa COIIOCTABJIEHUS NMEH
@ait rdbUMCII0_user_mapping MCHOJIb3YETCs I YIPABIECHUS KIIIIEM COIIOCTABIEHHUS UMEH B IIPOIIEC-
cax CYB/I Pen Bazwr /lanHbIX.

Daiisb1 poraru
B POSIX-cucremax JONOJHUTEHLHO HUCHOJIB3YIOTCS CIENUATbHbIE (hailyibl-byiarun HyJIEBOTO pa3Mepa
— fb_rename_guard, rdb_init u rdb_port_HOMEP. Dtu daiiisl TpebyioTcs Mpu 3aIrycKe MPOIEcCoB
CYB/I Pen Baswr JlaHHBIX.

6.13.3 Bpemennble ¢dailirb

MecTomnonoxkeHre BpEMEHHBIX 0OBEKTOB (KPOME JTAHHBIX BPEMEHHBIX TabJuI U 61060B) YIPABISETCS
apaMerpoM KoHduryparun TempDirectories, a Takke napamerpom TempTableDirectory (AJIH JIAHHBIX
BPEMEHHBIX Tab/ui U 6JI000B).

Ecsin kKakoit-To u3 9TMX mapamerpoB (mim 06a) He 3aJlaH WM YKa3aHHBIA KATAJIOr HEIOCTYIIEH, Oyer
UCIIOJIb30BAH KATAJIOr U3 [EePEMEHHBbIX OKpy2Kenusg FIREBIRD_TMP, TEMP, TMP (B sTOM Hopﬂ,uKe).

Eciu HE ofHA U3 9THUX [IEPEMEHHBIX HE YCTAHOBJIEHA, TO 110 YMOJYAHHIO BpeMeHHble (hailibl co3za-
forest B Katasore C:\temp (Windows) miu /tmp (POSIX). Ha Windows npornecc(s1) cepsuca RedDatabase
UCIIOJIB3YIOT, KAK MIPABUJIO, CUCTEMHBIN KaTajor BpeMeHHbIX (aitios (C:\Windows\TEMP).
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IIpedukcer BpeMeHHBIX (DailioB:
e rdb_table_ - jaHHbIe BPEMEHHDBIX TAOJINII;
e rdb_blob_ - gannble BpeMEHHBIX 0JI000B;
e rdb_undo_ - undo-joru;
e rdb_recbuf_ - Kam Kypcopos;
e rdb_merge_ - X3II-COCIUHEHUST;
e rdb_sort_ - GJIOKH COPTHPOBOK;
e rdb_tpc_ - HOBbIC PEKUMBI UBOJISIUN B TPAHIAKITUAAX;

e rdb_snap_ - CHUMKH, COIVIACOBAHHBIC 110 YTEHUIO JIJI PA3HBIX HOJAKJIIOYCHUIT.
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['naBa 7

PexomMmennamum mo 0e3omacHOI

Hactpoiike CYDB/I

7.1 OOiue peKoMeHaaIu

e IIposepsiite akTyansHOocTh Bepcuu CYB/]

Komnanusg "PEJL CODPT" nocrostaro paboTaer HaJI, yIydIIeHHEeM KadeCTBa CBOUX MPOJYKTOB, ITOITOMY
PEryJISIPHO BBIIIYCKAIOTCST HOBble COOPKM, KOTOPBIE UCIPABJSIIOT MMEIOIINECS ONUIMOKM, YIYUIIAIOT IIPU-
KJIaHOM (DYHKIIMOHAJ UJTH JIO0ABJISIIOT HOBBIE BO3MOXKHOCTH TI0 MCIIOJB30BAHUIO. PeKOMEH/IyeMble BEpCUH
obunmaapHo mybsmkytores Ha caiite CYB/I: reddatabase.ru.

e BriGupaiiTe npaBuibuyo apxurektypy CYB/I
CyIrecTByeT deTbipe pas3jindHbIX B3aNMO3aMEHSIEMbIX ApXUTEKTYDbI cepBepa

— ClassicServer — oauH IpoIece Ha OJHO COSIMHEHNE; TOIIEP>KKa MHOTOIIPOITECCOPHBIX MamuH. [loaxo-
JIAT JIJIsT MOITHBIX cucTeM ¢ HeckoJbkuMmu LIITY u 6osnbmmum kommaectsom O3Y. JlanHast apXuTekTypa
HE BBI3BIBAET OTKA3 B OOCIYXKWBAHUM BCEX KJIHEHTOB IpH €OOE OHOIO CEPBEPHOIO IMPOIECca, W Kak
ciejicTBre H60JIee HaJIEXKHA.

— SuperServer — Bce COeIMHEHMS UCIOJIL3YIOT OJIWH IPOIECC, MEHbINNE TPeOOBaHUS K MAMSITH IIPU
OoJIbITIEM OBICTPOEHCTBUN; JIJIi MHOTOIIPOIIECCOPHBIX MAINH ()10 3.0 It OZHOIIPOIECCOPHBIX). DTO
KOMITAKTHAsI U BBICOKOIIPOU3BOINTE/IbHAsSI BEPCUSI JIJIsi BCTpauBaHus B pacnpocTtpansemoe 110.

— SuperClassic Server — oiuH poIecc, HO CBOI ITOTOK Ha KaxKjoe coeanHenne. KoMOUHAIMs JIy dIIero
ot SuperServer u Classic. U ieabH0 MOAXOAUT JJIsi BUPTYAJIU3AIIAN.

— Embedded (BcrpanBaemasi) Bepcusi — BeCh JABHKOK COJIEPKUTCH B OIHOI GHOJINOTEKE C UMEHEM KJIH-
EHTCKOI OHOJIMOTEKN CcepBepa, MIEAJBHO ITOAXOIUT JIJIsi OJIHOIOJB30BATEIbCKAX CHCTEM, HE Tpedyer
nHcTa LA B Windows.

Eciu BBI He 3HaeTe Kakasl apXUTEKTypPa MOJXOIUT UMEHHO BaM, TO HUCHOIL3yHTe Super Server. ITozmmee
BBl CMOYXKETE U3MEHUTh apXUTEKTYPY CepBepa.

(] BaH_II/ITI/ITe KaTaJiorm

IIpaBmwibHO HacTpoiiTe MpaBa JOCTyIa K KaTajgoraM, rje pasmernaercs cama CYB/I, 6a3bl maHHBIX, KOH-
duryparnuonnbie aitIbl 1 KYPHAIBI ayIUTA.

JIro0oi1, KTO mMeeT TOCTYIl K (DailyIoBO# cucTemMe Ha ypPOBHE YTEHUS MOXKET cKonupoBarb B/l m m3Biedn
Bce nanubie u3 He€. JI1060i, KTO MMeeT IpaBa HA 3AIMCH MOYKET YHUITOXKUATH NHMOPMAINIO, IIOAMEHUTD €€
nm cienarh B/1 meunraemoit. Kak mpaBmiio, TOIHKO MIPOIECC CepBepa JIOMKEH UMETh JTOCTYT K dafiaam u
karajioraM. [lojib30BaTe/ I He JIOJKHBI UMETh JOCTYIIA JlaXke Ha YPOBHE TOJIBKO s ureHus. OHu OyIyT
BBINOJIHATH 3a1pockl K B/l uepes cepsep, a cepBep rapaHTUPYET, YTO MOJB30BATENH IOJIYIAIOT TOJIHKO
Pa3peIIeHHbIl TUII JOCTYa K KAKIM-JIN00 00beKTaM B Oa3e JTaHHBIX.

IIpaBa ma xartasor ¢ CYB/l u kouduryparuontbie (hailjibl HACTPANBAIOTCS aBTOMATUIECKN WHCTAJIJISTO-
pom. Ux Biazesnbiiem cranosurcs root. Ho daitsbr firebird.log, *.fdb, rdb_guard jOCTYIHBI JJIst
3anucu noJib3oBaresto firebird:firebird.

Baanenbrem karasiora ¢ 6a30if JaHHBIX U C KypPHAJAMU AyIATA, JOJXKEH OBITH MTOJIB30BATE/h, OT UMEHU
KOTOPOro 3amyckaercs cepsep (B Linux 1o ymosrganuio 31o noab3osareiasb firebird: firebird, B Windows
- System). TosbKO BIIAJIEIIBILY KATAJIOTA NOJKHBL OBbITH IIPEIOCTABJIEHBI [IPABa Ha 3aIUCh U YTEHUE.

e JlesaiiTe peryjisipHble KOIUU

PezepBHOoe KomMpoBaHEe HEOOXOIUMO JIJisi BOSMOXKHOCTU OBICTPOIO M HEJIOPOIOTr0 BOCCTAHOBJIEHMST MH(MOP-
Maruu ([0JIb30BaTeILCKUX 6a3 JaHHbIX, 6a3bl nanubix oezonacaocru CYBJI, kondurypanuonusix daiiios
nacrpoexk CYB/I; xkypuasnos ayaura CYBJI) B ciyuae yrepu paboueii koruu nuadopMaIy no Kakoi-au6o
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IIpUYInHEe.

IlepuogmaHOCTh PE3EPBHOIO KONMPOBAHUS OIPEIESIETCA UCXO/A U3 BayKHOCTH XPAHUMBIX JaHHBIX. st
nHOOPMAINN UMEIOIIEH 0COOEHHYIO MEHHOCTD MEPUOUIHOCTD JIOJI?KHA, OBITH HEe pexke 4eM 1 pa3 B CyTKH.

Yruwmra Nbackup, Bxojsmas B KomiuiekT mocraBku CYBJI, mo3BosisieT co37iaBaTh pe3epBHBIE KOIWH,
BOCCTAHAB/IUBATDL U3 PE3EPBHBIX KOMUIl U JIOMOJHUTEIHHO MO3BOJISIET CO31aBATh MHKPEMEHTHDLIE KOITHMH U
BoccTaHaBINBaTh U3 HuX B/l NHKpeMeHTHAs pe3epBHAasi KOS COAEPKUT TOJHKO M3MEHEHUsI CO BPEMEHU
CO3/TaHUSsI OIIPE/IE/IEHHOI, paHee CO3IAHHON pe3epBHOit Konmu. Nbackup mmo3BoJisier 6JI0KUpoBaTh daitst 6a3bl
JAHHBIX U MOYXKET PaboTaTh ¢ AaKTUBHOM 0a30# JaHHBIX, HE MEIasa MOIK/IIOUIEHHBIM K Heil TT0JIb30BaATEISIM.
CozpaHHast pe3epBHast KON 0a3bl JAHHBIX BCETIa OyIeT 0To0pazkaTh COCTOsIHNE 6a3bl JAHHBIX Ha, MOMEHT
HadvaJia CO3/IaHus pe3epBHON Komuu. Eciu BbI UCMOb3yeTe MHKPEMEHTHOE KOIMPOBaHME He 3abbiBaiiTe
[IePUOINIECKH JeJIaTh MMoJiHbIe Kormu b /1.

THUOUYHBI TOPAIOK CO3MaHUA PEe3ePBHOI Kommn: BJIOKNpoBaTh 6a3y JAHHBIX ¢ IOMOIIBIO IapaMerpa -L
(Lock):

nbackup [-U <momesoBarens> -P <maposb>] -L <6asza_maHHEX>

CozaTh pe3epBHYIO KOIUIO, CXKATh (ailil 6a3bl JAHHBIX, UCIIOJIb3Ys JIOObIE JPyrue MpOorpaMMbl.
IIpocroe konmpoBanue daiina TaKXKe AOMYCTHMO.

PasbiokupoBarh 6a3y JaHHBIX ¢ MOMOIIbI0 mapamerpa -UN (UNlock):
nbackup [-U <mompsoBaTens> -P <mapoms>] -UN <6asa_pmaHHBX>

Bosee mopobHO 06 MCIOIB30BAHUN YTUIUT PE3EPBHOIO KOIMUPOBAHUs MOYXKHO MPOYUTATH B TIaBe Ymu-
AUMBL KOMAHOHOT CMPOKU.

HacrpoiiTe permkaiuio

Pertukanus npegnasnadena st 00eCiedennsi MOBBIIIEHHON 0TKA30yCTONINBOCTH B CIy9ae TOBPEXK ICHUsT
dusmTecKoi CTpyKTypbl daitaa 6a3bl JAHHBIX, BHI3BAHHON TEXHUIECKUM cO0eM 000PYI0BaHNUsI, TPOIPAMM-
HbIM cboeM oneparmoHHoil cucrembl uiin camoit CYB /1. Periukaiiust — ojiHa 13 TEXHUK MACIITAOUPOBAHUST
6a3 nanabix. OHa [I0JIPa3yMeEBAET MEPEHOC JIFOObIX M3MEHEHU JIAHHBIX B PEAJIbHOM BPEMEHU C OCHOBHO-
ro pabovero cepsepa Ha OJIWH WJIM HECKOJIbKO PE3EPBHBIX CEPBEPOB, TapAHTHUPYs, TAKUM 00paszoM, Ux
UJIEHTUYIHOCTD C TOYKU 3PEHUs XPAHANINXCS HA HAX JAHHBIX. B Iporecce MOIKJIIOYEHUS K OCHOBHOMY
CcepBepy MPOBEPHETCS HAJIMYNE U JOCTYIIHOCTh PE3EPBHBIX CEPBEPOB, MIOCJIE Y€r0 YCTAHABINBAETCS C HUIMU
TIOCTOSTHHOE coeinHenHue. JI1o0bie ceTeBbie TpOobIeMBbI C JAHHBIM COeJNHEHNEeM, OOHAPYKEHHDbIE B IIPOIIECCe
PeIUINKAIINY, CIUTAIOTCA CO0EM pe3epBHOIo cepBepa. HacTpoiika crucTeMbl peIINKAIMY [IPUBE/IEHA, B TJIaBe
Penauxayus.

3amyckaiite CYB/l oT nMeHr HeCMCTEMHOTIO MOJb30BaTe s

Ha Unix-tono6ubix cucremax, CYB /I 06braHO y2Ke 3alyInena oT UMeHH moJib3oBaresis firebird mo ymoo-
YaHUIO, & He root.

Ha Windows mrardopmax Takxke Heobxonumo 3amyctuth cepsuc CYB/I nos 3ajamH0it yaeTHOl 3anmchbio
(manpumep, firebird). Ha mpakTuke 3amyck cayKObl OT MMeHH MOJIb30BaTesst localsystem mpencras-
JIsieT yrpo3y be3omacHocTH, TeM OoJiee eciId Ballla CHCTEMAa IOJIKJIIoYeHa K ceTu VHTepHer.

He coszpaBaiiTe mosb3oBarenabckue B/l or mosnb3oBaTesisi sysdba

ITonb3oBaTens sysdba - 9TO aKKayHT € MOJHBIMHU MIPABaMU JOCTYyIA JJjIs BCEX Bammx 06a3 JaHHBIX. Ero
[APOJIb JIOJIZKEH OBITh M3BECTEH TOJBKO HECKOJBKHM JOBEPEHHBIM aJIMuUHUCTparopaMm. He wmcrnosnayiite
3TOT0 CyIEep-TI0Ib30BaTENS st peryaspuoii padborel ¢ BJI. BmecTo sToro, cosmaiite yueTHBbIE 3alucu
[TOJIb30BaTeIel U HAJeIUTe UX HEOOXOAUMBIMU IIPABAMU.
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7.2 Pekomenaanum mo Hactpoiike CYB/I

e Cwmenure maposib SYSDBA

Eciu BBI emmie He ciesiain 9TOrO Ha STAIe YCTAHOBKH, CMEHUTE MMapojb aJMuHuCTpaTropa sysdba. s
9TOro UCHOJL3yhTe onepaTop SQL:

ALTER USER SYSDBA PASSWORD '<mapoxab>';

e Ncmoan3yiiTe nceBaouuMbl ajisi B/1

B kouduryparmonnom daiiie databases. conf MOKHO COIOCTABUTD peasibHbIM yTh K B/l 1 crienmaibHbIi
[ICEBIIOHUM, 9TOOBI 3aTEM UCII0JIH30BAThH 0OJIee KOPOTKU U yIOOHBII IICEBIOHUM J[jist OOPAIEHUs K HY KHOMI
basze JAaHHBIX.

WcnonbzoBanne ncepnounmoB B/l mo3BosiseT ckpbiBaTh GU3NIECKOE PACIIOIOXKeHNe 0a3 JAHHBIX OT KO-
HEYHBIX mTojIb30Bareseit. Hampumep, nobasus cTpoky B databases.conf:

personal = C:\DB\WORK\personal.fdb

TonbzoBaresnsy s moakiodenust K b/ 6ymer mocrarouno 3uars ncepionuM Bl - personal.

HCeBﬂ‘OHI/Il\H:I TaK>Ke IIO3BOJIAT BaM Oe3 HpO6JIeM IepeMeniaTb 0a3bl JIaHHBIX, B€JIb KJIMEHTBI ITPOJOJIZKAT
HCIIOJIB30BaTh CBOU CYHIECTBYIOHNINE CTPOKU ITOAKJ/IIOYCHUS.

IlceBmonnMbl HAUMHAIOT PAbOTATH HEMEJJIEHHO KaK TOJBKO ObLIN JI0OABJIEHBI 1 COXPAHEHBI - HET HEOOXO-
JIUMOCTHU B TIepe3arpy3Ke cepBepa.

o I3menurte meron ayTreHTUDUKAIINA
CYB/I Pen Baza /laHHBIX MOJIep:KUBAET CIEAYIONINE PEKUMBI &y TeHTU(DUKATIIH:

— BesonacHast maposibHAsT ay TEHTHMDUKAIIS UCTIOIb3YIOIast aJlrOPUTM Xamuposanus SHA st mepeadm
JIaHHBIX: Srp, Srp224, Srp256, Srp384, Srp512. [lo ymosrdanunio ucrosb3yercs Srp256;

— Tpamunmonnas (Legacy_Auth) ayrenTudukanus, yHac/Ae[0BAHHAS OT UPEIABIAYINIAX BEPCHUIL;
— HosepurenbHas (Win_Sspi) ayrenrudukanus qyist OC Windows;

— Meton GostPassword obecrednBaeT ayTEeHTU(PUKAIIAIO C MCIOJb30BAHNEM aJTOPUTMOB MM POBAHUST
u3 kpunrorpaduueckoro miaruta (Crypto  API);

— Ilnarun Certificate mo3BosisteT ayTeHTUMUIMPOBATDH TOJIb30BaTe el 10 cepruduraram X509;
— Ilnarun VerifyServer mo3BoJisieT KJIMEHTY TPOBEPUTDH CEPTUMUKAT CepBepa;
— Josepennast ayrenTudukanus depe3 mexannsm GSSAPI (Gss).

M3menenne pexxnMa, ay TeHTUMOUKAIIIN TPOUIBOINTCS C TTIOMOINBIO mapaMeTpoB AuthServer, AuthClient
B daitne koudurypanuu firebird.conf.

o N3menure CTaHﬂapTHbe/’I IIOPT IIOAKJIIOYIEeHUA

Usmenure ums  cepuca  (RemoteServiceName) —wiM  CraHJapTHBIA — [OPT  HOJKJIIOYEHUS
(RemoteServicePort), Koropble OyIyT HCHOIb30BATLCA il KJIMEHTCKUX 0a3 JaHHbIX. lI3MeHsaThb
cJIeJlyeT TOJIBKO OJINH U3 9THX IapaMeTpOB, He 00a cpasy.

RemoteServicePort = 49156

OTH nmapaMerphl HO3BOJISIOT YCIOXKHUTH UACHTU(MUKAIIIIO 310y MBIIJIEHHIKOM BaIllero CEPBEPa B JIOKAIb-
HOIT ceTu.

e 3aIuTUTE cepBEp OT aTakKu mepebopom mapoJieii

TTonb3oBaTeIsIM MOXKHO HA3HAYUTH IOJUTHKY, KOTOpas OylIeT OTBeYaThb 338 MAKCHMAJBHOE KOJUIECTBO
HEYJIA9HBIX TOMBITOK BXO/IA, ITOCJIE KOTOPBIX yUYeTHAas 3aIUCh OyaeT 3a0JI0KHPOBaHA.
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CREATE POLICY BanPolicy AS MAX_FAILED_COUNT=5;

Ilpu 3amanHOil 1yivHe 1 HAOOPE BO3MOYKHBIX CHMBOJIOB TPY/IHEE BCEIO B3JIOMATh MAPOJIU B BUJE CTPOKU
citydaiiabix cuMBosioB. OHU JOCTATOYHO J0JINO BBLIEPKUBAIOT ATAKY MOJIHBIM 11€pebopoM (U3-3a BBICOKOI
SHTPOINHN ), HO UX U TPy/Hee Bcero 3anoMuuThb. Coszpaiite MOJUTUKY 6e30IaCHOCTH, KOTOPasd HE IIO3BOJIUT
110JIb30BaTEJIAM HCIIOJIb30BaTh IIPOCThIE IIapOJIU.

— PSWD_NEED_CHAR — MUHUMAJILHOE KOJUIECTBO OYKB B IIAPOJIE;

— PSWD_NEED_DIGIT — MHHHUMAJIbLHOE KOJUIECTBO IU(PP B TAPOJIE;

— PSWD_NEED_DIFF_CASE — TpeboBaHMe MUCIOIb30BAHUs PA3THIHBIX PETUCTPOB OYKB B MapoJie;
— PSWD_MIN_LEN — MmHMMAaJbHAA AJIMHA ITapOJIs;

— PSWD_VALID_DAYS — CpoOK JeiicTBUA IapoJid;

— PSWD_UNIQUE_COUNT — KOJIMYEeCTBO IOCJIEJIHUX HE IOBTOPSIONIUXCS ITapoJieit;

CREATE POLICY PasswordPolicy AS PSWD_NEED_CHAR=7,
PSWD_NEED_DIGIT=5, PSWD_MIN_LEN=12, PSWD_NEED_DIFF_CASE=true,
PSWD_VALID_DAYS=30, PSWD_UNIQUE_COUNT=3;

Byner cozmana nonuTuka KoTOpasi, 3allpETUT MCIOJIB30BAHME [1ApOJell JJINHOIO MeHee 12 CUMBOJIOB, e
JIOJIKHO ObITh He MeHee 7 OykB m b mudp. Jlo/KHBI ncoab30BaThcst OyKBBI B pa3HoM perucrpe. Cpok
npeticrBus maposist 30 mHeil. 3 MOCIeHUX MapoJIsd He JOJKHBI MOBTOPAThC. Ha3zHaubTe HOMUTHKY OJIb30-
BaTEJIO U CMEHUTE €My 1apoJib. [louTuKa JT0/KHA TPUMEHUTHCS.

e KoHTposupyliTe akTUBHOCTD I10JIb30BaTeJIeil

JIJTst TPOCTBIX YYETHBIX 3aITUCeH MOIb30BaTe el BIOJIHE JIOCTATOYHO OJTHONW OTKPBITOM ceccuu. s ytaer-
HBIl 3amucu agMuHACTpaTOpa sysdba 9To 3HaUYeHne MOXKET ObITh YBEJINIEHO 10 2.

KOI\/IHBIOTep, OCTaBJICHHBIN 683 IIPpUCMOTpPa IIOJIb30BaTe/IeM, MOXKET 6LITI) HCIIOJIB30BaH 3JI0OYMBIITJICHHU-
KOM. 3ajaiite BpeMs Oe3/eiiCTBUS MOJIb30BATE IS, [T0CJIe KOTOPOro ceccusi Oyrer BJIOKHPOBaHA.

A IMUHECTPATOPBI MOTYT BJIQJIETh HEAKTYaJ IbHOM mHMOpMalueil 06 UCIOJIb3YEMBIX YUE€THBIX 3alucsX. 11o-
JIE3HO OJIOKMPOBATH T€ yUETHDLIE 3AIIUCH I0JIb30BaTe e, KOTOPbIE HE HMCIOJb3YIOTCS IIPOJIOIKATEIHHOE
BpeMs.

CREATE POLICY AccPolicy AS MAX_UNUSED_DAYS=45;

Byner coznana monuTuka KoTopast, yCTAHOBUT MaKCAMYM OJIHY CECCHUIO JIJIsl II0JIb30BaTeIsd, C JIUTE/IbHO-
cTbio 6e3zelicTBus B 10 MuHYT, 1 45 MHIAMU HEUCIIOJIH30BAHUS YIETHON 3aIHCHIO.

¢ KoHTposiupyiiTe 11€JI0CTHOCTD Bammx (paijioB

Kontposb 3a daiiiamm cepsepa 03HAYAET, ITO JUIsl BCEX KPUTHIECKU BayKHBIX QailsioB cepsepa (GuHap-
uble daitbl, daitiel KorUrypanun, 6asa TaHHBIX GesomacHocTn security5.fdb u T. 1.) MOXKeT OBITH
BBIYUCJIEH U TTPOBEPEH X3III.

JL1st reHeparnu xaIeit ucrosb3yercs yruinta hashgen, Bxogsmas B komiutekT noctasku CYB /1. Ilpumep
MCIOJIBb30BaHMUs YTHINTHL hashgen:

hashgen generate -S 32798 ../firebird.conf > hash.sign

DTolt KOMaHJION creHepupoBaHa u coxpaneHa B daita hash.sign KoHTpoJsbHAs cymma firebird. conf.

s Toro, 9T00BI BKJIIOYNTH KOHTPOJb EJOCTHOCTH (ailjIoB cepBepa, HEOOXOIMMO yKa3aTh uMs daiiia,
COJZIEPZKAIIEr0 KOHTPOJIbHBIE CYMMBI (X3I1H) 3aluIaeMblx (hailjioB ceppepa B KOHMUI'YparmoHHoM aiijie
firebird.conf. Mg sToro daitra 3amaerca napamerpom HashesFile:

HashesFile = hash.sign
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Ecnn 3amano 3Havenne 3TOro nmapameTpa, TO KaXKJIblil pa3 IPH 3allyCKe CepBepa U PETYJISPHO B IIPOIIECCe
paborst CYB/I B coorBeTcTBUU O 3HadYeHneM napamerpa IntegrityCheckInterval daitia koudurypa-
nuu firebird.conf, mpoucxoauT MpoBepKa MEJOCTHOCTH (BAIoOB cepBepa.

IntegrityCheckInterval = 10

Paz B 10 cexyn cepsep O6yner npoBepsith B/l security5.fdb. Eciu xsmm npu npoBepke He COBIAJYT, TO
CYB/]I nomnbiTaercst mpeKpaTuTh padboTy OE30MACHBIMU CPeAcTBaMU. KOJIMIecTBO MOMBITOK OE30IacHOTrO
npekparenusi paboTsl 3a7aercs mapamerpom IntegrityShutdownAttempts:

IntegrityShutdownAttempts = 2

o OOezsmmuuBaiiTe maMsaThb

[Tapamerp MemoryWipePasses ¢aitsia kondurypanun firebird. conf ucnosb3yercs /st HACTPOWKU HEOO-
XOJUMOCTHU ¥ METOJ[a 00e3/IMIMBAHNS OCBODOXK IAEMOI CEPBEPOM OIEPATUBHON MAMSITH U JMCKOBOTO ITPO-
CTpaHCTBa. 3HAYEHUE MO yMOJYaHUIO paBHO 0, 9TO O3HAYAET, 9TO ODE3/IMYMBAHUE MAMSATH OTKJIIOYECHO.
Bosmoxknbre 3nadennsi:

— 0 — obeznuunBaHUe HE TTPOUCXO/INT;
— 1 — upoucxoaut obHYyJIEHUE AMATH;

— >1 — mpoucxoaut depenoBanne 3amucu 0xFF m 0x00 B 0CBOOOXKIAEMYIO MTaMATh, MOCTETHUN TPOXO]T
IIPH 3TOM B JIIOOOM CJIydae 3amo/THIeT OJI0K HYJISMU.

e BkirodyuTe ayauT coOBITHIT

Aymaur cobbiTuit peasmzoBan Ha ocHoBe yTuuThl FBTrace. CpecTBa ayuTa MO3BOJISIOT CEPBEPY OTCJIE-
JKUBaTh M 3alKCHIBATDL B JIOr-(ailjibl Takue COOBITHA: CoequHeHns u orcoenunenus or B/ (coznanus u
ynanenust BI), onepanmn DML u DDL, BbimosiHEeHHe XpAHUMBIX TPOIEIYD U T.JI. 3aIUCh B JIOT JJIsT KaXK-
Jioit KoukperHoit B/l HaunHaeT BeCTHCh ¢ MOMEHTa ee CO3JaHUs WJIM IIPUCOEIMHEHUs] K Heil U JI0 MOMEHTa
OTCOEJIMHEHUs OT Hee WJIU ee yaJeHus. PerucTpupyrorcs COOBITHSI, 3aBEPIIUBIINECS KAK YIAYHO, TaK U
HeyIaqHo (¢ OmmbOKoil).

Ceccrto CHCTEMHOIO ayJIuTa 3allyCKaeT CaM CepBep. DTO O3HAYAET, 9TO HeT HeOOXOIUMOCTHU B3amMOJIeii-
crBus ¢ nojb3oBareseM. CoObITHsI, KOTOPBIE OYIyT OTCJIEKUBATHCST B ITOI CECCUU, 33/ IAI0TC B KOH(MUIY-
parmoHHoM haiiie U IUTAIOTCS TPUA CTAPTE CECCHUM.

Daiis ¢ maboHOM HacTpoeK fbtrace.conf HAXOAUTCS B KOPHEBOM KATAJIOTe U COMEPIKUT CIIUCOK OTCJIE-
KMBAEMBIX COOBITUI W YKA3bIBAET PA3MEINIEHUE JIOTOB TPACCHPOBKY JJIsI KAYXKIOTO COOBITUSI. DTO TO3BOJISI-
€T JIOCTATOYHO THOKO HACTPOUTDH MApaMETPhl ayIUTa PA3THIHBIX COOBITHI JIsT JTI000M 6a3bl JaHHbBIX, TPH
9TOM JIOTUPOBaHME OyJET OCYIIECTBIATHC B OT/IJbHbBIE (hailIbl.

ITo ymomyanuio ayaut BeiKIIO9eH. [jist BKIIIOUEHUS ayauTa HeOOXOINMO U3MEHUTH B KOH(MUTYPAITMOHHOM
daitne fbtrace.conf mapamerp enabled.

e Vcmoan3yiite mmudpoBammne

B CYB/I Pex Basza /lanubix cyiecTByeT BO3MOXKHOCTE 3a1npoBaTh JaHHbIE XPAHUMbIE B Oa3e JaHHBIX.
He Bech daitn 6a3bl qaHHBIX MIGPYETCs: TOJBKO CTPAHUILI TaHHBIX, HHIEKCOB U blob.

L1t Toro 9TobbI ¢esiaTh mudpoBanne 6a3bl JAHHBIX BO3MOXKHBIM HEOOXOIUM IIJIATUH MG POBaHus 0a3bI
nanabix. Pen Baza /laHHBIX He MIpeIocTaBIISeT TAKOHN NJIATHH; €r0 MO2KHO HAIMCATH CAMOMY WJIH ITOJTYIUTH
y CTOPOHHUX Pa3paboTankKoB. CyIiecTByeT BO3MOXKHOCTD TOJIBKO €0 TOJIKJIIOYNTH U BOCIIOJIb30BATHCS MM.

Sarem Bor Mmoxkere 3ammdpoBaTh CBOIO 0a3y JaHHBIX C TOMOIIBIO CJIEAYIOMENH KOMAH B

ALTER DATABASE ENCRYPT WITH <umsa mmaruea> [KEY <uMa kmoga
mubpoBaHUT> ]

Taxxke B CYB/I Pen Baza /lannbix ecTsb 3amunTta KaHasa nepejadn JanHbix. [lapamerp WireCrypt ycra-

HABJINBAET, CJEYEeT JIU MM pPOBaTh cereBoe coeauuenne. OH MOXKET TPUHUMATH TPU BO3MOXKHBIX 3HATE-
nusi: Required, Enabled, Disabled. Ilo-ymomganuio ycranoBseHO, 9TO mindpPOBaHUE SBJISIETCS 00si3a-
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TEJILHBIM (Required) U1 TIOJAKJIIOYCHUH, IIOCTYIIAIOIUX Ha CePBEP U BKJIIOYCHHBIM (Enabled) JIJI TI0JT-
KJIIOYEHUH, NCXOAMIIUX C cepBepa.

o U3yunTe mMOKYyMEHTAIUIO

Mpr cosmamm moapobuyto mokymentammio (reddatabase.ru/documentation). B meit onmmcanbr Bee HEOGXO-
JIMIMble MOMEHTBI 110 IIpaBuibHOMY ucrosb3oBanuto CYBIl Pen Baza Jlanubix. I[IpounTaiite eé, 3amaiire
HaM Bonpocel (rdb@red-soft.ru) u Haunure ucnonszopars CYBJI npsiMo ceivac.
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8  YTHIUTHI KOMAHTHOU CTPOKH

['taBa 8
yTI/IJII/ITbI KOMaH,Z[HOﬁ CTpOKI/I

8.1 Yruaura ISQL

ISQL - 310 yTmyimra KOMaHJIHON CTPOKM Jjisi paboThl ¢ Oazamu jgaHHbX «Pen Baswer JlanHBIX> 1IpPH
HOMOIIY SI3bIKa, CTPYKTYPHUPOBAaHHBIX 3ampocoB (Structured Query Language — SQL, nompobuee o sa3bike
SQL cm. «PykoBoucrBo mo SQL»). Yruiura mMoxker GbITh HCIOIb30BaHa s co3fanus B/, cosmanus u
U3MEHEHUsI METAIAHHBIX U JIJIsl BBIMOJIHEHUSI PA3JIUIHBIX 3a11pocoB K B/l YTuaura Moxer paboraTh B JABYX
peXKMMaxX: TAKEeTHOM M HWHTEPAKTUBHOM.

B makeTHOM pekmMe yTHINTA OIydaeT Ha BXox dair co ckpunroM SQL, KOTOPBIH COmMEPKUT OFHY
MM HECKOJIBKO KOMaH 1. 110 3aBepIeHnn BBITOJIHEHNS BCEX IIEPETAHHBIX HA BXO/ KOMAH/] YTUINTA 3aBEPIIAeT
CBOIO PaboTy.

B nnrepakTUBHOM pexKMMe OJIH30BATENb IOCIEI0BATEHFHO BBOAUT KOMAHIBI /Iisi paboOThI ¢ Oazamu
JAHHBIX U TYT K€ I0JIy4aeT pe3yJbTaT UX BblojHeHus. 1Ipu sToMm oxHa KoMaH a MOXKeT ObITH pa3bura Ha
HECKOJIbKO CcTPOK. Ilocite 3aBepiernst 00pabOTKU KaxK 0l KOMAaH bl U BBIBOJIA BCEX PE3YJILTATOB ee pabOThI
[IOJIb30BATEIb TIOJIy9YaeT MPUTJIAIIEHe BBECTH CJIEAYIONIYI0 KOMAaHIY J0 TeX IIOp, IOKa He OyrerT BBeJeHA
KOMaH/[a BBIXOJIA U3 UHTEPAKTUBHOIO pexkuMa (exit miam quit).

B unTepakTHBHOM pexkmme mcTOpus KOMaH nuinercss B daita. [lo ymMomyanuo MakCuMabHBIN pas-
Mep uctopun orpanmded 1000 ctpok. I3MeHUTH 3TO OorpaHmYeHre MOYKHO € MOMOIMBIO ITEPEeMEHHOI CpeJIbl
ISQL_HISTSIZE. B makeTHOM pexKmMe UCTOPHUs He ITHUIIEeTCS.

8.1.1 3amyck ISQL

3ammycK yTUIUTHI TPOU3BOIUTCS CJIELYTONTUM O0OpPA30M:

e ~
isql [-u <momepzomatens>] [-p <mapoms>] [-r <poms>] [[<cmemmpumramus cepsepa>] <BI>]

<cnenmpuranus cepBepa> ::= host[\port | service]:
| \\host [@port | service]\
| <protocol>://[ host[:port | servicel/]

<protocol> ::= inet \| inet4 \| inet6 \| xnet
. J

8.1.2 Coeaunenue c 6a30ii JaHHbBIX

ITocste 3arycka yTrjanTbl HEOOXOIUMO JIHOO IIPUCOEIMHUTRCS Y2Ke K cyriecTByloleit B/, mbo co3nars
voBy10. [ly1st cozmanust 6a3er uctnosb3yercs orneparop CREATE DATABASE, jjist coefMHEHUS C y2Ke CYIIECTBYIO-
nieit 6a30it ganupix — oreparop CONNECT (noxpobuee cm. «Pykosozgcrso o SQL», riasa 6). [Ipucoeunurbest
K yKe cymectByiomieit B MOKHO HEIMOCPEICTBEHHO MIPH 3AITYCKe YTUINTHI, yKa3aB UMs 0a3bl, M, €CJIU HE00-
XOJIIMO, UMl TIOJIb30BATE/sl B Hapoisb' . Heobsa3aTe pHBII HepeKII0UaTesb ~role 3a0aéT UM POJIU, IPaBa
KOTOPO# OYIyT yUUTBHIBATHCS IIpU pabore ¢ Ha30ii JaHHBIX.

isql 127.0.0.1:c:\temp\base.fdb -user testuser -password pass -role rdb$admin

I VImst mosib30BaTeNsT M TAPOJTL MOYKHO HE yKa3blBaTh, €CIM B CHCTEME yCTAHOBJICHBI KOHTEKCTHBIE Tepemenubie ISC_USER
n ISC_PASSWORD. A Tak»Ke eCii HCIOJIb3yeTcs JoBepuTeabHas ayreHTudunkanus Windows (Win_Sspi) mim noBepeHHast depe3
mexanuaM GSSAPI (gss), u mosb3oBaTes b CHCTEMBI, OT UMEHU KOTOPOTO 3alyckaercs yrunuta [SQL, ABiseTcs 9iIeHOM IpyIIIbL
AJMUHUACTPATOPOB. DTH OIIMH TaKKe JeHCTBYIOT JJIs BCEX OIUCHIBAEMBIX HUKE YTUJINT.
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8.1.3 CumBoJ TepMHmHATOpPA

CuMBOJIOM KOHIIA CTPOKY (3aBepiieHust KoMaH 1) B ISQL 110 yMOIIaHUIO SIBIISIETCST TOUKA € 3AIISTO.
DTOT CUMBOJI MOXKHO M3MEHUTh KOMAaHJIOM:

[ SET TERM <cTpoka>; ]

rae <C'I‘pOKa> MOKeT OBITh KakK OJHHUM CHUMBOJIOM, TaK H I‘pyHHOﬁ CHMBOJIOB.

8.1.4 Tpanzakiunu B ISQL

ISQL MoKeT CHoIb30BaThCS JJIS BLIIOJTHEHNsI OLEePAIMil TPEX THUIIOB:
e usmenenue crpykrypbl B/ (DDL-onepanumn);
e usMenenue u BoiOopka Jannbix u3 Bl (DML-oneparun);
e 1pocMoTp cTpyKTyphl B/ (u3BI€9eHrE METAIAHHDBIX).

B Kaxk10M U3 3THX CjIydaeB, ecjid He 3aJiaHO0 oTjesibHO oneparopoMm SET TRANSACTION, ISQL aBroma-
THUYECKH 3aITyCKAaeT TPAH3AKIMIO [10 YMOJIYAHUIO.
IIpu Bemosmnernnun DDL-omeparun 9Ta TpaH3aKIUsd aBTOMATHIECKH TTOITBEPIKIAETCsI TTOC/Ie BBOJIA KarK-

jioro onteparopa DDL, u crapryer HOBast Tpan3akius. OTKIIOYUTH PEKUM aBTOMATHIECKOTO [IOITBEPK IEHUS
DDL-onepannit moxkao komanmoit SET AUTO[DDL] {OFF|ON}.

IIpu BbimOJIHEHNN 3a1pOca BBIOOPKHU /M3MEHEHUs JAHHBIX CTAPTYeT TPAH3aKIMA C YPOBHEM H30JISIIUN
SNAPSHOT. Takas Tpan3akius OyJieT aKTUBHON JIO0 TeX IOP, MOKa He Oy/IeT BPYUHYIO MOJITBEPKJICHA OTepa-
TopoM COMMIT mam orMeHeHa onepaTtopoM ROLLBACK.

WsBiedyenne MeTalaHHBIX IPOU3BOIUTCS ¢ MOMOIIBI0 KoMaH ikl SHOW. IIpu sTom ISQL 3amyckaer Tpas-
3aK1uio ¢ ypoBHeM n3osdaruu READ COMMITED, yTo maeT BO3MOXKHOCTb BHJETh BCE U3MEHEHUs MeTaJaHHBIX,
MOATBEPZKICHHBIE JIPYTAMHU II0JIb30BATEIAMU.

8.1.5 IlepekJrouaresan KOMaHJHOI CTPOKU

Iepexrouarein KOMaH IHOW CTPOKM HaYMHAIOTCA B cuMBosia "-". JlocTaTouno yka3aTh TOJIHLKO HAYAb-
HBIE CHMBOJIBI IIEPEKII0YaTE e,

Tabmmma 8.1 — Omnmun ISQL

Onnus Ornucanue

-a(1l) U3Biieuenne Bcex MeralaHHbIX, BKJouasd He-SQL o6bekTsl (Hampumep
pHermHe yHKIMN). VCnoap3yeTcss COBMECTHO ¢ KOMAaHIOH extract

-b(ail) DTOT HepeKJIoYaTe]b YKa3blBaeT yTujnuTe nopyduts onmoky OC, HO ToJIb-
KO B HakeTHOM pexkuMe (set bail on). Ilepekisrouaresb BO3Bpariaer Ko
omuOKu onepanuoHHoil cucreme. OH ObLI J106aBJIEH I IPEIOTBPAIIEHUS
BBITIOJIHEHNsI CKPUIITOB TIOCJIe OOHAPYKEHUS OMNOKH.

-c(ache) <uucno> 3ajaTh YUCJIO CTPAHUI], KOTOPbIE OYIyT KIMHUPOBATHCS MPU COEIMHEHUN C
Bl

-ce(rtificate) <ammac> Vcnonb3oBaTh ceprudukar Jjisi IPOBEPKU MTOJJIMHHOCTHU IIOJIb30BATEIS IIPU
MHOTO(aKTOPHOI ayTeHTU(MUKAIIII

-ch(arset) <xommposkra> 3aaTh KOAUPOBKY JJIsl TEKYIIEro coelMHeHns (set names)

-d(atabase) <6aza 3ajars uMs 1 myTh K B/l, KoTopoe 6y/1eT 3amrcano B BHIXOIHON MTOTOK

IAHHBIX>

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Onmnusa Ormnucanue
-e(cho) Bxirouaer nim omasiisier 1ybmpoBaHe KOMAH HA YKA3aHHOE YCTPOCTBO
BBIBOJIa (MOHHTOD, B dailn, u T. 1.) (set echo on)
-ex(tract) W3Bieun MerTajaHHBIE

-f (etch_password)

U3Bieun maposb u3 daiiia

-i(nput) <uma daitma>

Sagare daiin ¢ SQL-3anpocamu jyis BinoJHeHus (set input).

-1(ogin) Db dexkTuBHbII JIOTUH JOBEPEHHOTO T0JIb30BaTes. s ayrenTudukannm
110 ITAPOJIIO C UMEHEM JIpyToro nosb3osaress. CM. napaMerp KOHGUrypamun
TrustedUser.

-m(erge) Ilepenamnpasienne ommubOK Ha MTOTOK CTAHIAPTHOTO BHIBOIA

-m2 OTnpaBiasgTs HHOOPMAIIUIO O CTATUCTUKE U ILUIAHAX B BBIXOIHOM (daiii, Ko-
TOPBII yKa3aH B repeksoyarese -o (utput)

-n(oautocommit) OrkimounTh  aromarudeckoe noarsepxkiaenue DDL-omepanmii  (set
autoddl off)

-nod(btriggers) He zanyckarb Tpurreps! 0a3sl JaHHBIX

-now(arnings) He mokasbiBaTh mpeaynpeK aeHust

-o(utput) <umMa oaiima>

Bazmars dailyn 11 BLIBOAA Pe3ysbTaTa BBLIIOJHEHHS 3alpocoB. Bes apry-
MEHTOB IepeHaNpaBJisieT BbIBOJ|, HA CTaHJAPTHOE YCTPOHCTBO BBIBOJAA (MO-
uuTop)(set output)

-pag(elength) <pasmep>

Pasmep crpanuiis

-p(assword) <mapoms>

[Taposb momb3oBaTess

-pi(n) <PIN>

3agars PIN (maposib), eciiu OH HEOOXOAUM JIIsl TIOJIy Y€HUsI 3aKPBITOIO KJIIO-
4a, cepTUdHUKATA TOJIb30BATEIA

-q(uiet)

He nokaswisars coobmenue "Use CONNECT..."

-r(ole) <pomwb>

Unms pom

-r2 <pomb>

WNwms ponu ¢ ydeTom peructpa

-s(qldialect) <gmamerT>

SQL juasexr (set sql dialect)

-t (erminator) <cTpoka>

Komanma Tepmunaropa (set term)

-ti(meout) <cexyHms>

Bpewms B cekyHmax, o HCTEIEHUN KOTOPOTO CeCcCusi 6e3efICTBYIOINIETO MOTb-
3oBaresis Oyer 3abiokupoBana. [logpobuee cM. Baokuposanue cearca noib-
306GMENA .

-tr(usted)

Wcnonb30BaTh MOBEPUTENHHYIO Ay TEHTUMUKAITITIO

-u(ser) <momb3oBaTeNbL>

Mg noab3oBareiis

-x 3Bneuenue MeTa aHHbBIX
xn WsBieunr meTagannbie, omyctus 00k SET TERM ~ SET TERM ; ~.
-z TlokazaTh Bepcuu yTUIUTHLI U CEPBEPA

-v(erify) <ammac
ceptuduraTa>

Anmac ceprudukara, KOTOPBIM CEPBEDP OYIET YIOCTOBEPATH CBOIO IIO/IJIMH-
HOCTh KJIMEHTY IpH ayTeHTUhuKamu mwiaruaom VerifyServer.
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8.1.6 OO0IMe KoOMaHbI

O6H_[I/Ie KOMaH/IbI 1sql BBITIOJIHAIOT MHOXKECTBO ITIOJIE3HbIX 3a/ia4, BKJ/IIO4Yasd YTeHUe, 3alliCh U BBIIIOJITHEHUE
CKPHUIITOB CXEMBbI, a TaK2Ke€ BBIIIOJTHEHHNE KOMAH/ KOMaH,ZLHOﬁ CTPOKH.

Tabauna 8.2 — Ob6mue komanapl ISQL

Komanmga

Onucanue

datima>

BLOBDUMP <ID blob> <mmMa

Coxpansier nanabie BLOB B ykazanHoM daiie.

<ID blob>- naeHTHdOUKATOP, COIEPIKAIIIIT [BA MMECTHAIATEPUIHDBIX YNCIIA,
pasuesieHHbIX aBoerouneM (:). Ilepoe umcio sBisiercs uueHTHGUKATOPOM
TabUIBI, cofepKarieii crosiber; BLOB. Bropoe - mociieioBaTe/ibHBIN HOMED
obbekTa. Jljisi mojrydeHust 3TOro miaeHTuUKaTOpa BhIIalTe JII00OI omepa-
Top SELECT, koTophiii BeiOUpaer croJiber BLOB. Brixon mokaker miecTHa-
JIATepUIHbI naeHTrdukaTop BLOB BbIe mian Ha MecTe croJiona BLOB B
3aBUCUMOCTHU OT TOTO, ycranosyen ju SET [DISPLAY] B ON uam OFF.

BLOBVIEW <ID blob>

Orobpazkaer ganabie BLOB B TEKCTOBOM PEIAKTOPE IO yMOJIIAHUIO.

<ID blob>- uaeHTHMOUKATOP, COIEPIKAIIIIT [BA MECTHAIATEPUIHDBIX YNCTIA,
pasuesieHHbIX aBoeroureM (:). Cm. onmcanue BLOBDUMP st OlpeziesieHust
UACHTU(DUKATOPA.

3amevarue: BLOBVIEW moxker BepHyTh omubky "Invalid transaction handle"
IocJIe 3aKphITUs peslakTopa. s ncrpaBieHusl CATYAIIMN 3aIIYCTUTE TPaH-
3aKINAI0 Bpy4HYIO ¢ momompio Komanasl SET TRANSACTION.

EDIT [<umMsa daitna>]

Tlo3Bo/iseT OTPETAKTUPOBATD U 3aHOBO BBITIOJHUTE MPEIBIIYILYI0O KOMAHTY
isql mam naker KoMan B ucxoaHoM (aiise. <uma daitna> (HeOOI3ATEIBHO) -
MIOJTHOCTBIO 3aJIaHHOe MMs (bailia I peTakTHpOBaHUs B (ailloBoil cucTe-
Me.

HELP

OrobpazkaeT CIUCOK KOMaHJ, iSql ¢ UX ommcaHueM.

INput <mma daiinma>

YuraeT u BBITOJHSET OJOK KOMAHJ M3 YKA3aHHOTO TEKCTOBOrO aiima
(ckpurrra SQL). Bxogabie dhaiibl MOTYT ColepKaTh Apyrue KoMaHasl INPUT,
[IPEJIOCTaBIsisi TAKUM 0Opa30M BO3MOXKHOCTH ITPOEKTHPOBAHUSI IEIIOYHOTO
WK CTPYKTYypPUpPOBaHHOTO Habopa ckpumros DDL.

QUTput [<uma daiina>]

ITepenanpapiisieT BHIXOAHBIE JaHHbIE B Qailyl Ha UCKe WIK HA CTAHJAPTHOE
ycrpoiictso BbiBoga (MouuTOp). Ecam nMst daiiia He ykazaHO, pe3yabTaThl
HOSIBSITCSI HA CTAHJAPTHOM BBIBOJIE, HA MOHUTODE (T. €. BBIBOJ B (ailsr oT-
KJIIOYEH).

SET

Cum. Komaroo SET

SHELL [<xomamzma>]

[IpemocraBiisier BpeMeHHBII TOCTYII K OKHY KOMAHIHON CTPOKH 0Oe3 IoITBEP-
JKJICHUST WM OTKaTa JI0OO0W TpaH3akiuu. ApryMeHT <KOMaHZa> siBJISIETCS
He00SI3aTeIHLHBIM, 9TO KOMAH/Ia UJIN BhI30B, JOIMYCTUMBIN B KOMAHIHOM CTPO-
Ke, U3 KOTopoii Obljia 3amyiiena isql. Komanga Oyser BbIOJIHEHA, a yIIpaB-
Jtenne BosepaieHo isql. Eciim komanna ve ykasaHna, isql oTKkpbiBaeT uHTEpD-
aKTHBHYIO CECCHIO B KOMaHIHON cTpoke, BBOA, EXIT BO3BpalaeT ynpaBiicHIe
isql.

SHOW Cm. Komando, SHOW

EXIT TloaTBep:KaeT TEKYIILYIO TPAH3AKITNIO O3 MOJICKA3KM, 3aKPbIBaeT 6a3y /JaH-
HBIX W 3aBepIlaeT ceccuto isql.

QUIT OTMeHsIeT TEKYIYIO0 TPAH3AKIIO U 3aKPbIBaeT OKHO isql.

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanzga Omnucanne
RECONNECT [ [PASSWORD TlozBosnsteT BO30OHOBUTH 3a0/IOKHPOBAHHOE IMOAK/IIOYEHNE K 0a3e JaHHBIX.
'<maponp>'] | ABTOpH3aIMOHHbIE JaHHBIE, KOTOPHIE HEOOXOIUMO YKa3aTh, 3aBUCAT OT CIIO-
[CERTIFICATE coba ayTeHTH(UKAIMH BO BpeMsI IIEPBOr0 MOJAKJIIOUYEHNs K 0a3e JaHHBIX. B
'<anmac_cepTudpurara>' cJlydae MCIIOJIb30BaHUsI JIOBEPEHHON ayTeHTU(MDUKAINHN, YKa3bIBATH aBTOPU-
[PIN 3allMOHHbIE JTaHHBbIE HE TPeOyeTcs.
<IIapoJyib_3aKpHTOTO_KJoda>]
11

8.1.7 Komamasr SHOW

Komannnr SHOW uCIoab3yroTcd UId OTOOparkKeHus METAaJAaHHBIX, BKJIIOYad TaOJINAIbI, NHIEKCHI, IPOIIe-
9 b b
Aypbl, Tpurrepsbl u npusmierua. OHE MOI'YyT 0TOOPazKaTh CIUCOK MMEH BCEX OOBEKTOB yKA3aHHOI'O THIIA, MJIN
MIPEIOCTABIATD JIETAJBHYIO0 UH(MOPMAIINIO O KOHKPETHOM O0bEeKTe, 33/ JAHHOM B KOMAHJIE.

[ SHOW <ob6berT> [<uMa obberTa>|<mabnoH mMeHH obbekTa>] ]

Sasanre nMeHN 0OBEKTA [0 MaCKe ITPOU3BOIUTCS € IIOMOIIBIO IPYIIIIOBOIO CUMBOJIA «%», KOTOPBI Oy1er
3a/laBaTh MacKy mMeH 00bekToB momobHo LIKE B SQL-3ampocax, To ecTh 0b03HAYAET J1I000€ KOJUIECTBO

JIIOOBIX CHMBOJIOB B UMEHaX OOBLEKTOB.

Carenmyromuit mpuMep MOKaXKeT Bce TabJIUIbI, HAYMHAIONIHECH C tab.

show tables tab}

Tabmma 8.3 — Komamasr SHOW

Komanga

Ormnucanue

SHOW ALL

ITokazkeT Bce MeTalaHHBIE.

SHOW CHECKs <uMsa Tabmimip>

OrobpazkaeT UMEHa U TEKCTHI BCEX OIIPEIEIEHHBIX IT0JIb30Ba~
resiem orpanndennit CHECK, 3aJlaHHBIX [JIsi YKAa3aHHON Tabd-
JIUIIBL.

SHOW COMMENTs

OrobpazkaeT Bce KOMMEHTAPUHU, KOTOPbIE OLLIN CO3IaHbI JJIsT
pa3HBIX 00beKTOB Tekyteir BJI.

SHOW {COLLATIONs | COLLATION <umsa>}
SHOW {COLLATEs | COLLATE <wmmMs>}

BriBoauT crimcok Bcex OIpeeIeHHBIX I10JIb30BaTEIEM IIapa-
METpPOB cOpTUpOBKH Tekyteit BJI.

SHOW {DOMAINs|DOMAIN <mms>}

OrobpazkaeT oOIpese/ieHrne OJHOTO YKA3aHHOTO JIOMEHa
<uMs> WM 0TOOparkaeT CIUCOK MMEH BCEX JOMEHOB, 00bsIB-
JIeHHBIX B 6aze qaHHbIX (DOMAINS) .

SHOW {DATABASE|DB}

OrobpazkaerT HHMOOPMAIUIO O TOAKIIOUYEHHON 6a3e JTaHHBIX
(ums daita, pasMep W KOJIMYECTBO BbIJIEJIEHHBIX CTDa-
HUII, THTEPBaJ OYUCTKU, HOMepa TpaH3akimii, craryc Forced
Writes, ODS, HaGOp CUMBOJIOB 10 YMOJIUAHHUIO).

SHOW DEPENdencies <umMa ob6bexkTa>
SHOW DEPENdency <umMa ob6bekTa>

OrobpazkaeT Bce 3aBHCUMOCTH JIJIsi YKA3AHHOIO UMEHH 00'b-
exkta. Ha BBIXO/E - pa3/ie/leHHbIH 3aATBIMUA CIIUCOK JIPYTUX
06bekToB B/I, ¢ KOTOphIMU yKa3aHHBINT OOHEKT 3aBUCUM.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

Komanga

Ormnucanue

SHOW {EXCEPtions|EXCEPtion <mMs>}

OrobparkaeT TEKCT OTHOTO YKA3AHHOTO WMCKJIIOYEHUsT <HUMs>
wWIn 0ToOparXKaeT CIUCOK UMEH U TEKCTOB BCEX MCKJIIOYEHUI,
00bsiBIIeHHBIX B Oa3e nanabix (EXCEPtions).

SHOW {FILTERs | FILTER <umsa>}

Boimaer crimcok Bcex BLOB-GmIbTpOB, O0bSIBIEHHBIX OII€-
paTopom declare filter mim MOKAa3bIBAET HOAPOOHYIO MH-
dopmMaImio 0 KOHKPETHOM (PUIBTPE.

SHOW SYStem {FUNCtions|FUNCtion
<mMsa>}

Orobpazkaer obbsasienne ykaszanuoit UDF dynknnn <ums>
wim otobpaxkaer cimcok mmeH Bcex UDF dyukimit, 00bsiB-
JIEHHBIX B 0a3e janHbix (FUNCtions).

SHOW {FUNCtions|FUNCtion <mMs>}

OrobpazkaeT 00bsBICHHE yKa3aHHON XpaHUMOW (YHKIUHA
<EMs> WU OTOOPAarKaeT CIMCOK MMEH BCEX XPAHUMBIX (DYHK-
nuii, 00bsABIEHHBIX B 6a3e ganubix (FUNCtions).

SHOW SYStem {GENERATORs|GENERATOR
<mMsa>}

SHOW SYStem {SEQuences|SEQuence
<mMsa>}

9T aBe KOMaHIbI HUACHTHYIHBI. OToOparkaioT 0O0bLIBICHNE
VKa3aHHOI'O CHUCTEMHOI'O reHeparopa <HMs> BMECTEe C €ro Te-
KYIIAM 3HAYeHUEM WA OTOOparkaeT CIIMCOK WMEH BCEX CH-
CTEMHBIX T€HEPATOPOB, OObLIIBICHHBIX B 6a3e JAHHBIX BMECTE
C UX TeKyHIUMU 3HAUEHUSIMUI (GENERATORS | SEQuences).

SHOW {GENERATORs|GENERATOR <mms>}
SHOW {SEQuences|SEQuence <uma>}

DT JBe KOMaHJbl UIeHTHIHBL. OToOpaXkaioT 00bsBIIEHUE
VKa3aHHOI'O reHeparopa <uMs> BMECTe€ C €ro TEeKylIIHuM 3Ha-
YeHWEeM W OTOOpayKaeT CIIMCOK MMEH BCEX HECUCTEMHBIX
reHEePaTOPOB, OObsIBJIEHHBIX B 0a3e JaHHBIX BMECTE C UX Te-
kymumu 3uadennsivu (GENERATORs | SEQuences).

SHOW {GRANTs | GRANT {<umsa
ob6berTa> | <uMa ponm>}}

Ecan xomanga comepkut GRANTS, TO OHa OTOOpaXKaeT CITH-
coKk Bcex npupmiernit B tekymeit BJI. Nnade orobpaxkaer
nHMOPMAIUIO TPUBWIETHI U POJIEHl IO OTHOIIEHUIO K YKa-
3aHHOMY OOBEKTY B MOJKJIIOUYEHHON 0a3e MaHHBIX WU OTOO-
paXkaeT WIEHCTBO I0JIb30BATEJEN B POJIN.

SHOW {INDexes|INDICES}

SHOW INDex <uMdA mHIOEKCA>

SHOW {INDICES|INDexes} <uMsa Tabimmp>

ITepBast popma orobparkaeT nHGOPMAIMIO 000 BCEX WHIIEK-
cax JIs BceX TabJIUIT B TTOAKIIOUEHHON Oa3e JaHHbIX. BTopast
dopma oTobparkaeT HHGPOPMAIIIO 00 MHIEKCAX M1 yKA3AH-
HOIt Tabsuibl <umsa Tabnume>. Hakoner Tperbs ¢popma 0T006-
pakaeT uHdOpMaInio 06 yKa3aHHOM HHIEKCE.

SHOW {MAPPING | MAPPING <umsa>}

ITokaswprBaeT Bce CO3MaHHBIE OTOOparkKeHUsT OOBHLEKTOB 0e3-
OIACHOCTH B IOJKJIIOYEHHON 0a3e MaHHbIX Wi NHMOPMAIIIO
0 KOHKDPETHOM OTOOparkKeHUH.

SHOW {PROCedures | PROCedure <uma>}

OrobpazkaeT Bce MPOIEAYPhl B TOAKIIOUYEHHON 6a3e TaHHBIX
€ UX 3aBUCUMOCTSME UM OTOOParKaeT TeKCT YKA3aHHOM Ipo-
HEJYPbl ¢ OObSBIEHUSIMA U TUIAMH (BXOIHOMN /BBIXOIHO!)
KazKJIOTO apryMeHTa.

SHOW {PACKAGES | PACKAGE <mma>}

OrobpazkaeT Bce IAKETHI B IIOAKJIIOUEHHOM 0a3e JaHHbIX ¢ UX
3aBUCUMOCTSIMH HJIM OTODParKaeT COJIEPKUMOE YKA3AHHOI'O
[IaKeTa.

SHOW {ROLEs | ROLE <mmsa>}

Orobpazkaer mmena pouieit SQL B nojkIoUeHHol 6aze JaH-
HBIX MJIU OTOOPAYKAET BCEX MOJIb30BATEb, IOy IMBIIUX JAH-
HYIO POJIb.

(pa3pbie Tabnuub)
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(pa3pbiB Tabnuupl)

Komanga

Ormnucanue

SHOW SECCLAsses <uMa obbexrTa>

Orobparkaer uHMOPMAIMIO O KJaccaxX OE30MacHOCTH It
JAHHOI'O OO'BLEKTA.

SHOW SQL DIALECT

Orobpazkaer guajekTbl SQL KjueHTa U MOJIK/IIOUYEHHO Oa-
3bI JJAHHBIX.

SHOW SYStem [<uMs Tabmuip>]

Komanna 6e3 mapameTpoB oToOparkaeT MMEHA CHUCTEMHBIX
TabJnil, QYHKIWI U COPTUPOBOK JIJIsi KOHKPETHBIX HAOOpPOB
maHHbIX. /1 yTouHeHuUst meraseii 0 KOHKpPETHOH Tabsmiie
YKAXKATE UMs TAOJIUIIHI.

SHOW {TABLEs | TABLE <ums>}

OrobpakaeT CIMCOK MMEH BCeX TabJuIl B ajadaBUTHOM II0-
PsIIIKE WJIU MTOKA3BIBAET MOAPOOHOCTU YKAZAHHON TAOJIHITHI.

SHOW {TABLESPACEs | TABLESPACE <umsa
TabIMIHOTO NPOCTpPAHCTBA>}

OrobpazkaeT CIMCOK UMEH BCeX TabJIMYHBIX I[IPOCTPAHCTB
B ajihaBUTHOM IIOpsIJKE WU IIOKa3biBaeT WHMOpMAaIuo 00
YKa3aHHOM TabJIMIHOM IIPOCTPAHCTBE.

SHOW {TRIGgers | TRIGger <umsa>}

OrobpazkaeT CIHCOK MMeH Bcex TabJIdIl BMeCTe C MMEHAMU
UX TPUITEPOB B aJi(PaBUTHOM ITOPSJIKE WJIM JJIsI 38 [aHHOTO
TPUITEpa YKa3bIBaeT TAOJIUILY, K KOTOPOWl OH IIPUHAJIEXKUT,
0TOOpaXKaeT MapaMeTpbl 3aroJIOBKa, CTATYC AKTUBHOCTH WU
ucxouabiit Kox PSQL tesia Tpurrepa.

SHOW USERS

BriBoguT cnimcok mosib3oBaTesieii, coemunenubix ¢ b1 B Ha-
CTodIIee BpeMs.

SHOW VERsion

Orobpazkaer nHGOPMAIMIO O IIPOrPaMMHOI Bepcun isql u
cepBepHoii porpammbl Pey; Baza JlaHHbIX, a TakKe HOMED
crpykrypbl Ha jgucke (ODS) noakimoyeHHol 6a3bl JAHHDIX.

SHOW {VIEWs | VIEW <mmMa>}

OrobpazkaeT Bce IpejCcTaBJIeHUs] UM MHMOPMAIUO 00 yKa-
3aHHOM IIPEJICTABJIEHUN.

SHOW {JOBs | JOB <mma>}

OrobpazkaeT Bce 3aJlaHUsT U KPATKYIO WH(MOPMAIIUIO O HUX:
uMsl 3aJIaHUs], BJIAJIENer, cocTosinne. Vi moka3piBaeT moJi-
HyI0 MHQPOPMAIUMIO O KOHKPETHOM 3aJIaHUU: UMsl 3aJaHUs,
COCTOsTHUE, BJIaJIeJIEl], TEKCT 3aJ[aHusl, paciucanne B popma-
Te cron.

SHOW WIRE_STATistics

OrobpazkaeT CeTeBYIO CTATHCTHKY, COOPAHHYIO C MOMEHTa
YCTAHOBKU COEJIMHEHUSI.

8.1.8 Komananr SET

Komamapr SET m03BOMIAIOT TPOCMATPUBATE ¥ U3MEHSITh HEKOTOPBIE BEIld, CBsA3aHHble co cpenoit ISQL.

OT,Z];e.TII)HI)Ie U3 HUX JOCTYIIHBI B CKPHUIITaX.

Tabmumna 8.4 — Komamasr SET

Komanma

Onucanue

SET BoiBoauT Ha sKpaH TEKyIIue yCTaHOBJIEHHBbIE onmuu SET

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanma

Ormnucanue

SET AUTO[DDL] [on|off]

Sagnaer, OyayT s oeparopsl DLL monrBep)kaarhes aBTroMaTmde-
CKU TIOCJIE WX BBIIOJHEHUS WK OYIYT MOATBEPKIATHCS MOCJIE SB-
wvoro BbioHenust COMMIT. Oneparop jocTyiieH B ckpunrtax. bes
apryMeHTOB - IIpocTo nepekJirodaeT AUTODDL mexK/1y BKJIIOUEHO U
BBIKJIFOY€EHO.

SET BAIL [onl|off]

SajaHre JaHHON OIIUK OIIPeJeJisieT MOPYYUTh WU HET OIIUOKY
OC, HO TOJIbKO B MaKeTHOM perkume. [lepekirouaresb BO3BpaInaer
KOJI, OIMMOKH OllepalinoHHoil cucreme. Komanga Oblaa 106aBIeHA
JIJIsI IPEIOTBPAIIEHUs BBITOJTHEHNSI CKPUIITOB [TOC/IE OOHADY KEHUST
OITNOKM.

SET BLOB [nlall|off]

3amaeT HeOOXOIUMOCTL OTOOpaXKeHus moAaTuia BLOB u oTrobpaxke-
HUA gaHHBIX BLOB. n - oTobpazkaTh BLOB 3a1aHHOIO MOATHIA. 3HA-
venue 110 ymosdanuio n=1 (tekcr). IlosoxkuresbHuble ducia ompe-
TleJIEHBI B CUCTEMe; OTPUIATEeIbHbIE UNCIIa ONMPENeISIOTCS T0Ib30-
BaTeseM. all - orobpaxkaTh ganubie BLOB Jsiroboro mojaruma. off -
OTKJII04YaeT orobpazkenue JaHHbIX BLOB. BriBo/1 mOKa3bIBaeT TOJIb-
Ko uaeHTndukarop BLOB (LLBa MICCTHAIATCPUYHBIX YUCTa, pas3-
JIEJIEHHBIX JIBOETOUUEM ).

SET BULK_INSERT <monroTOBJIEHHHH!
insert sampoc>

IIpumuTuBHAst 06pPabOTKA MTOJANOTOBJIEHHBIX 3AIIPOCOB HA BCTABKY.
Ilocite BBO/Ia 9TOM KOMAaH/IBI II0JIH30BATENb BXOIUT B HHTEPAKTUB-
ueiit pexkxum (BULK>), rie Tpebyercs BBECTH IIapaMeTphl B BUJE
koprexka (vall, ..., valN). Iljgs BbIXOJa W3 WHTEPAKTUBHOIO
pPEeXUMa BBEJUTE IYCTYIO CTPOKY WJIN JIFOOON CHUMBOJI, OTJIMIHBIN
or '(' u '--' (MOXHO #IBHO BbIfiTH, BBesi c0BO stop). Kop-
TEXKHU JIOJKHBI PACIIOIaraThCsd Ha OJIHOM CTPOKe, 338 MCKJIIOYCHU-
eM 1apaMeTpoB B Kapblukax. OJHAKO, ecin JO06aBUTh '+++'} 110~
cJie 3aIaTol, mapaMeTpbl KOPpTeKa MOYKHO TEPEHOCUTh Ha CJIey-
101y cTpoKy. Oaunodynbie KomMeHTapuu ('--') MOXKHO 106aB-
JIATH TOJIBKO MEXKJy KopTexkamu. Komanjpl commit miam commit
work BBOJATCS C IIEPBOIO CHMBOJIA CTPOKHM U PACIOJIATAIOTCS Ha,
osiHOI cTpoke. JItobble CUMBOJIBI, HIyIITHE 38 KOPTEXKeM, Kpome ') !
u '+++' OyIAyT UTHOPUPOBATHCS.

SET COUNT [on|off]

BKJ’IIO“I&GT/BLIKJ'IIO“I&GT OTO6pa)KeHI/Ie KoJimgecTBa CTPOK, Haﬁ,ﬂ(eH—
HBIX II0 3alIpoCcaM.

SET DECFLOAT ROUND <pexum>

Usamenenne pexkuma okpyriienus jjs tuma DECFLOAT. IToapo6mree
o ture DECFLOAT cMm. PykoBozacrso o SQL.
TlonepkuBaloTCs CiIe/IyIoNne PEeKIUMbI OKPYTJICHUS:
CEILING

HALF_UP

HALF_DOWN

REROUND

UP

HALF_EVEN

FLOOR

DOWN

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanma

Ormnucanue

SET DECFLOAT TRAPS TO <trap>[,
<trap> ...]

Msmenenne obpaborku omubok Jyist Tuna DECFLOAT. TloapoGuee o

turie DECFLOAT cm. Pykosogcrso o SQL.

Wckirovenus: MOTyT TeHEpUPOBATHCS IS CAEAYIOMINX CUTYAIMI:
e Division_by_zero

Inexact

Invalid_operation

Overflow

Underflow

SET DECFLOAT BIND <bind-type>

Nsmenenne orobpazkenust 3Haxennit DECFLOAT Ha apyrue JOCTYII-
HbIEe TUTIBI JaHHBIX. [Togpobiee o Tume DECFLOAT cm. PykoBoacTBo
o SQL.

JlorycTuMble TUIIBI JIJIsT TPUBS3KU:

NATIVE

DOUBLE PRECISION

CHAR [ACTER]

BIGINT[,<TouHOCTBH>]

SET ECHO [on|off]

BKJIIO‘I&GT/BBIKHIO‘I&QT OTO6pa)KeHI/Ie KOMaH/I J0 X BBIIIOJTHCHMNI.

SET EXPLAIN [on|off]

BkJiogaer/BBIK/IIOYaET PACHIMPEHHOTO IOAPOGHOrO ILIAHA 3aIIPO-
ca. DTOT IJIAH BBIBOIUT 0OJiee TOAPOOHYI0 MH(POPMAINIO O METO-
JaX OOCTYyIIa HUCIIOJIb3YEMbIX OIITHUMH3aTOPOM, OJHAKO €I0 HEJIb3d
BKJIIOYUTH B 3aIlIpoOC.

SET GENERATOR <umMa reHepaTopa>
TO <smaueHme>

YcraHnaBiuBaeT 3HaYEHUE IocC/IeI0BATC/JIbHOCTH WUJIM I'eHepaTOopa B
3aJJaHHOE 3HaYCHUE.

SET HEADING [on|off]

BK.HIO‘{aeT/BLIK.HIO‘IaeT OTO6pa)KeHI/I€ 3aIr'0JIOBKOB CTOH6HOB.

SET KEEP_TRAN_PARAMS [on|off]

Bkioyaer/BbIKIIO9aeT cOXpaHeHNe IIapaMeTpoB TpaH3akuuu. Ec-
JIn ycTaHoBJeHO 3HadeHwe ON, To OyaeT COXpaHEH MOJHBIH TEKCT
SQL caenmyromiero ycremsoro oneparopa SET TRANSACTION, u HO-
BbI€ TPAH3AKIINN 3aIyCKAIOTCA C HUCIOJIb30BAHUEM TOT'O K€ TEKCTa
SQL (Bmecro pexxmma CONCURRENCY WAIT mo ymosrdanuio). Ecim
ycranoBieHo 3uadenne 0FF, To HOBble TpaH3akmuum OyAyT 3aIryc-
KaTbcda ¢ mapamerpamu 1mo ymosdanuio. Vms KEEP_TRAN MOXKHO
HCII0JIb30BaTh B KadecTBe cokparieHns KEEP_TRAN_PARAMS.

SET LIST [onl|off]

3asgaer dopmar orobpaxkenus pesysbraTos 3ampocos SELECT. Ilo
YMOJTYAHUIO JAHHBIE HA SKPAHE BHIBOISATCA B TAOIMIHOM BapHAHTE,
IJle CBepXy Ha3BaHUs CTOJIOIOB, a IO/l HUMU BCE CTPOKH, yJIOBJIE-
TBOpsitorue 3ampocy SELECT. 3uauenune ON [O3BOJISIET BBIBOIUTH
pe3y/bTaT B JAPYroM Bue, Tie JJid KaxKJo# cTpoku (pesyJibTra-
Ta 3aIPOCca) BBIBOIAUTCS CBOS OTJ/eJIbHAs Tabauna (¢ 3aroJloBKaMu
CTOJIOLOB CJIeBa).

SET LOCAL_TIMEQOUT <3HayeHume>

Tlo3BosIIeT YCTAHOBUTH TafiM-ayT BBIIOJHEHUsI OepaTopa (B MUJI-
JIMCEKYHJIAX) Jjisl CJE/YIoNero omeparopa. llocie BBIIOJHEHUs
SQL omeparopa oH aBTOMATHYECKH COPACHIBACTCS B HOJIb.

SET NAMES <csname>

3ajsiaeT HAOOP CUMBOJIOB, KOTOPBI OYJIeT aKTUBHBIM B TPAH3AKIIN-
X 0a3bl JAHHBIX.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Komanzma Omnucanne

SET PLAN [on|off] 3ajiaer, Hy>KHO JI OTOOPaYKaTh IJIAH 3aIpPOCa OIMTUMUA3ATOPA.

SET PLANONLY 3ajiaer TOJIBKO MOAroTOBKY 3ampocos SELECT u orobparkeHue Iiia-
Ha 6e3 BBIIIOJIHEHHSI CAMOTO 3aIPOCa.

SET [TRUSTED] ROLE U3smensier Tekymiyo posb. Ilo3BossteTr ycTaHOBUTH KOHTEKCTHOIR
nepemennoil CURRENT_ROLE oxHy ¥3 Ha3HA4YeHHBIX pPOJIed i
noab3oBaTesss CURRENT_USER uiu posib, IOJYYEHHYIO B Pe3yJib-
TaTe joBepuTeabHON ayTeHTHdUKanmy (SET TRUSTED ROLE).

SET {ROWCOUNT |MAXROWS} [<n>] Vka3biBaeT Kakoe MAaKCUMAJIbHOE KOJMIECTBO CTPOK OyJ/IeT BBIBO-

JIUTCs IpH BbinosiHeHuu oneparopa SELECT. Suauenue 0 (crouT 110
YMOJIYAHUIO) TOBOPUT O TOM, YTO OFPAHUYECHUN HET.

SET

SQLDA_Display [on|off]

OrobpazkaeT WU CKPbIBA€T BHYyTpPeHHMe mojapodbHocTH 06 SQL-
orepaTopax, KOTOpble ObLIN BHITIOJHEHBI iSql.

SET

SQL DIALECT <n>

VceranasauBaer SQL-auaiekT B To 3HAYEHNE, KOTOPOE OBLIO 3a/1a-
HO JuIs ceccuu Kiumenta. n € {1,2,3}.

SET

STATs [on|off]

OmpenesisieT, 0TOOPaXKATh JIM CTATUCTUKY BBIIOJHEHHUs, KOTOPas
OyZeT ciaemoBaTh 33 BBIXOIHBIMHU JaHHBIMA 3ampoca. Popmar BbI-
BOJA CTATUCTUKU:

e Current memory - OGbEM MaMsITH, UCIIOIH3YEMON cepBe-
pom (B Gaiirax)

e Delta memory - IlokaspiBaeT, Ha CKOJBKO OafiT u3-
MEHUJIOCh WCIOJIb30BaHue IaMaTu (3Hadenune Current
memory) 3a BpeMsl BBIIIOJIHEHHUsI 3aIIPOCca

e Max memory - MakcumajbHOE HCIIOJIb30BAHUE IIAMSITH,

KOTOpOe OBbLIO 3a(hUKCHPOBAHO ¢ MOMEHTa 3AITyCKa CEep-

Bepa

Elapsed time - Bpems Bbimosimenust 3ampoca

Cpu - Bpewmsa ucnonpzoBanunsa CPU

Buffers - KosmmaecTBO KIIMUPOBAHHBIX CTPAHUIL

Reads - KonndecTBO cTpaHUIl, CINTAHHBIX C JUCKA

Writes - CTpaHulpl, 3alMcaHible U3 K3I1a Ha JUCK (1

B K3III OIIEPAIMOHHON cucrembl). Insert, update, delete

- BJIMSIIOT HA 9TOT IIOKA3ATeNb, TAKXKE BIUIET COOPKA My-

copa 1pu select.

e Fetches - UnaukaTop onepanuii ¢ maMsarbio (BKIOUAsT
CPU). CrkosibKO ObLIO OOpaleHuil K CTPaHWIE B K3IIe,
YTEHUE 3alliCeil, YTeHne KJIIOYell, 4YTeHue CTpaHUll yKa-
3aTesel, u T.IIL.

SET

TIME [on|off]

3ajaer, orobpaxkarh Jiu BpeMst B 3Hadedun DATE (TOJIBKO JuaJIeKT

1).

SET

TERM <cTpoka>

3ajiaeT CUMBOJI, KOTOPbI OyJEeT UCIO0JIb30BATbCsI B KAYECTBE Tep-
MHUHATOPa KOMaH bl win oneparopa. OH JOCTYIIEeH B CKPUIITAX.

SET TRANSACTION 3alyckaer Ha BBIOJHEHNE TPAH3AKIINIO C 33 [AHHBIMHA XapPaAKTEPHU-
CTUKaMH.
SET {WARNINGS|WNG} [on|off] 3azaer, BLIBOANUTD JIM IIPELYIIPEXK AAIONINE COOOIIEHNUS.

(pa3pbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanga Onucanne

SET WIDTH <cTomber> [<n>] Hcnonws3ys komanay set width, moanb3oBaTes b MOXKET PETYIUPO-
BaTh IMUPHUHY CTOIOIA Ha Kpame. Ho Toabko s character -
CTOJIOIOB. <N> - KOJIMYECTBO CUMBOJIOB.

SET WIRE_stats [on]|off] Bkiouaer/BIK/09aeT 0TOOpaskeHUe CeTeBOil CTATUCTUKM, KOTO-
past oTobparkaeTcs IOCJIe BBINOJHEHus 3ampoca [lo ymomganuio
ycraHosjeHo 3nadenue OFF.

C“IGT“II/IKI/I CTaTUCTUKUN DPa3/IeJIEHbI Ha JIB€ I'DYIIIbI: JIOTUYIECKUEe 1
dusudeckue. Jlornueckue CUETINKY MOKA3BIBAIOT KOJUYIECTBO Ia-
KETOB B paMKaX CETeBOr'0 IMPOTOKOJIA U KOJIMIECTBO OTIIPABICHHBIX
(/1o c2KaTHs) W HOJTyYeHHBIX (1mocste JiekoMipeccnn) 6aiT. dusmde-
CKHUe CUEeTYNKHU MMOKA3BIBAIOT KOJMIECTBO MAKETOB U 6ailT, oTIpas-
JIEHHBIX M TOJIy9€HHBIX 10 ceTu. Ha KoamdecTBo OalT MOXKET Io-
BJIUSITH CXKATHE CETEBOr0 TpaduKa, €C/id OHO BKJIIOUEHO. Takike
[TOKA3bIBAETCSI KOJMIECTBO II€PEJIatd CETEBLIX ITAKETOB: 3TO UUCJIO
U3MEHEHU CeTeBhIX BBI30BOB ¢ "ormnpasku" Ha "mosyduenue" Ce-
TeBasl CTATUCTUKA COOMPAETCS TOJIBKO Y/AJEHHBIM MIPOBARIEPOM,
TO €CTh JijIsi BCTPOEHHBIX COEJMHEHUI OHA BCErja paBHA HYJIIO.
Tak Kak cereBasi CTATUCTHKA COOMPAETCsSI Ha KJINEHTCKOI CTOPOHE,
TO HAIIPABJIEHUE CETEBOI'O BBOJA-BBIBOJA (OTIPABJIEHO, IIOJIyYEHO)
0TOOParKAeTCsl OTHOCUTEILHO KJIMEHTA.

SET EXEC_PATH_DISPLAY {BLR | Omnaziounas KoMaHa, TokasbiBatomas BLR (ckoMmmanpoBaHHy o
OFF} (bopMy) oreparopa.

8.2 VYruaurta GBAK

Vrunura gbak, Bxondamas B noctaBKy «Pes Basbl JlaHHBIX», IBJII€TCH CPEJICTBOM CO3/IaHUS PE3EPBHBIX
Komwuii 6a3 JAHHBIX U BOCCTAHOBJIEHUS 0a3 JAHHBIX U3 pe3epBHBIX Konuil. OHa ecTh BO BCEX TUCTPUOYTHBAX
g Beex wiardopm. U B oTimdme OT MHTEPAKTUBHBIX CPEJCTB, UCHOJb3yIonmux Services AP (manpuwmep,
IBExpert), 1103B0JIsIeT aBTOMATHU3UPOBATH IIPOLECC PE3EPBHOIO KOMUPOBAHUS.

Tepmun "pesepBrHoe Konmpoanue' mMeeT JOCTATOYHO OOIIMIL CMBICI, TIEJIBI0 KOTOPOIO SIBJISIETCST ITOJLY-
JeHure Konuu 6a3bl JTAHHBIX, IPUTOIHON Jijist apxuBupoBanus. Hanpumep, "pesepsryio Konuio" ObI3bI JAHHBIX
MOYKHO U3TOTOBUTH IMIPOCTHIM CIIOCOOOM — CKOIMPOBATH 0a3y JAHHBIX, IIPEJIBAPUTEIHLHO OCTAHOBUB cepBep Pet
Baser lanneix (nHade, npu paboraronieM cepsepe, Kolms OyJIeT sBIsAThCs "HOBpeKIeHHbIM daiiioM", T. K.
KOIIMPOBAHNE NPOU3BOJUTCS TOCIE0BATEIbHO, & 6a3a JaHHBIX — (ailyl Ipou3BOIBLHOTO pocTyna). Ecin xe
HY?KHO CJI€JIATh PE3EPBHYIO KONWI0 0a3bl JaHHBIX "Ha xomy'", Bo BpeMmsi paborel CYBII, To mjist sToro u
npenHasHavdeH gbak.

B gbak jeficTByeT NpuHIUI «0OPATHOI COBMECTUMOCTH Y. DTO 3HAUUT, UTO CO3/IAHHBIE PE3ePBHbIE KON
B Oosee pamaux Bepcusax «Pem Baza J[aHHBIX» MOTYyT OBITH BOCCTAHOBJIEHBI B Oojiee TO3IHWX, HO HE
Ha000POT.

8.2.1 IIpaBa Ha 3amyck gbak

s Toro, 4ToOBI BBIIOJIHUTH JIIOOYIO Omepanuio Haj 0a30if MaHHBIX C HOMOIIBIO0 ghbak, HEOOXOIMMO
POMTH TIPOIEAYpPy UIAeHTU(MUKAIMN U ayTeHTH(UKAIUN — yKa3aTh UMsl U MAPOJIb IOJb30BATENs, KOTO-
pBIil UMeeT paBoO Ha 3aIlycK cepBuca gbak. DTo MoryT cienarb SYSDBA, Biajesner; 6a3bl, aJMHHICTPATOD
¢ pousibio rdb$admin win 0G0l Apyroit mosnb3oBaTesns ¢ upuswierneit USE_GBAK_UTILITY (noxpobHee cM.
Pacnpedeaenue cucmemmnoir npusuaeeuts ). g ykazaHus UMEHH U OApPOJis [OJIb30BATENS HUCIIOJIb3YIOTCS
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epekJiouaTesin -user u -palssword], cooTBeTCTBEHHO, HAIPUMED:
gbak -b employee.fdb emp.fbk -user testuser -pas pass -role rdb$admin ...

Heobsa3aresnbHblil Iepek/IoYaTesb ~-role 3aaéT UMs POJIH, [IPABa KOTOPOil OYIyT YINTBHIBATHCA DU
BBITIOJTHEHUU KaKUX-JTUO0 JlefcTBUil yTuauThl. 11o9TOMY €ciu moJib30BaTeIb HE YKA3bIBAeT POJIb, TO OH IIO-
JydaeT IIpaBa TOJBKO TeX poJjieil, KoTopble eMy Ha3zHadeHbl ¢ DEFAULT.

MM mosrp30BaTe s U 1apoJib MOXKHO HE YKa3bIBaTh, €CJIM B CUCTEME YCTAHOBJIEHBI KOHTEKCTHBIE IIepe-
mennble ISC_USER u ISC_PASSWORD. A Tak»ke ecjii HCIIOJIb3YeTCsl JOBepUTebHas ayTeHTrduKanus Windows
(Win_Sspi) min nosepenHas depes mexanusam GSSAPI (gss), u nosib30BaTesib CHCTEMBI, OT IMEHH KOTOPOT'O
3allycKaeTcd yTUInTa gbak, gBjageTcd 4JIeHOM I'DYHIIBI 8 IMIHACTPATOPOB.

Jlajiee B mpuMepax OnIuu -user, -pas u -role Oy/eM OIyCKATb JJIsi HATJISIHOCTH KOMAH]I.

8.2.2 Nmena daiisioB

Nma 6a3bl

ITockousibKy gbak - 9T0 mporpaMma, KOTopas YATaeT JaHHbIe 13 0a3bl JJAHHBIX, TO caMa 0a3a JIAHHBIX U
cepBep MOT'YT HaXOJIUThCS TJie YTOJHO.

B cirenyromem npumMepe MCHOIb30BaH JIOKAJIBHBIN KOHHEKT:
gbak -b employee.fdb employee.fbk

noApa3yMeBalomuil, 4To gbak BBINIOJIHACTCA Ha cepBepe.

Ecnu 3amyckats gbak ¢ KJIMEHTCKOM MaIIMHbBI, 1 00PAIIATHCS K CEPBEPY, TO TOTa BMecTO employee . fdb
HaJ0 ObLIO OBl IHCATD

server:c:\Firebird\bin\employee.fdb

TO €CThb IITATHYIO CTPOKY KOHHEKTa ¢ yKazaHuem cepsepa u iytu K BJI (wiu anuaca).

Paszymeercs, gbak co3iaBast pe3epBHYIO KOIIHIO, Oy/IeT CO3/[aBaTh €€ JIOKAJIBHO, T. €. Ha KOMIIBIOTEpEe TJIe
naxoauTcs gbak. U eciim cepsep — 3T0 JIpyroit KOMIBIOTEP, TO (haKTUIECKH BCs 0a3a JIAHHBIX OyJIeT CIHTaHa
110 CeTH.

Eciu Tpebyercs ocyrmecTBuTh pe3epBHOE KomupoBaHue B ailyi HA CTOPOHE CepBepa, He CTOUT JIEJIATh
pe3epBHbIe Komuu 6a3 pasmepoMm rurabaiit u Bbiie Hamnpumep depe3 100Mo6ur cern. Brictpee Oyrmer
CJIeJIATh PE3EPBHYIO KOIMIO HA CepBepe, a 3aTeM IIPOCTO CKOINUPOBATH ee (ailyi Ha JAPyroil KOMILIOTED
(ecom 310 Hy2KHO). Vlin BMecTO GIKalia MO CETH JIydIle MCIOJIb30BATh CEPEUCHL.

Nmsa pe3epBHOIT Konnu

Wt pesepBHO# Koy MOYXKeT OBITH aOCOJIIOTHO JII000e, BKII0Yast Jitoboe pacmupenue. Hampumep, bak,
gbk, bk, u tak gasee. Ho sryurmie mmsa pesepBHOil Kommu OPMUAPOBATEH KaK: UMs 0a3bl U JaTa, IPUIEM JIATy
JIydIlle BCero yKa3biBaTh B popmaTe YYYYMMDD — Ttak mMeHa paitioB OyIyT KOPPEKTHO COPTUPOBATHCS TIPU
IIPOCMOTPE TAIIKHU.
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8.2.3 Omuu yTHJInThI

B Tabsmnax npuBeieHbI Bee JJOCTYITHBIE ONIINU yTUIUTHI ghak n KpaTkoe onucanne K HuM. OHI crpyI-
UPOBAHHBI 110 HA3HAYEHUIO: JJIsi PE3€PBHOIO KOIMPOBAHMS, JIJIsi BOCCTAHOBJIEHUS W OIIUHU, JIOCTYIHBIE B
obenx omeparmsx.

Boustee momapobro 0 GoJbIMHCTBE ONIUiT OyJIeT pPaccKa3aHO B IOIPA3JeiaX, MOCBSIIEHHBIX CO3IAHIIO
PE3€PBHBIX KON W BOCCTAHOBJICHUIO N3 HUX.

Ta6muna 8.5 — O6mme omum GBAK (st backup u restore)

Onnusa Ormnucanue

-crypt <uMa miaruHa> Nwmsa nnarnna ais mudposanus daiina pe3epBHOM KOIMH He3aImndpPOBaH-
HOIT 6a3bl JAHHBIX WK [ M poBanns daiiia 6a3bl JAHHBIX, BOCCTAHOB-
JIEHHOM 13 He3ammdpoBaHHOil pe3epBHOi Konu. Ero Takke MOYKHO HUCIIOJThb-
30BaTh B coveTaHu! ¢ KiarodoM -KEYNAME.

Ormruio -KEYHOLDER HY?KHO yKa3bIBaTh 00513aTEIbHO.

-d[irect_io] [Tpsimoit BBOI-BBIBO, J1j1s (baiiia pe3epBHO KOIIHUH.
-fe[tch_password] ITonyunts naposs u3 daitna.
-ig[nore] raopupoBarh KOHTDOJIBHBIE CYMMBI, a TakKKe IOBpeXjeHHble BLOB 1mpu

GoKalle U OTKJIIOYATDL MOBPEKIeHHLIe BLR mpu pecrope?.

Eciu ykazana sra omifust, TO B CylepcepBepe Apyrue IMOAKIIOYEHUsS K
6a3e TaHHBIX OY/IyT 3aIpelieHbl Ha BPeMsI BBIIIOJIHEHUS OIKara.

-keyholder <umMa muarmzHa> |DTO IJIArMH XPAHUIUINA KJiodeil mudpoBanus, HeoOXOMMbIN gbak s 10~
cTyma K 3ammn@poBaHHoi 6a3e TaHHbIX.

-keyname <uMs Kj0Ia> $IBHOE NIPHUCBOEHME UMEHN KJII0Yy BMECTO KJII0Ya, [0 yMOJIYAHUIO, YKA3AHHO-
ro B UCXOJHON 6aze JaHHBIX (IPU PE3ePBHOM KONUPOBaHUHU) wid B aiiie
pe3epBHOit Kouu (IIpy BOCCTAHOBJIEHUN ).

-m[eta_datal IIpousBosuT pe3epBHOE KOIMPOBAHIE UM BOCCTAHOBJICHIE TOJIHKO META IaH-
HBIX.

-pas [sword] Iaposib moIB30BaTEIIsI, BBIIOIHSIIOMETO onepanuio gbak (cm. Ilpasa Ha 3a-
nyck gbak).

-ro[lel [Mopcoenuuurbes ¢ ucnoab3oBanueM pouu (cum. IIpasa na 3amyck ghak).

-se[rvice] Co3maéT pe3epBHYIO KOIHUIO Ha TOM K€ KOMIBIOTEpE, IJe HAXOIUTCS

6a3a JaHHBIX-MCTOUYHMK. Jlysi 9TOro BbI3BIBaeTcs Service Manager nHa
KOMIIbIOTEpE-CEPBEPE.

-skip_d[ata] <wabmou> He coxpamsrs B 69Kar (I/I.HI/I peCTop) JAHHBIE TAOJINI], UMEHA KOTOPBIX COOT-
BETCTBYIOT YKa3aHHOMY 3/I€Ch PeryJisipHOMY BbIpaxkenuio B SQL-cunrakcuce
(cm. omepatop SIMILAR T0)3.

-include[_data] <wmabmou> | Briroyars TOJBKO JaHHBIE TAOJIWIl, MMEHA KOTOPBIX COOTBETCTBYIOT yKa-
3aHHOMY 3JI€Chb PEryJIsipHOMY BbIpazkenuio B SQL-cunrakcuce (cM. oneparop
SIMILAR TO). ITpuuem, eciu <mabmor> st -INCLUDE_DATA u -SKIP_DATA
COOTBETCTBYET OJHOM M TOM Ke TabJuIle, TO TaOJNUIA TPOIYCKAETCS.

(paspbiB Tabaunupl)
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Onmnusa

Ormnucanue

-st[atistics] TDRW

BeiBecTu craTuctuky B 1polecce paborel (paboraer Bmecte ¢ -v(erbose) u
-verbi(nt)).

T — BpeMd OT Hadaja pabOTH gbak;

D — BpeMs IIPOIIIE/IIIIee C TOCIETHETO BBIBOJ/IA HA SKPAH;

R — 9HCJI0 CTpaHWIl IPOYUTAHHBIX C IOCJIEIHEIO BBIBOJIA HA IKPAH;

W — YHCJI0 CTPAHWIL 3AMMMCAHHBIX C ITOCJIEITHETO BBIBOIA HA IKPAH.

-trulsted] HUcnonb3oBaTh JoBepuTesbHyto ayreHTndukanuo (Win_Sspi).

-user VMg mosib30BaTest, BBIIOJIHSIONIEro onepanuio gbak (cm. IIpasa na 3amyck
ghak).

-v[erify] OT4er 0 KazKJIOM BBIIOJHEHOM JIEHCTBUI

-verbi[nt] <n>

IlopobubIit BBIBOS, JioTa AEfICTBUN C 33/ JAHHBIM UHTEPBAJIOM 00pabOTAHHBIX
samuceii. Munumasibaoe 3nadenue - 100.

-y {<uyTtp x Qaiiny> |

BriBog jtora B aits. YKasbiBaercst coBMecTHO ¢ -v (erify) mim -verbi(nt).

SUPPRESS} Ecnu ykazan napamerp suppress, He Oy/ieT BBIBEJEHO HUKaKO# mHMOpPMa-
nuu jaxe ¢ ompei -v(erify).
-z [Tokazars Bepcuio gbak n Bepcuio cepsepa «Pen Baza Jlanabrxs.

Tabmuma 8.6 — Backup omnmuu GBAK

Onnus Ornucanue
-B[ACKUP_DATABASE] OcHOBHasT OIIUs TIPU CO3JAHUE pe3epBHOI Kommu. Ecim daiisn pesepBHOIt
[0[VERWRITE]] KOITMHU YK€ CYIIEeCTBYET, TO Pe3epBHOE KONUPOBAaHUE He OYIET BBIMOJJHEHO.
Ho ecsn ykazars onmuio 0 [VERWRITE], draitn 6sKama Oymer 3aMeHeH.
-co[nvert] ITpeoGpasosanue Buemuux Tabiui (external tables) Bo BuyTpenunue Tabiu-
TIBI.
-e[xpand] He npoussoguth cxkatue pesepsuoit komuu. [lo ymMoT9anuio pe3epBHas KO-

nma 3anucbiBaerca B "cxxarom" Bue.

-falctor] n

WcnonbzoBaTs 6s10KUpyoOMuil pakToOp 0 JJIst JEHTOYHOTO HAKOIIUTEIsl. YCTa-
pea.

-glarbage_collect]

He cobuparh Mycop BO BpeMsl Pe3epBHOI0 KOMMPOBAHUS .

-1[imbo]

Urnopuposatrs 3aBucriiue apyxdasubie Tpansakiuu (limbo).

-nod [btriggers] IIpenorepaiaer cpabarbiBaHre TPUITEPOB 0A3bI JAHHBIX BO BpPEMsl pe3epB-
HOI'O KOITMPOBAaHUSI.
-nt Co31aéT pe3epBHYIO KOO B HEIIEPEHOCUMOiT (hbopMaTe MexXK/ 1y allapaTHbI-

MU TIAT(HOPMAMHI.

-0l[d_descriptions]

[IpousBoanuT pe3epBHOE KONMMPOBAHIE METAJAAHHBIX B (DOPMATE CTAPOrO CTHU-
JId, T.e. B PEKUME COBMECTUMOCTHU CO CTaphIMHU 0a3aMH JTaHHBIX. YCTapeJI.

-par[allel] <n>

KosmmaecTBo mapasutesbabix pabounx MOTOKOB [JIst O9Kana. BrirrogaeT MHO-
TOITOTOYHOE BBITOJIHEHUE PE3ePBHOIO KOTMPOBAHUSI.

(paspbiB Tabaunupl)

2 IIpu uyrenun 3amucu cepsep nepebupaer He Gosree 10 MJIH. BepcHil 3aIMCH, YTO6BI UCKIIOUUTH BO3MOXKHOCTH GECKOHETHOTO

UKJIA.

3 Buemuue KJIFOY9H, CChLJIaOUecd Ha 3TH Taﬁ.HI/II_II)I, 6yﬂyT JA€aKTUBUPOBaHbI
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-t [ransportable]

Coznaér TpancioprabesibHyio (IePEHOCUMYI0) PE3ePBHYIO KOIUIO. DTOT II1a-
paMerp BKJIIOYEH 110 yMOJYAHUIO, MMOITOMY yKa3bIBATh €r0 HET HUKAKON
HEOOXOIUMOCTH.

-zip [<wmma nmaruna>
| <ypoBenb cxartus> |
<KOJI-BO IIOTOKOB>]

Cxarp daiiy pesepBHOil Konuu 1epell ero mudposarueMm. [loce mudpo-
Banust daitr moutn He ckuMaercd. 1o yMOTIaHWIO WCIIOIB3yeTCs IIAruH
zstd ¢ 5 ypoBHeMm cxkarusg B 1 morok. Takoil cxkareiit daitsi MoxkeT ObITh
pacrakoBaH TOJIBKO BoccTaHOBJIeHneM gbak. Kooy -zip He Hy»KeH /151 BOc-
CTAHOBJICHUSI, IOTOMY 9TO (DOPMAT OIPEJIEIISIETCS ABTOMATHICCKH.

Tabmuma 8.7 — Restore ommuu GBAK

Onmns

Onucanue

-C[REATE_DATABASE]

Boccranasnusaer (co3maér) 6a3y JaHHBIX U3 GIKana B HOBBIH (haii.

-R[ECREATE_DATABASE]

Coznaér HOByIO 6a3y MaHHBIX WM 3aMeHsieT (ecau yKasaHa ormus 0) cyrie-

[O[VERWRITE]] CTBYIOIIYIO 6a3y JaHHBIX U3 OIKaIa.

-REP [LACE_DATABASE] BoccranasnuBaer daiir 6a3bl JAHHBIX, 3aMEHsisI IMEIONTYIOCs 0a3y TaHHBIX.
-bul[ffers] 3asaTh pasMep CTpaHUIHOro Kata sy BJI.

-fix_fss_d[ata] UcnpaBuTh KOIUPOBKY JTaHHBIX

<KOIOUPOBKA>

-fix_fss_m[etadata]
<KOIOWPOBKa>

VcupaButh KOAUPOBKY MeETaIaHHBIX

-i[nactive]

JeakTUBUpPOBATH MHIAEKCHI BO BpeMs BoccTaHoBjeHus. [Ipu ncnosib3oBanmm
OIIIUH B JIOT€ BOCCTAHOBJIeHUs OymeT coobienne "ghbak: WARNING:Database
is not online due to inactive indexes (option -I)". Ilepen BoO3-
BpalenneM 6a3bl JAHHBIX B peKuUM "online" He 3aby/ibTe aKTUBHPOBATH
WHJIEKCHI.

-k[i11]

Boccranosurh 6e3 co3nannsa TEHEBLIX KOIMHA

-mo[de] <pexumM mocTyma>

Pexxum jrocryna "read only" mim "read write"

-nlo_validity]

OTkifoUeHre BCeX OrpaHMYeHuil [IPOBepKH JaHHLIX (check) u orpaxmde-
auit NOT NULL. Ilpu wmcmo/ib30BaHUM OIITUU B JIOT€ BOCCTAHOBJIEHHS OyJIeT
coobrienne "gbak: WARNING:Database is not online due to skipped
restoring of validity conditions (option -N)".Ilepen Bo3Bpamenu-
eM 0a3bl JAHHBIX B peKuM "online" He 3a0y1bTe EPECO3IATH OTKJIIOUEHHDBIE
OrpaHUYeHU.

-o[ne_at_a_time]

IloaTBep:kAaTh TPAH3AKIUIO ITOCTE BOCCTAHOBJICHUS KaXKI0M TaOIUIILI.

-plage_size]

VcTaHOBUTH pa3sMep CTPAaHUIIBI

-replica <pexum>

HacrpamBaer pexkum perimku BOCCTaHABINBaeMO# 0a3bl MaHHBIX: "none",
"read_only" nam "read_write".

(paspbiB Tabaunupl)

4 «Pen Basza Jlauubix» - ato Bepcuonnass CYBJI. Bepcuu 3amuceii cospaiorcs npu update u delete »KHBYT OIIpee/I€HHOE
BpeMsi (IIOKa OHM HY>KHBI aKTUBHBIM TPAH3aKIUsAM ), 1 yOUPAIOTCsl KaK MyCOp, B OlIpeJieJIeHHble MOMeHTHI. MycOopHbIe Bepcumn
3amnmceil - 9TO Te, KOTOPbhIE y>Ke He HY>KHbI HU OLHOM aKTUBHOI TPaH3aKIUU.
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(pa3pbiB Tabnuupl)

Onmnusa

Onucanue

-par[allel] <n>

KosmaecTBo napaienpbHbx pabodnx IMOTOKOB [IJIst pecTopa. Briogaer MHO-
TOTIOTOTHOE BhITIOTHEHNE BoccTaHoBennst b1, ecain MaxParallelWorkers >
1 (cm. firebird. conf). Bmecro sroro napamerpa yTruiauTsl MOKHO yKa3aTh
napameTp KoHduryparun ParallelWorkers.

-use_[all_space]

He pesepBupoBaTh MeCTO IO BepcuH 3ammceil. MaKCHMAJbHO 3allOIHATH
crpaHuIpl JaHHbIX (s read-only 6a3).

-rdb_map [ping_file]
<¢paitn ¢ oTobpaxeHmEeM>

st koppekTHOro Boccranosaenusa b/l ¢ Bepcum 2.X, ecam ee 6oKar comep-
KUT BHemHue Java dyHkmmn uin aporeypbl. HeobxomumocTs B 9T0it onrun
BO3HUKJIA 110 IPUYNHE U3MEHEHUs CUHTAKCHuca: B Bepcuu 2.X IpHU 00bsBIIe-
HUU BHeIIHeN dyHKImY(IpoleLyphbl) He YKa3bIBAIUCh €e apryMeHThl, B OT-
smauu ot Bepcun 3.0 u Boime. [osromy, eciu dbyHKIMU (IIPOIEYPbI) UMEIOT
apryMeHTBI, CJIeJlyeT CO3/1aTh TEKCTOBBIM daila <paiin ¢ oTobpaxeHmeM>,
rje nepBblii crosiber - uMs GyHKIUA(IIPOIELYPB) B java, & BO BTOPOM -
TUIBI aPTYMEHTOB:

package.class.Functionl argl,arg2,arg3
package.class.Function2 argl,arg2,arg3

B sTom cayvae HyKHas java dyHKIus (mporeaypa) Oymer moadupaThes Ha
JIETY IIPOCTO 110 MMEHH.

-ts_map [ping] <daiin c
oTobpaxeHHEeM>

st KoppekTHoro Bocctanosienus BJl, ecim ee 03Kam comepKuT TabJm-
IIbl WJIM UHJIEKCBHI, COXpAHEHHble B TaOJMYHBIX 1IPOCTPAHCTBaX. TeKCTOBBIH
daiin <paiin ¢ oTobpaxeHmeM> JIOJKEH COCTOSATH M3 CTPOK C JBYMs 3Ha-
YEHHUSIMU: MEPBBII CTOJOEI] - UM TaOJIMIHOIO IPOCTPAHCTBA, BTOPOl - HO-
BOE PACIIOJIOKEHUE TaOJIUIHOTO IIPOCTPAHCTBA JJIl BOCCTAHOBJIEHHON 0a3bl
JaHHBIX. MOYKHO yKa3bplBaTh Kak aOCOJIIOTHBIA IIyThb, TAK M OTHOCUTEIb-
HBI, B TOM 4HCJIE C UCIOJIb30BaHUEM IICEBJIOHUMa IUPEKTOPUU, 3aJaHHOTO
B directories.conf B ceknun tablespaces.

tablespacel d:\db\restore\tsl.dat
tablespace2 d:\db\restore\ts2.dat

B sTrom CcJIy4dae TabJIMYHbIE OPOCTPaHCTBa KOIIUPYIOTCA C HOBBIMU ITYTAMMU.

-ts <tablespace> <path>

[TozBossieT 3a1aTh My TH U TAOJIUTHOTO MTPOCTPaHCcTBa. MOXKHO yKa3bIBATD
KaK a0COJIIOTHBIH IIyTh, TAK U OTHOCUTEJIHHBII, B TOM YHCJIE C UCIOJIH30Ba-
HUEM I[ICEeBAOHUMA AUPEKTOPUHU, 3aJJaHHOI0O B directories.conf B cexuuu
tablespaces. OmIu0 MOXXHO HCIOJB30BATH CTOJBKO pa3, CKOJIBKO TPeDy-
ercsi. Takke ee MOXKHO HMCIIOJIB30BATH COBMECTHO C -ts_map.

-ts_orig[inal_paths]

s BoccTaHOBJIEHUS TAOJIMYHBIX IIPOCTPAHCTB II0 IEPBOHAYAIBHBIM Iy TSIM,
110 KOTOPBIM OHU PACIIOJIATAJINCH B MOMEHT co3/1anus O9kama. IIpu sTom Bce
€l1le MOYKHO IIePEOIIPEIeNIATh IIYTH JJIsi HEKOTOPBIX TaOJUIHBIX IIPOCTPAHCTB
C MOMOIIBIO ONIUI -ts u -ts_map.

8.2.4 CoszpaHue pe3epBHOI KOINNI

Yrunmura gbak siBISETCA NPOrPaMMOi, KOTOPAS IIOICOEINHSCTCA K 6a3€ JAHHBIX, CTAPTYET TPAH3AKIHIO
snapshot, 1 3aTeM coxpaHsieT B ClenuaIbHbIi dailn MeTa anEble (OmnCcaHUs TAO/INII, TPONETYD, TPUITEPOB
u T. J1.) 1 jgaHHble (3ampocamu select * from tablename).

Birarogapst ToMy, 9TO CUATHIBAHUE JIAHHBIX TPOMCXOIUT B TpaH3akiuu snapshot, gbak Ha mpoTszkeHnn
[porecca YTeHus JaHHBbIX "BuauT" HeU3MEHHbIE JHaHHble OJarofaps BEPCUOHHOCTU. 1O eCTh, BO BpeMsl pa-
60ThI gbak Jpyrue MPUIOKEHHUsI MOTYT paboraTh ¢ 6a30ii JaHHbIX. OJIHAKO, Te U3MEHEHUsI, KOTOPbIe ObLIN
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IIPOM3BEJEHBI IPIJIOYKEHUSIMI BO BpeMsl PaboTHI gbak, pa3yMeercs He Oy/IyT COXpaHEHBI B PE3EPBHYIO KOIIUIO
B/I.

CDopMaT KOI\/IaHﬂHOfI CTPOKHU J1JIsA CO3JaHUA pe3epBHOﬁ KOIINU:

gbak -B[ACKUP_DATABASE] [O[VERWRITE]] [backup ommuu] [obmme omumum] <6asa manHex> <daiin
pe3epBHOH# KoOImMM>

OcHoBHas ONIUsl OIPU CO3/IAHUK Pe3ePBHOI Kouu — -b (Ipyrue omyu noigpoOHO OIUCAHBI JAJIbIIE).
IIpuyem onruu MoryT ObITH yKa3aHbI KAK B HadaJjle, TAK U B KOHIIE.

Kirou -b o3mnagaer, 9T0 HEOOXOAMMO BBIIOJHATH PE3€PBHOE KOIMMPOBAaHME OA3bl JTAHHBIX, IyTh K KO-
TOpO#t yKa3aH Kak <6asa TaHHHX>, a Pe3y/IbTaThl PE3EPBHOIO KOTTMPOBAHUS COXPAHUTDH B (haiisl, YKa3aHHbIH
Kak <paitn pezsepsHoil komum>. IIpm 3TOM, €ciim IIyTh IOCJIEIHETO COJAEPXKUT HECYIIECTBYIOIINE KaTaJOrH,
OHU OYIyT CO3aHBI ABTOMATUIECKH.

Ecin <paiin pesepBHOX xomum> yrKe CyIIECTBYET, TO PE3EPBHOE KONHMPOBAHUE HE OY/IET BBIIOTHEHO.
Ho econ ykazars ommmo 0 [VERWRITE], daiin 6akama 6yneT 3aMeHeH”.

gbak -b o employee.fdb employee.fbk

Temeps momoapobHee OCTAHOBUMCS Ha, JAPYTHUX OMITUAAX OIKAIa.

-v[erify], -verbi[nt] <n>

Hoanwil 6v600 no02a deticmeudi.

OTH ONIUNU SIBJISIETCS B3aMMOUCKJIIoUaonumu. Vcrosib3oBanue -verify aHaJOrHYIHO yKa3a-
Huio -verbint 10000.

Bes ykazannit atux onmuit gbak He BBIBOAUT HUKAKUX COOOINEHUIl IPU BBIIOIHEHNN PE3EPBHOIO
KOIUpOBaHUsl (/M BOCCTAHOBJIEHUS ), KPOME COOOIIEHHI 00 OIUOKAX, eCiii TaKue BO3HUKJIM.

C ykazaHueM oMMl BEIBOAUTCsT OOJIBIION 00 beM MH(MOPMAIMU O BBIIOJHEHHBIX jeicTBusX. 1o
YMOJTIAHUIO BBIXOJHBIE JTAHHBIE OTOOPAYKAIOTCS HA YKPAHE, HO BBl MOYKETE IIEPEHAIPABUATH JIOT B
daiis ¢ moMOoIIbIo KJIIoYa -y.

Bupouem, misi cucrem ¢ perysspHBIM PE3€PBHBIM KOIMPOBAHUEM, a TakKe Koria backup BbI-
TIOJTHSIETCST IOJITO, JIYHIe Cpa3y yKa3aTh OIIMIO ITOJHOTO BBIBOIA Jiora AeficTeuit. Jlaxke B cirydae
MTOSIBJIEHUS OIITUOKYM KOHTEKCT 9TOH OmuOKN OyIeT BUAEH YeTde, U TaKKe Oy1eT BUIHO ITO MMEHHO
cepBep YCIIeJI IIOMECTUTh B PE3EPBHYIO KOIIUIO JIO OIIUOKH.

Tak BBITVIAIUT KOMaH/Ia C KJIIOY0OM -V

gbak -b employee.fdb employee.fbk -v

[Tapamerp -v B cripaBke, BblaBaeMoil ghak, onucan kak -v[erify]. Bonpeku cBoemy Ha3Ba-
HUIO, 9Ta OIIMs HU4Iero He nposepsieT. CKopee, 3TOT mapaMeTp JI0JZKeH PacIiungPOBBIBATHCS
kak "verbose".

EnuucTBeHHBIN CIIOCO6 IPOBEPUTH PE3EPBHYIO KOIHUIO — BOCCTAHOBHUTHL €€, IPOBEPHUTH, HE
COJIEP?KHUT JIM OHA OMIMOOK, M, BO3MOYKHO, BBLIIOJHHUTL HECKOJILKO 3aIIPOCOB JJIsI IIPOBEPKU
pPaboOTOCIIOCOOHOCTH.

5 Jljisi O3HAKOMJICHHS C yTHUJIUTOMN U CAMOCTOSITETHHOTO BBITIOJHEHHST OIIEPAIINil U3 TPUMEPOB, PEKOMEH/IYeM B3ATh TECTOBYIO
6a3y nanHbIX employee.fdb u3 manku ycraHoBkn RedDatabase u ckonupoBars 3Ty 6a3y B KaTaJor bin, psigom c gbak.
B npumepax ommuu -user, -pas u -role OIyCcKaeM HaMEpPeHHO s HariasaHoctu koMmann. Cum. [Ipasa na sanyck gbak.
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Ecau -v[erify] BoiBouT HHMOPMAIINIO O KaXKJI0M 06paboTaHHOM JieficTBUH, TO -verbi [nt] <n>
- C 3aJIlaHHBIM UHTEPBAJOM 00paboTaHHBIX 3amuceil. IHTepBaj yupaBjser TeM, CKOJIBKO 3aluceit
OyIeT BBIBEIEHO gbak; APYIUMU CJIOBAMH, OH KOHTPOJUPYET YaCTOTY BBIBOAA COOOIeHuit ". . .
records written". Munumasbaoe 3uagenne - 100.

Tak BBIIVISIIUT KOMaHIa ¢ KJIFOUYOM -verbi:

gbak -b employee.fdb employee.fbk -verbi 200

-y { <ums daiima> | SUPPRESS }

Iepenanpasaenue noz2a 6 datin uaw noanoe nodasienue 3anUCY A02a.
Yka3bpIBaeTCd COBMECTHO ¢ ounueil -v(erify) mwimm -verbi(nt).

Ecnu 3anan napamerp -y <umsa daiima>, TO BBIBOJL Jora OyJleT 3amucaH B daiin <ums daitma>,
0e3 Kakoro-jaubo BBIBOJIA Ha IKPaH.

gbak -b employee.fdb employee.fbk -v -y e_bak.txt

Ecnu ykazan napamerp -y suppress, TO HE3aBHCHUMO OT YKAa3aHHUs OMIMI -V mwin -verbi, He
OyJIeT BBIBEJICHO HUKAKHUX COOOIEHU HU B (ailsl, HU Ha SKPAH:

gbak -b employee.fdb employee.fbk -v -y suppress

Jlor-cbaiisr He JI0JI2KEH CyIIeCTBOBATD. Kl OH eCTh, olepalysi pe3epBHOIO KOIIUPOBAHMS UJIN
BOCCTAHOBJIEHUS 3aBEPIIUTCS HEYIa4ei:

gbak -backup employee.fdb employee.fbk -y e_bak.txt -v

gbak:cannot open status and error output file e_bak.txt
gbak:Exiting before completion due to errors

Nwms daiina jgora Moxker ObITH JiI000€, BKJIOUAs PACIIMPEeHre. Paciimperue jora nMeeT CMBICT
BBIOPATH TAKUM, YTOOBI 110 YMOTIAHUIO (DAl OTKPBIBAJICH BIIOKHOTOM HJIH IIPOrPaMMOii, KOTOPOit
BBl IIPUBBIKJIN IPOCMATPUBATH TEKCTOBBIE (DAMIIBI.

-glarbage_collect]

Omxarowaem cbopky mycopa

Ecnu mogpobuee, TO 9TOT mapaMeTp 3aIperaeT CepBePy MPOBEPSTh INTAEMbIE 3AIINCH HA, HAJIUINE
MYCOPHBIX, UTO yCKOpsieT nporecc 69kamna. @akrtudeckn gbak -b 6e3 Kio4da -g OyaeT BbI3BIBATH
cpabaThIBaHNe KOOIEPATUBHON COOPKM MyCcOpa, IpPUIeM JIsd BCeX JAHHBIX, T. K. OyJIyT MpoYnTa-
HBI Bce jaHHble Bcex Tabsui. Co3/iaHne pe3epBHOI KOIUU JIOJI?KHO BBINOJIHITHCST MaKCUMAaJIbHO
OBICTPO, & COOTBETCTBEHHO JIydIllie He 3arpyzKaTh cepBep B 3TO BpeMs cOopKoit mycopa. [losTomy
DPEKOMEH/TyeTCsI BCET 1A NCIIOIb30BATh TAKOE HAYAJIO KOMAHIHOW CTPOKHU DIKaIa:

gbak -backup -garbage_collect employee.fdb employee employee.fbk

[Ipu pesepBHOM KOnMpoBaHuu HUKAKOH "mycop" HuKorma we momajaer B (aits backup, Hu
IIPU KAKHUX yCJIOBHUSIX.
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-t [ransportable]

Cozdanue mparcnopmabesvroti (neperocumoti) peszepsroti Konuu.
DTOT IapamMeTp AefCTBYET O YMOJIAHNIO, IIOSTOMY YKA3bIBATH €r0 HET HUKAKON HEOOXOIMMOCTH.

OH o3Ha4YaeT, YTO MOy IeHHbIH (haill pe3epBHO KONMKM MOXKHO BOCCTAHOBUTH HA AJIbTEPHATHBHOM
amnmapaTHON 1IaTdopMe, TJie MOPSI0K OANT B IEJIBIX YHUCJIaX OTJINYaeTCd. 10 eCTh, HAIIPUMED,
mexxay Intel u Sparc, uiaun HP-UX u Intel, u rak nanee. Ho mexxiay Windows u Linux (um apyroit
OC) na Intel daiin pesepsroit Konmuu OyIeT 1 TAK IEPEHOCUMBIM, JaKe [P yKa3aHUH KJio4a -nt
(non-transportable). Tax uro, mpo -t, KAk U Opo -nt MOKHO 3a0bITh, U HUKOT/IA He YKA3bIBATH
X B KOMAHIHOI CTpoKe gbak.

-e[xpand]

Corcamue (nuskol cmenenu) dating pezeperots Konuu

Buepsoie gbak 0611 co3man npumepro B 1985-86 romax, a Torma XKeCTKHe AUCKA ObLIA O9€Hb MaJIO-
ro obbema. [losromy mo ymosrganuio ghak -b IpOM3BOAUT HEKYIO JIETKYIO KOMIIPECCUIO TAHHDBIX.
OTKIIIOYUTH ee MOYKHO TTapaMeTpoM -expand.

Boitun mpoBenpl TecThI PE3ePBHOIO KOMUPOBAHUS C MapaMerpoM -expand, KOTOPbIE MOKA3AJIH
HeGOJIBINOE yCKOPeHne mporiecca 6akan (Ha 5-7.5%), HO cUITbHOE yBemvIeHne pa3sMepa pe3epBHOIL
ko (110 30%). Tak 4TO NPAKTHYIECKYIO TI0JE3HOCTh MapaMeTpa -expand, yUUTHIBAs CUIBHOE
yBeJInUeHne pa3Mepa Pe3epBHON KON, MOYKHO CYUTATH PABHON HYJIIO.

JIjtst JTy<IImero cyKaTus pe3epBHON KON UCIOIL3yHTe onuio -ZIP.

-co[nvert]

IIpeobpasosarue sHeuwHux mabauy, 6 06viuHbLE MAOAUYDL.

Ecsin B 6a3e naHHbIX co3panbl BHemHue Tabuuibl (external tables), To npu cozmanun pesepBHOit
KON OHU OYIyT MOMEIEHBI BHYTPh O9Kalta KaK OOBbITHLIE TaOIUIbI. Be3 mapaMeTpa -co BHEITHIe
TaOJIUIBI B PE3EPBHYIO KOMUIO He MO IAI0T.

MoHO cKa3aTh, 9TO -CO HYKEH TOrJa, KOrja BaM Tpebyercst "B3gTh ¢ coboit" He TosbKo 6a3y,
o u BHemHue daitiael. [Ipasna, B 3aBucuMocTu oT Ha3HAYEHU 3TH QAilIbl MOTYT UMETh PA3HBII
pa3Mep, U MOYXKET OKa3aThCsl, YTO CAMHU OHU Oy/yT OoJibIlie, UeM Oa3a JaHHBIX. J[71s1 0OBITHOTO,
peryssipHoro backup, nmapamerp -co He TpedyeTcs.

-ig[nore]

HeHopupoeaHue owubox KOHMPOANOHBLL CYMM, CTMPAHUY

B camom Hagasie cepBep MCIIOMB30BAJ BBITUCIEHNE KOHTPOJILHBIX cyMM cTpanut b/l Jlamee sta
(byHKL[I/IOHaJIbHOCTb 6I>Iﬂa OTKJIIOY€Ha, ITOCKOJIbKY JUCKU CaMU HAYYUJIMCh BOCCTaHABJINBATDL I10-
BpPeXKJIeHHBbIE OJIOKU 110 KOHTPOJIBHBIM CyMMAaM, U IMOBPEXKIEHHBII OJIOK JITOO BOCCTAHABJIMBAETCSI
aBTOMATUYIECKU U HE3aMETHO, JITDO He MOXKEeT OBbITh BOCCTAHOBJIEH BOOOIIIE.

Ceituac Pen Baza JlaHHBIX BMECTO KOHTPOJIBHOW CYMMBI 3allMCBIBAIOT HA CTPAHUILy YUCIIO
"12345". Ecu npou3oIiio moBpex;ienne 0a3bl JaHHBIX, U JaHHble Ha cTpanuinax b/l nckaxkeHbr
(Hysnm wiu qpyrasi Npou3BoJibHAs uH(MOpPMAIHsl), TO CepPBep IIPU YTEHUU TaKOil crpaHunbl Oyer
BBIJIABATDH OIMUOKY KOHTPOJIBHON CyMMBI.

[TapameTp -ig 1103BOJISIET UTHOPUPOBATH ONIUOKN KOHTPOJILHBIX CYMM CTPAHMUIL, U HE OCTAHABJIH-
BaTh PE3E€PBHOE KONMMPOBAHUE U3-33 ITUX OIIHOOK.

[TosTomy, B OOBITHON KOMAHIHOM CTPOKE It CO3aHus pe3epBHoil kommu B/l kareropuaecku
HEe PEKOMEHJIYeTCsT yKa3bIBATh apaMeTp -ig. Kcim 6a3a TaHHBIX BAPYT OKAYKETCS MOBPEXK/Te-
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Ha, TO C 9TUM IapaMeTpOM Bbl MoKeTe "He yBuaeTh" moBpexkaenue. Tak uro, -ig jys gbak
HCITOJTB3YeTCsl TOJIBKO B KpailHEM CJIydae — KOIJIa MMOBPEXKICHHAsT 0a3a MOYNHEHA YTUIUTON
gfix, HO 0OBIYHBIN backup me mpoxomur. TosbKO TOrIa MMEET CMBICI MOBTOPUTH OIKAI C
ommueit -ig.

-m[eta_data]

Buinoansemcs pesepeHoe KONUPo8aHUE UAU B80CCTMAHOBAEHUE MOADBKO MEMAOAHHDIL.

CoxpaHsieT TOJbKO MeTaJaHHble (onucanus TabJIuil, IPOLELypPbl, TpUrrepsl U T. J.). lanubie B
pe3epBHYIO KONUIO He ronaaaioT. [Ipu pecTope BOCCTAHABIMBAIOTCS TOJIHKO METAIAHHBIE OA3bI
JIAaHHBIX, & JII0Oble JaHHBbIE U3 dailia pe3epBHOI Konu He BoccTaHaBiauBaioTcsd. Vcrmonb3yercs
KOTJIa, BaM HYKHO cJlesIaTh Konuio myctoit BJI1.

gbak -backup -meta_data employee employee.meta.fbk

gbak -create employee.fbk mytest.fdb -meta_data

-1[imbo]

Henopuposanue limbo-mpansarxyuil

He coxpamster B pe3epsuoit kontuu BJI Bepcun 3ammceit, KOTOpble CO3JaHbI TPAH3AKIIUAME, HAXO-
panmMucs B cocrosinuu in limbo. Takoe cocrosiHue MOXKeT OBITH TOJIBKO y HE 3aBEPIIUBIINXCS
rTpamzakumii gByxdasznoro kommura (2PC).

Hanpumep: ecan nByxdasHast TpaH3aKIWsl (HAIIPEMED, MeK Ly JBYMsl DA3HBIMU 6a3aMU JIAHHBIX ),
3aBEpPIIIIIACH HEYJIAMHO U3-3a TOT'0, UTO cepBep ymaJs jo commit min rollback, Ho mocse Toro, Kak
U3MEHeHUs OBIJIN TOATOTOBJIEHBI, TO 3TO limbo-Tpan3akius. DTOT MEPEKII0YATE/h 3aCTABISIET
mporiecc 69Kara UTHOPUPOBATD JAHHBIE TAKUX TPAH3AKITUI.

Eé ne cireryeT ncosib30BaTh Jjist OOBIMHOIO PE3EPBHOIO KOIIMPOBAHUS, & UCIIOJIH30BATH, KaK KJIIOY
-IG[NORE], TOJIBKO /ijisi TIONIBITKU BOCCTAHOBJIEHUS IIOCJE COOI.

-crypt <umMdA nOIaruHa>

HUmsa nagzuna s wugposarusn gdatisg pe3epsrots KOnuu Uil 60CCMAHOBAEHHOT 6a3vl AHHBLT

Ommio -crypt ykasslBaroT coBMecTHO ¢ onnueil ~-KEYHOLDER (o6si3aresibHO). Takzke MOXKeT yKa-
3bIBaThCcs onmusi ~-KEYNAME.

[Ipu cozanuu pe3epBHON KOIMUH He3auudposaniots 6a3v. 0aMHbLT B ONIUU -Crypt yKasbIBaeT-
cs TJIArUH U@ POBAHNSI, KOTOPbI OyJIeT MCIIOIB30BAThC Jjis mudpoBaHus ¢aiiaa pe3epBHO
KOTINH.

IIpu cozmanum pe3epBHOI KONUU 3awupposannoti 6a3v, 0aHHHLL YKA3bIBATH -Crypt He HYKHO,
ITOCKOJIBKY TI0 YMOJIYaHUIO OYIET UCIOIb30BATHCS TOT YK€ IUIArMH U KJIF0Y, YTO U JJIs CaMOii Oa3bl
JAHHBIX. HEBO3MOXKHO CO3/1aTh PE3ePBHYIO KOMHUIO 3aIn(POBAHHON 0a3bl JAHHBIX B HE3aIN(PO-
BaHHBIN (aila pe3epBHOIT KOUM.

IIpu BoccTaHOBIEHUE He3aUWUPPOSAHHOT Pe3epeHoll Konuyu ONIus -Ccrypt 3ammudpyer HOBYIO
6a3y JAHHBIX C WCIOJb30BAHUEM YKA3aHHOTO ILJIATHHA.

IIpu BoccTanoBIeHNN Oa3bI JAHHBIX U3 30UUPPOSAHHOT PE3EPEHOT KONuU YKa3bIBATh -Crypt He
HY?KHO, MOCKOJIBKY IO YMOJIYaHWIO OYJIET MCHOJB30BATHCS TOT K€ IJIATUH U KJIIOY, 9TO U JIJIst
camoit pe3epBHOiT Konuu. HeBO3MOXKHO BOCCTAHOBUTDH 3aIndPOBAHHBIN (ailyi pe3epBHON KOOI
B He3alu(pPOBaHHYIO 0a3y JaHHBIX.
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IIpumep
Y0061 c/ie/1aTh 3ammdpoBaHHyI0 PE3ePBHYIO KOO He3amndPOBAHHON 6a3bl JAHHBIX, BBITIOJI-
HUTE:

gbak -b -keyholder MyKeyHolderPlugin -crypt MyDbCryptPlugin -keyname
SomeKey host:dbname encrypted_backup_file

-keyholder <umsa mnmaruzHa>

HUma nageuna rparusuuwa xKaovet wudposarus 6a3ve 0aHHbIT.
Omro 06BIYHO MCTIOB3YIOT B coueTannu ¢ onnusamu -CRYPT u -KEYNAME (HeoGsi3aTesIbHO).
Omrust -keyholder j10/KHA YKA3BIBATHCS:
® [pU CO3JAHUM PE3ePBHOI Komuu 3amudpoBaHHOil 6a3bl JAHHBIX (COOTBETCTBEHHO, (e3
omIuu -crypt);
e 1pu co3maHWU 3amuPOBAHHON PE3epBHON KOomuu He3ammnPOBaHHONW 06a3bl JAHHBIX
(coBMecTHO ¢ onmueii -crypt);

® [IpM BOCCTAHOBJICHNH M3 3alMdPOBAHHON Pe3epBHOI Konuu B 3anmdpoBaHHyI0 6a3y
nauabix (6e3 onnuu -crypt);

® I[IpM BOCCTAHOBJIEHUH U3 He3alndPOBaHHON pe3epBHOil Kouu B 3aimndpoBaHHyIO 6a3y
JIAHHBIX (COBMECTHO ¢ omImeii -crypt).

IIpumep 1

Ytob6b! caemaTh 63Kam 3amundpoBaHHON 6a3bl JAHHDBIX, BBHITOJHATE TOTO0HYI0 KOMAHTY:
gbak -b -keyholder MyKeyHolderPlugin host:dbname backup_file_name

Qaii pe3epBHOIT Konmu OyzmerT 3ammdpoOBaH € UCHOJB30BAHHEM TOTO K€ ILIATMHA U KJIIOUa
i poBaHusi, KOTOPbIE UCIOIB3YIOTCS Jiyist M poBanust 6a3bl JAHHBIX. DTO FAPAHTUPYET, ITO
YKpPacTh JaHHble u3 (baiiia pe3epBHOI Komuu OyIeT He Jierde, yeM U3 0a3bl JaHHBIX.

IIpumep 2

Yr00BI CO3ATH CXKATYIO 3aITM(OPOBAHHYIO PE3EPBHYIO KOIUIO, BBHITOJTHUTE:

gbak -b -keyholder MyKeyHolderPlugin -zip host:dbname backup_file_name

Daiiyi pe3epBHOIT Kouu OyJIeT C2KAT J0 TOr0, KaK OH OyJeT 3ammndpoBaH C UCIIOIb30BAHUEM TOIO
2Ke TJIarnHa Mu@POBAHUS U TOTO K€ KJII0Ya, KOTOPBIN MCHOJIb3yeTcs it mudpoBaHus 0a3bl
JTAHHBIX.

IIpumep 3
YT00BI BOCCTAHOBUTH 0a3y JAaHHBIX, KOTOpas ObliIa paHee 3amndPOBaHa, BBITOIHUTE CJIELYIONLYIO
KOMAHJTY:

gbak -c -keyholder MyKeyHolderPlugin backup_file_name host:dbname
Boccranosiiennast 6a3a qanHbIx Oy/1eT 3armudpoBaHa ¢ UCIOIE30BAHIEM TOTO Ke TLIATUHA, U KJTI0-

4Ja, 94TO U aiiy pe3epBHON Komuu. B JaHHOM NpuMepe 9TO TOT »Ke ILIaruH U KJII0Y, YTO U B
MCXOIHOM 6a3e JTaHHBIX.
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-keyname <mMa kmioga>

Hms karoua, K0mopuili 6ydem ucnoab3os8amues 0ad Wudposarus.

Onnust -keyname MOXKeT yKa3blBaTbCs (HEOOS3aTEIbHO, €CIM 9TOro Tpebyer miarud mmdposa-

HUSL):
e Ipu co3JaHnM 3aIu@pPOBAHHON pe3epBHOIT Komnu He3aImn@poOBaHHON 6a3bl JTAHHBIX
(coBmecTHO ¢ omueii -crypt u -keyholder);
e IIpU BOCCTAHOBJICHWH W3 3aITN(PPOBAHHON PE3EpPBHON KOMHUU B 3aIm(ppOBAHHYI0 0Oa3y
JIAHHBIX C UMEHeM KJIF0Ua, OTJIMYHBIM OT 3HAUEHUs [0 yMOIaHuto (6e3 onrun -crypt,
HO ¢ omwmeii -keyholder);
® [IpU BOCCTAHOBJIECHUN U3 He3aIMM(pPOBAHHON pe3epBHOI KONUN B 3aIudPOBAHHYIO Oa3y
JIAHHBIX (COBMECTHO ¢ onmueil -crypt u -keyholder).
IIpumep

C moMoIbio CIeyoneil KOMaH bl MOXKHO:
e b0 BOCCTAHOBUTH 0a3y JaHHBIX U3 (haiijia pe3epBHOM KOMWUU, CO3IAHHOIO C

HCIIOJIb30BAaHUEM HECTaH IapPTHBIX I1arnHoB mudposanust Crypt u Keyholder, ucnosib-
3yst TOT ke Keyname, KOTOPBIil HCIIOJIB30BAJICS JIJIsI PE3€PBHOIO KOITMPOBAHUSI;

e 00 BOCCTAHOBUTH HE3AMMMPOBAHHYIO PE3EPBHYIO KOIMUIO KAK 3aITU(MPPOBAHHYIO

6a3y JAHHBIX.

gbak -c -keyholder MyKeyHolderPlugin -crypt MyDbCryptPlugin -keyname
SomeKey non_encrypted_backup_file host:dbname

-d[irect_io]

IHpamas 3anuco-umenue $aiioge pe3epsrot Konuu.

Ipu Br/tOUeHUU TOH onuu ghak cozmaer (pu G9Kaie) Wim OTKPbIBaeT (IIPU BOCCTAHOBJICHUN ),
daiin pesepBHOIi KoMy B pekuMe IPMOil 3anucu-urenus (6e3 Oydepusanuu). B sTom pexxume
He 3aJIeficTByeTCs KA1 (pailjloBOil CCTEMBI.

O6BIYHO pe3epBHas KOS 3aIlIChIBAacTCA (P OKaIe) I CINTHIBAETCS (IIPU BOCCTAHOBIICHNH)
BCETO OJIMH Pa3, U HET PEaJbHON BBINOABI OT KIIIMPOBAHHsSI €€ CojepKumoro. IIponssopuress-
HOCTB He JIOJKHA TIaJIaTh, TaK KaK gbak unrtaer (afiyl MK 3aInChIBAeT B HETO TIOCJIEI0BATENBHO,
UCHOJIB3YsI OTHOCUTEIHHO BOJIBIIIE HOPIUU JAHHBIX.

PexxuM mpsiMoii 3alMCH-9TEHUs] UTHOPUPYETC, eciau baill Pe3epBHOM KOINM 3aIlUCHIBAETCH B
CTAH/IAPTHBIN BBIBOJ| MJIM CUATHIBAETCSI M3 CTAHIAPTHOTO BBOJA (T.€. ecsin uMst daiina pesepBHOIl
Koy - stdout miau stdin).

-fe[tch_password]

Cuumamsv napoav u3 gating

[ -FE[TCH_PASSWORD] { <umMs ¢aitma> | stdin | /dev/tty } ]

C 970it onmmeil naposb COOTBETCTBYIONIErO OJIb30BaTelsl (YKA3aHHOIO B ~USeT) CIUTHIBATHCS U3
daita, a He YKa3bIBATbCS B KOMAH/THOM CTPOKe. Y Ka3aHHOe UMs (aiijia He 3aKII0UEHO B KABBIIKHT
U JIOJI?KHO OBITH JIOCTYITHO JIJIsl YTEHHs IOJIB30BATEI0, 3allyCTUBIIEMY gbak.

Ecan nvmsa ¢aitna ykazano kak stdin, moab30BaTeN o OyIeT MPeIIoKeHO BBECTU Maposb. B cu-
cremax POSIX ums daitna /dev/tty TakaKe NpUBEJET K 3aIPOCY HaPOJIs.
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-par[allel] <n>

Koauvecmso nomoxoes, ucnosb3yemuvir oas co3danus p636p6H01'1 xronuu.

Pen Baza [auubix (HaumHas c¢ Bepcun 3.0) MOAIep:KUBAET MHOTONOTOUHBIA 6okam. OH moKa-
3aJ1 cebs JIo 5 pa3 ObIcTpee OOBIYHOrO OdKAIa B OJMH MOTOK. PeajbHOE YyCKOpEHHE 3aBUCHUT OT
IIPOIIECCOpa, JUCKOBOI MOJICUCTEMBI M CTPYKTYPHI 0a3bl JaHHBIX.

Ilo YMO/JIMaHUIO UCIIOJIbB3YyeTCdA OJIMH ITOTOK.

IIpu cozmamum pe3epBHOI KOMUU 3T OMIUsT KOHTPOJIUPYET KOJUIECTBO COEIUHEHUIT, NCIOIb3Ye-
MBIX JIJIsT ITEHUS TTOJIb30BATEIbCKUX TAaHHBIX. KayK bl TOMOTHUTENBHDIN pabodunit TOTOK CO3/aeT
OTJIEJILHOE COEJIMHEHUE JIJIsT ITEHUS JIAHHBIX OJHOBPEMEHHO C JIDYTUMU IMOTOKaMu. Bee coeinHeHust
WCIIOJIB3YIOT OJIUH U TOT YK€ CHUMOK 0a3bl JAHHBIX /I 00eCIeYeHnst KOHCUCTEHTHOCTH PEe3ePBHOI
koruu. Iloroku coznmatorcs u yupasisiorcs camMuM gbak. Meraannble 0a3bl JaHHBIX YHTAIOTCH
OJTHIM TIOTOKOM.

s BKITIOYEHNS paclapaJIejInBaHns B gbak BBITOTHUTE KOMAHIY:

gbak -b employee.fdb employee.fbk -par 8 ...

[Tapamerpsr koudurypamnyun MaxParallelWorkers u ParallelWorkers He OKa3bIBAIOT BJIUSI-
HU HA BKJIIOYEHME UJIN OTKJIIOYEHNE MHOTOIIOTOYHOrO 09Kama B ghak 3a MCKJIIOYEHUEM OIle-
panuii cozmanua unaekca. MaxParallelWorkers MOXKeT OIpaHUYUBATH KOJIUYECTBO HapaJl-
JIEJTBHBIX PAOOTHUX IIPOIECCOB BO BPEMsI CO3/IaHUs UHIEKCa, a ParallelWorkers UCIIOIb3yeTCsT
[IPU CO3/IaHus UHJEKca, eciau -par [allel] me yka3aH.

Tak kKak KaxXAbIil paboduii mMOTOK co3MaéT cobcTBeHHOE MoAKJIoYeHne K BJI, HeBo3MOXKeH
HapaJulebHbIil 69Kal 6a3bl JJaHHBIX B pekuMe single shutdown. B ciryuae 3amanust napa-
Merpa -par 2 win 60see, Bo3HUKHeT ommOka "ERROR: database ... shutdown".

-skip_d[ata] <wabmom>

Hcxmouaem darmoie YKa3aHHvlx m(ld/LU’U, us pe3ep6H0ﬂ KONUU UAU B0CCMAHOBAEHOT 6A3bL OAHHDBLL.

B 6oKaI (niim pecTop) He IIONAJIAIOT JAHHBIE TaOJIHIl, IMEHA KOTOPBIX COOTBETCTBYIOT YKA3AHHOMY
3/1eCh peryJsisipHoMy Bbipakeruio B SQL-cunrakcuce. Meraganubie TabIuIbl BKIIOYAIOTCS.

IIporusomnonoxuast omnmust -INCLUDE_DATA. Yro6BI IpOIYCTUTH BCE JIAHHBIE, WCIOJIb3YITE
-META_DATA.

gbak -b employee.fdb employee.fbk -skip_d tablel|table2]|

Uckiirouenne JaHHBIX TAOJINUI] U3 PE3EPBHOM KOIMK WJIM BOCCTAHOBJIEHHOW 0a3bI TAHHBIX MO-
2KE€T BBI3BATH ONMTUOKM BO BPEMsI BOCCTAHOBJICHUSI, €CJIH CYIIEeCTBYET BHEITHUN KJIIOY B TaDJIHUIIE,
KOTOpas He ObLIa UCKIIOYEHA, CBA3AHHDBIN ¢ TaOINIEH, KOTOpas ObLIa UCKIIOTEHA.

MozkHO HCIIOTB30BaTh oMU BoccraHoBjeHns - INACTIVE, 9ToOBI OTK/IIOYUTH BCE MHIIEKCHI,
[epBUYHbBIE, YHUKAJIbHBIE U BHENIHNE Kio4un. Ecian ects orpanmdenns: CHECK, 3aBucsmue or
HUCKJIIOYEHHBIX JTAHHBIX, BO3MOXKHO, TIOTPEOyeTCs TakkKe ykKasaTh ommuio -NO_VALIDITY.
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-include[_datal] <mabjmom>

B PE3EPBHYIO KONUN UAU 80CCMAHOBAEHYIO B,ZZ BKAIOUAIOMCA MOALKO OaHHDLE YKa3aHHvlx ma6/Luu,.

B Gskan (mim pecrop) IONAJAIOT JAHHBIE TOJBKO Te€X TabJnIl, NMEHa KOTOPBIX COOTBETCTBYIOT
YKa3aHHOMY 3JIeCh PEryJIsipHOMY BblpaxkeHuto B SQL-cunTakcuce. MerajaHHbIE OCTAJIBHBIX Tab-
JIMITBI BKJIIOYAIOTCS, & JIAHHBIE ITPOITYCKAIOTCH.

IIporusomnonoxuas onmus -SKIP_D[ATA].

Ecmu <wmabmon> mrst ~-INCLUDE_DATA u -SKIP_DATA cOOTBETCTBYET OJHOI W TO# »Ke TabsmIle, TO
TabJ/IUIA TIPOITYCKAETCS.

Bribopouroe BKJIOUEHME JAHHBIX TAOJIHUI] B PE3EPBHYIO KOIMIO WM BOCCTAHOBJIEHHYIO 0Oa3y
JIAHHBIX MOXKET BbI3BAThH OIIUOKY BO BPEMsI BOCCTAHOBJIEHUSI, €CJIU CYIIECTBYeT BHEITHUN KJTFOY
B TabJIHIle, KOTOpas OblIa BKJIIOUEHA, CBA3AHHBIN ¢ TaOJHIIeH, KOTopas He OblIa BKJIIOYEHA.

Mo2KHO MCIIONIB30BATH OMINIO0 BoccTaHOBeHUsT - INACTIVE, 9TOOBI OTKIIOYUTH BCE WHIIEKCHI,
IIepBUYHbBIC, YHUKAJbHBIC U BHEITHUE KJI04YH. Ecim ecth orpannyienuss CHECK, 3aBucsmue oT
HEe BKJIIOUYEHHBIX TaHHBIX, BO3MOYXKHO, TOTpedyeTcst TakxKe yKa3aTh ommuio -NO_VALIDITY.

3amMeuyaHud

PesepBroe KonupoBanune MOXKeT ObITH BBLIIOJHEHO B JIIOOOII MOMEHT, BO BpeMsl PabOTHI 1I0JIL30BaTe el
¢ 6a30it JAHHBIX. DTy OMEPAIUNIO MOXKHO U HY?KHO ABTOMATH3UPOBATH, CJIC/IAB PE3EPBHOE KONIMPOBAHUE PEry-
JIIDHBIM. Be3 pe3epBHBIX KONMIi Bbl PUCKyeTe OCTaTbCsl HU € UeM, ecyii 0a3a JJaHHBIX OKaXKEeTCsl IIOBPEXKIeHa
10 KaKO#-JInb0 IIPUINHE.

Orciofia ke cjejryer, 970 KATerOpHIeCKd HeJIb3sl JeJIaTh Pe3epPBHbIE KOIMUN HA TOT Ke€ CaMBIil JIOTH-
9ecKHuil IUCK, IJle HaXOAuTcs 0a3a MaHHbIX. Elre Jydine JiesaTh pe3epBHbIE KOIIMU HA JPYToil dusmaeckuit
JIACK, TOCKOJIBKY YTEHHe W 3alluch OyJIyT pas3jesieHbl, U 3TO jacT Kak muHumyM 30% yckopenue Iporecca
PE3ePBHOTO KOIIMPOBAHUS.

8.2.5 Boccranosjienne 6a3bl JaHHBIX U3 pe3epBHOII KON

s BoccTaHOBJIeHUsT Oa3bl M3 PE3EPBHON KOIUU JEHCTBYET CJIEyIOIIasi KOMAaH 1A

gbak -C[REATE_DATABASE] [restore ommuu] [o6mme ommumu] <paiin pesepBHOH romumu> <6asa
LaHHHX>

Kurou -C o3nagaeT, 94T0 HEOOXO/IMMO BOCCTAHOBUTDH 0a3y JAHHBIX U3 PE3EPBHOU KOINH, IIyTh K KOTOPOit
yKa3aH Kak <¢pailnm pesepBHOM Kommu>, a PE3yJIbTaThl BOCCTAHOBJIEHHS COXPAHUTH B (Dailil, yKa3aHHBIH Kak
<6asza_ganunx>. Hejmocraromue KaTajoru, ecjii TaKHe UMEKTCs, B IIyTH K dailay OyIyT aBTOMAaTHIECKH
coznanbl. Paitn <6aza_maHHNX> HE JIOJKEH CYIIECTBOBATH, NHAYE IPOU3OMAET OIIMOKA.

BMmecTo janHoil KOMAaHIbI MOXKHO MCIO/Ib30BaTh -R[ECREATE_DATABASE] [0[VERWRITE]] (Boccranas-
suBaer B/l B HOBBIA baiil MM BOCCTAHABIMBAET €€ BMECTO CTAPOI, €CJM UCIOJIL3YeTCs IIapaMerp o) u
-REP[LACE_DATABASE] (Boccranasiusaer B/, 3amensis umeroniyiocs 6a3y JaHHbIX).

gbak -c emp.fbk emp.fdb

Baza emp.fdb Oymer BOoccTaHOBJIEHA U3 pe3epBHOI Komuu emp.fbk. Ilpomecc BoccranoBIeHUs Ga3b
JAHHBIX U3 PE3€PBHOI KOIMH IIPOUCXOIUT CJIEIYIONIAM 00Pa30M:

1. Cepsep cozmaer mycryio 6a3y manubix emp.fdb. ODS 6a3bl JaHHBIX Oy/IET ONPEEsITHCS Bepcueit
cepBepa, a He Bepcueil ghak, T. K. TOJBKO CepBep co3/aer 0a3y JaHHBIX, a gbak mpu restore Bcero
JINIIb ee HAIOJIHSIeT METa/JAaHHBIMU U JIAHHBIMU.
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ITycras Ga3a maHHBIX OyueT cojep:Karh Bce Tabiuipl rdb$ (moka mycreie), u OygeT MMETh psl
mapaMeTpoB, HAIIpUMEp, TaKue KaK pasdMep crpanulibl, forced write u T. 1., KOTOpbIE WU B3ATHI U3
PEe3epBHOI KOIINY, UJIA YCTAHOBJICHBI B KOMaHIHON CTpOKe gbak.

2. Cepsep cunThIBAET MeTaJaHHbIe (OnmucaHus Tab/Iul U UHIEKCOB, IIPOLEyD) U3 PE3ePBHOI KOnuu 1
MMEPEHOCUT X B 0a3y JAHHBIX.

3. CepBep CHUTBIBaCT JaHHbIC U3 pe3epBH01‘/’I KOIIMU 1 IMEePEeHOCUT UX B 6a3y JaHHBbIX.

CepBep cunuThIBaeT OCTaJbHbIE MeTaJIaHHble (TpUrrepsl, rpanTsl, check constraints u T. 1.) u3 pe-
3epBHOM KOIIUU U TEPEHOCHUT UX B 6a3y JIAHHBIX

5. Cepsep cozzaer (akTuBUPYyeT) BCe UHJEKCHI Tabiml] (KOTOpble OblIM AKTUBHBL B MOMEHT CO3/AHHs
Pe3epBHOIT KomuH).

To ecTpb, BoccTaHOBIEHHAST U3 PE3EPBHOI KON 6a3a JAHHBIX OyIeT Ha CaMOM Jejie He KOIHMeil CTapoit
6a3bl, a COBEPITEHHO HOBOM 0a30il JaHHBIX, HAIIOJTHEHHON CTAPBIME JTAHHBIMHU.

[TomumTE, YTO €CIIH BBI JiesIaeTe BOCCTAHOBJICHNE Ha HOBOI BEPCUU CePBEPA, HAIIPUMED, PE3EPBHYIO KOIINIO
nenaimu Ha Pen Baze Tannpix 3.0 (dopmar BII ODS 12.3), a Boccranasiusaere na Pey Baze lanubix
5.0 (dbopmar BIT ODS 13.1), To 6a3a 6yzer co3mana B opmaTe, IOJIEPKUBAEMOM IO yMOIYaHUIO Pes
Bazoit lanubix 5.0, u Pex Baza /lanubix 3.0 ¢ aToit 6a30it paboTaTh HE CMOXKET.

Yzuars Bepcuio ODS noMoxkeT KOMaH1a:

gstat -h <6aza_pmaHHBX>

Pezepsuble KOmIMu TOXKE MMEIOT CBOIT hopMaT, n pe3epBHAS KOMus Oa3bl JAHHBIX, CIE/IAHHAST HAIIPIMED B
Pen Baze dauubix 5.0 yrunuroit gbak 3T0it ke Bepcrun, HE MOXKET ObITh BOCCTAHOBJIEHA yTUJINTON ghak
ot Pex Bazbr Jannbix 3.0.

Teneps nonoapobHee 0OCTAHOBUMCH Ha oniusax 6oKama. O HEKOTOPBIX OOINUX ONIUsX (It GIKana u pe-
cropa) : -crypt, -keyholder , -keyname, -d[irect _io|, -fe[tch password]|, -ig[nore|, -m|eta_datal, -skip _d[atal,
-include| _data]|, -v[erify|, -verbi[nt], -y y:ke muia peus B npenpiaymeM pasgeie. O IONOIHUTENBHBIX Mapa-
MeTpax restore pacckasaHO HUZKe.

-R[ECREATE_DATABASE] [O[VERWRITE]]

Bocemanosaenue 6 nosyro BJI, npu neobxrodumocmu no3gosss nepezanucams cyuecmsyrouyto BJ1.

Ora KoMaHIa aHagorndHa KoMamnae -C[REATE_DATABASE], KoTopasi BBIIIOJIHSAET BOCCTAHOBJICHIE
6a3bl JaHHbIX B HOBBIN daitr. Ho ecin ykazauubiil daitsr yKe cymiecTByeT, Oy/JIeT BbIIAHO CO00-
meHue o6 ommoxKe.

N36exkaTh Takyoo omuOKy moMoxKer omrus o [verwrite] . B rakom cityuae daiin ¢ cymecTByromeit
6a30il TaHHBIX OYJEeT MOJIYa YIAAJ€H U BMECTO HEro CO3/aH HOBBIM C TeM K€ UMEHEM. DTOrO J0-
IIyCKATh HEJIb3sI, IOTOMY UTO [0 PA3HBIM IPAYAHAM BOCCTAHOBJICHUE M3 PE3EPBHOI KON MOYXKET
HE COCTOSATHCs, U TOTJA BBl OCTAHETECH O€3 OPUIMHAJBHOM 0a3bl JAHHBIX U C HEBOCCTAHOBUMOIL
pe3epBHOIT Kouueii.

Ecau BbI 3aMeHmTE OTKPBITYIO M pabOTAIONTyI0 6a3y JaHHBIX, €CTh OOJIBbINAasg BEPOSTHOCTH, ITO
BBI ee ucrioprure. st TOCTHKEHNsT HAMIYYIINX PE3Y/IbTATOB U MUHUMAJILHON BEPOSTHOCTHU II0-
BpeXK/JIeHUsT 6a3bl TAHHBIX CJIEJYyeT 3aKPBLITh ee Iepej 3aMeHoit. UTobbl 3aKpbITh 6a3y JaHHBIX,
ncrnosp3yiire gfix cieayonmm odpa3oMm:

gfix -shut -tran 60 employee.fdb

B npuBesnennoM Brlllle IpuMepe IPEJOTBPAINAETCS 3aIyCK JII000i HOBOI TPAH3AKITHH, UTO IIPEJIOT-
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BpAIIAET BBIMIOJTHEHNE HOBBIX 3aIIPOCOB MJIM HOBBIX CEAHCOB MOJKIIOUEHHS K 6a3e JanHbixX. [Ipex-
Jle 1eM 3aBepIIuTh paboTy 6a3bl maHHbIX, gfix OynaeT KaaTh 10 60 ceKyHJ|, IOKa BCe BBILAYT U3
CHCTEMBI W 3aBEPIIUTCS BCE TEKYyINUe TpaH3akiuu. Kcim kakme-aubo JIuTebHbIE TPAHIAKITII
He 3aBepmiarcd 1o ucredennn 60 ceKymH, BpeMsi 3aBepIlleHns PabOTHl UCTEYET, a 0a3a JAHHBIX
OCTaHEeTCs OTKPBITOI.

Mpbr HacCTOATETHHO HE PEKOMEHIyeM WCIOJh30BaTh KOMaHIy -rl[ecreate_database]
o[verwrite] c meyibio M30eXKAHMS ITOTEPU JIAHHBIX.

DTOT KJIOY HAMEPEHHO COKPAINEH JI0 -T, YTOOBI HE JONYCTUTH, 9TOObI HUYEro He I0[03peBa-
folue aJIMIHICTPATOPHI 0a3 JAaHHBIX [TEPE3AIIUCAJIA CYIIECTBYIONYIO 6a3y MaHHBIX, JyMasl, YTO
-r OBLI COKpaIlleH OT -restore. B bojtee crapbix Bepcusix -r (DaKTUYECKH ObLT abOpeBuaTypoit
-REP [LACE_DATABASE] u jsiesiajl BOCCTAHOBJICHHE IIyTEM CHAdYaja YIAJE€HUs CyIIeCTBYOMel 0a3bl
JIAHHBIX, & 3aTe€M €€ BOCCO3JIaHNs 13 Pe3ePBHON KOIUH.

UcnonwzoBanne -r[ecreate_database] ol[verwrite] dakTudyeckn aHAJIOIMIHO WCIIOTH30BA-
nuto -rep[lace_database].

-REP [LACE_DATABASE]

Boccmanosaenue 8 6a3y 0anHbix, NO360AAA NEPEZANUCAMD CYULLCMBYIOWYI0 643y 0aHHbBLT.

Ecin 6aza JaHHBIX y2Ke CYIIECTBYET, TO OHA OyJeT y/aJjieHa Iepeji BOCCTAHOBJIEHUEM. DTOTO J10-
IIyCKaThb HEJIb3d, IOTOMY YTO II0 Pa3HBIM IIPUYUHAM BOCCTAHOBJICHHUE U3 PE3E€PBHOI KOIIMU MOXKET
HE COCTOSTHCs, U TOTJA BBl OCTAHETECh O€3 OPUTMHAJBHOM 0a3bl JAHHBIX U C HEBOCCTAHOBUMOI
Pe3epBHOIT KoIueli.

KOM&H,IL& -rep MNOJIHOCTHhIO aHaJIOrMIHa -¥ O.

MBI HACTOSITEIHHO HE PEKOMEH/ IyeM MCIIOIb30BATH KOMAHLY -Irep C Ie/IbI0 N30eKaHus [IOTePU
JTaHHBIX.

-bul[ffers] <n>

Usmenaem pasmep xawa 6a3v. 0aHHDIT.

ITo ymomuanuio ka3 6a3bl JaHHBIX 3ajgaH B daiine kKoudwurypamuu cepsepa (mapamerp
DefaultDbCachePages B firebird.conf), u pasen 2048 crpanui. JT0 3HAYEHNE JEHCTBYET JIsI
Bcex 0a3 JIaHHBIX, y KOTOPBIX pa3Mep K3Illa 3aJlaH HesiBHO. EC/M BBl UCIOJIb3yeTe Ha CepBepe
HECKOJIBKO 0a3 JIaHHBIX, TO MOXKET MOTPeOOBATHCS YKA3aTh I HUX PA3HBI pa3Mep K3IIa, B
3aBUCHUMOCTH OT HA3HAYEHUS ITUX 0a3.

V3HaTH TeKymnuil pa3Mep K3Ia IOMOXKeT KOMaHJa gstat -h <6asa maHHEX>.

ITapameTp -bu <n> TO3BOJISIET TTPU BOCCTAHOBJIEHUHU 0a3bl JAHHBIX 33JaTh WA U3MEHHUTDL 3TOT
pa3mep. K coxkasennio, y gbak MOKHO yKa3aTh 3HadeHIe -bu TobKo bosibiie 0. Eciin BbI 00HApY-
Kun, 910 B O69Kare yxke "3amuro" 3HaveHune kama, To "copocuts" ero mpu restore He MOy IATCS.
g youpanus pasmepa kama B B/l npumercs ncmonp3oBars gfix.

Ecyn pasmep xama Boobie 3anaid B BJI (a B GOJBIIMHCTBE CIy9aeB 9TO HE JEIAIOT), TO STOT
mapaMerp UCIOJIb3yeTCsl OOBIYHO TIPU TIepeHoce Ha3bl JJAHHBIX, HAIIPUMED, CO CTaporo cepBepa Ha
HOBBIH, wym nipu nepenoce B mex iy apxurexktypamu Classic u SuperServer.

OKBHBaJIEHTHO KoMauze gfix -bu <n>.
gstat -h employee.fdb | grep -i buffer # llpoBepuTb Texyuwwil pasMep K3wWa

Page buffers 0

(npomosxeHne Ha cneaytoLleii CTpaHnue)
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(npopmonKeHmne ¢ nNpeabiAyLLel CTPaHULbI)
gbak -c -buffer 200 /backups/employee.fbk employee.fdb

gstat -h employee.fdb | grep -i buffer
Page buffers 200

-fix_fss_d[atal, -fix_fss_m[etadatal]

Hsmenerue nabopa cumeosos Memadarnui (U 0aHHbT)

Onnun -fix_fss_metadata u -fix_fss_data npenHasHadeHb! Jjisl UCIPABJIEHUS HADOPA CHM-
BoJIOB (charset) MeTaganHbIX (M JAHHBIX ), KOTOPbIE ObLIU 3AIIMCAHBI B HEKOPPEKTHON KOJIUPOBKE.
Hampumep, pu pelak TmpoBaHuu MPOIE/LyP WM TPUITEPOB B KOJ MOTJIA IOMACTH KOMMEHTAPUH
WA KOHCTAHTBI B KOJAWPOBKE none, B TO BpeMsd KOI'Jla OHU Ha CaMOM JIeJIe ABJIAIOTCA CUMBOJIAMUA
Windows-1251.

B mrrarHO# cuTyarnyum yKa3blBATh 9TH OMIUE He TPeOyeTcsi, HO €CJIU IPH BOCCTAHOBJIEHHU gbak
BBIBOJAT COODIIEHNE 00 OIIMOKE:

Malformed string

TO HY2KHO NPUHYIUTEIBHO YKA3aTh HY2KHYIO KOIMPOBKY IIPU IOMOINM yKa3aHHbIX omiuii. [locse
sroro B crosibiax Unicode manHbIe OYIyT 3aInCaAHBI KOPPEKTHO.

gbak Tak:ke MOYKET BBLJaBaTh COODOIIEHME:
gbak:Invalid metadata detected. Use -FIX_FSS_METADATA option.

9TO CUTHAJU3UPYeT 00 aHAJOTWYHON CHTyaIuu, U TpedyeT SBHOTO yKa3aHus JAHHOM ONIUU C
HY2KHOHI KOJIMPOBKOIA.

YkazpiBaTh onmuu -fix... MOXKHO TOJIBKO OJUH pa3. Eciu BBl cleitaeTe eme pas
backup/restore sroit ke 6a3bl JAHHLIX C YITUMH OILUIMHU, TO MCXOAHBIE TEKCTHI IIPOIELYD
U TPUTTEPOB OYIyT MCIOPUEHBI.

VKazaHne HEIPABUILHOTO UMEHN HAOOPA CHMBOJIOB MOXKET IIPUBECTU K JIOTMIECKOMY IIOBPEXK/Ie-
HUIO BalllUX JAHHBIX.

He ucmonn3yiite 3Ty onmuio 6€3 T€TKOro MOHMMAHHUS TOTO, UITO OHA JejiaeT. HempaBuabHoe
HCIIOJIb30BaHNUE MOXKET IIOBPEJIUTH Ballld TaHHbIE BMECTO TOr'O, ‘{TO6I)I YTO-TO UCIIPABUTL. BCG—
2 COXpaHsiiiTe KOIUIO MCXOMHON 6a3bl JAHHBIX M €€ PE3EPBHYIO KOIIUIO.

-i[nactivel]

He svinoansamov cosdanue (axmusayuio) undexcos (nocaednssn @asa 60cCmanoAeHus).

ITociie BoccTanoBieHust 6a3bl JAHHLIX BCE MHIEKCHI B HEH OCTAHYTCS OTKJIIOYEHBI (HEAKTUBHBI).
DaKTUYIECKH € TaKoii 6a301i JAHHBIX PAOOTATD HEJIb3s, T. K. IIPU OTKJIIOUYEHHBIX HHJIeKcax Primary
key, Foreign key u Unique BO3MOXKHBI HapyIIE€HUs [EJIOCTHOCTH JAHHBIX B Tabsmuax (ry6sm-
poBaHHWe NEPBUYHBIX KJIIOUe U T. J1.).

JlaHHBII TapaMeTp UMeeT CMBIC/ UCIOJIb30BaTh pa3Be UTO B CHEIU(MUICCKUX MEITX — HAIPUMED,
BOCCTAHOBUTH TOJILKO JIAHHBIE U3 O9KAaIla 38 MAKCUMAJILHO OBICTPOE BpeMsl, UJIU OIPEIEUTh JIJIU-
TEJIbHOCTH CO3/JIAHMsl BCEX MHJIEKCOB (3aMepUTh BpeMs gbak -c, 3aTeM 3aMepuTh BpeMs gbak -c
-1, IIocJIe 9ero BhIYeCTh OJHO BpeMd U3 APYTOoro — MOJIy4YUuTe JJINTEJIbHOCTh AaKTUBAIIUNA BCEX WH-
JIEKCOB), YTOOBI OLPEEIUTh UM TEKYNIYIO IPOM3BOAUTEILHOCTD KATAJIOra temp, Wil CPaBHUTH
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ee C 4dBHO 3aJaHHLIM B KOH(bHpraHHH PpacroJIoZKeHnn temp Ha JpyromM d)I/I3I/I‘{€CKOM JAUCKe.

Ecau BbI BoccTanoBmm 63Karm ¢ ommuei -i, WHAEKCHI MOYKHO aKTHBHPOBATH KOMaHIO#N alter
index <umsa wmHIEKca> active (AJIH KaxKJ10T0 I/IHILGKC&).

-k[i11]

Bocemarnosums 6a3y dannoir 6e3 cozdanua menesuils Konud

OTa omIUs BOCCTAHABIUBAET 0a3y JAHHBIX, HO HE BOCCO3aeT pPaHee CyIeCTBOBABIINE TEHEBBIE
kormu. Ha camom jsejie 3ToT mapamerp He TOJIBKO "He cozgaer" shadow, HO u eme yuassier
CYIIECTBYIOIIME, HAIpUMED B BapuanTe ¢ backup/restore ¢ mpoMeKyTOYHBIM [EPEUMEHOBAHUEM
0a3bl JAHHDIX.

gbak -b -kill /backups/employee.fbk employee.fdb

BrpouewMm, mockoibKy HCIOJIb30BaTh shadow ceffyac HET CMbBIC/IA, TO U apaMeTp -k MOXKHO CUU-
TaTh YCTaPEBIIUM.

OKBuBaJIeHTHO KoMande gfix -kill.

-mo [de] <pexum mocTyma>

Bocemanasausaem 6a3y dannoix 6 pesicume read _write uay read_ only

[ -MO[DE] { READ_ONLY | READ_WRITE } J

ITo ymomganmio pexkxuM G6epercs OT 6a3bl JaHHBIX, J1JIs KOTOPOil Oblila co37aHa pe3epBHAas KOIH.
gbak -b -mode read_only employee.fbk employee.fdb

OkBuBaJIeHTHO KOMaHze gfix -mode read_write/read_only.

DTy ONIMIO HE CJIEYeT MyTaTh C PEXKMMOM DPEILINKU, HACTPOECHHBIM ¢ ToMoIbio ~REPLICA.
Hamnpumep, 6a3a maHHBIX, co3gaHHass ¢ mapameTpom -REPLICA READ_ONLY, mo-mipeskKHeMY
JIOCTYIIHA JIJIs 3AIIACU IIPU MOJKJIIOUEHNN PEITUKATOpa, & 0a3a JAHHBIX, CO3JIaHHAs C ITapa-
MerpoM -MODE READ_ONLY, BoObOIIle He JOCTYITHA JIJIsT 3AIUCH.

-nlo_validity]

Omxarowaem oepanuvenus CHECK

Ota ommusa aHajgornvna -i[nactivel, 3a MCKIIOYEHNEM TOTO, UYTO OHA OTKJIIOIACT OTPAHUTICHUS
CHECK B BOCTaHaBJIMBAEMOI 6a3e JaHHBIX.

-o[ne_at_a_timel

Hodmeepoicdams mpan3axyur0 nocae 80CCMAMOBAECHUA KANHCOOT MAOAULDL.

OTa oK BOCCTAHABIMBAET JAHHBIE TOTAOINTHO, UCITOIB3YST TPAH3AKITAIO IS KaXK a0 TabIu-
upl. OHa MOXKeT OBITH II0JIE3HA, €CJIM IPEIbIAYINee BOCCTAHOBJIEHHE HE YIAJI0Ch M3-38 OIIUOOK
JaHHbIX. OOBIYHO BOCCTAHOBJIEHNE BBINIOJIHSIETCS 32 OJHY TPAH3AKIUIO C OJHUM KOMMHUTOM B KOH-
Ile BOCCTAHOBJEHUs. EC/IM BOCCTAHOBJIEHUE 1O KAKOW-IMOO NMPUYNHE MTPEPHIBAETCs, KOHEUHBIM
pe3yJIbTaTOM siBJisieTcs Iycrast 6a3a maHHbIX. C ommumeit -o[ne_at_a_time] 3amyckaercsi TpaH-
BaKIUs 11T KayK 0 TaOINIIBI U ITOCJIe BOCCTAHOBJICHUST KaXKI0N TaOIUIBI BBITOTHSIETCST KOMMUT.
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-plage_size] <pasmep cTpanu>

IHozsoasem 3adamov 1o pasmep CMparuys, 6a3v. OAGHHBIT.

Ilo ymosruanuio 6a3a JTaHHBIX BOCCTAHABJINBAETCS C TEM K€ Pa3MEPOM CTPAHHUIIBI Oa3bl JAHHBIX,
9TO M UCXOAHAsI 6a3a JAaHHBIX (Kak 3amucaHo B dafise pesepBHON Komun).

ITocmoTpeTs pasmep cTpaHUIlBI 6a3bl JAHHBIX MOYKHO C IIOMOINBIO KOMAH/IbI gstat -h.

gstat -h employee | grep -i "page size"
Page size 4096

gbak -b -page_size 8192 /backups/employee.fbk employee.fdb

gstat -h employee | grep -i "page size"
Page size 8192

CriesiaTh pecTop ¢ mapaMeTpoM -p - 9TO €JIMHCTBEHHBIH CII0CO0, KOTOPBIM MOYKHO U3MEHUTH Pa3-
Mep CTpaHUIbl 0a3bl JAHHBIX. B 3aBUCHMOCTH OT BEPCUU JIOMYCTUMBIE pasmepnl crpanunir: 1024,
2048, 4096, 8192, 16384 u 32768 6aiit. Eciin y 6a3b1 manubix pa3zmep crpanunsl 1024 man 2048
GailT — pekoMeH ryeTcsi ciesiaTb backup u restore ¢ ykazanmem pasmepa crpanuibl 4096, 8192
uin 16384 Gaiir (eciu Bala Bepcus cepBepa MoepKuBaeT crpanuisl B 16x). Ilotomy uro ga-
Ke HeDOJIbIIe 0a3bl JAHHBIX C TAKUM HEOOJIBINNM pa3MepOM CTPAHUIIBI UMEIOT SIBHO XYIIIYIO
MIPOU3BOIUTEILHOCTD, UYeM 0a3bl O cTpaHureit 4 KuaobaiTa U BbIIIE.

-par[allel] <n>

Koauvwecmso nomoxos, ucnosb3yemuvir O0NA BOCCTNAMOBACHUA U3 pesepeﬁoﬂ ronuu.

Pen Baza Janubix (mauunas ¢ Bepcun 3.0) HOIIEPKUBACT MHOIOIOTOYHBI restore. OH mokazas
cebst 10 2-X pa3 ObICTpee OOBITHOIO PECTOpa B OJWH TOTOK. PeasibHOE YCKOpEHHE 3aBUCUT OT
IIPOIIECCOPa, JINCKOBON TIOJICUCTEMBI U CTPYKTYPBHI 0a3bl JIAHHBIX.

ITo ymosraanuio ucnosb3yercs onua noToK. Ho mirs pectopa 9TO He WAEHTHYIHO SBHOMY YKA3AHIIO
-PARALLEL 1.

15t BKIIIOYeHns! pacliapaJsilesinBaHus B gbak MOsIBUJIACH OIIUS -par <n>:
gbak -c backup database -par 8 ...

a Tak»Ke JBa mmapamerpa KoHdurypanuu ParallelWorkers u MaxParallelWorkers.

Jis pectopa mapaJsuiesibHas 00pabOTKa peau30BaHa TOJBKO MPU MOCTPOEHUN MHJIeKCcoB. [Ipum
9TOM BHYTPH sijipa co3jaiorcss N HmOTOKOB, ryie N - jubo 3HadeHwe, HepeaHHoe u3 gbak, Jm-
60 3Havenne napamerpa koudura ParallelWorkers (eciu 1pu pecrope He 3ajaH KJrod -PAR).
N joikeH ObITh MeHbIIE 3HaYeHHs HapaMerpa Koudurypanuu MaxParallelWorkers (Makcu-
MaJIbHOE JIOIyCTHMOe 3Hadenue - 64), nHade oneparys 3aBepriurcs ¢ omm6koii. Ilo ymonrganuio
MaxParallelWorkers = 1, T.e. napaJjulejIbHOE CO3/JaHUEe MHJECKCOB OTKJIIOYEHO JIaXKe €CJIUd B pe-
cTope 3ajaH K04 -PAR.

[TapansesbHble TOTOKH OJHOBPEMEHHO YUTAIOT TADJIAILy U COPTUPYIOT €€ 3aIlUCH. 3aTeM OJUH
OCHOBHOH IOTOK CTPOUT JiepeBo copTupoBku (B-+tree) u coznaér uniekc.

T.x. npu mapajuieJIbHOM CO3J@HMKM WHJIEKCOB pabovne IOTOKU BHYTPH SApa CO3IA0T COD-
CTBEHHBbIE MOJK/IIOYEHUs K 0a3e, oHA HE MOXKET OLITb BOCCTAHOBJEHA B pexknMe single
shutdown kak 310 ObLIO panbIiie. [[o3TOMy IpU HWCIIOIHL30BAHWN ONIMKM -Par MPU PECTOpE
6aza co3maércsa B pexkuMe multi shutdown, T.e. B mpoIitecce pecTopa K Heil MOXKeT IIOIKJIIO-
ynThbcd SYSDBA mum BjiaJiesien] 6a3bl U CeJIaTh ¢ Heil 4TO XO4erT.
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-replica

Hacmpaueaem PEHCUM PDENAUKU 60CCMANHABAUBAEMOT 0a3bL DAHHDIT.

[ -REPLICA { NONE | READ_ONLY | READ_WRITE } J

Pexxum permmku 6a3br JaHHBIX XpaHuTcs B daitie pe3epsBHoil komuu. [Ipn BoccTanoBeHun mo
YMOJTIAHUIO ITOT PEXKUM PEIIUKY YCTAHABIUBAETCS JIJIsi BHOBH CO3/IAHHOIM 6a3bl TAHHDIX.

Ommus -REPLICA IBHO yCTAHABJIMBAET PEXKUM PEILIUKHU, EePeOoIpeelisis 3HAYCHNe, YHACTIEI0-
BaHHOe OT pesepsHOil Kouuu. Hanpumep, 3uadenue NONE cuestaer 6a3y JAQHHBIX OCHOBHON (min
006bruHOii ), READ_ONLY nomevaer 6a3y JaHHBIX KaK PEIUIMKY, JOCTYIHYIO TOJIBKO JIJIs YTEHUs, a
READ_WRITE — Kak PeIUIUKY JJIsi YTeHUsI /3aluCH.

ITocste BoccTaHOBJIEHMSI DEXKMM PEIVIMKHM 0a3bl JIAHHBIX MOYKHO M3MEHUTH C IoMoIipio gfix
-replica { NONE | READ_ONLY | READ_WRITE } <6asa maHHHX>.

-use_[all_space]

Maxcumarvro 3anoansmo cmparuys, danmvix (das read-only 6a3).

ITo ymosruanuio 6a3bl manubix Pen Baser JJannabix pesepsupyior npumepno 30% mnpocTpancrsa
Ha CTPAaHUIAX JAHHBIX, JIJI PA3MEIIeHUsl BepCHil pu OyAyIuX BCTABKAaX, YJIAJEHUSIX W O0-
HoBjlenusx 3amuceit. Eciu npejnosiaraercs 3anuch 0a3bl JAHHBIX HA JUCK, TO Jiydine 0a3y JaH-
HBIX HECKOJIbKO "Ckarh', ykas3aB mapamerp -use_ npu restore (ogHOBpeMeHHO yka3as -mode
read_only).

OkBuBaJIeHTHO KoMaH e gfix -use full. O6parHast KOMaHa (CHATHE PEKIMA MaKCHMAJILHOTO
3anosiHenus crpanun) — gfix -use reserve.

3amMeyaHud

Boccranosienne (HampuMmep, MPOBEPOYHOE) HA TOT YK€ CAMBIH JMCK, TJI€ HAXOMUTCS Pe3epBHAsI KOS,
He Tak OIaCHO, KaK B ciaydae backup (kKorma cBoGOIHOE MECTO MOKET KOHUATHCS, U PE3EePBHAsT KOIUs Oy1eT
HEIOJIHOM, 1@ eme u 6a3a JAHHBIX MOXKET ObITh moBpexkieHa). Ho pasymeercs mmeer Te Ke caMmble IIPO-
6JIeMBI C TIPOM3BOIUTEIFHOCTHIO, KOT/Ia BOCCTAHOBJICHUE MTPOBOJIUTCS HA TOT YKe CaMbIil (pU3UIeCKuUil JTucK
(moouepe iHbIe UTEHNE U 3AIKCH C PA3HBIX YYACTKOB JucKa). [loaroMy npu BoccraHoBIeHUH 6a3bl JAHHBIX U3
DPEe3eBHOI KON PEKOMEHIYETCsI HCIIOIb30BATh Pa3Hble (hU3NIEeCKUE TUCKU.

8.2.6 Pabora ¢ GBAK uepe3 Services API

Kak y:xe Ob1710 cKa3aHo, gbak - 9T0 mporpamMma, KOTopast caMa BBIITOJIHIET KOMAH/Ly Pe3€PBHOIO KOIIU-
poBanus, "mpokauyuBas" ganmbie Yepes cebst. Ho yruimra Moxer paboTaTh U B JPYTOM PEXKUME, UCIOJIb3YsT
Services API jijist BBITIOSTHEHUST CEPBEPOM 110 KOMAaH/IE JeHCTBHI, AaHAJOIMIHBIX gbak. YTuimra gbak, HCIOJIb-
syromas Services API, ornpasiisier cepsepy KOMaHIy, a cepBep ee BBIIOJIHseT caM (TO ecTh He gbak, a cam
cepBep GyJIeT BBINOJIHSTL PE3EPBHOE KOMUPOBaHue). B 9ToM cirydae mporpaMma, OTJABINAsT KOMaHLY, MOXKET
[TOJIy9aTh JIOT BBIIIOJIHEHUsI OT CEpBEpa U BBIIABATH BCE, YTO COODIIUT O mpoIecce cepep. dTobbl BKIOUATH
pabory gbak B 9TOM peKHMMe, HCIIOJIb3yiTe ONINIO -Se:

gbak -b -g -se server:service_mgr c:\db\e.fdb d:\bak\e.fbk ...

gbak -c -se server:service_mgr d:\e.fbk c:\db\e.fdb
server — uMs KOMIbIOTepa, e Haxoaurcst cepBep Pen Basel JlaHHBIX (eciu Ha 9TOM Ke, TO MOXKHO

yKazaTh localhost). server MOXKHO HE YKa3blBaTh, €CJu cepBep "JIOKaJbHBIN", 1 paboraer JIOKAJIbHBII
MIPOTOKOJ:
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gbak -b -g -se service_mgr c:\db\e.fdb d:\bak\e.fbk ...

service_mgr — mms unTepdeiica Services API, ono obsizaresbHO, HEM3MEHHO, U TIOKA TOJBKO OJTHO
(MOxKeT ObITh B JAJLHEHIIEM IOSIBUTCS YTO-TO €IIE).

ITockosibKy He gbak, a caMm cepBep Telepb BBINOJHIET PE3EPBHOE KOIMPOBAHUE, TO €CTh HECKOJIBKO
TpebOBaHMIA:

[ IIyTn K 6a3aM (I/IJII/I aJ_H/IaCbI) JOJIZKHBI 6bITb yKaSaHbI TOJIBKO CepBeprIe7 KaK JIJId 6&3])1 TaK 1 JIJId
daiisa pe3epBHOIl KON,

e UMsd CepBepa K MMeHM 0a3bl JAHHBIX JT00ABJIATh HE HYKHO, T. K. OHO yKe JIOJDKHO OBITh YKAa3aHO
KaK OIS KOMaHJIbl -Se.

e y cepBepa JOKHBI OBITH IIpaBa Ha 3aIliCh TY/Ia, Kyda coxpaHseTcs pedepHas komus. Ha Windows
cepBep 10 YMOJTYAHUIO CTApTyeT 1o yueTHoil 3ammchbio LocalSystem, Kkoropast He uMeer u He MO-
JKET MMETh [IPAB Ha BHEIIHUE PECypPChl (HalpuMep, MapeHHble nanku). [109ToMy, ecim Bbl XOTUTE
coxpaHsiTh pe3epBHble Kommu B/l Ha apyroit KOMIBIOTED Cpa3y, a He IIyTeM KOIMUPOBAHUS IIOJIY-
quBIIerocs Ha cepsepe daitia backup — myxkHo cozgars nosb3osarens (Hanpumep, reddatabase),
JIaTh 9TOMY TIOJIL30BATEJIO IPABa Ha MAIKH YCTAHOBKHU CePBEpa, MAIKHU ¢ 6a3aMy JJAHHBIX U TAIKH C
pPe3epBHBIMU KOIUSIMH, U 3aT€M OCTAHOBUTDL CEPBEP U 3aIlyCTUTD €ro yKa3aB B IapaMeTpax CepBUCa
HOBOE MMl II0JIb30BATEIS.

ITo pesynbratam TecTUpoBaHUsl pe3epBHOe KommpoBaHue depe3 Services APl smisiercss cambiM ObICT-
PBIM, [I0 CPABHEHHUIO € JIOKAJILHBIM [IPOTOKOJIOM WK tep/ip (pesyiabrarsl TecrupoBanus). OqHaKo, eciu
moTpebyeTcst IPEeKPaTuTh mporece backup man restore, To:

e it gbak -b/-C JOCTATOYHO IPUHYIUTEIHLHO CHATH (3aBepLHI/ITb) npoiiecc gbak.exe, mjim ec-
Jin OH 3amyineH mHTepakTuBHO, HaxkaTh B okHe cmd Ctrl-C. ITockonasky backup mmm restore
BBIIIOJIHSIETCS HE CEPBEPOM, a YTUJIUTOH gbak, 3TOT mporecc OymeT MpeKpaIeH.

e 1151 backup u restore, BomosHseMbix depe3 Services API, 370 BO3MOXKHO TOJBKO OCTAHOBKOI
cepBepa, T. K. IMEHHO OH BBIIIOJIHSIET 3TOT IIPOLECC.

8.3 Yruiura NBACKUP

Nbackup 1O3BOJISIET CO3/IaBaTh PE3ePBHBIE KOIUU M BOCCTAHABJIMBATL U3 PE3EPBHBIX KOIHUH Tak XKe,
Kak gbak, U JIONOJHATEIHHO HO3BOJISIET CO3/[aBaTh MHKPEMEHTHbIE KON W BOCCTAHABIUBATL U3 HUX B/I.
WMukpemenTHas pe3epBHAST KONMA COIAEPXKUAT TOJBKO NU3MEHEHHS CO BPEMEHU CO3/IaHUs OIIPEJIEJIEHHOM, panee
CO3/IaHHOI pEe3epBHOI KOIINU.

Bropoe masnauenne Nbackup — 6s0kupoBaTh daiin 6a3el JaHHLIX. Takum obpasom, Ber mocie sToro
CMOXKETEe CAMM CO3/IaBaTh OOBIYHBIE KON WJIN PE3EPBHBbIE KOIMH C IIOMOIIBIO YTU/IUT 0 BamreMmy BbIOODY.
B srom pexkume Nbackup HUYEro He PE3EPBUPYET, & JIAIIb CO3/AET ITOAXOISAIIIE yCJIOBUs, YTOOBI Bbl Moryn
6e3 Kakux Obl TO HU OBLIO MTPOOJIEM CO3/IaBATH PE3EPBHBIE KOIIUH.

Tabauna 8.8 — Onnuu ocHOBHBIX 3a1a49 yTuiinTbl NBACKUP

Omus Omnucanue

-L(0CK) <6asa maHHHX> Biokuposka 6a3bl JAHHBIX I PE3EPBUPOBAHUSI. DTO O3HA-
YaeT, YTO OCHOBHOI baits 6a3bl JaHHBIX BPEMEHHO 3aMOpa-
JKUBaeTCsl ¢ BO3BMOXKHOCTBIO BHeceHusi u3Mmenenuii. Kak u B
pPeXKMMe pe3epBUPOBAHUS, M3MEHEHUsT (PUKCUPYIOTCS BO Bpe-
MeHHOM aiijie e/ TbThI.

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Onus

Ormnucanue

-UN(LOCK) <6a3a mamHHX>

PasbnokupoBka panee 3a0/IOKMPOBaHHON 0a3bl JTAHHBIX.
Cuadajia onpejiesisieTcsi HaJudue JIIOObIX M3MEHEHW ¢ MO-
MeHTa OJIOKUPOBaHMA Oa3bl JAHHBIX U MTPOU3BOIUTCS 00bETH-
HeHre BpeMeHHOTO (haiiyia J1eJIbThl U OCHOBHOTO (haiiia 6a3bl
nmanHbIX. [Tocse aToro 6a3a JaHHBIX IEPEBOIUTCS B HOPMAJIb-
HBIH PEXKUM UTEHHUsI /3aIIUCH, & BPEMEHHBIN (pailyl yuaJisercs.

-F(IXUP) <6aza IDaHHHX>

PazbiokupoBka 6a3bl JJAHHBIX [IOCJIE CAMOCTOSATEIBHOTO BOC-
CTaHOBJICHUS U3 OJIOKMPOBAHHON pe3epBHOiT Konmu. Tak Kak
KOIHsI OJIOKMPOBAHHON 0a3bl JJAHHBIX SIBJISETCS TakK ke OJIo-
KHPOBAHHOM, MOITOMY HE TOJIYYUTCS HUCHOJB30BATH KOIUIO
Kak pabouyio 6a3y maHubix. [losTomy, ecan mcxomnast 6a3a
JIAHHBIX TIOBPEXKJIEHA UJIH YTEPSHA, TO HYKHO BOCCTAHOBUTH-
/PasapxuBUPOBATH,/CKOIMPOBATh 06a3y JAHHBIX M3 KOIMU U
pa36JIoKpoBaTh ee ¢ napamerpom -F (1o e -UN).

-B(ACKUP) <ypoBeHb>|<GUID> <6asza
IauHbX> [<pesepBHuI daitn>]

CoznaHne pe3epBHOI KOINUK BCeli Oa3bl JaHHBIX WJIM UHKPE-
MEHTHBIX PEe3ePBHBIX KOIHil. BMecTo ypoBHSI HHKpEMEHTHOI
pe3epBHOIT Koruu MOXKHO ykKaszatb GUID 63kama u3 Tabim-
bl B RDB$BACKUP_HISTORY. On dopMupyeTcs mpu KaxK oM
Ookame. B sToM ciiyuae MHKpPEMEHTHBIN O9Kam MOXKHO Je-
JIATH OTHOCHUTEJILHO JII060I Kouuu (& He TOJIBKO OTHOCHUTEJIb-
HO TIpeJIBLIYTIero ypoBsHst)©

-R(ESTORE) <6a3a mamHbx> [<pesepBHbll
daitn 0> [<pezsepsHbil daitm 1>...]]

Boccranosiienne u3 pesepBHON Kommm Bcero daiina 0a3bl
JIAHHBIX WU U3 WHKPEMEHTHBIX PE3ePBHBIX KOIUI

-SEQ [UENCE]

Coxpansier cymecrByformuit GUID u mocJieI0BaTeIbHOCTh pe-
IIINKAII HCXO,ZLHOfI 6&3]31 JaHHBIX (B IIPOTUBHOM CJIyda€ OHI
C6paCI>IBaIOTCH). DTa OmIys JIOJKHA WCHOJb30BATHCS IPU
CO3/IaHUN DPEIJINKU, I{TO6IDI ACHHXPOHHad PpellJInKalusa MOI-
JIa 6I)ITB aBTOMaTHY€CKU IIPOJOJIZKeHa C TOr'O MOMEHTa, KO-
rIa OBLIO BBIMOJHEHO (PU3MYECKOE PE3epPBHOE KOMUPOBAHUE
Ha OCHOBHOI Oasze

Tabauna 8.9 — Cuenuasnbable onnuu yTuauTbl NBACKUP

Ormus

Onucanue

-D(IRECT) [ON | OFF] Bkioyaer/Boikiniogaer HeOyhepu3oBaHHbINA BBOJ/BbIBO pu areHuu BJ1

-I(NPLACE) BoccranaBiuBaeT HHKPEMEHTHYIO KOIHUIO B CYIECTBYIONIYIO 6a3y JTaHHBIX

7

Onmust -1 MoxkeT OBpeauTh 6a3y JAHHBIX, €CJIM OHA ObLIa M3MEHEHA
CO BPEMEHU IIPEBIIYIIEro BOCCTAHOBIeHsI. Kpome Toro, sTa omrumst
II0CJIe BOCCTAHOBJIEHUSI MHKPEMEHTHOTO Oskamna nepeBoaut Bl B
pexkuM "TOJIbKO st uTeHus".

-S(IZE) BrIBeCTH KOJIMYECTBO CTPAHUI] B 6aze 1mocie 60KupoBKa BJIS.

-DE(COMPRESS) <xomauma> |Komanma s pa3apxuBupoBaHusi 63Kalia BO BpeMsl BoccTaHOBJieHus. Cum-
BOJI @ B KOMaH/JIe COOTBETCTBYET (hailiy 6IKama.

6 GUID 6a3b1 aHHBIX MOYKHO y3HATH M3 BBIBOJA YTHJINTHI gstat ¢ mapaMerpom -h

7 PaBoraer TOJIBKO ¢ ONIuel -R
8 PaBoraer TolbKo ¢ ornnueit -L(0CK)
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Tabmuna 8.10 — O6uue omruu yruauTbl NBACKUP

Onus Ormnucanue

-NOD (BTRIGGERS) He 3amyckath Tpurrepb! 6a3bl JaHHBIX

-U(SER) <uMsa IONBL30BATENS> Nms nonb3oBaTeist

-P(ASSWORD) <mapoib NIOIb30BATENT> [Taposs nonb3oBaTess

-RO(LE) <poms> Posb monb3oBarens

-FETCH_PASSWORD <daiin> CunrbiBaeT maposb u3 daitia

-Z Brimaer Bepcuio CYB/]

-CLEAN_HISTORY Ouncrurs Tabauiyy RDBSHISTORY

-KEEP_DAYS <umcmo> Ormpenenser CKOJIbLKO JHel, HaUMHAas C CErOJHSIIHErO IHs,
JIOJIPKHO XPAHUTHCHA B UCTOPUH

-KEEP_ROWS <uucmo> OrpeiesisieT CKOIBKO 3aITUCEl JIOJIKHO XPAHUTHCS B UCTOPUI

8.3.1 Co3panme pe3epBHOIT KONINMN Bceil 0a3bl JAHHBIX

Nbackup MoxkeT pabOTaTh ¢ aKTUBHON 623011 JAHHBIX, HE MeIlas MOAKTI0YEHHBIM K HEll TT0JIb30BATEISIM.
Coznannas pe3epBHas KOs 0a3bl JJAHHBIX BCerga OymeT oToOparkaTh COCTOSTHUE 0a3bl JAHHBIX HA MOMEHT
HayYaJla CO3/IaHUs PE3ePBHOI KOIIUH.

CunTakcuc nbackup Jjist CO3/1aHUsT PE3EPBHOM Kouu Beeil 0a3bl JAHHBIX:

nbackup [-U <mompzoBaTems> -P <mapoms> [-RO <poms>]] -B 0 <6asa_nmaHHEX>
[<peszepBuuii_daitn>]

Hanpumep:

nbackup -user testuser -password pass -role rdb$admin -b O base.fdb
base_10_04_17 .nbk

MM mosrp30BaTe s U IapoJib MOXKHO HE YKa3bIBaTh, €CJIM B CUCTEME YCTAHOBJIEHBI KOHTEKCTHBIE IIepe-
mennble ISC_USER u ISC_PASSWORD. A Tak»ke ecjii HCIIOJIb3yeTCsl JOBepUTebHas ayTeHTrdukanust Windows
(Win_Sspi) uawm nosepennas uepes mexanusm GSSAPI (gss), u mosb3oBaTesib CUCTEMbI, OT UMEHHA KOTOPOTO
zamyckaercsa yruinra [SQL, siBiisiercst 9ieHOM TPYIIIbI 8 IMIHACTPATOPOB.

Heobsizaresibablil Iepek/rodare/ib ~role 3a1aéT UMsl pOJIH, [IPaBa KOTOPOH OYIyT YUUTHIBATHCSA IIPHU
BBITIOJTHEHUN KAKUX-JIM00 fmeicTBuil yruinthl. [loaTOMYy ecu mosib30BaTe/ b HE YKA3BIBAET POJIb, TO OH II0-
JIygaeT mpaBa TOJIBKO TeX PoJieil, KoTopble eMy HazHadeHbl ¢ DEFAULT. Hampumep, eciin B KOMAaH[€ BBIIIE
HE yKa3aThb POJIb I0JIb30BaTels (IpeanoioKuM poib rdb$admin we 6puia Hasuadena emy ¢ DEFAULT), To
BBIJIACTCS coolIIeHue ob omuodKe:

-ALTER DATABASE failed

-no permission for ALTER access to DATABASE

YpoBenb pesepBHOit Koruu () O3HAYAET CO3/IaHUE PE3EPBHOI KOIUHU Bceil 0a3bl JAHHBIX. Y POBHHU pe-
3€PBHBIX KOMUil 6oJibie () UCIOJIB3YIOTCS JJIst CO3/IaHNsl NHKPEMEHTHBIX PE3€PBHBIX KOIIWIA.

Bumecto nvenn daiisia 6a3bl JaHHBIX MOXKHO yKasaTh ncenoHuM (alias, u3 daitia databases. conf).

Bwmecro nmenn daiina pesepBHO KoMK MOXKHO yKas3aTh stdout. DTO mepeHanpaBuT Pe3epBHYIO KO-
[IMI0 B CTAHJAPTHBIA IIOTOK BBIBOJA, OTKY/d BBl CMOXKeTe IlepeHalpaBUTh ee, HAIPUMEDP, Ha JIEHTOYHBIH
HAKOIUTEeJb UJIN Ha BXOJ YTUJINTHI JIJId C2KaTUA IOJIydaeMOil pe3epBHOIT KOIIUN.
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8.3.2 BoccranoBjieHne u3 pe3epBHOiI Konmuu Bcero aiijia 6a3bl
JaHHBIX

PezepBras komust Beeit 6a3bl JaHHBIX BOCCTAHABINBACTCH CJIEAYIOMIAM 00Pa30M:

nbackup [-U <mompzoBaTems> -P <mapoms> [-RO <pomp>]] -R <6azsa_naHHHX>
[<pezepsHbi_daitn>]

Hampumep:
nbackup -user sysdba -password masterkey -r base.fdb base_10_04_17.nbk

VpoBeHb He yKa3bIBaeTCs Ipu BoccTaHopsenun. [lapamerp -R /10/2keH ObITh YKA3aH [TOCJIEITHUAM.

Eciu ykazanHas 6a3a JAHHBIX y2Ke CYIIECTBYET M HET aKTUBHBIX COEIUHEHUil, OHA Oy/eT Iepe3anncana
6e3 npexynpexaenus! Eciu ecTh aKTUBHBIE COEIUHEHNS, BOCCTAHOBJIEHUE HE COCTOUTCS, U BbI
moJryanTe coobierne o6 ormmoke.

8.3.3 Co3panme MHKPEMEHTHBIX pPe3epPBHBLIX KOMUit

NukpemenTHast pesepBHasi Komus 6a3bl JAHHBIX COAEPXKUT TOJHBKO U3MEHEHUS C MOMEHTa CO3IAHUSI
ocsieiaelt pesepBHOit Konuu. CyIecTByeT IBa MOIX0Aa K CO3/IaHNs NHKPEMEHTHON pPe3epPBHOI KOIWH:

e Ilo ypoHio pesepBHOii Kormu (Gosbrie 0);

e C nomompio GUID mocseHel co3IaHHON pe3epBHOI KO 0a3bl JJaHHBIX.

Co3tanre HHKPEMEHTHBIX PE3EPBHBIX KON JijisT MHOTOMAMIOBBIX 6a3 JTAHHBIX €Ile He
IOJIJIEP2KUBAETCS.

MNukpemenTHas pe3epBHas Konus ypoBHA N COIEPXKUT n3MeHEHUs 0a3bl JJAHHBIX C MOMEHTA CO3/IaHUS
rocyesinelt pesepBHoi Kormu yposasg N — 1.

IIpumepnt
Yepes jieHb 110CJI€ CO3IaHUA pe3epBHOI Komuu Beell 6a3bl ganubix (yposHs 0) co3zaercs pe3epBHAas
KOIus ypoBHH 1:

nbackup -B 1 base.fdb base_11_04_17.nbk

OTa pesepBHas KOIus OyJeT comep:KaTh TOJHKO M3MEHEHUsT 0a3bl JAHHBIX 3a MOCIeTHUN eHb. Ecan
qepe3 JiIeHb BHOBb CO3/IATh PE3EPBHYIO KOIUIO YPOBHSA 1:

nbackup -B 1 base.fdb base_12_04_17.nbk

OTa Komus OYJIeT COIepKaTh U3MEHEHUs 32 TOCIeHIE /IBA JTHSI, TO €CTh C MOMEHTA, CO3/IaHus PE3E€PBHOIT
KoMy Beeil 0a3bl JAHHDBIX, & HE TOJIBKO C MOMEHTA CO3/IAHUS MPEIbIAYIIell MHKPEMEHTHO! KONN YPOBHS 1.

Hasiee, npy co3manuy pe3epBHON KOIMU yPOBHS 2 (JIOIYCTUM, B TOT YK€ JIEHb):
nbackup -B 2 base.fdb base_12_04_17_2.nbk

DTa pe3epBHAas KOIHs OYIeT COJepKaTh N3MEHEHUs TOJILKO ¢ MOMEHTa CO3JAHUSI TOCJIeHEl Pe3ePBHOI
Koruu ypoBHg 1 (TO €CTh 32 HECKOJIBKO 9acoB).

CozaTh MHKPEMEHTHYIO PE3ePBHYI0 KOIMIO 6a3bl JIAHHBIX MOYKHO HMCIO/b3yss GUID. Takoii crocob He
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TpebyeT 3HAHUsI YPOBHsI PE3EPBHOI KOIMU JjIsl CO3aHUsI HHKpeMeHTa. Pe3epBHast Konus Oy/eT Cojep:Karh
TOJILKO U3MEHCHUA C MOMEHTA CO3JaHUL IIOC/ICAHE Pe3epBHONI KOIINU.

TMocsie co3manusi pe3epBHON Kommu Beeil 6a3bl faHHBIX (YpOBHsI () MOYXKHO CO3/ATh MHKPEMEHTHYIO
pesepBHyIo Komwmioo. [ljist aTOoro crHadasia HeobxoauMo y3HaTb GUID mociieiHeil pe3epBHOM KOmuu (Database
backup GUID). DTO MOXKHO CJIEJIATh C OMOIIBIO YTUINTH gstat ¢ mapamMeTpoM -h.

Cunraxcuc JJId CO3JaHM A HHerMeHTHOfI pe3epBHOIU/I KoK 0a3nl JaHHBIX:

nbackup [-U <mompzoBaTens> -P <mapons> [-RO <poms>]] -B <GUID>
<6asza_nmaHHHX> [<pesepBHbi_daiin>]

Hampuwmep:

Iocue coznanus pesepBHOit Kouu Beeit 6a3bl Janubix (yposHs 0) y3uaém eé GUID:
gstat -h base.fdb

B BriBOsIE Oyster GUID mocieiHell pe3epBHON KOIUU (Database backup GUID):

Variable header data:
Database backup GUID: {DEESECBE-3731-4FB4-4693-2D96439FD746}
Database GUID: {6A03998A-33B5-2BCC-BS8CB12CAA7ED}

asnee co3maéM NHKPEMEHTHYIO PE3€PBHYIO KOIIUIO:
nbackup -B {DEESECBE-3731-4FB4-4693-} base.fdb base_11_04_17.nbk

ITocse sToro GUID B BbIBO/IE YTHIUTHI gStat U3MEHUTCH U MOYKHO OyIeT CO3/IaTh HHKPEMEHTHYIO Pe3€PB-
HYIO KOIIUIO, KOTOpast Oy/IeT CO/IepKaTh U3MEHEHHUsI, BHECEHHBIE C MOMEHTA, CO3/IaHUs TOC/eTHEN pe3epBHON
KOIINU.

8.3.4 BoccraHoBJIeHNEe U3 MHKPEMEHTHBIX pPe3epPBHBIX KONUU

IIpu BoccTanoBIeHNN Oa3bl JIAHHBIX U3 WHKPEMEHTHBIX PE3€PBHBIX KOIMIT HEOOXOIUMO OOECIIeYnTh Ha-
JITYUE TOJTHOM IENMOYKN WHKPEMEHTHBIX PE3EPBHBIX KOIW, HaUYWHAas ¢ ypoBHA (0 W JI0 yPOBHS, KOTOPBIM
HEeO0OXOIMMO 3aBEPIIUTH BOCCTAHOBJICHUE.

Cunrakcuc:

nbackup [-U <mompzoBaTens> -P <mapoms> -RO <poms>] -R <6aza_nmaHHbX>
[<pezepBras_romms0> [<pesepBHas komual> [...] ] ]

Taxum 06pa3oM, BOCCTAHOBJIEHHE JJIsl IIPEIBLIYINEro IIPUMepa JI0 YPOBHS 2 OYJeT BBIIVIAIETH TaK:

nbackup -R base.fdb base_10_04_17.nbk base_12_04_17.nbk base_11_04_17_2.nbk

Nbackup cunraeTr Bce apryMeHTHI IIOC/Ie IapaMeTpa nMeHaMu (hailyioB ¢ pe3epBHbIMU Konusmu. 1lo
9TOM IPUIMHE HUKaKue Jpyrue napaMerpsl (-U mim -P) He MOTYT CiieJj0BaTh 3a CHUCKOM (Haiiion
napamMmerpa -R.

He cymectByer dpopmasibHOrO OrpaHnveHs Ha yPOBEHb PE3EPBHOI KONNM, OJTHAKO HA MPAKTUKE PEJIKO
MeeT CMBICJI CO3/IaBaTh KOINK yPOBHel 6obine 3 mim 4.
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8.3.5 DBbuokupoBka 6a3a JJAaHHBIX U CAMOCTOSATEJIbHOE pe3epBHOE
KON POBaHUE

Ecau Ber npeanounTtaere UCHOIB30BATh KAKWE-TO JIPYTHE YTUIUTHI JJISI CO3IAHUS PE3EPBHBIX KOMUI
6a3bl JAHHBIX WX IIPOCTO JEJIaTh OOBIYHYIO KOINIO 6a3bl JIAHHBIX KaK PE3EPBHYIO, TO JIJIsl 3TOIO CYIIECTBYET
peskuM GJIIOKUPOBKH / pa3bJIOKMPOBKY IPOrpaMMbl nbackup. «BJIOKHPOBKa» B JAHHOM CJIydae O3HAYAET, UTO
OCHOBHOI1 (baityr 6a3bl JAHHBIX BPEMEHHO 3aMOPaXKMBAETCs, & HE HEBO3MOYKHOCTh BHECEHUS M3MEHEHMIT B a3y
maHHbIX. Kak U B pekuMe pe3epBUPOBAHUS, M3MEeHeHnsT (DUKCUPYIOTCS BO BPEMEHHOM dailie JeabThl; Ipu
pazbyiokupoBanun aita AeabThl 00bEINHIETCS ¢ OCHOBHBIM (paifjiom 6a3bl TaHHbIX.

CaMocCTosITe/IbHOE Pe3ePBHOE KONMMPOBAHIE OOBITHO ITPOUCXOMUT IO CJIEIYIOIMIEMY CIEHAPHUIO:

1. BirokupoBka 6a3bl JaHHBIX C TOMOIIBI0 mapamerpa -L(0CK):

[ nbackup [-U <momepsoBaTenb> -P <mapoms> [-RO <poms>]] -L <6asa_naHHbX> ]

2. Coszmanue pe3epBHOI Komnu, cxkaTue daira 6a3bl JAHHBIX, UCHOJb3Ysl JIOObIE
Jpyrue mporpaMMbl WX IIPOCTOe KonupoBaHue daiiaa ¢ 6a3oii.

3. PaszbiiokupoBka 6a3bl JaHHBIX C TOMOIIBIO Hapamerpa -UN(LOCK):

[ nbackup [-U <mompsoBaTens> -P <mapoms> [-RO <pomp>]] -UN <6a3a_gmaHHNX> J

8.3.6 BoccraHoBJ/iIeHHEe U3 pe3epPBHOI1 KOIIUU,CAEJIaHHOM MocCe
OJIOKUPOBKU

Komust 6/10kupoBanHO#l 6a3bl JTAHHBIX sIBJISETCsl TaK Ke OJIOKMPOBAHHOM, 1o3TOMY BbI He cMmoxkere
IIPOCTO MCIOJIB30BATh KOIHMIO KaK pabouyio 06a3y JaHHbIX. B ciaydae, ecsin Bama ncxojnas 6a3a JaHHBIX
TOBPEXKIEHA UJIH yTEPSHA, U HY2KHO BOCCTAHOBUTH 0a3y JaHHBIX M3 KOIUH, cIejaannoit BamMu camMmocTosTesbHO,
JeficTBy#iTe CeayIonuM 06pa3oMm:

1. PazapxuBupyiite/ckonupyiire /BoccranoBure baiia 6a3bl JAHHBIX C [IOMOIIHIO
HCIOJIb3yeMbIX Bamu yruimt.

1. Teneps pazdaokupyiiTe 6a3y JaHHbIX, HO He ¢ mapaMerpoM -UN(LOCK), a ¢ mapamerpom -F (IXUP):

[ nbackup -F <6asa_gauHNX> ]

IIpu ucronp3oBanuu napamerpa -UN cHavYaa Onpee/IsieTcsi HaJudne JTI00bIX N3MEHEHU ¢ MOMEH- Ta
6JI0KMpOBaHUs 6a3bl JAHHBIX (II0CJIE UCIIOJIL30BaHUs IIapaMeTpa -L) 1 Ipou3BoauTCs 00beInHEeHIe BPEeMeH-
Horo (aitsia 1eJbTH 1 OCHOBHOTO (haita 6a3bl mannbix. Ilocse aToro 6a3a JTaHHBIX MEPEBOIUTCS B HOPMaJIb-
HBIIl PEXKUM UTEHHUsI/3alucH, a BpeMeHHBIN daitn yaamnsiercst. Ilpn ucnons3oBannm napamerpa -F TOJBKO
U3MEHSETCSI B «HOPMAJIbHOE» 3HavUeHUe (hjlara COCTOSHUS CAMOCTOSITEIbHO BOCCTAHOBJICHHO! 6a3bl TaHHBIX.

8.4 Yruaura GFIX

OTa yTUIUTA SIBJISETCS OJHUM M3 OCHOBHBIX MHCTPpYMeHTOB ajMuHuCTparopa B, Yruiura GFIX mos-
BOJISET:

e BhINOIHATH MPUHYUTENBHYIO YNCTKY (SwWeep) 6a3bl JAHHBIX;
o l3MensTh MHTEPBAJ ABTOMATUYIECKON INCTKH;

L] BaKpI)IBaTb 6a3y JaHHBIX JJId MMOJIy9Y€HUd MOHOIIOJBHOTO JIOCTYIIa, U 3aT€M CHOBa OTKPBIBATDL €€;

HepeBO,HI/ITI) 6a3y B PEe2KUMBI <<‘IT€HI/I€/3&HI/ICB>> NJIN «TOJIBKO YTEHUE» |

e TlepekmouaThCst MEXK/Ly CHHXPOHHBIM U acHHXPOHHBIM BBOsToM (Forced Writes);
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o U3menars jguanexkt b/l;

e YcTaHABIUBATH Pa3MepP K3IIA;

o Nzmensts GUID 6a3b1 mannbx;

e OTBICKMBATH TOBUCIINE TPAH3AKIINYN U OTMEHSTh WU OATBEPKIATH UX;
e AKTHBUPOBATH WM yJIaJIsITh TEHEBbIE KOIIUU;

e [IpowsBouTH PEMOHT TOBPEKICHHBIX 0a3 JTAHHBIX.

Samyck GFIX OCyIECTBIISIETCS CJIEIYIONIIM 00pa30M:

[ gfix [<ommmm>] <mMs 6a3b DaHHHX> ]

Eciu 6a3a maHHBIX cOCTOUT M3 HECKOJIBKUX (hailios, To npu 3amycke gfix HEOOXOIMMO yKa3aTh IIep-
BUYHBIA (ailr.

s Toro, 4TOOBI BBIIOJIHUTH JIIOOYIO Olepanuio HaJ 0a30i MaHHBIX ¢ HOMOIIBIO gfix, HeoOXOomMMO
[IPOMTH IPOLELy Py UACHTU(MDUKAIIN U Ay TEeHTUMUKAINA — yKa3aTh UMsI U IapOJib I0JIb30BATE s, KOTOPBII
UMeeT [IPaBo Ha 3aIycK cepsuca gfix (mogpobuee cMm. Pacnpedesenue cucmemnoiz npususezud ). dng ykaza-
HUsI IMEHH U [APOJIs [OJIH30BaTE s UCIIOIL3YIOTCS TepeKIIrodaTen ~user u -pa[ssword], coorBeTCTBEHHO,
HaIIPUMED:

gfix -user testuser -pas pass -role rdb$admin [ommumu] <umMs 6a3H HaHHHX>

Heobs3arepabiil nepekmodaresib ~-role 3a7aéT UMsi POJIH, IPaBa KOTOPOl OYIyT YIUTHIBATHCA TPU
BBINIOJTHEHUN KAKUX-JIM00 neiicTBuil yrmintel. [losToMy eciu mosipb30BaTeb HE YKA3BIBAET POJIb, TO OH II0-
JydaeT IIpaBa TOJbKO TeX poJiell, KoTopble eMy HazHauyeHbl ¢ DEFAULT.

Vms monp30BaTenst 1 mapojib MOXKHO HE YKa3bIBATD, €CJIM B CHCTEME YCTAHOBJIEHBI KOHTEKCTHBIE TTepe-
menubie ISC_USER u ISC_PASSWORD. A Tak»Ke ecjiu UCHOJIB3YeTCs JJoBepuTeabHas ayrenTudukanus Windows
(Win_Sspi) mm nosepennas depes mexannsm GSSAPI (gss), n nmosnb3oBaTesb CUCTEMBI, OT UMEHH KOTOPOIO
zamyckaercs: yruaura [SQL, siBisiercst 9WIeHOM IpyIIIbl aJMUHACTPATOPOB.

Habop Bcex BO3MOXKHBIX onmuil yTuanuThl GFIX, mpeacTaBieH HIXKeE.

Tabmumna 8.11 — Ommun GFIX

Ormus Onucanne
-ac(tivate_shadow) <TeHeBasa IlapameTp mnpeaHasHAYEH JjIs AKTUBAIIUMA TEHEBON  KOIUMU.
KOIus> <TeHeBas KOIMA> -aJpec u uMs daiiyia TeHeBoOH Konum (uiu mep-

Boro u3 daitios).

-at(tach) <n> HonoauTebHbIN MapameTp K -shut. IIpegrnasnaden ajis 3ampera
HOBBIX coeuHenuit ¢ BJI. <n> yKasbiBaeT KOJIUYECTBO CEKYHJI, Ue-
pe3 Koropoe mpousoitaer orkaodenne b, OTkiaodenne oTMeHNT-
Csl, €CJTU K 9TOMY BPEMEHWU €IIle OCTAHYTCS AKTUBHBIE COEIMHEHMS.

-b(uffers) <n> VcranaBuBaeT HOBBIM pa3Mmep cTpaHudHOro Ksma B/l B crpanu-
Iax. <n> - KOJIMYECTBO CTPAHHUII.

-co(mmit) {<ID> | all} 3aBepInaer MOATBEPKJICHUEM 3aBUCIIYI0 TPAH3AKIIUIO C WJIEHTHU-
duxaropom <ID>, mim Bce 3aBuce TpaH3akuu (all)

-ca(che) ITapamerp He mcmosib3yercs.

-fu(1l) Ucnonwb3yercss BMecTe ¢ -validate jjisa OoJiee TyIyOOKO# IpoBep-
KU Ha yPOBHE 3aluceil; 0CBOOOXKIaeT HEHA3HAYEHHBIE (DPATMEHTHI
3armcei.

(pa3pbiB Tabnuupl)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-fo(rce_shutdown) <n>

HonomanTenpublit mapameTp K -shut. llpennaznaden mjis mpuny-
JUTEILHOTO 3aKPBITHs 0a3bl JAHHBIX. <N> YKA3bIBAET KOJIMIECTBO
CEKYHJI, Yepe3 KOTOpoe pon30iifeT 3akpbiTue. Eciu ocramuch ak-
TUBHBIE II0JIB30BATEIN, OHU OTKJIIOYATCS, OCJIETHUE PE3YJIbTAThI
ux paboThl OyayT HoTepsiHbl. Takoe cpejicTBO HYKHO IIPUMEHSITD C
OCTOPOZKHOCTBIO, KaK IOCJIE/IHIOI0 BO3MOXKHOCTD.

-fe(tch_password)

M3Bnekaer naposis u3 daitia.

-g(uid)

Msamensier GUID 6a3br gqanabix. GUID renepupyercs ciaydaitto.

-h(ousekeeping) <n>

3mensier mHTepBas TpaH3aKIWN I aBTOMATHYECKONH YHCTKH
sweep. <n> ycTaHaBJIUBaeT HOBBIH mMHTepBad. Ecam n = 0, aBTO-
MaTH4YecKasd UACTKa 3allPellleHa.

-i(gnore) WraopupoBarh OMUOKM KOHTPOJBHBIX CYMM IIPU IIPOBEPKE WJIM
YUCTKE.
-icu Ucnpasiister 6a3y JaHHBIX Jj1s paboThl ¢ Tekyineil Bepcueit ICU.

-k(ill_shadow) <6aza maHHHX>

y,ILaI[HeT BCE HEUCIIOJIb3yeMbl€ TCHEBbIC KOIINU 6as3nl JaHHDBIX.

-1(ist) TokasbiBaeT HEKOTOPHBIE cBeeHust (B ToM vucite ID) o Beex 3aBuc-
[IUX TPAH3AKIASX.
-me (nd) [ToaroraBnuBaeT MOBpEXIEHHYIO 0a3y MAHHBIX JJIT PE3EPBHOTO

kormpoBaHus. [lomevyaeT MOBPEXKIEHHDIE 3AMUCH KAK HEUCIIOb-
3yeMBbI€.

-mo(de) {read_write | read_only}

YcTanaBIuBaeT PEXKUM 3AIUCU [Tt 0a3bl JAHHBIX - TOJBKO JIJIsT
YTEHUsI WM YTEHHE/3aliCh. DTOT IapaMerp MOXKeT IPUHUMAThb
JIBa 3HAYECHUSI.

-nol(inger)

OcranaBuBaeT yKa3aHHyIo 6a3y JaHHBIX, TOCJIE TOrO KaK IOCJIE/T-
HEro COeJVHEHUs He CTajlo, He3aBUCHMO OT ycTaHoBOK LINGER B
Oa3e JIaHHBIX.

-n(o_update)

Ucnonn3zyercs Bmecte ¢ -v(alidate) 1j1si MPOBEPKHU Pa3pPyIIEH-
HBIX WJIN HEPa3MEIEeHHBIX CTPYKTyp. Kcjin TakoBble eCTh, OHU
0TOOPA3ATCS B COOOIEHNH, HO He OY/IyT UCIPABJICHBI.

-o(nline) {single|multi|normal}

Bozsparmaer B pexxum "online" 6a3y, OCTAHOBJIEHHYIO C IIOMO-
mpio -shut. Onnust normal IO3BOJISIET YCTAHABJIMBATL COEIUHE-
ure ¢ B/I 1100bIM aBTOPU30BAHHBIM TOJIL30BATENSIM, & HE TOJBHKO
SYSDBA u BiagenbieMm BJI. Onmus multi mo3BoJisieT yCTaHABJIM-
BaTh coeauaenue ¢ b/l Tonbko SYSDBA u Biagenniiem b/, Omrumst
single moxoxka Ha multi, 3a TeM HCKIIIOYEHHUEM, 9TO TOJBKO OIUH
u3 nosb3oBareseit - SYSDBA usu Biasesten B/1 - MoxkeT coeTMHNTD-
csl.

-pr (ompt)

Wcnonbsyercss Bmecre ¢ -1(ist). BeiBomur mopckasku mpu Boc-
CTAHOBJICHUM TPAH3AKIIUNA.

-pa(ssword) <mapoub>

ITaposs nonb3oBaTesst st paboTsl ¢ gfix.

-par(allel) <n>

KonmyectBo mapasiebHbix  pabodux IMOTOKOB st COOPKHU
Mycopa. Bkirodaer MHOTIOMOTOYHYIO COOPKY Mycopa, eCJjH
MaxParallelWorkers > 1 (cMm. firebird.conf). Bmecro 3sroro
nmapaMerpa yTUJIUTHI MOXKHO yKa3aTh HapaMeTp KOHQUTyparun
ParallelWorkers.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-replica
{none|read_only|read_write}

BbIGparh pexKuM penjivuku - TOJLKO i urenus (read_only) uium
Juist areHns u 3anucu (read_write). Pexxum none orkirouaer pe-
IUTUKAIIAIO U TIEPEBOIUT PEIINKY B pexkuM read_write. Kak mpa-
BUJIO, 9TOT PEXKUM JOJI2KEH HUCIIOJIb30BAThLCS MOcse cOos B ba3e qaH-
HBIX MacTepa, KOIJa 3Ta PeIlIMKa IePeXOJUT B CTaTyC MacTepa.
W ecnu myxHO chenarh GU3MYECKHe Pe3epBHBIE KOIMUU U3 Pe-
IJTUKH.

-role

Poss nosb3oBarensa ns paborst ¢ gfix.

-r(ollback) {<ID> | all}

3aBepmiaeT OTKATOM 3aBUCIIYIO TPAH3AKIIUIO C HJICHTH(DUKATOPOM
<ID>, minu Bee 3aBuciine TpaHzakuuu (all)

-sq(1l_dialect) <n>

Namenser nuasiekT 6a3bl JAHHBIX. <n> MOXKET ObITH 1 mim 3.

-sw(eep)

Samyckaer cbopky mycopa B BII.

-sh(utdown) {single|multi|full}

OcranapiuBaer 6a3y JaHHLIX. VICIIOIB3yeTCs ¢ OMHUM U3 JOIOJIHH-
TeJIbHBIX ITapaMerpoB -attach, -force wim -tran. Onnus multi
I03BOJISIET YCTAHABIUBATE coenuaerue ¢ b/l Tospko SYSDBA u Biia-
genbiem BJI. Omust single moxoxka Ha multi, 3a Tem HCKJIOYe-
HUEM, YTO TOJBKO OJIMH U3 IoJb30oBaTesieit - SYSDBA niu Bjia/jiesters
B - moxker coenuanthbes. Ommps full He O3BOJISIET COEIUHUTHCA
¢ Bl nukomy, naxxke SYSDBA u Biagesnniy B/I.

-tw(o_phase) {<ID> | all}

AgromaTudeckoe JByx(dazHoe BOCCTAHOBJEHNE limbo TpaH3akun
¢ HoMepoM <ID>, mwiu Bcex Tpanzakiuii (all).

-tra(nsaction) <n>

HomostHUTEIbHBIN TapaMeTp K -shut. [Ipennasnaden s 3ampera,
3aIyCKa HOBBIX TPAH3aKINN. <n> yKa3bIBAeT KOJUIECTBO CEKYH]I,
gepe3 KoTopoe mnpousoiizer orkiodenne BJI. OrTkiodenne orme-
HUTCSI, €CJIU K 9TOMY BPEMEHU ellle OCTAHyTCS aKTUBHbBIE TPaH3aK-
11N,

-tru(sted)

Ucnonbzyercs trusted aBropusarust

-upgrade

O6HoBJIsteT a3y JAHHBIX JI0 IIOCJIEIHE!l MUHOPHOM Bepcuu 0DS B
npejesaax IOJIePKUBAEMOA MarKOPHOI BepCUU.

-u(se) {full | reserve}

Bxuowaer 100% szanosmenue crpanun, B (full) wim 80% 3a-
nosiHeHue 1o ymosdanuioo (reserve). 100%-e 3amosHeHne nMmeer
CMBICJT JJIs 623 TOJILKO JIJIsT 9TEHHUS.

-user

Nms moss3oBaress ajs paboTsl ¢ gfix.

-v(alidate)

ITposepsier 6a3y JaHHBIX Ha yPOBHE CTPAHHI] X OCBOOGOXKIAET CTPa-
HHUI[BI, IOMEYEHHBIE KaK HCIOJIb3yeMble, HO HUKOMY He IIPHHAJIJIe-
kamue (orphans).

-w(rite) {synclasync}

Tepexiouaer pexKUMbl CUHXPOHHOMN /acCMHXPOHHOM 3armcu Forced
Writes.

Brmsogut Bepcuio Pen Bassr auueix u yrumuTsl gfix.

8.4.1 AxrtuBarusi TeHeBOii (OlepaTUBHOI) KON

Daiis TeHEeBO KOIMK SIBJISIETCs JOIOJHUTEIbHON Kolneil nepsudnoro daiia(os) 6assl manubix. s
J11060#1 JTaHHOW 6a3bl JJAHHBIX MOYKET CYIIECTBOBATH HECKOJBKO TEHEBBIX KOINI, KOTOPBIE MOTI'YT OBITH AKTH-
BHUPOBAHBI U JEAKTUBUPOBAHBI 10 YMOJYAHUAIO C IOMOIIBIO YTHIATEI gfix.
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Jlist akTUBaIUU TEHEBOW KOIWU UCIIOJIb3yeTcs KoMaHa -ac [tivate]:

[ gfix -activate <daiin TemHeBO¥ Kommm> }

OTo nenaer dailyi TEHEBOI Koy HOBBIM (baitsioMm 6a3bl JAHHBIX, U [TOJIH30BATEN MOTYT IIPOIOIKATH
HOPMAaJIbHYIO 00pabOTKY JAHHBIX U 0€3 OTEph.

B ciyuae, ecim Bam ocHOBHOU (baiisi(bl) 6a3bl JAHHBIX IOBPEXKJIEH MM HEIUTAOEIICH, aIMUHUCTPATOD
0a3bl JTAHHBIX MOXKET aKTUBHPOBATL TeHeBoi (haitn. Iloce akruBarnum aitm Gosbilie He sBIIETCS TEHe-
BBIM ailsloM, U JJIsI €ero 3aMeHbl HeOOXOIMMO CO3/aTh HOBBIM. Kpome Toro, TeneBoit (aiti T0KeH ObIThH
[IepEeNMEHOBAH Ha UMsl cTaporo ¢aiiia 6a3bl JaHHBIX, KOTOPBI OH 3aMeHsIeT.

Cieyer OTMETUTh, 9TO AKTUBAIMS TEHEBOIl KOIIMU, B TO BpeMsl Kak caMa 0a3a JaHHBIX aKTHUBHA,
MOXKET IIPUBECTH K TOBpexKieHnto Tenu. Ilepes ee akTuBaumeii yoeanrech, 9o daiiyi 6a3bl JaHHBIX
JEeHCTBUTEILHO HETOCTYIIEH.

A vuaUCTpaTOp 6a3bI TAHHBIX MOXKET HACTPOUTH 0a3y JAHHBIX JJI ABTOMATHIECKOTO CO3IAHUS
HOBOT'O TeHEBOTO (ailyia B ciiydae aKTHBAIUU TEKYIEHl TeHH. DTO TO3BOJIsIET 00ECIIEIUTh HEITPEPBIBHY IO
ITOCTABKY TEHEBBIX (DAMJIOB M MPeI0TBpaIaeT paboTy 0a3bl JaHHLIX Oe3 Hee.

8.4.2 VYinajieHne TeHeBbIX KONl

ViajeHne BcexX HEJIOCTYIIHBIX T€HEBBIX KON KOHKPETHOI 0a3bl JAHHBIX IIPOM3BOIUTCI KOMAHIOM:

[ gfix -kill <6aza maHHHX> ]

B cayuae, ecim 6a3a maHHBIX, paboTalomiasi ¢ TEHEBbIME (hailjlaMu, TepsieT TeHb, WA 110 KaKOU-Iub0
OpuYIruHEe TEHb CTaHOBUTCA HerHFOﬂHOﬁ, 6&3& JAHHDBIX II€pEeCTaHeT IIPHUHUMATb HOBBIE COCOIMHEHUA IO TEX
TIOp, TIOKa, aIMIHUCTPATOP 6a3bl HEe YHUUTOKUT TTOBPEXKICHHYIO TEHDb U, B Uaeaje, CO3JACT HOBYIO TEHDb JJIs
3aMEHbI CJIOMAHHOMN.

[Ipu coenunennn ¢ JIOKAJILHOM 623011 JAHHBIX MOJB30BATEIb MOXKET He 00JIaaTh IPABOM Ha 3aIlyCK
cepBuca gfix. OHAKO OH CMOYXKET BBIMOJHUTD Ty WJIA HHYIO OIEPAINIO, TOJBKO €CJIN ¥ HEro ecTh
COOTBeTCTBYyOIIME paBa. Hampumep, 11 yaajieHnsT TEHEBOI KON TIOJIb30BATE b JI0JKEH 00J1a1aTh
npaBoMm Ha DDL-omepamuio DROP SHADOW— mompobuee cMm. Pacnpedesernue npas wa DDL-onepayuu .

8.4.3 ¥YcraHOBKa pa3Mepa K»31a 0a3bl JaHHBIX

Ko (uu 6ydep) 6a3bl JaHHBIX - 9TO OllEpATUBHAS [AMATh, BhIIE/IsIeMas CEPBEPOM i PabOTHI ¢ Ha-
3011 manubx. Oneparuu B OMEPATHBHON MAMATH IPOUCXOIAT TOPA3/10 ObICTPee, YeM eCJI JAHHBIE TOCTOSHHO
CUNTBIBAIOTCS C IUCKa. Pa3zmep Kamma ykaspiBaerca B crpanurnax B/l. Eciau pasmep crpanunpr yctanoBiieH
8192, o kam B 5000 crpanur 3aiimer npumepno 40 merabaiit O3Y. Eciu cpa3y MHOTO mOIB30BaTE €M OJTHO-
BPEMEHHO 00paIatoTcs K 6a3e JaHHBIX, MOYKET CJIYUYUThCS, UTO CEPBEPY HE XBATHUT BBIJIEJIEHHON OllepaTUBHON
mamsaTA. B 9TOM ciiydae oH HagHET paboTaTh C JUCKOM, 9TO 3aMeJIAT Ipou3BoauTeibHOCTh B/l V3MenuTh
pa3mMep KaIia i 0a3bl JAHHBIX MOXKHO KOMAaHJIOM:

[ gfix -bluffers] <xom-BOo cTpamun> <6asa TAaHHHX> ]

910 AelicTBHE IPUMEHSIETCS TOJIBKO K yKa3aHHOU BaMu Ga3e JaHHbIX. Ha japyrue 6a3bl maHHbIX, pabo-
TaloIIe HAa TOM K€ CepBepe, 9TO U3MEHEHUE He MOBJIUSIET.
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Jpyrum crmocoboM yCTaHOBUTH pPa3Mep K3IIa M0 yMOJTIAHUIO JJIsT BCEX BHOBb co3jilaBaeMbIx B/, sBirs-
ercst m3MeHenne Kouduryparuontoro daiina firebird. conf, a umenno nmapamerpa DefaultDbCachePages.

OjHaxo 6oJsiee MPEIOYTUTEIBHBIM CIOCOOOM JIJIST TUX IeJieil sBiseTcs yTUauTa gfix, Tak Kak OHA
[TO3BOJISIET YCTAHOBUTH COOCTBEHHBIN pa3Mep KAIIa JIJTsl KayK10# 0a3bl JaHHBIX. Keju KakKoi-To 6a30i JaHHBIX
IIOJIB3YIOTCS pexKe, pa3Mep K3IIla JId Hee MOXKHO OCTaBUTH 110 YMOJIYAHUIO, WU JIayKe YMEHBIIUTD.

8.4.4 VYmupapiaenne limbo TpaH3aKnusaMu

«BacrpsiBineit» («3apucieii» ) rpanzakmueii (limbo) HasbpBaIOT TpaH3aKIHMO, KOTOpas paboTaeTr OHO-
BPEMEHHO C JAByMs mwim Oojiee Oaszamu maHHBbIX. [Ipu 3aBeprnennn Takoit Tpansakiuu, Pen Basa lamabix
coBeprmaeT AByxdasnoe moarsepxkaeane Commit, rapaHTUpysi, YTO U3MeHEHUs OyyT BHECEHBI JTUOO BO BCE
B, mu6o um B oxmy. I[Ipm sToM moaTBepKaeHust B 6a3ax JAHHBIX OyAyT JaBAaTLCA IO odepenu. Ecim B 9T0O
BpeMsT BO3HUKHET COOM CHCTEMBI, TO MOYKET TMOJYINThCsI, ITO B KakuxX To B/l m3menenus ObLIN CIETAHBI, &
B Kakux TO HeT. IIpym 3TOM TpaH3aKIUsi IepexXoJuT B HeOIpeJeIleHHOe COCTOsIHEE, KOIJa CepBep He 3Haer,
cJIeIyeT JIM TOATBEPIUTD 3Ty TPAH3AKIINIO, WA OTKATUTh.

Gfix mpemocTaBiIsieT HECKOJBKO KOMAH/I, IIO3BOJISIONINX YIIPABJIATE STUMU TpaH3aKIusaMu limbo.

Komanma gfix -1[ist] 6ymer orobpaxkarts cBemenus o limbo Tpansakmusx. Eciin komanga e Bbgama
pe3yabTaTa, TO 3aBUCIINX TPAH3AKIUN HET, U JajJbHele 1eficTBUsa He TPpeOyIoTCs:

[ gfix -1[ist] <6asa mamHBX> ]

9Ty KOMaH/y MOXKHO JOIOJHUTH KJIF0YOoM -pr [ompt], m Torma Bam OyjerT MpeyIOXKEHO BBIMOJTHUTH
Commit mau Rollback jyis KaXk a0l oOHapy2KeHHOi Tpar3akiuu limbo. B stom ciaydae komanma Oymer Takoii:

[ gfix -1[ist] -prlompt] <6asza pmanzEx> ]

Ecau obnapy:keno 60/bIe 0IHON TPAH3aKIIMM B COCTOSHAN in-1imbo, TO aIMAHUCTPATOP MOXKET IO
TBEpAUTH (MJIM OTKATUTH) Bee limbo TpaHsaknum nim Kakyo-To OJHY, 110 HIeHTH(DUKATODY:

gfix -commit {all | <ID>} <6asa ZaHHHX>
gfix -rollback {all | <ID>} <6asa maHHHX>

Tlocsie cpabaTbiBaHust 3TUX KOMAH CJAEyEeT 3aHOBO 3aITYCTUTh KOMAHIY -1ist, YTOOBI yOeIUThCs, ITO
limbo Tpanzaknuii 60JbIIE HE OCTAJIOCH.

Gfix MOXKHO HCIOJIB30BATH JJIs aBTOMATUIECKOTO ABYyX(da3HOro BoccTanoBieHus limbo Tpanzaknuu ¢
UJIEHTHMOUKATOPOM, MJIA BCEX TPAH3AKIIUINA:

[ gfix -twlo_phase] {all | <ID>} <6a3a maHHHX> ]

Oru TPU KOMaH/Ibl MO>KHO TaK>Ke HCIIOJIb30BaTh BMeCTe C KJII0OYOM -pr [ompt] .

Tax Kak mpu 3aiycke gfix MOXKHO yKa3aTh TOJIbKO OJHY Hapy UMS IIOJb30BATE s/ TIapO/ib, TO IIPHU
BOCCTAHOBJIEHUU 3aBUCIINX JBYX(a3HBIX TPAH3AKIUI, KOTOpble paboTam ¢ 6a3aMu JIAHHBIX HA PA3HBIX
cepBepax, JIOTUH U [1apoJib [TOJIb30BATEIsI, BBITOJIHSONIErO0 BOCCTAHOBJICHNE, JOJI2KHBI COBIIAIATH HA
BCEX cepBepax.
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8.4.5 YcraHOBKa pexXnMa JOCTyIIa JJisd 0a3bl JaHHBIX

Baza JaHHBIX MOXKeET pa6OTaTb B OJHOM H3 JABYX DPEKUMOB JIOCTYyIIa: TOJIBKO JJIgd 9YTE€HHNA, UJIN JIJId
YTEeHUA / 3alliucul (HO yl\lO.H‘{a,HI/IIO). Ecsm Bam HOHa,ILO6I/I.HOCI) TIOMEHATH PEXKUM, BBIIIOJITHUTE KOMaH/Y:

[ gfix -mo {read_only | read_write} <6asa maHHBHX> ]

Hampumep, ecsin Bl XoTUTE pazmecTuTh 6a3y maHubix Ha CD mucke, y BAC He TOJYYUTCS 9TO CIEIATH B
peKuMe «ITEeHUA-3aIlIUCU». ITocuie TOro, Kaxk Oa3za JaHHDbIX 6y;1,eT 3alloJIHEHa JaHHBbIMU, €€ CJielyeT U3MEHUTH
B Ppe2KUM TOJIBKO /IJIgd 9YTE€HHA, a 3aT€M UCIIOJIb30BaTh Ha CD JAUCKe (I/IJII/I APYyrux (banIOBBIX cucremMax TOJIbKO
Jis arenns) 6e3 mpobsieM.

8.4.6 Ymcrka JaHHBIX

Benencrsue Toro, uro CYB/L «Pen Basa lanHbix» nMeeT BEPCHOHHYIO apXUTEKTYPY, CO BpDEMEHEM B
Hell MOTYT HaKallJIMBATbCs yCTAPEBIIINe BEPCUU 3alluceil, KOTOphle He HYKHbI HU OJHON aKTHBHOM TPaH3aK-
nuu. B OOBIYHBIX YCJIOBUSIX TaAKHUE 3AIMCH YCIIEITHO YAAJISIIOTCST «COOPITUKOM MyCOpas, HO [P BOSHUKHOBEHUU
omubok B pabore cepsepa «Pen Basa Janubix» (Hampumep, u3-3a ammaparHoro c6os), B 6a3e JAHHBIX MO-
TyT OCTATHCS 3ABHUCIINE TPAHIAKITUU Win (PPArMeHThl 3alceil, KOTOPbIe He MOTYT OBITH YIAJIE€HBI OOBITHBIM
«COOPIIIIKOM MycOpas. BOJbIoe 9uciio TAaKUX <«MYCOPHBIX» 3aluceil MOKET MPUBECTH K 3HAYUTEHLHOMY
pocty pasmepa B/l u najenuio mpou3BOmUTEIbHOCTH. [l yaasieHnss Takux 3amuceil IpuMeHseTCs IpoIle-
Jypa 9ncTku (sweep). Ynerka MOXKET POM3BOJUTCS B PYYHOM M aBTOMATHYECKOM pexkuMe. B aBromaTnde-
CKOM peKMMe aJMUHUCTPATOP 3aJaeT MHTepBaJl yucTku — pasuuily Mexry Oldest Transaction (mwim Oldest
Interesting Transaction, OIT — naxogurcs B J060M cocToguuu, Kpome noarsepKaentoro) u Oldest Snapshot
Transaction (OST). ITo ymosruanuio sror uarepsas paser 20000 Tpansakiuii. VI3MeHUTH 9TOT IIapaMerp JJist
KOHKPEeTHOT 6a3bl JAHHBIX MOXKHO C moMorisio onnun -h [ouskeeping]:

[ gfix -h[ouskeeping] <mHTepBam> <6a3a HAHHHX> ]

Ecim unrepBas pasen 0, TO B 3TOM cjIydae aBTOMaTHYIECKas YUCTKA OyJIeT OTMeHeHa.

pr‘{HyIO TUCTKY MOXKHO IIPOU3BECTHU C IIOMONIIbIO KOMaH/Ibl -Sweep:

[ gfix -sweep [-il[gnore]] <6asza mamHEX> ]

Kirou -1 [gnore] 3acrasnsier Pen Bazy JlanHBIX HTHOPHPOBATH OMMUOKHA KOHTPOJIBHON CyMMBI Ha, CTPa-
Hunax 0a3pl JaHHbIX. JIydime He UCIoIb30BaTH ITY ONIMIO, OJHAKO, €CJIA B Ballleil 0a3e JAHHBIX BO3ZHUKJIIN
HEKOTOpBIE TPOOJIEMBI, BO3MOXKHO, Ta OIIUs CTAHET HEOOXOMMOiA.

8.4.7 3akprbiTne (6JIOKMPOBKA) 6a3bl JTAHHBIX

SakpbiTre 6a3bl JAHHBIX 03HAYAET, UYTO Oa3a JIAHHBIX MEPEBOJIUTCS B OCOOBIN PEXKIM, B KOTOPOM K Heil
3ampereHbl HEeKOTOPbhIe MOJKIIOUEHNs, B 3aBUCHMOCTH OT YKa3aHHOrO cocTosHus. llosHoreHuas pabora c
3aKPBITON 62301 JAHHBIX BO3MOYKHA TOJIBKO IOCJIE OOPATHOIO ee TEPeBOJIa B OTKPBITHIN PEXKUM.

BaKprTI/Ie 0a3bl JaHHDbIX MOXKeT OBITH HGO6XO,ELI/IMO JJIA TIOJTy9YeHUd MOHOIIOJIBHOI'O JJOCTYyIIa K Hell u
IIpoBE/ICHU A ,HGIU/ICTBI/Iﬁ 110 BOCCTAHOBJICHUIO CTPYKTYPbI 0a3nl I/I/I/I.HI/I XPaHAIIUXCA B Hel JaHHDBIX.

s saxpeitust B/l ucnosibsyercs komanaa -sh [ut]. CoBMecTHO € 9TOI KOMaHI0#l YKa3bIBAETCH PEKUM
OTKJIIOUEHNS CYIIECTBYIONMX COeJMHEHNI 1 BpeMst oxKuIaHust (B CeKyH/ax) J10 IIOJHON GIOKUPOBKM:

gfix -shlut] {fulllsinglelmulti} {-at[tach]|-tr[an]|-f[orcel} <Talimayr> <6aza
LaHHBX>
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Cocrosinne full o3HAYAET, YTO 3AIlPEINCHBI JIIOObIe MOAKIIOUeHNs, gake SYSDBA u BJajiesblia 6a3bl
JQHHBIX.

Cocrosinne multi o3Ha4aer, 4To moJb3oBaresu SYSDBA u Biaieier] 6a3bl JIaHHBIX MOT'YT HEOIPDAHUYEHHO
MTOJIKJII0YAThCST K 6a3e JaHHBIX. Bce ocTajibHbIE COEIMHEHUs 3AIPEIIEHbl. DTO COCTOSHUE UCIIOJIb3YeTCs 110
YMOJTIAHUIO TPU OJIOKUPOBKE 0DA3bI JTAHHBIX.

Cocrostare single o3HAYAET, YTO MOJIb30BaTE 0 SYSDBA MK BiIaiesibily 0a3bl JIAHHBIX [TO3BOJIEHO OJIHO
MOAKIIOUEeHNe K Oa3e JaHHBLIX. Bce ocTaiabHble COeIUHEHNS 3aIIPEIIeHbI.

Pexkum -at [tach] o3Hagaer, 4TO Bce HOBbIE COe/IMHEHUsI K Oa3e JIaHHBIX 3arpelinenbl. CylecTByomnme
COEJIMHEHNUSI TIPU 9TOM HE Pa3phIBAIOTCA. UHCI0 <TaliMayT> OIpeesseT KOJIMIeCTBO CEKyH/ I, KOTOPOEe CepBep
OyZeT XKJIaTh JI0 3aBEPIIEHNs BCEX aKTUBHBIX COeIWHEHHUI K Oase JaHHBIX. Ecin mocsie 5Toro He OCTAHETCst
HU OJHOIO AKTHUBHOTO COEIWHEHUs, TO 0a3a JAHHBIX OyIeT 3aKpbiTa. B mporuBHOM ciaydae, 3akpbirue BII
OyeT OTMEHEHO.

IIpu ykazanum pekuma -tra[nsaction] cepBep 3ab/I0KHpyeT 3aIlyCK HOBBIX TPAH3AKINI B 3aKPbI-
BaeMoii 6a3e jaHHBIX. Kcim 1o ncredennn <TaliMayT> CeKyHJ[ K 6a3e He OCTaHETCsl HU OJHOTO AKTHBHOIO
TIOIKJIIOYEHHsI, TO 0a3a JaHHBIX OyJeT 3aKpbiTa. B mpotuBHOM ciaydae 3akpbiTue Bl OymeT oTMmeneHo.

B pexum -fol[rce_shutdown] cepBep Oymer KaaTh 3aBEPIIEHNsT BCEX aKTUBHBIX COENMHEHU K Oa3e
narabix. [lo ncrevennn Bpemenn <rtafimayT> 6a3a Oy/eT 3aKpbITa BHE 3aBUCHMOCTU OT TOTO, €CTh JIA eIe K
Hell aKTUBHBIE COEJIMHEHUsI. B 9TOM pekuMe BO3MOXKHA [TOTEPs JIAHHBIX, HO OH FapaHTUPYET, B OTJIMYHE OT
JBYX HMPEIbIAYIINX, 9T0 6a3a Oymer mepeBejieHa B 3aKPbITOE COCTOSTHUE.

IlepeBectu 3akpbITyI0 0a3y CHOBAa B OTKPBITOE COCTOSIHUE MOYKHO TOJIBKO C IIOMOIIBIO KOMAHIbI
-on[line]

[ gfix -o[nline] {single|multi|normal} <6asa ZaHHHX> ]

Cocrosinre normal O3Ha4vaeT, 9TO K basze JAHHDBIX MOTI'YT IIOAKJ/IIOIAaThCA JIFOOBIE ABTOPU30BaHHBIC IIOJIb-
30BaTEN. JTOT PEXKUM HCIIOJIB3YETCA IO YMOJTIAHUIO IIPU BKJ/IIOYCHUN 0as3bl JJaHHbIX.

8.4.8 Hcmonb30BaHME NPOCTPAHCTBA CTPAHUIL 0a3bI JJAHHBIX

V3MeHaTs pexkuM 3aItoTHEHUsT CTPAHUIL ¢ JAHHBIMUA MOXKHO TOJIBKO, €CIu 6a3a HAXOMUTCS B PEXKUME
read_write.

Korma numercs crpanuna 6asnl JaHHbIX, Pej Baza Jannbix pesepsupyet 20% cTpaHuiibl s 6yayInero
HCIIOJIb30BAHMUS.

s uCroIb30Banus BCErO JOCTYIIHOTO IPOCTPAHCTBA CTPAHUILI 0a3bl JAHHBIX BBl MOYKETE HCIIOJIb30-
BaTh KoMaHay -use full. Eciu BHocecTBUM BB 3aXOTUTE BEPHYTHCA K PEKUMY II0 YMOJIYAHUIO, BBEJIUTE
KOMaHJy -use reserve, 4ToObl HCIOJIL30BaTh TOJLKO 80% KaxKI0il cTpaHuUIbL.

[ gfix -use {full|reserve} <6aza maHHHX> ]

8.4.9 IIpoBepka um mcrnpanJjieHne 0a3 JaHHBIX

[Ipr HeKOppeKTHOM 3aBepineHuu paboThl cepBepa, AIMAPATHOM WK IPOrPAMMHOM €HOe BO3MOXKHO
NOogIBJIEHNE Pa3JIMYIHBIX OIHI/I6OK B 6&36 JaHHBIX. HpOBepKa 63.3])1 JaHHBIX C IIOMOIIBIO YTUJINUTBI IIOMO2KET
HaiiTu Takue pparMeHThl B 6a3e JaHHBIX U BBIOPATh CIIOCOD MCIIpaBJieHus TOI mim uHoi ommbku. [IpoBepky
6a3bl JJAHHBIX PEKOMEHJIYEeTCsl ITPOU3BOAUTH HE TOJIBKO IOCJE AIMapATHBIX WJIM IIPOrPAMMHBIX COOEB B pa-
6oTe cepBepa, HO W IPU BO3ZHUKHOBEHHUH J1I000i OmmOKu mpu pabore ¢ 6a30ii JTaHHBIX, KOTOPas HE CBI3aHA
¢ HEKOPPEKTHO MOCTPOEHHBIM 3aITPOCOM MJIH TPOBJIEMAMHU C CEeTHIO, MIPU OIMMOKAX PE3ePBHOIO KOIUPOBAH-
s1/BOCCTAHOBJIEHUSI, & TAKXKE C OINPEJIEJIEHHON MEPHOMIHOCTHIO B TPOMUIAKTHIECKUX TEJISIX.
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ITepes npoBepKoii (Wiin UCTIpaBJIEHUEM — CM. JlaJiee) 0Ga3bl JIAHHBIX HEOOXOAMUMO IOJIyUATh UCKJIIOUIN-
TEJBHBIN TOCTYII K Hell, KaK 9TO OIMCAHO B nojipaziene 8.4.7.

IIposepka 6a3bl JAHHBIX BBLIIOJJIHSIETCS C ITOMOINLI0O KOMaHAbl -v [alidate]:

[ gfix -v[alidate] <6asza maHHEX> ]

ITo ymomuanuio npu mpoBepke 6a3bl JaHHBIX gfix OCBODOXKIAET HEUCIIOJb3yeMble CTPAHUILI B Oa3e

NaHHBIX?, a TaKyKe OOHADPYKHBAECT PA3PYIIEHHBIEC CTPYKTYPHI JAHHBIX.

ITo ymomuanuto mpoBepka paboraer Ha ypoBHEe crpaHuil. s mpoBepku u Ha yPOBHE CTPAHWIL U HA
YPOBHE 3alncell UCIOJIB3YITe KOMAHIY:

[ gfix -v[alidate] -full <6asa HaHHHEX> J

KOTOpasi 0OCBOOOXKJaeT HEUCIIOJIb3yeMble (PparMeHThI 3aICei.

s Toro, 9Todn! gf ix MpOM3BOAMII TOJIBKO IIPOBEPKY 0a3bl MAHHBIX 03 0CBOOOXKIEHUsT HEMCIIOIb3ye-
MBIX CTPaHUIl, HEOOXOIMMO yKa3aTh omiuio -nlo_update]:

[ gfix -v[alidate] -nl[o_update] <6asza mammEx> ]

Jljist Toro, uTobbl gfix He MpOBEPSAT ONMOKH KOHTPOJILHBIX CYMM, HCTONb3yeTcs ommus -i[gnore] 'Y
KoMaHbI -v[alidate]:

[ gfix -v[alidate] -il[gnore] <6asa zmamHEX> J

PesynbraTs! paboTs! yruauTsl gfix coxpaHnsaiorca B Jor-daiise cepsepa — firebird.log.

Tlocsie mpoBepku 6a3bl JAHHBIX, €CAN OBLIN HAWIEHBI ONMMMOKN, MOXKHO TONBITATHCA HWCIPABUTH 0a3y
nmarabix. st aToro cymecrByer omrus -mend. OJHAKO W OHA HE B COCTOSIHUU WCIPABUTH BCE OIMIMOKU W
MOXKET IIPUBECTH K [IOTepe JIAHHBIX (IIOBPEKIEHHBIX 3aluceii).

[ gfix -mend <6aza maHHHX> ]

Jlyammuit criocob n3bekarTh MOTEPU JAHHDBIX - PETYJISIPHO JIEJIaTh PE3ePBHOE KOMMPOBAHNUE U IIPOBEPITH
KOIIMU Ha BO3MOYKHOCTb BOCCTAHOBJIeHWs. [IpM TONBITKE MUCIPABUTHL MOBPEXKJIEHHYIO 6a3y JAHHBIX BCETJA
paboraiiTe ¢ Komuei OCHOBHOTO (aitsia, a He ¢ opurunaajoM. Vcrnospb3oBanue onnun -mend MOXKET IPUBECTH
K «DeCIIyMHOMY» VIAJEHUIO TAHHBIX.

8.4.10 MN3meHeHue pexkmMa 3allMCU Ha JIUCK

Muorue OC mpuMeHSIIOT K3IIMPOBaHUE Ollepalyii BBOJa-BbiBoga. Ilpu srom st Oydepusanuu mc-
[OJIb3YETCsl HEKOTOPBI 00beM ObICTPOoil maMaTu (KOTOPBIA MOXKET ObITh KaK YaCThI0 ONEPATUBHON HaMATH
cepBepa, TaK U CHElUAJIbHON HaMAThIO, BCTPOGHHON B CaM JIUCK). DTO IOBBIIIAET IIPOU3BOIUTEIHHOCTD [IPH-
JIO’KEHUH, UX WHTEHCUBHOCTH 3AIIUCH, HO MOJIb30BATEb He Oy/IeT yBepeH, KOIJia ero JaHHble OY/LyT 3aHeCEHbI
Ha (pus3nIecKuii TUCK.

IIpu pabote ¢ 6a30it JAHHBIX KpaiiHe YKeJaTeIbHO, YTOObI JaHHbIe ObLIn Oe3omacHo coxpamennsl. B Pen
Baze /laHHBIX MOXKHO yKa3aTh JIOJKHBI JIX JIAHHBIE CPA3y 3aIlUCHIBATHCA Ha (PU3MYECKUl JHUCK [0 commit
wim ke JoBeputh 3amuck OC.

9 CrpaHHIBI, KOTOPbIE OLLIH HA3HAYEHBI KAKOH-T60 CTPYKTYPe JAHHDIX, HO He ObLIN MCIIOIb30BAHbI BCICACTBUE AlIIAPATHEIX
WU TIPOTPAMMHBIX COOEB.

10 TIpu yrenun 3amucu cepsep nepebupaer He Gosee 10 MIIH. BepCHil 3aIIHCH, YTOBbI MCKJIIOYATH BO3MOKHOCTD OECKOHEIHOTO
IUKJIA.
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[ gfix -write {synclasync} <6asa mamHHX> ]

ITo ymosmryanuio, Bce BJI paboraror ¢ Bkiodenubim Forced Writes (sync) u OTK/II04aTh 9TOT PEXKUM He
pekoMeH,tyeTcsi. Ecin Bce ke Bbl HE YI0BJIETBOPEHBI IIPOU3BOAUTEILHOCTBI0O BJI, 1 1Ipyr 9TOM CTOIPOIEHTHO
YBEPEHBI B CBOEM CEpBEPHOM ODOPYIOBAHWM, MOXKETe HOIpoboBaTh OTKIH0YNTh Forced Writes.

8.4.11 AKTuBaIUs pexKnMa PerIimKaIli

,ZLHH AKTUBaIIUN PE2KHUMa PEIIJINKAIUU JIJId 0a3nl JI@HHBIX UCIIOJIB3YEeTCA KOMaH/Ia:

[ gfix -replica { NONE | READ_ONLY | READ_WRITE } <6a3a HaHHHX> ]

3neck ykaswiBaercst GUID macrep-6a3sr. GUID sTo yHukaabubiil uaentudukarop B, ncmoab3yembrii
JUTst €6 ONO3HABAHMS B CUCTEME DEITMKAIMU. Y3HATH €ro MOYKHO C TOMOIIBI0 YTUJINTEI gstat -h. OH rene-
pupyeTcsi Ipu co3annu 6a3bl (6O IpH MEPBOM KOHHEKTE, ecsid erme He 3a7aH). OH Gy/eT aBTOMATHIECKH
[IEPECO3/IaH IIPU BOCCTAHOBJIEHUN 6a3bl u3 O9Kala U IPU BBINOJHEHUN KOMaHbI nbackup -f (BbIXO[ u3 pe-
KuMa GJIOKMPOBKY 0a3bl 6e3 BIAUTUS U3MEHeHUH u3 Jiesbra~-daitia). Takxke ero MOXKHO CMEHUTH € IIOMOIIBIO
KOMAaHIbI gfix -g, KOTOpas JIOJ2KHA BBIMTOJHATHCS B 9KCKJIIO3UBHOM PEXKMME C [IPABAMH aIMUHUCTPATOPA.
D10 MOXKeT ObITH ToJIe3HO Tpu Konmposauuu BJ1 cpejcrBaMu HaitiioBoit cucTeMsi.

Vnansercs GUID misi cjieitB-0a3bl B MOMEHT OTKJIIOUEHUST PEXKUMA PETLIIHKH.

Cusarue peXXuMa PEIJIMKU IIPOU3BOJUTCA C ITOMOIIBIO KOMaH/IbI:

[ gfix -replica {} <umMs 6a3s HaHHHX> ]

8.5 ¥Yruaura GSTAT

Yrunura gstat mpeiHasHaYeHa JJIs HOJYyYEHUsI IOJHONR nHdopMaIun o O6a3e JaHHBIX. Gstat mgaér
nHMGOPMAITIIO O JaTe CO3MaHMs 0a3bl JAHHBIX, pa3Mepe CTPAHUI] 0a3bl JAHHBIX, KOJMIECTBE TEHEBLIX KOMMIt,
TabIUIAX U JAPYTYIO.

s Toro, 9To0ObI paboTaTh ¢ gstat, HeOOXOAMMO MPOITH TMPOIEIYPY UICHTUMUKAINA U ay TeHTu(U-
KAIlUU — YKa3aTh UM U [IAPOJIb [I0JIb30BaTe s, KOTOPbIi UMEEeT IPaBo Ha 3allyCK cepBuca gstat (moxpobuee
cM. Pacnpedenenue cucmemmnonx npusuaezut ). s yKazaHusl IMEHU U IAPOJIst OJIb30BATEJS UCIOIb3YIOTCs
[IEPEKJIIOIATEN N ~user U -password, COOTBETCTBEHHO, HAIIPUMED:

gstat -u testuser -p pass -role rdb$admin [<ommmm>] <6asza maHHEX>

Heobsa3aresbHblil nepek/movyaresb ~-role 3aaéT UMsi POJIH, [IPABa KOTOPOH OYIyT YUUTBHIBATHCA DU
BBITIOJTHEHUN KaKUX-JTU00 JIeHcTBUil yTuauTh. 1109TOMY €ciu moJib30BaTeIb HE YKA3bIBAeT POJIb, TO OH IIO-
Jyd4aeT IIpaBa TOJIBKO TeX poJjieil, KoTopble eMy Ha3zHadeHbl ¢ DEFAULT.

Wmsa nosib30BaTeIss W HAPOJIb MOXKHO HE yKa3bIBATh, €CJIM B CHCTEME YCTAHOBJIEHBI KOHTEKCTHBIE
nepementble ISC_USER u ISC_PASSWORD. A TakKe, eCJi HUCIIOJIb3yeTCs JIOBEPUTE/IbHAsT ayTeHTHU(DUKAIUS
Windows (Win_Sspi) wiu moBepennas depe3 mexanusMm GSSAPI (Gss), u moab30BaTe b CUCTEMbI, OT UMEHI
KOTOpOTO 3amyckaercs yrmmrta [SQL, siBisiercst 9jieHOM TPYIIBL 8 IMIHICTPATOPOB.

Bamyck GSTAT OCYIIECTBIIAETCS OJHUM U3 CJIEIYIONIIX CIIOCOOOB:

gstat [<ommmm>] <6asza_mamHBX>
gstat <6asa_gamsnx> [<ommumm>]
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Tabmumna 8.12 — Omum GSTAT

ITepektouaTesib

Onucanune nepekIovaTe s

-a(l1)

DT0 3HaYEHME 10 YMOJYAHUIO, €CJIM Bbl He 3alpocuyii -index, -data wim
-all. OreicKkuBaeT U 0TOOparkaeT CTATUCTHUKY 10 -index u -data.

-b(lob) TABLE.COLUMN
[TABLE.COLUMN] ...

3a mepekJIovIaTesieM ~b cyreyer ClimcoK UMeH TabJINIL ¥ CTOJIONOB, IJie Xpa-
HSITCsI CChLIKK Ha (paityioBbie 6,100b1. CIUCOK JI02KEH ObITh B BEPXHEM DEru-
crpe, u Kaxkiast TABLE.COLUMN pasgessiercs mpobesiom. BeiBomurcst uHpOp-
Malms st KaXka0ro seMmenTa TABLE.COLUMN: obimee KOJIUYECTBO CCBHLIOK,
KOJINYECTBO OTCYTCTBYIOMUX (dhaiijaos (ceblika ecTb, (aitia Her), obmmit pas-
Mep bailJIoB 110 ITUM CCBLIKAM, HEKOPPEKTHbIE CCBLIKU (CCBLIKH, JJIs KO-
TOPBIX HE YIaJIOCh YCTAHOBHUTH IyTh K aily). Eciu ykazaHo HECKOIBKO
TabJINIT — BBIBOJIUTCS TaKXKe CyMMapHasl CTATUCTUKA II0 BCEM YKAa3aHHBIM
TabIUIIAM.

-d(ata) CraTucTuKa CTPAHUIL, JAHHBIX — HH(MOPMAIUs O TAOJIUIAX COJIEPIKAIIUXCS B
6aze naHHbIX. [loIb30BaTE/IBCKIE U CUCTEMHbBIE WHJIEKChI, CHCTEMHbIE TabJIu-
bl He aHAJU3UPYIOTCH.

-e(ncryption) Craructuka 1o 3amudpoBaHHbIM 1 He3amudpoBaHHbIM cTpanuiiam b1

-h(eader) CraTucTuka 3aroJIOBOYHON CTPAHUIBI - 3TO WHEMOPMAIUS O TJIOOATHHBIX
cBoiicTBax Bceil 6a3bl JAHHBIX, XPAHSIASCST HA 3ar0JOBOYHON CTPAHUITHI
KaKJI0i 6a3bl JaHHBIX. DTa WHGOPMAIUS TAKYKE BBIBOIUTCS, €CJIU HCIIOJb-
30BaTh JI000{1 Ipyroil nepekIovarens gstat.

-i(ndex) CrarncTuka WHIEKCOB — nHMopMaIms 0ob nHaeKcax B 6ase JanabixX. [loan30-
BATEJIbCKIE U CUCTEMHbBIE TAOJIUI[bI, CHCTEMHDIE NH/IEKCHI HE aHAJIU3UPYIOTCS.

-s(ystem) DkBuUBaJIEHT HepekaodaressiM -a[11l] -s[ystem]. 9ro momuduxarop, Ko-
TOPBIi JIOMOTHSIET BBIBOGI ~data mian -index aHAIN30M CHCTEMHBIX TAOJIUIT
(unzEKCOB).

-u(sername) WNwms nmonw3oBaTesis

-p(assword) [Tapous osrb30BaTE A

-par(allel) <n>

KommuectBo mapaiaeabHbIX pabouMx IMMOTOKOB s cOopa CTaTHCTHU-
K. BKio4aeT MHOIOIOTOYHOCTH, eciau MaxParallelWorkers > 1 (oM.
firebird.conf). BmecTo 3roro mapamerpa yTHUIATBI MOXKHO YKa3aThb IIa-
pametp Koudurypanuu ParallelWorkers.

-fetch <umsa
daitna>|stdin|/dev/tty

QDaity, u3 KOTOPOro Oy/IeT CINTAH MAPOJIb OJIH30BATEIsT

-r(ecord)

Momudukarop st nepexJiodareseii -data n system. /lobasmisier craru-
CTHKY O CPEIHUX JJIMHAX 3aluceil, KOJUIeCTBe BepCUil U MHPOPMAIHIIO O
BLOB.

-t (able) <TABJMIA>
[<TABJIMIA>]

Anayin3 TabJIMIBl UK CIUCKa TabJIUI] U JIIOObIX WHJIEKCOB, TPUHAIEKAIIIX
VKA3aHHBIM Tab/IMIAM, & TAaKXKe CTPAHUI] JAHHBIX TUX TAOIUIl. 3a ITUM
rmapaMeTpoM CJIeIyeT CIUCOK MMEH TabJIHI], KOTOPbIE Bbl XOTUTE IPOAHAJIU-
supoBaTh. CIUCOK JIOJI?KEH OBITh B BEPXHEM DPErucTpe, W KaxKjas TabJmia
pasjessiercst mpobesiom. Ecii ncmonp30BaTh ONIM0 -t COBMECTHO € -1, TO
Oyaer oroOparkeHa CTATUCTUKA 110 MHJEKCaM, HO He OyraeT mHMOpMAaIuu O
CTPAaHUIAX JAHHBIX. KCJIM MCITOIb30BATH OMIIUIO —t COBMECTHO ¢ -d, TO OyIeT
oTOOpazkeHa CTATUCTHUKA IO CTPAHUIAM JaHHBIX, HO He OymeT mHdOpMAIIn
00 MHJEKCax.

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

[<Ms TABJIMYHOTO
[IPOCTPAHCTBA>. . .] |

ITepekaioyarens Onucanue nepekJsrovYaTesst
-ts [<VMS TABJIMYHOTO BriBon mrdopmarun 06 00beKTaX, HAXOIAMMXCA B TAOIMIHBIX TPOCTPaH-
[TPOCTPAHCTBA> crBax. Ilpm yKaszanmm crnmcka MMEH TAOJIWYIHBIX MPOCTAHCTB wiau PRIMARY

(ocHoBHOII daiin 6as3bl JaHHBIX) Oyger orobpazkeHa uHdopMarus 06 00beK-
TaxX, HAXOISIIUXCS B 33/ [aHHBIX TabJIMYHBIX IpocTpaHcTBaxX. CIUCOK JOJIKEH

<PRIMARY>] OBITH B BEpXHEM DErUCTpE, a MMeHa TabJIMIHBIX ITPOCTPAHCTB JIOJIXKHBI Pa3-
nensaTbes npobesom. FKeimm He yKasbBaTh MMeHa TAOJUIHBIX IIPOCTPAHCTB
mwim PRIMARY, To Oymer orobpakena mudopmanus 060 Bcex o0beKTax, Ha-
XOJSAIINCI B IIOJIb30BATEILCKUX TaOJINIHBIX IPOCTPAHCTBAX.

-role Nwma ponm

-tr Wcnonb30BaTh MOBEPUTENIHHYIO Ay TEHTUMUKAITIIO

-z TlokazaTh Bepcuio cepBepa U yTHINTHI

8.5.1 CrarmcTuka 3aroJIOBOYHON CTPAHUIILI

3amycTuB yTUIUTy gstat ¢ KIoIoM -header MOXKHO MOJIYIUTh CTATHCTHYECKIE JIAHHBIE O HaIleil ba3e

JaHHBIX. JacTh nHAGOPMAIUH SIBJISIETCS CTATUIHON, YACTh — MEHSIETCsl B 3aBUCUMOCTHU OT MPOMCXOJAIINX B
6aze maHHBIX n3MeHeHuit. [Ipumep nHbOPMAIUT ¢ 3ar0JIOBOYHON CTPAHUIIBI TPUBOIUTCS HUKE:

Database "d:\RedDataBases\testdb.fdb"
Database header page information:

Flags
Generation

0
103

System Change Number 3

Page size
Server
0ODS version

8192
RedDatabase
12.0

Oldest transaction 91

Oldest active

Oldest snapshot
Next transaction

Autosweep gap

Sequence number

92
92
92
1

Next attachment ID 65

Implementation
Shadow count
Page buffers

Next header page
Database dialect

Creation date
Attributes
Variable header data:

HW=AMD/Intel/x64 little-endian 0S=WindowsCC=MSVC
0

0

0

3

Sep 6, 2017 16:58:58

force write

Database backup GUID: {49E55285-939F-4960-94A3-3681659D2341}
Database GUID: {F87421F8-92F4-49C0-3D8F-3B88FDA010C1}

*ENDx*

Flags:

He ucnosibsyecst B 3arojioBo4HOil crpanuiie 6a3bl JaHHBIX.

Generation:

DTO cUeTUYNK, KOTOPBI YBEJIMUNBAETCS HA €IUHUILY BCSIKUI pa3, KOrjia 3aroJIOBOYHAsT CTPAHUIA
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3aIMCHIBAETCS HA JIUCK.
Page size:
Pasmep crpanuier 6a3er JaHHbIX, HcUnCasgeTcs B baiirax. Bee daitibr o/HOlM 6a3bI JAHHBIX COCTOAT U3
CTPaHUI[ OAMHAKOBOI'O Pa3Mepa, KOTOPBIN yCTAHABINBAETCS IIPU CO3AHUM 0Aa3bl JAHHBIX U IIPH
BOCCTAHOBJIEHUU 0a3bl JAHHBIX U3 PE3€PBHOI KOIMUHU. MHOXKECTBO BaXKHEUINX ITapaMeTPOB CEPBEPA
3aBUCAT OT pPa3Mepa CTPAHUIII - HAIIPUMED, K31 0a3bl JaHHBIX. PEKOMEHIYIOT CO3/1aBaTh 6a3y
JIAaHHBIX ¢ pa3mepoM crpanut] He MeHee 4096 Gaiir, a Jyryurne 8192 wim 16384 Gaiira.

System Change Number:

Mapkep (uucso or 0 10 3), KOTOPBIM HOMEYAIOTCS CTPAHUILI 6A3bl JAHHBIX [P CO3JIAHUY
MHKDPEMEHTHBIX KON ¢ MOMOIIBIO YTUIATHI nbackup. Nbackup BBINIONIHAET pe3epBHOE KOIUPOBAHUE
cTpaHul] 0a3bl JAHHBIX, KOMUPYS CTPAHUIbI, KOTOPbIEe ObLIIN M3MEHEHBI C MOMEHTA MOCJIETHEN
DPEe3ePBHOI KOIINK HEIOCPEJICTBEHHO IIPE/IIIECTBYIONIET0 YPOBH. Kciu nesiaeTcs pesepBHAs KOIHS
ypoBHs (), KOUPYIOTCS BCe CTPAHUIIBI, & €CJIU YPOBHS 1 — KOIUPYIOTC TOJIBKO T€ CTPAHUIIBI, KOTOPhIE
OBLIM U3MEHEHBI TocIe TocIeHero ypoBHst 0. YTo6bI MMETh BO3MOXKHOCTH HAXOJIUTH N3MEHEHHBIE
crpanutsl, Pen Baza Jamabix ucmosb3yer mapkep, KoTopbiit HazbiBaeTca SCN. D1o gyucio
YBEJIMINBAETCS IIPU KaXKJIOM M3MEHEHUN COCTOSIHUS Pe3ePBHOM KONMHU M He 3aBUCHUT OT YPOBHSI
PE3ePBHOTO KOIIMPOBAHUSI.

0 — cTpaHuUILI IEepes; Pe3ePBHBIM KOIMMPOBAHUEM;

1 — cTpaHUIBI, 3alUCAHHBIE B JIeJIbTa~-(Daiil BO BpeMsi pe3ePBHOTO KOIIMPOBAHUS;

2 — cTpaHWUIBI, 3aIINCAHHBIE BO BPEMsI CIIUSHUS JiejibTa~-daiijia ¢ OCHOBHON pPe3epBHOI KOIHeil;

3 — CTpaHUIlbl, 3aIMCAHHbIE [T0CJIe OKOHIAHUS [T€PBOrO O9KAIA U CJIMSTHUS.
PezepsHOE KONMpoOBaHWE 1 BOCCTAHOBJIEHNE C IOMOMILIO gbak He BOCCTaAHABIMBAET COJEPIKIMOE
tabsuipl RDBSBACKUP_HISTORY u copacwiBaeT SCN Bcex crpanutt obparao Ha (. Takum obpazom,
BOCCTAHOBJIEHHE C [IOMOINBIO ghak Iepemnuiier BCO 6a3y JaHHBIX (M MOXKET JaKe U3MEHHUTb Pa3Mep
CTPaHUIBI). DTO JeJaeT MpepILyIre Pe3ePBHbIe KOIMH ¢ MOoMOMbio nbackup 6eccMbICIeHHBIMU B
Ka4yecTBe OTIIPABHOU TOYKH /I TIOCJIEJIYIONNX PE3EPBHBIX KOIMil: HY?KHO Ha4daTh 3aHOBO ¢ ypoBHH (.

Server:
YsuMm cepBepoM ObLIa co3maHa 6a3a jmaHHbIX: RedDatabase miu Firebird.
0DS version:

Bepcus crpykTypbl 6a3bl gqannbix Ha jqucke (On-Disk Structure). Ilpemcrasisier coboii gBa dncia,
pasnenennbie Toukoit. "lenas" wacTe - 910 ocHOBHAast Bepcust ODS, KoTOpast 3aBUCUT OT BepCun
cepBepa, CO3JABIIEro JanHyio 6a3y JaHHBIX. [JIaBHASI BEpPCHs OIpeJiesisieT OCHOBHBIE BO3MOKHOCTH
paboThl ¢ 6a30i JAHHBIX, U ee 3HAUYEHUE IPUCBAMBACTCS [IPU CO3JaHNH (BOCCTAHOBJIEHUN) GA3bl
JIAHHBIX.

" TpoGuas" wacth (mocsie ToUKM) - 910 MuHOpHas Bepcusi ODS, koropasi MoXKeT MeHsITbCsl (TO4Hee,
YBEJIUYUBATLCs) B TEYEHUE XKU3HU OA3bl JAHHBIX B 3aBUCUMOCTH OT TOTO, [0, YIIPABJICHUEM KaKO#
BEpCHUU cepBepa paboTaloT ¢ ITOH 6a30if JAHHBIX.

Oldest transaction:

Unentudukarop crapeiimeii 3anHTepecoBaHHol Tpan3akimy B 6a3e panubix (0ldest Interesting

Transaction usum OIT). IlepBag TpaH3akius ¢ COCTOSHHEM, OTIMIHBIM OT commit. Ha npakruke s10:
- Oldest Active Transaction;
- HOMep caMoii cTapoil TpaH3aKIMK, 3aBepiieHHoil "HacrosmuM" rollback
(BBIIIOJIHSIETCSI €CIIH TI0JIB30BATENb B OJHON TpaH3akiuu Moudunuposai 6oaee 100000
3ammceit);
- TPaH3aKIUsl B COCTOAHMU in-limbo (mosysaBepinenHast) AByx(a3zHoro commit.

3HaveHne 9TOro mapamMerpa JacTo cpaBHHBaeTcs ¢ Next transaction. Pasmamma stux mapamerpon
MTOKA3bIBAET KOJUIECTBO Mycopa B 0a3e JAHHBIX M MOYKHO CYIUTH O IEJIeCOOOPA3ZHOCTD BHITTOJTHEHUST
Pe3epBHOTO KOTUPOBAHUSI.

Oldest active:
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Crapeiiniast TpaH3aKIHs, KOTOPYIO MOJb30BATEIb CTAPTOBAJ, U JI0 CUX [Op HE 3aBEPINUJI 110 commit
wim rollback (0ldest Active Transaction mim OAT).

Oldest snapshot:
Homep nocsiezmeii Tpansakuuu , KOTopas BJjusgeT Ha mporecc cbopku mycopa (0ldest Snapshot
Transaction miu 0ST). Je10 B TOM, UTO TOJBKO TPAH3AKIMK C YPOBHEM M30JIsIUK snapshot
BBI3BIBAIOT IOsIBJIEHME MYCOPHBIX Bepcuil 3ammceii B 6a3e manabix. 0ST — 910 crapeiimmii «HOMep
snapshot» mjist Bcex akTuBHBIX Tpansakiuii. Tpansakius read-only, read committed He nmeer
«aomepa snapshoty». Tpamzaxmus read-write, read committed nmeer «HOMep snapshoty paBHbIT
cBoemy cobcTBennomy nomepy. st rpamzaknuu snapshot «momep snapshot» — sro Homep 0ldest
Active Transaction Ha MomeHT ee ctapra. Homep Oldest Snapshot Transactio obnoBjsieTcH,
KOIJIa CTapTyeT HOBasl TPaH3aKIWs (MM BBINOJHsIETCsl commit retaining) mim Korja crapryer
sweep.

Autosweep gap:
Paznauna mexkny Oldest transaction m Oldest snapshot. IlokassiBaer HEOOXOMMMOCTH COOPKU
Mmycopa. Korna 3nadenue jocruraer Sweep interval (mo ymosrdaHuio 3Hadenue Sweep interval
pasro 20000) 3amycKaeTcss aBTOMATHIECKas CO0pPKa Mycopa.3HaueHne MOYKET ObITh OTPHUIATETbHBIM
[IpU JIOJITOXKUBYIIUX TPAH3AKIMAX snapshot.

Next transaction:
DTO TPOCTO HOMEP, KOTOPHI Oy/IeT MPUCBOEH CJIEYIONEH TPAH3AKIUH [IPU €€ CTapTe.
Ecmu BBI 3aMermim, uro pa3uuna Mexkay 0IT u Next transaction Bce yBeJINIMBAETCS, 3HATUT
KaKMe-TO TPAH3AKIINA HE MMOATBEPKIAIOTCHA JOJIZKHBIM 00pPa30M U CJIeI0BATEIbHO MOYXKET
HaKAaIJIUBATHCH BCEe DOJIbIIEe 9UC/I0 MYCOPHBIX 3ammceil. B KOHIle KOHIIOB BbI yBUINTE, UTO BPEMS
3aIrycka 0a3bl JaHHBIX YBEJIUYNBAETCS, & IPOM3BOJUTE]BHOCTD MajaeT. B TakoM ciIydae BO3MOXKHO
caemyer 3aiycTuTh gfix juist ¢cOOpKHM Mycopa BPYUHYIO.

Sequence number:
ITopstaxosorit HOMep daitna 6a3bl qaHHbIX. Jj1s 6a3bl TAHHBIX, COCTOAIIEH 13 OMHOTO (dailia, OH
Bcerza paBeH Hys0. Bropoit daitn B 6a3e ganabx OyaeT nMeTh HOMep 1 n T. 1.

Next attachment ID:
Howmep cremytommero coejimuenust K 3Toit 6aze janubix. Kaxkplil pa3, Korja npuioyKenne
MOJIKJTIOYaEeTCs K 06a3e JAHHBIX, 9TO YUCJIO YBEJIMIUBAETCsI HA OJUH. 3aIlyCK U 3aBepineHne padoThl
6a3bl TAHHBIX TAKXKE YBEJIMIMBAET STOT HOMEp. JaIyCcK gstat He m3MeHsieT UACHTU(MUKATOD.

Implementation:
ApxurekTypa annaparypbl, Ha KOTOPOil OblIa co3/mana 0a3a JTaHHBIX.

Shadow count:
YHucsio daityioB OImepaTUBHBIX KON, KOTOPBIE OIPEIe/IeHbl s TaHHONH 0a3bl JAHHBIX.

Page buffers:
Pazmep ka1ma 6a3b! JaHHBIXB cTpanuiax. Hoab o3HatwaeT, 9To 6a3a JaHHBIX UCHOJIL3yeT 3HAYUEHUE 10
yMmosaanuio cepsepa (DefaultDbCachePages B firebird.conf).

Next header page:
Howmep cnenyrormeit 3aronoBounoit crpanuiisl. Beerma paser nHysmo. CoOCTBEHHO roOBOpsi, JTI00ast
cTpaHuia B 6a3e JAHHBIX MMEET CCHLIKY Ha HOMED CJIEIYIOIIEeil CTPAHUIBI TAKOIO XKe THIA, HO TaK
KaK 3ar0JIOBOYHAs CTPAHUIIA BCErJa eIMHCTBEHHAs B KaxK/I0M daiiyie 6a3bl JaHHBIX, TO Y HeEe 3Ta
CCBhLIKa OOHYJIEHA.

Database dialect:
Hunaekt SQL 6a3b1 JaHHBIX.

Creation date:
Jara co3manus 0a3bl JaHHBIX WX IOCJIEIHETO BOCCTAHOBJIEHUS U3 PE3EPBHON KOIIUU.

Attributes:
D710 HabOp (HIAroB, OIMpEIE/IAIONINI BaXKHbIe 0COOEHHOCTH MTOBEIeHMsT 0a3bl JaHHbIX. Daarn
YCTaHABJIUBAIOTCS TOJBKO C TIOMOIIBIO CIIEIIAAIBLHBIX HHCTPYMEHTOB Bpoze gfix, m3aMmenaTs daru ¢
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ITOMOIIBIO JIDYTUX UHCTPYMEHTOB OITACHO - 9TO MOXKET IIPUBECTH K TOpUe 0a3bl JAHHBIX. SHAYEHUS
(dIaroB MOXKHO IIOCMOTPETh B Tadsaure 8.13.

Variable header data:

ITepemennble jaHHble 3ar0J0BOYHON cTpanulpl. Hanpumep, unrepsas oguctku (sweep interval),
GUID 6a3s1 ganbix, GUID nocieHeli pe3epBHOI KOIIUU U JIPYTOE.

Tabauna 8.13 — ArpubyTsl u ¢uiaru daiiia 6a3bl JaHHBIX

ATpubyr 3Hauenue PacmmdpoBka
diara

active shadow 0x1 1 Qaiin siBsisiercst aktuBHbIM Shadow-daiitom

force write 0x2 2 Pexkum npunyauresnbroit 3anucu Brioden (forced write on)

crypt process, plugin 0x4 4 Wnet nporiecc mudpoBanus B (GOHOBOM PEXKIME YKAZAHHBIM

<uMs IIaruHEa> IIArTHOM

no reserve 0x8 8 VYKa3bIBaeT, 9TO HA CTPAHUIAX HE PE3EPBUPYETCS MECTO IIJIst
CTapbIX BEPCHil JAHHBIX. DTO MO3BOJIsIET OoJiee IJIOTHO yIia-
KOBBIBATb JIAaHHBbIE Ha KaXKJIOH CTpaHUIlE, B CHJIy 4Yero Oa-
3a JIAHHDBIX 3aHUMAET MEHBIIE JINCKOBOrO IIPOCTPAHCTBA. DTO
ugeas st 6a3 JTAHHBIX TOJIBKO JIJIS UTEHUS.

read only 0x20 32 Baza manubix paboraer B pesxkume Read Only. Eciin diar ve
YCTaHOBJIEH, TO HOILYCTUMBI KaK UTEHHE, TaK U 3allUCh

encrypted, plugin <umsa 0x40 64 Baza nannbix 3ammudpoBana yKa3aHHBIM ILJIATTHOM

mIaruHa>

replica 0x100 256 Baza maHHbIX sBiIsteTCst OOBEKTOM PEIVIMKAIUK (CIIeiBOM)

multi-user maintenance 0x80 128 Baza nanabix 6/10KMpoBaHa B pexkume multi

single-user maintenance

0x1080 4224

Baza mannbix 60KupoBaHa B pexkume single

full shutdown

0x1000 4096

Baza nannabix 60kupoBaHa B pexxume full

backup lock 0x400 1024 | OcHoBHOI daiin 6a3bl JAHHBIX BPEMEHHO 3a0/I0KupoBaH. 13-
MeHeHUsT (PUKCUPYIOTCS BO BPEMEHHOM (haiijie JIeIbThI.
backup merge 0x800 2048 |OObenunenue daiiaa ATl C OCHOBHBIM (ailioM 6a3bl

JTAHHBIX.

8.5.2 CrarucTuka mo TabJuYIHBIM IIPOCTPAHCTBAM

J1st BBIBOMA MHMOPMAIINN TOJHKO 00 00bEKTaX, HAXOMSIINXCSI B TaDJIUIHBIX MPOCTPAHCTBAX, BBITOJI-

HUTE KOMaH/1Y:

[ gstat <6asa pmaHHHEX> -ts

JlanHbIE O TAOJIMYIHBIX TPOCTPAHCTBAX B OOIEM BBIBOMIE OTOODPAXKAIOTCS TaK:

Tablespaces:
PRIMARY (1)

Full path: /home/test/employee.fdb

Tables:
COUNTRY
JOB

Indices:

(npogonxerne Ha cneayroLeld cTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
RDB$PRIMARY1 (COUNTRY)
RDB$FOREIGN23 (CUSTOMER)
RDB$PRIMARY22 (CUSTOMER)
TS1 (2)
Full path: /home/test/ts.ts
Tables:
EMPLOYEE
PROJECT
SALES
Indices:
CUSTNAMEX (CUSTOMER)
MAXSALX (JOB)
NEEDX (SALES)
QTYX (SALES)
TS2 (3)
Full path: /home/test/ts2.ts
Tables:
CUSTOMER
Indices:
CUSTREGION (CUSTOMER)
TS3 (4)
Full path: /home/test/ts3.ts
Tablespace is empty

8.5.3 Amnajmn3 Bceii 6a3bI JaHHBIX

Eciu me 3a7anbl HUKaKWe ONIUMU yTUJIATHI gstat 10 yMOJIYAHWIO BBIIIOJIHSIETCS aHAJN3 BCell Oa3bl
JAHHBIX. ByneT cobpana nudopmaliys o TabJUIAaX U UHIEKCAX, COo/lepKaIimxcs B 6a3e JaHHBIX. [IocKOIbKY
BBIBOJI, CKOpee BCero, Oyjier o4eHb OOJIbIINM, PEKOMEHIyeTCsl TlepeiaTh BhIBOJ B (haii:

gstat d:\RedDataBases\testdb.fdb > d:\RedDataBases\testdb.txt

8.5.4 CrarucTuKa CTPaHMIL JAaHHBIX

Cremyromas KoMaHIa

[ gstat -data <6asa maHHBHX> J

IIpoCcMaTpUBaeT B 6a3e JTAaHHBIX TAOJIUILY 3a TabJIUIeH, 0TOOpazKast UTOTOBYIO NH(MOPMAITHIO O CTPAHUIIAX
JaHHBIX. JljIs BKIIIOUEHNs B OTYET CHCTEMHBIX TAaOJIHIL J0OABbTE IIepEKIIovaTe/h -system.

IIpu ykazanuum omruu -d COBMECTHO ¢ -t OyaeT cpOpMHUPOBAHA CTATUCTUKA IO CTPAHUIAM JTAHHBIX
TOJIBKO JIJId yKa3aHHOI71 Ta.6JII/IU,I)I. Brr Moxkere 3amnucarn pa3,[LeJIeHHbeI HpO6€JIaM 1 CIIICOK MMEH Ta6.HI/IL[ JJIA
[IOJIyYeHUsl PE3YJILTATOB 0OoJjiee YeM 10 OJHOIl TadJIuIe.

BriBog o kaxkioit Tabsmrie Oy1eT MPUMEPHO CJIe Ty IOITHit:

TEST_TABLE (338)
Primary pointer page: 734, Index root page: 735
Pointer pages: 7, data page slots: 20448
Data pages: 20448, average fill: 85}
Primary pages: 13998, secondary pages: 6450, swept pages: 13998

(npogonkerne Ha cnedyloLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)

Empty pages: 0, full pages: 20446

Big record pages: 8

Blobs: 463, total length: 248371310, blob pages: 15410
Level 0: 463, Level 1: O, Level 2: O

Fill distribution:

0 - 19%
20 - 39%
40 - 59%
60 - 79%
80 - 99%

0

O O O O

Tabsmmna 8.14 — BeiBojg gstat -d[atal

DJjieMeHT

Onucanue

Tablespace

TabsmaHOEe TPOCTPAHCTBO, B KOTOPOM HAXOAUTCA OOBLEKT. KEcam ykazaHo
PRIMARY, TO 00BEKT PACIIOJIOKEH B OCHOBHOM (haiisie 6a3bl JTaHHbIX.

Primary pointer page

Howmep miepBoit cTpaHUIIBI KOCBEHHBIX yKa3aTe el Ha CTPAHUIILI, XPAHAIINE TaH-
HbIE TaOJINIIBI

Index root page

Howmep crpanuiipl, KoTopast aBJISETCS MEPBOI CTPAHUIIEH yKa3aTeell Ha WHJIeK-
CBI TaOJIATIBI

Pointer pages

Ob611ee KOJIMYECTBO CTPAHUI] KOCBEHHBIX yKa3aTejell Ha CTPAHUIIbI, XPaHSIIe
JIaHHBIE TaOJIUAIIBI

data page slots

KonuuecTBo ykazareseil Ha cTpaHuIbl 0a3bl JAHHBIX, COIAEPXKAIINXCS HA CTPa-
HANAX yKazaTeseil. J{o/KHO paBHIATHCS YUC/IY CTPAHUI] JAHHBIX

Data pages

Ob111e€ KOJTMIECTBO CTPAHMUIL, B KOTOPBIX XPAHSITCS JAHHbBIE TabJIAIIBI. DTOT CIET-
YUK BKJIIOYaEeT CTPAHUIIbI, XpPaHAIIEe HelloATBeP2K/IeHHbIe BePCUU 3alluceil U My-
COp, IOTOMY 4TO gstat He MOXKeT UX OTJIMYUTH JIPYT OT ApyTa

Average fill

O6001maoIast THCTOrpaMMa PACIIPE/IeIEHNsT NCTIOIBb30BAHNS TAMSATH JIJIsT BCEX
CTPaHUII, BBIJEJIEHHBIX B TaOJIHIIE.

Primary pages

Kosmmuecrso crpanun, pasaoe (Data pages - Secondary pages)

Secondary pages

KomuyecTBo crpanuil, Ha KOTOPBIX HE XPAHATCH IIEPBUYHBIE BEPCUU 3AIIUCEN.

Swept pages

KomuaecTBo crpanuil, KOTopble MMEIOT TOJIBKO IMEPBUYHBIE BEPCUU 3AINCEN, U
BCe OHH OBLIN CO3/[AHBI ITOATBEPKICHHBIMI TPAHIAKIUAMHU. TaKne CTPaHUIIbI
JIAHHBIX JIOJI2KHBI OBITH IIPOIYINEHbI IPOIELyPOil sweep.

Empty pages

KomuaecTBo crpanunir, Ha KOTOPBIX HET 3amuceit

Full pages

KosmyecTBo 110JIHOCTBIO 3aII0JIHEHHBIX CTpaHHUIL

Fill distribution

910 rucrorpamMma u3 maru 20-mporeHTHBIX "mostoc, KaXkaas u3 KOTOPBIX TO-
Ka3bIBAET KOJUYECTBO CTPAHUIL JAHHBIX, Ube CPEJIHEE 3allOJHEHUE MONAaeT B
9TOT JMana30H. [IPOIEeHT 3amo/IHEHUsT ONIPEJIENSETCS COOTHOIIEHUEM TPOCTPaH-
CTBa KayKJIOH CTPaHUIBI, comepxkaieil qanubie. CyMMa 9TUX duces jaer obriee
KOJIMYECTBO CTPAHWUIL, COJIEPKAIIUX JAHHBIE.

8.5.5 AHaJn3 MHIEKCOB

Cremymomast KOMaHIa

[ gstat -i[ndex] <6aza mamHHX> ]
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OTBICKHBAET 1 0TOOparkaer CTATUCTHKY 110 HHJeKcaM B 6a3e JIAHHBIX: CPeIHsIsl JyInHA Kiova (B 6aiitax),
o0I1iee  KOJIMIECTBO JIyOJIMKATOB W MAKCHMAJIBHOE KOJMIECTBO JAyOJMKATOB OJHOIO KJIOUa U Jpyroe. Bbr
MOXKeTe JO0ABUTDH MEPEKTI0UATENh ~system, ITOObI BKJIIOYATH CBEJICHNUS O CUCTEMHBIX WHJIEKCAX B OTYET.

K coxasenuto, He cyiecTByeT criocoda MoJIyIuTh CTATUCTUKY 0 OdHOMY uHIeKCy. OHAKO BbI MOYKETE
OTPAHUYUTH PE3YJILTAT OJHON TabJINIIEl, UCIIOIb3Ys MEPEKJII0IATETb ~t, 33 KOTOPBIM CJIEyeT UMsi TaOJIUIIhI.
Brr mozkeTe 3anmcarh pas3/esieHHBIN TpobesaM M CIHCOK MMEH TaOJIHIl IS [IOJIydeHusi Pe3yJIbTaToB Oosiee
9eM 1O OJIHOI TabJjinie.

JlaHHbIe MHIEKCHOM CTPAHUIILI OTOOPAXKAIOTCS TaK:

TEST_TABLE (128)
Index IND1 (O)
Root page: 756595, depth: 4, leaf buckets: 232528, nodes: 50422773
Average node length: 11.90, total dup: O, max dup: O
Average key length: 8.11, compression ratio: 1.11
Average prefix length: 3.89, average data length: 5.11
Clustering factor: 6485823, ratio: 0.13
Fill distribution:

0 -19% =1
20 - 39% =0
40 - 59% =0
60 - 79% = 0

80 - 99% = 232527

Tabsmmna 8.15 — BriBojg gstat -i[ndex]

DjieMeHT Onucanue

Tablespace TabsmaHOEe TPOCTPAHCTBO, B KOTOPOM HAXOAUTCA OOBLeKT. Kcam ykazaHo
PRIMARY, TO OOBEKT PACIIOJIOXKEH B OCHOBHOM (paiijie 6a3bl JaHHBIX.

Root page Howmep kopmeBoit cTpaHuIbl HHAEKCA

Depth KosmmaecTBo ypoBHeil B cTpaHulle WHIEKCHOTO jiepeBa. Eciu rirybuna nepesa uH-
JIEKCHOU CTPAHWUIIBI TIPEBBIMIAET 3, TO JOCTYII K 3AIIUCSIM Yepe3 WHJIEKC He OyIeT
MakcuMaJabHO 3 derTuBHbM. 1 yMeHBINIEHUS TUIyOWHBI JIepeBa WHIEKCHOM
CTPAHUIIBI YBEJIUIbTE pa3Mep CTpaHuIlbl. Kcim yBesndaenne pasmepa CTPAHUIIBI
HE YMEeHbIaeT IJIyOUHBI, CHOBA YBEJIMYbTE pa3sMep CTPaHUIIbI.

Leaf buckets KosnuuecTBo crpanui; caMoro Hu3KOro ypoBHs (JIMCTOBBIX) B JIepEBe HHJIEKCA.
DTO cTpaHMIIBI, KOTOPBIE COJIEpKAT yKa3aTeau Ha 3anucu. CTpaHUIbl BHICOKOTO
YPOBHA COJEPKaT KOCBEHHBIE CBSA3U.

Nodes Ob6imee KOMIECTBO 3amuceil, MHACKCUPOBAHHBIX B fepese. JlomKHO ObITh paB-
HO KOJIMYECTBY WHJEKCHPOBAHHBIX CTPOK B JIEPEBe, XOTsd OTYeT gstat MOXKeT
BKJIIOYATH Y3JIbI, KOTOpPbIe ObLIN yJIAJIEHBI, HO He BBIYUINEHBI B IIporiecce cOop-
Ky Mycopa. MoxKer TakzKe BKJIIOYATh MHOXKECTBO 3JIEMEHTOB [IJIsl 3aIHCeil, y
KOTOPBIX OBLI U3MEHEH WHJIEKCHBIN KJTIOU.

Average node length Cpeauii pasmep y3y0B B baiftax

Total dup Ob6i1ee KOIMIECTBO CTPOK TyOIUKATOB WHIEKCA

Max dup KonuuecTBo aybaupyromux y3j0B B "erouke" , uMeronmx HanbosibIee KoJimde-
cTBO AyOsmKaToB. Beerma Oyer HyseM Jjisl YHUKAJIbLHBIX UHIEKCOB. Ecim ducio
BEJIUKO II0 CpaBHEHUIO ¢ 4ucjoM B Total dup, TO 9TO HpU3HAK ILJIOXOU CeJICK-
TUBHOCTH.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

DJjieMeHT

Ormnucanue

Average key length

Cpennuit pasmep Kjo4a B baiitax ¢ yaerom ckartus. K mjmHe KaXka0ro Kioda
npubasissiercss or 1 10 5 6aiiT B 3aBUCHMOCTH OT pa3Mepa KJo4a u npedukca.
3aTeM BBICIYUTHIBAETCS CPEIHUN pasMep KJII0Ua.

Compression ratio

OrHomenune cpeaneil JymHBL Kiaoda 0e3 ydera cxkarus (Average prefix
length + Average data length) K cpejHeii JJIMHE KJIIOYA C yY€TOM CXKATUS
(Average key length).

Average prefix length

Cpennuit pasmep, 3aHIMAaeMbIil pedUKcamMu y3J0B, B OaiiTax.

Average data length

Cpennsist JyiMHA KaxKJIOro Kjroda B Oaiirax. OHa, cKopee BCEro, MEHBIIE, YeM
dakTUUecKkasi CyMMa, pa3sMepoB CTOJIONOB, OCKOJbKY Pen Baza JlanHbIX wnC-
[IOJIB3YeT WHJIEKCHOE CXKATHUE I YMEHBbIIEeHUsI 00beMa JIaHHBIX, XPAHAIUXCS
Ha CTPAHUIIE JILCTA UHJIEKCA.

Clustering factor

DT0 Mepa TOT0, HACKOJIBKO MHOI'O OIlepalliil BBOJIa-BbIBOA OY/IeT OCYIIEeCTBIISITh
6a3a JAHHBIX, €CJIU OBl eif MPUIIJIOCh YUTATH KaXKIYI0 CTPOKY TaOJIUILI TOCPE/I-
CTBOM WHJIEKCA, B MOPSJIKE WHIEKCA. 10 eCTh OHA MOKA3BIBAET, HACKOIHKO yIIO-
PSITOYEHBI CTPOKU B TAOJIUIE O 3HAYEHUsM WHAeKca. Eciu 3uadenne OJIU3KO
K 00IlleMy KOJIMYECTBY CTPAHUIL, 3HAYUT TabJIMIA OYEHb XOPOIIO YIIOPsI0UeHa.
B srom ciiyyae 3ammcu WHIEKCA Ha OJHON CTPaHUIE JIMCTA WHIEKCA OOBIYHO
VKa3bIBAIOT HA CTPOKHU, HAXOISINHUECS B OJHUX M TeX YKe CTPAHUIAX JAHHBIX.
Ecin 3nagenne 6/im3k0 K 00OIIEMY KOJUYIECTBY CTPOK, 3HAYUT, TaOJIAIA BECHMA,
HEYTIOpsA09IeHa. B 9ToM ciiydae MajOBEpPOSTHO, 9TO 3AIMCHA WHIEKCA HA OIHOMN
CTpaHUIE JINCTA WHJEKCA YKA3BIBAIOT HA Te K& CTPAHUIbI JaHHBIX.

Ratio

Ornomenne Clustering factor k o0IIeMy KOJIMYIECTBY y3JIOB B MHJIEKCE.

Fill distribution

D10 THCTOrpaMMa ¢ UATBIO0 20-IIPOIEHTHBIMU TIOJIOCAMH, KaXKJ1asi U3 KOTOPBIX
IIOKa3bIBaET KOJUYECTBO WHJIEKCHBIX CTPAHUIL, Yeil CpeJTHUN IPOIEHT 3aIll0JTHe-
HUS HAXOJUTCS B YKAa3aHHOM JranasoHe. [IpoleHT 3amosHeHus onmpeessieTcst
COOTHOIIIEHWEM ITPOCTPAHCTBA KAXKJION CTPAHUIIBI, comepkareit manuabie. Cymma,
TAKUX IUCEJI AT 00IIee KOJMIECTBO CTPAHUI], COIEPIKAIIIX NHIEKCHBIE JAHHBIE

8.5.6 CrarmcTtuka mo pa3mMepaM U BepCHIM 3amluceil

Ciremymomast KOMaHIa:

[ gstat -r[ecord] [-d]

<baza HaHHHX> }

0TOOpaXKaeT CTATUCTUKY II0 PAa3MepPaM U BEPCUSM 3amuceil.

Tabauna 8.16 — Brisox gstat -r[ecord]

DiieMeHT

Onucanue

Total formats

Ob1ee kKommaectBo dhopmaros B Tabauie RDBSFORMATS

Used formats

Kosymuecrso HCIIOJIb3yEMbIX (bOpMa,TOB

Average record length

Cpeauii pasmep cKaToit 3ammcu B bafitax

Total records

OO6111ee KOIMIECTBO CTPOK B TaOJIAIIE.

Average version length

Cpejiee 3HaUYEHNE JJIMHBI CTApbIX Bepcuii B HaiiTax

Total versions

OO0Imee KOUIECTBO CTaphIX BePCUil B TaOIHIE

(pa3pbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

DJieMeHT Onucanue
Max versions MaxkcrmasbHast EMOYKa CTAPBIX BEPCHUIl [T 3alUCH
Average fragment length Cpennuit pasmep dpparmenTa B baiitax
Total fragments KonmaecTBo Bcex dpparMeHTOB BO BCEX 3AIMCIX
Max fragments MakcumasbHOe KOJIMYIECTBO (hparMeHTOB B OJHON 3aIllucu
Average unpacked length Cpennuii pasmep 3anucu B 6aiitax (6e3 cxarus)
Compression ratio OrHomeHne HeC)KATHIX JAHHBIX K CXKATBIM
Big record pages KosnunuecTBo cTpanmiy, KOTOpble MOJHOCTHIO 3aHSATHI TOJIBKO OJIHOM 3a-
MIUCHIO
Blobs Koumaecrso Beex 6510608 (0, 1 u 2 ypoBHsi)
Total length Pasmep, zannmaembrit 6;100aMu, B Haiitax
Blob pages KonuyecTBo crpanurn ¢ 6106amu
Level <n> KommaecTBo 610008 KaxK10ro ypoBHst

8.5.7 Crarucruka no (aiijioBbiM 6J100aM

B yrunure gstat MOXKXHO BOCIIOJIB30BATHCH OIIHMEN, B KOTOPO# YKa3bIBAIOTC TAOJINIIBI, /i€ XPAHITCSI
CCBHIJIKM Ha, (pailyioBble 0JI00bI U KOTOPasi OyJ/eT MOJCUYATHIBATE JJIs KaXKJIO0H YKAa3aHHOU TaOJIUIbI KOJIMIe-
cTBO ¥ 0bImuil pazmep HailJIoB 10 CChLIKAM, KOJUYECTBO HeHalmeHHbIX (BailioB (cceblika ecTb, daiiia Her),
HEKOPPEKTHBIE CChUIKU (He YJIAJI0Ch YCTAHOBUTH HyTh K aiiiy). Null, mycrble CTPOKH, a TaKXKe CTPOKH,
COCTOSATIINE TOJBHKO U3 MPOOETIOB, CCHIIKAMHI HE CIUTAIOTCS W HE YBEJIUIUBAIOT CIETINK CCHITOK.

[ gstat <6asa mamHNX> -b <Tabnuma>.<cromben> [<rabmmma>.<cromber>] ... ]

Eciu ykazaHO HECKOJIBKO CTOJIOIOB OJHON TabJIMIBI, TO HPHU BBIBOJE MPOM3OHIAET IPYIIIUPOBKA IO
tabsiutie. Ecn nepenano 6oJibIlie 0JTHOTO IMOJIsi, TO BBIBEIETCS CYMMapHasi CTATUCTHKA.

@aiiyioBble 6JIOOBI XPAHATCsS B KaTaJjiorax, HacTpanBaeMbix B (aiije directories.conf. OHu ympas-
JISTEIOTCs TpeMsi cucreMubiMu (pyHKusvmu: CREATE_FILE, READ_FILE, DELETE_FILE.

CREATE_FILE co3maér (aiiyi u3 yKa3aHHOTO 0j100a ¥ BO3BPAINAET CCHIIKY HA HErO. DTa CChLIKA MOXKET
OBITH COXPAHEHA B TAOJIUIE B OOBIYHOM TEKCTOBOM moJie. READ_FILE MOXKeT I10 9TOii CChIJIKE POYUTATE (hail
U BEPHYTH €ro COJEPKMMOe B Buje 0J100a.

Omrust -b npu BbI30Be gstat ykasblBaeTcs Mocje MyTu K 6aze JaHHbX. OUIMI0 -b MOXKHO COBMEIIATD
CO BCEMU ITapaMeTpaMu, KpoMe -€ U -b.

gstat d:/work/test.fdb -b BAT.VCHAR BAT.BL LINKS.B1 LINKS.B2 LINKS.B3

Database file sequence:
File D:\WORK\TEST.FDB is the only file

Analyzing file blobs
BAT (130)
'VCHAR' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: O
Blob files'size: 26 bytes

(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
'BL' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: O
Blob files'size: 22 bytes

LINKS (128)
'B1' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: 1
Blob files'size: 7 bytes

'B2' field:
Links'count: 2
Missing files'count: 1
Unresolved links'count: 1
Blob files'size: O bytes

'B3' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: 1
Blob files'size: 13 bytes

Total links'count: 10

Total missing files'count: 1
Total unresolved links'count: 3
Total blob files'size: 68 bytes

8.6 Yruaura GSEC

GSEC — 310 yTuiuTa Jyigd paboThl ¢ 6a30il JaHHbIX GezonacHocT (comepKarieil HHGOPMAIIUIO O MOJIb-
zoBaresisx CYB/I). Ona 1no3Bosisier NpUBUIEIMPOBAHHOMY II0JIb30BATENIO YIPABJIATH YIETHBIMA 3AIIUCIMA
II0JIb30BaTeJen JJIdd PA3JTUIHBIX 63,3 JaHHBIX. I/ICHO.HI)BYH pa3/ImIHbI€ OIIITUN, MO2KHO ,HO6&BHHTB, N3MEHATH
i yaaJidTh y9eTHbIEe 3alluCh IIoJIb30BaTe el n3 633])1 JaHHDbIX 6630HaCHOCTI/I.

Vrunura GSEC ycrapesa. Bmecto Heé Jiydlie ncosib3oBarh SQl-KOMaH b sl yIIPABIEHUST
II0JIb30BaTEeJIAMU Miu Services API.

Mudopmarus o Bcex MOIB30BATENSAX XPAHUTCS B OOBIYHON 6a3e JTaHHBIX, Ha3bIBaeMOil 0a30il JaHHBIX
6ezonacunoctu. Ilo ymosraanuio 6a3a maHHbIX Oe30macHOCTH pactiosaraercst B pupekropun «Pen Baser [lan-
HBbIX» M HA3bIBAETCs security_version (cM. Basa dannwxr 6esonachocmu).

GSEC MozKeT OBITH 3aIlyIeHa KaK B UHTEPAKTUBHOM, TaK U B KOMAH/IHOM PEKUME, U MOXKET 0TOOpaKaTh
MOACKA3KU C IIepedyuceHueM BCeX OIIUi.

Cunrakcuc GSEC:

[ gsec [ <ommum> ... ] <xomampma> [ <mapameTps> ... ] }
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Tabmumna 8.17 — Ommun GSEC

Onus

Onucanue

-user <uMdA [IOJIb30BaTEIA>

M nmoab3osaresis

-password <mapoib>

ITaposs mosb30BaTE S

-fetch_password <daitm>

(Daﬁn, n3 KOTOPOro 6y,aeT CYUTaH IIapOJib IIOJIb30BaTeJId

-role <mMa pomm>

Hazpanue posu, ubu npasa Oy/1eT HCIIOIB30BATH YKA3AHHBIN [I0JIH30Ba~
TeJlb

-trusted

Vcnonb30BaTh JOBEPUTEIBHYIO Ay TEHTU(MDUKAIIIIO

-database <B]/l_6ezomacHocTu>

IIyTe x daiiry 6a3bl JaHHBIX O€30I1aCHOCTH

-Z

Orobpasuth Bepcuio GSEC u ceprepa «Pes Baser Jlanubrx».

Ta6suna 8.18 — Komamnst GSECH

Komanga

Onucanue

add <umsa> [ <mapameTp> ... ]

JobaBienre HOBOTO TTOJIB30BATE IS

delete <uma>

VYiaJjieHne 1oJ1b30BaTe s

display

BriBoa undopmarnum 060 Bcex 3aperucTpUPOBAHHBIX MTOJH30BATEISIX

display <mmsa>

BoiBon nadopmanyum 0 KOHKPETHOM TOJIb30BATENIE

modify <ums> <mapameTrp> [
<mapaMeTp> ... ]

WNamenenne nadopMaIun O MOJIb30BATEIE

mapping {set | drop}

Bxuowaer wiam Boikmovdaer ¢urar AUTO ADMIN MAPPING jisi aBTO-
MaTHYECKOro IIpejocTaBjieHnss poju RDBSADMIN aMUHUCTpPATOpPAM
Windows B Tekyieit 6a3e JaHHBIX, €CJIU UCIOJIB3YETCs JOBEPUTEIbHAST
aBTOpU3AIUA

{? | help} Orobpazkaer Bce onnuu U KoMaHIbl GSEC
z Orobpazuth Bepcuio GSEC u ceprepa «Pen Bassr Janubrxs
quit Brixos u3 nHTEPAKTHBHOIO PEXKUMA.

Tabauna 8.19 — ITapamerpsr GSEC

Komanga

Onucanue

-pw <mapoin>

HapOJII) II0JIb30BaTEJIA

-uid <uid>

W nentudukarop moap30BaTE IS

-gid <uid>

W nentudukarop rpyrist

-fname <umsa>

TlonHOE MMST HHOJTB30BaTE IS

-mname <O0TYECTBO>

OTuecTBO

-lname <damuaus>

Damvunna

-admin {yes | no}

Vcranoska diiara, ©IMeeT JIU [I0JIb30BaTes b poiab RDBSADMIN

s Toro, 9To0BI BBIMOIHUTH JIIOOYIO OMEPAIAI0 C MOMOINBIO gSec, HeOOXOAUMO IMPONTH IIPOIELyPY

nIeHTHDUKAINA U ayTeHTUMUKAINN — YKA3aTh UMs U IAPOJIb IOJIH30BaTe s, KOTOPBII MMeeT IpaBo Ha
3amyck cepsuca gsec (moapobree cMm. Pacnpedeserue cucmemuor npueuaeud ). s yKasaHWsl MMEHU U
[IapoJIs TIOJIB30BATEsI UCIIOJIB3YIOTCS IIepeKJIovarean -user u -pal[ssword], coorBeTCTBEHHO, HAIIpUMED:

11 B me MHTEpaKTHBHOM pEesKMME KOMAHIbI BBOISATCS C TIPEUKCOM «-», HApuMep -add.
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gsec -user testuser -password pass -role rdb$admin <xomamma> [<mapametTps>...]

HeobszaTenbublit iepek/oyaTesib -role 3aJaéT UMs POJIU, TPaBa KOTOPOW OYIYT YUIUTBLIBATHCS IIPHU
BBINIOJIHEHUN KAKUX-JIM00 feicTBuil yruinTel. [loaTOMy ecu moJsib30BaTe b He YKA3bIBAET POJIb, TO OH II0-
JIyJaeT mpaBa TOJBKO TeX poJiel, koTopble emy HasHadenbl ¢ DEFAULT. [IpaBa na BHeceHme m3MeHEHUil B
6a3y JaHHLIX 0E30MACHOCTH MMEIOT IMTOJIb30BATENN C aMUHUCTPATUBHBIMEU IpuBmiernsaMu. 1Ipu sTtom poss
RDB$ADMIN jro/kHa OBITH yKa3aHa B Iepekjodarese -role. OcrajbHbIE TOJb30BATEIN UMEIOT IIPaBa TOJIBKO
Ha U3MEHEHUEe CBOeil y4eTHOIl 3alucu.

Wms mosrp30BaTe s U 1apoJib MOXKHO HE YKA3bIBaTh, €CJIM B CUCTEME YCTAHOBJIEHBI KOHTEKCTHBIE IIepe-
MenHble ISC_USER u ISC_PASSWORD. A TakKe ecJii UCIIOJIb3YEeTCs JIoBepuTeibHast ayTeHTrduKanus Windows
(Win_Sspi) min nosepenHas depes mexanusam GSSAPI (gss), u mosib30BaTesIb CHCTEMBI, OT IMEHH KOTOPOT'O
zamyckaercs yruinra [SQL, siBjisiercst 9jieHOM TPYIIIbI 8 IMIHACTPATOPOB.

IIpumep 3amycka yTuauTsl GSEC B MHTEPAKTUBHOM DEXKHMe:
gsec -user sysdba -password masterkey

IIpumep BBIBOIA MHMOPMAIMH O TOJIH30BATESIX:

GSEC> display
user name uid gid full name

SYSDBA 0 O Sql Server Administrator
TEST_USER O O John Smith

GSEC MOXKHO HUCIIOJIb30BATD JIJIsl yIIpaBJIeHus 0a30i1 JaHHBIX 0€30ITACHOCTH Ha yiajleHHOM cepBepe. s
9TOrO H606XO,ZLI/IMO YKa3aTb B KOM&H,ILHOﬁ CTPOKE UM

gsec -database 192.168.10.1:C:\RedDatabase\security5.fdb -user sysdba -password
masterkey

s BBIXO/Ia M3 MHTEPAKTUBHOTO pexkuMa, yTuauThl GSEC ucrnosb3yercs komauga q[uit]:

GSEC> quit

8.7 Yruwimra rdb lock print

Vrunanrta rdb_lock_print sBisercsa MHCTPYMeHTOM, (DOPMUPYIOIUM CTATUCTHYECKNE JaHHbIe daiira
GJIOKUPOBOK, YTO IIOMOTAET IIPU PEIIEHUN CJIOXKHBIX [IPOOJIEM B3aUMHBIX OJIOKMPOBOK.

Ucnosasiembrit Mojtysib rdb_lock_print maxojaurcs B karasore bin ycranosku CYB/I «Pen Baza lan-
HbIX». CUHTaKCHC BBI30Ba YTUJIUTHI MOXKET BBIIJISJIETH OJHUM M3 CJIEJIYIONIUX CIIOCOOOB:

rdb_lock_print -d <database_name> [<ommumm>...]
rdb_lock_print -f <lock_file> [<ommum>...]

I'ne mapamerp <database_name> 3amaer umsa u myTh K b/l. Tlapamerp lock_file 3amaer uMs u myTh
K lock - daitny. Ilyrs Kk daitny Tabauisr 6,10KHpOBOK poxoauT deped /tmp/firebird B OC Linux u C:/
ProgramData/firebird 8 OC Windows.

C nomorpio yruauthl rdb_lock_print Moxker OBITH BbIBe/IeHA TaOIUIIA GIIOKUPOBOK B YIOOHOM ITOJTh-
zoBaresto popmare. Order BeIBOJA pa3sOUT Ha OJIOKH B CJIEYIOIIEH [I0C/I€I0BATEIbHOCTH:

1. LOCK_HEADER BLOCK: 3aroJioBOK 0JIOKa;
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OWNER BLOCK: rpynmnsl BJaJeJIbIEB;
REQUEST BLOCK: rpymmbl 3amrpocoB. KarKbiit BJIa iesier] BEIBOJIUTCS C €0 3aIIPOCAMU;

LOCK BLOCK: rpymibl OJIOKHPOBOK;

DA

History: ucropus cOOBITHIL.

Vruaura rdb_lock_print mMmeeT HECKOJBKO OIIWi, IpUBeJeHHBIX B Tabumne 8.20. Ecim Hukakmx
ONINI HE 33JIaHO, TO BBIBOJUTCS 3arojoBok 6j10ka LOCK_HEADER BLOCK, B KOTOPOM OIIMCAHO OCHOBHAsI KOH-
duryparys u CoCTOsiHIE TabIUIBI OJIOKHPOBOK.

Tabmmma 8.20 — Onrum rdb_lock_print

Onnus Omnucanue

-a BoiBomuT comepkumoe Tabuuipbl  OJI0KUPOBOK: 3arojioBok 0Osioka (LOCK_HEADER
BLOCK), rpyumnsl 6iokos (LOCK BLOCK), rpymusl Biazesbies (OWNER BLOCK), rpyu-
bt 3anpocos (REQUEST BLOCK) u mcropuio cobbituit (History).

-c SanpammBaer MbioTeKC (mutex) Menezkepa OJOKHPOBOK PACIeYaTaTh HEJbHOe I10-
CJIeIOBATEILHOE TIPEICTABICHIE TAOIUIIBI OJTOKUPOBOK. IIpw 3TOM OCTaHaBIMBAIOTCS
BCe TIPOTIECCHI JOCTYIIA K 6a3e JTaHHBIX.

-h BoiBoauT HemaBHIO UCTOPUIO COOBITHIA
-i [a,o0,t,w] Boiaer nHTEPAKTUBHBIN OTYET, OTCJICXKUBAIONINN TEKYIIYIO JeATEIbHOCTh TaOJIHITHI
[<N> [<M>]] OJIOKMPOBOK. BEIBOIUT BHIOpaHHbIE apaMeTphl MeHeIKepa OJIOKUPOBOK B TEUYEHHE N

CEKYHJI C THTEPBAJIOM I CEKYH]. SHAYUEHUS IT0 YMOJJIIAHUIO 1 ceK Jjis 000UX 3HATEHUIA.
Ecnu ykazano TobKO -1 - BBIBOAUTCS BCA HH(MOPMAIIHS.

-1 BeiBoguT rpymimsl 6J10KOB

-m Boisog 8 HTML dopmare

-n BbIBOAUT TOJIBKO OXKUIAIONIUX 3ABEPIICHNs BIAJIEJbIEE (€C/IU YKA3aHO -0) UM OXKHU-
JAIOIIUX 3aBepIIeHrsl Pyl 6JI0KOB (ecau yKa3aHo -1)

-o | -p BeiBouT IpyIIibl BJIaIe/IbIEB

-q <N> Haxozur BiiasiesiblieB B3auMHbIX 610KUPOBOK 1 nedaraer ux PID (N - uarepsas cka-
HUPOBaHUSI)

-r BeiBogur nrdopMmarmio o rpyiie 6J0Ka 3aIpOCcOB

-s <HOMep> BeiBoAUT TpymIbl GIOKMPOBOK PECYPCOB 3aJIaHHOM cepuu (AeficTByeT TONBKO ecim

yKasaH crerpdukrarop -1)

-w BbiBonuT BpeMeHHBII CIIMCOK GJIOKHPOBOK (IPYILIL 3alIPOCOB), GIIOKUPYIONHUX JIPYIUe
3a1pockl Ha GJOKUPOBKY, I KasKJIOrO BJIAJENbIA (EHCTBYET TOJBKO C yKA3AHUEM

~0)

PesynbraThl nC1o/b30Banns yTUIIATBI MOTYT OKa3aThCA JOCTATOYHO OOJIBIIMMU, ITI0O9TOMY yIobHee OT-
49eT BBIBOJUTH B (hailjl, yKa3as: > <myTb K daifimy>.

8.7.1 buok LOCK HEADER

IlepBas rpynma Bcex orderoB rdb_lock_print. Kakiprif order BBIBOAUT TOJBKO OIHY TDYIIILY 3aro-
soBka. Ha pucynke 8.1 npejcrasiieno, Kak MOKeT BbIIvIsAneTh 010Kk LOCK_HEADER.

Version:
Howmep Bepcun menemkepa O6JIOKHPOBOK.

Active owner:
Baanestert, koTopsrit ypasiisier Tabsuieil 0JIOKHPOBOK B HACTOSINNI MOMeHT. Kcu B Tabnity 6J10Ku-
POBOK He THUINEeT HU OJWH MPOIECC, TO aKTUBHBIM BiiaaeabieM oymer 0.
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Length:
O6muii 06beM maMsITH, BbIICJEHHBIN Tabaue 6J0KUPOBOK (B Gafitax).
Used:
Hawubompimas Bemumdanna cMenienns B Tab/uie OJIOKUPOBOK, KOTOpasl UCIOJIb3YeTCs B HACTOAIIMI MO-
MEHT.
LOCE. _HEADER EBLOCE
Verszion: 145, Active owner: 0, Length: 1048576, Used: 231218
Flags: 0x0001
Engs=s: 18, Converts: 40, EBRejects: 0, Blocks: a
Deadlock =cans: 0, Deadlocks: 0, Scan interval: 10
Aogquires: 109, Acqguire blocks: 0, 5pin count: a
Mutex wait: 0.0%
Hash =lots: 1003, Hash lengths (min/avg/max) : af af 3
Remowve node: 0, Insert gueue: 0, Insert prior: a
Cwners (1): forward: 20840, backward: 20840
Free owners: *empty*®
Free locks (2): forward: 22808, backward: 23064
Free requests (2): forward: 22744, backward: 23000
Lock Ordering: Enabled
Pucynok 8.1 — Ilpumep rpymnms! 3arosioBka 6J0Ka
Flags:

Omnpenesnennbl aABa OUTOBBIX (hJiara:
e LHB_shut_manager — moka3siBaer, uTo BJI ocranoBieHa;
e LHB_lock_ordering — GJIOKMPOBKM Ha3HAYAIOTCs B mopsijike 3ampocoB FIFO.
Engs:
Yucsio 3a1pocoB, MOy YeHHbIX Ha OJIOKUPOBKY (He BKJIIOYAET 3aIIPOCHI, KOTOPbIE IPUIIIA U YIILJIK).

Converts:
3alpochl Ha IOBBINIEHNE YPOBHS OJIOKUPOBKU.

Rejects:
3ampocel, KOTOpbIE HE MOTYT OBITH y/IOBJIETBOPEHBI.

Blocks:
3ampochl, KOTOPbIe HE MOT'YT OBITH y/IOBJIETBOPEHBI HEME JIEHHO.

Deadlock scans:
IToka3bIBaeT 4YMCIIO IPOCMOTPOB MEHEZKEPOM OJIOKMPOBOK IENOYKH OJIOKMPOBOK U BJIAJIEJIBIIEB JIJIsI
ITOUCKA, B3aMMHBIX OJOKHPOBOK. MeHe/[Kep MPUCTYIIaeT K IPOCMOTPY, KOTJ[a IIPOIECC 0XKHUIaeT OJIOKU-
POBKH B Tedenue Scan interval cekyHz.

Deadlocks:
Yucso HailIeHHBIX B3aUMHBIX OJIOKHPOBOK.

Scan interval:
Bpemsa (B CeKyH,D;aX), KOTOpOE OKHUIAET MEHEIKep OJOKHMPOBOK JIO0 TOTNO KaK 3alyCTUTh K ITOUCKY
B3aUMHBIX OJIOKHPOBOK.

Acquires:
CKOJIBKO pa3 BJIaJIeJIel] 3alPaIlnBaeT UCKIIOINTEIbHOE YIIPABIeHNE Tab el OJIOKUPOBOK, YTOOBI BbI-

IIOJTHUTH U3MCEHCHUA.

Acquire blocks:
CKOJIBKO pa3 BJIaJIesIel] HaXO/IUJICS B COCTOSTHUH OYKUJIAHUST [IPU 3AITPOCE NCKITIOUUTEHLHOTO YIIPABJICHHS
TabJiuneit 6JIOKMPOBOK.
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Spin count:
Pexxum oKujiaHusi B3aUMHOM GJOKUPOBKH, KOIJ[a IIOBTOPSieTCsl 3aIpoc K Tabimie GJoKupoBok. Ilo
YMOJTIAHUIO OTKIIOUeHO(paBHO 0).

Mutex wait:
IIporeHT TONBITOK, KOTOPhIe ObLIN 3a0JIOKMPOBAHBI, KOTJA BJIaJIejIel] CTapaJjics O0PATUThCS K TaOJIUIE
610kupOBOK. CKOJIBKO pa3 (B IPOIEHTAX) BJIJIEIEI] HAXOAUICA B COCTOAHUU OXKUIAHUS, KOTJIA [IBITAJICS
obpaTuThcst K Tabiiniie OJIOKMPOBOK.

Hash slots:
YHucsto ¢JIOTOB KIMUPOBAHUS OJIOKUPOBOK.

Hash lengths:
JliMHa 1ENOYKHN KIINPOBAHUSI.

Remove node:
Baanester; coobmaer o HaMepeHUN YA uTh y3es U3 TabJInIbl, KOI/Ia 3aBUCAET IIPU 3aIpoce K TabJIuIe
OJIOKIPOBOK.

Insert queue:
Buragesner coobraer o HaMepeHnn J006aBUTH y3e B TAOJIUILY, KOT/Ia 3aBUCAET IIPU 3a1poce K TabJInIe
OGJIOKHPOBOK.

Insert prior:
VKa3bIBaeT, I/ie pa3MeIiaeTcs OMmnOOIHOe J00aBIeHAE Y3IIa.

Owners:
KommgecTBo B1ae1bIes, COeIUHEHHBIX ¢ TaOIUIEH OJIOKHIPOBOK.

Free owners:
KommgecTBo 6J10KOB BIaAeIbIEB, BHIICIEHHBIX BJIAIE/IbIIAM, KOTOPBIE 3aBEPIIIIN UX COSTUHEHNsI, OCTa-
BUB OJIOKM HEHUCIIOJIbL30BaAHHBIMU.

Free locks:
KomrgecTBo rpytin 6,IOKUPOBOK, KOTOPbIE OBLIN OCBOOOXK/IEHBI U HE UCIOJIHL30BAHBI IIOBTOPHO.

Free requests:
KommaecTso rpyrir 3anpocoB, KOTOpble ObLIH 0CBOOOXK/IEHBI 1 HE NCIIOJIb30BAHbI IIOBTOPHO.

Lock ordering:
Oupejiensier TOPSIZIOK MOJTyYeHne 3aIpOCOB Ha GJIOKMPOBKY (B HOPsIKE WX IOCTYIUIeHNUs ). BKiroueHo,
ecyn ycranosJsieH ¢iar LHB_lock_ordering.

8.7.2 Baok OWNER

Nnentudunupyer KOHKPETHOTO BJIAJE/bIA. BIaIeblbl Ie/IATCs Ha, HECKOJBKO THUIIOB, KOTOPBIM CO-
[IOCTABJIAIOTCA dncia: 1 — mporece, 2 — 6a3a JaHHBIX, 3 — KJINEHTCKoe coenunenue, 4 — Tpan3akmnus, 255 —
(UKTUBHBIN TPOIECC.

3aroJyioBoK 6JI0Ka COIEPXKUT UHCJIO, KOTOPOE UCIIOIB3YeTCS B KA9eCTBE WICHTHMUKATOPA BJIAJIEIbIA B
TabuIe 6JIOKUPOBOK.

CWNER EBLCOCE 20840

Cwner id: 268349%955665412, type: 1, pending: 4]
Process id: 6248 (Alive), thread id: 8928
Flags: 0x00

REegquests (15): forward: 20952, backward: 22872

Blocks: *empty*®

Pucynok 8.2 — Ilpumep rpymib! BiraeibIes
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Owner id::
W nentudurarop BiIaaeabia.
Type:
Tun BJ1a1esIbIIA.
Pending:
Oxunanne 3aBepIeHnsi OJTOKUPOBKU, 3aIMPOIIEHHYIO BJIAJEIbIIEM, HO He moaydeHHyio. [loka3biBaeT
CMeEIIEeHNE TPYIIBI 3AITPOCa, OJIOKUPOBKH.

Process id:
Wnentudukarop mporecca.

Thread id:
Naentudukarop moToxa.

Flags:
Burer, koropbie onpenensior cocrosaue. [Iporecc B 01HO U TO 2Ke BpeMst MOYXKET HAXOJIUThCs Oojiee demM
B OJIHOM COCTOSIHUH.

Requests:
3anpoce! Ha 6J0KUPOBKY (00paboTaHHbBIE WU OKUIAIONIIE 3ABEPIICHNs) CBA3AHHBIE ¢ ITUM IIPOIECCOM.

Forward:
CchlraeTcst Ha TOCTIEYIOIINI 9JIEMEHT B OUYepPe N 3aIllpOCOB, IPUHAJIEXKAIIINX ITOMY IIporieccy. ducio
3aJ1aeT CMeIleHue.

Backward:
CcplraeTcst Ha IPeAbIAYIIUi 3JIEMEHT B OYeped 3allpOCOB, IPUHAIJIEXKAIINX STOMY IIporeccy. duciio
3aJIaeT CMeIlleHue.

Blocks:

Bpemennblii cnucok 6J0KHPOBOK (IPYIIl 3aIPOCOB), GIOKUPYIONMX JIPYIHe 3alPOChl HAa OJOKUPOBKY,
KOTOPBIMU BJIAJIEET ITOT MIPOIIECC.

8.7.3 baok REQUEST

Buisomut Bce 3ampocsr Biagensiia. Ha pucynke 8.3 mokazano Kak BeirasgauT 0,0k REQUEST BLOCK.

REQUEST BLOCE 23000
Cwner: 20840, Lock: 23064, S5tate: &, Mode: &, Flags: 0x00
AST: 0x0000000000000000, argument: O0x000000000483R2F0
lrg own regquests: *empty®
lrg 1bl reguests: forward: 24, backward: 22744
lrg own blocks @ *empty®

Pucynoxk 8.3 — IIpumep 6/10ka KOHKPETHOTO 3a1IpOCa

Owner:
CwMernieHre TPYIIBL BJIae/bIla B TabIuIEe OJIOKUPOBOK, BBIIOJHUBIIETO 3aIIPOC.

Lock:
CwerneHne IpyIibl 6JIOKMPOBKK, KOTOPas OIKMCHIBAET OJIOKHUPYEMBI pecypc.

State:
Cocrosiane GJIOKIPOBKY, KOTOPOE HA3HAYEHO 9TOMY PECypPCy.

Mode:
Pexkum 6JIOKUPOBKHU — COCTOSTHIE, KOTOPOE OBLIO 3aIPOIIEHO /st OJIOKUPOBKH.

Flags:
@Jiar 3ampoca comepKuT 6uThl: 1 — OJIOKUpOBaHue, 2 — OXKUJAHNE 3aBepIeHus, 4 — KOHBEPTUPOBAHHUE,
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8 — ormena. Oun MoryT KOI\46I/IHI/IpOBaTbCH.

AST:
Anpec moamporpaMMbl, KOTOPasi BBI3BIBAETCs, KOIJIA KTO-IMOO0 €Ille XOUeT IIOJIydnTh OJOKHPOBKY HA
pecypc, UCIOJIb3YeMbIA HACTOANIMM 3aIIPOCOM.

Argument:

Ajpec aprymenTa, KOTOpbIii MOXKeT moHa 06uThes moamporpamve AST.

8.7.4 Baox LOCK

I'pymmer 6JI0KHPOBOK TIPECTABISIOT OJIOKHPYEMBIE PECYPChl PA3JIUYHBIX THUIIOB, COOTBETCTBYIONTUX
OIIpe/ICJIEHHBIM CePHUAM:

Tabmuma 8.21 — Tumnsr pecypcos

Cepus CumBoJI Twun pecypca
1 LCK_database Cama 6a3a JTaHHbIX
2 LCK_relation OrHormenne
3 LCK_bdb Crpanuiia 6a3bl JaHHBIX
4 LCK_tra Tpamzaxius
5 LCK_rel_exist Cy1riecTBOBaHNE OTHOIICHUS
6 LCK_idx_exist CyiecTBoBaHNE MHIEKCA
7 LCK_attachment Ilonkmrouenne
8 LCK_shadow Tenesast konus
9 LCK_sweep Coopxka mycopa
10 LCK_expression MexaHn3M K3IINPOBAHUS MHIEKCA 10 BBIPAYKEHUIO
11 LCK_prc_exist Cy1riecTBOBaHME TIPOTIE LY PBI
12 LCK_update_shadow CuHXpOHHOE U3MEHEHNEe TEHEBOI KON
13 LCK_backup_alloc Crpanuria pa3merennst TabJIuIbl B pe3epBHOM daiiie
14 LCK_backup_database Samura 3anucu B daitn BJ1
15 LCK_backup_end SammTa CorjiacOBaHHOIO yJIaJleHus pe3epBHOrO (aiiia
16 LCK_rel_partners CBst3anHbIe TaOIUIIBI
17 LCK_page_space W aentudukarop cTpaHUYHOrO IIPOCTPAHCTBA
18 LCK_dsql_cache DSQL x3m
19 LCK_monitor_state CoOpacbhiBaHUE JJaHHBIX MOHUTOPWHIA
20 LCK_tt_exist CymecrBoBanue TextType
21 LCK_cancel Ormena omeparn
22 LCK_btr_dont_gc IIpenoTBpalnenue ymaaeHus: cTpanuiibl B-aepesa u3 umjaekca
23 LCK_rel_gc Paspemtenne coopku mycopa 1t OTHOIITEHUS
24 LCK_tpc_init Nunnuanuszanus TPC
25 LCK_tpc_block CymecrBoBanune daitiia tpc-610Ka maMaTu
26 LCK_fun_exist CyiecrBoBanne (GyHKINT
27 LCK_rel_rescan IIpuayauTenbHOE TOBTOPHOE CKAHUPOBAHNE OTHOIIEHUS

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Cepus CumMBoJI Tun pecypca
28 LCK_crypt Opmomnorounoe mudposaHue
29 LCK_crypt_status Coobmiaer 06 m3MeHneHnn craryca mudpoBanus 6a3bl JAHHBIX
30 LCK_record_gc Cb6opka Mycopa Ha ypOBHE 3AIUCH
31 LCK_alter_database ALTER DATABASE
32 LCK_repl_state CocrosiHue peruKaImumn
33 LCK_repl_tables Pennumuposanubtit Habop
34 LCK_dsql_statement_cache |Ksm DSQL omneparopos
35 LCK_profiler_listener Caymarens cereBoro mpodaitiaepa
36 LCK_tablespace_exist CymecTBoBaHue TabJIMYHOTO IPOCTPAHCTBA
37 LCK_repl_txn Tpamzaxius pernInKaum

Ha pucynke 8.4 npejicraBjieH BbIBOJ, IpyIIibl 6JIOKHPOBKEU pecypca cepun 8. Bjyok LOCK_BLOCK wujeH-
TUMUIEPYET TPYIITY OMUCAHUS 3a0JJOKMPOBAHHOTO PECypCa.

LOCK BLOCE 22552
Series: 20, Parent: 21016, S5tate: 2, size: 8 length: 4 data: 0
Key: 000000, Flags: 0x00, Pending request count: 1]
Hash gque (3): forward: 380, backward: 22424
Requests (1) : forward: 22488, backward: 22488
Request 22488, Owner: 20840, S5tate: 2 (2), Flags: 0x00

Pucynoxk 8.4 — Ilpumep rpymimbr 6JIOKHPOBOK

Series:
Tum pecypca.

Parent:

Ponurens mjist Becex GJIOKMPOBOK, CBA3aHHBIX C KOHKPETHBIM THUIIOM PECYPCA.

State:

Hawussicitiee Tekytee cocTosinre OJJOKHPOBKU.

Size:

Juina gactu rpynisl GJI0KUPOBKH, cojepKalieil ki (B 6aiitax).

Length:
QakTruecKas JJIMHA KJII0Ya.

Data:
Jamubie. SIBASIIOTCS MEIBIM 9HCIOM.

Key:

N nentuduxarop 3ab0I0KHPOBAHHOTO PECypca.

Hash queue:

Hagaso n KOHeI ouepean X3 JIJIA KJIIOYeit pecypcCoB.

Requests:

ITokazbiBaeT 9mCIIO 3aIPOCOB HA OJIOKHPOBKY TOTO PECYPCa U yKa3aTesnd BIIEPE U HA3aJ HA TPYIIILI

OJIOKIPOBOK.

Request:

Crucok 3ampocos. [lokaspiBaeT mieHTHMOUKATOD 3AMPANIMBAEMOIl T'DYIIIBI, IPOIECC, BBIMOIHSIONIII
3anpoc U GaKTHIECKOe COCTOsHNE GJIOKMPOBKY C 3AlIPANIMBAEMbIM (B KPYIJIBIX CKOOKAX).
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Flags:

@Jiar 3anpoca coiepKuT OuThl: 1 — GJIOKUpOBaHue, 2 — OXKUJIAHNE 3aBepIieHus, 4 — KOHBEPTUPOBAHUE,

8 — ormena. OHE MOTYyT KOMOMHUPOBATBHCS.

8.7.5 Bbuaok History

Meme,izkep OJIOKMPOBOK 3aIIOMHHAET JIEHCTBUSI, KOTOPBIE OH BBIIOJIHSLI
JefCTBUST MOXKHO IIPOCMOTpeTh B Ojtoke History u Osoke Event log.

J7IsT KasKI0TO BJIAJIEIbIla. DTH

History:
ENG: owner = 20840, lock = 0, reguest = 208952
GRANT: owner = 20840, lock = 21016, reguest = 208952
ENG: owner = 20840, lock = 0, regquest = 21088
GRANT: owner = 20840, lock = 21152, reguest = 21088
ENG: owner = 20840, lock = 0, reguest = 21208
GRANT: owner = 20840, lock = 21272, reguest = 21208
CONVERT : owner = 20840, lock = 21272, reguest = 21208
GRANT: owner = 20840, lock = 21272, reguest = 21208
CONVERT : owner = 20840, lock = 21272, reguest = 21208
GRANT: owner = 20840, lock = 21272, reguest = 21208

Pucynok 8.5 — Ilpumep BbIBOJIA 3amuceit ucropun

GRANT:
IIpemocTaBienne 6JIOKUPOBKY Ha PeCypcC.

ENQ:
ITomerierne B ouepeb 3ampoc.

DENY:
Otka3 B 3ampoce Ha pecypc.

POST:
OTrnpasKa coOOLIEHUs BJIAIE/bILYy 110 IIOBOAY pecypca.

DEQ:
CusiTrie 6JIOKUPOBKU BJIAIC/IHIIEM.

SCAN:
CxaHnpoBaHue B3aWMHBIX OJIOKHPOBOK.

WAIT:
Buiagenen B cocTossHIT OXKUIAHUS.

CONVERT:
IloBbinenne ypoBHsi OJIOKUPOBKHU.

8.8 ¥Yruaura rdbsvemgr

Vruanra npeoctaBiasgeT nHTepdeic KOMAHIHOM CTPOKM isi Services API, obecnedmBasi JOCTYIT K

J1060i1 ciyxbe, KoTopast peasmayerca B CYB/I.

Services API - nporpamMubiil unTepdeiic ais 3aycka ciyKeOHbIX 3a1ad (HanpuMep, GIKall, pecrop,
IpoBepKa 0a3bl JIAHHBIX, cOOP CTATUCTHKYU U T.1.) Ge3 ucnoibzoBanus yruiaut. CYBJl Boimosnnser stu 3a-
Jla9ur ¢ HOMOIIBIO MEHeXKepa cepBUCOB (service manager). Yrusmra rdbsvemgr obecrieuuBaeT J0CTYII K

cepBHCaM.

CuHTaKCUC BBI30BA YTUJIINTBI:
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[ rdbsvcemgr <uMa cepBuca> <OIIUKN> ]

WM cepBuca no/KHO ObITH Service_mgr, MOXKeT UMeTh NpedUKC ¢ UMEHEM XOCTa B COOTBETCTBUU C
o6mumu npasutamu (host:service_mgr, \\\host\service_mgr).

Onmun B TOYHOCTH COOTBETCTBYIOT Teram SPB, mcmonmp3yeMbIM B COKDAIEHHOM BHIE. YAajd-
Te YacTH Tera isc_, spb_, svc_ u Bbl noJiyuure omruio. Hampumep, isc_action_svc_backup HyXK-
HO yKa3aThb KakK action_backup, isc_spb_dbname kak dbname, isc_info_svc_implementation Kak
info_implementation, isc_spb_prp_db_online Kak prp_db_online u Tak JaJjee.

B oxnOM BBI3OBE rdbsvemgr MOXKHO yKa3aTh JUO0 OIHO JeiicTBre, TNO0 HECKOIBKO HHPOPMAIIMOH- HBIX
9JIEMEHTOB.

8.8.1 IlojakiroueHue K MeHeI2KEPY CEPBUCOB

Yr00BI MOAKIIOUUTHCS K YIAJEHHOMY MEHE]ZKEPY CEPBUCOB HYXKHO yKa3aTh MMsI JIOKAJbHON MJIN yIia-
JIEHHOM CJIy2KOBI. DTa CTPOKA TOXO0XKA HA CTPOKHU IOIKIIOYEHNS K 0a3e JaHHBIX, TOCKOJIbKY CHHTAKCUC OIIPe-
JeJideT CeTeBOit IPOTOKOJI, UCIOIb3YEeMBbIil /118 TIOAKJIIIOYEeHN KJINEeHTCKOI0 IIPUJIOZKEHNS K MeHeJ?Kepy cep-
BHCOB Ha XOCT€ cepBepa.

Tabmuna 8.22 — IloakoueHne K MEHEXKEPY CEPBUCOB

Onus Omnucanne
user | user_name <uMs ma nmonb3oBareis.
IIOJIb30BaTENA>

role | sql_role_name <pomnb> |Poub.

password <mapoib> ITaposs.

fetch_password <daitm> Cunrars naposb u3 daiia.

trusted_auth HWcrosib30BaTh JIOBEPUTENILHYIO Ay TEHTU(MUKAIUIO.

expected_db <6asza maHHRX> Baza jmaHHBIX 0€3011aCHOCTH, €CIM OHA OTJIMYaeTcsl OT 0a3bl IO yMOJI-

yanmio (security5.fdb).

key_holder <umsa miarusaa> Koo, neobxoanmMbrit 1151 OCTyIIa K 3arndpPOBAHHON Oa3e TaHHBIX.

Samyck rdbrepldiff uepes cepsuc:
./rdbsvcmgr localhost:service_mgr -user SYSDBA -password masterkey -action_diff

-dbname localhost:/my/other/database.fdb -dif_simple -dif_replica
john:smith@/my/replica/database2.fdb

8.8.2 NMudopmalimoHHbIe 3aIIPOCHI

Br1 MozkeTe UCI0/Ib30BATE CJIE/IYIOINIIE O JJI OJIyYeHus HHPOPMAIUK 0 KOH(MUTYPAIIUH CEPBEpA.

Tabmuna 8.23 — Nudopmannmorabie 3ampoch

Orust Omnucanue
info_server_version Bepcus cepsepa.
info_implementation Annaparras miardopMma, Ha KOTOpoit Obliia co3nana 6a3a JaHHBIX.
info_user_dbpath IIyTe k Gaze jjaHHBIX OE30IIACHOCTH CEPBEPA.

(pa3pbie Tabauub)
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(pa3pbiB Tabnuupl)

Omus

Omnucanue

info_get_env

Pacnosoxkerne kopHeBoOro KaraJjora cepsepa.

info_get_env_lock

Pacnosioxkenne daiisia Tabauiibl 0JIOKUPOBOK Ha CepBepe.

info_get_env_msg

Pacnosoxenne daiina coobiennit na cepsepe.

info_svr_db_info

KommgecTso noakimoyenuii K 6a3e JaHHBIX U 0a3 JAHHBIX, AKTUBHBIX B
JIAHHBIII MOMEHT Ha cepBepe.

info_version

Bepcust Service Manager.

info_capabilities

BuroBas macka BOZMOXKHOCTE, TOIIEPKUBAEMBIX CEPBEPOM.

Orobpazkernue 6a3 JTaHHBIX, UCIOJb3YEMBIX Ha cepBepe, a Takxke Bepcun CYBJ]

./rdbsvcmgr yourserver:service_mgr user sysdba password masterkey
info_server_version info_svr_db_info

8.8.3 JleiictBus

B onHoM BBIZOBE MeHeIKepa CEPBUCOB MOXKHO BBITIOJIHSATH TOJBKO OJIHY 3aja4dy. Bbl MoxkeTe momep-
2KUBaTh HECKOJIBKO ITO/IKJIFOUYEHHIT K MEHEJ[ZKEPY CEPBUCOB M BBINOJJIHATH 33/la4y B KarKJIOM IOJIKJIIOYEHNH.

JeiicTBre action_backup HO3BOJISIET BBITOJHITD PE3ePBHOE KOMUPOBaHUE 0a3bl MAHHBIX. AHAJOTHIHO

gbac -b.

Tabauna 8.24 — Omrmuu action_backup

Ormust

Onucanue

dbname <uMs IOJb30BATEJIST>

IlyTs K ocHOBHOMY (baitiny 6a3bl TaHHBIX.

verbose

TloapobubIit BHIBOA O GIKAaTIe.

KOIIUU>

bkp_file <daiin pesepsHOi

IIyte x daitmy pezepsroit konmu. Eciau daiiyi pesepBHOIl KOIUHU yKe
CYIIIECTBYET, TO PE3E€PBHOE KOIMPOBAHME HE OY/IET BBIMOIHEHO, €CJId He
yKa3aHa onuda bkp_replace.

bkp_replace

Ilepezanucars dailsi pe3epBHOIT KOINH, €CJIU OH YK€ CYIIECTBYeT.

bkp_length <n>

Huna daitta pesepBHOil Konnu B DaiTax.

bkp_factor <n>

WcnonbzoBars Giiokupyomuii hakTop n.

bkp_ignore_checksums

WraopupoBarh KOHTPOJIBHBIE CYMMBI, & TaKyKe MOBpexjeHHbie BLOB
npu 63karre u BLR nipu pecrope.

bkp_ignore_limbo

Urnopuposars 3aBuciine ayxdasuble Tpanzakimn (1imbo).

bkp_metadata_only

IIpousBouT pe3epBHOE KOIMMPOBAHUE TOJBKO METAJAHHBIX.

bkp_no_garbage_collect

He cobupats Mycop BO BpeMsi Pe3epBHOTIO KOITMPOBAHMUSI.

bkp_old_descriptions

IIpousBomuT pe3epBHOE KOMUPOBAHIE METAIAHHBIX B (hopMaTe cTaporo
CTHJISA, T.€. B PEKUME COBMECTUMOCTU CO CTapPbIMU 0a3aMu JAHHBIX.

bkp_non_transportable

Cozaér pe3epBHYIO KOIUIO B HETPAHCIIOPTAOEBHOM (hopMaTe.

bkp_convert

IIpeobpa3oBanue BHEITHUX (HAFIOB BO BHYTPEHHUE TAOJIUIIBI.

bkp_no_triggers

He zamyckarp Tpurrepsl ypoBHS 0a3bl JTaHHBIX.

(pa3pbiB Tabauupl)
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Omus

Omnucanue

verbint <n>

TloapobubIit BBIBOZ, JOTa AEHCTBUM C 3aJaHHBIM HHTEPBAJIOM 0Opabo-
TaHHBIX 3aIINCEil.

bkp_skip_data <mabmom>

IIpomyckaTs JaHHBIE TAOJINI], UMEHA KOTOPBIX COOTBETCTBYIOT YKa3aH-
HOMY 3/IeCh PeryJisgpHoMy Bbipaxkenuio B SQL-cunrakcuce (cm. onepa-
rTop SIMILAR TO).

bkp_include_data <mabmor>]

BruntouaTh TOIBKO AaHHbIE TAOJIMI, MMEHa KOTOPBIX COOTBETCTBYIOT
YKA3aHHOMY 3JIeCh PeryJsipHoMy Bbipaxkernio B SQL-cunrakcuce (cM.
ornieparop SIMILAR TO).

bkp_stat TDRW

BoiBecTn craTucTHKy B mporecce paforbl  (pafoTaer BMecTe ¢
-verbose).

T — Bpems oT Hagasa paboThl gbak;

D — Bpemsa npormnesniiee ¢ IOCaeIHETO BBIBOIA HA SKPAH;

R — uwncso crpaHuI] NpOYNTAHHBIX C IIOCJIEHETO BBIBO/IA HA SKPaH,;

W — 4uciio crpaHuIl 3aliCaHHbBIX C OCJEIHEr0 BhIBOJA HA SKPaH.

bkp_keyholder <umMa nmarwEa>

D10 KIIF0Y, HEOOXOMUMBIN JIIsT JIOCTYIIa K 3aimudpoBaHHoil 6a3e jiaH-
HBIX.

bkp_keyname <uMsa kimoda>

fBHOE MpUCBOEHME UMEHH KJIIOMY BMECTO KJTIOUA IO YMOJTYAHUIO, yKa-
3aHHOIO B MCXOJHOM 6a3e JAHHLIX (IIPU PE3€PBHOM KOIIMPOBAHWUU) UJIH
B daiise pesepBHOil Kormu (TIpH BOCCTAHOBJICHUH).

bkp_crypt <umMa nnmarumHa>

WNwms mrarnna mist mudpoBanus daiijia pe3epBHO KOIIUU WK BOCCTa-
HOBJIEHHO 0a3bl JAHHBIX BMECTO IJIATMHA 10 YMOJIYaHWiO. Ero tak-
JKe MOXKHO UCIIO/Tb30BAaTh B COUETAHUN C KII0UoM -KEYNAME mys mud-
pOBaHUs PE3EPBHOM KOIMHU He3aImundPOBaAHHON 0a3bl JAHHBIX HJIH JJIsI
mugpoBaHus 06a3bl JAHHBIX, BOCCTAHOBJIEHHON M3 He3ammndpPOBaHHOM
Pe3epBHOI KOIIUU.

bkp_zip [<uMsa mmarumza> |
<ypoBeHb cCxaTus> | <KOI-BO
IIOTOKOB>]

Cxkarb (baiityr pesepBHOIi Konuu 1iepes ero mudposanueM. ITocie mud-
poBanust daity mouTn He CKuUMaercd. [1o yMosrdaHWIO MCHOJIB3yeTCs
mwiaruH zstd ¢ 5 ypoBHeM cxkKaTus B 1 IIOTOK.

bkp_parallel_workers <n>

KommgecTBo mapasiiebHbIX pabovunx MOTOKOB s 09Kamna. Brirodaer
MHOI'OIIOTOYHOE BBINOJIHEHNE PE3EPBHOIO KOIMPOBAHUSI.

bkp_direct_io

OtrkpbiTue dailia 6ekama B pexkume IpsaMoro gocryia (6e3 6ydepusa-
yn).

HeiicTBue action_restore mMo3BOJISAET BHIIOJHATH BOCCTAHOBJICHNE 0A3bI TAHHBIX U3 PE3EPBHON KOIUU.

Amnayiornano gbak -c.

Tabmumna 8.25 — Ommuu action_restore

Onus

Onucanue

bkp_file <daiin pesepBHOI
KONINK>

IIyTo x daitny pe3epBHOI KOIUNU.

dbname <6aza OaHHBX>

IIyTe x daiiry 6a3bl JaHHBIX.

res_length <n>

KommgecTBo crpanni; B BOCCTAHOBJIEHHOM (haiiiae 6a3bl JaHHBIX.

verbose

TloapobHbIit BHIBOA O pecTope.

res_buffers <n>

3agarh pasMep CTpaHUIHOrO Karma aisa b/l

(pa3pbie TabnuLbt)
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Omus

Omnucanue

res_page_size <n>

YCTaHOBUTH pa3Mep CTPAHUIIHI.

res_access_mode
[prp_am_readonly |
prp_am_readwrite]

Pexxum nmocryna "read_only" wim "read_write".

res_deactivate_idx

I[eaKTI/IBI/IpOBaTb NHJIEKChI BO BpeMs BOCCTAHOBJICHUA.

res_no_shadow

BoccranosuTh 6€3 co3manns TeHeBbIX KOINA.

res_no_validity

OTKJIIOYeHnE BCEX OMPAHUYEHUI TPOBEPKH JTAHHBIX (check) U OrpaHu-
venuii NOT NULL.

res_one_at_a_time

TloaTBep:kAaTh TPAH3AKIINIO TIOC/IE BOCCTAHOBJICHUS KAXK 10! TaOTUITHI.

res_replace

3ameHuTh 0a3y MAHHBIX, €CJIM OHA CYIIECTBYET.

res_create

]30CCT&HOBI/ITB7 HO HE€ Ilepe3alluCbIBaTh CyHIECTBYIOILYIO 6a3y JaHHDbIX.

res_use_all_space

He pezepBupoBars MecTo 101 BEPCUH 3AIIHCE.

res_fix_fss_data <kxomupoBka>

VcnpaBuTh KOJIUPOBKY JIAHHBIX.

res_fix_fss_metadata
<KOZUpPOBKa>

WcupaBuTh KOAUPOBKY METAIaHHBIX.

res_metadata_only

HpOI/IBBO,D;I/IT BOCCTAHOBJICHHE TOJIbBKO MeTaJaHHBbIX.

verbint <n>

IloapobubIit BBHIBOJ, JOra JEHCTBUM C 3aJaHHBIM HHTEPBAJIOM 0Opabo-
TAHHBIX 3aIIUCEH.

res_skip_data <mabmnon>

IIpomyckaTh mamHble TabJINI, TMEHA KOTOPBIX COOTBETCTBYIOT YKA3aH-
HOMY 3JIeCh PeryJsipHOMy BbIpazkeHnto B SQL-cunTakcuce (cMm. orepa-
top SIMILAR TO).

res_include_data <mabmom>

BKJ'IIO“I&TI) TOJIBKO JTaHHBIC Ta6.HI/IIl, NMEHa KOTOPbLIX COOTBETCTBYIOT
YKA3aHHOMY 3JI€Ch PeryJsipHOMy Bbipakennio B SQL-cunrakcuce (cM.
omneparop SIMILAR TO).

res_stat TDRW

BoeiBecTn crarucruky B mpormecce paborbl  (paboTaer BMecTe ¢
-verbose).

T — Bpems or Havasa paboTs! ghak;

D — Bpems npormesiiee ¢ IOCIETHETO BBIBOIA HA SKPAH;

R — uwucso crpanui npoYnTaHHBIX C MOCJIEIHETO BBIBO/IA HA SKPaH;
W — 4uciio crpaHull 3anucaHHbIX € IOCJIEIHEr0 BHIBOIA HA SKPAH

res_keyholder <umsa nnmarumHa>

DTO KJIIOY, HEOOXOIUMBIH JIUTsT JOCTyIa K 3ammudpoBaHHON 0a3e TaH-
HBIX.

res_keyname <uMs Kioda>

$IBHOE NMpHUCBOEHUE UMEHNU KJIOYY BMECTO KJIIOYa [0 YMOJYAHUIO, YKa-
3AHHOIO B MCXOJHOM 6a3e JAaHHBIX (IIPY PE3EPBHOM KOIMPOBAHUU) UJIK
B dailyie pe3epBHOIi KolmMu (IIPU BOCCTAHOBJICHUMN ).

res_crypt <uMsd muaruHa>

WNwmst mtaruna myist mmdpoBanust aiijia pe3epBHOI KOIIUU WA BOCCTa-
HOBJIEHHO! 0a3bl JAHHBIX BMECTO IJIANMHA 10 YMOJIYaHuio. Kro rak-
JK€ MOXKHO HCIIOJIb30BATh B COYETAHUU C KIOIOM -KEYNAME mytst mmdb-
pOBaHMs PE3EPBHOM KOIMHU He3amndPOBAHHON 0a3bl JAHHBIX HJIH JIJIs
mudpoBanus 6a3bl JaHHBIX, BOCCTAHOBJICHHON M3 He3ammndpoBaHHON
Pe3epBHOI KOIINU.

(pa3pbie Tabauub)
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Omus

Omnucanue

res_replica_mode
[prp_rm_none |
prp_rm_readonly |
prp_rm_readwrite]

Bribparh pe:KuM perviuKy - TOJIbKO it ureHus (read_only) wim s
yreHus u 3anucu (read_write). Pexkum none OTKIIOYAET peruivKa-
[0 U IEPEBOJUT PeIUIuKy B pexkuM read_write. Kak mpasuiio, stor
PEeKUM JIOJIPKEH HCIIOJIb30BAThCs Iocje cOost B 0ase JIAHHBIX MacTepa,
KOrJla 3Ta PeIINKa IepeXOuT B cTaryc Macrepa. Mam ecam HyKHO
cesiaTh (BU3NIECKNe Pe3ePBHbIE KOINU U3 PEIINKH.

res_parallel_workers <n>

KosmuecTBo mnapasiesnpHbIX pabodmx MOTOKOB It pectopa. Bxirro-
4YaeT MHOI'OIIOTOYHOE BBINOJIHEHWE BOCCTaHOBJeHH: B/l  eciu
MaxParallelWorkers > 1 (cm. firebird.conf). Bwmecro sroro
napaMerpa YTHJIATBI MOXKHO yKa3aTh IapaMeTp KOHMUTYDaIH
ParallelWorkers.

res_direct_io

OtkpoiTue daitia 6ekana B pexkume IpsaMoro jgocryia (6e3 6ydepusa-
uyn).

eiicTBre action_properties MO3BOJIsIET HACTPOUTH ITapaMeTphbl 6a3bl JaHHBIX. AHAJIOTHIHO gfix.

Tabmuma 8.26 — Onmun action_properties

Onrust

Onucanue

dbname <6aza mDaHHHX>

IIyts k daitiny 6a3bl TaHHBIX.

prp_page_buffers <n>

YcranaBauBaeT HOBBIM pa3Mep CTpaHUIHOTO K31ma B/l B cTpanumax.
<n> - KOJUYIECTBO CTPAHMIL.

prp_sweep_interval <n>

M3mensier maTEpBaI TPAH3AKIUN 15T ABTOMATHIECKO COOPKU MycOpa
(sweep). <n> ycraHnasiauBaeT HOBbI nHTepBas. Ecim n = 0, aBromaru-
qecKast COOPKHU MyCOpPa HE BBIOJHAETC.

prp_shutdown_db <n>

3akpbiBaeT 6a3y JAHHBIX, KOIJIa HET COeJIMHEHNi ¢ 6a30i TAHHDBIX, W
110 UCTEYEeHUHU yKa3aHHOI'O TaiiMayTa.

prp_deny_new_transactions
<n>

3aBepiaer paboTy 6a3bl JAHHBIX, €CJIU B KOHIIE YKA3aHHOIO TaifiMayTa
HET aKTUBHBIX TPAH3AKIINIT; 3apeniaeT HOBble TPAH3AKIINN B TeUEHUIE
9TOTO TEPUOIA OYKUTAHNUST; 3aBEPIINAETCsT OIMUOKOIL, eC/i B KOHIIE TIePH-
0/1a OXKUJIAHUS €CTh AKTUBHBIE TPAH3AKITUU.

prp_deny_new_attachments <n>

3aBepiaer paboTy 6a3bl JAHHBIX, €CJIU B KOHIIE YKA3aHHOIO TaifiMayTa
HET aKTUBHBIX IOJIKJIIOUEHNUIT; 3alperiaeT HOBble TOAK/IIOUeHNs K Oase
JIAHHBIX B TeYEHHUe MEPHUOJIa OXKUJAHUs; 3aBEPIITUTCs OIMTHOKOI, eCu B
KOHIIE TIEPUOa OYKUJIAHUS €CTh AKTUBHBIE ITOIKTFOYEHMSI.

prp_set_sql_dialect <n>

Nzmenster guajekT 6a3bl JaHHBIX. <n> MOXKeT ObITH 1 mam 3.

prp_access_mode
[prp_am_readonly |
prp_am_readwrite]

VYeraHaBIUBAET PEXKUM 3AITUCH JIJIsT Oa3bl JAHHBIX - TOJIBKO ISl UTEHUSI
UJIM YTEHHE/3alUCh. DTOT NapaMeTD MOXKET IIPUHUMATD JiBa 3HAYCHUSI.

prp_reserve_space
[prp_res_use_full | prp_res]

Bruouaer 100% zanosmmenune crpanun BJT (full) win 80% szanonnenune
no ymosdanuio (reserve). 100%-e 3anosHeHHe nMeeT CMBICH JIs 6a3
TOJIBKO JJTsl ITEHUSL.

prp_write_mode [prp_wm_async
| prp_wm_sync]

IepekioyaeT peKUMBI CUHXPOHHOI /acuuxponnoil 3ammcu Forced
Writes.

(pa3pbiB Tabnuupl)
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Onrust

Omnucanue

prp_activate <TeHeBas KoIUA>

ITapamerp IpeaHa3HAYEH JIsi AKTHBAIMA TEHEBON KOIIHN.
<TeHeBasd Komus> - ajpec u uMs dailia TeHeBoil Komun (MM epBoro
u3 aitios).

prp_db_online

Bozparmaer B pexxum "online" 06a3y, OCTAHOBJIEHHYIO C ITOMOIIBIO
-shut

prp_force_shutdown <n>

IlpennasznavyeH jisi MPUHYIUTEILHOTO 3aKPBITUs 0a3bl JAHHBIX. <n>
YKa3bIBAET KOJIMIECTBO CEKYHJI, 9epe3 KOTOPOe POU30MIeT 3aKPhITHE.
Ecnu ocrammcs akTuBHBIE TTOJIB30BATEN, OHU OTKJIIOYATCH, TOCTIEIHIE
pe3yabTaThl BX paboThl OyAyT MOTEepsHbl. Takoe CpeicTBO HYKHO TMPH-
MEHSITh C OCTOPOXKHOCTBIO.

prp_attachments_shutdown <n>

IIpennaznagen mis 3amnpera HOBBIX coemmuennii ¢ B/I. <n> yka3biBaer
KOJIMYECTBO CEKYH/I, Yepe3 KoTopoe mpousoitfaer orkiodenue B, Or-
KJIIOYEHNE OTMEHUTCS, €CJIU K 9TOMY BPEMEHHU €I1le OCTAHYTCsI AKTHBHBIE
CO€IMHEHUSI.

prp_transactions_shutdown
<n>

IIpennaznaden jysa 3ampera 3amycka HOBBIX TPAH3AKIUN. <n> yKa3bl-
BaeT KOJIMYECTBO CEKYHJI, YepPe3 KOTOPOe Ipon3oiiieT orkiaodenne b1,
OTKJ/II0YeHNEe OTMEHUTCsI, €CJIM K 9TOMY BPEMEHHU eIlle OCTAHYTCS aK-
TUBHbBIC TPAH3AKIIUH.

prp_shutdown_mode
[prp_sm_normal |
prp_sm_multi | prp_sm_single
| prp_sm_full]

OcranapiuBaet 6a3y JaHHbIX. CIOIB3yeTCs ¢ OJHIM U3 TOTIOJTHUTE b=
HBIX ITapaMeTpoB -attach, -force mau -tran. Ommums multi mo3BoJIs-
eT ycraHaBauBaTh coeaunenue ¢ b/l Tosbko SYSDBA u Bnanenbiiem BJ1.
Ommus single noxoka Ha multi, 3a TeM HCKJIIOYEHHEM, YTO TOJHKO
onuH m3 moJib3oBareseit — SYSDBA wim Biaanenen Bl — moxker coean-
aurbes. Onrust full ve mo3BosisierT coequHuThes ¢ BJ1 HUKOMY, Jaxke
SYSDBA wuu Biagennity BJ1.

prp_online_mode
[prp_sm_normal |
prp_sm_multi | prp_sm_single
| prp_sm_full]

Bozpamaer B pexxum "online" 06a3y, OCTAHOBJIEHHYIO C ITOMOIIBIO
-shut. Ounus normal 03BOJIIET YCTAHABJIMBATEL coequHenue ¢ b1 jo-
OBIM aBTOPU30BAHHDBIM TOJIH30BATESM, & He TOIbKO SYSDBA 1 BJIa,1e/Th-
mem BJI. Onuust multi mosBoJisier ycTaHaBIuBaThb coejuHenne ¢ BJI
Tosbko SYSDBA u Biagesnbiiem B/l Ommust single moxorka Ha multi
3a TeM HUCKJIIOYEHHEM, 9TO JIOMyCKAeTCs TOTBKO OJHO MOJK/IIOYUEHNTEe OT
SYSDBA wmsn Biasesnbia B/1.

prp_nolinger

OcranaBiuBaer yKa3aHHYIO 0a3y JaHHBIX, [TOCJIE TOTO KaK IIOCJIEIHErO
COEJIMHEHUsI HE CTaJjo, He3aBUCUMO OT ycraHoBOK LINGER B Gasze man-
HBIX.

prp_replica_mode
[prp_rm_none |
prp_rm_readonly |
prp_rm_readwrite]

BbIGpaTh pexKnM PEnyIuKy - TOJIbKO Jilsl uTeHust (read_only) wiu JJist
yrenus u 3amnucu (read_write). Pexkum none OTKIIIOYAET perLIMKa-
M0 U TIEPEBOJUT PEeIUInKy B pexkum read_write. Kak mpasmiio, stor
DPEeKUM JIOJIPKEH HCIIOIb30BAThHCS 1Oocjae cOosi B 0a3e JAHHBIX MaCTEPA,
KOIJIa 3Ta PEIUINKa IIePEeXOIUT B CTAaTyc Macrepa. Wiam eciam HyKHO
c/ies1aTh (DU3NIECKNe PEe3EPBHBIE KOINU U3 PEIINKH.

HeiicTBue action_repair mo3BoJisieT WHUIIMUPOBATH IIPOBEPKY COIVIACOBAHHOCTHU 0a3bl JTAHHBIX U HC-
[IpaBJIeHNe HAWJIEHHBIX OmMnO0K. AHasornvdHo gfix ¢ onmusamu -validate, -full u -mend.
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Tabsnmna 8.27 — Onnuu action_repair

Onus

Onucanue

dbname <6aza mgaHHBX>

IIyTe x daiisy 6a3bl JaHHBIX.

rpr_commit_trans {<ID> |
all}

SaBepmiaer noaTBepKeHMEM 3aBuciiyio (in limbo) aByxdasHyio
TPAH3aKINIO C UACHTUPUKATOPOM <ID>, WM BCE 3aBUCIINE TPAH3aK-
mun (all).

rpr_rollback_trans {<ID> |
all}

3asepmiaer oTkaToM 3aBuCINyO (in 1imbo) aByxdasHyo TpaH3aKIHMIO
¢ upenruduraropoM <ID> wiu Bce 3aBucuire rpansakiuu (all).

rpr_recover_two_phase {<ID>
| all}

ApromaTudeckoe nByxdaszHoe BOCCTAHOBJeHHE limbo TpaH3akmum C
HomepoM <ID>, mwiu Bcex Tpanzakuuii (all).

rpr_commit_trans_64 {<ID> |
all}

3asepiaer TOATBEpXKIeHHEM 3aBucHIylo (in limbo) aByxdasHyro
TPAH3AKINIO C UIeHTHMUKATOPOM <ID> myin BCe 3aBUCIINE TPAH3aK-
mun (all).

rpr_rollback_trans_64 {<ID>
| all}

BanmnaGTOTKaTONI3aBchqu(in 1imb0)ﬂByX¢mBHyK)TpaHSaKHHE
(:HﬂeHTHdnHQMDpON[<ID>,pUHlBceSaBchuﬁanaH3aKuHH(all)

rpr_recover_two_phase_64
{<ID> | all}

Apromarmyeckoe JByx(da3HOe BOCCTAHOBJIEHHWE limbo TpaH3aKIuu C
HOMepoM <ID>, wiam Bcex Tpan3akuumii (all).

rpr_check_db

IIpoBepka 6a3bl JaHHBIX 0€3 UCIPABICHUS KAKUX-IUOO0 ITPOOJIEM.

rpr_ignore_checksum

I/II‘HOpI/IpOBaTb OIINOKM KOHTPOJIBHBIX CyMM IIpU IIPOBEPKE.

rpr_kill_shadows

yﬂaHHeT BC€ HEHUCIIOJIb3yeMbl€ TEHEBbIC KOIINN 6as3bl JAaHHDBIX.

rpr_mend_db

TloarorasiuBaer MOBPEXKIEHHYIO 0a3y JTAHHBIX I PE3EPBHOTO KO-
poBanus. [Tomegaer MOBpeXAEHHBIE 3AIMCH KAK HEUCIIOIb3YEMBIE.

rpr_validate_db

IIposepsier 6a3y JaHHBIX HA YPOBHE CTPAHMI| U OCBODOXKIAET CTPAHU-
I[pl, TIOMEYEHHBbIE KaK UCIOJIb3yeMble, HO HUKOMY HE IIPUHAJJIeXKAIIIe
(orphans).

rpr_full

Wcnonwayercs BMecte ¢ -validate_db jjis 6osiee rryOOKO TPOBEPKHU
Ha YpOBHE 3aIuceil; 0CBOOOXKIAeT HeHA3HaYeHHbIe (PpArMeHThI 3aIlu-
ceit.

rpr_sweep_db

3alyckaer IpUHYIUTEJIbHYIO0 cOOpKY Mycopa B B/1.

rpr_list_limbo_trans

BBIBOJUT CIHCOK «3aBUCIINX» TpaH3akimii (1imbo).

rpr_icu

Wcnpagsiisier 6a3y JaHHBIX Jis paboTel ¢ Tekymeit Bepcueit [CU.

rpr_par_workers <n>

KommgectBo  mapasmenbHbIX — pabodmx — MOTOKOB — JUIA  COOPKHU
Mmycopa. Bkiodaer  MHOrOMOTOYHYIO  COOPKY  Mycopa,  ecjiu
MaxParallelWorkers > 1 (cm. firebird.conf). Bwmecro sTOro

mapaMeTpa YTUJATBI MOZKHO YKa3aTbhb IIapaMeTp KOH(bI/II‘ypaI_LI/II/I

ParallelWorkers.

HeiicTBue aCtion_db_StatSIMJBOAHT'CTaTHCTHKy’6a3bIﬂaHHBDL<AHaHOFHQHO gstat.

Tabauna 8.28 — Onuuu action_db_stats

Onrust

Onucanue

dbname <6aza mDaHHHX>

IIyTs K daitiny 6a3bl TaHHBIX.

sts_record_versions

JlobaBiisieT CTATUCTUKY O CPEIHUX JJINHAX 3aIUCel, KOJINIeCTBE BEPCHUil
u nndopmarmio o BLOB.

sts_nocreation

He BoBOIUTE ATy co3maHuUs.

(paspbiB Tabaunupl)
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Omus

Omnucanue

sts_table <Tabmauia>

Ananuz Tab/MIBbl WM CIICKA TaOJ/IUI, U JIIOObIX MHIEKCOB, IIPUHAIJIE-
JKAIMUX yKA3aHHBIM TabJIMIaM. 3a 3THM IapaMeTPOM CJEAYeT CIIICOK
MMeH TabJIUIl, KOTOPbIE BBl XOTUTE IIPOaHAJIN3UpoBaTh. CIIMCOK JI0JI?KEH
OBLITH B BEPXHEM PErUCTPE, U KaxKJas TabJINIA Pa3IesieTcs IPOOeIoM.

sts_data_pages

CrarucTuka CTPAHUI JAHHBIX — WHGOPMAIA O TabJIUIAX COepKa-
muxcd B 6ase mannbix. [losib3oBaTesibcKrue U CUCTEMHbBIE UH/IEKCHI, CHU-
CTeMHBIE TaOJIUIBI HEe AHAJTU3UPYIOTCS.

sts_hdr_pages

CrartucTuka 3aroJIOBOYHON CTPAHUIBI - 9TO WHAMOPMAIUS O TJI00AJb-
HBIX CBOMCTBAX Bceil 0a3bl MAHHDLIX, XPAHSIIAACST Ha 3aroJJOBOYHOMN
CTpaHUIlEe KaxK /10l 0a3bl JaHHBIX.

sts_idx_pages

CratncTuka WHIEKCOB — WHMOpMAIUs 00 WHIeKcaxX B Oase JAHHBIX.
TTonb30oBaTeIbCKUE U CUCTEMHBIE TAOJIMUIBI, CHUCTEMHbIE HMHJEKCHI He
AHAJIN3UPYIOTCH.

sts_sys_relations

Crarucruka JJ1d CUCTEMHBIX Ta6JII/H_[ 1 MHAEKCOB B JOIIOJTHEHHUE K IIOJIb-
30BaTE/JIbCKHUM Ta6HI/IHa,M 1 MHIEKCaM.

sts_encryption

Crarucruka 1o 3aLHI/I(1)pOBaHHbH\/I u HeSaLHI/I(prBaHHbIM CTpaHUITaM

B/I.

sts_par_workers <n>

KonnyecTBo mapasiesbHBIX pabOvuX IOTOKOB JJjIs cOOpa CTaTHCTH-
ku. Bkjogaer MHOrOIoTo9HOCTD, eciin MaxParallelWorkers > 1 (oM.
firebird.conf). Bmecro 3T0r0 napamerpa yTUIMTHI MOXKHO yKa3aTh
mapameTp KoHurypanmn ParallelWorkers.

Orobpazkenne nHOPMAIUN 3ar0JIOBKa 6a3bl JAaHHBIX employee Ha JIOKAJbHOM KOMIIBIOTEDE:

./rdbsvcemgr service_mgr user sysdba password masterkey action_db_stats dbname

employee sts_hdr_pages

JleiicrBue action_diff BBINOJIHSET IIPOBEPKY IEJOCTHOCTH JAHHBLIX. AHajorudno rdbrepldiff.

Tabmuna 8.29 — Onnuu action_diff

Onrust

Onucanue

dbname <6aza mDaHHHX>

IIyTs k daitiny 6a3bl JaHHBIX.

verbose

TlopobHbBIiT BHIBO O TIPOBEPKE.

dif_replica

IIyTe k perunke 6a3bl HAHHBIX.

dif_config Wmst usmenenHoro aiiyia KoHpUrypanuu jis BO3SMOKHOCTH CPABHU-
BaTh HE BCE CyNTHOCTH 6a3bl JAHHBIX, 8 TOJBKO HeoOxouMbre. [1pu aToM
IPOLECC PEIUIUKAIINU He IIPEePbIBACTC.

dif_sync OxujtaHne CHHXPOHU3AIMK MacTepa U CJIeifiBa B TeYeHUe OJHON MUHY-

Tbl WU BpPEMEHHU, YKa3aHHOI'0O B 1apaMerpe dif_timeout.

dif_metaonly

IIpousBonuT MPOBEPKY TOJBKO METAJAHHBIX.

dif_timeout

TajiMayT OXKUJIAHUS CAHXPOHU3AIUY (B CEKYHIAX).

dif_nodbtriggersoff

Bkirouaer unosip3oBaHre TPUITEPOB IIPU HOJAKIIOYEHNN K MacTeEPY.

dif_simple

CpaBHeHEe JByX HEPEILIAIIAPYEMbIX 0a3 JTaHHBIX.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Omus

Omnucanue

dif_full

ITokazaTh pacmUpeHHbI BBIBOJ, O MpPOBEpKe. PaciiupeHHbIl BBIBOJ
0TOOpAaKAET:

e 3ammcu, KOTOpbIe OTCYTCBYIOT Ha CJIEIBE;

e IloJist, KOTOpPBIE OTJINYAIOTCS Y 3AITUCEIL;

e Pazuuily B KoJIMYeCTBe 3allUcell Ha MacTepe U Ha CleiiBe.

dif_values

HOK&SBIB&QT 3HaY€HUsA, KOTOPpbIE OT/IMYIAKOTCA Yy 3aIliCcei. MO)KHO uc-
0JIb30BATh TOJIBKO COBMeCTHO ¢ onnuei dif_full.

Moxkuo ucrmob3oBaTh Services API i oToOparkeHus, J100aBJIeHUs, VIAJIEHUS U U3MEHEHUs TI0JIb-

30Bareseil aHaJIOTUIHO gsec.

HeiictBue action_display_user BoiBoaUT nHMOPMAIMIO 000 BCEX 3aPETUCTPUPOBAHHBIX IT0IH30BATE-
nax. [eiicreue action_display_user_adm JONOJHUTETBHO HOKA3BIBAET SIBJISIFOTCS JIM OHU 3 IMUHHUCTPATO-

pamu B/I.

Tabmuma 8.30 — Onnun action_display_user u action_display_user_adm

Onus

Onucanue

dbname <B]l_6ezomacHocTH>

IIyTs k daitiny 6a3bl JaHHBIX 6E301IACHOCTH.

sec_username <uMd [IOJIb30BaTEJd>

Vmsa nonp3oBaTests, Jiist KOTOPOro Oy/ieT BBIIOJIHEHA OIEPAIIH.

sql_role_name <umMa poiam>

Hazsanue posu, ubu npasa Oy/ieT UCIIOIB30BATH YKA3AHHBIN [TOJIb-
30BaTeb.

HeiicTere action_add_user HyKHO JJIsi JOOABIECHNUsT HOBOTO TIOIH30BATE . AHAIOIHMIHO gsec -add.

Tabmmna 8.31 — Onmun action_add_user

Onmnusa

Ormnucanue

dbname <6aza OaHHHX>

IIyTe k daitry 6a3bl JaHHBIX

sec_username <uMda IIOJIb30BaTeJd>

Mmsa noab3osaresis

sql_role_name <uMa poim>

HazBanwue posn, ybu npasa OyJeT UCIOIH30BATH YKA3AHHBIH OJIb-
30BaTeJb.

sec_password <mapoisb> ITaposb.
sec_groupname <uMs IDPYIIIBD> T'pymma.
sec_firstname <uma> Wwmst.
sec_middlename <oTuecTBO> OTuecTBoO.
sec_lastname <dpamuausa> Damuus.

sec_userid <uid>

W nentudurarop moib30BaTeIs.

sec_groupid <gid>

N nentudukaTop rpymibl.

sec_admin <umcio>

Ecnu 3nagenue ne pasuo 0, mosib3oBaTes o Oy/IyT HA3HAYEHBI IPABA
aJIMUHUACTPATOPA

Heiictere action_delete_user HYKHO JIsi VIAJE€HWsI HOBOTO MOJB30BaTeIsd. AHAJIOTHIHO gsec

-delete.
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Tabmumna 8.32 — Ommun action_delete_user

Orust

Onucanue

dbname <6aza mgaHHBX>

IIyTe k daitry 6a3bl JaHHBIX.

sec_username <uMdA II0JIbL30BaTEJd>

Mg nonb3oBareis.

sql_role_name <pomp>

Poun.

HeiictBre action_modify_user HyKHO JJIs yIaJIeHUs H3MeHEHsT nHMOPMAIIY O TOab30BaTese. AHa-

Jorn4Ho gsec -modify.

Tabauna 8.33 — Omnmun action_modify_user

Onunns

Onucanue

dbname <6a3a OaHHBX>

IIyts K daitny 6a3bl JaHHBIX.

sec_username <uMd [IOJIb30BaTEJIdA>

MMsa nosb3oBaTesd.

sql_role_name <poup> Pons.
sec_password <mapoin> IIaposs.
sec_groupname <uMs TPYIIIb> T'pynma.
sec_firstname <mma> Nwms.
sec_middlename <oT4YecTBO> OTuecrBo.
sec_lastname <dpamumua> Damuns.

sec_userid <uid>

N nenTudukaTop moJIb30BATESI.

sec_groupid <gid>

W neatudurarop rpymsl.

sec_admin <umcjo>

Ecnu 3nauenue ne pasuo 0, nosib30BaTes o Oy/IyT Ha3HAYEHBI IIPABA
aJIMUHUACTPATOPA

HeitctBre action_nbak mo3BoJiseT

Tabmumna 8.34 — Onmun action_nbak

CO3/laBaTb MHKPEMEHTHbIC PE3€PBHbLIC KOIINU.

Orust

Onucanue

dbname <6aza OaHHBX>

IIyTe x daiisry 6a3bl JaHHBIX.

nbk_file <peszepBHuU Qaitm>

IIyTe x dairy pe3epBHOI KOIIWH.

nbk_level <ypoBeHb>

YpoBeHb pe3epBHOI KOIHH.

nbk_guid <GUID>

GUID mpeanIayIero 6ekama, OTHOCUTEIHHO KOTOPOTO HYKHO CO3/1aBaTh
MHKPEMEHT.

nbk_no_triggers

He zamyckarh Tpurrepb! 6a3b1 JaHHBIX.

nbk_direct [ON | OFF]
B,

Bkurouaer /Boikirouaer HeOydepr30BaHHBIH BBOJI/BBIBOJ [IPU UTEHUN

nbk_clean_history

Ouuncrurh Tabauiyy RDBSHISTORY.

nbk_keep_days <umcmo>

Ompegesnsier CKOJBKO JHENH, HAYMHAA C CETOMHSIITHErO IHsI, TOJIXKHO
XPaHUTHCSA B UCTOPUU.

nbk_keep_rows <uucio>

OrpeiesisieT CKOJIBKO 3aIlUCEeil JI0JIKHO XPAHUTHCA B UCTOPUH.

HeiictBue action_nrest Hy2KHO JJisi BOCCTAHOBJIEHHS 6a3bl JAHHBIX U3 MHKPEMEHTHBIX DPE3€PBHBIX

KOIINIA.
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Tabmumna 8.35 — Ommuu action_nrest

Onus

Onucanue

dbname <6aza mgaHHBX>

IIyTe x daiisy 6a3bl JaHHBIX.

nbk_file <peszepBHuU Qaitm>

IIyTe x daisty pe3epBHOI KOMIHH.

nbk_inplace

BoccranapiusaTrh NHKPEMEHT B CyHIE€CTBYIOILYIO 6a3y JaHHBIX.

nbk_sequence

Coxpansier cymecrByomuii GUID u moc/ie/[0BaTeIbHOCTb PEILTHKAIIN
MCXO/IHOM 6a3bI JIAHHBIX (B IPOTHBHOM CJIydae OHU COPACHIBAIOTC ). DTa
OIIIHSI JIOJIPKHA MCIIOJIB30BATHCsI IIPU CO3AHUN PEILJIUKU, YTOOBI acuH-
XPOHHAsI PEILIUKAIINST MOIJIa OBITH aBTOMATUYIECKH IIPOJIOJI2KEHA C TOTO
MOMEHTA, KOTJ[a OBLIIO BBIIOJHEHO (PU3NIECKOE PE3EPBHOE KOMMMPOBAHUE
Ha OCHOBHOII ba3ze.

Komanma action_nfix HyKHa JiJTst pa3bJIOKIPOBKHU OA3bI JAHHBIX OCJIE CAMOCTOSTEIHHOTO BOCCTAHOB-
JieHusi n3 OJIOKMPOBAHHOM Pe3ePBHON Komuu. Tak Kak KOmus OJIOKMPOBAHHOM 0a3bl JTAHHBIX SIBJISIETCS TAK 2Ke
OJIOKMPOBAHHOM, TTOITOMY H€ TOJYINTCSA UCIOJIH30BATh KOMMIO KaK pabouyio 6a3y manubix. [loatomy, ecin
ucxo/Has 6a3a JAHHBIX IOBPEXK/EHA WIN YTePsHA, TO HY?KHO BOCCTAHOBUTH/ PA3apXUBUPOBATH/CKOIIUPOBATH
6a3y JaHHBIX U3 KOIMHU U Pa3bIOKMpoBaTh ee ¢ mapamerpoM -F (Ho He -UN).

Tabauua 8.36 — Ommuun action_nfix

Ornust

Onucanue

dbname <6aza mDaHHHX>

IIyTs k daitiny 6a3bl TaHHBIX.

nbk_sequence

Coxpansier cymecrByomuii GUID u moc/ie/0BaTeIbHOCTb PEILTHKAIIN
UCXOMIHOM 6a3bl IAHHBIX (B IIPOTUBHOM CJIydae OHUM COPaChIBAIOTCS ). DTa
OIIIHS JIOJI?KHA MCIIOJIB30BaThCsI IIPU CO3JAHUN PEIJIUKU, YTOOBI aCuH-
XPOHHAST PEILIUKAIINST MOIJIA OBITH aBTOMATHYIECKH IIPOJIOI2KEHA C TOTO
MOMEHTA, KOT/[a OBLIIO BBIIIOJIHEHO (PU3NIECKOE PE3EPBHOE KOMMMPOBAHIE
Ha OCHOBHOII ba3ze.

Tabnuna 8.37 — Ounuu action_diff

Onus

Onucanue

dbname <6a3a HgaHHHX>

IIyts x daitay 6a3bl JaHHBIX.

verbose

TloapobHbIl BEIBOI O IIPOBEPKE.

dif_replica <daitm>

Bropas 6a3a (peruika).

dif_config <daitm>

WNwmsa n3menennoro daiina KoHGUTypanun Iyt BO3MOXKHOCTH CPABHU-
BaTb HE BCE CYNIHOCTH 0a3bl JAHHBIX, 8 TOJTHKO HeobxoauMbie. [Ipu aTom
HpOHeCC peIIJ'II/IKaL[I/II/I HE IIpeprBaeTCf{.

dif_sync

Ozkujanne CHHXPOHU3AINN MAacTepa U CJIeBa B TEUEHUE OJHON MUHY-
Tbl WM BPEMEHHU, YKa3aHHOT'O B ntapaMerpe -dif_timeout.

dif_metaonly

IIpousBomuT MPOBEPKY TOJBKO METaIaHHBIX.

dif_timeout <TaiiMmayTr>

TaitmayT OXKUJIAHAST CAHXPOHU3AIMA (B CEKYHJIAX).

dif_nodbtriggersoff

Bkitiouaer unosip3oBanne TPUITEPOB MPHU MOAKIIOYECHUN K MaCTEPY

dif_simple

CpaBHeHre JIBYX HEpeILIUIUPyeMbIX 6a3 JaHHbBIX.
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Tabuna 8.38 — JleiicTBust 111 BeJIEHUsT ayIuTa

eticTBue

Onucanue

action_trace_start -trc_cfg
<xoHbUTypauuoHHH# daitm>
-trc_name <uMa ceccum>

3alryckaeT CeCCHIO I10JIb30BATEIbCKOM TPACCUPOBKIL.

action_get_fb_log,
action_get_ib_log

Orobpazkator jior CYB/I.

action_trace_suspend -trc_id
<ID ceccum>

IIpuocranosiienue ceanca TPaACCUPOBKH.

action_trace_resume -trc_id
<ID ceccum>

BozobHoBnenue ceanca TpacCUpPOBKH.

action_trace_stop -trc_id
<ID ceccumn>

3aBepIneHne ceanca TPaCCUPOBKU.

action_trace_list

BbIBO;[‘ CIIICKa CYHIECTBYIOIINX CEaHCOB TPACCUPOBKHU.

Tabauna 8.39 — Pabora ¢ oTobpakeHus MU

HeticrBue

Onucanue

action_set_mapping
-dbname <6aza maHHBX>
-sql_role_name <pomp>

IIpenocrapisier agmunuctparopam Windows posib RDBSADMIN B yKasaH-
HOI1 Oa3e MaHHBIX, €CJIM UCIOJIB3YeTCs [TOBEPUTE/IbHAST ABTOPUBAIIMS

action_drop_mapping
-dbname <6aza maHHBX>
-sql_role_name <pomb>

Cuaumaer ¢ ajmunucrparopa Windows posib RDBSADMIN B yKasaHHOMN
base JaHHBIX.

HeiictBue action_validate MO3BOJISIET 3aIlyCTUTH OHJIANH-IIPOBEPKY Oa3bl TAHHBIX.

Tabauna 8.40 — Onuuu action_validate

Onrust

Onucanue

-dbname <6aza maHHBX>
-sql_role_name <pomb>

Cuaumaer ¢ agmuauctparopa Windows posb RDBSADMIN B yKasaHHOMN
base JAHHBIX.

dbname <6a3a OaHHBX>

IIyTe x daiiry 6a3bl JaHHBIX.

val_tab_incl <mabmom>

IITabsron Tabsnil, BKIIOYEHHBIX B MPOBEPKY. 110 yModanuio Bce moJib-
30BaTEILCKIE TaOJIUIBI BKJIIOUEHBI, CHCTEMHBIE TabJIUIBI He MPOBEpsi-
FOTCSI.

val_tab_excl <mabmom>

Tabsron mitst TAOJIUI], NCKIIIOYEHHBIX U3 ITPOBEPKH.

val_idx_incl <mabmom>

IITa6JtoH J1J1st MHJIEKCOB, BKJIIOYEHHBIX B IPOBepKY. 1o ymomruanuro % —
BCE MHJIEKCHI BK/IIOYEHDI.

val_idx_excl <mabjmom>

IITabson crimcka WHAEKCOB JIjIsI UCK/IIOYUEHUST U3 TPOIECCa BaJIUIAIINAN.

val_lock_timeout <umcio>

TaiimMayT oxumanus 6JI0KUPOBKU Ha Tabuuily (B cekyHiax). ITo ymoi-
qannto 10 cexkymm, -1 - 6eCKOHETHOE OXKUTAHUE.
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8.9 V¥Yrmura rdbguard

8.9 ¥Yrumaura rdbguard

VYruaura rdbguard KOHTDPOJHMPYET COCTOsiHWE cepBepa. Kcim cepBep OBLI HEIITATHO OCTAHOBJIEH,
Guardian aBTOMATHUYECKHU IEPE3aIlyCKaeT ero.

Tabnuna 8.41 — Omnun rdbguard

Onust Omnucanune

-s(ignore) Ecau 3amyck cepBepa 3aBepimaeTcst ¢ OmMMOKOM, BBHITOIHATD IIOBTOPHBIE
[TOTIBITKHU 3aIyCKa.

-(o)netime Ecnu 3amyck cepBepa 3aBepimaercs ¢ OIMUOKOM, HE IBITATHCS 3aIyCTUTD
€ro MOBTOPHO.

-(f)orever Ecnu 3anyck wim BhITOJIHEHHE cepBepa 3aBEPIIAETCsS C OIMMUOKOI, BbI-
HOJIHATH €0 IOBTOPHBIN 3ayCcK (PEKUM 110 YMOJIIAHUIO).

-(d) aemon 3alyckaTh cepBep B PEXKUME JEMOHA, OTKJIIOYAsiCh OT POJUTEHCKOIO
TEepUMUHAJIA.

-(p)idfile myTb_x_o¢aiiny Wcnonwp3oBath yKaszannblit ¢daitn B Kadectse PID-daitra cepsepa.

-(g)uardpidfile myTs_k_odaiimy |lcnonbzoBarh ykazanuslii ¢aits B Kadecrse PID-daiira rdbguard.

-(t) imeout TafimayT Bpewms B cexynmax, koropoe rdbguard Oyer 0:KUJaTh ¢ MOMEHTA Ha-
4yaJIa OCTAHOBKU CEPBEpA, IIpexkJe 4eM youTs ero npouecc. Ilo ymosraa-
uuio 1800 cexyry (30 munyT). Eciiu cepep He ycreBaeT OCTAHOBUTHCS
B OTBEJICHHOE BPEMs, TO 3TO MOKET IPHUBECTH K HEIOJIHOHM 3alnCh Ha
JIACK M3MEHEHHBIX CTPAHMUIL U3 K3IIa. B 3TOM cirydae 11e/I0CTHOCTD 0a3bl
JI@HHBIX HE HapylIaeTCd, HO MO2KeT Ha.6J'IIOJI‘aTbC5{ CHUZKEHHE IIPOU3BO-
JIUTETBHOCTH.

8.10 Koapl Bo3BpaTa yTUJIAT

g yrumur gfix, gbak, gstat, rdbsvemgr, rdbtracemgr, rdblogmgr, rdbreplmgr, hashgen, mint,
nbackup, rdb_lock_print:
0 — ycmemrHO

1 — ommbKa

g yrunuter gbak:
0 — ycnoernHo
1 — omubka

2 — ba3a JAHHBIX HE MEpPEBEIeHa B PEXKUM online m3-3a OMMOKM IIPU BOCCTAHOBJICHWH M3 PE3€PBHOM
KOIINH

s yrumure! rdbrepldiff:
0 — yenernHo (6a3bl MIEHTHIHBI )
1 — 6a3bl He WICHTUIHDI

2 — ommbKa B IpoIecce paboThI

g yrunuTel gsec:
0 — ycneraHO
15 — HEBO3MO2KHO OTKDBITH 0a3y JaHHBIX

16 — omubKa B ONITUH YTHIUTHI
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17 — omepamus He yKazaHa

18 — mMm4a mop30BaTE IS HE YKA3aHO

19 — ommbKa m00aBIeHNS 3AITUCH

20 — ommbKa M3MEHEHUs 3aIUCU

21 — ommbKa MOUCKa/N3MEHEHUsI 3aIIUCH

22 — 3amnmch He HaiigeHa JIs MOJb30BaTEs:

23 — ommbKa y/1aJIeHusT 3alIUCH

24 — omubKa TONCKa/ yIAJeHUsT 3aIICH

28 — ommbKa 1OoUCKa,/0TOOpaXKEHH 3AIICH

29 — HeIOIYCTUMBII ITapaMeTp, ONINs He OIpe/IesIeHa

30 — omepanus y»Ke yKasaHa

31 — mapoJp y»ke yKasaH

32 — uneHTUUKATOD MOJIH30BATEIs Y2KE YKAZAH

33 — naenTUdUKATOpP I'PYIIBI y2Ke yKa3aH

34 — TmpoeKT yKe yKa3aH

30 — opraHu3anus yxKe yKa3aH

36 — ums yxke ykazanoOTkpbiTre (aiijia 6ekarna B peKiuMe IpsiMOro JOCTYTIa
37 — OT9ecTBO yrKe yKa3aHO

38 — dbamuaus yxKe ykazaHa

40 — ykazaHa HeJIOIyCTAMAasl OIS

41 — yka3aHa HEOTHO3HATHAS OIIIHS

42 — He yKa3aHa oIepalus /I IapaMeTPOB

43 — HeT JOIYCTUMBIX IIAPaMETPOB JJIs ITOH onepaun

44 — yka3aHbl HECOBMECTUMBbIE OIIIHHU

74 — ommbKa BBIACTICHUS TAMSITH

75 — ommbKa

76 — HeJIOIyCTHMOE MMSI IT0JIb30BaTess (jromyckaercs He 6osee 31 Gaiira)
77 — HeJIOIYCTUMBII naposs (momyckaercst He Gostee 16 Gaiir)

78 — 6a3a JJAHHBIX yXKe yKaszaHa

79 — uMs aAMUHUCTPATOPA 0a3bl TAHHBIX yKe YKa3aHO

80 — maposp agMuHECTPATOPa 6a3bl JAHHBIX YK€ YKA3aH

81 — posb yKe yKa3aHa

92 — yka3aHa HEJIONMYCTUMAsI B UHTEPAKTUBHOM PEKUME OTIITUST

93 — ommbKa npu 3aKPHITUN 0A3BI JAHHBIX 0E30IaCHOCTH

94 — omubKa IpU BBIIOJHEHUU 3a1poca B 6a3e JTaHHBIX 0€30IMaCHOCTH

96 — ommbKa IpU MOy YeHUH 1apoJist u3 gaiiia

97 — ommmbKa npu m3menennn AUTO ADMINS MAPPING B 6a3e JaHHBIX 0€30TACHOCTH
99 — memonmycTrMbIil mapamerp Aja -MAPPING, momyckaercs Tosbko SET mym DROP
103 — memomycTnMbIil mapamerp s -ADMIN, npurnMmaeTcs Tobko YES miu NO
104 — HerOCTATOYHO IPaB [IJIs 3aBEPIIEHUS OIEePAITIN

200 — moJsib30BaTesb He HafizeH B LDAP

200 — omubKa npu m3MeHeHun mapoJsisi LDAP

st yrunuts! rdbserver:
0 — ycmeraHO
1 — omubka

2 — omubKa, 3aIycKa
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Mg yrunmute isql:
0 — ycmeraO
1 — omubKa
101 — ommbka ayTeHTHdUKAIIIN
102 — omubka BBOIA/BBHIBOIA
103 — ommbka DSQL
104 — ommubka dyukiuun SHOW
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9  AamunucrpupoBanue GyHKIMH 6E30MaCHOCTH

['maBa 9

A aMuHUCTpUpPOBaHNEe (PYyHKITHIA
0e30IIaCHOCTH

9.1 OcHoBHBIE TEPMUHBI U ONPeE/IeJIEHUS

Cepsep 6a3 panubix (gasnee cepsep) — ycrauosiennas CYBJl Pen Baza Hawubix. s coemu-
HEHHUs C CepBepOM II0 CeTH 0 YMOJIYaHuio ucnosb3yercs moprt 3050 (HacTpamBaercs uepes Iapamerp
RemoteServicePort B koudurypanuontnom daiiie Pex Baza lannbix).

Koudurypanuonustii daiisi cepBepa — TekcToBbiil (aitn firebird. conf, pacnosioxKeHHBI B KO-
HEBOI IMPEKTOPUN KATAJIOra YCTAHOBKU cepBepa. Pailyl COmepKUT mapaMeTpbl HACTPOUKHU CepBepa.

Baza mannbix 6e3onacHocTy — 0a3a JAHHBIX, B KOTOPOU XPAaHUTCS MHGPOPMAIINS O ITOJIH30BATEIISX,
3apEruCTPUPOBAHHBIX JJisi KOHKpeTHOro cepsepa Pen Baser Janubix - security5. £db (pacmosioxena B KOp-
HEBOIi JUPEKTOPUH KaTaJjora yCTaHOBKU cepBepa). Jliist Kaxkoil 6a3bl HaHHBIX 6a3a JaHHBIX 0E30IACHOCTH
MOZKET Tiepeonpeiesiena B daiiie databases. conf (mapamerp SecurityDatabase). JTroGast 6a3a JAHHBIX MO-
»KeT ObITh 62300 JaHHBIX 6€30IAaCHOCTH JIJIst caMoiil cebst. B 9Toit 6a3e XxpaHsaTcs napaMeTphbl H0JIb30BaTe e
cucreMbl U nojimtuku gocryna (cm. punoxkenue T).

ITosmb30oBaTes b — CyOBEKT JOCTYIA K 6a3aM JIAHHBIX CepBepa.

IlonuTuka 6e30MMaCHOCTH — COBOKYITHOCTH TPEOOBAHUI K CJIOKHOCTH [APOJIS U IIapaMeTpaM CECCHil
rostb3oBaTesid. [louTuKy Ha3HAYAIOTCS 1I0JIH30BATEJISAM JIJIs IIOBBIIEHNs 00I1ell 6e30II1aCHOCTH CUCTEMBI.

W nentundukanust — npebsBieHUe I0JIb30BATEIEM UMEHH (JIOPMHA) [JIs BXOJIA B CHCTEMY.

AyrenTudukalius — Oporeaypa MOATBEPKICHUS MOJb30BATEIEM TOrO, YTO OH TOT, 9Ybe UMs OH
[IPEIbSIBUII B XOJI€ UACHTU(DUKAIII.

DakTop ayTeHTUUKAIIUYU — METOJ, Ay TeHTUMOUKAINN U3 JIFOOOT0 ILJIATUHA.

Posb — coBOKyInHOCTB IIpaB JjIst JOCTYIIA K TOW WM WHOM Oa3e JaHHBIX. PoJin MOIyT Ha3HAYATH-
Csl TIOJTb30BaTe/IAM. KaKIbIil T0JIb30BaTE b MOXKET UMETh IIPOU3BOJILHOE KOJUYECTBO POJIEH B OIHONW WU
HECKOJIbKHMX 0a3ax JMaHHbIX. Kakias posb MOXKET ObITh Ha3HAYEHA ITPOM3BOJILHOMY KOJIMYECTBY MOJIb30Ba-
teneit. Ponm xpamnsites B Toit 6a3e JAHHBIX, B KOTOPOI OHU OBLIN CO3/IAaHBI.

A nmunucrparop cepBepa B/l — mons3oBarens ¢ umenem SYSDBA. Cosmaercst mpu yCTaHOBKE cepBe-
pa. ObamaeT BceMu paBaMu [0 yIIPABICHUIO pabOTO# cepBepa U MOJHBIM JOCTYIIOM KO BCeM Da3aM JaHHBIX
cepsepa. [laposns gyt SYSDBA no ymosrdanuio — masterkey.

CucreMHBIN aIMUTHACTPATOP — I0JIb30BATE/b, KOTOPOMY Ha3HadeHa posib RDB$ADMIN. [Ipennasua-
YeH JIJIs PACIIPeJIeJIeHUsI IIPAB I10JIb30BaTe Iell, a TaKKe JJld onepaluii obciryKuBanus 6a3 JaHHbIX (pe3epBHOE
KOIIMPOBAHME, BOCCTAHOBJIEHUE U T.JI.).

CucTeMHBIN KaTajJor — COBOKYIIHOCTH CHCTEMHBIX TaOJIUIl, comeprkarias nadopMarumio 000 Bcex
obbekTax basbl gaHubx. Co3maercs npu co3gannu b/l n u3mensiercst Ipu M3MeHEHUN MeTaIaHHbIX B B/1.

9.2 OO6mrag Moaesb 3alIUThI

Moe/ib 3aIUThl OMKUCHIBAET COBOKYITHOCTH OOBEKTOB 3aIlUTHI, CyObEKTOB JIOCTYIA K 3allUIIaeMbIM
00bEKTaM U UCIOJIb3YeMbIe MEXaHU3MbI O€30MacHOCTH, OOECIIEUNBAIOIINE BHITOJTHEHNE 33 IaHHBIX TPeOOBaHUI
K 6e301macHOCTH HH(POPMATIAH.

O6mbexkramu 3amuThl B Penr Baser lanubix siBiisiroTcst:
e xpansimpecs: B Pey Baze JTaHHBIX NOJIb30BATEIbCKUE JIAHHBIE (3aIIUCH, T10JIs);

e JlaHHBIE CHCTEMHOIO KaTaJsiora (MeTaJaHHBIE);
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® oOllepaluu HaJl JaHHBIMU U MeTa/aHHBbIMH.

CyObeKkTaMu JIOCTYIIA SIBJISIIOTCS [TOJIB30BATENN CHCTEMBI, ITIPOIIEINNE IIPOIECC HIACHTUMUKAINN U
ayTeHTU(UKAINHT, & TaKKe 3aIyIeHHbIe OT UX UMEHH IIPOIEIyPhl 1 DYHKITUN.

Cucrema 3alUTBl COCTOUT U3 CJEAYIONNX MEXaHI3MOB 6E30IMaCHOCTH:
e UIeHTUMUKAINA U Ay TeHTU(OUKAIIHST;
® DOJIEBOE PA3rpPaHUYECHUE JIOCTYIIA;
® DpacCIIpeJie/IeHne CUCTEMHBIX TPUBUJIETH;
e pasrpaHmdeHne JOCTyIa K 00beKTaM 0a3bl JTaHHbBIX;
® ayIuT COOBITHUI;
e 1 poBaHre UHGOPMAIINAN;
® OYHCTKA OCBODOYKAEMBIX PECYPCOB;

® KOHTPOJIb IEJOCTHOCTH MHMOPMAINOHHBIX OOBEKTOB.

9.3 ChnenuaJjbHble YUeTHbIE 3aICH
SYSDBA

M3navaabHO B cuCTEME CYIIECTBYET TOJBKO OJWH TOJH30BATENb — aAMUHUCTPATOp cepBepa SYSDBA
(maposb 1o ymosgaHuo — masterkey). DTOT 1OJIB30BATENb 0OJIAIAET TIOJHBIMA IPABAMU HA BBIIOJHEHUE
BCcex (DYHKIWMII 110 yrpaB/ieHuio paboToil cepBepa u pabore ¢ bazaMu JTaHHBIX.

Bo BpeM# ycTaHOBKHE cepBepa MM cpa3y IIOCJe Hee PEKOMEHyeTCs KaK MOXKHO OBICTpee CMEHUTH
IIapoJjb II0 yMOJYAHUIO ToJIb30oBaTensa SYSDBA.

IToaw3oBaresu POSIX

B POSIX cucremax, sritouas MacOSX, umst mosibzoBaresisi POSIX Gyier MHTEPIIPETUPOBAHO KaK MMSsI
nosibzoBaresist Pen Bazer Jannsix Embedded, eciin s mosrp3oBaTestss He yKa3aHO SIBHO.

B POSIX cucremax, kpome MacOSX, noJib3oBaresib SYSDBA He mMeeT HapoJisl 10 yMOJT4YaHUo0. Eciu
MOJTHAST YCTAHOBKA, YCTAHOBKA OCYIIECTBJISIETCS C TIOMOIIBIO CTAHIAPTHBIX CKPUIITOB, TO OIHOPA30BBIii TIAPOJIh
OyieT co3/1aH M COXPAHEH B TEKCTOBOM (aiijie B TOM 2Ke KaraJsore 4ro u securityb.fdb, oObraHO 310 /0Opt/
RedDatabase/. Daitr ¢ naposem umeer umst SYSDBA. password.

B POSIX cucremax mosb3oBaresb root Mmoxker BbicTynarb B poiu SYSDBA. Pen Basa Jlanubix
Embedded B 3ToM ciryuae Oyier TpaKTOBAThL MM II0JIH30BaTes sl root Kak SYSDBA, u oH Oy/ieT UMeThb JIOCTYII
KO BceM 0a3aM JaHHBIX cepBepa.

IToaw3oBareaun Windows

B onepanuonnsix cucremax cemeiicrsa Windows NT BbI TakKe MOXKeTe TOJb30BATHCS YIETHBIME 3AITH-
camu OC. st 31010 HE06xX0auMO, 4T00bI B daiiie kondurypaiuu firebird.conf (mapamerp AuthServer)
B CIIACKE IIATMHOB [IPUCY TCTBOBAJ IpoBaiizep Win_Sspi. Kpome Toro, ST0T mIaruH A0JKEH IPUCY TCTBOBATH
U B CIIMCKE IIJIATMHOB KJIMEHTCKON cTOpoHbI (napamerp AuthClient).

A vmuaUCTpaTOpPBI Onepanuonnoi cucreMbl Windows aBToMaTHYIeCKd He ToJIydaioT npasa SYSDBA mpu
HOJIKJIIOYeHUH K 6a3e JaHHBbIX (eci, KOHEUHO, pa3pelleHa JOBepeHHas aBropusanus). VIMeoT u aaMuHy-
CTpaToOphl aBTOMaTHUYIecKne mpaBa SYSDBA, 3aBUCHAT OT ycTaHOBKHU 3HadeHus ¢pyara AUTO ADMIN MAPPING.

o Bepcuu 3.0 pu BKJIIOYEHHOI TOBEPUTEJIHHON ayTeHTU(MUKAINH, I0JIb30BATEH [IPOIIIE IIITNE
IIPOBEPKY 110 YMOJIYAHUIO aBTOMAaTHIeCKu orobparkasuck B CURRENT_USER. B Bepcuu 3 u Bbiie
0TOOpaXKeHMe JOJKHO OBITh CIEJIAHO SIBHO JJIsi CUCTEM C HECKOJIbKUME 06a3aMu JJAHHBIX O€30IIaCHOCTH U

e Cp. 162



PykoBojicTBO aiMuHUICTpATOPA
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l BKJIFOUEHHON JOBEPUTEIHHOM ayTeHTH(DUKAIINAE.

Baagenbupl 6a3b1 JaHHBIX

Bnanenert 6a3bl TaHHBIX — 9TO JIMOO TEKYIINI TTOJIH30BATED (CURRENT_USER)7 KOTOPBIi OBLIT B MOMEHT
cosmanusi, OO IOJIb30BATEIb KOTOPBI ObLI yKa3aH B napamerpax USER u PASSWORD B omeparope CREATE

DATABASE.

Bnaﬂeﬂeu 0a3nl JIAHHBIX fABJIACTCA a/IMUHUCTPATOPOM B Hell 1 UMeeT TIOJTHBIN JAOCTYII KO BCEM 00 beKTaM
3TOoi1 6a3Ll JAaHHBIX, JIJazKe CO3JTaHHbIX APYTUMU IIOJIB30BATECIAMU.

A nMuHUCTPATOPHI

AMuHUCTPATOP — 3TO II0JIH30BATENb, KOTOPbIE MMEET JIOCTATOYHBIE MpaBa JJIs YTEHHWs] U 3aIlUCH,
CO3/IaHusI, 3MEHEHUsI U yJaJieHns JIIoboro oObekTa B Oa3e JaHHBIX. B Tabsuie moka3aHo, KaK ITPUBUJIEIUN
«Cymneprosib3oBaTesisy BKIIOYEHBI B PA3JIMIHBIX KOHTEKCTaX OE30IaCHOCTH.

Tabsmna 9.1 — AgmuHECTPATOPDHI

Ilonn30BaTes b Poab RDB$ADMIN 3ameyaHnue

SYSDBA ApromaTmieckn CylecTByeT aBTOMATHYECKH Ha YPOBHE CepBepa.
Hmeer mosHBIE TPUBUJIETHH KO BCEM OOBEKTaAM BO
Bcex Oaszax JaHHBIX. MoXKeT co3/1aBaTh, U3MEHATH U
VIAJIATH 10JIb30BaTEsIeH.

[Monw3oBaTens root wim|ABTOMATHYIECKH Taxxke xax SYSDBA. Tosibko B Pem 0asze [lammbrx

CyTIEPITOIb30BATETh B Embedded.

POSIX

Baagenen 6a3bl JaHHBIX | ABTOMATHYECKH Tak>ke kak SYSDBA, HO TOJIBKO B 9TOH Oa3e ITaHHBIX.

A iMuHECTPATOPBI YcranaBauBaeTcst B | Takke kax SYSDBA, ecyin COOJIIOJEHBI CJIELYIOIIUE

Windows CURRENT_ROLE, €CJIH | YCJIOBHS:

BXOJI yCIieuieH

e B daiisie xoudurypanuu firebird.conf (na-
pamerp AuthServer) B CIHCKe IUIATMHOB IPHU-
cyrcTBOBaJ mpoBaiinep Win_Sspi. Kpowme Toro,
9TOT IJIATUH JIOJI2KE€H TPUCYTCTBOBATH W B CIIUC-
K€ IUIATUHOB KJIMEHTCKON CTOPOHBI (IIapaMerp
AuthClient).

e Bo Bcex 06azax maHHBIX, Tje TpeOyercst IOJ-
HOMOUYHUSI  CYIIEPIIOIH30BATENSA  JOJIKEH

AUTO ADMIN MAPPING wmaum cos3jga-
HO OTOOpaxKeHwe NPEJIONPEIETICHHON TI'PYIIIEI
DOMAIN_ANY_RID_ADMINS na poJib RDBSADMIN.

e Ilpu BxOZE HE yKa3aHA POJIb.

OBITH
BKJIIOUEH

OOBLIYHBINA I0JIL30BATE/ID

HomkHa OBITH TIPEeIBAPH-
TEJILHO BBIJIAHA U JOJIZKHA
OBITH yKa3aHa IMPHU BXOIE

Takzke kak SYSDBA, HO TOJILKO B TeX Oa3ax JaHHBIX,
rje 3Ta PoJib IIPEJOCTABJICHA.

TTospzosarens POSIX

HomkHa OBITH TIPEIBAPH-
TEJILHO BBIJIAHA U JOJI?KHA
OBITH YKa3aHa IMPHU BXOE

Takzke kak SYSDBA, HO TOJILKO B TeX Oa3ax JaHHBIX,
rIe 9Ta poJib IpemocTasieHa. Tombko B Pem 6ase
Hammabix Embedded.

(pa3pbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

ITonb30oBaresp Posp RDB$ADMIN 3amedaHue

[TonszoBaress Windows | lomkua 661Th npeaBapu- | Takake kak SYSDBA, HO TOJIBKO B TeX 0a3ax JAHHBIX,
TEJIbHO BBIJIAHA U JOJKHA | TIe 9Ta POJIb IpejocTaBieHa. J[OCTymHO TOIBKO ec-
ObITh yKa3aHa 1pH Bxofe |Jyu B daiine kouduryparuu firebird.conf (uapa-
MeTp AuthServer) B CIUCKE IUIATUHOB IIPUCYTCTBO-
BauI mpoBaiiziep Win_Sspi. Kpome Toro, sror miaruu
JIOJKEH MPUCYTCTBOBATDL U B CIIMCKE ILTATUHOB KJIH-
eHTCKO cToponbl (napamerp AuthClient).

9.4 Nnentudukaiiysa 1 ayTeHTUOUKAIAS

B CYB/I Pex Baza lanubix npenTruKanus 1 ayTeHTU(DUKAIMS OCHOBaHA HAa MMEHU I10JIb30BaTe/Is,
€ro mapoJie, a Tak»e JApyrux (pakTopax ayTeHTH(DUKAIIAN.

st TOTO, YTOOBI IPONTH MIPOIEAYPY WIACHTUMUKAINHN, TTOJIH30BATEIb 00I3aH MPEIbIBUTDH CBOM JIOTHH
(umst nosbzoBatesst). OCHOBBIBasich Ha 9TOi MHbOpPMANUK, CepBEp B JaJbHENIeM OIPEIeNUT, KaK JI0XK-
Ha MPOUCXOJUTh ayTeHTU(MUKAIMS [MOJIb30BATENs, U KAaKWe IPaBa CMOXKET IOJIYIUTh I0Jb30BATE/ b IIOCJIE
MIPOXOXKJICHUS Ay TeHTH(DUKAIIH.

ITox ayrenTudukamnmeil TOHUMAETCS MPOIEypPa MMPOBEPKU TOrO, U4TO CYyObEeKT 0e30IMacHOCTH WMEHHO
TOT, 33 KOro OH cebg Bbigaer (TOT, Ybe MMsl OH IPeAbaBUI IIpu ujeHTuduKkaimn). Jannas nposepka mpous-
BOJUTCS C IIOMOIIIBIO HEKOH YHUKaJIbHOM nHdopManuu (Kak IpaBUIO, HAPOJIsl Wik cepTUudUKaTa).

Becw dynkimmonas, KOTOpbIii OTHOCUTCS K ayTeHTU(PUKAINY, PEAJM30BaH B BUJE CTOPOHHUX ILJIATH-
noB: Legacy_Auth, Gss, Srp, Win_Sspi, GostPassword, Certificate u VerifyServer. Ouu peanusyior
CJIEJTYTOTIE€ METObI &y TeHTU(DUKAINN:

e Bezonacuast mapoibHast ayTeHTH(MUKAIMS UCIOIB3YIOMAs aJropuT™ xammpoanust SHA s mepe-
Jlaqu JaHHBIX: Srp, Srp224, Srp256, Srp384, Srp512. Ilo ymosrdanurio ncnosbdyercs Srp256;

e Tpamunuonnas (Legacy_Auth) ayrenrudukaims, yHACIEIOBAHHAs OT IIPEALLILYIUX BEPCHIA;
e JloepurenbHas (Win_Sspi) ayrentuduranus mas OC Windows;

e Metox GostPassword obecrreunBaeT ayTeHTU(PUKAIINIO C UCIOIb30BAHNEM aJTOPUTMOB MM poBa-
Hust u3 Kpunrorpadudeckoro miaruaa (Crypto  API)Y;

o Ilirarun Certificate mo3BosisieT ayTeHTHMOUINPOBATH I0Jb30BaTeseil mo ceprudukaram X5H09;

o Ilarun VerifyServer mo3BoJisieT KJIUEHTY IMPOBEPUTH CEPTUMUKAT CEPBEPA;

e JloBepenHast ayTenTudukamnus depe3 mexanusm GSSAPI (Gss);

e JloBepennas ayTeHTUMOUKAIIN I BbITOJTHEHNsT Execute Statement On External 6e3 ykazaHwmst
naposist (ExtAuth).

IInaruuel ayTeHTHdUKAIINA COCTOAT U3 TPEX YacTeil U BCe TPU YACTU JIOJKHBI OBITH HACTPOEHBI OT-
neabHo B firebird.conf:

e Kimenrckas gactsb (napamerp AuthClient) - moArorasiauBaeT JaHHbIE HA KJIUEHTE JJisi OTIPABKU
Ha CEpBep;

e Cepsepras dacTb (mapamerp AuthServer) - npoBepsieT napojib Ha IPABUILHOCTD;

e Menemxep noib3oBareseit (napamerp UserManager) - 106aBJisieT, U3MEHSAET U YAAJISET [10Jb30Ba-
TeJsieit Ha cepBepe. JTO He TPeOyeTcsi, eCIN UCIOJIB3YeTCs KAKOW-Inb0 BHEITHUN METO | ay TeHTHdOn-
KaIuu, TaKOi Kak JioBepeHHas ayTeHTudukarmms Windows.

ITapamerp AuthClient HacTpamBaeTcs Ha KJINEHTCKON MAIIMHE W COJAEPIKUT CIIICOK METOJOB, MOAJED-
KuBaeMbIX KjmeHTOM. [lapamerp AuthServer HacTpamBaeTCs Ha CepBePE U COJMEPKHUT CIIMCOK TOCTYITHBIX

1 JTist paboTer qannoit byHKIME Heo6X0NMO HATMYIHe KPUIITOPOBaiIepa u KpUITomIaruia (oC e IHu BXOJUT B TIOCTABKY
CYB/ Pen Basa [aunbix - crypto_api). Kpunronposaiinep peamusyer dpyHKunn mudpoBaHust U X3MIMPOBAHUS, & KPUIITOILIA~
TUH IPEJOCTABISIET YHIMDUIMPOBAHHDINH nHTepdeiic Mexxay kpunronposaiizepom u cepepom CYB/I Pen Basza lanubix.
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METOJIOB ayTeHTUMUKAIIH, PA3PENIeHHBIX cepBePOM. MeTo/ bl IepeuncIsioTcst B BUJIe CTPOKOBBIX CUMBOJIOB
(cJI0B), pa3IeJIEHHBIX 3alATHIMU, TOYKAME C 3AIATOH W IpodeIaMu.

ITommHHOCTE TOJIB30BATEJIST IIPOBEPSIETCST METOIOM, YKA3aHHBIM II€PBBIM B CIIHCKe. Kcju nmpoBepuTh
[TOJIJIMHHOCTD C TIOMOIIBIO HETO He YIAJIOCh, TO CEPBEP MTEPEXOUT K CJIEIYIOeMy U T.j. Kcium Hu ofiuH MeTo/1
HE TOATBEP/INJT TOJINHHOCTD, TO MOJIH30BATEJb MTOJIyIaeT COOdIIeHne 00 omubdKe.

CYB/I Pex Baza Jlanabix Takke 0b6ecriednBaeT BO3MOKHOCTD ayTeHTU(DUKAIMN TI0JIb30BATE IS Ha Cep-
Bepe ¢ ucnosb3oBanueMm nporokoja LDAP. Tlpu ayrentudukanum u3 cay>kK0bl KATaJoroB 3alparinBaeTcst
JlonoHUTeIbHAs uHbOpMaIms o nosb3oBarese (Tenedon, aapec, email 1 T.11.), ¥ HA OCHOBE ITHUX JAHHBIX
3aIOJTHSIIOTCST KOHTEKCTHBIE TlepeMennbie Ha, cepsepe BII.

9.4.1 VYmnpapJjieHHEe NOJIb30BaTEJIIMU

CoznaTh 1M0JIb30BaTE IS MOYKHO C IIOMOIIBIO OJHOIO U3 IIJIATMHOB yIIPABJIEHHUS II0JIb30BATEJISIMU, YKa-
3aHHBIX B mapamerpe UserManager (daiina kondurypamuu firebird.conf): Srp, GostPassword_Manager,
Legacy_UserManager. [lo ymomyannio ucmosib3yercs TOT IJIATWH, KOTOPBI ObLI yKa3aH MEPBBIM B CITHCKE.

Mudopmarnust 0 mob30BaTEIIX, 32pPErUCTPUPOBAHHBIX JIJIs KOHKpeTHOro cepepa Pen Baszwbr JlaHHBIX,
XpaHUTCA B 0co0Oi Oaze maHHBIX Oe3omacHocTn — securityb.fdb. ms kaxkmoit Oa3bl maHHBIX 0a3a J1aH-
HBIX 6e30I1aCHOCTU MOXKeT ObITh IIepeonpeieiena B dailie databases. conf (nmapamerp SecurityDatabase).
JIrobast 6a3a HaHHBIX MOXKET OBITH 0a30i JaHHBIX OE30IIACHOCTHU JIJIST caMOii ceOsl.

CJIG,HyeT yYy49UTBhIBATh, 9TO OJHOMMEHHBIC I10Ib30BaTE/IN, CO3JJaHHbIC C IIOMOMIBIO PAa3HbIX IIJIaI'MHOB
YIIpaBJa€HUA IIOJIB30BATE/JIAMMA — I3TO PA3HBIE IIOJIB30BATEC/IN.

DTO CBS3aHO € TE€M, UTO METOJbI MAPOJBHON ayTeHTU(UKAINN UCIOJb3YIOT pa3Hble TaOJuIbl B Oa-
3€ JAHHBIX OE30MMACHOCTHU [IJIsi XPAHEHUs JAHHBIX HoJib3oBaTeseil. [loaromy muist cucreMbl ayTeHTHMOUKAIIAN
MOJIb30BATENb, CO3JaHHbIN MeHe/IzKepoM Legacy_UserManager, HUKaK He CBA3aH C IIOJIb30BaTEIEM, CO3/IaH-
HBIM Srp. ¥ HUX pa3Hble IApOJHU U Apyras M0Jb30BaTeslbckas nudopMmalms. Ho ¢ Toukn 3peHus aBuKKa
9THU TOJIH30BATEN OJMHAKOBbIE, TaK KaK JIBUYKOK MJICHTUMDUIMPYET MOIH30BATEEH 110 UMEHAM.

MoKHO yHpaBJsTh YI6THBIMHU 3allUCSIMU II0JIb30BaTeseit cpeacrBamu onepatopoB SQL. Takast Bo3-
MOZKHOCTB IIPEeJIOCTaBJIeHa CJIEYIONIUM I10JIb30BATEISIM:

e SYSDBA;

e Jlobomy moJIb30BaTENIO, UMEIOIEeMy paBa Ha pojab RDBSADMIN B Oaze JaHHBIX OE30MACHOCTA U
[paBa Ha Ty K€ POJIb Jist 6a3bl JAHHBIX B AKTUBHOM HOJIKJIIOYEHUH (II0JIb30BATENb JOJIZKEH 107
KJIIOYAThCsl K 6a3e JaHHbIX ¢ poJibio RDBSADMIN);

e ITpu Brutouennom uare AUTO ADMIN MAPPING B 6a3e JaHHBIX IOJb30BaTeseiil (securityb.fdb
WJIM TOM, Y4TO YCTAHOBJIEHA Iyisi Balleil 6a3bl naHHbIX B (ailie databases.conf) — mo6oil ajamu-
HHUCTPATOP oreparmoHHoi cucrembl Windows (IIpu yCJIOBUM UCIIOJIB30BAHUST CEPBEPOM JIOBEPEHHOM
apropusaiuy - Win_Sspi) 6e3 ykazanug posu. IIpu 3ToM He BaXKHO, BKJIIOUEH UJIN BBIKJIIOYEH (Jiar
AUTO ADMIN MAPPING B camoii 6a3e JaHHBIX.

Henpusuiernposanubie mob30BaTENI MOTYT UCIOJIB30BATH TOJIBLKO oreparop ALTER USER st m3me-
HEHHsI COOCTBEHHON YUETHON 3aluCh.

st co3manust HOBOH yUeTHO 3aIiCh MOJIb30BaTE s UCIIOIb3YeTCsI CeIY IOt CHHTAKCHC:

CREATE USER <mormu> PASSWORD '<napoman>'
[FIRSTNAME '<uMs momb3oBaTens> ']
[MIDDLENAME '<oTdecTBO monb3oBaTens>']
[LASTNAME '<damuiaus momb3oBaTens>']
[ACTIVE | INACTIVE]

[USING PLUGIN 'mms mmarusa']
[TAGS (<aTpubyr> [, <aTpubyr> ...] )]

(npomonxerne Ha creaytoLeid CTpaHmue)
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[GRANT ADMIN ROLE]

<anH6yT> i 1= <uMd anH6y'ra> =S IC'I‘POKOBOG 3HaueHue '

Tlop3oBaTEND MOIKEH OTCYTCTBOBATE B TeKyIeit 6a3e mannbix 6e3omacHoctu Pex Baze /lannbix nnade
OyJIeT BBIJJAHO COOTBETCTBYIOIIEE COODIIeHre 06 OmmbKe.

Mms nosib30BaTesIs MOXKET COCTOATh MakcuMyM u3 63 cumBosios. Haunnas ¢ Bepcun 3.0 mMmeHa 1mosis30-
BaTeseil MOMIUHSIOTCS OOIIEeMy MPaBUIY HAUMEHOBAHMS UICHTU(PUKATOPOB 00BHEKTOB METaIaHHBIX. TakuMm
00pa3oM, 1oJIb30BaTe b ¢ uMeHeM "Alex" u ¢ umereMm "ALEX" Oy/yT pa3sHBIME [TOJIb30BATEJISIMHA.

IIpemmoxkenne PASSWORD 3a1a€T 11apoJib oJIb30BaTe 1. MakcnmabHas JINHA TTapoJist 3aBUCUT OT IL1a-
ruHa poBepku nojmHHOCTH (AuthServer) m miarmHa yupasieHus nosbsoparesisimu (UserManager). Mus
mwiaruHa SRP sddexrusnas jquuna naposs orpanmdena 20 Oaitramu. st mraruna Legacy_UserManager
MaKCUMAaJIbHAS JIJINHA, [TapoJisi PaBHA 8 OaiiT.

Heobsizarenbubie nmpejioykennst FIRSTNAME, MIDDLENAME u LASTNAME 3a/12f0T JIOIOJHUATE/IBHBIE ATPU-
Oy ThI ITOJIL30BATEIS, TAKAE KAK MMsI [T0JIb30BATEJIs, OTIECTBO U (haMUInus COOTBETCTBEHHO.

Kpome Toro MoxKHO 33/1aTh HEOTPAHUYEHHOE KOJIMYECTBO IMOJIH30BATE/ILCKUX ATPUOYTOB C IIOMOIILIO
Heo0sI3aTeILHOTO TpeIoXKenust TAGS.

Ecsm npu coznanum yuérnoit 3anucu Oyter ykazan arpudyt INACTIVE, To monp30BaTessb OYIAET CO3/1aH
B "HEaKTHBHOM COCTOAHMU", T.e. IIOJKJ/IIOUUTHCA C €r0 yYETHON 3aIUChio OyneT HeBO3MOKHO. IIpn ykaszanuun
arpubyra ACTIVE mnoJsib30BaTesb Oy/IeT CO3/[aH B AKTUBHOM COCTOSIHUHU (IO YMOJTYAHHUIO).

C ommwmeit GRANT ADMIN ROLE cosmaércst HOBBIN [IOJIb30BaTE b ¢ IIpaBaMu poJjiu RDBSADMIN B 6aze jaH-
HBIX ToJIb30BaTesieli (securityb. £db). D10 MO3BOJSET €My yIPABJISTh yUETHBIME 3aIIUCSIME HOJIb30BaTE€l,
HO He JaeT eMy CIIeIUaIbHBIX IOJTHOMOYHN B OOBIYHBIX 6a3aX JaHHBIX.

Heobszaresnbnoe npeiokenne USING PLUGIN 10o3BOJISIET SIBHO YKA3bIBATH KAKON IIATUH YIIPABJICHUS
[I0JIL30BATEJISIMU OyJIeT MCIIOJIL30BaH. JJOIMyCTUMBIMU SIBJISIIOTCS TOJILKO 3HAYEHUs, IIEPEINCIEHHbIE B IIapa-
merpe UserManager.

Ecmu npennoxkenne USING PLUGIN He yKa3aHO, TO IPHU JI00ABIEHUU IIOJb30BATE/IS OH CaM J100aBIISETCS
BO BCe IUIArMHBI U3 ciucka napaMerpa DefaultUserManagers (B TOM 4ucCie ero arpubyTh).

JJTsl m3MeHeHns CYMEeCTBYIONENH YIeTHOM 3aICH MTOJIb30BATE s UCIIOTb3YETCs CJIEIYIONUI CHHTAKCHUC:

( N\

ALTER {USER <mormm> | CURRENT USER}
{
[SET]
[PASSWORD '<mapoius>']
[FIRSTNAME '<wmMsi momb3oBaTens> ']
[MIDDLENAME '<o0T4YeCTBO HONb30BaTeNs>']
[LASTNAME '<damwiaus momb3oBaTens>']
[ACTIVE | INACTIVE]
[TAGS (<aTpubyr>|DROP <ums aTpubyra> [, <aTpubyr>|DROP <umsa atpubyra>...] )]
}
[USING PLUGIN 'mMs miaruHa']
[{GRANT | REVOKE} ADMIN ROLE];

<atpubyT> ::= <uMa aTpmbyTa> = 'CTpOKOBOe 3HaueHuUe'
. J

B oneparope ALTER USER J0JIKHO NPHUCYTCTBOBATH XOTsI ObI OJHO U3 HEOOSI3aTe/IbHBIX ITPEIJI0YKEHUIA.

OTO eMHCTBEHHBII OMEPATOD YIIPABJIEHUS YIETHBIMH 3AIUCSIMHU, KOTOPBI MOXKET TAKYKE HCIIOJIB30-
BATbCsl HEIIPUBUIETUPOBAHHBIMU TTOJIL30BATEISIMA JIJIsT U3MEHEHUsI UX COOCTBEHHBIX YUETHBIX 3aIUCEil, OTHA-
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KO 3TO He oTHOCUTCA K omiusM GRANT/REVOKE ADMIN ROLE u arpubyty ACTIVE/INACTIVE it m3MEHEHUsT
KOTOPBIX, HEOOXOIUMBI aJMIHUCTPATUBHbIE ITPUBUJIETUH.

Ecim mpemyoxkenne USING PLUGIN He yKa3aHO, TO IIpU U3MEHEHWM AaTPUOyTOB IOJIb30BATEJIS
OHM CaMH CMEHSIeTCd Yy COOTBETCTBYIOIIMX MOJIb30BaTesJell B IJIarMHax W3 CIHCKa I[apaMeTrpa
DefaultUserManagers.

Ecim B kakoM-1000 TIarMHE U3 CIIMCKA HET I0JIb30BATENsI, TO OH J00ABJISETCs, HO TOJIHKO €CJIH CPEIn
U3MEHSIEMBIX ATPUOYTOB €CTh MAPOJIb.

Js ymajeHus CymecTBYIOMe yIeTHON 3alliCh MOIb30BATEd UCHOIb3YeTCs CAeIYIOMWi CHHTAKCHUC!

DROP USER <morum>
[USING PLUGIN 'mMa nnarumHa'];

Ecau npeamoxkenne USING PLUGIN He yKasaHO, TO IIPH VIAJEHUH MOJIH30BATE IS OH CAM YIAJIIETCS U3
BCEX IJIAarMHOB M3 crucka napamerpa DefaultUserManagers.

9.4.2 BbaokupoBaHUe ceaHca MOJb30BATES

Omneparop SUSPEND no3BoJisieT 3a0JI0KUPOBATH CEAHCHI [TOJIb30BaTeNel U POJIeii:

SUSPEND { [USER <cmucok mnonb3oBarene#>] | [ROLE <cmucox pomneit>] }
[DISCONNECT] | [PERMANENT];

<CIHCOK Tolb3oBaTeneir> ::= "<uMma momb3oBaTensa 1>" [, "<uMa mombzosaTens 2>" ...]
<cmmcok pomeR> ::= "<uma pomm 1>" [, "<uma pomm 2>" ...]

3abJI0KNPOBaTh CEAHC JIJIsl CIMCKA MOJIb30BaTesell min poJieil MoxKeT TobKo SYSDBA, BiiaJeser 6a3bl
JIAHHBIX, TI0JIb30BaTEIb ¢ posibio RDBSADMIN. 3absioKMpoBaTh COOCTBEHHBIN CeaHC MOXKET JIF00O0# MOJIb30Ba~
TeJb.

3abJIOKUPOBAHHBII T0JIL30BATENb OyIeT Mojydarh omuOKy "Connection suspended" Ha Bce 3ampo-
CBbI, KPOME ITOBTOPHOIO MOMKJIIOYeHNs K 0a3e MaHHBIX, OTKJIIOYEHNs OT 0a3bl JAHHBIX WM CO3IaHUsS HOBOT'O
MIOJIKJTIOYEHNs K 0a3e JaHHBIX.

SUSPEND USER TEST_USER

ITapamerp koudurypanuu ConnectionSuspendTimeout MO3BOJISET YCTAHOBUTH IJIst BCEIO CEpBEpa UJIH
OTIEIHHO JIJTsi 0a3bl JJAHHBIX KOJUYIECTBO CEKYHJI, 110 NCTEYEHNN KOTOPBIX CecChsi OE3eiCTBYIONIErO MOIb30-
Baresis Oymer 3ab/i0KMpoBaHa. V3MeHnTh 3HAYEHNE MapaMeTpa [JIsi TEKYIIEro MOAK/IIOYeHN MOYXKHO C II0-
Moripio isc_dbp_suspend_timeout. YcraHOBUTH TaiiMayT OOJIbIIIE OIPEIEIEHHOIO KOHMUI'ypaIueil MoKeT
ToIbKO SYSDBA, BJIaiesienr 6a3bl JJAHHBIX, II0JIb30BATEb ¢ POJiblo RDBSADMIN.

1 BOBOOHOBJIEHMST JIOCTYIIa HEOOXOAMMO HCIOb30BaTh API murepdeiica IAttachment ¢dyukimio
reconnect () mam isc_reconnect (), mepesaBas Bce HEOOXOIMMBIE JIjis TIOBTOPHONW aBTOPHU3AIINU JIaHHDIE.
B cityuae ucroib3oBaHus TI0BEpEHHON ayTeHTU(MUKAINY, YKa3bIBATH aBTOPU3AIlNOHHbBIE JJAHHBIE HE TpedyeT-
csl.

IIpumep wucrob30BaHus (DYHKIMHU [IPU BO30OHOBJIEHUN J0CTyIa B yruamure 1SQL:

RECONNECT [ [PASSWORD '<mapoxs>']
| [CERTIFICATE '<ammac_ceprudpuxrara>' [PIN <maposb_sarpHToro_kioda>] ]
(npopmonketne Ha cnepytoLeil CTpaHuLe)
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L 1;

i1t BO30OHOBIIEHNSI BBIIOJIHEHUS TPAH3AKIIUI /3a1POCOB 3a0JIOKMPOBAHHDLI I0JIb30BATE b JIOJIZKEH 10~
BTOPHO BBECTHU CBOU aBTOPHU3AIMOHHBIE JIAHHBIE. DTO MOYKHO CJIeJIaTh ¢ MOMOIIBIO onepaTopa RECONNECT. B
cJIydae yCIIENTHOrO BBOJA I1aPOJIs, BCE HE3ABEPIIIEHHBIE 10 MOMEHTa OJIOKUPOBKU TPAH3AKIINH OY/LyT IIPOJI0JI-
KEHHBI.

Ecan monb3oBaTenbeckoe MOAKIIOUEHNE 3aKPHITO BMECTO OJIOKUPOBKY WJIN TIOCTE HEE, TO BCe He3aBep-
HI€HHbIC TPaH3aKIIUNU OTMEHATCH. ,ZLHE{ B0306HOBJ'IeHI/IH p3.6OTI>I7 II0JIB30BATEJIIO HGO6XO,£LI/IMO BbBIIIOJIHUTD IIO/-
KJIIOYEHHUE K 6a3e JaHHBIX CO BCEMU CBOUMU aBTOPU3AIIMOHHBIMU JJaHHBIMHU. STO MOXKHO ceJjiaThb C IIOMOIIBIO
onepaTopa CONNECT.

9.4.3 Besonacuas maposabHas ayrentudukanus (SRP)

Pen Baza Janubix 5.0 moggep:kuBaeT MeTo ] ay TeHTU(MDUKAIINY [T0JIb30BATE e, PeAJN30BAHHBIN B Ka-
YecTBe IUTarkHa o yMosrdaHuio - Secure Remote Password (SRP) Protocol.

B pesyabraTe paboThl JAHHOTO TPOTOKOJIA 00€ CTOPOHBI TOJIYIAIOT JIJIMHHBINA CEKPETHBIN KJIFOY, TTPOBe-
psieMBbIil Ha COOTBETCTBUE MEXKJTy CTOPOHAMU IOCJIE [TOJIydeHusi. B ciiydasx, KOTa IOMAMO &y TeHTH(MOUKAIIAN
HeobxonuMo T poBanue Janubix, SRP npemocrasiaser 6osee nanéxube, uem SSH, u Gostee 6GbicTphie, YeM
nporokos Jduddu-Xemimana, cpecTBa iist JOCTUXKeHUs 3T0i 1iesin. OH Tak>Ke He 3aBUCUT OT TPEThUX JIHII,
B omyimaue ot Kerberos.

SSH mporokosi Tpebyer MnpeaBapuTebHOrO OOMEHa KJIIYaMU MEXKJy CEPBEPOM W KJUEHTOM, KOTJIA
OTKPBITBIN KJII0Y pacrojiaraercs Ha cepsepe. SRP ne myx)jgaercs B atoM. OT Kimenta Tpedyercss TOJIBKO
JIOTVIH U TapoJib. Bce 0OMeHbI IPOUCXOIAT, KOTJIA COEINHEHNE YCTAHOBJIEHO.

Kpowme toro, SRP ycroiiuus k arake nocpeanuka (man-in-the-middle).

s Toro, urobsr nosib3oBaresab Pen Basa JlaHHBIX cMOr mpoiiTh MAPOSIBHYIO ayTEeHTH(MUKAINIO, OH
JIOJ2KEH OBITH MTPEBAPUTEIBLHO CO3/aH € MOMOIIBIO IIATHHA YIIPABJIEHUS [TOJIb30BATESIMI STp:

CREATE USER test PASSWORD 'pass'
USING PLUGIN Srp;

s sroro B daiine kouduryparun firebird.conf nmapamerp UserManager MO/KEH COIEPXKATH 3HA-
YeHue Srp B CIINCKe:

UserManager = Srp, Legacy_UserManager

JaHHBIE O TOJIB30BATENSX, CO3/IAHHBIX C IIOMOIIBIO SIp IUIAIMHA, XPAHATCH B 6a3e JTaHHBIX 6e30MacHO-
ctu (security5.£fdb) B Tabmaune PLG$SRP (cm. Ilpumoxenune T).

Meme izkep mosib3oBaresieit Srp xamupyer maposb agaropurmom SHA-1, npu sTom addekTuBHast AinHA
mapoJist orpanndena 20 6aiitamu. Ha mymny naposs mer orpanmdenus B 20 0aliT 1 OH MOXKET OBITH HCIIOJIb-
30BaH. X3IITU PA3JIUIHDLIX [TapoJiell, JnHa KoTophix bosee 20 6aiiT, Toxke paznuynsl. [Ipenen apdbexkTuBnoCTN
HACTYIaeT U3-3a OrpaHuvYeHHo JyiuHbl x31a B SHA1 pasaom 20 6aiiT wiau 160 6ur. Pano win mo3aHo Haii-
aércst 6ojiee KOPOTKHUI MapoJib ¢ TeM 2Ke X3MeM ¢ moMmornpio ataku Brute Force. Mmenno mostomy dacto
roBOpAT, 9TO dekTuBHas JjuHa napoJis s aaroputma SHA1 cocrasasier 20 Gaiir.

st paboThI TaHHOTO MeTOJa HeoOXoauMo, 9Tobkl B daiie kouduryparun firebird. conf nmapamerp
AuthServer B crmmcke 3HavYeHUil cojepxKkaj MeTon ayreHTudukanmu Srp. Kpome Toro, sTor mMeTos mo/mKeH
NPUACYTCTBOBAaTh U B CIIMCKE METONOB KJIMEHTCKOU CTOPOHBI - B napaMerpe AuthClient.

AuthServer = Srp
AuthClient = Srp

g ayrerTudukanum B pekuMe Srp HeOOXOINMO MPEIbIBUTH UMSI [TOJI30BATENA U MaPOJIb:
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isql localhost:d:\test.fdb -user test -password pass

9.4.4 Tpamunuonnas (Legacy Auth) ayrenTudukanus

Tpamgunmonnas ayreHTHGUKAINS TOIPA3yMEBAET MCIIOJIH30BAHNE MMAPOJIsi B KAUECTBE €IMHCTBEHHOTO
dakropa ayrenruduranum. [lapoab MoXKeT mepemaBaTbCs CepBEPY B BHJE XJIMA WA B OTKPBITOM BHUJIE.
MTudposanue maposis MpoucXoauT Mo aaroputmy LEGACY.

Ecmu BBl cobupaerech WCIOIB30BATH JAHHBIA MeTOH ayTeHTudUKanuum, B daitie KOH(MUTYPAIIT
firebird.conf BbICTaBUTE 3HAYEHUS CJIEIYIONINX IIaPAMETPOB:

UserManager = Legacy_UserManager
WireCrypt = Enabled

AuthServer = Legacy_Auth, Srp, Win_Sspi
AuthClient = Legacy_Auth, Srp, Win_Sspi

ILnarun, orsevartonuii 3a Legacy_Auth ayrenTnduKaIuio, He IPEIOCTABISAET KJIOYa MHU(MPOBAHUI
tpabuka. [osTomy cremyer oTkmounTh obs3arTenbHoe (Required) mmdpoBaHue ceccuii uepes mapaMeTp
WireCrypt B KOHMbUrypauu cepsepa, T.€. BBICTABUTH 3HadeHHe Enabled mim Disabled.

g ayrenrudukanuy B TPAJAUIMOHHOM PeXKUMe HeOOXOINMO MPEIbIBUATH UMS MOJIH30BATEs U a-
PpOJIb, HAIIPUMeED:

isql localhost:d:\test.fdb -user testuser -password testpass

B srom merone ayTenTrduKaIun yIuThIBAETCS TOJIBKO IIEPBbIE 8 CUMBOJIOB JIIOOOTO I1aPOJIs.

Hns toro, urobbl mosb3oBaresb Pen Baza /lanHbix cMor mpoiitu TpagWIMOHHYIO ayTeHTU(UKA-
A0, OH JOJKEH OBITh IIPEeIBAPUTEIHLHO CO3JAH C IIOMOIIBIO IUIATWHA YIPABJIEHHUS II0JH30BATEISIMI
Legacy_UserManager:

CREATE USER test PASSWORD 'test'
USING PLUGIN Legacy_UserManager;

JlasHbIe O MOJIB30BATEJISAX, CO3AAHHBIX B TPAJIUIMOHHOM DEXKUME, XPAHATCS B 0ase JaHHBIX Gesomac-
HocTH (security5.fdb) B rabuuie PLGSUSERS (cm. IIpusoxenue T).

9.4.5 Hoseputesbnas (Win Sspi) ayrentudukarnus

B noeputenbHOM pexkuMe ayTeHTU(MDUKAIMH UCIOIB3YeTCs CUCTEMa OE30MMacHOCTH OTIePAIIMOHHON CH-
crembl. B oneparmonnbix cucremax cemeiicrea Windows N'T moxkHO mosib3oBaTbest yuérabivu 3amnucayu OC.
st 3Toro HeobxommMo, YTOObI B (haitie Koudurypanuu firebird. conf mapamerp AuthServer B ciimcke 3Ha-
qeHnit comep:kas Meron ayrentudukanun Win_Sspi. Kpome Toro, sTor MeTom mo/2KeH IPUCYTCTBOBATD U B
CITICKE METOJIOB KJANEHTCKO CTOPOHBI - B mapamMerpe AuthClient. Takyke /1 MCIIOMB30BAHUSA JTOBEPUTETH-
HOI ayTeHTHUKAIINY CJIelyeT OTKIIOINTh obs3arenbHoe (Required) mmdposanue coenuuenuii (mapaMeTp
WireCrypt), ITOCKOJIBKY IIJIANUH, peasu3yionuit Win_Sspi, He mpemocTaBiser K04 mudposanus. s sToro
JIOCTATOYHO BBICTABUTHh 3HadeHUe Enabled mim Disabled.

AuthServer = Win_Sspi, Srp
AuthClient Win_Sspi, Srp
WireCrypt = Enabled

o Pex Bazer Jlanubix 3.0 npu BKIIFOYEHHON JOBEPUTEIBLHON ay TeHTU(DUKAINN, [TI0JIb30BATEH IIPOIIIE I-
e MPOBEPKY 10 YMOJTYAHUIO aBTOMaTHIecku orobpaxkasuck B CURRENT_USER. B Bepcuu 5.0 orobparkenue
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JIOJIZKHO OBITH CJIEJIAHO SIBHO JIJIsT CUCTEM C HECKOJLKUMM 6a3aMM JAaHHBIX O€30IMacHOCTH U BKJIIOYEHHON J10-
BEPUTEJILHON ayTeHTH(hUKAIIAEH].

OTO6pa)KeHI/I€ JJId BKJIIOYCHUA MCIIOJIB30BaHUA ‘HOBepI/ITeJIBHOﬁ ayTeHTI/I(l)I/IKaL[I/II/I Windows Bo Bcex
bazax JIaHHBIX, KOTOPbIC UCIIOJIB3YIOT TEKYIILYIO 6a3y JaHHDBIX 0e30IaCHOCTH]:

CREATE GLOBAL MAPPING TRUSTED_AUTH
USING PLUGIN WIN_SSPI

FROM ANY USER

TO USER;

B srom pexxnme mpu nogkrodennn k cepBepy Pen Baza Jlanabix He TpeOyeTcst IPerbsiBIATD UMS TIOJTb-
30BaTeIsI U MapoJib. Ecim mosrb30BaTesb JIOKAJIHBHOTO KOMIIBIOTEPA MTOIKJIIOYAETCS K CEPBEPY, PAb0TAIOIEMY
Ha TOM 2K€ KOMIIbIOTepe, TO OH 1oJiy4aeT poJib PUBLIC.

IIpu cereBOoM coenMHEHWH MPOMCXOMUT IIPOBEPKA IIPUHAJJIEKHOCTH IIOJIB30BATENS JIOMEHY, B COCTAB
KOTOPOTO BXOJUT KOMITBIOTED ¢ paboraronum cepsepom B/I. Eciu mob3oBaTess He ABII€TCS JOMEHHBIM, TO
OH He MMeeT IIPaB Ha IOJIKJIIOUYeHNE K CEPBEpY.

s Toro, 4ToObI y3HATH, C KAKUM HMMEHEM II0JIb30BaTesIs U HAPOJIEM Bbl MOJKJIOYMINCH B PEXKUME
JIOBEPUTEJILHON ayTeHTU(MUKAINN, MOYKHO BBIIIOJHUTD CJIEIYIOIINANA 3aIIPOC:

select CURRENT_USER from rdb$database;

domain\administrator

To ecTh MOAKIIOUMIICS IIOJIB30BaTE/ b ¢ UMeHeM administrator, KOTOPBIN SBJISIETCS YJIEHOM JIOMEHA
domain.

L:[TO6I>I Opu IIOAKJIIOYEHNHN JTOBEPEHHOI'0 II0JIb30BaTeJId HE YKa3bIBaTb HUKaKOMI )ZLOIIOJIHI/ITeﬂbHOﬁ NH-
dopmaru o poJiu, cymectyer onepaTrop SET TRUSTED ROLE, KOTOpBIil BKJIFOYAET JIOCTYII JOBEPEHHOMN POJIH.

A MUHECTPATOPBI OllepaIlnoHHON cucTeMbl Windows aBTroMaTUYecKH He oJIydaroT mpasa SYSDBA mpu
MOJIKJIFOYeHn K 6a3e JaHHbIX. VIMeT Jin aJMUHUCTPATOPhI aBroMarudeckue npasa SYSDBA 3aBucur OT
ycTaHoBKU 3HaueHus ¢iiara AUTO ADMIN MAPPING. Ilocne ycuemnoro "auto admin" momkirodenus: Tekymeit
posbio Oymer siBisaTbcst RDBSADMIN.

Omneparop ALTER ROLE paspemnraer min 3allpeliaeT aBToOMaTudecKoe mpegocTasiaeHne pojiun RDBSADMIN
anvmuHECTparopam Windows B Tekymneil 6a3e JaHHBIX, €CIU UCIOJIB3YETCs JOBepuTeIbHas aBTropu3arms. [1o
YMOJTIAHUIO aBTOMATHIECKOe IpegocTaBsenne posi RDBSADMIN OTKIIIOUEHO.

ALTER ROLE RDB$ADMIN {SET | DROP} AUTO ADMIN MAPPING

Omneparop ALTER ROLE siBjisteTCsi yIPOIIEHHBIM BHJIOM OIEPATOPA CO3JAaHMS OTOOPAXKEHUsl IIPeoIpe-
nestéanot rpynnsl DOMAIN_ANY_RID_ADMINS ma poss RDB$ADMIN.

CREATE MAPPING WIN_ADMINS
USING PLUGIN WIN_SSPI
FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS

TO ROLE RDB$ADMIN;

B obprunbpix 6a3ax ganabix craryc AUTO ADMIN MAPPING mpoBepsieTCsl TOJIBKO BO BPEMS HOJIKITIOYUEHNUS.
Ecau Ajpmvunucrparop umeer pojib RDBSADMIN moToMy, 9TO IPOU3OILIO aBTOMATHIECKOE OTOOpaykKeHHe BO
BpeMsI BXOJa, TO OH Oy/eT yAepKHUBATh 3Ty POJIb HA IPOTSKEHUM BCEW CeCCHH, JlayKe eCJIM OH WJI KTO-TO
JPYTOi B 9TO K€ BPEMsI BBIK/IIOYAET aBTOMATHIECKoe oTobparkenne. Touno takxke, Bkodenne AUTO ADMIN
MAPPING He M3MEHUT TEKYTIyiO posib B RDBSADMIN /j1s1 8 IMUHUCTPATOPOB, KOTOPBIE Y2Ke TOAKTIOUNIINCD.
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Pekomeniyercst sIBHO yKa3bIBATH HA TO, UYTO OXKUJIAETCS JOBEPUTEIbHAS ayTeHTU(MUKAIUS, UCIOIb3Y s
J1s 3Toro K04 — tr. Hampumep, ecin B cucreMe yCTaHOBJIEHBI COOTBETCTBYIONNE 3HATECHUS
epeMeHHBIX OKpyzkeHnst ISC_USER m ISC_PASSWORD, u He OyaeT ykKa3aH KJI0d — tr mpu
ayTeHTHUdUKAINYA, TO BMECTO KOHTEKCTa OE€30IIaCHOCTH II0JIb30BATE sl HA CePBEP OYIAyT IepelaHbl UMsi
II0JIb30BaTEId U 11apoJib, COOTBETCTBYIONINE IIEPEMEHHBIM OKPY2KCHUd, KaK IIPU TPaIUIIMOHHON
ayTeHTU(MDUKAIIH, ITO IPUBEAET K OIMMOKE, TaK KaK HA CePBEpPEe 0XKMJIAETCS JTOBEPUTEIbHA
ayTeHTUDUKAITHS.

IIpu roBepuTebHOI ayTeHTH(MUKAIINY [TPaBa HA JOCTYII U ONEPAIllnN HaT 00beKTaMu 0a3 JAHHBIX MOTYT
OBITH HA3HAYEHBI [TOJIH30BATEIO OMEPAIIMOHHON CHCTEMbI, KakK 0O0braHOMY ToJsib3oBaTe o Pen Baza JlanHbrx.

IIpu jmoBepuTebHON ayTeHTUMUKAIMN BO3MOXKEH CJIEYIONHi BapuaHT coequaenne ¢ b/1:

isql localhost:d:\test.fdb

9.4.6 GostPassword merosn ayreHTUdUKATAN

Merox GostPassword obecrieunBaer ayTeHTU(MDUKAIMIO C UCIOJIb30BAaHUEM AJITOPUTMOB IMU(MPOBAHUS
n3 Kpunrorpadudeckoro miarnaa. [lpu ayrentndukanmm Bce JaHHBIE MOJB30BATES, KDOME MMEHH, TIepe-
JA0TCs TOJBKO B 3armmdpoBaHnHOM Buze. st paboThl JaHHOrO METO0/1a HEOOXOIMMO HAJIMYNE KPUIITOIIPO-
Baiiziepa u kpunromrarnaa. Kpunromwrarua sxoaut B noctraBky CYB/I n naspiBaercs Crypto_API.

L7151 MCIIoTb30BaHMUST 9TOTO PEXKNMA ayTeHTHduKanny ciaeayet B daiiiae kouduryparnun firebird. conf
J100aBUTH B CIUCOK 3HadYeHMiT mapamerpa AuthServer meron ayrentudukanuu GostPassword. Kpome Toro,
3TOT METO/L JOJI2KEH IIPUCYTCTBOBATH U B CIIMCKE METOJ0B KJIMEHTCKOII CTOPOHEI - B ItapameTpe AuthClient.
Taxkke B KoHDUryparmonaoM daiije cepsepa 1 KJIHMEHTa HEOOXOINMO YKa3aTh UCIOJIb3YEMbIH KPUIITOIJIArnH
CryptoPlugin = Crypto_API (110 yMOJYaHUIO).

AuthServer = GostPassword, Srp
AuthClient = GostPassword, Srp
UserManager = GostPassword_Manager
CryptoPlugin = Crypto_API

st Toro, uTobsl nosb3oBarens Pen Baza lannbix cMor npoiitu GostPassword-ayTeHTndUKaINIoO,
OH JIOJIZKEH OBbITh IpPeJBapUTEIbHO CO3JaH C IIOMOIIbIO IUIATMHA YIIPABJIEHNS II0JIH30BATENISAMU
GostPassword_Manager:

CREATE USER test PASSWORD 'pass'
USING PLUGIN GostPassword_Manager;

st Toro, aTo6nr SYSDBA mor mpoiitu GostPassword-ayTeHTuMUKAIINIO, HEOOXOINMO CO3/1aTh HOBOTO
IoJIb30BaTessl ¢ uMeHeM SYSDBA, mcronbsys ninarud GostPassword_Manager.

JaHHble O IOIB30BATENAX, CO3JAHHBIX ITUM IUIATMHOM, XPAHATCA B 0a3e JAHHBIX 6E30HACHOCTH
(security5.fdb) B Tabaune PLG$MF (cm. Ilpmiokenme I'). Tam XpaHuTCS HE TOJBKO X3II MAPOJIsl, HO H
HA3BaHWE AJTOPUTMA, C OMOIIBI0 KOTOPOIO 3TOT X3III MOJLY Y€H.

Hnsa GostPassword-ayTeHTudUKAINT HEOOXOAMMO IPEIbIBUTH UMs II0Jb30BATENS U IaPOJIb, HAIIPU-
Mep:

isql localhost:d:\test.fdb -user test -password pass;
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9.4.7 Ayrentudukamus no ceprudpukary (Certificate)

Pen Baza lanubix 5.0 nmommepkuBaeT MeToJ ayTeHTU(MUKAIMN 110 CEPTU(PUKATY C UCIOJb30BAHHEM
AJITOPUTMOB UG POBaHUs U3 Kpunrorpadudeckoro miaruHa. J[js paboTel JaHHOTO MeTOIa HEOOXOIUMO
HaJIM9ne KPUNTOMpOoBaiifepa n Kpunromiarnda. Kpunromiarua Bxoaut B nocraBky CYB/l un mazwiBaercs
Crypto_API.

s Toro, aTobnl mosb3oBaresh Pen Basa Jamabix cMor mpoiitn ayTeHTHMOUKAIUO M0 cepTUdUKATY,
B (raiine koudurypamyun firebird. conf napamerp AuthServer mosken comep:kaTh 3nadenne Certificate
B crucke. Kpome TOro, 3ToT MeTO JOJKEH IPUCYTCTBOBATH U B CIUCKE METO/OB KJIMEHTCKON CTOPOHBI -
B mapamerpe AuthClient. Takxke B KOHMUTYypannoHHOM dailjie cepBepa U KJINEHTa HEOOXOIUMO YKa3aTb
ucnosb3yemblii Kpuiromiarud CryptoPlugin = Crypto_API (o yMOJIYAHUIO).

AuthServer = Certificate, Srp
AuthClient = Certificate, Srp
WireCrypt = Disabled
CryptoPlugin = Crypto_API

Canenyer orkimounTs obsizaresnbHoe (Required) mudposanue coeuHeHN , TOCKOIBKY IUIAMMH, PeaJi-
gytoruit Certificate, He mpeIOCTABIISIET KJIIOY MudpoBanus. /[jist 9TOro 70CTATOYHO BBICTABATH 3HAYEHUE
napaMerpa WireCrypt pasubIM Enabled mam Disabled.

JlaHHbIE 0 TAKOM II0JIb30BaTENe He XpaHATCs B 6a3e JMaHHbIX Ge3onacHocTH (securityb.fdb).

IIpu mogk/IFOUYeHNN HEOOXOIUMO MPEIbABUTh aJIuac cepTudrKaTa U Hapob 3aKPhITOro Kiawda - PIN
(ecom ycranosien). Konreitnep ¢ HabopoM Kirodeil u ceprudukar coznamorcs 3apasee. Hanpumep:

isql localhost:d:\test.fdb -certificate "TESTUSER,®ezepanbHas ciayxba CymebHBX
npucTaBos, 120025bec5106c2a6b1143bac900000025bech" -pin 123456

Aumac ceprudukraTa mpecTaBisger OO0 CTPOKY CJIeIYONEro BUIA:

[ <ammac ceprtudpurara> ::= "SubjectCN,IssuerCN,SerialNumber" ]

rie SubjectCN — umsa Biaesnbna ceprudukara, IssuerCN — HazBanue n3naress ceprudukara, SerialNumber
— cepuiHbINl HOMED cepTUdUKATA B IIECTHAIIATEPUIHOM BHUJIE.

Tabuna 9.2 — [Tapamerpsl KOHGUIYPAIMOHHOTO (hailjia, UMEIUe OTHOIIEHNE K ay TeHTU(DUKAIMH 10
cepruduKaTy

ITapameTrp Bo3morkHoe 3HaveHne KomMmmenTapmuii
AuthServer, Srp, Win_Sspi, ITapameTp AuthServer - Habop METOJIOB ayTeH-
AuthClient Legacy_Auth, Gss, TudUKaINN, pa3pelieHHbix Ha cepBepe. Ilapa-

GostPassword, Certificate |merp AuthClient - HaOOp MeTONOB ayTeHTH(hDU-
Kallud, TMOAJIeP?KUBACMBIX KJIMEHTOM.

CryptoPlugin Crypto_API NMms 6ubamorekn KpuUIITOIpOBaiigepa (pacno—
JIOXKEeHa B KaraJjore plugins cepsepa)

ServerCertificate <ammrac ceptudpumraTa> Sagaér anuac cepruduKara, KOTOPBIM CEPBED
OyJeT yII0CTOBEPSITh CBOO OJINHHOCTD KJINEH-
TYy.

CertUsernameDN <aTpubyT> ArpubyT ceprudukara, u3 KOTOpOro Oyuer us-

BJIEKaTbCA UM< €r'o BJlaJleJibIla. Ilo YMOJ/IT9aHUTO
CN.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

ITapameTrp Bo3mokHOe 3HaYeHne KomMmmenTapwmii

CertUsernamePattern <peryindpHOe BHpaxXeHNe> Perynsiproe Bbiparkenwe, mpuMeHsieMoe K aT-
pubyTy ceprmduKaTa ¢ IMEHEM TOJIHL30BATEISA
JJIsT M3BJIEYEHHUS caMOoro 3roro umenu. Vcmoss-
gyer cuaTakcuc SQL, 1o yMoJIManuio He 33/1aH0.

VerifyCertificateChainO | 1 3aaér / OTKIII09aeT IPOBEPKY LENOYKU CePTU-
duKaIIN MOJIH30BATEILCKOTO CEPTH(hUKATA.

TrustedCertificate <ammac ceprupmraTa> Samaér anmac ceprudukara, KOTOPOMY CEPBED
Oyzner noBepsaTh. Kcim mosib30BaTe b IPEIbAB-
JIIET 3TOT CePTUGUKAT, OH OyIeT ayTeHTU(U-
[IHPOBAaH C YKA3aHHBIM MMeHeM 0e3 Iaposis u
6e3 IIPOBEPKU €ro CepTUGPUKATA.

9.4.8 Tlpoepka ceprudukara cepepa (VerifyServer)

Pen Baza Jlanabix 5.0 moiep:KuBaeT IJIATMH MPOBEPKH cepTUdUKATA CepBepa C UCIOJIb30BAHUEM
AJICOPUTMOB IH(MDPOBAHUsI U3 KPUIITOrpaduIeckoro miarnaa. s paboThl JTaHHOrO IJIATMHA HEODXOIUMO
HaJIM9ne KPUNTOMpoBaliiepa n Kpunromiarnda. Kpunromiarua Bxoaur B nocraBky CYB/l u mazwiBaercs
Crypto_API.

JaHHBIA IJIATHH He MMeeT CMbIC/IA UCHOJIb30BaTh 0e3 mosuTuk GesonacHoct (m. 9.4.13), koropsiii
IIO3BOJIET HE 3aBepIIaTh MIPOIEeCe ayTeHTUMUKAINY Ha IIEPBOM YCIEITHOM METOJE, & IPOBEPATH BCE METOIbI
ayTeHTU(M)UKAIUT U TOJIBKO IIOTOM IPUHUMATH PEIleHre O TOM, IaBaTh JIA JOCTYI IOJIb30BATEIO NI HET.

s Toro, urobbl mosib3oBaTesb Pen Baza Jarabix cmor mpoBeputh ceprudukar cepsepa, B daiiie KoH-
duryparuu firebird. conf mosKHbBI OBITH yKa3aHbl napaMeTpsbl ServerCertificate u ServerPrivatePin,
a nmapamerp AuthServer nosnken conepzkarh 3nadenue VerifyServer B ciucke. Kpome Toro, sTor meTos noJ-
2K€H TIPUCYTCTBOBATD M B CIIUCKE METOJIOB KJIMEHTCKOW CTOPOHLI - B TapamMeTpe AuthClient. Tak:ke B KoHDU-
rypaiuoHaoM daiiie cepBepa u KJIUeHTa HeoOXOMMO yKa3aTh UCIO/Ib3yeMblil Kpunromiarund CryptoPlugin
= Crypto_API (0 yMOIYaHUIO).

AuthServer = Srp, VerifyServer
AuthClient = Srp, VerifyServer
WireCrypt = Disabled
CryptoPlugin = Crypto_API

I

JlaHHble IIarnHa He XPaHATCA B Oa3e JAHHBIX OE30ITacHOCTH (security5 . fdb).

IIpu moak/roueHnn HEOOXOAUMO YKa3bIBATh IIapaMeTp JJisi IPOBEPKHU ceprudukara cepsepa. Harpu-
Mep:

isql localhost:d:\test.fdb -verify <ammac ceprupmraTa>

9.4.9 AyrenTudukaiiymsa JOBEPEHHBIM IOJIb30BaTeieM

B firebird.conf mgobassien napamerp kouduryparun TrustedUser jijist ayTeHTU(DUKAINN 110 TTAPOJIIO
C IMEHEM JIPYTroro mojb3oBaressd. 1o yMo9anuio mycroii.

ITpu coesmHernn ¢ 6a30ii JAHHBIX KPOMe UMEHHU HoJsib3oBaTessi (isc_dpb_user_name) MOMKHO yKa3aThb
s dexrusablil goruH (isc_dpb_effective_login). B isql juis aroro jgobasieH K09 -1.

Ecnu 3aman 3 dekTuBHBI JIOIHH, TO [IOCJIE YCIEITHON ayTeHTU(MUKAIIH JTFOO0r0 IIarnHa ITPOBEPIeTCsI
3azan u napaMerp TrustedUser:
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e Eciu ne 3a/1aH - OITINOKA, ayTeHTI/Id)I/IKaHI/II/IZ IIOIIBbITKa IIOJMEHbI JIOTHUHa C OTKJIIOYEeHHOIT OHI_[I/IefI.

e Ecim IIapaMeTp 3a/laH, HO JIOTUH II0JIb30BaTeEJId HE COBIIaJaeT C JOBEPEHHBLIM - TOXKE ommuoKa: 1o-
IIbITKa IIOJMEHBbI JIOT'MHa He JJOBEPEHHBIM II0JIb30BaTEJIEM.

e FEcim mapamerp 3aJlaH ¥ JIOTHH TOJIB30BATENIST COBIAAECT C JIOBEPEHHBIM, TO TMPH MOJAKJIIOYCHINA K
0a3e JAHHBIX €r0 MMsl 3aMEHsIeTCs Ha YKA3aHHBIN UM 3(POEKTUBHDBIN JIOTHH.

s sapa CYB/L aro nmonkiiodenne OyJaeT BBINISIETh Kak 0ObIYHOE, HHMOPMAIUS O MOJMEHEe JIOTHTHA
JIO HETO HE JIOXOJINT.

[ Paboraer s Bcex TIarmHOB ay TEHTU(DUKAIIAN.

9.4.10 losepennas ayrentudukaius dyepe3 mexaundm GSSAPI

(Gss)

JoBepennas ayreHTudUKams Yepe3 Mexann3M GSSAPI JIOCTYITHA TOJBKO B IIPOMBIIIJIEHHON PeIaKITnu
CYB/]I Pen Baza /lanubix. [logpobree paznnuns HyHKIMOHAIA PEIAKIIIl ONUCAHBI B pa3elie
Pedaxuyuu CYB/ Ped Basa Hanwnwvx 5.0.

Pen Baza Janubix 5.0 nomnep:xusaer Kerberos ayrenruduxamuio depes GSSAPI (Generic Security
Services Application Programming Interface). GSSAPI - aro abcrpakrhbiii yposenb nan Kerberos 5, upes-
HA3HAYEHHBIN JJTs PEIIeHUsT TPOOJIEMbI HECOBMECTUMOCTH CXOKHUX cepBrucoB bezonacHoctn. GSSAPI obecrie-
YMBAET ABTOMATHIECKYIO ayTeHTHdbUKanmio (single sign-on), myst cucTeM, KOTOPBIE €€ MOIEPKUBAIOT.

IIpunnun paboTs:

e Jlyisi ayreHTH(DUKAIINY KJIMEHTA UCIOJIb3yeTCsl KOHTEKCT OE30MAaCHOCTH, MOJIYUEHHBII Tpu BXOJE B
CUCTEMY WJIM U3 JAPYTUX MCTOYHUKOB THHA Kinit.

e 13 KoHTeKCTa GE30IIACHOCTU KJIMEHT M3BJIEKaeT TOKEH, KOTOPbIil oTipasJsercs Ha cepsep CYB/I.

e Cepsep CYB/I nposepsier token 4epes GSSAPI (mo ymosrdaHMIO jisi IPOBEPKH HCIIOJIB3YETCs
Mmexanu3M Kerberos).

e Eciu TOKeH IIPOXOJUT IPOBEPKY, CEPBEP M3BJIEKAET M3 HErO UM II0JIb30BATEJNsA, KOTOPOe OyIeT
HCIIOJIB30BAaHO JIJIsl TIOIKJ/IIOYEHHs K Oase.

K jmocromacrBaM JJaHHON ayTeHTUMUKAINE MOXKHO OTHECTH [TPEUMYIIECTBA TEXHOJIOTHH €JIHOTO BXO/IA
(SSO):
® BBO/[ II0JIb30BATEJIEM CBOUX yUETHBIX JIAHHBIX TOJHKO OJUH Pa3;
® OTCYyTCTBUE BBOIA TAPOJIS;
e (E30IaCHOCTD;
® IIEHTPAJIM30BAHHOE XPAHEHNE YIETHBIX JAHHBIX ITOJIH30BATEIEH.

IIpu pabore ¢ Kerberos GSSAPI ucnosib3yer crangapTHble yIETHBIE 3amuc B ¢popMaTe servicename/
hostname@realm.

Wms mosmp3oBaTe st mpu Takoil ayreHTHdUKAINA (DOPMUPYETCS U3 UMEHHN yIeTHOU 3amucu B 6a3e JaH-
HbIX KDC.

I Taxoit Buz ayrenTudUKaInu paboTaeT TOJIHKO IPH MIEPEate TAHHBIX YepPe3 CETEBOI IIPOTOKOI.

Ecsn osipb30BaTesb yKa3ail JOTUH, TO JAHHBIA METO ayTeHTH(UKaIu OyaeT MIPONTHOPUPOBAH
CEPBEPOM.
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Jlist paboThl JAHHONO METO/a ayTeHTH(MUKAIUN HeOoOXOIUMO, YTOObI B (hailie KOHMUryparuu
firebird.conf nmapamerp AuthServer B cromcke 3HaUYeHWiT comepkajl MeTon ayreHTudukanun Gss. Kpo-
Me TOrO, 3TOT MeTO/Ji JOJI?KEH IIPUCYTCTBOBATH M B CIHCKE METOJIOB KJIMEHTCKOI CTOPOHBI - B Iapamerpe
AuthClient. Tak Kaxk maarws, orBedaromunii 3a GSSAPI ayTeHTH(UKAINIO, HE MPEIOCTABIAET K049a, ud-
poBaHust Tpaduka, CIeayeT OTKIIOYNTh obs3aTenbHoe (Required) mmdpoBanme ceccuit wepes mapaMeTp
WireCrypt B KOHMbUrypauu cepsepa, T.€. BBICTAaBUTH 3HadeHHe Enabled mim Disabled.

Ecau BBl cobupaerech MCMOMB30BATH JAHHBIN METON ayTeHTuUKauu, B dailie KOHMUTYpPaIn
firebird.conf BbICTaBUTE 3HAYECHUS CJICLYIONINX IIapaMeTPOB:

( N
AuthServer = Gss, Srp
AuthClient = Gss, Srp
WireCrypt = Disabled
GssServerKeyfile =
GssServiceName =
GssHostName =
GSSLibrary =
G J
rie

e GssServerKeyfile - myTh 10 (aiiyia, comepKaniuil JOJroBpeMEHHbBIN KJIIOY CEPBUCA, KOTOPBIN 0y-
ner ucnosb3oBare CYBI mis ayrentudukamuu B Kerberos. D9ror kirodeBoit daitn co3gaéres B
nenTpe pacupezesenus kiodeir (KDC), nanpumep komannoit yruimuroii 8 Active Directory;

o GssServiceName - uMs cepBUCA (no YMOJITIaHUIO <<rdb_server>>), co3manHoe Ha cepepe Kerberos
nis ayrenrudukanun CYB/L;

e GssHostName - DNS-azpec cepsepa CYB/I (manpumep «rdb.example.com»);

e GSSLibrary - aunamuueckasi 6ubanoreka GSSAPI (1ibgssapi_krb5.so). [Tognep:kuBaercs Takxke
6ubsmoreka libvas-gssapi.so or One Identity Authentication Services. Ilpu eé ucrosbzoBanun
CYB/I nociie ayrenTudUKAIMA OIPEJIEsSeT TPYIIIbl, Ha3HAYEHHBIE [0Jb30BATEII0 B JIOMEHE, U
Ha3HAYAeT eMy OJHOMMEHHBIE POJIM, CYIIECTBYIONE B 0a3e JAHHBIX.

B Pen Base Hammbix 3.0 mpm BKJIIOYEHHON JOBEPEHHOH ayTeHTH(MDUKAINU I0Jb30BATEIN, MIPOIIE/I-
e TMPOBEPKY, M0 YMOJTYAHUIO aBTOMATHIECKH oToOparkasnch B CURRENT_USER. B Bepcun 5.0 orobparke-
HU€e JOJKHO OBITH CO3/IaHO SBHO Il CUCTEM C HECKOJBLKUMHU 0a3aMU JAHHBIX OE30IIaCHOCTH U BKJIIOYEHHON
JIOBEPEHHO ayTeHTupUKAIIIeH.

Orobpaskenne JJisi UCIOJIBL30BAHUS JOBEPUTEIHHON ayTeHTH(UKAIME BO BCeX 6a3ax JAHHBIX, KOTOPbIE
UCIIONIB3YIOT TEKYIILYIO0 0a3y JaHHBIX OE30MaCHOCTH:

CREATE GLOBAL MAPPNG GSS_AUTH
USING PLUGIN GSS

FROM ANY USER

TO USER;

B srom pexkume mtpu mnojxsroderun K cepsepy Penr Basbl JlaHHBIX He TpeOyeTcsl IpPerbsiBJIsITh HUMSsI
[I0JIB30BATEJIS U 11aposb. Kcim mop30BaTeltb JTOKAJIbHOIO KOMIBIOTEPA IMOJIKJIIOUAETCsI K cepBepy, paboraro-
meMy Ha TOM 2Ke KOMIbIOTepe, TO OH ItojrydaeT posb PUBLIC.

IIpu joBepenHOl ayTeHTU(MUKAIINN BO3MOXKEH CJIEIYIONUi BapuaHT coeauHenue ¢ B/l

isql localhost:d:\test.fdb
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9.4.11 JloBepenHas ayTeHTUUKAIIMA JJd BbIlIoJHeHUus Execute

Statement On External 6e3 yka3zaHusi JIoTuHA 1 TIApOJId
(ExtAuth)

HoBepennasi ayTeHTU(UKAINY JIJIs1 BBITOJIHEHNsT Execute Statement On External 6e3 ykaszaHus
JIOTWHA W TAPOJIsi JIOCTYITHA TOJIHKO B mpombiniennoit pegakmuu CYBJI Pen Baza Jlanuwix. [logpoGuaee
pasymmuns QYyHKIMOHAJA peJaKinii onucanbl B pasjueine Pedaxuyuu CYBJ[ Ped Basa lanwnvix 5.0.

st BeImostHeHus onepaTropa EXECUTE STATEMENT ON EXTERNAL, ecyii BHENTHWI MCTOTHUK JAHHBIX Ha-
XOAUTCA Ha IPYyroM cepsepe, npejaiozxkenns AS USER <uma monbpsoBaTens> u PASSWORD <maponbs> ABJISIOTCA
00sT3aTe/IbHBIMU.

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl' AS USER 'MYUSER' PASSWORD 'mypassword'

3HaueHNs UMEHH II0JIb30BATE sl U IIapoJs IepeJaloTcs B OTKPBLITOH dpopMme, uro HebesonacHo. Hampu-
mep, ecin ESOE (cokp. or EXECUTE STATEMENT ON EXTERNAL) BBI3BIBAETCH U3 KOZA XPAHUMOIL IIPOIEY PBI,
MONKJIIOYEHHBIE ITOJIb30BATEIM MOTYT BHAETH IapOJIb.

s 6ezomacHoro nogkiodennsi B Pen Baze Jlanapix ObLI pa3paboTaH IJIAMMH ayTEHTH(MOUKAIAN
ExtAuth cnemmanbuo ans ESOE, koropslit ycranaB/imBaeT TOBEPUTEIBHYIO CBsA3b MEXKIy cepBepamu Pen
Baspr Jlannubix u Bemosnaser ayrearuduranmio ESOE 6e3 jornua n maposs:

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl';

Jlis mcmosib30BaHus JTAHHONW BO3MOXKHOCTH ciieyeT B daitie Koudurypanun firebird.conf moba-
BUTH B CIIMCOK 3HaUYeHN mapameTrpoB AuthServer m AuthClient merosn ayrentudukanuu ExtAuth Ha Bcex
cepBepax, KOTopble 0yayT "1oBepsTh" Apyr Apyry.

Il

AuthServer Srp, ExtAuth
AuthClient = Srp, ExtAuth

3areMm HEOOXO/IMMO CreHEPUPOBATH KJIIOUEBOH (hailyl s miarnta. DTOT KJIOU JOJ2KEH OBITh Pa3MeIeH
Ha Bcex cepBepax Pen Baswr JlanubIX, KOTOPBIE TOIKHBI TOBEPATH APYT APYTY.

Yrobbl crermepupoBaTh  KaO4ueBOil  daitn  ExtAuth.conf, 3amycrure wmcmosHsSeMmblil  daiia
extauth_keygen. Kirouesoit daiin comepkut Tpu napamMerpa:

e Key - caM KJIIOY;

e Ignorelogin - UTHOPUPOBATH ABHOE yKazaHue Jjoruta B oneparope ESOE (mo ymomuanuio sorun
HE I/II‘HOpI/IpyeTCH). Ecin 3navenne mapamerpa No u yKazan Jiorut, To miarad ExtAuth mepecraer
JIECTBOBATD.

e IgnorePassword - UIHODHpOBaTh siBHOe yKasanue maposist B orneparope ESOE (mo ymosnanuro
napoJib He urHopupyercs). Ecin 3nadenne mapamerpa No u ykaszan naposib, TO miarud ExtAuth
nepecTaeT JICHCTBOBATD.
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Mj ExtAuth.conf — BnokHoT EI@
Daiin Mpaska Qopmat Buy Cnpaeka
key = -

308204a30201000262010100a0546766ee790efof67f0a3c21dd2f22dd475479633af2c79a508c27f2477c577809959%babctbabca5fce824e7c4d250ddc09a
8c18065b288405e158f3671Ff4ddcfeff2466d309a4331303ccc282¢934ad469c3c04a27a9f0c620204bebc5d13ae3b547dc3c8906238e61910a7dd01eacsl3s
0e0df0284e090b7f74e6379e2celf7b41da285ff22c21d4d3235daBa3524532bb41a5440b25e89ddce8fef2814fddof7ca3f3eb5F623d794bbf2575e91b28¢C
bd2d70dc73b8a8594d1809317a150f1ce30e05426b27ca343f3e32ed044b65ed87fdc72f c45hef1622606b52a30dfb825F705FF5c343f6ced3eb567d4T43c1e
abbdac7d93af85b33a60e42a782c2cbd0203010001028201003e8111221eb59d6f5c26ecf9d31ddbebe3faB83604ddec83e61T03c1431bc35cdals5140958
15f94622ef2adbcd3c0002a1798192439c2ccf704734d17bdaaaB0526155750ac4b3aa5e81952b948941a3e31a95e973%9e4d1d5caf12118c72b0b022134aad
30daB5cf7168d0422cd2fdbdc4235990ablfc328c1bfaa3c94516351012877618c46c68497d67b851036db36c3b3ae328b29220912284905bdcddle46691d9
26779f90beh6a6a3415b84b92cf2438752c7b184583a96536e9ad48d44T4147Fb47314273411864e9a767 56bafhaBe054c831c567T913706dh9657e547 2880
435e059a3e27c284124c711f3f4abb4c0ad475275eald1cc549e80f0eeb902818100c82ef3103e8c4f78b3723ach6460Td2ce889391df4bedf ccbbd128f0a51b
1fb747ac12c45801dffa33a57d64554c22b09dfb7cf961002af032abc97bbeag3dce50a8f 08097 eed5ed 545aa6e34d56C65d97093e5e57893F17595181Feb5
271fe056d5fc987054blced 52859e98ech15a6c6c07Tb662d198c5F1c9282Te5304e7302818100cd08b4b0elf6cl2df1306a4a6dc2d5d95fc61e0554b8b8ar
2adaact 52fbd51307cd3ablecdafecbe30c55b7ca023ef 5444F02ae7 cdede7e5b9e29183e5161d27 2dcae? 7224 59ad 5T 9e40e7b5d9a71301f0F 08465718499
8fbl6a6ca3f286056aaa22bc25bag5414756f60c5af81lede3146efb10461647d08849a9e861b711c0f028160025631162594¢3bab7fb845e2d6cc867caochblb
44933fch22fbaad45d12c04f4d7763b5d05eeadeafaffcas8b0f47d53bd48c43f8313eac41a385¢c7d34ef 56dch4 3bbe51aeb2b198a11c6011eb41f68215d7 ¢
T02266c92e585a6d8e23e7105ed9e289%aea389d7479e0eacBa%eb645bfa8f 3b6f986aarealdbe5acalr076af6aab0281801c92a303a769c8c00b4590Ta7053
5F93dc69t293119c7077335caB80fbf2865118F431c945a5b25b4T4c41949b888678bactbl43fd475d1dcl18ade7 687 T d4df0cOcheef71423bf2a7d1654741e
31cfafacfle7blf1545c460f1662af7243c50b794c3Teb0elb70aebdeal a8bcedal6s2cd9cer9151b53c4bbc97539222¢cedf 7702818100a25053F6a2215a26
28efb03aaf04f7fbf86c8bbc694cfcobl42ba73727c3115d218b899ac041e8633d4T852ed725elefaf 3b56fbo44c78ebde3ech344aed8b79be59c9e5837956
d7688Te6e75f7e178140475d34355653bBC870e0c72b056T0cdf3262253dc69d240db17a662f0add872181Fe34333efbcaBB630a2fb2ear25f

IgnoreLogin = Yes

#IgnorePassword = No

Pucynok 9.1 — Conepxkumoe aiiia ExtAuth. conf

ITorom ckomupyiite daiin kKiaoda Ha Bee JoBepeHHble cepBepa Pen Baszer Jlanubix B nanky plugins.
Kirou, cosmanubiii Ha Windows, Mo»KHO ucmo/ib3oBaTh B Linux, u Ha000pOT.

[ Jlpyroe nmmst Kiiro4eBoro aiija u ero pacrojioXKeHne He JIOYCKAETCs.

Yr00BI UCITOIB30BATH IJIAMMH ayTeHTU(MUKAIMN BHYTPU KOHKPETHON 0a3bl JaHHBIX, HEOOXOIUMO CO-
3/1aTh OTOOpaKeHWe MKy IMOJIb30BaTe/ MU Iutarnia ExtAuth m obbraabiME TOJIB30BaTe siMu Per Basbr
JlaHHbBIX.

Hamnpuwmep, urobsr 3amycturs ESOE or nmenn nosibzoBaresss MYUSER:

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl';

HY>KHO COIIOCTaBUTH I10Jib30BaTes st MYUSER ¢ (hakTudecKuM I0JIb30BaTe/IeM B IeJIeBOil 0a3e JaHHBIX
dbl. JlaBaiiTe TpeIIOJOXKNAM, YTO €CTh 10Jib30BaTeab MYUSER2 B mesieBoil 06a3e JAHHBIX, B 9TOM CJIydae

HY>KHO CO3/IaTh CJIeAyIoIee 0ToOpaskeHne B 1eJIeBoii ba3e JaHHbIX dbl:

CREATE MAPPING cluster_auth USING PLUGIN extauth
FROM USER MYUSER TO user MYUSER2;

O6a mosb3oBaTes s JOIXKHBI CYIIEeCTBOBATD.

Mozxkno CO31aThb OTO6pa)KeHI/Ie MeK/1y IIOJIb30BaTe/IsIMU JIJIgl BCEX 0a3 JJaHHBIX Ha cepBepe.
9.4.12 Ayrentndukarusa no mporokosry LDAP

Ayrentudukanus o nporokoiay LDAP nocrynua B cranmapraoii pegakinuu CYB/I Pen Baza /lanHbix.
ITompobree pazmuuust byHKIMOHAIA Peakiuit onucanbl B pazuene Pedaxyuu CYB/[ Ped Basa
Lannoix 5.0.

Pen Baza Jlarabix OIep2KUBAET BO3MOXKHOCTD ay TeHTH(MOUKAIINT TI0JIb30BaTeIeil cepBepa 0a3 JaHHBIX
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C UCIIOJb30BaHUEM CJTY2KOBI KaTajaoros uepe3 mpoToko s LDAP. Kak m3BecTHO, yIETHBIE JAaHHBIE TTOJIH30BATE-
seit xpausrcea B Bl 6ezomacnoctu — security5.fdb. Takyke cyimecTByeT BO3MOXKHOCTH JIO0ABUTH JIOIOJI-
HUTEJIbHBI UCTOYHUK YUETHONH MHMOPMAIUN — CIyKOy KaTajoro Ha ocHoBe cepBepa OpenLDAP u Active
Directory. IIpu aTom LDAP uCIiosib3yeTcs NMEHHO KaK JOTOJHEHE K TPAIUITHOHHON cxeMe 6e30TaCHOCTH Cep-
Bepa. [Ipu mpoBepKe MOIb30BATE/IHLCKUX YIETHBIX JAHHBIX, €CJTU 33IaHbI TTapaMeTphbl MOAKTI0UeHnsT K LDAP,
cepBep i BceX IoJb3oBaTesell, kpome SYSDBA, cHavaJjia IbITaeTCd IPOBEPUTH HaJIU4UNe YUYETHON 3allncu
oJIb30BaTe st B Karajore LDAP u ecjiu OH TaM He HafifleH, TO BBIIOJIHsIETCS Takke 1ouck B B/ 6e3omacuocTu
securityb.fdb. [Ijxsa SYSDBA mouck BBIIOJIHSAETCS TOJBKO B B/l Ge3omacHocTH.

Ecinu nonp3oBarens He HaiijieH B LDAP—cepBepe(He 3a7aH agpec LDAP-cepsepa) m npoBepKa B Gase
JAHHBIX 0E30IIACHOCTH IIPOIILIA, HEYCIIEITHO, BBIIAETCs COOOINeHne 00 OMMOKe ayTeHTH(DUKAIUN.

C Touku 3PpEeHNA KOHEYHOTI'O I10JIb30BaTeJIAd BCE 3TO pa60TaeT COBEPIIECHHO IIPO3PavYHO U €My HE€ HYXKHO
BBIIIOJTHATH HUKAKUX JONOJHUTEIbHBIX JIEUCTBUAN.

ITapameTrpsr KoHpurypanuu LDAP

s ayrentudukanun mo mpoTokoy LDAP B firebird.conf mo/KHBI OBITH 3aJaHbl HACTPOWKH TIO/I-
KJIIOYEeHUd K cepBepy KaTaJjlor'oB.

Tabnuna 9.3 — IMapamerpsr koudurypamnuonnoro daitina, nmerorue oruomenne Kk LDAP

ITapameTrp BoamorkHoe KomvmmenTapmnii
3HAYEHUEe
LDAPServer Anpec cepsepa LDAP (IP-ajipec ujiu CUMBOJIBHOE WMsl)
LDAPEncryption None|SSL|TLS Tun mudpoBanms, UCIOIb3YEMbIH TpK MOAKII0UeHn K LDAP.

OH MOXKET IPUHUMATH TPU 3HAYEHUS:

e None — mudpoBaHue OTCyTCTBYET, [OJKIIOUYCHUE K CEPBEPY
no nopry 389 (o ymorganuio);

e SSL — moakJIIoYeHne o mMpoTokosry LDAPS mo mopry 636;

e TLS — noakJiiodenue ¢ komauaoit START_TLS k nopty 389.

Cepsep LDAP, K KOTOPOMY BBIIIOJIHSIETCS [IOJIKJIFOUEHUE,
JIOJKEH OBITh HACTPOEH COOTBETCTBYIOIINM O0OPA30M.

Ceprudurar ceppepa LDAP 6yjieT 1poBEpATHCsI, €CIU
napamMmeTp VerifylLdapServer He OTKJ/IIOYEH.

VerifyLdapServer true|false Ecau napamerp BrioueH, To mpu SSL/TLS-coequueHnsx O6yaeT
BBITIOJTHSAITHCS TTPOBepKa ceptudukaTa LDAP-cepBepa co CTOPO-
ubl cepBepa Penr Baza /lanubix. Eciin ceprudukar He mpoxoaur
IIPOBEPKY, COeNHEHNE pa3pbiBaeTcs. Bepudukanus ceprudu-
KAaTa BBIIOJIHAETCS aHAJIOTMIHO ITPOBEPKE MOJIH30BATEIHCKOTO
ceprudukara. Eciim mapaMeTp OTKIIIOUEH, TPOBEPKa cepTrdm-
KaTa LDAP-cepBepa He BBIIIOJIHAETCA.

LDAPUserDN uid=rdb, DN moJib30BaTesist, OT IMEHH KOTOPOro CepBep OyIeT MOIKJIIO-
ou=people, qaThcsa K LDAP 1y1a ayTeHTHUKAINT JIPYTUX MMOJIH30BATEEH.
dc=example, DTOT MOJIB30BATENb JIOJI?)KEH UMETh IIpaBa Ha YTeHHe aTpuOy-
dc=com ToB LDAP, ucnosib3yembix cepsepoM Pen Baza /lannbix. Ecin

mapamMerp He 3aJiaH, cepsep Oyuer fenarh bind k LDAP ¢ ume-
HEM U [1apOJIEM ITOJIb30BATEII, YKA3AHHBIM KJIMEHTOM, ITOOBI
MIPOATH ayTeHTUPUKAIINIO.

(pa3pbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

ITapameTrp

BosmoxkHoe
3HaAYeHue

KommenTapwmii

LDAPPassword

Ilapons  mosb3oBaTess,  ONpPENEeJeHHOTO B aTpudyTe
LDAPUserDN, OoT uMEHH KOTOPOrO cepBep OyaeT IOIKJIIIO-
qaThcsd K LDAP jiutst ayTeHTU(DUKAITNT IPYTUX MMOJIH30BaTEeH.

LDAPUserBase

ou=people,
dc=example,
dc=com

Berka B LDAP karaJiore B Buge DN, KoTopast OyJIeT UCI0Ib30Ba-
HA KaK CTapToBasl JIJIsl TIOMCKa IoJib3oBareseil. [Ipu ayrenTn-
duKauu UMeHa, [1oJIb30Bare el Oy IyT UCKATbCS B 9TOI BETKe
U PEKYyPCUBHO BO BCEX BETKaX, HAXOJAINIUXCs B HE JIO TIEPBOIO
COBIIQIEHUSI.

LDAPUserPrefix

uid

Hazpanue aTtpubyTa, B KOTOPOM XPAHUTCH MMs II0JIb30BATEJIS
B ero DN B LDAP. /Iin OpenLDAP ob6wrano uid, gus AD -
cn. B ocmoBHOM mcmosnb3yercd, Korja He 3ajaH LDAPUserDN.
Ecmun mapamerp LDAPUserPrefix He 3a/aH, KJIUEHTCKasi OUO-
smoreka fbclient Oymer mudpoBaTh HTAPOJDL MOJH30BATES
U Ui ayTeHTUUKAnuu OyJIyT HCIIOIb30BATHCS IIAPOJIH U3
aTpubytoB: rdbPassword; rdbSrpVerifier; rdbSrpSalt;
rdbSecurePassword; rdbPasswordAlgorithm. Ecim mnapa-
merp LDAPUserPrefix 3ajaH, TO mapoJib He mudpyercs u
OTTIPABJISIETCsT Ha CEePBEP OTKPBITHIM, cepBep "Oumanrcsa" K
LDAP ¢ 3TUM HMEHEM II0JIb30BATeJId U 3TUM I1apOJIEM.

LDAPUserFilter

uid=%u

QuiIbTp I [OUCKA YUYETHBIX 3alluceil IoJsib3oBaresieil. B
3HAYEHUU JTOr0 MApAMETPa HWCIOJIB3YeTCS IMAbIOH /u, KO-
TOPBI TIpU TIOMCKE Oy/leT 3aMeHeH Ha WUMs HOJb30Ba-
TeJisl, UpebsBiIeHHOe Tpu ayreHTudukanuu. [lo ymomada-
HUIO TIapaMeTp HMeeT 3HadeHrme uid=ju, 9TO TUIUIHO I
cxem Karajiora Ha 6asze OpenLDAP. B cxeme, nojnep:ku-
Baemoit Active Directory, ob6braHO wucnoab3yercs GUILTP
- (objectClass=user) (cn=%u).

LDAPGroupBase

ou=group,
dc=example,
dc=com

Berka B LDAP, KoTOpasi Oy/eT HCIOJIb30BaHa KaK CTapTOBas
JUIsL TIONCKa TPy mojib3oBareseit. [louck rpymm Oymer BbI-
TTOJTHATHCS PEKYPCUBHO. ['pyIIbl moIb30BaTe st OYIyT Tpeod-
pa30BaHbI B €r0 POJIX Ha cepBepe. YKa3biBaeTcs B Buie DN.

LDAPMembershipFilter

member=%d

QuibTp, KOTOPBIA Oy/IeT WCHOJIb30BaH mpu moucke B LDAP
IPYII, K KOTOPBIM MPUHAJIEKUT TI0JIh30BaTe/ b, CyIiecTBy-
€T TPU OCHOBHBIE CXEMBbI, UCIIOJAb3yeMble B LDAP Ji14 ykazanud
YJIEHCTBA B Ipynnax. B COOTBETCTBUHM C HCIIOIB3YeMOil cxe-
MOI HYKHO (OpMUPOBATh PUILTP. B HEM B KauyecTBe MMEHH
[IPEJIIoJIaraeMoro IoJIb30BaTesl yKa3blBaeTcs IMalbIoH %u, a
B KadectBe DN mosib3oBaTess ykasbiBaercs %d. Ecan ykazamo
IIyCTOE 3HAYEHUE, MPUHAJIC?KHOCTD IIOJIb30BATE/IA K IPYIIIIaM
He ollpeJiesIdeTcs.

(paspbiB Tabaunupl)
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ITapameTrp

BosmoxkHoe
3HaAYeHue

KommenTapwmii

LDAPUserCertificate

Arpubyr LDAP, B KOTOpOoM Oy/leT XpaHUThCA CepTHdUKAT
moJsib3oBaTessd. Ecim maHHblii mapaMerp 3aaH, TO cepTudu-
KaT, MPEe/bsBJIEHHBIN TI0JIb30BATEJIEM, JIOJI)KEH COOTBETCTBO-
Barb ero ceprudukary B LDAP (eciiu HACTPOEHBI Mapamer-
pbl mojKJouenust K LDAP-cepsepy). Ecsn sTor mapamerp ne
3a/1aH, cepTUMUKAT [TOJIH30BATENA HE OyJIeT MPOBEPATHCS Ha
coorBercTBHE ero ceprudurary w3 LDAP. Ceprudwurar 0-
JKeH XpaHuThcs B gsomdHoM dopmare (DER) B arpubyre
«userCertificate».

LDAPPasswordSync

rdbSrpVerifier;
userPassword

Jlannblii mapaMerp 3aJaéT CHHXPOHU3AIUIO [TaPOJIsi T0JI30Ba~
tesist B B/ 6e3omacHocTr 1 B LDAP. 3/1€Ch [IEPEYUCIISTIOTCS AT-
pubyThI, KOTOPBIE JOJIXKHBI MeHAThCs B LDAP 1mpu cMeHe 1apo-
Jist tosib3oBaredist B B/1 6ezomacuoctu. Jomyckaercs: ykazaHue
qepes3 «;» CJAeYIOMnX aTpudyTOB:
e rdbPassword — TpaJMIMOHHBINA ApPOJIb MOJb30BATEIA B
CYB/I Pen Baza /lannbix;
rdbSrpVerifier — maposs (Bepuduxarop) SRP;
rdbSecurePassword — naposs o 'OCT;
userPassword — Iapojib NOJIL30BaTENId, HCIOJAb3YyEeMbI
06braao B UNIX-cucremax;
e sambalLMPassword — I1apoJib II0JIb30BaTEJId, UCIIOJIb3yeMbIi
SAMBA-npoTokosom;
e sambaNTPassword — mapoJib II0JIb30BaTeIdA, UCII0JIb3YEeMbIi
SAMBA-npoTokosoM.

IIo YMOJJIYaHUIO BBIIIOJTHACTCA CUHXPOHU3AIIUA BCEX Hapo.ueﬁ.

LDAPReadOnly

0l1

Bamannbiii mapamerp moxer nepesectu LDAP-cepeep B pe-
JKUM TOJBKO s drenus (3uadenuwe 1). Torma napamerp
LDAPPasswordSync Oyzer urHopupoBarbcs. 1lo ymomuanuio
ucnob3yercs 3navenue .

IIpornecc ayrenTndpukaiium npu nepejgade napoJisi B OTKPbITOM BH/JIE

ITonmpzoBaTensr upum mnojakiodennu kK DBJl mepegaér maposib B OMKpPuimom 6ude B TIrE
isc_dpb_password. B daiie koudurypanun 3aman mapamerp LDAPServer.

Cepsep mj1st Beex mojib3oBaresieii, kpome SYSDBA, cHadajia MBITAETCsT IIPOBEPUTH HAJIMYNE YIETHON 3a-
nucu mostb3oBaresisi B Katasore LDAP. [Tonb3oBaTess Oyaer ayrenTudumpoBarbes B LDAP 1o ero peajbHOMY
JIOTUHY MEeTOJOM bind OTHUM W3 CJIEIYIONIAX CIOCODOB:

1. Ecau zaman mapamerp LDAPUserDN, To cHadaJia cepBep HOAKIO4Yaercsi K LDAP oT 3Toro obImero
OJIb30BaTe . 3aTeM OH uineT DN peabHOrO mOJb30BaTe s U OoTKIo9aeTcs ot LDAP. [lanee cep-
Bep Jejaer bind ¢ nosubiM umexeM (DN) u mapoJsieM peajibHOIO IOJIb30BATENsA. DTO II03BOJIAET
pacIpesendTb YYeTHbIe 3alliCH 110JIb30BaTesell 110 pa3ubiM BeTKaMm LDAP.

2. Ecau LDAPUserDN me 3aaH, TO cepBep cpa3y JenaeT bind ¢ uMeHEM U TMapoJIieM PeaIbHOTO IOIb-

30BaTeJId.

3. Ecan 3aman napamerp LDAPUserBase, To DN mosb3oBaTesns dopmupyercs, kak LDAPUserPrefix
+ <umsa mosb3oBaTens> + LDAPUserBase. B sTom ciydae mosib3oBaTesn MOTKHBI HAXOAUTHCS B
onuoil Berke LDAP, ykazannoii B LDAPUserBase;
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4. Ecau nmapamerp LDAPUserBase He 3ajiaH, TO cepBep CHadaJja MONBITaeTCs c¢/eaTh bind ¢ nmenem
MOJIB30BATE I B TOM BHJE, B KOTOPOM €r0 IepeJial KJIUEHT.

5. Ecaun ayrenTudunmpoBaThcsd He MOJAYYWIOChH U 3ajaH mapaMmerp LDAPDomain, To Oyer
BBIIIOJIHEHA [ONBITKA czeiarb bind wucmosb3yst UPN (UserPrincipalName) B Buue <uMa
nonb3oBaTens>0@<3Hauenme LDAPDomain>. Takoii criocob paboraer jyis Bxoma B ActiveDirectory

IIpumep macTpoiiku g ActiveDirectory:

#Anpec cepsepa LDAP
LDAPServer=10.81.1.1

#llupposarme mo SSL
LDAPEncryption=SSL

#ATtpubyT LDAP, mo xoTopoMy 6yZeT BHIIOJIHATHCHA NOMCK IOJIb30BATENsd, MMA KOTOPOTO IeperaeT
KIILEHT
LDAPUserPrefix=sAMAccountName

#OunpTp I8 IOKWCKa IOJb30BaTenld B KaTasore LDAP
LDAPUserFilter=&(objectClass=user) (sAMAccountName=%u)

#CrapToBad BeTKa AJA IOMCKA CPYII [HOAb30BaTens (IOHCK BHIIONHAETCH PEKYPCHUBHO IIO BCEM
BIIOXEHHHM BeTKaM)
LDAPGroupBase=ou=groups,dc=example,dc=com

#OUNIBTP OJI IOKWCKa TPYII IIOJIb30BaTels
LDAPMembershipFilter=member=/d

#/lMa moMeHa
LDAPDomain = example.com

#0TKmo4YeHNe NPOBEpPKM cepTudukara cepBepa LDAP
VerifyLdapServer=0

Ecmm nosnp3oBaTens ne naiinen B LDAP, cepBep IBITAETCS MPOBEPUTH MOJIH30BATENSI Yepe3 securityb.
fdb. Ecam on Tam HaiineH, ayTeHTU(MUKAINS BBITOJTHIETCs 10 CINTAHHBIM U3 HeE MaHHbIM. Kcim He HaiineH
WM Hali/IeH, HO €ro TMapoJib HEe COBIIAIAET, TO COOOIaeTcsa 00 ommnbKke ayTeHTU(DUKAIIAN.

Ecmu B firebird. conf 3amganst mapamerpbl LDAPServer u LDAPUserPrefix, KineHTCKas OMOJIMOTEKA
fbclient mmdpoBaTh TAPOIbL HE OYIET.

st SYSDBA momcK BBITIONIHSAETCS TOJHKO B B/l Ge3omacHocTn.

ITponiecc ayrenTundukanum npu nepeaade mapoJis B 3am@poBaHHOM BHUe

ITompzoBaTens mnpu nopxmoudenun K BJl mepemaér maponb B sawudposanrom 6ude B TIrE
isc_dpb_password_enc. B daiiste xordurypanun 3aman napamerp LDAPServer.

Cepsep 151 Beex mosib3oBaresiei, kpome SYSDBA, cHadajia MBITAETCsI IIPOBEPUTH HAJIMYNE YIETHON 3a-
[IICH TTOJIh30BaTe s B kKarajore LDAP. CHadasia BBITOJIHsIETCS TOAKII0UeHne K LDAP-cepBepy OT mMeHu o0I1Ie-
ro noJib3oBaresiss LDAPUserDN (ykasbiBaeTcs 00sg3aTesIbHO). 3aTeM Ha CepBepe MPOUCXOJIUT IIOUCK HY2KHOIO
TIOJTb30BaTe/ s OTHOCUTETHHO yKaszanHnoii BerBu LDAPUserBase. Ecim monb3oBaTesrb HaliieH, TO CBEPSIOTCS
X3 ero 11apoJigd B LDAP ¢ xameM IIpeJoCTaBJICHHOI0 UM I1apOJid.

ITaposs nosib3oBaTens ans Legasy/Srp/GostPassword-ayrentudukaiun xpannrcsad B LDAP B arpu-
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O6yre rdbPassword/rdbSrpVerifier/rdbSecurePassword B TOM XKe BHJE, B KOTOPOM OH COXDaHSIETCS B
securityb.fdb.

Ecsm nosnp3oBaTesns He Haiifien B LDAP, cepBep IBITaeTCs IPOBEPUTH ITOJIB30BATENS depe3 securityb.
fdb. Eciu oH TaMm HalieH, ayTeHTU(UKAIUS BBIIOJIHIETCS 110 CINTAHHBIM U3 HE€ JAHHBIM.

Ecsu nosibzoBaresns He Haiinen B LDAP u He HaiifieH B security5.fdb, nposepka mapoJisi cauTaeTcs
HeYCIEIIHOMN.

IIpomniecc ayrenTndpukanum no ceprudukarty

IIpu ayrentudukanun mo cepruduKaTy CHAYIAIA IIPOBEPIETCS SABJISIETCS JIN IIOJIb30BATEILCKUN CEPTU-
dbukaT JoBepeHHbIM. [JIsT 9TOro OH CpaBHUBAETCA ¢ CepTU(MUKATOM, 3aJaHHBIM B MapaMeTpe KOHMUrypaimn
TrustedCertificate. Eciu ceprudurar He JOBEpEHHDINH, TO OH BEPUMDUIIUPYETCS U TIOCJIE 3TOTO TPOBEPSIET-
cst, 3ajaH Jiu napamerp Kongurypanuu LDAPUserCertificate. Eciin oH He 3a51aH, poBepKa cepTugUKATA
cunTaeTcd ycruerrHou. Ecam mapameTp 3ajaH, TO BBIOJTHAETCS NOJKIIOUeHne K LDAP-cepBepy M CKadmBa-
HUE OTTY/Ia CepPTU(UKATA MOJIH30BATE/sI. 3aTEM MOJIyIeHHbIN cepTUdUKAT CPABHUBAECTCSA C CEPTU(MUKATOM,
[IPE/IOCTABJIEHHBIM T0JIb30BaTeIeM. Kciii oHI 0/IMHAKOBBI, IPOBEPKA CePTUMUKATA CIUTAaeTCs yerenrHoi. Fe-
JII He yJIaJIOCh IOJIKJIIOYNThCH K LDAP, IOIy4YuTh OTTYIa cepTudUKAT [I0JIb30BATEN WK CePTU(MUKATHI He
COBIIQIAIOT, IIPOBEPKA, CEPTU(UKATA CINTAETCS] HEYCIIEITHO.

Ecau nposepka ceprudukara gepe3 LDAP mpoIiia yCIeHo, UMsI TOJIb30BaTEsI, U3BJICIEHHOE U3 CeP-
TuduKaTa, MOXKET OTIMIATHCI OT UMEH I0JIb30BaTE e, KOTOPhIE 33 IaHbl JIPYTUMHU (DAKTOPAMU ayTeHTU(U-
Kalluu.

Vwmst mosb3oBarestst u3 ceprudukara (n3 ceknum Subject) M3BIEKALTCS € TIOMOIIBIO JIBYX APAMETPOB
KOH(UT'YpaIuu.

e CertUsernameDN — cojsepxkut DN aTrpubyTa mosb3oBaresss BHyTpu ceptuduxara. I[lo ymomaanuio
ucIob3yercs arpuoyT CN.

e CertUsernamePattern — 3aja€T peryssipHOe BbIpaKeHHe B cumHTakcuce SQL, KOTOpoe M3BJIEKAET
MIOJICTPOKY U3 COJIEPYKUMOTO0 HalIeHHOTO aTpudyTa. 1lo yMoI9anuio ncmoap3yeTcs mycToit mabIoH,
YTO O3HAYAET UCIIOJIB30BAHUE COJEPIKUMOrO aTpudyTa IEeJUKOM.

Ecnu ykazauublit arpubyT He HalijileH B cepTHdUKATE UIN PEe3YJIHTATOM IIPUMEHEHHUS K HEMY PeryJisap-
HOT'O BBIPayKEHUsI OKA3aJIaCh IIyCTas CTPOKA, BO3BPAIIACTCS OIMIMOKA.

Bepudukaiust ceprudukara moab30BaTe s BBITOTHIETCS B ABa dTamna. Ha mepBoM srare mpoBepsieTcst
HaJIM9Ke y I0JIb30BATEJIS JIOCTYIIA K 3aKPBITOMY KJIFOUY, COOTBETCTBYOIIEMY IIPEIbsIBJIEHHOMY CEPTU(DUKATY.
DTO0 BBINOJIHSIETCSI TEHEPAIMEl CeCCHOHHOIO KJioda 1o ajropurmy duddu-Xemimana, B KOTOpoil ydacTBy-
0T TMapbl OTKPBITHIX M 3aKPBITHIX KJIIOUYEil KJMeHTa u cepBepa. Ha BTOpOM 3Talte BBITIOJHSIETCS MTPOBEPKA
caMoro cepruduKaTa U €ro MernodYku cepruduranun. Bepudukamms MOXKET ObITh OTK/IIOYEHA [TaPAMETPOM
xouduryparun VerifyLdapServer. Bepudukarius cantaercss HEYCIIEITHONR B CIEAYIONINX CIIYUIAAX:

e He yIajI0Ch IOCTPOUTH LEMOYKY CepTUUKAIIN;

e J1i000i cepTudUKAT U3 IEMOYKNA OTO3BAH;

e 11000#1 cepTudUKAT U3 MENOYKNA TPOCPOUEH;

e J11000i1 cepruduKaT U3 LEIMOYKU He IPOILIET IPOBEPKY IIOIIIUCH;

e 11000i1 cepruduKaT U3 LEIMOYKH UCIOIL3YeTCd He 110 HA3HAUYCHUIO;

® IICII0YKA OCHOBAHA HA HEJOBEPEHHOM KOPHEBOM IEHTPE CepPTUMUKAIIN;

® 1IEN0YKa CePTUDUKAIMYA COJMEPXKUT UK,

® IIEN0YKa CepTUMUKAIMY IOCTPOEHA HE ITOJTHOCTHIO;

® He yIaJ0Ch TPOBEPUTH CTATYC OT3BIBA JIJIsl JIIOOOrO cepTUdUKATA U3 TETMOYKH.

[Ipu HeymauHOl BepndUKAIUN TTOJIH30BATEN0 CO00IaeTcss 00 orubKe TpoBepKH (HaKTopa ayTeHTHU-
dukanun, a B firebird.log 3amnuceiBaercs coobienue ¢ nadopMalmeil 0 BlIajesble cepTuduKaTa 1 THIIE
MIPOU3OIIIE e OIMMUOKM.
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Nudopmarius o nosib3oBartesisax, nojay4daemasi us3 LDAP

Ilocne ayrentudukanuu wepe3 LDAP MOXKHO 3aIpOCUTh UH(MOPMAIMIO O I0Jb30BAaTese C ITOMOIILIO
dyuxnmit LDAP_ATTR:

[ LDAP_ATTR(<ums aTpubyTra> [, <uMa momb3oBaTens> ]) ]

BaxxHO yauThIBATE, YTO MOy IUTH ATPUOYTHI MIOJIB30BATEIS, YKA3AHHOTO B HEODSA3ATEIbHOM apryMEeHTe
dyukmun LDAP_ATTR, moxer Toabko SYSDBA, Biaseser 6a3bl JAHHBIX, MMOJIB30BATENIb ¢ pObio RDBSADMIN
WJIA 1I0JIb30BaTelb, IpuHagiexkamuil rpymie LDAP_ADMIN kartasora LDAP.

MoxkHO y3HATH T/I€e MOIb30BATEb ITPOIIET TPOBEPKY MOAINHHOCTH - depe3 6a3y JaHHBIX O€30IaCHOCTH
nan B LDAP:

select RDB$GET_CONTEXT('AUTHDATA', 'AUTH_TYPE') from rdb$database;
7 C TIOMOIIBIO KAKOTO TIJIATMHA &y TEHTU(DUKAIIIN:
select RDB$GET_CONTEXT('AUTHDATA', 'AUTH_PLUGIN') from rdb$database;

Taxzke moxuo ysnarb PUO nosb3osarens. [Ipu ayrenrudukanun depes LDAP sta undopmanust cauTbi-
BaeTcs U3 arpubyTa nosjab3osaTess "CN":

select RDB$GET_CONTEXT('AUTHDATA', 'USER_FIRST_NAME') from rdb$database;
select RDB$GET_CONTEXT('AUTHDATA', 'USER_MIDDLE_NAME') from rdb$database;
select RDB$GET_CONTEXT('AUTHDATA', 'USER_LAST_NAME') from rdb$database;

Ecmu 3amamer napamerpst LDAPGroupBase u LDAPMembershipFilter, TO OCyIIIECTBIIAETCS IIOUCK TPYIII,
K KOTOPBIM TPUHAIEKUT MOb30BaTe b B LDAP. Ilocse sToro eMy Ha3zHa9arOTCsS POJIH, COOTBETCTBYIOIINE
HaliJleHHBIM I'pyIIaM IoJib3oBaresist u3 LDAP. 3amosnsrorcs nepemernabie LDAP_ROLES u LDAP_ROLES_DN -
CIIMCOK povieit mosib3oBatess u DN posieit mosib3oBaTeist, OJIyUYeHHBIX 13 KaTaJjiora LDAP.

Curcok Bcex TpyIil, KOTOPBIM IMPUHAJIEXKUT HOJb30BATEb, MOYKHO MOJYIUTh € TOMOIIBIO (OYHKIIH
LDAP_USER_GROUPS:

[ LDAP_USER_GROUPS (<uMsa momb3oBaTens> [, <¢unpTp cmucka rpynm> ]) ]

11 mosty 9eHust TOTHOTO CITUCKA TPYIII HOJIb30BaTe eil KaTasora LDAP MOXKHO HCITOIE30BAThH (DYyHKITHIO
LDAP_GROUPS:

[ LDAP_GROUPS([ <¢unesTp cmmcka rpymm> ]) ]

Tlosrydenue moOTHOTO CHUCKA TPYII U CIHUCKA T'PYIII JJIsi KOHKPETHOTO MOJIb30BATEs JIOCTYITHO TOJIBKO
anst SYSDBA, Biajesblia 6a3bl TaHHBIX, IMOJB30BATEII0 ¢ posibilo RDBSADMIN min mMOJIb30BATENIO, ITPUHAIIE-
kameMy rpynme LDAP_ADMIN karaJjiora LDAP.

Pesynbrupyiorniye criucku rpyi MOXKHO OT(UIBTPOBATH BO BPEMsI 3aIIpOCa ¢ ITOMOIIBIO HEOOI3aTe b
HbIX aprymenToB dyukiuit LDAP_GROUPS u LDAP_USER_GROUPS:

select LDAP_GROUPS('objectClass=posixGroup') from rdb$database;
select LDAP_USER_GROUPS('TEST-USER', 'objectClass=posixGroup') from rdb$database;
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N3menenue naposis 8 LDAP

YT0o6bl CMEHUTHh WX 33JaTh MMapoJb MoJb3oBaTesas B LDAP mcmosb3yercs mapamMerp KOH(MUTYPAIN
LDAPPasswordSync. B HéM uepes «;» yKa3bIBAIOTCS MAPOJIH, KOTOPhIE HEOOXOAMMO CMEHHUTD (IO YMOJIIAHUIO
~ BCe BO3MOXKHBIE). IIpu M3MeHeHUM HapoJisl YKA3aHHDLIH I0J1b30BaTelb CHAYAJIA UINETCA B 0a3e JAaHHBIX
6e30ITacHOCTH U, €CJAM OH TaM HaiileH, ero mapojb MeHsSIeTCs. 3aTeM IMOJIb30BaTeIb HUIneTcsa B LDAP (ecm/l
3azan ajapec LDAP-cepsepa). B LDAP MeHAIOTCS CJIe/yOIue aTpUuOyThI:

e userPassword — napoJsb nosib3oBaressi B Linux (3anmceiBaercst xanr SHAL B kopuposke BASE64).
e sambalMPassword — LMHash 151 Samba.
o sambaNTPassword — MD4 x»a11 1111 Samba.

e rdbPassword — mapoJib noJsib3oBaTess Ha cepepe B/l zamudposanusbiii aaropurmom LEGACY, mc-
MIOJIb3YEeMbBIM [IPU TPAIUITHOHHON ayTeHTH(MUKAIIAN.

e rdbLegacyHistory - ucropus m3MmeHeHns napoieit Legacy.
e rdbLegacyPasswordTime - BpeMs IOCJIe/THETO M3MEHEHHs naposs Legacy

e rdbSecurePassword — naposb 1o 'OCT nosnb3oBaresns Ha cepsepe B/I, 3amudpoBaHHbIil KaKUM-
JI0O AJITOPUTMOM U3 KPHUITOIIAITHA.

e rdbPasswordAlgorithm — asropurym mudposanus napous no ['OCT na cepsepe B/I (B koguposke
UTF-8).

e rdbPasswordHistory — ucropus cmersl OCT mapoaeii.

e rdbPasswordTime — Bpemst mocsegaero n3menenus maposs [OCT.

e rdbSrpVerifier - napoas (Bepudurarop) SRP.

e rdbSrpSalt - cois SRP.

e rdbSrpHistory - ucropus mamenenus maposeit SRP.

e rdbSrpPasswordTime - BpeMs mOC/IEIHETO M3MeHeHust napoys SRP.

Ecin cMeHnTb KaKoi-1100 11apoJib He oIy IuIoch, B firebird. log 3anuceiBaeTcs coobrienne 06 onub-
Ke C yKa3aHWeM MMEHU I10JIb30BaTeJisl, aTpHOyTa 1 OIHCcaHus OmuOKH. JIBa CBSI3aHHBIX C [IApOJIEM aTpubyTa
TOXKe He MeHsoTca. Hampumep, maposb He MOTydIuTCs CMEHUTh, ecjid B cxeMe LDAP HeT COOTBETCTBYIOIIETO
eMy atpudbyTa. [Ipu omubke cMeHBI OTHOTO U3 MAPOJIEll BHIIIOIHSIETCS HOMBITKA CMEHUTD OCTAJIbHBIE TTAPOJIH.

Ecmu arpubyT, coorBeTCTBYIOMMIT TAPOJIIO, y MTOJIH30BATENS HE 3aJlaH, HO OH nMeercsi B cxeme LDAP,
HYKHBII aTpubyT CO3Ma€TCs.

Ecnu mosib3oBaTesb HalifieH, HO XOTd Obl ONMH U3 IApOJell He IOIyYHJIOCh 33JaTh, IOJIBE30BATENIIO
BO3BpaIaeTcs omuOKa «error changing ldap password».

Ecan nonb3oBaress He HalijieH nu B securityb.fdb, uu B LDAP, Bo3Bpamaercs omubka «record not
found for user».

Cxembl LDAP

Tak kak cepsep mpu pabore ¢ LDAP UCIIOIB3YeT psiji aTpUOYTOB, HE BXOJSAININX B CTAHIAPTHBIE CXEMBbI,
TO JIJIsl TIOJIHOIIEHHON paboThI cepBepa HeOOXOMUMO J100aBUTh K KoHGurypamuu LDAP cxemy, aHAJOTHYHYIO
npuseiennoit B [Ipumoxkenne B.

YT00BI CcepBep MO HCIOJIb30BAaTh ITU ATPUOYTHI, aJAMUHUCTPATOP LDAP 10JKEH HAa3HAYUTH ITOJIB30-
Bareso kjacc rdbAuth. ¥V mosb3oBaTesss, OT UMEHH KOTOPOI'O CEPBEp BBINOJIHAET MOAKIIOYeHWe K LDAP
(LDAPUserDN) m0Ji>KHBI OBITH IIPaBa HA YTEHUE BCEX ITUX aTPUOYTOB M Ha 3amluch B aTpubyThl rdbPassword,
rdbSrpVerifier, rdbSrpSalt, rdbSecurePassword, rdbPasswordAlgorithm, rdbLegacyHistory,
rdbSrpHistory, rdbPasswordHistory, rdbLegacyPasswordTime, rdbSrpPasswordTime,
rdbPasswordTime, rdbActive, rdbPolicy, rdbFailedCount, rdbAccessTime. IIpu sTom cepsep cmo-
JKET CO3JIaBaTh HYXKHBIE aTpuOyThI 3ampocaMu K LDAP.
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Tabmaura 9.4 — ArpubyTer monpsosarenss LDAP

ATtpubyTt Onucaunue
userPassword [Taposib mosp30BaTeENst, NCHOJIB3yeMBbIil 00bI9HO B UNIX-crucTeMax.
sambalLMPassword [Taposip monb30BaTeNs, NCHOIB3yeMbIil SAMBA-poTOKOIIOM.
sambaNTPassword ITapose momp3oBaTesNs, UCIOIb3yeMblil SAMBA-IIpOTOKOIOM.
sambaPwdLastSet Bpemsi mocmemnero wum3menenmsi  arpuOyToB  sambalMPassword um

sambaNTPassword B ¢popmare UNIX.

rdbPassword [Taposs mrst mosp30BaTes st MeTosa Legacy _Auth.
rdbSrpVerifier Bepudukatop monb3oBaresns s npoTokosia SRP.
rdbLegacyHistory Ucropus mamenenus naposieit Legacy.
rdbSrpHistory Ucropus mamenenns maposeit SRP.

rdbLegacyPasswordTime

Bpewmst nocsiesiHero n3menenust naposis Legacy.

rdbSrpPasswordTime

Bpema mociennero namenenns naposs SRP.

rdbSrpSalt Comb tst ayreHTUMUKAINT 110 TPOTOKOILY SRP.

rdbSecurePassword [Taposs myst mosib3oBaTesst metoaa Multifactor.

rdbPasswordAlgorithm Asropurm mudposanus MuOrodakTOpHOro naposs Ha cepsepe BIl (B
ozmpoBke UTF-8).

rdbPasswordHistory Ucropust cmenbl MHOTOMAKTOPHBIX MapoJiei.

rdbActive ATpubyT mokasbIBaeT aKTUBEH MMOJIb30BATENb WU 3a0JOKHpOBaH. 3Ha-
YyeHue true, ecyiM II0Jb30BaTe]lb akKTUBeH u false, eciu I1OJIB30BaTEb
3a0JIOKUPOBAH.

rdbPolicy Hazsanue mosmruku 6e3omacuoctu. Ecian y mosp3oBaTesist 3TOT aTpudyT
He HalJeH, /)i HEero MPUMEHSAETCs MOJUTUKA OEe30IMaCHOCTH M0 YMOJIIa-
uuto (DEFAULT).

rdbPasswordTime Bpems mocnenneit cmernsr 'OCT-maposts mosib3oBaTeseM.

rdbFailedCount Yucao HEyJAIHBIX TIONBITOK ayTEeHTHUMUKAINNA C MOMEHTA ITOCJIETHETO
YCIIENTHOT'O BXOJA.

rdbAccessTime Bpewms, 10 KOTOpOTo BXO/T TOB30BATENsA Ha CEPBEP 3aAIIPEIICH.

9.4.13 IlosmmTukm 6e30macHOCTHN

O6mue cBemeHus

Ionuruku Ge3onacHoCTH (IMOJUTUKY YIETHBIX 3AIKCelt) T03BOJIIOT KOHTPOJIUPOBATD CJIEIYOIIUE Ia-

pamMeTpbl 0€30IIACHOCTH CUCTEMBbI:

® CJIO?2KHOCTB IIapoJid IIPpU €ro 3aJaHNu,

® KOJINMYIECTBO IIPEAbIIYHIINX Ha,pOJIeI'./’I7 KOTOpbI€ HE JOJI2KEH IIOBTOPATH BHOBbL SaﬂaHHbIﬁ;

® CPOK JeUCTBUS 11apOJIs;

® KOJIMYIECTBO MOIIYCTHUMBIX HEYJIAIHBIX ITOIIBITOK ayTeHTI/I(bI/IKa,HI/II/I;

® KOJINYECTBO OJHOBPEMEHHO OTKPBITHIX ceccuit II0JIb30BaTEJIAd,

® IIPOJOJIZKUTEJIBHOCTD ITPOCTOLA IIOJIB30BaTE/IA 10 OTKJ/IIOYCHU A

® IIEPpUO/] BPpEMEHN HEHNCIIOJIb30BaHUA yIE€THDBIX 3arucei HOHBSOBaTeHeﬁ;

e HAbOP METO/IOB ayTEeHTUMDUKAINN, KOTOPBIE OJIb30BATEb JOJKEH ITPOITH.

TTosmTHKY yYeTHBIX 3auceii CO3JAI0TC U XpaHATCs B 6a3e JJAaHHBIX Ge3onacHocTH (securitys. £db nam
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Jr060i pyroit 3amanHoi) B Tabaune PLGSPOLICIES (cMm. Ilpmnoxenne I') niam 8 LDAP. Undopmarnust o Ha-
3HAYEHHBIX [TOJIb30BATEJISIM [TOJIUTUKAX XPAHUTCS B Oa3e maHHbIX be3omacHocTr B Tabsuie PLGSUSER_POLICY.
i KOHTPOJIST YHUKAJIHHOCTH IAPOJIEHl XM CTapbix maposeit xpausrcs B PLG$PASSWD_HISTORY. [lara
U BpeMs CO3JaHUs MapoJisi coxpamsiercss B mosie PLG$PASSWD_TIME B TabsmIle COOTBETCTBYIONIENO METOIA
(PLG$SRP, PLG$USERS, PLG$MF).

s ymobHOro mpoCMOTpa BCEX CO3MAHHBIX IOJATHK CYyIIECTBYET IICEBIOTAO/IMIA Oe30IIacHOCTH
SEC$POLICIES (cm. IIpunoxenune B), ananornunas PLGSPOLICIES.

[ IlomrTrkm Ge3omacHOCTH PAbOTAIOT CO BCEMU M3BECTHBIMU METOJAMU Ay TEHTU(MDUKAIIIH.
Iomuruku peanusyercs B Buje miarnuaa Policy.
( 1715t BKUIIOYEHHS TIOJUTUK IJ1arnH Policy mosmkeH ObITH ykKa3aH B PolicyPlugin.

Eciu PolicyPlugin = Policy, TO HONBITKA HPONUTH ayTEeHTUMUKAIMIO OYJIeT OCYIIECTBISTHCA I
KaXKJIOro IIarnHa, yKaszanuHoro B AuthServer, a madopmarus 00 yCIENTHOM TPOXOXKIeHHU OymeT mo0aB-
aaTbest B AuthBlock. 3arem miarusa Policy, ykasanubiii B PolicyPlugin, nposepsier AuthBlock u permnaer
JaTh JIU JIOCTYI II0JIb30BaTEJIIO.

Ecim PolicyPlugin He yka3aH, TO ayTeHTU(MUKAINA 3aBEPIIACTCs IIPU IEPBOM YCIIEIITHOM ITPOXOXK JIe-
HUM 110 METONy, YKa3zaHHOMYy B AuthServer.

Coznanue 1moJauTuk 6e301macHOCTH

s co3nanusi, U3MEHEHUs UJIU YJAJIEHUs] TOJUTUKA Oe30IaCHOCTH aJIMUHACTPATOPY HEOOXOIUMO CO-
€IMHUTHCA C KAKOW-T1b0 6a30it JAHHBIX.

XoTsI caMu MOJIUTUKA XPAHATCS B 0a3e maHHBIX Oe3omacHocTH securityb.fdb, co3mars ux MOXKHO,
COEJIMHUBINUCH C JII000i 6a30it HaHHbIX. OTHAKO MTOJIH30BATEb IPU STOM JIOJIZKEH UMETh IIpaBa Ha
3amnmch B 06a3y JTaHHBIX 0€30TAaCHOCTH.

st co3nanme MOJMTUKY UCIOJIb3yeTcs orepatop CREATE POLICY. CuHTAKCHC 3TOrO OlEpaTopa MpH-
BeJIeH HUKe:

( )
CREATE POLICY <umsi momumTuku> [AS <mapamerp>=<s3HaueHue> [,<mapamMerp>=<3Hadenue>...]]

<mapameTp> ::= AUTH_FACTORS

| PSWD_NEED_CHAR

| PSWD_NEED_DIGIT

| PSWD_NEED_DIFF_CASE
| PSWD_MIN_LEN

| PSWD_VALID_DAYS

| PSWD_UNIQUE_COUNT

| PSWD_NEED_SPECIAL

| MAX_FAILED_COUNT

|

MAX_UNUSED_DAYS

Onucanne MOJMTUK IPUBEIEHO B CJIEAyIONIEil Tabure:
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Tabuna 9.5 — [Mapamerpsr mosmTuk

ITapamerp Tun Onucanue

AUTH_FACTORS VARCHAR (64) | @akrops! ayreHTUdDUKAIMA (38JAI0TCA B KPYIVIBIX CKOOKAX e~
pes 3amTyo):
e SRP - naposis (Bepudukarop) SRP
LEGACY - maposib Legacy
WIN_SSPI
GSS
CERTIFICATE - ceprudukar mojb30BaTe st
VERIFYSERVER - nipoBepka cepBepa
GOSTPASSWORD - maposas o 'OCT

PSWD_NEED_CHAR INTEGER MuHuMaaIbHOE KOJIMYeCTBO OYKB B MAPOJIE

PSWD_NEED_DIGIT INTEGER MunuMaabHOe KOJIUIecTBO Mudp B Iapose

PSWD_NEED_DIFF_CASE BOOLEAN TpeboBanne nuCoB30BaHUS PA3IUIHBIX PEFUCTPOB OYKB B Ia-
poae

PSWD_MIN_LEN INTEGER MunumanbHast JJIMHA TapOJIs

PSWD_VALID_DAYS INTEGER Cpok JieficTBust Taposist

PSWD_UNIQUE_COUNT INTEGER KonndgecTBo nociielHuX He MOBTOPSIONIAXCS TapoJieit

PSWD_NEED_SPECTAL INTEGER KommgecTBo crenunaabHBIX CAUMBOJIOB, TpeOyeMbIX B IapoJie.

CrenualibHBIM CYUTAETCsS JTFOOOH MeYATHBIA CUMBOJI, 38 UCKJIIO-
geHneM OyKB, 1udp u mpodeJia.

MAX_FAILED_COUNT INTEGER KommyecTBo HEymaUHBIX MOMBITOK BXOA

MAX_UNUSED_DAYS INTEGER MakcnmaabHOe BpeMs HEAKTUBHOCTH YUIETHBIX 3aITICel TT0JIh30-
BaTeJsd, B JIHAX

Crenmyromuit mpuMep JIeMOHCTPUAPYET CO3/IaHUE MOJTUTUKA:

CREATE POLICY TestPolicy AS
AUTH_FACTORS = (SRP, LEGACY),
PSWD_NEED_CHAR = 5,
PSWD_NEED_DIGIT = 3,
PSWD_MIN_LEN = 8,
PSWD_NEED_DIFF_CASE = true,
PSWD_VALID_DAYS = 15,
PSWD_UNIQUE_COUNT = 5,
MAX_FAILED_COUNT = 5,
MAX_UNUSED_DAYS = 45;

Haznadenune moJuTuKu I0JIb30BaTEJISIM

Haznaguenne momTuky moJib30BaTENIO BLITOIHAETCS oneparopom GRANT POLICY:

[ GRANT POLICY <umsa_nonuTurm> TO <uMA_TOIb30BaATENA> ; J

Tlosb3oBaTEHL MOXKET MMETh TOJBKO OJIHY MOJUTUKY. [lo yMOJ9aHWIO TpU CO3JAHUU ITOJIH30BATEIS
eMy HaszHavaercs: nmoautuka DEFAULT. B Heil orcyTcTByIOT Kakue-jinb0 TpebOBaHUSI K TAPOJISM UJIA CECCUSIM
ostb3oBaresielt. UToObl OTMEHUTH MPEIBIIYILYI0 MOJUTUKY W HA3HAYUTH HOBYIO, HYKHO IIPOCTO €Ille pa3
BBIIOJIHUTH orepaTop GRANT POLICY <moBas_momuTwka>. 10 eCcTb [Jisi TOrO, 9TOOBI OTMEHUTH TPEOOBAHUST
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NOJIUTUKU JIJIg OIIPEJICJIEHHOI'O II0JIb30BaTeId, eMy HeO6XOI[I/II\/IO Ha3HAYUTH MOJUTUKY 110 YMOJTIaHUIO:

GRANT POLICY "DEFAULT" TO <uMs_IIONb30BaTeJA>

TlonuTuky Ha3HAYAIOTCS TOJHKO IIOJIb30BaTeJ/IsIM, HO HE POJIAM. Haznaunts IOJINTUKY HECYIIIECTBYIO-
IeMy I10JIb30BAaTEJII0 HEJIb34.

Ilocne nasnavyenus: mOJIH30BATENSIM IIOJUATHK, KACAIOIINXCA TPEOOBAHUII K HAPOJISAM, aIMUHACTPATOD
JOJI2KEH CMEHUTDH 3TUM II0JIb30BaTEJIAM ITapOJIn, LITO6I)I OHU Y/I0BJIETBOPAJIN Tpe6OBaHI/IHM COIIOCTaBJICHHBIX
9THM IIOJIb30BATE/sIM HOJUTHK Oe3omacHocTu. IIpu sToM orpanmyenne PSWD_UNIQUE_COUNT geiicTByer B
paMKaxX HCIIOJIb3yeMOr'0 IIapOJIbHOTO IIarMHA, T.€. €CJIM INOJb30BaTesb MeHsdeT LEGACY-maposb, U HOJATH-
KOIf 33/]aHO OI'DAaHUYEHNE HA 3 HEIMOBTOPSIOIINXCS 1apoJisi, IPOBePeHbl OyayT Tekyrnuit LEGACY-maposb u 2
npeabaymux. 11aposn ocTaibHbIX IIJIATMHOB B IIPOBEPKE HE yIACTBYIOT.

Ecaun npu cMene maposis mMosib30BaTeb BBEIET HMApPOJIb, KOTOPLIA HE YIOBJIETBOPSET YCTAHOBIECHHOMN
JI7IsI TIOJTB30BATEIST TIOJIUTUKE OE30IACHOCTH, TO OYIeT BBIJAHO COODIIEHME:

Statement failed, SQLSTATE = HYO0O0O
modify record error

IIpu HeymavHOIl MONBITKE BXO/A ¥ IOJIH30BATES YBEIMINBAECTC CIETINK HEYIATHBIX IOIBITOK U BPEMS
nocryna K BJI ycranaBnuBaeTcs Ha Tekyiiee + 1 cekynaa. Korga mocturaercs 3uadenne MAX_FATILED_COUNT
[IpU HEYJAYHbBIX IOIBITKAX COEIUHUTHCS C 0a30il JAHHBIX, II0JIb30BaTeIb OJjloKupyercs. st ero pas6iio-
KHPOBKH CJIEJyeT MOJKIIOUNThCA K Oaze OesomacHocTn securityb.fdb m ycraHOBUTL 3HaUEHHE CTOJIOIA
PLG$FAILED_COUNT (cMm. Tabuuity PLGSMF), BBIIOJIHUB 3a1lpOC:

UPDATE PLG$MF SET PLG$FAILED_COUNT=<znauenue> WHERE PLG$USER_NAME = '<umMa_noab3-s>'

Ipu ycranoske 3uadenus nmapamerpa B $0$ mosbzosaress 610KupoBaThCst He OyIeT.

Ectb u apyroii criocob cHsitre 6JIOKUPOBKH 10Jib30BaTe 1. COPOC KOJIMYECTBA HEYIaYHBIX IOIBITOK U
BpeMenu Jioctyna K B/l Beimonusercs: orneparopom RESET USER:

RESET USER <uMs mOnb30BaTeNs>;

BroImmoTHUTE 9TOT OmepaTop MOXKET TOJIBKO MOJb30BaTe/b, 00 A0 aIMITHUCTPATUBHBIMU TTPUBU-
sgerusimu B BJI 6e3omacHocTH.

Ecau monb3oBaTess pu TPOXOXKICHUH ayTeHTU(MUKAIME TPEIbIBII Bee TpedyeMble TTOJUTUKON Oe3-
omacHOCTH (haKTOPhl ayTEeHTU(DUKAIMK, IIPH STOM TU (PAKTOPHI YIOBJIETBOPSIIOT OIPAHUYIEHUSIM [TOJIUTUKU
JIJISE 9TOTO TI0JIB30BATENIS U TO3BOJISIIOT OJHO3HAYHO UIeHTU(DUIIUPOBATH [TOJIH30BATEIsI, TO ay TeHTU(PUKAIIHS
cyObeKTa JOCTYIa CIUTACTCS YCIIEITHOM.

Wcnonb3oBanne NOJUTHK [TO3BOJISIET MTOBBICUTDH OOIMYI0 O€30IIaCHOCTh CUCTEMbI, & UMEHHO:
® 3alIPETUTDH I10JIb30BATEJISM HCIIOJIb30BATh CJIMUIIKOM IIPOCTBIE IIapOJI;
e TpebOBaTh OT MOJIB30BATEEH PEryasapHONl CMEHBI TapOoJIeit;

® OrDAHMYNTBH YHCJIO HEYIAYHBIX MMOMBITOK ayTEeHTU(PUKAINN, YTO B COBOKYITHOCTH C TPEOOBaAHUSIMUI
K CJIOYKHOCTH U CPOKY JIEHCTBUS MMapoJieil NCKII0YAET OI00D HAPOJIs 3710y MBIIIIIEHHIKOM;

® OI'PAaHUYUTH YHUCJIO OJHOBPEMEHHBIX HO,ZLKJHO‘{GHI/Iﬁ JJIdA TI0JIB30BATEJIA;

® aBTOMAaTHYECKHU OTKJIIOYaTh IIOJIb30BaTeJId IIPpU JAJINTEJIbHOM 663ﬂeﬁCTBI/II/I u Tpe6OBaTL IIPOXOZK JIe-
HUA UM HOBTOpHOfI ayTeHTH(bHKaLLHH.

Kpome Toro, B ciaydae, ec 10JIb30BaTEb HE IIPOIIIEJI IIPOIEAYPY ayTeHTUMUKAINYA, OH HE IIOJIYYUT
nHGOPMAIIHE O TOM, KAKOIl NMEHHO U3 IPE/IbsABICHHBIX UM (PaKTOPOB SIBJISICTCH HEIIPABUIILHBIM.
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Pabora c monntukamu 6e3onacHoctu yepe3z LDAP

Yrobs! misg LDAP-nonb3osareneit neiicrsosanu nojutukn o6e3onacaoct, 8 LDAP mia nonb3osarens
[IPEJlyCMOTPEHBI CJIEIYIONTNE ATPUOYTHI:

e rdbPolicy — Ha3BaHMe NMOJUTUKHU Oe3omacHocTH. Eciu y moap3oBaress 3TOT arpubyT He HailleH,
JIJIsL HErO TIPUMEHSIeTCsI TIOJIUTHKA Ge3omacHocTn o ymoruanuio (DEFAULT);

e rdbLegacyPasswordTime — BpeMms mocjeHeil cMeHbl Legacy-maposis MoJIb30BATEIEM;
e rdbSrpPasswordTime — Bpemsi nocieaueit cmenbl SRP-maposs mosib3oBaresenm;
e rdbPasswordTime — Bpemsi mnocieneit cmenbl I'OCT-niaposist mosib3oBareieM;

e rdbFailedCount — 9KC/IO MMPOBAJIEHHBIX MOMBITOK ayTEeHTUMUKAIINA C MOMEHTa, TOCIETHETO YCITEeTT-
HOI'O BXOJI3;

e rdbAccessTime — BpeMs, /IO KOTOPOT'O BXO/I IIOJIb30BATEISI HA CEPBEDP 3AIIPEIIEH.

Ionuruka nosnb3oBaress (rpbPolicy) 3amaéresa upu BeinoJaHeHuu B 6a3e oneparopa GRANT <policy>
TO <user>, ecyin B KOH(MDUTYpAIUHT 38aHO UCTIOIH30BaHre LDAP. DTO MPOUCKOIUT MOCIE TOTBITKY HAZHAYUTE
3Ty MOJIUTHUKY MOJIH30BATENIO B security5. £db (HesaBuCHMO OT pe3ynbTaTa 3Toi nonbTkn). Eciin HasHaIMTH
[IOJIUTUKY He IOJIyYMJIOCh HU B securityb.fdb, uu B LDAP, BeLHaéTcCs OIMMOKA.

Bpewms nocsiesneii cmensl napodist (rdbPasswordTime) 3agaéres B LDAP mociie yCHeNIHON CHHXPOHU3a~
OUU I1apPOJId.

ArpubyThl rdbFailedCount u rdbAccessTime U3MEHSIIOTCS IIPU IOIBITKE ayTEHTU(DUKALINN [I0JIb30Ba-
Tesst Ha cepBepe. [Ipu ycnenrHoit monbITKe OHM cOpachIBarOTCs, T.€. ycranasausaiorcd B 0. Ilpu neynaunom
Bxojie rdbFailedCount yBenumumBaercs Ha 1, rdbAccessTime ycTaHABIMBAETCS HA CEKYHJLy OOJIBIINM TEKY-
IIEero BpEeMEHM.

9.4.14 OTtobparkeHnme 06ObEKTOB 6€30MaCHOCTH

C BBeJIeHIEM TOJJIEPKKYM MHOXKeCTBa 6a3 maHHbIX Oe3onacHocTr B Penr Baze JlaHHBIX IOSIBUIINCH HOBBIE
11po0JIeMbI, KOTOPBIE HE MOTJIN ITPOM30MTH ¢ eUHON 17100aabHO 6a30it qanHbIX Oe3omacnocTu. Kitacrepsr 6a3
JIAHHBIX, UCIIOJIB3YIOIINE OJIHY U Ty Ke 6a3y JaHHBIX 6e30macHoCTH, Obn 3¢ dekTuBHO pasjesrenbl. OTobpa-
JKEHUsI TIPEJIOCTABIISAIOT CPEJICTBA JIJIsl JIOCTUXKEHUS TOi Ke 3D MEKTUBHOCTH, KOTJa MHOXKECTBO 6a3 JAHHBIX
HCIOJIB3YIOT KaxK/iasi CBOIO 6a3y JaHHBIX 0€30IaCHOCTH. B HEKOTOPBIX cirydasx TpeOyeTcst yIpaBjIeHue Jiist
OrpaHUYEHUs] B3aUMOJIEHCTBHUSI MEXK/y TaKUMM Kjiacrepamu. Hampumep:

e xorga EXECUTE STATEMENT ON EXTERNAL DATA SOURCE TtpebGyer oOMeHa JAHHBIMU MEXKY KJIacTe-
pamu;

e korma SYSDBA jmocTymr K 6a3aM JaHHBIX HEOOXOIMM OT JIPYTHUX KJIACTEPOB, UCIOIb3YIONINX CIYKObI;

e amajiormvHble Tpobsembl cymectBoBasu B Pen Baze Hannbix 2.5 u 2.6 mox Windows, u3-3a mosu-
JIEPXKKH JIOBEPUTEIBHON ayTeHTHMUKAIINN: J[Ba OTJIEIbHBIX CIIMCKA TTOJIh30BaTeNeil — OJuH B Ha3e
JAHHBIX Oe3omacHocTH, a apyroit B Windows, u HEOOXOJIMMO CBA3ATH WX.

Enumoe pemrenne 1j1a Bcex 9TUX CIyYaeB sABJISETCs 0TOOpakeHre MHMOPMAIUU O [I0JIH30BATEE, BXO-
JISIIIEro B CUCTEMY, Ha BHyTpeHHIEe 00beKThl Oe3omacHocTu — CURRENT_USER u CURRENT_ROLE.

Cosznanne orobpakennst 00beKTa 6e30MACHOCTH BBITJISJIAT CJIELYIONIM 00pa30M:

CREATE [GLOBAL] MAPPING <uMs oTo6paxeHus>
USING {
PLUGIN <umma mmarmeEa> [IN <uMa 6a3b JaHHHX>]

| ANY PLUGIN [IN <uma 6a3m mamEnx> | SERVERWIDE]

| MAPPING [IN <mMs 6a3H ODaHHHX>]

| 'x' [IN <umMa 6a3s maHHHX>] )
FROM { ANY <Ttun oTob6-ro obbexTa> | <Tum oTob-ro obberTa> <uMa oTob-ro obbexTa> }
TO { USER | ROLE } [<mmMa obbekTa, Ha KOTOpOE IIPOU3BELEHO OoTobpaxeHue>]
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Omneparop CREATE MAPPING cosmaér orobpazkeHue 00beKTOB Ge30macHOCTH (IOJIb30BaTesel, rpyi,
poJieil) ONHOrO WM HECKOJbKHUX ILIAMMHOB AyTeHTH(MUKAIMHA HAa BHYTPEHHHE OOBEKTHI 0E30IIaCHOCTU —
CURRENT_USER u CURRENT_ROLE.

Eciu npucyrcryer onmust GLOBAL, To orobparkeHue OyJjieT IPUMEHEHO He TOJIBKO JJIsl TeKyIeil Oa-
3Bl JAHHBIX, HO M JJIF BCeX 6a3 JAHHBIX HAXOMAIINMCA B TOM K€ KJacTepe, B TOM HUHCJe W 0a3bl JAHHBIX
6esonacuoct. OQHOMMEHHBIE IJ100aJIbHBIE U JIOKAJbHbIE OTOOPAaXKEHNE SIBJISIOTCS PA3HLIMU OObEKTAMMU.

IIpemyioxkenne USING onuchiBaeT uCTOYHUK oTOOpaxkenusi. OHO mMeeT BeChMa CJIOXKHBIN HADOP OIIHii:

sIBHOE yKa3aHue nMeHn IiarnHa (onmust PLUGIN) o3Hauaet, 4To oHO 6ymeT paboTaTh TOIBKO C 3TUM
IJIArMHOM;

OHO MOXKeT HCIIOJIb30BaTh Ji1060i mocTynublil iarus (ommust ANY PLUGIN), make eciii MCTOYHHK
ABJISIETCS TPOJLYKTOM TIPEJBIIYIIET0 OTOOPAYKEHUST;

OHO MOKET OBITh CJIEJIAHO TaK, YTOOBI PAbOTATH TOJBKO ¢ OOIIE CepBEPHBIMU ILIATMHAMEA (OIIHsT
SERVERWIDE);

OHO MOYKET OBITH CIEJAHO TaK, 9TOOBI PADOTATH TOJHKO C PE3YJILTATAME MIPEIbIIYIIEro OToOparKe-
Hust (omrusi MAPPING);

BbI MOXKeTe OILYyCTUTH UCIIOJIB30BAHUE JIIOGOr0 M3 METOMOB, UCIOJb3Ys 3BE3IOUKY (*) B KadecTBe
apryMeHTa;

OHO MOKET COJIepKATh UMs 6a3bl JaHHbIX (omnuus IN), u3 KOTOPOil IPOUCXOAUT 0TOOparkeHne 00b-
exTa FROM.

IIpennoxenne FROM omuchbiBaeT orobpazkaeMblii 06bekT. OHO TpUHUMAET 00sI3aTEIbHBI apryMeHT —
T oobekTa. OcobeHHocTH:

pu 0TOOPAYKEHWN NMEH U3 ILUIATMHOB, THUII OIPE/IEIISIETCS TLIATTHOM;
pu 0TOOPAYKEHUH TPOLYKTA MPEIBIAYIIEro OTOOPaYKeHNs, TUIIOM MOYKeT ObITh TOIbKO USER 1 ROLE;
ec/in UMsI 00beKTa Oy/IeT yKa3aHO SIBHO, TO OHO Oy/IeT YIUTHIBATHCS IIPU OTOOPAXKEHNH;

TP UCTIOIB30BAHUE KJIIOUEBOTO c10Ba ANY OyayT 0TOOparKenbl 0OBEKTHI C JIIOOBIMU UMEHAMU JTAH-
HOT'O THUIA.

B npemoxxernn TO ykasblBaeTCs MOJIB30BATENb U POJIb, HA KOTOPOTO OyIEeT MPOM3BEIEHO OTOOpa-
xkenne. NAME sBjsieTcs He 00si3aTeNTbHBIM apryMeHTOM. Kcjm OH He yKa3aH, TO B KadeCcTBe MMEHH OODbEKTa
OyJeT MCIIOJIb30BAHO OPUT'MHAJIBHOE UM U3 0TOOParKaeMoro o0beKTa.

BocnonpzoBaThest oneparopom cosmanns orobpazkennit MoxkeT SYSDBA, Biajeser 6a3bl JAHHBIX (ecnn
oToOpazkeHne JIOKAJIbHOE), TOJIb30BaTeNlb ¢ posbio RDBSADMIN, mosb3osaTens root (Linux).

CuHTaKCUC TI03BOJISIET U3MEHATD JIIOObIE OIIMHU CyIecTByonero orobpazkenust (ALTER MAPPING) u yza-
asTh orobparkenue (DROP MAPPING).

IIpumepsr

1. Brurtouenue mocTyma omnpeie/lEHHOMY OJIb30BaTe 0 U3 Ipyroi 6a3bl JAHHBIX K TEKyIeil 6a3e maHHBIX
[IOJI, APYTUM MMEHEM.

CREATE MAPPING FROM_RT
USING PLUGIN SRP IN "rt"
FROM USER Ul TO USER UZ2;

2. Bruitouenue SYSDBA cepsepa (0T OCHOBHOI 6a3bl JaHHBIX GE30IIACHOCTH) I JIOCTYIa K TeKyleil 6ase

JAHHABIX.

CREATE MAPPING DEF_SYSDBA
USING PLUGIN SRP IN "security.db"

(npomosxeHne Ha cneaytoLleii CTpaHnue)
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(npopmonKeHmne ¢ nNpeabiAyLLel CTPaHULbI)
FROM USER SYSDBA
TO USER;

3. ObGecneuenne rapaHTUPOBAHNE, UTO Y MOJIB30BATEEH, KOTOPHIE TOAKIIOYAIOTCA TPATUITHOHHBIM
IUTATMHOM ayTeHTU(MDUKAIIN HE CJIUIIIKOM MHOTO IIPaB.

CREATE MAPPING LEGACY_2_GUEST
USING PLUGIN legacy_auth
FROM ANY USER

TO USER GUEST;

9.5 PousieBoe pa3rpanmydeHne J0CTyIIa

Ponb — cpemcTBo 3amanus HEOOX0IMMOT0 HAOOPa MPUBUIETHH K 00beKTaM 0a3bl JAHHBIX. POJIb MOXKHO
CpaBHI/ITb C prIIIIOﬁ IIOHBSOBaTeHeﬁ OIIepaHI/IOHHOﬁ CI/ICTQI\U)L MMEIOIIX OJNHAaKOBbLIE IIpI/IBI/IﬂeFI/II/I.

Poitb MOYKHO CO3[IATh C HOMOIIBIO CJIELYIOIIErO OIIEPATOPa:

CREATE ROLE <umMa ponm>
[SET SYSTEM PRIVILEGES TO <cuc.mpuBunerus> [,<cuc.npuBunerus> ...]]

CoBrajienne UMEH I0JIb30BaTE el ¥ PoJieil HeJomyCcTUMO. VICKJIFOUUTh TaKue COBIIAJIeHUs] HEBO3MOXKHO,
TaK KaK POJIM XpaHsTCs HernocpeacrBeHHO B B/, a mosib3oBaTen — B 6ase JaHHBIX OE30IACHOCTH,
mosToMy pu nepenoce BJI ¢ ogHoro cepBepa Ha APYTroil BO3MOXKHBI COBIIAIEHNST UMEH MTOIb30BaTEIeH U
poueii. [Ipu TakoMm coBIazeHNN EHCTBYET CJIELyIONIee IPABUJIO: IIPABA BCErIa HA3ZHAYUAIOTCHA HA POJIb B
IIEpBYIO O4YepeIb, 3aT€M, €CIU POJIb He HalijleHa — Ha I10JIb30BaTes.

Pousstm moryT nipesrocraBiisiThes IpuBHIIErnn K 00beKTaM 0a3bl JAHHBIX TOYHO TaK YKe, KAK U II0JIb30Ba-
tesisim. [t sToro ucnosb3yercs: oneparop GRANT. OpHO#t posin MOYXKeT OBITH TPEOCTABIEHO TPOU3BOJIBLHOE
KOJIUYIECTBO NpuBmUiIeruii. B manbHeieM pon MOTYT HA3HAYATHCS OT/EIbHBIM IOJIH30BATE/ISIM, KOTOPHIE B
pe3yJIbTaTe MOJIyYIaloT BCe IIPUBHUIIETHH, IIpeocTaBieHEbe post. OiHa poJib MOXKET ObITh Ha3HAYEHA JII0OOMY
KOJIMYIECTBY TOJI30BaTesel man poseil. i Ha3HavueHnsT POU TOJIB30BATENIO UCIIOIb3YeTCsl OIepaTop:

GRANT [DEFAULT] <wmsa posmm> [, [DEFAULT] <ums pomm> ...]

TO [USER] | [ROLE] <ums momb3z-si/posu> [, [USER]|[ROLE] <umMs momb3-s/pomw>. . .]
[WITH ADMIN OPTION]

[{GRANTED BY | AS} [USER] <umsa rparTopa>]

ITonb30BaTE B, KOTOPOMY MTPEIOCTABIIEHA POJIb, JOJKEH yKa3aTh €€ MPU BXOJIE, JJIsl TOTO YTOOBI IOy~
quTh €€ npuBmiIeruu. Ho moMuMo HAX HOJIB30BATE b MTOJIYyYaeT IPUBUIIETUN BCEX POJIEil, HAZHATEHHBIX €My
¢ DEFAULT (ecsin Takue mmerorcs). [losTomy ecim mosb3oBaTesb He YKa3blBA€T POJIb IIPU IOJIKJIIOYEHUN K
cepBepy, TO OH TOJIYYaeT MPaBa TOJBKO TeX poJieit, KoTopbie emy HasHadeHbl ¢ DEFAULT. Bxox B cucremy ¢
HECKOJIbKMMU POJIAMU HE TOJIepKuBacTcd. MOKHO M3MEHUTh TEKYIIYIO POJIb C MOMOIIbIo onepaTopa SET
ROLE.

st Toro, 9T0OBI OTHATH POJIb Y MOJB30BATESI, UCIOJIB3YETCs OIIEPATOP:

( REVOKE [ADMIN OPTION FOR] [DEFAULT] <wumsa pomm> [, [DEFAULT] <ums pomm> ...] W

(npomonxerne Ha creaytoLei CTpaHmue)

2 IMoxpo6GHee 0 Ha3HAMEHHM CHCTEMHBIX IPUBHIeruii cM. 1. 9.6
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
FROM [USER] | [ROLE] <umst monws3-si/pomu> [, [USER]|[ROLE] <ums momb3-s/pomm>. . .]
[{GRANTED BY|AS} [USER] <umMs rpanTOpa>]

s ynasmeHus poJu UCIIOIb3yeTCsl OIEPATOD:

[ DROP ROLE <uma pomm>; ]

9.5.1 KymyagaruBHOe JielicTBue poJieit

Posu moryT 66T rpanToBanst apyrue poau. B CYB/I Pex Baza JlanHbIX meiicTByeT NIPUHIAIT KyMYJIsi-
THUBHOTO JIEHCTBHUS POJIeil. DTO 3HAYUT, UTO, IPUBUJIETUNA KOHKPETHOI POJIH - 9TO O0beMHEeHNe TTPUBUJIET U,
BBIJIAHHBIX 3TOU pOJIN, U IPUBUJICTUI pOJIEil, HA3HAYEHHDBIX 9TOU POJIN.

IIpaBmita KyMyJISTUBHOTO JIEUCTBHS POJIEii:

® eCJIM II0JIb30BaTe/Nb He yKa3bIBaeT POJIb IIPU IIOAKJIIOYEHNN K CePBEPY, TO OH II0JIyYaeT IIpaBa TOJIBLKO
TexX poJeil, KoTopble eMy HasHadeHbl ¢ DEFAULT;

® eCJIU II0JIb30BaTe b IIPHU IOJK/IIOUEHUN YKa3aJ KOHKPDETHYIO POJIb, TO OH IIOJIydaeT TOJIbKO €€ IIpU-
BUJIETUU U IPUBUJIETUN POJiell, KOTOpble eMy Ha3HadeHb! ¢ DEFAULT;

® 110JIb30BaTeIb MOXKeT ¢ IomoInbio oneparopa SET ROLE cMeHUTH poJib, YKa3aHHYIO IIPU HOJKJIIO-
qennu. B arom cirydae npususernn nosb3osaresisi CURRENT _USER OyiyT CKJIaJIbIBATHCA U3 TPUBU-
jgernii ponn, HazHadeHHOU omeparopoM SET ROLE m nmpuBuierum poJsieil, KOTOpble eMy Ha3HaYeHBI
¢ DEFAULT;

® IIDU IIOJK/IIOYEHUU IPOMCXOJUT IIPOBEPKA, YTO JaHHAs POJIb CyHIeCTByeT M Ha3HA4YeHa JaHHOMY
TI0JIb30BATEJIO;

® IMKJIMYECKHE CCBhIJIKH POJIeil JPYT Ha JApyra HEJOIMYyCTUMBI.

Haznadenune u oT60p y poJieit IpaB APYTUX PoJiel IIPOUCXOIUT AHAJOTHIHO HA3HAYEHUIO U OTOOPY MpaB
y 1I0JIb30BaTesIeil uau y poJieii:

GRANT Rolel TO Role2;
REVOKE Role2 FROM Rolel;

ITonbITKa BBITOJHATE TOBTOPHBIN GRANT 0/1HO# poJit HA APYTYIO HE JACT OIMUOKY — IIpaBa 00enx poJieit
HE MOI'YT OT 3TOI'0 U3MEHUTLCH.

ITonpiTKa BBIIOIHUATH MUKJINYIECKOE HacC/IeJOBaHuE IIpaB ME2K/1y POJIAMU:

GRANT Rolel TO Role2;
GRANT Role2 TO Roleil;

Bepner ommbky 1mpu BBIIOJIHEHHH BTOPOI'O OIIEPATOpA:
Statement failed, SQLCODE = -607
unsuccessful metadata update
-role ROLE2 can not be granted to role ROLE1

IIpu monbiTKe MOBTOPHOrO OTOOPA IIPAB OJHOI POJU ¥ APYTOil posu:
GRANT Rolel TO Role2;
REVOKE Rolel FROM Role2;
REVOKE Rolel FROM Role2;

OyJIeT BBIJIAHO TIPEIYIIPEXKICHUE:
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Warning: privileges on ROLE1l is not granted to ROLE2.

Amnajoruunoe npeayIpexpeaue OyIeT BLLIAHO U IPH MOILITKE OTHSATHL y POJIHM IpaBa TOil PO/, KOTOpLIE He
ObLIY el Ha3Ha4YEHBI.

9.5.2 Poar» RDB$SADMIN

Cucremuast posjsb RDBSADMIN, mpucyTCTBYeT B KaxKJ0i Oaze jtaHHBIX. [IpegocraBieHue mMoIb30BATEIO
posiu RDBSADMIN B 6aze maHHBIX daéT emy rpaBa SYSDBA, HO TOJIBKO B TEKYyIleil 6a3e JaHHbBIX.

IIpuBuiernu BCTYyIAOT B CHJLy Cpa3y IIOCJE€ BXOJa B OOBIYHYIO 0a3y JaHHBIX C yKa3aHUEM PpOJII
RDB$ADMIN, mocJie 9ero mojIb30BaTe b MOy YaeT MOJIHBIH KOHTPOJIb HAJl BCeMU 00beKTaMu 0a3bl JAHHBIX.

Ponn RDBSADMIN MOXKeT OBITH IPEIOCTABIIEHA, C UCIOIb30BaHNEM KJTioueBoro cjaoBa DEFAULT. B stom
clydae I0JIb30BaTe/lb aBTOMATUYECKU OyJeT IOJIyYaTh aJIMUHUCTPATHBHBIE [IPUBUJIETUN JayKe eCJu OH He
ykazaJs posib RDBSADMIN mpu BXOE.

IIpesocraBiienne B Oa3e JJaHHBIX 0OE30MACHOCTH JIAET BO3MOXKHOCTH CO3/aBaTh, U3MEHSITh U Y/IAJISITh
YVUIETHBIE 3aIlUCU MTOJTb30BaTE e,

B oboux ciay4aasx monb3oBaresb ¢ mpaBaMu RDBSADMIN posin MOXKET BCErjia MepeiaBaTh 3Ty POJIb JIpy-
ruM. pyrumn ciosamu, WITH ADMIN OPTION y»Ke BCTPOEH B 9TY POJIb U 3Ty OIIUIO MOYKHO HE YKa3bIBATh.

IIpenocrasiaenune posu RDBSADMIN B 06bI4HON 6a3e JaHHBIX

st mpeocraByenns u yaaserus pojiu RDBSADMIN B 0ObIuHOI Oa3e JaHHBIX UCIOJIB3YIOTCs OlEPATOPHI
GRANT u REVOKE, Kak 1 JiyIsl HA3HAUYEHUS U OTMEHBI OCTAJIbHBIX POJIEH.

GRANT [DEFAULT] RDB$ADMIN TO <uMsa IOIb30BaTelId>
REVOKE [DEFAULT] RDB$ADMIN FROM <mMs HOIb30BaTes>

IIpuBuiaerun Ha posanr RDBSADMIN MoryT jJaBaTh TOJILKO MOJb30BaTe n ¢ mpasamu RDBSADMIN.

ITonb30BaTeTH MOXKET YKA3aTh POJIb HE TOJIBKO IPH BXOJE, HO U IO3JHEE C MOMOMIbIo omeparopa SET
ROLE. Ecim ponb nazuadena ¢ DEFAULT, TO TIO/Tb30BaTE/h aBTOMATHIECKN OYAET TMOIYIATh aIMAHUCTPATHB-
Hble IPUBUJIETHUH .

IIpenocrasiaenne poiu RDBSADMIN B 6Gaze maHHBIX 6€30MaCHOCTU

IIpemocraBienne posu RDBSADMIN B 6a3e JAHHBIX O€30MACHOCTH JIAET BO3MOXKHOCTD CO3/IaBATh, M3Me-
HATb U YIAJIATH YIETHDBIE 3AIMCH TOJIb30BaTe e, JI71s1 9TOro MOryT MCIOJIB30BATHCS HE TOJBKO OIEPATOPbI
GRANT u REVOKE, Ho u SQL koman 61 yripaBiienust mosib3oBaresisimu: CREATE USER u ALTER USER, B KOTOPBIX
YKa3bIBaloTcs crenuasbable oy GRANT ADMIN ROLE m REVOKE ADMIN ROLE.

CREATE USER <umsa nomb3oBaTens> PASSWORD '<mapomp>'
GRANT ADMIN ROLE

ALTER USER <ums nmomb3oBaTens> REVOKE ADMIN ROLE

ITpusuernn wa poss RDBSADMIN mMoryT JaBaTh TOJIBKO aJMUHUCTPATOPHI.

Jna yupaBiieHus YY€THBIMH 3aIlUCSAMHU II0Jb30BaTeseil I10Ib30BaTeNb, MMEIOIH [IpaBa Ha PpOJIb
RDB$ADMIN, moJIzKeH HOJIKJIIOYNTHCA K 6a3e JTaHHBIX 0€30MACHOCTHU € 9TOH PoJibio. UTOOBI yIIPaBJISATE MTOJIB30-
BaTeJIsIMA U3 OOBITHOI Oa3bl JAHHBIX, ¥ ITOIO IMOJIB30BATEIS JOJKHBI ObITH IpaBa Ha posib RDBSADMIN B 310
6aze manabix. OH OIpeeIseT POJIb IPU COETMHEHNN U MOXKET B Hell BHIMOTHUTD J1i000i1 SQL 3ampoc. Unaqge
yIpaBJieHIe YI6THBIMEI 3aucaMu nocpeactsoM SQL 3ampocoB He 10Ty IHO.

To ke camoe MOXKHO C/lelaTh HCIOJB3Ys YTHIATY gsecC yKasaB IapaMeTp -admin JjIsi cOXpaHeHust
arpubyTa RDBSADMIN y9IETHOI 3alIUCH TOJb30BATES:
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gsec -add <uMsda monb30BaTeNdA> -pw <maponb> -admin yes
gsec -mo <uMsa IONb30BaTena> -admin no

Jlna ynpaBiieHnsI IIOJIb30BaTENIsIMA 4Yepe3 YTUIUTY gsec posb RDBSADMIN rmomkHa OBITH yKa3aHa B
epekJjwJarese -role.

AUTO ADMIN MAPPING

A vuaUCTpaTOpPHI OnlepannoHHo cucreMbl Windows aBToMaTHdecKu He ToJiydaioT npasa SYSDBA npu
HOJKJIIOYeHNH K 0a3e JaHHbIX (eC/au, KOHEUHO, Da3pelleHa JOBepeHHas aBropusanus). VIMeloT 1 aiMuHu-
CTpaTophbl aBTOMaTH4YecKne mpaa SYSDBA 3aBMCHT OT yCTaHOBKM 3HadeHusi ¢psiara AUTO ADMIN MAPPING.
D10 durar B KaxK 10l n3 6a3 JaHHBIX, KOTOPbI 110 YMOIYaHUIO BeIKIIOYeH. Eciin dar AUTO ADMIN MAPPING
BKJIIOYEH, TO OH JIefiCTByeT, Korja aamuaucTparop Windows:

® IIOJIKJIIOYAETCs C IIOMOIIBIO JIOBEPEHHON ayTeHTUMDUKAIIIN
® He OIpeJe/IseT HUKAKOW POJIM IIPU TMOIKJIIOIEHUN
ITocne ycrmenHoro mogK/IrOYeHnsT TEKYIIEH PoJibio Oyer siBjisiThbcst RDBSADMIN.

Bxutouenne u Bwiksiouenue (urara AUTO ADMIN MAPPING B 0OBIUHOM 0a3e JAHHBIX OCYIIECTBJISETCS
CJIETY FOIIMM 00pa30M:

ALTER ROLE RDB$ADMIN SET AUTO ADMIN MAPPING
ALTER ROLE RDB$ADMIN DROP AUTO ADMIN MAPPING

Ot orepaTropbl MOT'YT OBITH BBIIIOJTHEHBI BJIaJIeJIbIIaMM1 6a3 JIaHHBIX WJIN aIMUHUCTPATOPaMMU.

AstbrepHATHBOI BKIIIOUEHUST TAKOTO (hJlara CJIyKUT CO3JaHUe OTOOPaXKEHUs MPEIOIPEIeIEHHON IPYyII-
bl DOMAIN_ANY_RID_ADMINS na poJsib RDBSADMIN:

CREATE MAPPING WIN_ADMINS
USING PLUGIN WIN_SSPI
FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS

TO ROLE RDB$ADMIN;

B obbrunbix 6a3ax ganabix craryc AUTO ADMIN MAPPING mpoBepsieTCsi TOJIBKO BO BPEMsl TOIKJIIOUEHUS.
Ecmm agmunucrparop nmeer poss RDB$ADMIN moToMy, UTO MPOM3OILIO ABTOMATHIECKOE OTOOPaXKEHWE BO
BpeMsI BXOJa, TO OH OYyJeT yAep:KUBAaTh Ty POJIb HA MPOTSKEHUN BCEil CeCCUU, JTayKe eCJIM OH WM KTO-TO
JIPYTOI B 9TO Ke BpeMsI BBIK/IIOUAET aBTOMaTUIecKoe oTobpazkenne. TouHo Takke, BKIodeHne AUTO ADMIN
MAPPING He U3MEHUT TEKYIIyIO poJjib B RDBSADMIN jijist 8 IMUHUCTPATOPOB, KOTOPHIE YK€ TOJKIIOYUNINCD.

Js Brtodenust AUTO ADMIN MAPPING B 6a3e JaHHBIX ITOJIb30BaTeIell MOXKHO CO3/IaTh IJI0DAIHLHOE
oTobOpakeHue mpegonpeenénnoit rpymmnst DOMAIN_ANY_RID_ADMINS na poss RDB$ADMIN ciemyrommuMm oOpa-
30M:

CREATE GLOBAL MAPPING WIN_ADMINS
USING PLUGIN WIN_SSPI

FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS

TO ROLE RDB$ADMIN;

Takke MOYXKHO HUCIOJIB30BATh YTUJIATY KOMAHIHONW CTPOKH gSec:

gsec -mapping set
gsec -mapping drop
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Toabko SYSDBA mozker BKaounTh AUTO ADMIN MAPPING, ecjii OH BBIKJIIOYEH, HO JIIO0OOH aJIMUHUCTDA-
TOP MO2KET BBIKJIIOUYUTH €rO0.

IIpu BeIKIIOYeHun AUTO ADMIN MAPPING 1oJib30BaTeslb OTKJIFOUAET CaM MEXaHU3M, KOTOPBIN IIpejo-
CTaBJIsIJT €My JOCTYIT W, TAKUM 0Opa30M, OH He CMOXKeT o0parTHO BKounTb AUTO ADMIN MAPPING. /laxke B
MHTEPAKTUBHOM gSecC ceaHce HOBasl YCTAHOBKA (hiara cpasy BCTYIIAeT B CHILY.

9.6 PacrpejeiieHne CUCTEMHBIX HPUBUJIETUiA

Ilosp30BaTEI0O MO2KHO HA3HAYUTH YaCTh MpaB aaMuaucTpaTropa Bl, nemeruposas eMy posb ¢ CUCTEM-

HBIMUA IIPUBUJICTUAMMH.

,HJIH 9TOI'0 CHaYaJla HYy?KHO CO31aThb POJIb C CUCTEMHbIMU NPDUBUJICTUAMMU:

JIuctunr 9.1. Cunrakcuc oneparopa CREATE ROLE

CREATE ROLE <umMa ponm>

SET SYSTEM PRIVILEGES TO <cuc.npusBuierus> [,<cuc.npuBuierus> ...];

Tabuna 9.6 — CucremMHbIe IPUBUIIETAN

IIpuBunerus

Onucanue

USER_MANAGEMENT

praBJIeHI/Ie IIOJIB30BaTEC/IAMU.

READ_RAW_PAGES

Yrenne CTpaHUT], B
Attachment: :getInfo()

CBIPOM dopmare HCIIOJIB3Y I

CREATE_USER_TYPES

Coszanue, U3MEHEHNE U yJjaJleHue He CUCTeMHBIX 3armceil B Tab-
surie RDB$USER_TYPES.

USE_NBACKUP_UTILITY

Vcnonp3oBanne nbackup s co3manus pe3epBHBIX KOMU

CHANGE_SHUTDOWN_MODE

3akpeiTie 6a3bl JaHHBIX (shutdown) u BosBpalieHue €€ B online.

TRACE_ANY_ATTACHMENT

TpaccnpOBKa qYy2KUX I10JIb30BaTEJIbCKUX ceccuii.

MONITOR_ANY_ATTACHMENT

Monuropuar (MON$ Tab/IHIfE) Ty>KNX MOTIH30BATEIBCKHX CECCHI.

CREATE_DATABASE

Cosnanre HOBOI 6a3bl JIAHHBIX (XpAHUTCH B 6a3e JAHHBIX [I0JIb30-
Bareseil security.db).

DROP_DATABASE

Vnanenue tekymeit b1

USE_GBAK_UTILITY

Vcnonb3oBanne yTuanTsl win cepsuca gbak.

USE_GSTAT_UTILITY

Hcnonp3oBanne yTuanTel NN cepBuca gstat

USE_GFIX_UTILITY

Ucnonp3oBanne yTuanTsl win ceppuca gfix

IGNORE_DB_TRIGGERS

Paspemaer urnopuposars Tpurrepsr Ha cobbrtust B

CHANGE_HEADER_SETTINGS

W3menenue mapamMeTpoB Ha 3arojoBouHoit crpanute b/I.

SELECT_ANY_OBJECT_IN_DATABASE

Brmosinenne oneparopa SELECT u3 BceX CEIEKTUBHBIX OOBEKTOB
(Tabuuil, npeicTaBieHuil, XpaHUMBIX IPOLELYD BHIGOPA).

ACCESS_ANY_OBJECT_IN_DATABASE

Hocryn (oM ciocobom) K Jiobomy oobekTy BT

MODIFY_ANY_OBJECT_IN_DATABASE

W3zmenenne oboro obbekta B/,

CHANGE_MAPPING_RULES

W3menenne mpaBusl 0TOOpaXKEHUs IPU &y TEHTU(MDUKAIAN.

USE_GRANTED_BY_CLAUSE

WcnonwzoBanme GRANTED BY B orepaTopax GRANT u REVOKE.

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

IIpuBniierus Omnucanne

GRANT_REVOKE_ON_ANY_OBJECT Beommosinenne omeparopoB GRANT u REVOKE mjist Jjirob0ro oObeKTa
BI.

GRANT_REVOKE_ANY_DDL_RIGHT Brimonnenue oneparopos GRANT u REVOKE s Beiiadu DDL npu-
BUJIETUI

CREATE_PRIVILEGED_ROLES Cosanve TpUBUIEIMPOBaHHBIX poJseii (¢ wmcmosnb3oBannme SET
SYSTEM PRIVILEGES)

GET_DBCRYPT_KEY_NAME Tlonyuenune nmenn Kioda MU POBAHAS

MODIFY_EXT_CONN_POOL VupasiieHne IyJIoM BHEITHUX COEIWHEHNH

REPLICATE_INTO_DATABASE Ucnonbzosanne API pernmukaruu jijist 3arpy3ku HabopoB U3MeHe-
HUii B 6a3y JaHHBIX

PROFILE_ANY_ATTACHMENT IIpodunmmpoBanue MOAKIIOUEHUN IPYTUX MOJIH30BATEEH.

CucreMHbIe IPUBUJIETHH TO3BOJISIIOT TPOM3BOIUTH OYEHb TOHKYI0 HACTPOIKY, II09TOMY WHOT/IA BaM
HYKHO OyzieT BbIIaTh OoJsiee 1 CHCTEMHOI ITPUBUJIETUH JIJIsI BBITOJTHEHNST KAKOW-IU00 331991,
Hampumep, meodxomnmo Bormath IGNORE_DB_TRIGGERS coBmecTHO ¢ USE_GSTAT_UTILITY, moToMy €9TO
gstat [10/2KeH UrHOPUPOBaTh Tpurrepa Ha cobbrrus BII.

Ecim BBI XO0THTE, 9TOOBI KOHKPETHBIH TOJIH30BATEIb MOy YN CUCTEMHbBIE IIPUBUJIET N, TPAHTYHTE eMy
COOTBETCTBYIONIYIO posb. Jlasiee mMOIb30BATENIO CIIEAyeT MOAKIIOYATHCS K CePBUCAM WM K 0a3e JAHHBIX C
YKa3aHueM 3TOU poJIu.

Omneparop ALTER ROLE m3MeHsI€T CIUCOK CHUCTEMHBIX [IPUBUJIETUN POJIA WU YIAJSIET UX.

JInctunr 9.2. Cunrakcuc oneparopa ALTER ROLE

ALTER ROLE <uma ponm>
{ SET SYSTEM PRIVILEGES TO <cuc.mpusmimerus> [,<cuc.mpuBunerus>...]
| DROP SYSTEM PRIVILEGES 1}

IIpu mcnonb3oBanuu mpesnoxxenns: SET SYSTEM PRIVILEGES TO poJi Ha3HAYAIOTCS CHCTEMHBIE TPHU-
BUJIETUU U3 CIIMCKA. J[JIsT OUMCTKY CIIUCKA CUCTEMHBIX ITPUBUJIETHH YCTAHOBIEHHBIX ITPEJIBIIYIIIUM OTIEPATOPOM
ucnosib3yiite oneparop ALTER ROLE c npennoxkenneM DROP SYSTEM PRIVILEGES.

BrimosHuTe OmepaTop MOTYT aJIMHHHCTPATOPHI, BJaJEJIel] POJIM WJIN IIOJIb30BATENN C IIPUBMJIErHei
ALTER ANY ROLE.

Jlj1st IpOBEPKU MMeEET JIM TeKYyIlee HOJIKIIOYEeHNE 33 [aHHYI0 CUCTEMHYIO IIPUBUJIEMAI0 MOYKHO BOCIIOJIb-
30BaThCs BCTpoeHHOM dyHKimeit RDB$SYSTEM_PRIVILEGE.

9.7 PaszrpanmdeHue JgocTyma K o0ObeKTaM 06a3bl JJAHHBIX

B srom pazmesne Oymer paccMOTPEHO pa3rpaHUYeHne JIOCTYyIa B OTHOINEHUH OIePaIuil Hall 00 beKTaMUI
KOHKPETHOI 0a3bl JAHHBIX.

Tlocse ycmermHoro BXOma B CHCTEMY aBTOPU30BAHHBIN IMOJH30BATEIb MOJYYaeT JOCTYI K CEepBEpy H
KO BCeM 0a3aM JaHHBIX 9TOIO CEPBEpa, HO ITO HE O3HATAET, ITO OH MMEET JOCTYII K JIIOOBIM 00beKTaM B
J06oii 6aze manubIX. [locse cozmanust 06beKTa, TONBKO IOJIL30BATENb CO3IABIIMN 00beKT (ero Biaieserr)
7 JIMUHHCTPATOPBI UMEIOT JOCTYI K HeMy. Ilosib30BaTe 10 HEOOXOMMBbI IPUBUJIETMH HA KayKJIbIi 00bEKT, K
KOTOPOMY OH JIOJI?KE€H TOJIYUUTh JOCTYII.
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KonTposs nocryma cyGbeKTOB K 00beKTaM JOCTYIIA OCYIIECTBIISETCs YePes JIeJIEFNPOBAHNE TIPAB CyOb-
eKTaM Ha pa3/InIHbIe JIefCTBUS Hall 00bEeKTAMUT.

Cy6bekramu jocryna B CYB/I Penr Basa JlaHHBIX SIBJISIFOTCS [TOJIb30BATEJIN, POJIU, 8 TAKXKe IIPEICTaB-
JIEHUsI, TIPOIEYPhI, (PYHKIINA, TAKETHI M TPUITEPHI, 3aIlyIIEHHbIE OT UMEHU MOJIb30BATEIEI.

OObeKThI JOCTYIIAa - 9TO caMu 0a3bl JIAHHBIX U OObEKThI 0a3 JAHHBIX — TaOJIUIbI, [PEICTABIEHUSI,
[IPOIIEeIY PhI, (DYHKINH, TTIAKETHI, TEHEPATOPHI, JOMEHbI, NCKJIFOUeHNs, POJIM, HaOOphl CUMBOJIOB, COPTUPOBKH,
BLOB-(bu/IbTPBI U 3aIUCH.

Jnst kaxkoii mapsl (CyObeKT — 06beKT) 3a/1a€TCsl SIBHOE U HEJIBYCMBICIIEHHOE TI€PEUNCIIeHNe 0Ty CTH-
MBIX THUIIOB JOCTYyTa (4UTATD, MUCATH U T.JI.).

Jna HazHaUeHUs NpaB CyObeKTaM JOCTYIIA HCIOJb3yeTcd orepaTop GRANT. Jljna cHATHS 3THX IpaB
ucroib3yercst orrepatop REVOKE. TToJiHblil cMHTaKCHC 9THX OIIepaTopoB IpejcTasieH B Pykosojacrse mo SQL.

O06beKThI 6a3bl MOXKHO Pa3Ie/IuTh Ha JIBE I'PYIIIIbL:
e MeraJaHHble («JaHHBbIE O JAHHBIX», CTPYKTYpa 0a3bl);
e nannbie (cobcTBeHHO MHMGOPMAIIUS, CoJepKaIasica B 6aze).

Jly1sl TIepBOil IPYIIIIBI ONIPEIe/ICHBI OTIEPAIMH CO3/IAHUS, U3MEHEHUA, U YIAJIeHUS OO0 bEKTOB, JJIsi BTOPOit
— nobaBJieHUsI, M3MEHEHUs, YIAJ€HUsI U BBIOOPKU JAHHBIX.

JocTymnHble s KaXKJI0r0 00beKTa, OlepaIiu CBe/IeHbl B Tabsuiy 9.7:

Tabmuma 9.7 — OO6beKTHI U OmepaIuy Had HIMA

O6BbeKT Omnepariust

Baza manmbrx Co3zanue, n3MeHeHHe, YIAJICHIe

Tabauma Coszanue, m3MeHeHNe, yajienne, 100aBIeHne CTPOK, U3MEHEHUE CTPOK,
yJlaJleHue CTPOK, BBIOOPKA CTPOK, CChLIKA Ha yKa3aHHBIE CTOJOIBI
BHEIITHUM KJIFOUOM

[Ipencrasmenune Coszianue, n3MeHeEHUe, YAJCHIe

IMpouenypa,/bynkims /naker Coznanue, uameHenue, yJaajaeHue, 3amycK (BbI30B)

Tpurrep Cosanue, n3MeHeHNe, YIAJICHIE

T'eneparop Coznanne, n3MeHeHMe, yIaJIeHNe, UCIOIb30BAHNE

Homen Cozianne, u3MeHeHue, yJlaJjeHne

Uckirouenne Coznanne, n3MeHeHue, yIaJleHne, NCIOIb30BAHNE

Posnb Cosnanve, ynaneHue, Ha3HAYEHHE [I0JIb30BATENIO/ APYTOil posn, u3Me-

HEeHUEe CUCTEMHBIX HpI/IBI/IJ'IeFI/IfI

BLOB buabTp

O06bsiBjienne u yrajenue oobsisienust BLOB ¢uibrpa

CoprupoBka

JobaBjieHre COPTUPOBKA U YIAJEHUE CYIIECTBYIOIIEH COPTHPOBKH

Ha6op cumBoJioB

Ycranoska, COPTUPOBKHU 11O YMOJYIaHUIO JIJIsA Ha60pa CHMBOJIOB

3anncu

Jobasienne, m3MeHeHne, yaaaeHne, BHIOOPKa, CCHLIKA Ha YKA3aHHbBIE

CTOJI6HJ)I BHEITHUM KJIIOYOM

Tlomp3oBaTenn, co3maBmmit 00bEKT 0a3bI JAHHBIX, CTAHOBUTCS €r0 BJIAIEIbIeM. TOJTBKO BiIageser] 00b-
€KTa U II0JIb30BaTeld C IpaBaMy aJIMUHUCTPATOpa B 0a3e JAaHHBIX MOI'YT M3MEHUTHb WM YIAJUTh OOBEKT
6a3bl JlaHHBIX. Biiajesen 6a3bl JaHHBIX, TO €CTh II0JIb30BaTe b, KOTOPBIA CO37a/l €€, uMeeT BCe IIpaBa Ha
OO'BEKTHI, KOTOPBIE OBLIN CO3/IaHbI JIPYTUMU TI0JIb30BATEJISIMU.

A,D;MI/IHI/ICTpa.TOpr NJIN BJIaJIeJIe1] 00beKTa, MOI'yT BblIaBaThb IIPUBUJICTUN JIPYTUM I10JIb30BaTEJIAM, B TOM
qucJie 1 IIpuBUJIETUN Ha IIPpaBO BbIJa4U HpI/IBI/IJIeI‘I/Iﬁ APYTrUM II0JIb30BaTEJIAM.

Bce nmpusmimernn mo goctymy K oObekTaMm 0a3bl JAHHBIX XPAHSITCSI B caMoil 06a3e, m He MOTYT OBITH
[IpUMEHEHBI K JIF0DO JApyroii 6a3e JJaHHBIX.
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9.7.1 Pacnpeaenenue npas Ha DDL-onepaiun

B CYB/I Pen Basza JlaHHBIX OIB30BATEH WA POJIb MOTYT HOJYYUTh IIPABA HA BBIIIOJHEHHE OITepaIuii
U3MeHeHHsI CTPYKTYpbI 6a3bl nanubix (DDL-onepaium) u jenerupoBars CBOU IPaBa JIPYIUM HOJIb30BATEISAM
nin possiM (npejiozkenre WITH GRANT OPTION B oneparope GRANT).

HpaBa Ha CO3JaHue, USMEHEHNE U yIaJICHUE 00'bEKTOB HA3HAYAIOTCS U OTMEHSIOTCS CJIEAYIOIMUMHU BbI-
PazKeHnAMM:

Tabmuna 9.8 — Hasuadyenne npas va DDL oneparun

Omneparius O0BbekT Hasnauyenue npas
CREATE, PROCEDURE, GRANT <omepanus> <06beKT>
ALTER ANY, FUNCTION, PACKAGE, TO <cmnmcox moxydaTelell IPUBUISTUN>
DROP ANY, ROLE, TABLE, [WITH GRANT OPTION]
ALL [PRIVILEGES] VIEW, EXCEPTION, [{GRANTED BY|AS} [USER] <umMs rpamTopa>]

GENERATOR, DOMAIN,
SEQUENCE, CHARACTER |REVOKE [GRANT OPTION FOR] <omepauus> <o6beKT>

SET, COLLATION, FROM <cnmcok obmamaTesnell IpuBUIIETH>
FILTER, JOB [{GRANTED BY|AS} [USER] <ums rpaxTopa>]
CREATE DATABASE GRANT CREATE DATABASE TO <cCHOMCOK HmONb30BaTejel
u pojei>

REVOKE CREATE DATABASE FROM <cmmcok
moyib30BaTeNell u poyei>

ALTER, DATABASE GRANT <omepanus> DATABASE
DROP, TO <cmmcox momydaTene#l IpuBHIETui>
ALL [PRIVILEGES] [WITH GRANT OPTION]

[{GRANTED BY|AS} [USER] <ums rpanrTOpa>]

REVOKE [GRANT OPTION FOR] <omepamus> DATABASE
FROM <cmnucok obmamaTesnell IpuBUIIETHi>
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

IIpemyioxkenne ALL [PRIVILEGES] o6beaunsier npuBmiernu CREATE, ALTER u DROP Ha yKa3aHHBINA THUIT
obbeKTa.

IIpu nperocTaBIeHNN MPUBUJIETHI ITOJIB30BATEISIM MOXKHO yKa3aTh rpejioxkenne WITH GRANT OPTION,
YTO II03BOJIAET CBOIO OYepeb IIPEIOCTABIAATL APYTUM OJIL30BATECIAM 3TU [IPUBUJICTUN.

IIpenoxkenne GRANT OPTION FOR B omeparope REVOKE 10o3BOJISIET OTMEHUTD JIjisi COOTBETCTBYIONIETO
00'bEeKTa IIPABO IIPEIOCTABIEHNS IPYTUM OObEKTaM STU TPUBUJIETUN.

C nomorpio mpe;toykenne GRANTED BY MOXKHO ITPEIOCTaBJISITh NN OTO3BATDH IIPABa HE OT UMEHH TEKY-
IIEro MOJIL30BATENs, & OT JIPYTOro rnojb3osaresd. [Ipu ucnonms3oBanun oneparopa REVOKE nocsie GRANTED BY
1pasa Oy/yT y/laJIeHbl TOJIBKO B TOM CJIyUae, €CJIU OHU ObLJIN 3aPErUCTPUPOBAHDI OT YAJISIONIETO ITOIH30BaTe-
gt pengoxkerne AS siBiisiercst curornMoM GRANTED BY. Ilpestoxxerust GRANTED BY u AS MOryT MCIIOJIB30-
BaTh TOJBKO BJIaJleJIel] 0a3bl JAHHBIX U aJMAHACTPATOPHI. Jlaxke Bia/eser] 00 beKTa He MOXKET HCIIOJIb30BATh
UX, €CJIM OH He UMeeT aIMUHUCTPATUBHBIX IIPUBUJIETUA.

Kpome naznadenus: mpaB HEIOCPEICTBEHHO MOJIb30BATEISM BO3MOXKHO HA3HAYEHUE MIPAB POJISIM, XPa-
HUAMBIM IIpPOIeaypaM, MYHKIMSAM, [TaKeTaM, TPUITePaM, IPEJICTaBIEHNsIM U CUCTEMHBINH ITPUBUJIETUSIM.

Orneparop Ha3HAYEHWS TPUBUJIETHIT Ha CO3/IaHNe, yIAJeHIe U U3MeHeHe 6a3bl JAHHBIX UMEEeT HECKOIb-
KO OTJINIHYIO (popMy OT omeparopa nHazuHadenns DDL npuBumimeruit Ha napyrue o0beKThl METaIaHHDBIX.

ITpuBumerns CREATE DATABASE sBiisieTcs OCOOBIM BHJIOM IIPUBUJIETHI, TOCKOJBKY OHA COXPAHSIETCS
B Oase maHHbIX OezomacHocTu. CHmMcoK moJib3oBareseil nMeomux npusuiernio CREATE DATABASE MOXKHO
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IOCMOTPETh B BUPTyasbHOIl Tabsuie SEC$DB_CREATORS. IlpuBmiiernto Ha co3jaHue HOBOH 0a3bl JAHHBIX
MOI'YT BBIJABaTh TOJBKO aJMUHUCTPATOPHI B H6a3e JaHHBIX OE30MIACHOCTH.

IIpuBuierun ALTER DATABASE m DROP DATABASE OTHOCSATCS TOJBKO K TeKyIeit 6a3e jganubix. [IpuBu-
JIETUU Ha W3MEHEHUe U yjaJieHne TeKyIeil 6a3bl MaHHbIX MOTYT BbIJIaBATh TOJBKO 8 IMUHUCTPATOPHI.

IIpumep

st Toro, 9ToOBI 1aTh mob30BaTe 0 TestUser BOZMOXKHOCTDH CO37IaBATh TAaOJUIBI, HEOOXOAMMO BbI-
[TOJTHUTD CJIEJYFOILYI0 KOMAHJLY:

GRANT CREATE TABLE TO TestUser;
Tenepn 1osIb30BaTENH CMOXKET CO3JABATH TAOJIHIIBI, HAIIPUMED:

CREATE TABLE TEST_TABLE (ID integer, Name: VARCAHR(50));

IIpu mombiTKe CcO3maTH KaKO-IMOO Apyroit 00beKT 0a3bl MAHHBIX IOJb30BATEIb MOJYyIUT COODIIeHne 00
ormuoKe:

Statement failed, SQLCODE = -901

There is no privilege for this operation.

AHaJIOrUYHO I0JIb30BATE/b MOXKET IIOJIYYUTh IIPaBa Ha CO3/aHUe, U3MEHEHUe, YIaJIeHue TaOJIuIl, IpeIcTaB-
JIEHUI, TIporelyp, MYHKIMA U APYTUX 00bEKTOB 0a3bl JAHHBIX.

s Toro, 9TOOBI JIUIIUTD TOJIF30BATEINS IIPABa HA N3MEHEHNe CTPYKTYPbI 0a3bl JAHHBIX, HEOOXOIMMO
BBIIOJHUTH KoMaH Ay REVOKE, nHanpumep:

REVOKE CRATE TABLE FROM TestUser;
Teneps Ipu MOIBITKE BBHITOJIHUTH OIEPAIUIO
CREATE TABLE TEST_TABLE_2 (ID integer, Name: VARCAHR(50))

[IOJTb30BATEIb MIOJIYIUT COODINEeHne 00 OMUOKe CJIeIYIONEro BUIA:
Statement failed, SQLCODE = -901
There is no privilege for this operation.

9.7.2 Pacnpeaenenue npas Ha DML-onepanun

ITo anasioruu ¢ pacupeieserrem npag Ha DDL-onepanuu, ajMuHEACTPATOP U Bjaesel, 00beKTa MOy T
pacupeiesisiTh IpaBa ¥ Ha ONepaldy JOCTyIa K JAHHBIM (Jo0aBjieHne, U3MEHEHne, BBIOOPKA, yIAJEHHE).
Tosb30BaTe b WK POJIb MOTYT JIEJIETUPOBATH CBOU IIPABA, IPYTIHUM MOJIH30BATEJISM WU POJIAM (IIPEJI0KEHIEe
WITH GRANT OPTION B oumeparope GRANT). Cunrakcuc 3aupocos 1o jgocrymny K DML-onepanusm csenen B
Tabuiy 9.9:
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Tabmuna 9.9 — Hasnagenne npas va DML onepariu

Omneparius O6bekT Hasnauyenue npas
SELECT, TABLE, GRANT <omeparus> ON [TABLE] {<umsa Tabmuus>|<umsa view>}
DELETE, VIEW TO <cnmcok momydaTejle# npuBuIeruit>
INSERT, [WITH GRANT OPTIQON]
UPDATE [ (<um=a [{GRANTED BY|AS} [USER] <umMs rpamTopa>]
cTonbma> [, <uMa
cTtonbua>])], REVOKE [GRANT OPTION FOR] <omeparus>
REFERENCES (<ums ON [TABLE] {<umMs Tabmumip> | <uMs mpercTaBieHuWs>}:
crombua>[, <uMsa FROM <cmumcok obnamaTeseil IpUBUIETUH>
cTombua>...]), [{GRANTED BY|AS} [USER] <umMsi rpamTopa>]
ALL [PRIVILEGES]
USAGE® EXCEPTION, | GRANT USAGE ON {EXCEPTION|GENERATOR|SEQUENCE} <mmst>

GENERATOR, | TO <cmmcoxk mojaydaTelel NpUBUICTHI>
SEQUENCE [WITH GRANT OPTION]
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

REVOKE [GRANT OPTION FOR] USAGE ON
{EXCEPTION|GENERATOR|SEQUENCE} <mms>
FROM <cmmcok obnamaTeiyieil IpUBUIETHH>
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

EXECUTE PROCEDURE, |GRANT EXECUTE ON {PROCEDURE|FUNCTION|PACKAGE} <mms>
FUNCTION, |TO <cmmcoxk moJydaTelel NpUBUICTHI>

PACKAGE [WITH GRANT OPTION]

[{GRANTED BY|AS} [USER] <umMs rparTOopa>]

REVOKE [GRANT OPTION FOR] EXECUTE ON
{PROCEDURE | FUNCTION | PACKAGE} <mmsa>
FROM <cmumcok obnanmaTejyieil IpHUBUIETUH>
[{GRANTED BY|AS} [USER] <ums rpamTopa>]

Ipeagozkenue WITH GRANT OPTION o3HadYaeT, YTO MOJIL30BATENb (MM POJIb), KPOME [IPABA HA TY HJIK
UHYIO OIlepaIINIO, IOJIYYUT TaKKe BO3MOXKHOCTD IIepe/iaTh IIPaBO Ha 3TY Ollepallfio JIPYTOMY II0JIb30BATEJIIO
wid posu. JIummTh 1moJsib30BaTesN s BO3MOXKHOCTH JI€JIETNPOBATH CBOM IIPaBa MOXKHO C IIOMOIIBIO OIIEpaTopa
REVOKE GRANT OPTION.

C nomorpio mpetoykenne GRANTED BY MOXKHO ITPEJIOCTABJISITh WX OTO3BATDH IIPABA HE OT UMEHH TEKY-
IIIEro MOJIL30BATEs, & OT JIPYTOro mnojb3osaressd. [Ipu ucnonms3oBanunu oneparopa REVOKE mocsie GRANTED BY
rpasa Oy/yT y/IaJIeHbI TOJILKO B TOM CJIyUae, €CJIU OHU OBLIN 3aPErUCTPUPOBAHDI OT YAJISIONIETO IT0IH30BaTe-
ag. [Ipenmoxenne AS saBisercs cuanonnMoM GRANTED BY. Ilpenyoxkenust GRANTED BY u AS MOTYT MCHOJIB30-
BaTh TOJIBKO BJIaJIeJIer] 0a3bl JAHHBIX U aJMUAHACTPATOPHI. Jlaxke Biaseser; 00beKTa He MOXKET HCIIOJIb30BATH
UX, €CJIM OH He MMeeT aIMUHUCTPATUBHBIX IIPUBUJIETNA.

Kpome Hasznadenus: mpaB HEOCPEICTBEHHO MOJIB30BATEISM BO3MOXKHO HA3HAYEHUE MPAB POJISIM, XPa-
HAMBIM [IPOIeAypaM, MOYHKIMSAM, TaKeTaM, TPUITEPaM, IIPEJICTABIEHUsIM U CUCTEMHBINH TPUBUJIETUSIM.

Pomu npencrasisitor coboit rTuOKmit MeXaHU3M PACIpEeIeHNs IPAB Cpa3y HECKOJIbKUM ITOJIh30BaTE-
JIIM — MOYXKHO JIaTh IIPaBa Ha TpebyeMble OIepaInu KaKOH-mO0 POJd, a 3aTeM HA3HAYUTH Ty POJIb BCEM
[IOJIb30BATEIISAM, KOTOPBIM HEOOXOIMMBI 3TH IIPABA.

Pacnpenenenne mpaB posisiM TPOUCXOINT AHAJOTUYIHO HA3HAYEHUIO MIPAB ITOJIB30BATENSAM, TOJIHKO B
npeanoxkennax GRANT... TO... u REVOKE... FROM... ykKa3bIBalOTCdA HE MMEHA II0Jb30BaTeJell, a UMEHa
poJieit.

3 HpI/IBI/UIeI‘I/IH USAGE IIPUMEHAETCA AJ1d UCIIOJIb30BaHUA UCKJIIOYeHU 1 I‘eHepaTOpOB/HOCJIE,ZLOBaTeJIbHOCTeﬂ B I1OJIb30BATEJIb-
CKHUX 3allpocax.
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IIpumepsnt

s Toro, 9To0OBI JATH TOJB30BATEIO, IPABO HA BCTABKY JAHHBIX B Tabsuiy Test_Table HeoOXOmMMMO
BBIIIOJTHUTH KOMAaHJY:

GRANT INSERT ON TABLE Test_Table To TESTUSER;

Temeps nosib3oBaTes TestUser cmoxkeT 700aBIAThH 3anucu B Tabsmiy Test_Table:
INSERT INTO Test_Table (ID, Name) VALUES (1, 'Alex');

TTonbITKa Ke BBIMOJHUTH JAPYrUe Olepallid MaHUITYJIMPOBAHNS JTaHHBIMEI BepHeT omubKy. Hampumep:
SELECT * FROM Test_Table;

BEpHET OITHOKY:
Statement failed, SQLCODE = -551
no permission for read/select access to TABLE TEST_TABLE

ILJIH TOro, 9TOOBI JINIIUTDH II0JIb30BaTE]ISI IIpaBa ,ZLO6aBJI$ITb 3alluCu B Ta6JII/ILLy, HeO6XO,HI/II\/IO BbBIIIOJIHUTL KO-
MaHIYy:

REVOKE INSERT ON TABLE Test_Table FROM TESTUSER;

Teneps npu MonbITKe BCTAaBUTH 3anUCh B Tabsmiy Test_Table 1mosp30BaTesb OIYYUT cO0DIIeHNE 00 OIubKe:
Statement failed, SQLCODE = -551

no permission for insert/write access to TABLE Test_Table

IIpu mombITKe JToCTynA K HEPA3PEIIEHHBIM CTOIOIAM TabJIUI] [I0JIb30BATEb IIOJIYIUT COODITeHne 00 OIubKe,
HaIIpUMeD:

GRANT UPDATE (Name) ON Test_Table TO TestUser;

COMMIT;

CONNECT 'TestDB.fdb' USER TESTUSER PASSWORD TestPass123;
UPDATE Test_Table SET ID=2, Name='Tom';

BEpHET OITHOKY:
Statement failed, SQLCODE = -551
no permission for update/write access to COLUMN ID

TaK Kak rnosib3oBaresito TESTUSER paspeleHo n3MeHsTh 3HaYeHHe TOJbKO cTojibia Name. A omeparop

UPDATE Test_Table Name='Tom';

BBIIOJIHUTCA 0€3 OIMOOK.

9.7.3 IIpuBuieruu BoemoJHeHusa SQL koga

Bce obberThl MeTastanabix comepxkariue DML wim PSQL kom MOryT BBIIOTHATCS B OJHOM U3 CJIEY-
IOIUX PEKUMOB:

® C IPUBUJIETUSIMU BBI3BIBAIOMIErO N0Jb30Baressd (npusuierun CURRENT_USER);
® C IPUBUJIETUSIMU OIPEIEJISIONIErO OIb30BaTe sl (BIAIE b 00bEKTa METAIAHHDIX ).

B Pe;L Baze ﬂaHHLIX €CTh BO3MOXKHOCTH YKa3bIBaTb o0 beKTaM MeTa/laHHbIX C KaKUMMU IIpUBUJIETULA-
MM OHH 6yﬂyT BBITIOJIHATBCA: BBISBIBAIOIIETO WJIN OIIPpEAEJIAIONIEIO II0JIb30BaTEJ . ,ZLHH 9TOI'O UCIIOJIb3YyeTC A
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npetoxkernne SQL SECURITY, KOTOpoe MOXKHO yKa3aTh JJjisl TabJIUIIBI, TPUTTEPA, TPOIELYPhl, (DYHKIUNA WU
makera. Eciu BeiOpana omrust INVOKER, TO 0O0BEKT METaIaHHBIX OYEeT BBIMOJHATHCS C IPUBUJIETUSIMU BbI-
3BIBAIOIErO ToJib30BaTe 1. Keim Boibpana omrus DEFINER, TO 0OBbEKT METaJaHHBIX OYIEeT BBIMOTHATHCS C
IPUBUJIEIUSIME OLPEIEIAIONIEro M0JIb30BaTesis (BIaJeIbla). DTH IPUBUICIHU Oy/ILyT HOUOJIHEHbI IPUBUJIE-
rusiMu BblJaHHbIe camMomy PSQL momymio ¢ momorisio oreparopa GRANT.

[IpuBuierun BBITOJIHEHHUSI, ¢ KOTOPBIM IO yMOJTYaHUIO co3maéres joboit PSQL mMomyns MoxHO m3Me-
HUTDH C IMOMOIIBIO OTIEPATOPA:

ALTER DATABASE SET DEFAULT SQL SECURITY {DEFINER | INVOKER}

s coxpanenusi 0OpaTHON COBMECTUMOCTHU IO YMOJIIAHUIO UCIIOIb3yeTcs onrus INVOKER.

e IlpencraBnenust (VIEWS) BCETJ/Ia BBIIOJIHAIOTCS C IIPUBUJICIUAMU OIPEICIIAIONIETO I10JIb30BaTe A (Bna-
JIeJIbIA);

e [lo ymo/r9aHUIO TPUTTEPHI HACIELYIOT IIPUBUJIEIMH BBIMOJHEHNSI KOTOPBIE ObLIN YKAa3aHbI y TabJIAIIBIL.
[TpuBuernu BBIMOJIHEHUSI MOT'YT OBITH IIEPEOIIPEIETIEHBI B CAMOM TPUTTEPE;

e Ilporenypbl u pyHKIMK [TaKeTa BCEr/a HACJELYIOT IPUBUJIEIMH BBIIOJHEHUs] YKa3aHHBIN IIPU OIIpe-
JesleHnn nakerta. [[puBuIeru BHITIOJHEHNs] HE MOT'YT OBITH IIEPEOIIPE/IE/IEHbI B CAMUX IIPOIEypax 1
byHKIUS TaKeTa;

o Amnonmmusie PSQL 6oxu (EXECUTE BLOCK) Bcerja BBLIIOJIHSIOTCS C IPABAME BBI3BIBAIOIIEIO [OJIB30-
BaTeJsl.

B xpanumbix nporenypax, (pyHKIUSX U TPUTTEPAX Bbl MOXKETE MPOBEPUTH H(PDEKTUBHOTO B HACTOSI-
U MOMEHT IOJIb30BaTeNsd, T.€. IIOJIb30BaTe I C IIPABUJIETUAMI KOTOPOI'O BBIIIOJHSAETCS TEKYyIIUi MOIYJIb,
C TIOMOIIBIO CUCTEMHOI KOHTeKCTHOM repeMenHoit EFFECTIVE_USER u3 npocrpancTBa nMEH SYSTEM.

select RDB$GET_CONTEXT('SYSTEM', 'EFFECTIVE_USER') from RDB$DATABASE

O/iuH 1 TOT K€ 0OBEKT MOXKET BBI3BIBATHCS B PA3HBIX KOHTEKCTAX DE30IMaCHOCTH U TPEOOBATH PA3THIHBIX
npusmiernit. Hanpumep y Hac ecrs:

e xpanumas nporemypa INV ¢ SECURITY INVOKER, KoTropasi BCTaBjseT 3amucu B Tadsuity T;

e xpaHuMada nporenypa DEF ¢ SQL SECURITY DEFINER, koTopas omlpezesieHa IIOJIb30BaTeJIeM
SYSDBA.

Ecim nmonbzoBaress U Bbi3biBaeT nporneaypy INV, To st gocryna K Tabsmie T morpebyercs: nmpuBuie-
rust INSERT BbLiaHHasi mosb3osaresio U (n korewno npusniernst EXECUTE mas INV). B srom ciygae U
sapisgercs dbdexTuBHbIM noab30BaTeseM (EFFECTIVE_USER) Bo BpeMs BblnoJHeHusi INV.

Ecim nmonbzoBaress U Bei3biBaeT nporneaypy DEF, To mist moctyma K Tabsmie T moTpedyeTcs: IpuBUIeTrust
INSERT BbiaHHasi mosb3oBaTeaio SYSDBA (u EXECUTE ma DEF jyist nosb3oBatesst U). B arom ciayuae
SYSDBA saisiercs addexruBHbIM 10sb30BaTeseM (EFFECTIVE_USER) Bo BpeMs BbioJHeHusi DEF.

Ecsm BayTpu DEF BbI3BIBaeTCs mporieaypa INV, To 3¢ deKTUBHBIM MOIB30BATEIEM 10 BPEMSI BBIITOTHEHUS
INV 6ymer Tak ke SYSDBA.

9.8 Ayautr

Aynur coberTuii peasmzoBaH Ha ocHOoBe yTuinThl FBTrace. Pen Basa /lanHbix oTiimyaer Mmojib30Ba-
TEJIbCKYIO TPACCUPOBKY U CUCTEMHBIN ayuT, KOTOPBIE ¢ TIOMOIIBI0 Services API mo3Bosisior orciiexXXuBarh u
AHAJIN3UPOBATH BCE, 9TO IMPOUCXOIUT B Da3e JAHHBIX B PEXKUMeE peaibHOro BpeMenu. CpeicTBa TPacCUPOBKHU
U ayJuTa MO3BOJISIOT CEPBEPY OTCIEXKUBATD U 3alMCHIBATH B JIOT-(hAMJIbI TaKMe COOBITHST: COeTUHEHUs U OT-
coequuennst ot B/ (cosnanust u ynanenns BJ1), onepanun DML u DDL, BBINOIHEHNE XPAHUMBIX TIPOTIELYD
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u 1.1 ITo ymomuanuio jor-hbaiiibl pa3MeInaTcs B TOM K€ KaTaJore, 9To U OTCIeKuBaeMast (JorupyemMast)
BJI, u umeror nmsa Buga: <uMs_6asw.fbtrace_text> mim <ums_6asw.fbtrace_bin> i TEKCTOBOTO U OU-
HapHOTO (hopMaTa JIora COOTBETCTBEHHO. 3aIlnCh B JIOT s KaxKIoil koHkperHoit B/l madmHnaer BecTuch C
MOMEHTA €€ CO3IAHUs WM MPHUCOEIMHEHNs K Hell W 0 MOMEHTA OTCOEINHEHUS OT Hee WM €€ YIAJEHUs.
Perucrpupyrorest coObITHS, 3aBEPIIMBINNECS KAK YAATHO, TaK M HEYJIAYHO (C OMMOKOI).

Ceccuro CHCTEMHOTO ayJIUTa 3aIlyCKAET CaM CepBep. DTO O3HAYAET, UTO HET HEOOXOIUMOCTH B3aNMO e~
cTBUs ¢ noJib3oBaTesaeM. CobbITHsI, KOTOPBIE OY/YT OTCIIEKUBATHCS B ITOM CECCUU, 3aJIaI0TCSI B KOH(MUTYpa-
IUOHHOM (afijie U YUTAIOTCHA IIPU CTaPTE CECCUU.

ITapamerp AuditTraceConfigFile B (aitne koudurypamuu firebird.conf 3ajaer uMsa U pacroso-
»KeHue (haiiyia ¢ HACTPORKAMK CUCTEMHOI'O ayIUTa. JTOT IapaMeTp 110 YMOJIIaHUIO UMeeT 3HaueHne fbtrace.
conf. Ho no ymomuanuto oH He BKJtOUeH (enabled false), 4TO O3HAUAET OTCYTCTBHE CECCUIl CHCTEMHOTO
ayauta. Qaitn ¢ mabaonom HacTpoek fbtrace.conf HAXOAUTCH B KOPHEBOM KATajoOre W COJEPIKUT CIUCOK
OTCJIC?XKUBAEMbBIX COOBITUI U YKA3BIBAET PA3MEIIEHIE JIOTOB TPACCUPOBKH JJIsi KAYXKJIOTO COOBITHS. DTO IMO3BO-
JIsTeT JOCTATOYHO TMOKO HACTPOUTDH HAPAMETPBI ayAUTa PA3INIHBIX COOBITUI /15t JII000M 0a3bl MTAHHBIX, IPU
9TOM JIOTUPOBaHUE Oy/IeT OCYIIECTBIIATHCA B OT/IEJIbHbIE (DailjIb.

Yro KacaeTcs MOJIb30BATEIbCKON TPACCUPOBKY, OHA HYKJIAETCS B 3aIlyCKe IOJIb30BaTeaeM sBHO. [Ipu
3allyCKe CECCUH 0JIb30BATEIbCKON TPACCHPOBKY U3 IPUJIOYKEHUS 3a/1a10TCsl ee KOHMUryparys u ums (Heobsi-
3aresbHBIN mapamerp). Kordurypamnus ceccun npezcrapiaser coboii TeKCTOBBIH (aiis, CoCTaBIeHHBIA B CO-
OTBETCTBUU C IIPABUJIAMU U CHHTAKCHCOM, IIPUBEJIEHHBIMU B (aiije fbtrace.conf. JIrob6oil monb3oBaTessb
MOXKET WHUIMUPOBATH U YIPABJIATH ceccueil TpaccupoBku. OOBIUHBIN M0JIB30BATEb MOXKET YIIPABJIATH CEC-
CHUSIMU TOJIBKO B CBOMX COEIMHEHUAX M HE MOXKET YIIPABJIATH CECCUAMU, HAYATBIMUI JPYTUMU I10JIb30BATEIIAMMU.
A IMEHECTPATOPBI MOTYT yIPABJISTH JIOOBIMU CECCUSIMHU.

BriBos1 ceccun 1o1b30BaTEIECKOI TPACCHPOBKYU COXPAHAETCSI BO BpEMEHHBIE (hailiibl, KaXKIblil Pa3MEePOM
B 1 MB. Ilocse mpourenns daiisia IpuIozKeHneM OH aBTOMATHIECKH yaaJisieTcs. 11o yMoT9annio MakcuMasib-
HbI pa3mep daitra BeiBosa orpanuden 10 MB. Ou mMoxkeT ObITh n3MeHEH B HOJIBIITYIO UJIM MEHBIITYIO CTOPOHY
¢ noMmoInpio napamerpa MaxUserTraceLogSize B daiie firebird. conf.

Ilocne 3amycka ceccuu HOJIB30BATENHLCKON TPACCHPOBKM YTEHHE €€ BBIBOJA OCYIIECTBJISETCS BBI30-
BOM W3 mpuiokeHusi yHKimu isc_service_query(). CepBuc MOXKeT TeHEpHpPOBATH BBIBOJ, OBICTpee,
9eM MPUJIOKEHNE MOXKET IPOYuTaTh ero. Ecim obiumit pa3Mep BBIBOJIA JOCTUTAET 3HAYECHUS OTPAHUYIEHUS
MaxUserTracelogSize, To cepBep aBTOMATHYECKN IIPHOCTAHABINBAET cecCHIo ciekeHus. Ilocse Toro, kak
npuioxkenue 3agepuut yrenue daiiia (pasmepom 1 MB), on ynansercs, paboTocnoco6HOCTh BOCCTAHABIIM-
BaeTCd U CepBep aBTOMATHUYCCKH 3aIlyCKaeT IMPUOCTAHOBJICHHYIO DaHee CECCHIO.

Kornma mpuiokeHnio HYKHO OCTaHOBUTBH CECCHIO, JIOCTATOYHO TPOCTO TIOCJATH 3alpoc Ha OT-
coelMHEHWE OT cepBuca. B KadecTBe ajbTePHATHBBI NPUJIOKEHWE MOXKET HCIOJb30BaTh (YHKIUU
isc_action_svc_trace_* /i OCTAHOBKHM, [1ay3bl MJIA BO30OHOBJIEHUS CECCHH TPACCHPOBKH.

C HOBO#l yTHINTON KOMaHAHOI cTpoKM rdbtracemgr, KOTOpas MOXKET OBbITh HaliJeHa B KOPHEBOM Ka-
TaJIore YCTAHOBKH CepBepa, J00aBjeHa TPACCHPOBKA B WHTEPAKTUBHOM PEXKHUME. DTa yTUIUTA BKJIIOYAET
cieryrormii byHKIIMOHAJT:

e 3allycK I10JIb30BATEJILCKON TPACCUPOBKU U OTOOPasKEHMEe BBIXOAHBIX JaHHBIX cepBepa (START)
e 3asepinenue ceanca tpaccupoku (STOP)

e IlpuocranoBiieHnEe U BO30OOHOBJIEHIE CEAHCA TPACCUPOBKU (SUSPEND u RESUME)

e Cnucok Bcex JOCTYIHBIX B HACTOsIIee BpeMsl ceancos Tpaccuposku (LIST)

CHUHTAKCUC BBI30BA YTUJIATHI CJIEILYOIIIHIA:

rdbtracemgr

{ -SE[RVICE] <ums cepBuca> |
-U[SER] <umsa nmonwp3oBaTens> |
-P[ASSWORD] <mapoms> |
-FE[TCH] <myTs / umsa daiima> |
-T[RUSTED] }

(npopmonketne Ha cnepytoLleil CTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

{ -STA[RT] |
-STO[P] |
-SU[SPEND] |
-R[ESUME] |
-L[IST] }

[ -N[AME] <uMsa ceccum> |
-I[D] <ID ceccum> |

-C[ONFIG] <roHQuUrypauuoHHHN Gain> ]
N J

JLy1si CKpBITHS 1TapoJisi TOSIBUJIACH BO3MOXKHOCTh CUMTBHIBaHUs Napojs u3 ¢aitna. [Tlapamerp -fe[tch]
MOXKHO HCIOJIb30BAaTh BMeCTO apamerpa -p[assword]. [lapamerp mpuHUMaeT OIHO 3HAYEHUE - CTPOKY Oe3
KaBBIUEK U AIOCTPOMOB, COMEPIKAIIYIO IIyTh U uMs daiia ¢ napojaem. Daitsr 70o/2KeH OBITH TOCTYIEH TEKY-
MEeMy TIOJIb30BATEII0 OMEPAIMOHHON CUCTEMBI JIJTsl YTeHUs.

9.8.1 Tumbl cobbpITHIT ayauTa

B sore aymura MoryT OBITH 3apEruCTPUPOBAHBI CJIEAYIONIE COOBITHUS:
® HavaJI0 W OKOHYAHWE BeJeHUd ayanta Jjs BII;
e npucoeaunenne K b/l u orcoenuuenue ot Hee;
® IIPHCOEMHEHNE K CEPBUCY U OTCOEIMHEHNE OT HEro;
® CTapT CEpPBHUCA, 3AIPOC K CEPBUCY;
® TI0JIIOTOBKA, BBIMIOJIHEHNE U 0CBOOOXKIeHme 3anmpoca K B/l a Takyke BBIOOpKa 3aInCEd;
o xommwmisanys u BeinosHerne BLR- nu DYN-3ampocos;
® HAYAJIO U OKOHYAHUE BBIIOJHEHUS XPAHUMOU IIPOIE/YPHI;
® HAYAJIO U OKOHYAHUE BBIIOJHEHUS] XPAHUMONU QYHKIIAL;
® HAYAJIO U OKOHYAHUE BBIIOJIHEHUsI TPUITEPA,;
® YCTAaHOBKA 3HAYEHUs] KOHTEKCTHON IIepeMeHHOI;
® HAYAJIO U 3aBepIeHNe TPAHIAKITIH;
® BO3HMKHOBEHWE OIMUOOK U MPEIYIPEXKICHUIN;

e cOOpKa Mycopa.

I Ilo YMOJ/JI9aHUIO CUCTEMa ayJaIuTa BBIKJIIOYECHA.

HecankmmonnpoBaHHON MOTBITKON BBITTOJIHEHNST JTEACTBUS CINTACTCS TaKasl, IIPU KOTOPOIl He ObLIa
NIpoii/ieHa ayTeHTudhUKAINA, JTU00 He 0Ka3aJI0Ch IIpaB Ha, BhITTOJTHEHNE JeiicTBus. HeycmerHott — gobast
JIpyrasi HeyadHasl MOMBbITKA, 3aKOHUHUBIIASICST OIMUOKOIA.

Coo0I1ieHnst 0 BBI30BE CEPBUCOB U MPEIbSBICHUN (DAKTOPOB Ay TEHTU(DUKAINH 3AIMCHIBAIOTCS B
Jior-daitst 6a3er securitybs.fdb. B unix-cucremax y cymepcepBepa HEIOCTATOYHO MPAB JIJIs 3AIACH B
nauubli dair. Jis pemenust 910l npobiieMbl cepBep J0JKeH ObITh 3aIlyleH 0T UMEHH root (Hy>KHO
BBINIOJIHUTH CKPUINT restoreRootRunUser. sh u3 karasora bin), mu6o jor-dailn MoxkeT GbITH CO3/IaH
BPY4HYIO U II0JIb30BaTeb firebird fojzkeH UMMeTh IPABO HA 3aIlUCh B HErO.

BosMoxkHO ncnosib30BaHNE CHCTEMBI POTAIUHU JIOTOB, KOTOPas aKTUBU3UPYETCs II0 JOCTHKeHnu aii-
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JIOM 2KypHaJjla ayJIuTa 3aJaHHOIO I0JIb30BaTeJIeM MaKCHMAaJIbHOrO pasMepa. IIpu srom pabouwuii Jjior-daiin
epenMeHoBbIBaeTCs B daitsr ¢ umeneMm <log_filename>.<Tekymas maTa u BpeMs>.<log_ext>, rue nara u
BpeMs 3anuchkiBatoTcsa B Buje <YYYY-MM-DDThh-mm-ss>, <log_ext> — pacmmupenue jor-cdaitra. dror daita
ynakoBbiBaercss B apxuB ZIP B Windows-cucremax, GZIP - B Linux-cucremax. Ilocie 3aBepiienust cxka-
THS MCXOIHBII apXWBUPYeMbIil (ailil yIajsercs, a ero COAep:KUMOe OYUIIAETCH €CJIM BKJIOYEHA OYHCTKA
HaMATI (MemoryWipePasses > O). HupekTopusi, B KOTOpPOi#l OyJeT CO3/IaH apxXuB, 33JaETCS MapaMeTPOM
archive_directory. Ilocie nepenmenoBanusi paboqero Jiora, co3aercss HOBBIN dailil ¢ UMeHeM Iepenme-
HOBAHHOTO. JTOT HOBBII (ailsl UCHIOJIb3yeTcs B JaJIbHEHIIeM B KadecTBe pabodero Jiora. YIaJeHrne CTapbixX
Jior-haityioB He MPEeyCMOTPEHO M MOYKeT OCyIIecTBIIsIThCs cpecrBaMu OC U MIaHUPOBIMUKAMEI 33184

9.8.2 Hactpoiika ayauta. [lapameTpsl KoHduryparmontHoro daiiia

Hacrpoiika perucrpaliyu cOOBITHAM TPOUCXOINUT C IOMOIIBIO H3MEHEHHSI TIapaMeTpoB B (aitne fbtrace.
conf, pacrosiokeHHOM B KaTtasiore ycranosku Pen Baza lannbix.

Daiiyi KOHGUIYPAITUH MOXKET COCTOSITh U3 JIBYX CEKITHit

4 N\
database
}
services
}
N\ J
Paznnanbie database ... CeKIUM COCTOAT M3 MAPAMETPOB, OTBEYAIONINE 38 JIOTHPOBAHNE COOBITHN Ha

YPOBHE 3aIIPOCOB. Services CEKIUs MOXKET OBITh TOJIBKO B €IMHCTBEHHOM IK3EMILISPE, IIO3BOJISET JEIATh
Tpeifc st MUPOKOro Kpyra Bei3oBoB Services API (Taknx kax pesepBUpoBaHUE, BOCCTAHOBJIEHHE JAHHBIX U
T.1.)

Crpoka, cirejyromasi 3a CHMBOJIOM #, cauTaeTcss KOMMeHTapueM. B mapamerpax, 3HAUEeHUsT KOTOPBIX J10-
[IyCKAIOT UCIIOJIb30BaHUE PEryJIsiPHBIX BbIPAXKEeHMUIA, UCIIOJIB3YETCsI CHHTAKCUC PEryJISIPHBIX BbipaxkeHuit SQL
(anasoruano oneparopy SIMILAR TO). 3HaveHre IapaMeTpa true O3HaYaeT YTO IapaMeTp BKJOUeH, false
— YTO OH BBIKJ/IIOYCH.

B TekcToBOM pekuMe 1Mo yMOJYaHUIO BKJIOYEHO JIOTHPOBAHUE €IMHCTBEHHOI'O TUIA COOBITHII — 3aBep-
nienus BoinojHeHust SQL-3apocoB (ec/im BKJIIOUEH caM ayiuT).

B OunaproMm pexmnme aBTOMATUYECKUA PETHUCTPUPYIOTCS COOBITHS BCEX TUIOB. VTHOPUPYIOTCS
BCE IapaMeTpbl, 3a WCKJo4YeHneM enabled, format, log_filename, max_log_size, rotate_log u
archive_directory.

B kouduryparnmonsom daiise HaCTPauBaKTCsl CJIELYIONIIE TapaMeTPhl:

enabled = true/false
Bectu aymur wian wer. Ilo ymMorgyaHuio ayuT BBIKJIIOYEH.

format = 0/1/2/3/text/binary/syslog/aggtrace
®opmar Jsor-daitia.
e 0/text — TEKCTOBBI (IO YMOJIYAHMUIO),
e 1/binary — GMHADHBII,
e 2/syslog - 3aIuCh B CUCTEMHBIN JIOT,

e 3/aggtrace - arperarHbIil.
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B Linux 3ammch B CHCTEMHBIH JIOT OCYIECTBIISIETCSI BBI30BOM (QYyHKIMK syslog, OOBITHO COOBITHUSI pe-
PHCTPUPYIOTCS B CUCTeMHBIH Jior-aiin (manpumep, /var/log/messages). IIpu 9TOM HCIOJIB3YIOTCS
CJIETYTOIIE KATErOPUH COOBITHIA:

e LOG_AUTH - jiyist cOOBITHIT ayTeHTH(DUKAIIANL;
e LOG_AUTHPRIV - jiuist cOOBITHIT 6€30I1aCHOCTH;
e LOG_DAEMON - Jijisl OCTaJILHBIX COOBITHIA.
IIpuopurer cobBITHIA:
e LOG_ERR - jyist COOBITHIl, 3aBEPIIMBIIIXCS C OITHOKO;
e LOG_NOTICE - jutst coOBITHIT OE30IaCHOCTH;
e LOG_INFO - fj1a BCEX OCTAJbLHBIX COOBITHIA.

B Windows cobbITurst perucTpupyocst B CHCTEMHBII 2Ky pHaJI cOObITHiA. J[Jisi yCIemHbIX COOBITHN UCTIOJTb-
gyercst Tun coobmrennss EVENTLOG_INFORMATION_TYPE, ayia meycrermabix - EVENTLOG_ERROR_TYPE. B
KadecTBe UCTOYHMKA OymeT yka3an Red Database SQL Server.

log_filename = <cTpoka>

Nmsa daiina jora. Ecan sror mapamerp He 3ajaH, Jor-gaiiji co3AaéTca B TOH »Ke IMalke, TIe Haxo-
muthea BJI n umeer nmsa Buma <uMs_6asw. fbtrace_text> mim <ums_6asm.fbtrace_bin>. Bosmoxkmo
HCIIONIb30BAHNE PETyspPHBIX BBIPAXKEHW B 3TOM mapamerpe. Hampumep, ¢ UX MOMOIIBI0O MOXKHO pa3-
6uth nyTh K B/l Ha rpynmbl u o6pamarhes K 3TUM IpynmaM KoHCTpykimsaMu Bujga \1, \2 u T.1. (cMm.
npuMmepsl Huke). [Ipu sBHOM yKazanuu umenu (aiiia, Bce cobbITUA OT Beex jorupyembix BJI GymyT
coXpaHsiTCs B JaHHOM (daiiie. B aTom mapamerpe pasaenmress kKarajgoros Windows - cuMBOJI 00paTHO#
KOCOM 9€pThI \ - JIOJIKEH JTyOJIMPOBATHCS.

max_log_size = <umcmo>
SBagaeT MakcUMaJbHBIN pasmep log-daitioB B Merabaiitax. Eciau 3nadenue mapamerpa pasuo 0, To
pasmep dailra KypHaja He OIpaHMYEH, POTAIUs JOrOB He HCIOJIb3YeTCd. JHAYEHNE 110 yMOTIAHUIO
JUIst TeKCcToBOrO bopMmaTta jor-caitra — 50. 3Hayerne mo ymosraanuio ajst obuaapuoro dopmara — 500.

rotate_log = true/false
OrnpesiesisieT, NCHOIB30BATD JIM CUCTEMY POTAIMH JIOTOB. Ecj 3HadeHe paBHO true, TO IIPU JOCTHXKE-
HUU JIOTOM pa3Mepa max_log_size OyJieT BBIIOJHATLC ero poranus. Eciu 3nadenne pasao false, To
[IpU JIOCTUKEHUN JIOTOM pa3Mepa max_log_size 3amuch B JIOT OYyIET OCTAHOBJIEHA, CECCUS TPACCUPOBKH
Oy/ileT OTKJIIOUeHA. 3HAYEHUE TI0 YMOJTIAHUIO JIJIsi TEKCTOBOTO (hopMmara Jjor-daitia — true. 3HadeHnne
110 YMOJTIAHUIO /710 OunapHoro ¢gpopmara - false.

archive_directory = <cTpoka>
IIyTe K AUpeKTOpHHU, B KOTOPYIO OyAyT 3alUCHIBATHCS JIOI'H IIOCJIEe POTAIlUH. JHAUYEHUE 110 yMOTIAHUIO
— IIyCTO, TO €CTb apXuB OyIeT co3IaH B TOI »Ke JUPEKTOPHUH, Ie Jor. Eciu omepalysa 3alncH B Ky pHAJ
3aBePIINJIACH C OMIMOKOI MCYEPIIaHAdA MecTa, TO OyIeT IpousBelieHa IPHHYIUTEeIbHAA POTAIUsS JIOIOB.

include_user_filter = <perynspHoe BHpaxeHUe>
Perynapruoe Bripakenne, KOTOpOMY HOJIZKHO COOTBETCTBOBATE UMs IIOIH30BATEI, OT KOTOPOT'O BBIIIOJI-
HSIETCS coemHenne ¢ 6a30it manublX. AyauT OymeT paboTaThb TOJBKO JJIS T€X HOAKJIIOYEHHH, KOTOPBIE
IIPOIILJIN 3Ty IIPOBEPKY. JHAYUEHHE II0 YMOJYAHHUIO — IIyCTO, TO €CTh B JIOT OyIyT BKJIIOYEHBI BCE IIOJ-
KJIIOYCHU .

exclude_user_filter = <perynsgpHoe BHpaxeHUe>
Perynsproe Boipaxkenune, nporusomnosokHoe include_user_filter. [logkiouenus ot mosb30BaTeseii,
COBIIABIINX C 9TUM BbIpayKeHHEM He OyJyT PerncTpupoBaThCs. JHAYEHUE M0 YMOJYAHUIO — IIYCTO, TO
€CTb B JIOT OY/IyT BKJIIOYEHBI BCE TOKIIIOYEHUS.

include_process_filter = <perynsapHoe BhpaxXeHUE>
Perynsiprnoe BbIpazkeHne, KOTOPOMY JIOJIZKHO COOTBETCTBOBATH HA3BaHUE [10JIb30BATE/HCKOIO 1IPOIECCa,
BBIIIOJIHAIONIETO coenutenne ¢ 6a30if manubix. Ayant Oyaer paboTaTh TOJBKO /IS TeX IIOIKJIIOYeHNH],
KOTODBIE IMPOIIIN 3Ty IPOBEPKY. 3HAYEHUE O YMOJYAHUIO — IIYCTO, TO €CTh B JIOT OY/IyT BKJIIOUYEHBI
BCE IIOJIKJIFOYCHUS].

e Cp. 206



PyxoBosicTBO aMuHACTpaTOPA
9.8 Ayanr

exclude_process_filter = <perynapHoe BhHpaxeHHUe>
Perynspuoe Boipazkenue, mpoTuBonoiozkHoe include_process_filter. [loakaiouenus oT mporeccos,
COBIABINNX C 9TUM BBIPAXKEHUEM He OYIyT PErHCTPUPOBATHCH. SHAYEHUE 110 YMOJIIAHUIO — IIYCTO, TO
€CTb B JIOT OYyT BKJIIOYEHBI BCE HOIKJIIOUEHUS.

include_filter = <perynapHoe BhHpaxeHHe>
Dror napaMeTp 3aJaéT pery/gpHoe Bbipaxkenue B cunrakcuce SQL (SIMILAR TO), KOTOPOMY JOJI2KEH
yoBieTBOpaTh TekeT SQL-3ampoca. Ecnm Teker 3ampoca He yI0BIeTBOPSET 33 IaHHOMY 3/1€Ch IITa0JI0HY,
9TOT 3aIPOC He 3AMUCHIBACTCS B JIOT. SHAYEHHE 110 YMOJTIAHUIO — IIYCTO, TO €CTh B KOHEUHBIH JIOT Oy Iy T
BKJIIOYEHBI BCE 3aIpOChl. [IpuMeHsieTcst TOTBKO I TEKCTOBOTO (popmaTa Jior-daiia.

exclude_filter = <perynapHoe BhpaxXeHue>
Baaér peryispHoe Boipaxkenue B cuatakcuce SQL (SIMILAR TO), KOTOPOMY HE JOJIZKEH YIOBJIETBOPSIThH
rekct SQL-3anpoca. Amajormuno include_filter. 3uadenue mo ymoJsdanuio — mycro. [Ipumensiercs
TOJIBKO JIJIsT TEKCTOBOTO (bopMaTa Jior-daiiia.

log_connections = true/false
Oupeeisier, 3aIUCHIBATD Jii COObITH Npucoeautenus /orcoequnenns K BJ1 B jor-daiin. [Ipumensercs
TOJIBKO JIJIsT TEKCTOBOTO (bopMaTa JIoT-(aiiia.

connection_id = <umcijo>
Bagaér nomep (uaeHTudUKaTOpP) MOAK/IIOUEHUS HA CePBEPE, KOTOPOE OYIET OTC/IeKUuBATLCs. 110 yMOJI-
qannio pasBHo 0, T.e. OTCIEKUBAIOTCA BCE MOAKIIOUYeHUs. [IpuMenseTcs TOIBKO I TEKCTOBOTO (hop-
Mara, Jor-daita.

log_transactions = true/false
Omnpeiesiget, 3aMCBIBAT M COOLITHSA HAYAIa U 3aBepIIeHns Tpan3akimil B tor-daiin?. [Ipuvenserca
TOJIBKO [IJIsi TEKCTOBOTO (popMaTa JIor-daiia.

log_statement_prepare = true/false
OrnpesiesisieT, 3alUChIBATH JIU COOBITHS OArOTOBKHU 3a1pocoB K B/ B sor-daitr. Ilpumensiercst ToJbKO
JIJIsI TEKCTOBOTO popMarTa, JJor-daiia.

log_statement_free = true/false
Or1ipeieisieT, 3aIMChIBATh JIM COOBITHS 0CBODOXK IeHUsT 3anpocoB K B/ B jior-daiin. [Ipumensiercst Tosb-
KO JIJIsT TeKCTOBOTO popMarTa Jior-chaiiia.

log_statement_start = true/false
Ornpesiesisiet, 3aUCHIBATD JIX COOBITHST HAYAJIA BBIMOHEHUS 3apocoB K BJ1 B jtor-daitn. [Tpumensiercs
TOJIBKO JIJIsT TEKCTOBOTO (bopMaTa Jior-daiiia.

log_statement_finish = true/false
Orpeiesisier, 3aMCHIBATH JIU COOBITHSI OKOHYAHUS BbITOTHeHNs 3anpocoB K BJI B jor-daiur. [Tpume-
HAETCS TOJIBKO JI/IsT TEKCTOBOTO (hopMaTa JIor-gaiiia.

log_procedure_start = true/false
Onpegesser, 3anuCbIBATE JIU COOBITHS HaYaJIa BBIIOJHEHUS XPAHUMBIX rporenyp. IIpumenserca Tojib-
KO JIJIsi TEKCTOBOrO (hopmara Jior-daiia.

log_procedure_finish = true/false
OnpeiesisieT, 3aUChIBATD JIU COOBITHS 3aBEPIICHUs BBIIOJHEHUsI XPAHUMBIX Ipoleayp. Ilpumensercs
TOJIBKO JIJIST TEKCTOBOIO (bopMaTa JIor-haiiia.

log_function_start = true/false
Or1ipeieisieT, 3alUChIBATD JIU COOBITHS HAYAJIA BBIIIOJHEHUS XPAHUMBIX pyHKIMiA. [IpuMeHsieTcst TOJIBKO
JIJIsl TEKCTOBOIO popMara, jor-daiia.

log_function_finish = true/false
Ornpesiesisiet, 3aUCHIBATD JIU COOBITHSI 3aBEPIIEHUsI BLIIOJTHEHUsT XpaHUMbIX (hyHKIuil. [Ipumensiercs
TOJILKO JIJIsT TEKCTOBOTO (bopMaTa Jior-aiiia.

4 Ipu moATBEP K AEHIH TPaH3aKIMH 3aIIMCHIBAETCH Ollepalisl Commit, mpu orkaTe - rollback
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log_trigger_start = true/false
OrnpenesisieT, 3aUCHIBATD JIX COOBITHS HAYAJIa BBIIOJIHEHHUST TPUITepoB. [IpuMeHsieTcs TOJIBKO J1JIs TEK-
cToBorO (hopmara Jior-daitia.

log_trigger_finish = true/false
OnpeiesisieT, 3aUCHIBATD JIU COOBITUSI 3aBEPIICHUS BBHIIIOJHEHUS TPUTTEPOB. [[puMeHsaeTCsT TOMBKO JJIs
TEKCTOBOTO (popMaTa Jior-cpaiia.

log_context = true/false
OnpejieisieT, 3anIUCHIBATH JIU COOBITHA N3MEHEHNI 3HAaUeHNHl KOHTEKCTHBIX IT€PEMEHHBIX B JIOT-(aill.
[Ipumensiercst TOIBKO JJIst TEKCTOBOTrO hopMmaTa Jor-daitia.

log_errors = true/false
Bkiouaer/orkiodaer 3amuch 06 ommbKax. IIpumensiercss TOJIBKO I TEKCTOBOrO (DOPMaTa JIor-
daita.

log_warnings = true/false
BkirouaeT /OTKIIIOUAET 3aIHUCh O IPELYIPeKIeHusIX. [IpuMeHsIeTCss TOIbKO JJIsi TEKCTOBOro hopmara
Jior-haiia.

include_gds_codes = <GDS-komsr>
970 cimcok GDS-ko0B ommboOK min mpesynpexkaennii. Keau CIucoK IycToil, TO B KOHEYHbIH JIOT
OyIyT BKJIIOUEHBI Bce ommOku. VHade B JIOr OyAyT 3ammChbIBATHCS TOJBKO OIMMMOKU M3 3TOTO CIHUCKA.
IIpumensieTcss TOMBKO [JIsT TEKCTOBOTO (popmarTa Jior-dpaiia.

exclude_gds_codes = <GDS-komer>
9710 cimcok GDS-ko0B ommboK mian npesynpexKaennii. Kceu CIucoK IycToil, TO B KOHEYHbIH JIOT
OyayT BKJIIOUEHBI Bee ormubku. MHade B J0T Oy/IyT 3alMCHIBATHCA OMMUOKH, HE BXOJSIINE B ITOT CIIICOK.
IIpumensieTcss TOBKO [JIsT TEKCTOBOTO (popmarTa Jior-cpaiia.

log_initfini = true/false
Oupeessier, 3a0UCLIBATH JIU COOBITUS HadaJia/OKOHYaHus Begenus ayaura BIL B yor-daitr. [Ipume-
HSI€TCS TOJIBKO JIJIsT TEKCTOBOTO bopMaTa Jor-caiiia.

log_sweep = true/false
OrpeiesisieT, 3anmcbiBaTh Ji COOBITUsI TIporiecca cOOpKU mycopa B Jor-caitn. Ilpumensiercss TOJBKO
JIJIsI TEKCTOBOTO popMara, Jor-daita.

print_plan = true/false
BkurrouaeT /OTKIIIOIAET TIeYaTh UIAHOB 3allPOCOB.

explain_plan = true/false
Bkirouaer /OTKIIIOYAET [e9aTh PACHINPEHHBIX ILIAHOB 3aIIPOCOB.

print_perf = true/false
BrJIo4aeT /OTKIII09aeT MevaTh CTATUCTUKY BBIIOJTHEHNs! 3aIIPOCOB.

log_blr_requests = true/false
Ornpesiesisiet, 3alUCHIBATH JIU COOBITHSI MIPSIMOTO BBIITOJIHEHUST OTKOMITMJINPOBAHHBIX 3AIIPOCOB BO BHYT-
pennem mpejctasiennu cepsepa - BLR. IIpumensiercsa Tobko st TekcToBOrO (popmaTa Jsior-dpaiia.

print_blr = true/false
Eciu nmapamerp ycranossen B true, To cogepxkumoe BLR-3ampocos Oymer nmpeobpa30BhIBATHCS B TEK-
cToBoe npejcrasienune. Eciau nmapamerp ycranosieH B false, o BLR-3ampoc 6yaer coxpanen B aBo-
u9HOM BHjie (II0CJIe0BATENILHOCTD Gaiir). DToT mapamerp Oyjer paborarb TOJBKO JJIs TEKCTOBOI'O
dopmara siora. B 6unapraom dopmare comep:kumoe BLR Bcerna Oymer coxpaHsSTbCsI B TBOMIHOM BUJIE.

log_dyn_requests = true/false
Ornpesiesisiet, 3alUCHIBATD JIH COOBITHSI TPSIMOTO BBITIOJTHEHUsT OTKOMITHJINPOBAHHBIX 3AIPOCOB HA M3Me-
nerne Metaganabix (DDL) Bo BHyTpeHHeM npencrasiaennn cepsepa - DYN. IIpumensieTcst TOIbKO Jiist
TEKCTOBOTO (popmarTa Jior-aitia.

print_dyn = true/false
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Ecan mapamerp ycranoBjien B true, To cosiep:kumoe DYN-3ampocoB 6yeT mpeobpa30oBbIBATHCS B TEK-
CcTOBOe TpejicTaBenne. Kean mapamerp ycranosieH B false, To DYN-3ampoc Oymer coxpaHeH B JBO-
uaHOM BHjie (IIOCTIENOBATEILHOCTD Gaiir). DToT mapamerp Oyjer paboTaTb TOJBKO JJI TEKCTOBOIO
dopwmarta Jsora. B bunapmom dpopmarte comep:kumoe DY N Bcerma OymeT coxpaHaThCs B IBOUTHOM BU/JIE.

log_privilege_changes = true/false

BxJmouaer /OTKIII0UAeT 3aluch COOBITHIN, CBSI3aHHBIX ¢ U3MEHEHUEM IIPABUJI PA3TPAHUYEHUS JOCTYIIA.
IIpumensieTcst TOIBKO JJIsI TEKCTOBOTO (popmara Jior-daiiia.

log_changes_only = true/false

BrJmouaeT /OTKIII09aeT 3aluch TOJILKO TeX COObITHI, KOTOPbIE U3MEHSLIU JJanHble B Oase. [lpumensercs
TOJIBKO JIJIST TEKCTOBOIO (popMaTa JIor-haiia.

log_security_incidents = true/false

BkurrouaeT /OTKIIIO9A€eT 3aInCh COOBITH, CBA3aHHBIX ¢ HAPYIIIEHHEM Ge30MACHOCTH cepBepa (MHIUIEHTHI
GesornacHocTH). Ecsmm 5TOT apaMerp BKIIOYEH, BCe TaKue COOBITHsI Oy/1yT PErMCTPUPOBATHCSI HE3aBUCH-
MO OT TOI'O, BKJIIOUEHA JIM PErUCTPaIius COOBITUI JAHHOIO TUIA B JIPyIruX HacTpoiikax. [To ymomaanuo
OTKJIIOYEHO.

print_security_level = true/false

BiJIo9aeT /OTKIII09aeT Mevarh YPOBHS BaXKHOCTH COOBITHs. Y POBHU BasKHOCTH:
e EMERG - aBapuiiHblii;

e FATAL - darajbHBI;

e CRITICAL - KpUTHYECKUIL;

e HIGH - BbICOKUIl;

e MEDIUM - cpennuii;

o LOW - HU3KUIA;

e DEBUG - OTJ1aI0YHBII1.

Ilo ymMoI4aHUIO OTKJIIOUYEHO.

print_security_type = true/false

Bkiiouaer /oTK/II049a€eT medaTh TUna cobbrthsa. Tunbl coObITHii:

e AUTHENTICATION - ayreHTH(DUKAIIAS

e IDENTIFICATION - ujaeHTH(DUKAIIST;

e USER MANAGEMENT - yupapjeHUE II0JIb30BATEJIAMUA U POJIAMU;

e ACCESS MANAGEMENT - ympaBJyieHHE JOCTYIIOM;

e START/STOP COMPONENT - 3a1rycK,/OCTaHOBKa CepBepa;

e RESTORE - BOCCTaHOBJICHIE U3 PE3EPBHON KOIINUU;

e ACCESS TO PROTECTED INFO - uzmeHeHHE IIpaBUJ PAa3TPAHUYCHUS JIOCTYIIA;

e VALIDATION OF THE SOFTWARE COMPONENTS - mpoBepKa IEJIOCTHOCTH OOBEKTOB KOHTPOJIS;
e (OTHER - gpyroe.

Ilo ymMoI4aHUIO OTKJIIOYEHO.

time_threshold = <umcmio>

MunrMaabHOE BpeMs BBITIOJHEHHUS 3aIIPOCOB, IIPOIEIy D, TpaH3akiuil u T.;1. CoObITUS, BPEMsI BBITOTHE-
HUsI KOTOPBIX MEHbBIIIE YKA3aHHOIO, He OYIyT PErnCTPUPOBATLCS B XKypHAJe. SHAYEHHE 110 YMOTIAHUIO
— 100 mc. IIpumensiercss TOJIBKO 1151 TEKCTOBOTO bopmaTa Jor-daiiia.

time_format = <h/n/u/m/s>

Euauia namepenusi, B KOTOPoii Oy1eT yKa3aHO BPeMsl BBIITOJTHEHUS 3aIIPOCOB, POy, TPAHIAKITIIT
u T.1. Ilo ymMoT9anuo ncnosb3yoTcs MUJIIACEKY HJIbL.

e h - gesnoBekounTaEMbIil hopMaT;

® 11 - HAHOCEKYH/IbI;
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® U - MUKPOCEKYH/JIbI;
® I - MUJUIMCEKYH/IbI (3HAYEHHE 110 YMOJIYAHHUIO);
® S - CeKyHJIBL

max_sql_length = <umcmo>
MaxkcumasbHas JyinHa ogHoi 3amucu SQL-3ampoca B Jior-daiine, B Gaiitax. 3HaUeHUE IO YMOJJTIAHIIO
— 0 (meorpanmnyenno), makcumabuaoe 3uadenne — 64K. Eciu qymua 3ampoca 6oJibliie yKa3aHHOTO 3/1€Ch

3HAMeHnsd, 3aIpoc 6yaeT obpesam. IIpuMenseTcs TOIBLKO A TEKCTOBOro dpopmaTa jor-daiina’.

max_blr_length = <umucmo>
Maxcumasbhas jyimaa BLR-3anpoca, coxpansiemoro B Jjior, B baiitax. 3HaueHue 1mo ymosrdanuio — 500
6aiir. MakcumasipHoe 3Hadenne — 64K. Ecau mmumaa 3ampoca 60sbIe yKa3aHHOTO 37€Ch 3HAYEHUS,
zamnpoc b6yzaer obpesan. [Ipumensiercs: TOMBKO 1 TEKCTOBOTO hopmaTa Jor-daiiia.

max_dyn_length = <umucmo>
Maxkcumasbhas jgyimaa DYN-3amnpoca, coxpaHsieMoro B Jior, B baiitax. 3Hadenue mo ymosraanuio — 500
6aitr. MakcumasipHoe 3Hadenne — 64K. Ecau mmmaa 3ampoca 60sbIe yKa3aHHOTO 37€Ch 3HAYEHUS,
zamnpoc b6yzaer obpesan. [Ipumensiercs: TOMBKO 1 TEKCTOBOTO hopmaTa Jor-daiiia.

max_arg_length = <umcmo>
MaxkcumasibHasi JJIMHA OJHOIO HapaMeTpa 3ampoca / mpoueaypbl B jor-daiiie. 3HaYeHUe 110 yMOJI-
vyanuto — 0 (HeorpanmuenHo). Makcumasbroe 3naderne — 64K. Ecou jumuHa napaMerpa Gosibliie yKa-
3aHHOT'O 3J/IeCh 3HAYEHUs, mapameTp Oymer obpesan. [Ipumensiercss TOJBKO Myisi TEKCTOBOrO (opmara
Jior-haiia.

max_arg_count = <4Ymcjo>
MaxkcuMmasbHOe KOJIMIECTBO HapaMeTPOB 3aIpoca / MPOLELyPbl, KOTOPOEe 3aHOCUTCA B JIor-aiii. 3Ha-

venue 1o ymosrdanuio — 0 (neorpanundento). IlapaMerpsl, HOMepa KOTOPBIX OOJIbIIE YKAZAHHOIO 3/IEChH
3HaYeHNsI, OTOOpaxKaThecsa He OymayT. [IpuMensieTcss TOJBKO JIIsT TEKCTOBOTO (popMaTa JIoT-daitia.

log_services = true/false
BkIIIouaeT WiIM OTKJIIOUYAET ayJUT COOBITHI [IPUCOEMHEHNS/OTCOE/IMHEHHsI I CTapTa CEPBHCA.

log_service_query = true/false
Onpefesnser, 3aUCHIBATD JTH COOBITHS 3AIIPOCOB K CEPBHCY.

log_message = true/false
Ornpesiesisier, 3aMUCHIBATE JIX COODINEHMUsT, T00aBIeHHbIe ¢ ToMOIbio dyHKimu RDBSTRACE _MSG.

IIpu momoty peryasipHbIX BBIpaXKEHU MOXKHO 3ajaBarTh KOHKpeTHble B/ mist joruposanust. [Ipumepst
KOHMUTYPAITMOHHBIX (DANIOB ayIuTa:

IIpumep 1:

#Jlor BemeTca nna 6a3 c¢ mmeHamu test.fdb, azk2.fdb, rules.fdb
database = %[\\/] (testl|azk2|rules).fdb

{
enabled = true
# Jlorm coxpamsawTca B dadtmsl test.log, azk2.log, rules.log COOTBETCTBEHHO
log_filename = \1.log
}
IIpumep 2:

5 Jlnst 6umaproro dopmara Jjor-daiiia 3ampoc Gy/Ier 3aIiucan B JIOT HEJIHKOM, OJHAKO IIPH TIOIK/IIOMEHIH TaKOTO JIora K Gase
JAHHBIX MaKCUMAJbHBIM pa3Mep 3allpOCOB He MOKET IMpEeBbINaTh pa3Mep crpanuisl BJl. B nporusHOM ciyuae 3ampoc Gyzger
obpe3aH.
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#na Bcex B]l ma mucke C c pacmmpernueM fdb - ¢dopmMaT mora TeKCTOBH
database = C:%.fdb
{

enabled = true

format = 0

3

#llna Bcex Bll c pacmmpernueM fdb Ha gucke D - dopmaT jora OumHADHHN
database = D:%.fdb

{
enabled = true
format = 1
}
ITpumep 3:

B peryJigpHbIX BBIPAKEHUSX MOXKHO UCIOJIL30BATH MPYIIUPOBKY - ().

#llepsas rpymma (%[\\/]) - moboit myTrs x daiimam B[l
#Bropas rpymma (test|azk) - uma daiina BJ] test mmm azk

database = (%[\\/]) (testl|azk).fdb

{
enabled = true
#\1 - llepBas rpymma - OyTh.
#\2 - Bropas rpymma - uMsa daina
log_filename = \1\\logs\\\2.log
}

To ects OyayT cozmaBarhes Jor-dailyibl ¢ nMeHamMu <uMsi_6as3s.log> B KaTajore 1ogs paclOOKeHHOM Ha
OJIHOM YPOBHE C KaTaJOrOM, COJIEPIKAIIIM 0a3bl.

9.8.3 TekcroBbrii aitin ayaura

2KypHaJs ayauTa COIEp:KUT 3aIlUCA B XPOHOJIOTMYECKOM IIOPSIJIKE 110 BPEMEHH 3aBePIIEHUs COOBITUS.
Jajiee OyiyT onmcaHbl BCe BAPUAHTHI 3aIUCeil B 3aBUCUMOCTH OT THUIA COOBITHUSI.

PesympraT UNAUTHORIZED 3amuChIBaeTCsI, €CJTM BO3HUKJIA OIMMOKA, CBSI3aHHAS C HEJOCTATOYHBIMU TIPa-
BaMU JIOCTYTIa MJIM HEBEPHBIMU JAHHBIMU TIPU ayTeHTUdUKAIuu. B ciaydae BOSHUKHOBEHUS JIPYTUX OMIHOOK
pesyibraTom Oyier FATLED.

Ha‘{aHO/OKOH‘{aHI/Ie BedeHUuA ayAuTa

BrurounTs Besienue 3ammceit 06 9ToM coObITHN 1103BOJIsAET TapaMeTp log_initfini. CTpyKTypa 3ammcu
B JXKypHAJIE ayInTa OyIeT BBIIVIAIETh TaK:

<paTta coburua>T<BpemMs> (<ID mpomecca>:<ID moToka>#<HOMEp 3amuCcu>)
SESSION_<ID ceccmm> <mMA CeCCHH>
<nyTe Kk 6ase IaHHHX>

Tne <tunm coburua>:= {TRACE_INIT | TRACE_FINI}.
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ITpucoeautenue /orcoeautenue or B /1

BrurounTs BeseHue 3armceit 06 3TOM COOBITHM I03BOJIsIeT Hapamerp log_connections. CTpykTypa
3allliCh B YKypHAJIE ayIuTa OyAeT BBITJISIIETh TaK:

4 A
<maTa coburua>T<BpemMa> (<ID mpomecca>:<ID moToxka>#<HoMep 3amucu>) <cobHTHe>, <BAXHOCTb

cobnTHusA>, <THUI COOHTHI>
<CBeIeHUusI O COeIVHEHUuu>
<KNueHTCKuil npomecc>:<ID KIMEHTCKOTO Ipollecca>

<tmn coburus>:= {CREATE_DATABASE| ATTACH_DATABASE| DROP_DATABASE| DETACH_DATABASE}

<CBeIOeHUsA O COeIUHEHUU> ::=
<nyte K BI> (ATT_<ID coenuHeHuWs>, <UMsS [NOJIb30BATENS>:<poib>, <KOZUPOBKA>,

<mpoTokon coepuHeHus>:<IP ampec mnum uMs KoMubbTepa>:<MAC-azmpec>)
\§ J

B caygae meycrernmHol nim HECAHKITMOHUPOBAHHON ITOMBITKA BBIMIOJHEHUS TPUCOETUHEHUS WX OTCO-
enunenus ot B/l B tume cobbitus durcupyercs pe3ysabrar FAILED wun UNAUTHORIZED.

HauaJio /3aBepiiienue TpaH3aKIuu

BruounTh Bejienue 3amuceit 06 3TOM COOBITHH MO3BOJIsIeT mapaMeTp log_transactions. CTpykTypa
3AIUCH B YKYPHAJIE ayuTa OyeT BBIIVISIJIETh TaK:

4 )
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moTora>#<HoMep 3amucu>) <cobmHTHE>

<CBeeHUd O COeINUHEHUMN>
<KINEHTCKUH nponecc>:<ID KIMeHTCKOro IpoIlecca>
(TRA_<ID TpaH3akuum>,<ypoBeHb H30JIALUK>|<pexuM pasp. 61-K>|<pexumMm mocTyma>)
[<rmobanbHMEe cueTYMRU> ]
[<Tabauunre cueTymrm>]

<tun cobmTusa> := {START_TRANSACTION | COMMIT_RETAINING | COMMIT_TRANSACTION |
ROLLBACK_RETAINING | ROLLBACK_TRANSACTION}

<CBeIOeHUsA O COeOUHEHUU> ::.=
<nyTe K B> (ATT_<ID coenuHeHus>, <UMS NOJIb30BATENS>:<poib>, <KOAUPOBKA>,
<mpoTokoin coepuHeHus>:<IP azmpec mim uMs KoMmubbTepa>:<MAC-azmpec>)

<ypoBeHb m3omanuu> ::= {CONSISTENCY | CONCURRENCY | {READ_COMMITTED|REC_VERSION} |
{READ_COMMITTED |NO_REC_VERSION} |
{READ_COMMITTED | READ_CONSISTENCY}}

<pexuM paspemeHus 6mokupoBok> ::= {WAIT [N] | NOWAIT};

<pexuM pmocTyma kK gmamanM> := {READ_ONLY | READ_WRITE};

<rnpobanbHbe cYeTumru> ::= ml ms, m2 read(s), m3 write(s), mé4 fetch(es), mb mark(s)
<Tabn. cyerumrm> ::= Table Natural Index Update Insert Delete Backout Purge Expunge
st sk sk o o o ok sk ok o o ok sk sk ok o ok sk sk ok o sk sk ok o sk sk ok o sk sk ok sk ok ok sk sk sk o ok sk sk sk e ok sk sk ok e ok sk sk ok s ok ok sk ok ok
(. /

B caydae meycnemnrHoil min HECAHKIIMOHMPOBAHHON IONBITKY BBIIOJHEHUS CTAPTH WM 3aBEPIIEHUs
TPaAH3AKIUKA B THIlE COObITHsT puKcupyercs: pesysiabrar FAILED uian UNAUTHORIZED.
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Bammcn cofepKaT TabJINIHbIE U TVIO0AIbHDBIE CIETINKH, TOJIBKO €CJIN B HACTPOMKAX BKJIIOUYEH [apaMeTp
print_perf.

Tabauma 9.10 — Tabiauuable CYSTINKHT

Table NMsa Tabimis

Natural KosmnuecTBo 3amuceil, CauTaHHBIX TI0CIEI0BATEILHO (663 nHIeKca)

Index KosmuecTBo 3anmceii, CInTaHHBIX 110 HHIEKCY

Update Komuaectso oOHOBIIEHHBIX 3anmceit

Insert KommaecTBo BeraBieHHBIX 3amuceit

Delete KommaecTBo ymameHHbIX 3amnceit

Backout KommaectBo 3ammceil, 151 KOTOPBIX OB BOCCTAHOBJIEHBI IIPEJIBIIYIIIE BEP-

CHH U3-3a OTKaTa TpaH3aKIWW WUJIX TOYKHN COXPaHCHUA

Purge Kosymuaecrso 3aHI/ICeI../'I7 JJIsd KOTOPBIX ObLIU YAaJIeHbl yCTapeBline BEepCUu, He
HY2>KHBbIC HI OLLHOIU/I AKTUBHO TpaH3aKIIUN

Expunge KonmaecTBo BBIMUIIEHHBIX CPEJICTBaMU COOPKH Mycopa 3amuceii (expunged
records). DTO NPOUCXOIUT, KOTJIA 3alHCh, KOTOPasi He BUJIHA KAKOH-IM00 ak-
TUBHOI TpaH3aKIUU, yJaJdeTcd U yJaJdIonas TPaH3aKIHUs IOATBEPXKIACT-
ca (commit). YiaJéHHAs 3a0UCh U BCE PAHEE MOJTBEDPXKIEHHBIC BEPCUU ITON
3aAIIMCH YJIAJISAIOTCS, 9TOObI 3aHATOE UMU JUCKOBOE IIPOCTPAHCTBO MOYKHO ObI-
JIO TIOBTOPHO HUCIIOJIb30BaTh. Ecim 3ammcek BCE elmné BHUHA It Oojiee CTapbIx
snapshot TpaH3akIuii, KOHEYHO, yJaJl€HUE MOYKET IPOU3OHTU TOJIBKO IIOCJTE
3aBCPIICHUS ITUX TPaH3aKIWIl

Lock KommgecTBo 3ammceit MpOYNTAHHBIX C WCIOJB30BAHMEM Tpestoxkennss WITH
LOCK
Wait KoumnuecTBo 1monbiTok 06HOBIEHUS / MOAMbUKAIN /GJIOKUPOBKY 3aIIUCeli IpH-

HaJJIeXKAINX HECKOJbKUM AKTHUBHBIM TPAH3AKIINAAM. 1 PAH3aKIUS HAXOIUTCS
B pexkuMme WAIT

Conflict KonndecrBo HeyJauHBIX MONBITOK OOHOBJIEHMs/ MonnduKaImu /6I0KHPOBKA
3amuceil IpuHaJIeKAIIUX HECKOJIbKIM aKTHBHBIM TPaH3aKIuaM. B Takux cu-
Tyarusix coobmiaercst o Koudmkre o6HoBeHus1 (UPDATE CONFLICT)

BVersion KommaecTBo mpounTaHHbIX BEpCHil MIPU MMONCKE BUJIMMBIX BEPCHUIT 3aImmceit
Fragment KommaecTBo pounTaHHbIX PPArMEHTOB 3aITUCEiH
Refetch KosmaecTBo OBTOPHO MPOYNTAHHBIX 3aIuCeit

Tabsmuna 9.11 — I'yiobajibHBIE CYETYUKHT

ms BpEeMsI BBIIIOJIHEHUS
read(s) KOJIMYIECTBO CTPAHUI], CIUTAHHBIX C JTUCKA
write(s) KOJIMYIECTBO CTPAHMUII, 3alIMCAHHBIX Ha JUCK

fetch(es) |KOJMYECTBO CTPAHUIL, CYUTAHHBIX U3 CTPAHIMIHOIO KIIIIA

mark(s) KOJITYECTBO CTPAHMUI], U3MEHEHHBIX B CTPAHUYHOM K3IIIe
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IloaroroBka 3anpocoB K B/I

Bxirounts BeneHue 3almceil 00 3T0M COOBITUH II03BOJIAET IIapaMeTp log_statement_prepare. CTpyk-
Typa 3allUCU B JKypHaJje ayAuTa Oyner BBINVIANETH TaK:

( N\
<paTta coburua>T<Bpems> (<ID mpomecca>:<ID moToka>#<uoMep 3amucu>) PREPARE_STATEMENT

<BaXHOCTb COOBTHA>, <TUI COOHTUI>
<CBeIeHUusI O COeIVHEHUuu>
<KNueHTCKuil npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID TpaH3aruuu>,<ypoBeHb H30NALXU>|<pexuM pasp. 6i-x>|<pexum mocTyma>)
Statement <umenTmOMKaTOp 3ampoca>:

[<nman s3ampoca>]
<BpeMs BHIIOIHEHUST> MS

<CBeIeHUs O COeOUHEHUU> ::=
<nyte K BI> (ATT_<ID coenuHeHuWs>, <UMs [NOJIb30BATENs>:<poib>, <KOZUPOBKA>,
<npoTokon coepuHeHus>:<IP ampec mmum uMs KoMumbbTepa>:<MAC-azpec>)

<ypoBeHb m3omsanmu> ::= {CONSISTENCY | CONCURRENCY | {READ_COMMITTED|REC_VERSION} |
{READ_COMMITTED | NO_REC_VERSION}}

<pexuM paspemeHus 61oKupoBoK> ::= {WAIT [N] | NOWAIT};

<pexuM mocTyma K paumenm> := {READ_ONLY | READ_WRITE};
N y,

B caygae meycremnHoit mim HECAHKITMOHHPOBAHHON IONBITKHU IOJTOTOBKH 3aIlpPOCa B THUIE COOBITUS
bukcupyercs pesyabraT FAILED man UNAUTHORIZED.

Il1am BbIOIHEHMST 3aIPOCA BBIBOJIUTCS, €CJIN BKJIIOYEH IIapaMeTp print_plan.

OcBoboxKkaeHnune 3anpocoB K B /1

BrurounTts Besienne 3amnmceit 06 9ToM coOBITHN O3BOJIAET TapaMeTp log_statement_free. CTpykTypa
3alKcy B yKypHAJIE ayIuTa OyAeT BBIIJISIETh TaK:

( )
<pata coburusa>T<Bpems> (<ID mpomecca>:<ID morora>#<momep 3amucu>) {FREE_STATEMENT |

CLOSE_CURSOR} <BaXHOCTb COOHTHUS>, <TUI CO6HTUI>
<CBeIeHHusSI O COeIUHEHUuUu>
<KJIMEHTCKu# mporecc>:<ID KINeHTCKOTO Ipolecca>
Statement <mzmeHTHQHKATOpP 3ampoca>:

<mjaH 3ampoca>

Il1am BbIOSIHEHUST 3aIPOCA BBIBOJIUTCS, €CJIN BKJIIOUEH ITapaMeTp print_plan.
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Hauaso /okoHvuaHnue BbimojiHeHus: 3apocoB K B/

BxunounTns Benenme 3ammceit 06 3TOM COOBITHH TIO3BOJIAIOT IapaMETPhI log_statement_start u
log_statement_finish. Crpykrypa 3amucu B XKypHaJje ayuTra OyJIeT BBIIVISIEeTh TaK:

( A
<paTta coburua>T<BpemMs> (<ID mpomecca>:<ID moTora>#<HoMep 3ammcu>) <cobHTHe>, <BaXHOCTb

cobnTHusA>, <THUI COOHTHI>
<CBeIeHUsI O COeIVHEHUuu>
<KIMeHTCKui npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID TpaH3akuum>,<ypoBeHb H30IAIUK>|<pexuM pa3p. 61-K>|<pexum gmocTyma>)
Statement <umenTmOMKaTOp 3ampoca>:

[<nman s3ampoca>]

<ImapaMeTphl BHIIOJHEHHUS 3ampoca>

[<xommuecTBO BHOpaHHHX 3amucei> records fetched]
[sorting memory usage: total: <cyMMapHHil pasMep Kama>,
cached: <pasmep RAM ksma>, on disk: <pasMep LUCKOBOTLO K3mWa>]
[<rnmobampHEe cueTumKE>]
[<Tabanunbie cueTuwr®>]

<tmn cobwrus>:= {EXECUTE_STATEMENT_START | EXECUTE_STATEMENT_FINISH}
\ J

B cayuae meycrenmuoit uian HeCAHKIIMOHUPOBAHHON TOMBITKYA BBITTOJHEHUsT 3AIIPOCa B THUIE COOBITHS
dukcupyercs: pesysiabrar FAILED min UNAUTHORIZED.

B tume cobbirus {EXECUTE_STATEMENT_FINISH}, mpu MCIIOJIb30BAaHUM COPTUPOBKH, OyIET j00aBIeHA
3amnmch sorting memory usage CO CYeTYMKAMU BBIIEJIEHHOI'O K3Ila. B IPOTHBHOM ciIydae, ecyii COPTHPOBKA
HE HUCIOJIb30Bajach, K records fetched Gyuer mobaBieno without sorting.

Ilnan BeIIOSIHEHNS 3allpoCa BBIBOJIUTCHA, €CJAN BKJ/IIOYEH ITapaMeTp print_plan.

Samucu comepKar TabimdHble U raobasbHble caerduku (cM. Tabsuiy 9.10 u Tabuumy 9.11), Toabko
ecJIii B HaCTPOMKax BKJIIOYEH IlapameTp print_perf.

N3meneHne 3HadeHnii KOHTEKCTHBIX IepeMeHHbIX

Brutrounts BeneHue 3amuceil 06 9ToM cOOBITUH II03BOJIAET HapamMeTp log_context. CTpyKTypa 3ammcu
B JKypHaJIe ayJuTa OyIeT BBIIVIAJETh TaK:

<paTta coburua>T<Bpems> (<ID mpomecca>:<ID moTora>#<uoMep 3amucu>) SET_CONTEXT
<CBeZeHUs O COENUHEHUN>
<KJIMEHTCKu# mporecc>:<ID KINeHTCKOTrO Ipolecca>
(TRA_<ID Tpam3aruuw>,<ypoBeHb H30IAUUN>|<pexuM pa3p. O6i-x>|<pexum mocTyma>)
[<umpocTparcTBO_mMeH>] <uMs_nIepeMeHHOU> = <3HadeHWe_NepeMeHHOI>

N3Mmenenne nmpaBuJ1 pa3rpaHuYeHus JOCTYyMa

Brutiounts Benenue 3ammceit 06 9T0M COOBITHH TIO3BOJIAET apamMerp log_privilege_changes. CTpyk-
Typa 3aIlICH B KypHAaJje ayauTa OyaeT BBIVIALETD TaK:

<pata coburus>T<BpeMs> (<ID mpomecca>:<ID moTrora>#<uomep 3amucu>) PRIVILEGES_CHANGE
<CBeIeHUs O COeIVHEHUN>
(npomonxerne Ha cneaytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
<KIueHTCKui npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID TpaH3akuum>,<ypoOBEHb K30JIAIUK>|<pexuM pasp. 61-K>|<pexumMm mocTyma>)
Executed by <executor> as <grantor>,operation:{ADD|DELETE} PRIVILEGE <upus-us>
<o6berT> for <mMa IOIb3OBATEJT>
Attachment: <ID_coemumueHua>, Transaction: <ID_TpaH3armum>

<npuBunerus> ::= {ALL | INSERT | UPDATE | DELETE | SELECT | EXECUTE | REFERENCE |
CREATE | ALTER | ALTER ANY | DROP | DROP ANY | ROLE | ENCRYPTION KEY}

Hauaso /3aBepiiienne BBITIOJTHEHUST XPAHUMBbIX mporieayp (dyHKImii)

BkorounTes BesneHme 3ammceil 06 9TOM COOBITHH IIO3BOJIAIOT IapaMeTpbl log_procedure_start u
log_procedure_finish (log_function_start, log_function_finish). Crpykrypa 3amucu B KypHAJE
aynnTa OyJeT BBITVISJIETh TaK:

4 )
<mata coburus>T<BpeMs> (<ID mpomecca>:<ID moTora>#<HoMep 3amucm>) <cobmTue>

<CBeeHUSs O COEeIVHEHUuu>
<KNIMeHTCKuil npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID TpaH3aruum>,<ypoBeHb H30JALUK>|<peXuM pa3p. O6i-K>|<pexuM mocTyma>)

Procedure (Function) <ums mpomnezyps (byHKINH)>:

<BXOZHbE TapaMeTph XpaHWMOW mpomnenyph (byHKIHEH) >

[returns: <BhxomHOe 3HadueHHe GyHKIMK>]
<KOJMYECTBO BHOpaHHHX 3anucei> records fetched

[sorting memory usage: total: <cyMMapHhil pasMep Kama>,

cached: <pasMep RAM ksma>, on disk: <pasMep OUCKOBOTO K3ma>]

[<rmobambHEle CcueTumKE>]

[<Tabauunbe cueTuwru>]

<Tun coburus>:= {EXECUTE_PROCEDURE_START | EXECUTE_FUNCTION_START |
EXECUTE_PROCEDURE_FINISH | EXECUTE_FUNCTION_FINISH}

& J

B ciyaae meycnemnHoit nim HECAHKIIMOHUPOBAHHOM MMONBITKN BBITOJTHEHUS XPAHUMON MPOIIE/Ly Pl UJIH
dyHKIIMKI B TUIE COOBITUA hukcupyercsa pe3yabraT FAILED naum UNAUTHORIZED.

B tune cobprrus {EXECUTE_PROCEDURE_FINISH}/{EXECUTE_FUNCTION_FINISH}, mpu HCIOJIb30BAHUHN
COPTUPOBKH, Oy/teT 100aBIeHa 3aiCh Sorting memory usage C CI€TYNKAME BBIIEJIEHHOTO K31ra. B mpoTus-
HOM CJIy4ae, ecJii COPTUPOBKA He UCIO0JIb30Bajach, K records fetched Oyner nobassieno without sorting.

Samucu comepKar Tabimdnble u riaobasbable caerduku (cM. Tabsuiy 9.10 u Tabuuny 9.11), Toabko
€cJIi B HACTPOMKax BKJIIOYEH ITapameTp print_perf.

HauaJio /3aBepiiienue BBITIOJTHEHUs] TPUTTEPOB

Bkiounts Benenme 3ammceit 06 9TOM COOBITHH IIO3BOJISIIOT IAapaMeTpbl log_trigger_start u
log_trigger_finish. CrpykTypa 3ammcu B )KypHaJje ayJauTa OyJeT BBIIJISIETh TaK:

( N
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moToka>#<HOMEp 3amucu>)

<CBeIeHUd O COeIOUHEHUMN>
<KINEHTCKUH nponecc>:<ID KIMeHTCKOro IpoIlecca>
(TRA_<ID TpaH3akuum>,<ypoBEHb H30JIALUK>|<pexuM pasp. 61-kK>|<pexumMm mocTyma>)
<mmsa_tpurrepa> [FOR <umsa_tabmums (mpercraBnenus)>] ({0N <cobwrme B>} |
{BEFORE | AFTER} <cobwurue Tabmuus (mperncraBmexus) wmiau DDL-cobbTue>)
(npogonkerne Ha cneayroweid CTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
[<rnobanbube cyeTyuruU>]
[<Tabnuunble CYeTUIUKH>]

<tmn coburus>:= {EXECUTE_TRIGGER_START | EXECUTE_TRIGGER_FINISH}

B cnydae meycmemnuoit nin HeCAHKITMOHUPOBAHHOM MOMBITKYU BBITIOJTHEHUS] TPUTTEPA B THUIIE COOBITHS
dukcupyercs: pesysiabrar FAILED miun UNAUTHORIZED.

Banmcn comepkar TabiuuHble U 106adbHbIe cueTunku (cM. tabsmiy 9.10 u Tabaumy 9.11), Tosbko
€CJIM B HaCTPOMKaxX BKJIIOYCH IapameTp print_perf.

Kommunsaius BLR-3anpocoB nepe ncnojiHeHuEM

BrirounTs BejieHne 3amuceit 06 9TOM COOBITHM 1T03BOJIsIeT apaMeTp log_blr_requests. CTpyKkTypa
3aliCh B YKypHAJIE ayIuTa OyAeT BBITJISIIETh TaK:

( 2\
<mata coburusa>T<BpeMs> (<ID mpomecca>:<ID moTora>#<zHoMep 3amucwm>) COMPILE_BLR

<CBeIeHN:A O COeIUHEHWUN>
<KJIMEeHTCKu# mporecc>:<ID KIMeHTCKOIro Ipolecca>
(TRA_<ID Tpam3aruuu>,<ypoBeHb H30IALUU>|<pexuM pasp. O6i-x>|<pexum mocTyma>)
Statement <umzmeHTHduKaTOp 3ampoca>:

<BpeMs BHIIOJHEHUA> mMS

B ciryuae Heycnemnoil wim HeCaHKIIMOHUPOBAHHON HONbITKYE KoMimisinun BLR-3ampoca B Tume cobbi-
Tus dpukcupyercs pesyiabrar FAILED man UNAUTHORIZED.

Brmomanenne BLR-3anpocos

BkrounTs Besenue 3ammceit 00 9TOM coOBITHN TO3BOJIsIeT TapameTp log_blr_requests. Crpykrypa
3AIUCH B YKypHAJIE ayuTa Oy/eT BBIMVISIJIETh TaK:

s p
<pata coburua>T<Bpems> (<ID mpomecca>:<ID morora>#<zomep 3amucwm>) EXECUTE_BLR

<CBeIeHUd O COeIUHEHUMN>
<KIueHTCKuil mpomecc>:<ID KIMEHTCKOTO Ipoliecca>
(TRA_<ID TpaH3akuum>,<ypoBeHb H30JIAIUK>|<pexuM pasp. 61-K>|<pexumM mocTyma>)
Statement <mzmeHTudUKATOpP 3ampoca>:

[<rmobampHre cueTunrE>]
[<Tabanunbe cueTuwru>]

B ciyuae meycnemnoil win HecCaHKIIMOHUPOBAHHOM mOnbITKY BhinosHeHns BLR-3anpoca B Tume cobbi-
Tusg dukcupyerca pesysiabrar FAILED nian UNAUTHORIZED.

Bamucu comepkar Tabimunble u riaobasbable caerduku (cM. Tabuuiy 9.10 u Tabiumny 9.11), Toabko
ecJIii B HaCTPOMKax BKJIIOYEH IlapameTp print_perf.
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Boeinosnnenue DY N-3ampocos

BrurounTs BejieHne 3amuceit 06 3TOM coOBITHH 103BOJIsIeT mapaMeTp log_dyn_requests. CTpyKTypa
3allliCh B YKypHAJIE ayIuTa OyAeT BBITJISIIETh TaK:

( N\
<mata coburusa>T<BpeMs> (<ID mpomecca>:<ID morora>#<zoMmep 3amucu>) EXECUTE_DYN

<CBeIeHUd O COEIVHEHWH>
<KJIMEeHTCKu# mporecc>:<ID KIMeHTCKOIro Ipolecca>
(TRA_<ID TpaH3aruuu>,<ypoBeHb H30NALUU>|<pexuM pasp. b6i-kx>|<pexum mocTyma>)
<cozepxuMoe 3ampoca>

<BpeM${ BHIIIOJIHEHUS> mMS
(& J

B caydae meycmenuoit niam HeCAaHKIIMOHUPOBAHHOI MONBITKY Bbiosnenns DY N-3ampoca B Tuie coObI-
Tus purcupyercs pesyabrar FAILED uiu UNAUTHORIZED.

HpI/ICOG,HI/IHeHI/Ie/OTCOGAI/IHGHI/IG K cepBuCaM

BrurounTs BejieHue 3armceit 06 9ToM coOBITHH 1I03BOJIsAET TapaMeTp log_services. CTpyKTypa 3ammcu
B JKypHAJIE ayJuTa OyIeT BBIIVISIETh TaK:

<maTa cobuTua>T<BpemMs> (<ID mpomecca>:<ID moToka>#<HoMep 3ammucu>)
{ATTACH_SERVICE |DETACH_SERVICE} <BaXHOCTL COOHTHS>, <THUI COOHTHI>
service_mgr, ( Service <ID cepBuca> , <uMsA IOJIb30BATENA>,
<HpoTokon coexumHeHua>:<IP azpec mnm uMa KoMmbbTepa>:<MAC-azmpec>,
<RIUEeHTCKuil mporecc>:<ID KIXEeHTCKOro Ipolecca> )

B ciyuae HeyCHenIHO 1l HECAHKIIMOHUPOBAHHOI IOILITKY IIPUCOEMHEHUs (OTCOeIUHEHNs) K CEPBUCY
B THITEe cOOBITHSA pukcupyercs pe3yabrarT FAILED wian UNAUTHORIZED.

Crapt cepBuca

BrurounTs BesieHne 3ammceit 06 9T7oM coOBITHN TO3BOJIsIET TapaMeTp log_services. CTpyKTypa 3amucu
B YKypHaJIe ayJuTa Oy/eT BBIIVISJIETh TaK:

( )
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moTora>#<uomep 3amucu>) START_SERVICE

service_mgr, ( Service <ID cepBuca> , <uMHA IIOJIb30BATENIA>,
<npoTokoll coexuHenua>:<IP ampec mmm uMa xommeoTepa>:<MAC-azpec>,
<wiumeHTCKuU# mporecc>:<ID KIMEHTCKOTo Ipolecca>)

<THUII 3aIpoca K CEpBUCY>

<ommuu, IepelaHHHE CEePBUC-MEHEeIXepy OT KIMEHTa IIPH 3alycKe>
. J

B ciydae meycueniHoit wim HECAHKIIMOHMPOBAHHON HOIBITKH CTApTa CEPBUCA B THUIIE COObITHS (huKCH-
pyerca pegyabraT FAILED mym UNAUTHORIZED.

3ampochkl K cepBUCY

Bxmounts Bemenme 3ammceit 06 39TOM COOBITMM IIO3BOJIAIOT —I1apaMeTphl log_services u
log_service_query. CTpyKTypa 3alUCH B XKypHaJe ayanTa 6yIeT BhINISIETh TaK:

<pata coburua>T<Bpems> (<ID mpomecca>:<ID moTrora>#<zomep 3amucwm>) QUERY_SERVICE
service_mgr, ( Service <ID cepBuca> , <uMsA IOJIb30BATENA>,
(npogonxerne Ha cneayroleid CTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
<OpoTokoNI coenuHeHua>:<IP azpec unu mMa KoMnboTepa>:<MAC-azpec>,
<KJINEeHTCKUH nponecc>:<ID KINEeHTCKOT O npouecca>)

<THI 3ampoca K CepBHUCY>
[Send portion of the query: <zaHHHe, mepemaHHbHE CEpPBUC-MeHeIXepy> ]
[Receive portion of the query: <maHHbe, NOJydYeHHbHE CEpPBUC-MEHEIXepOM>]

B caydae HeycriemHoil njiM HECAHKIIMOHUPOBAHHOM IOIMBITKYA BBIIOJHEHUs 3alIpOCa K CEPBUCY B THUIIE
cobbiTust pukcupyercs pedyabrar FAILED nim UNAUTHORIZED.

CobbITHEe ¢ OIMMOKON MM HpeynpexKIeHneM

BrurounTh BegeHue 3ammceil 06 ommbKkax (MpeylpesKIeHnsX) MO3BOJseT MapaMerp log_errors
(log_warnings). CTpyKTypa 3anmcu B XKypHaJe ayauTa OyaeT BBINVIAIETh TaK:

<pata cobunrusa>T<BpeMs> (<ID mpomecca>:<ID morora>#<momep 3amucu>) {ERROR AT|WARNING
AT} <...>

<CBeZeHUs O COENUHEHUN>

<KRIMeHTCKUM mporecc>:<ID KINEeHTCKOro Ipolecca>
<ommbrm>

Yucrka 6a3bl JaHHBIX

BxiounTs BeJaeHue 3anuceii o yucTke 06a3bl JAHHBIX IIO3BOJIAET IIapaMeTp 1og_sweep. CprKTypa
3allMCHh B 2KypHaJIEe ayJaInuTa 6y,qu BBITVIAJETH TaK:

4 A
<paTta coburua>T<BpemMs> (<ID mpomecca>:<ID moToxa>#<HoMep 3ammcu>) <TUI COOGHTHUI>

<CBeIEeHN:A O COeIUHEHUN>

<KJIMEeHTCKu# mporecc>:<ID KINeHTCKOTrO Ipolecca>
Transaction counters:

Oldest interesting <0IT>

Oldest active <0AT>

Oldest snapshot <0ST>

Next transaction <Next>
[<rnobamprrle cueTunKE>]
[<Tabnuunbe cueTwurn>]

<tmn cobwrus> ::= {SWEEP_START | SWEEP_FINISH | SWEEP_FAILED | SWEEP_PROGRESS}
\ J

Bamucu comepkar Tabimdnble u raobasbHble caerduku (cM. Tabuuiy 9.10 u Tabuumiy 9.11), Toabko
€CJId B HaCTPOMKaxX BKJIIOYEH mapamerp print_perf.

9.8.4 AnpanTtep ajda nmoAkKJIOYeHUs OmHapHOTro daiijia ayamura

DTO MHCTPYMEHT aHAIM3a YKypHaJa aygnTa B OuHapHOM (bopMaTe, KOTOPBI MO3BOJISIET MOJIKIIOYATD
JABOUYHBIE >KYPHaJIbl B BUJI€ BHEITHUX Ta6.]'II/IH‘ 1 HNCIIOJIB30BaThb SQL—S&HPOCI)I JIJId IIOUCKa 1 CI)I/IJ'H)TP&IH/II/I
JIAHHBIX B HUX. YIaJleHue U peJaKTUpOBaHue 3anuceil 3amperteno. Vcrnoab3yercs moHsTre Bepcuu hopMarTa
Gunapuoro Jsor-daitia. OHa IPoBepsAeTCs IPU MHUNUAIUZAIUA ayauTa (COObITHE HAUAJIA BEJCHUS ayJUTa),
ecau Jjior-ailsl yxke CymecTByeT u umeeT OmHapubiil dopmar. Eciu Bepcus popmara Jora, mcmosb3yemast
B Pen Baza Jlanubix, oTmndaercs oT Bepcun popMaTa CyIecTBYyIomero gaiira, To MPOU3BOINTCA POTAIIAS
(nmepenMeHOBaHUE CYIIECTBYIOIIETO JIOra, CO3/aHue pabodero jor-daiijia ¢ TAKIM XKe IMEHEM ).

IMoxkiouenne KypHajia TPOU3BOAUTCs ¢ ToMoInbio SQL-3anpoca Buma:
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CREATE TABLE <table_name>EXTERNAL [FILE]
<filespec> ADAPTER 'fbtrace'

[(<col_defs>)]

e table_name — uMs TabJIUIBI, KOTOpas OyJIeT XpaHUTH JaHHBIE AyJIATA;

e filespec — umsd Jor-daiiyia, KOTOPHIN JOJIKEH OBITH IIOJIKJIIOYEH;

e ADAPTER — KJII09€BOE CJIOBO, HEOOXOINMOE IS TIOAKJIIOUEHNsT B KaTeCTBe BHENTHe TabmIe! daitia
¢ HECTAHJAPTHLIM (DOPMATOM TAHHBIX;

e fbtrace — Ha3sBanue ajanrepa, IpeIHAZHAYECHHOTO /it 00pabOTKN OMHAPHOTO JIOTa CUCTEMBI Ay 1~

Ta;

e col_defs — onucanue moJieii Tabsmipl ayaura (cm. Tabsuimy 9.12).

ITpu monkrouenne GunapHoro Jjora Heobxomumo B firebird. conf HacTpouTh mapamerp
ExternalFileAccess, 0 yMOTYaHUE OH BLIKJ/IIOUEH W MOJIKJIIOYEHNE BHENTHUX (PANHIIOB HEBO3MOMKHO.

Tabuna 9.12 — Ilosst cozmaBaemoii TabIUIBI ayAuTa IO TUIIAM COOBITHIA

Obuwue noass mabauusv ayduma

Nms mona Tun KommenTapwmii
EVENT_TIME TIMESTAMP | Bpewms peructpaiiun COOBITHST
EVENT_PROCESS_ID INTEGER N nentudpukarop mporiecca, BhI3BABIIETO0 COOBITHE
EVENT_OBJECT_ID VARCHAR (16) | Unenrudurarop obbekTa, BbI3BABILErO cobbiTUE (pas-
Mep HIAEHTU(PUKATOPA 3apaHee HEM3BECTEH, 3aBUCUT OT
pasMepa yKaszaTeJiell B CHCTeMe)
EVENT_NUMBER INTEGER Howmep cobbITHsI, 3amCaHHOTO MPOIECCOM CEpBEPa
SECURITY_LEVEL VARCHAR (16) | YpoBeHb BaXKHOCTU COOBITHSI
SECURITY_TYPE VARCHAR (50) | Tun cobbiTrst
Havwano sederusa ayduma
Nmsa mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) TRACE INIT
Oxonuanue sedeHus ayouma
Nmsa nonsa Tun KommenTapuii
EVENT_TYPE CHAR (24) TRACE FINI
ITpucoedurerue x 6a3e daHHbLL
Nms monsa Twun KommenTapwmii
EVENT_TYPE CHAR (24) CREATE DATABASE wmyim ATTACH DATABASE
EVENT_USER BLOB TEXT Ilonb30BaTes b, OT UMEHH KOTOPOrO BBIIIOJIHEHO ITPUCO-

enuaenne K B/

(pa3pbie TabnuLbl)
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(pa3pbiB Tabnuupl)

ITpucoedunerue x baze daHHBLT

Nms mmons Twun Komvmmenrapwuii
EVENT_PROTOCOL BLOB TEXT |IIpoTokoJi, 1o KOTOPOMY IIPOU3OIILIO oK ToueHne K BJ1
EVENT_HOSTNAME BLOB TEXT |Uwms xocTa, ¢ KOTOPOrO MPOU3OIIIO HOAKI0YeHe K B/
EVENT_HW_ADDRESS BLOB TEXT |®usuueckuii agpec kianenra (MAC-aapec ajanrepa)
EVENT_ATT_ID BIGINT Nnentudurarop coeguHeHns, B KOTOPOM ITPOU3OIILIO
rojkrouerue Kk b1
EVENT_RESULT VARCHAR (14) | Pesysibrar  nogksodenus  (yCHEIIHO,  HEYCIEIIHO,
HECAHKI[MOHUPOBAHHO)
Omcoedunerue om b6a3v, daHHBIT
Nmsa mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) DROP DATABASE miu DETACH DATABASE
EVENT_USER BLOB TEXT ITonb30BaTe b, OT UMEHNU KOTOPOTO BBITIOJHEHO OTKJIIO-
qenue ot B/
EVENT_ATT_ID BIGINT N nentudukarop coemuenns, B KOTOPOM ITPOU3OIILIO OT-
kirouenue ot BJ1
Havwanao mpar3daxuuu
Nwmsa mons Tun Komvmmenrapwuii
EVENT_TYPE CHAR(24) START TRANSACTION
EVENT_USER BLOB TEXT |Ilomn3oBarenb, OT mMEHH KOTOPOTO CTapTOBAJIa TPAaH-
3aKIusd
EVENT_ATT_ID BIGINT Wnentudurarop coeauHeHUWs, B KOTOPOM CTApTOBAJIA
TPaH3aKIINAA
TRANS_ID BIGINT Wnentudurarop TpaH3aKIuun
TRANS_OPT BLOB TEXT |Ilapamerpb! TpaH3akiuu
EVENT_RESULT VARCHAR (14) | Pesysibrar crapra Tpan3akiud (yCHENIHO, HEYCIEIIHO,
HECAHKIMOHUPOBAHHO)
Basepwernue mpansaxyuu
Nms monsa Twun KommenTapwmii
EVENT_TYPE CHAR(24) COMMIT RETAINING, COMMIT TRANSACTION, ROLLBACK
RETAINING mymr ROLLBACK TRANSACTION
EVENT_USER BLOB TEXT |Ilonb3oBaTesb, OT UMEHN KOTOPOTO 3aBepPINUIach TPaH-
3aKIUs
EVENT_ATT_ID BIGINT Nnentndukarop coemuHeHus, B KOTOPOM 3aBePIINIACH
TPaH3aKIIHAST
TRANS_ID BIGINT Naentudurarop Tpansakimm
PERF_INFO BLOB TEXT CraTncTuka MpON3BOANTETHLHOCTH 3aIIPOCa,

(pa3pbiB Tabnuupl)
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(pa3pbiB Tabnuupl)

Basepwenue mpandaxuyuu

Nms mmons Twun Komvmmenrapwuii
PERF_TIME BIGINT Bpewmst BoItosiHeHIST 3a11poca,
EVENT_RESULT VARCHAR (14) | Pesysibrar  3aBepimenust — TpaH3akuuu  (YCIEIIHO,

HEYCIIEIIHO, HECAHKIMOHUPOBAHHO)

H3menenue 3naverus xonmexcmmol nepemeHHotl

Nmsa mona Twun KommenTapwmii

EVENT_TYPE CHAR(24) SET CONTEXT

EVENT_USER BLOB TEXT |Ilonb3oBaTesb, OT UMEHU KOTOPOT'O ITPOU3BEJIN U3MeHe-
HUA

EVENT_ATT_ID BIGINT Nnentudukarop coevHEHNS, B KOTOPOM BBITOJTHUIN
U3MEHEHNd KOHTEKCTHON IepeMeHHONR

TRANS_ID BIGINT WNaentudukarop TpaH3akinm, B KOTOPO# TPOU3BEN U3~
MeHEHUSsI

VAR_NS BLOB TEXT |IIpocTpancrBo mmeH, Jjs KOTOPOTO YCTAHABJIUBAECTCS
KOHTEKCTHas IIepeMeHHast

VAR_NAME BLOB TEXT |lMa KOHTEKCTHOI TTepeMEeHHON

VAR_VALUE BLOB TEXT |3HavyeHne KOHTEKCTHON II€DEMEHHOM

Havano svinoarnenus rparHumoti npouedypot

Nmsa monsa Twun KomMenTapwmii

EVENT_TYPE CHAR(24) START FUNCTION mymm START PROCEDURE

EVENT_USER BLOB TEXT |llonp3oBaTeisib, OT MMEHH KOTOPOTO BBIMIOJHSIETCS IIPOITe-
Aypa

EVENT_ATT_ID BIGINT Nnentudukarop coeuHeHnsi, B KOTOPOM BBIIOJIHSIETCS
XpaHuMas IPoIeIypa

TRANS_ID BIGINT N nentudukarop TpaHsakimn

PROC_NAME BLOB TEXT |Uwms xpanumoit mporeaypsl win GpyHKIIn

PROC_PARAMS BLOB TEXT |Ilapamerpbl XpaHUMOIl IIPOIELyPhl WK (PYyHKIUN

EVENT_RESULT VARCHAR (14) | Pesysibrar Havasia BBIIOJHEHHs [POIEAYPHI (YCIEIIHO,

HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )

3asepuwerue 8biNOAHEHUS TPAHUMOU NPOUEIYD

Nmsa monsa Twun KomMmenTapwmii
EVENT_TYPE CHAR(24) FINISH FUNCTION nian FINISH PROCEDURE
EVENT_USER BLOB TEXT |llonmp3oBaTesib, OT MMEHH KOTOPOT'O 3aBEPIIUIOCH BbI-
TIOJTHEHUE IPOLELyPhI
EVENT_ATT_ID BIGINT Wnentudukarop coeauHeHns, B KOTOPOM 3aBEPIINIOCH

BBITIOJTHEHVE TTPOTEy PbI

(pa3pbiB Tabnuupl)
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Basepwenue 8vinoaHeHUS TPAHUMOT NPOUEIYD

Nms mmons Twun Komvmmenrapwuii
TRANS_ID BIGINT Nnentudukarop TpaH3akium
PROC_NAME BLOB TEXT |Uwms xpanumoit mporeaypsl win pyHKIIn
PROC_PARAMS BLOB TEXT |I[lapamerpsl XpaHUMOI IIPOIELyPhl Wi (PyHKIUN
FUNC_RESULT BLOB TEXT |Bossparmaembiii pe3yabrar XpaHUMOit QpyHKITIN
PERF_INFO BLOB TEXT CrartucTuka MPOU3BOAUTEFHOCTH XPAHUMOM ITPOIETY-
pbl Wi GyHKIANR
PERF_TIME BIGINT Bpemsi BbINOJIHEHUST XpaHUMO MPOIELYPhl WIN (PYHK-
nuu
ROW_FETCHED BIGINT Yucso BEIOpAHHBIX 3aITUCei
TOTAL_SORTING_MEMORY_USAGE BIGINT CymMapubiit pasmep kama (B 6aiiTax), BbIIEJIEHHOIO B
[IPOIIeCCe COPTUPOBKU
SORTING_CHACHE_USAGE BIGINT Pasmep RAM kamia (B GaifTax), BbIIEJIEHHOIO B IPOIECCE
COPTUPOBKU
SORTING_FILE_CHACHE_USAGE BIGINT Pasmep Bpemenubix (daiiniop (B GaiiTax), CO3JIaHHBIX B
IIPOIECCe COPTUPOBKU
EVENT_RESULT VARCHAR (14) | Pesynbrar  3aBepIleHUsS  BBIMOJHEHHS  IIPOTIETY PbI
(yCIentHo, HeyCIIenHO, HeCAHKIIMOHNPOBAHHO)
ITodzomoska 3anpoca
Nmsa mons Tun KomMmmenTapuii
EVENT_TYPE CHAR(24) PREPARE STATEMENT
EVENT_USER BLOB TEXT |Ilonb3oBaressb, OT mMEHN KOTOPOTO IIJIa MOATOTOBKA 3a-
mpoca
EVENT_ATT_ID BIGINT W nentudurarop coeanHeHnsI, B KOTOPOM IILIa ITOATOTOB-
Ka 3aIpoca
TRANS_ID BIGINT Nnentudukarop TpaH3akIum
STMT_ID BIGINT Unenrudukarop 3anpoca (pazmep uieHTuduKaTOpa 3a-
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKas3aTeeil B Cu-
creme)
STMT_SQL BLOB TEXT |Coxepxumoe SQL-3ampoca
PERF_TIME BIGINT Bpewmst oaroroku 3ampoca
STMT_ACCESS_PATH BLOB TEXT |ILmam 3ampoca
EVENT_RESULT VARCHAR (14) | PesysibraT HOArOTOBKH 3apoca (yCHeNIHO, HEYCIHEeITHO,
HECAHKIMOHUPOBAHHO )
Hawano swvinoanenus 3anpoca
Nms mona Tun KomvmmenTapwmii
EVENT_TYPE CHAR(24) START EXECUTE STATEMENT
EVENT_USER BLOB TEXT |Ilomn3oBaTesb, OT UMEHU KOTOPOTO BBITIOTHSIETCS 3aIIPOC
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Havwano svinoanenus 3anpoca

Nms mmons Twun Komvmmenrapwuii
EVENT_ATT_ID BIGINT Nnentudukarop coeiuHennsi, B KOTOPOM BBITIOJTHSIETCS
3aIpoc
TRANS_ID BIGINT Naentudurarop Tpan3akimm
STMT_ID BIGINT Unentudukarop 3anpoca (pazmep uieHTudUKATOPA 32~
patee HEM3BECTEH, 3aBUCUT OT pa3Mepa ykKasaTeseil B Cu-
creme)
STMT_PARAMS BLOB TEXT |Ilapamerpbl BBIIIOJHEHUS 3aIIpOCa
EVENT_RESULT VARCHAR (14) | Pesysibrar Haudaja BBIIOJIHEHUs 3alpoca  (YCIEIIHO,
HEYCIIEITHO, HeCAHKIIMOHNPOBAHHO)
OxoHuwaHUuEe BBINOAHEHUS 3ANPOCA
Nms mmons Twun Komvmmenrapuii
EVENT_TYPE CHAR(24) FINISH EXECUTE STATEMENT
EVENT_USER BLOB TEXT |Ilonb30Baressb, OT UMEHN KOTOPOT'O BBIIOJIHSETCS 3aIIPOC
EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
3aIpoc
TRANS_ID BIGINT W nentudukarop Tpansakimun
STMT_ID BIGINT Unenrudukarop 3anpoca (pazmep uieHTuduKaTOpa 3a-
palee HEU3BECTEH, 3aBUCUT OT pa3Mepa yKasareJseil B Cu-
creme)
STMT_PARAMS BLOB TEXT |[lapamerpsl BBINOTHEHNS 3aIPOCa
PERF_INFO BLOB TEXT CraTncTuka Mpon3BOAUTEILHOCTH 3aIIPOCa,
PERF_TIME BIGINT Bpems Bormosienus 3ampoca
ROW_FETCHED BIGINT Yucmo BHIOpaHHBIX 3aITACeii
TOTAL_SORTING_MEMORY_USAGE BIGINT CymMapHublii pasmep Kamia (B GaifTax), BbIIEJIEHHOIO B
IIpoliecce COPTUPOBKU
SORTING_CHACHE_USAGE BIGINT Pasmep RAM kamia (B GaiiTax), BbIIEJIEHHOIO B IPOIIECCE
COPTUPOBKHU
SORTING_FILE_CHACHE_USAGE BIGINT Pasmep Bpemennbix daiyio (B GaiiTax), CO3ZaHHBIX B
IIPOIIECCE COPTUPOBKH
EVENT_RESULT VARCHAR (14) | PesysibTaT 3aBepIeHrs BHIIOJHEHUS 3a1poca, (YCIeIHO,
HEYCIIEIIHO, HECAHKIIMOHUPOBAHHO)
Oceobootcderue 3anpoca
Nwms mons Twun KomvmmenTapwuii
EVENT_TYPE CHAR(24) FREE STATEMENT nnu CLOSE CURSOR
EVENT_USER BLOB TEXT |Ilosn3oBaTresb, OT MMEHH KOTOPOTO ITPOMCXOIUT OCBO-

60)KIL6HI/IQ 3alpoca
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Oceo0booicdenue 3anpoca

Nms mmons Twun Komvmmenrapwuii
EVENT_ATT_ID BIGINT W nentudukarop coequHeHus, B KOTOPOM OCBODOKIa€T-
¢ 3aIIpoC
STMT_ID BIGINT Unenrudukarop 3ampoca (pasmep npeHTuduUKaTOpa 3a-
paHee HEM3BECTEH, 3aBUCUT OT pa3Mepa yKas3aTeJeil B Cu-
creme)
Komnuauposarnue BLR-3anpoca
Nms mmons Tun Komvmmenrapwuii
EVENT_TYPE CHAR (24) COMPILE BLR
EVENT_USER BLOB TEXT |Ilomn3oBaresb, OT IMEHN KOTOPOTO KOMITHIMPYETCS 3a-
poc
EVENT_ATT_ID BIGINT Wnentudurarop coequHennsi, B KOTOPOM KOMITHJINPYET-
CsL 3a1IpOC
TRANS_ID BIGINT Wnentudurarop TpaH3aKIuun
STMT_ID BIGINT Unenrudukarop BLR-3anpoca (pasmep uinenrudukaro-
pa 3apaHee HEM3BECTEH, 3aBUCUT OT Pa3Mepa yKasaTeJeil
B CHCTeMe)
BLR_DATA BLOB BLR Conepxumoe BLR-3ampoca
PERF_TIME BIGINT Bpewmst kommmuiuposanust BLR-3arpoca
EVENT_RESULT VARCHAR (14) | Pesysbrar komnuiupoBanus BLR-3ampoca (ycuermino,
HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )
Bwinoanenue BLR-3anpoca
Nms mmons Tun KomMmmenrapuii
EVENT_TYPE CHAR(24) EXECUTE BLR
EVENT_USER BLOB TEXT |Ilonb3oBarens, or mmeHn KOToporo BeimosHsiercs BLR-
3a11poc
EVENT_ATT_ID BIGINT Nnentudurarop coeqmHennsi, B KOTOPOM BBITOJIHSIETCS
BLR-3ampoc
TRANS_ID BIGINT W nentudurarop TpaH3aKIUuun
STMT_ID BIGINT Unenrudukarop BLR-3anpoca (pasmep uipenruduraro-
pa 3apaHee HEM3BECTEH, 3aBUCUT OT Pa3Mepa yKasaTeJeil
B CHCTEMe)
PERF_INFO BLOB TEXT |Crarucruka npoussBoauresbaoctu BLR-3ampoca
PERF_TIME BIGINT Bpewms Brimosinenust BLR-3anpoca
EVENT_RESULT VARCHAR (14) | Pesysibrar  Bbmmosinenusi  BLR-zanpoca  (ycumerno,

HEYCIIEIITHO, HeC&HKL[I/IOHI/IpOBaHHO)
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Bwvinoanenue DY N-3anpoca

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) EXECUTE DYN
EVENT_USER BLOB TEXT |llonp3oBaTesb, oT mMeHN KOTOPOro BhimoJrHseTcs DY N-
3ampoc
EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
DYN-zamnpoc
TRANS_ID BIGINT WNaentudukarop TpaH3akimm
DYN_DATA BLOB DYN Conepxumoe DYN-zampoca
PERF_TIME BIGINT Bpewmsa Bomonaenuns DY N-zampoca
EVENT_RESULT VARCHAR (14) | Pesysibrar  Bbutonnenust DYN-3anpoca  (ycuerno,
HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )
ITpucoedunernue x cepsucy
Nmsa monsa Twun KommenTapwmii
EVENT_TYPE CHAR(24) ATTACH SERVICE
EVENT_USER BLOB TEXT |llonb3oBaTeiib, OT UMEHH KOTOPOTO BBIOJIHSIETCS IIPUCO-
e/INHeHNe K CEPBUCY
SVC_ID VARCHAR (16) | nenTudukarop cepsuca (pasmep njeHTuduUKaTOpa 3a-
paHee HEU3BECTEH, 3aBUCHUT OT Pa3Mepa yKasaTeJseil B CH-
creme)
EVENT_PROTOCOL BLOB TEXT |IIpoTokoJi, 110 KOTOPOMY ITPOM3OILIO IMOAKIIOUYEHNE K
CepBUCY
EVENT_HOSTNAME BLOB TEXT |Umsa xocTa, ¢ KOTOPOTO MIPOU3OIILIO MOAKIIOYEHUE K CeP-
BHUCY
EVENT_HW_ADDRESS BLOB TEXT |®usuueckuii ajapec kiuenra (MAC-aapec aganrepa)
EVENT_DATABASE BLOB TEXT |Ba3za jJaHHBIX, JIjis KOTOPOU MPUCOEIUHUINCH K CEPBUCY
EVENT_RESULT VARCHAR (14) | Pesysibrar  npucoenunenust K  cepBucy  (yCIeIIHO,
HEYCIIEeIIHO, HeCaHKL[I/IOHI/IpOBaHHO)
Cmapm cepsuca
Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) START SERVICE
SVC_ID VARCHAR (16) | Unenrudurarop cepsuca (pazmep uueHTuGUKATOPA 38~
paHee HEM3BECTEH, 3aBUCHUT OT Pa3Mepa yKa3aTeJseil B CH-
creme)
SVC_NAME BLOB TEXT |lMs BBI3BIBAEMOI'O CEPBUCA
SVC_SWITCHES BLOB TEXT |Ilapamerpsn! 3amycka cepBuca
EVENT_RESULT VARCHAR (14) | Pesysibrar crapra cepBuca (yCHENIHO, HEYCIEIIHO,

HECAHKI[MOHUPOBAHHO)
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3anpoc x cepsucy

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) QUERY SERVICE
SVC_ID VARCHAR (16) | Unenrudukarop cepsuca (pazmep uueHTuGUKATOPA 3a-
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKa3aTejeil B Ch-
creme)
SVC_QUERY BLOB TEXT |Twun 3ampoca K cepBHCY
EVENT_RESULT VARCHAR(14) | Pesysbrar 3ampoca K cepsucy (yCIEIIHO, HeyCIIEeIIHO,
HECAHKIIMOHUPOBAHHO)
Omcoedunerue om cepsuca
Nms mmons Tun KomMmmenrapuii
EVENT_TYPE CHAR(24) DETACH SERVICE
SVC_ID VARCHAR (16) | Unenrudukarop cepsuca (pazmep uiueHTUuGUKATOPA 38~
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKas3aTeJeil B Cu-
creme)
EVENT_RESULT VARCHAR (14) | Pesysbrar  orcoeiunenuss OT cepBuca  (yCIEIIHO,
HEYCIIEIIHO, HECAHKIMOHUPOBAHHO)
IIposepkra npedsasaenrozo axmopa aymenmupurayuu
Nms mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) VERIFY AUTH FACTOR
EVENT_USER BLOB TEXT ITonbzoBaTE b, TPOXOAATINI Ay TEHTUMDUKAIIITIO
AUTH_FACTOR_TYPE BLOB TEXT |Twun cdakropa, mpeabsaBIeHHOTO IPpU ay TeHTH(DUKAIIAN
EVENT_RESULT VARCHAR (14) | PesynbraT mpoBepKr IpeIbsiBIEHHBIX (DAKTOPOB ayTEH-
Tudukanyu (yCIenHo, HEYCIIeITHO, HECAHKIIMOHUPOBAH-
HO)
Havwano svinoanenus mpuzzepa
Nmsa mona Twun KomMmmenTapwmii
EVENT_TYPE CHAR(24) START TRIGGER
EVENT_USER BLOB TEXT |Ilonb3oBaTeiib, OT UMEHU KOTOPOT'O BBITOJIHSAETCS TPUT-
rep
EVENT_ATT_ID BIGINT Nnentudukarop coemHenusi, B KOTOPOM BBITIOJTHSIETCS
TPUITEP
TRANS_ID BIGINT Naentudukarop Tpansakimm
TRIG_NAME BLOB TEXT |Ha3sBauue Tpurrepa
TRIG_ACTION BLOB TEXT |CobGbiTHE, HA KOTOpPOE CpabaThIBAET TPUITED
EVENT_RESULT VARCHAR (14) | Pesysibrar Hauaja BbIIOJHEHHsI TpUITepa (YCIEIIHO,

HEYCIIEIIHO, HECAHKIMOHUPOBAHHO)
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3ae eEpweHUE 8blMONHEHUA TNpU22eEPQ

Nmsa monsa Twun KomMenTapwmii

EVENT_TYPE CHAR(24) FINISH TRIGGER

EVENT_USER BLOB TEXT |llonp3oBaTesb, OT UMEHU KOTOPOT'O BBITOJHSAETCS TPUT-
rep

EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
TpUTTEpP

TRANS_ID BIGINT WNaentudukarop TpaH3akimm

TRIG_NAME BLOB TEXT |Hassamme Tpurrepa

TRIG_ACTION BLOB TEXT |CobObiTHe, Ha KOTOPOE CpadaThiBA€T TPUITED

PERF_INFO BLOB TEXT |CraTucTuKa IpOU3BOIUTEILHOCTH TPUTTEPa

PERF_TIME BIGINT Bpewms Bumosinenusa Tpurrepa

EVENT_RESULT VARCHAR (14) | PesyuibraT 3aBepiienus BbIIOJHEHUs TpUrrepa (ycremr-

HO, HEYCIEITHO, HECAHKIMOHMPOBAHHO )

H3menenue npasuaa paszpaHuverus docmyna

Nmsa mons Twun KomvmmenTapwuii
EVENT_TYPE CHAR(24) ADD PRIVILEGE msu DELETE PRIVILEGE
EVENT_ATT_ID BIGINT Wnentudurarop coeauHeHnsi, B KOTOPOM ITPOUCXOIUT
U3MeHeHue IIpaBUJI pa3rpaHUYeHns JOCTyIIa
TRANS_ID BIGINT W nentudurarop TpaH3aKIun
EVENT_USER BLOB TEXT |Ilomn3oBaTesb, OT IMEHN KOTOPOTO MIPOUCXOIUT U3MEHE-
HHE IPaBUJI Pa3rPDaHUYEHUs JIOCTYIIa
PRIVILEGE_GRANTOR BLOB TEXT |Iloan3oBarenb, BHIAABIINI TPUBUICTHIO
PRIVILEGE_OBJECT BLOB TEXT |OObeKT, Ha KOTOPbIN BBILIAJIM [TPUBUJIETHIO
PRIVILEGE_GRANTEE BLOB TEXT |Komy BblgaHa MpUBUIETHS
PRIVILEGE BLOB TEXT |Bbimannaa mpuBUIeTus
PRIVILEGE_OPTION INTEGER Hasnuane GRANT OPTION npu Bbljade IPUBUJIETHH
EVENT_RESULT VARCHAR (14) | Pesynbrar n3MeHeHus MpaBUJI Pa3TPAHUYEHUS JOCTYIIA
(ycuerniHo, HeyCIenHO, HECAHKIIMOHUPOBAHHO)
Owubxra
Nmsa mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) WARNING myim ERROR
PROC_NAME BLOB TEXT |HasBauue dpyHKIUU, B KOTOPOil ITPOU3OIILIA OMUOKA,
ERROR_MESSAGE BLOB TEXT |CooGrienune 06 omubke
Céopxra mycopa
Nmsa monsa Twun KommenTapwmii
EVENT_TYPE CHAR(24) SWEEP
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Céopra mycopa
Nms mmons Twun Komvmmenrapwuii

EVENT_ATT_ID BIGINT W nentudukarop coequHeHmsI, B KOTOPOM IIPOU3OIILIO OT-
kiriovuenue ot BJ1

SWEEP_OIT BIGINT Oldest Interesting Transaction

SWEEP_QAT BIGINT Oldest Active Transaction

SWEEP_0ST BIGINT Oldest Snapshot Transaction

SWEEP_NEXT BIGINT Next Transaction

PERF_TIME BIGINT Bpewms BoimosiHeHust cOOpKU Mycopa

PERF_INFO BLOB TEXT |CraTucCTHKa IPOU3BOIUTEILHOCTH 3aIIPOCa

EVENT_RESULT VARCHAR (14) | Cocrosiine CcOOpKH Mycopa (SWEEP_START |
SWEEP_FINISH | SWEEP_FAILED | SWEEP_PROGRESS |
UNKNOWN)

I Snauennsa HEKOTOPBIX noJieit MOoryT OBITH IIyCTBIMA B 3aBUCUMOCTHU OT THUIIQ COOBITHSI.

Tak Kak B ciaydae MOIKJIIOYEHUS JIOT-dailjia CTPYKTypa TabJIUIbl 3apaHee M3BECTHA, TO IIPHU yKa3a-
HUH KJTI04UeBOro coBa ADAPTER ompeesieHme ee moJiei He oba3arebuo. Kean momp30BaTe b YKa3bIBAET THUIT
ajanTepa 0e3 IepevuncsaeHus IoJeil TabJIUIbI, CO3MAeTCs TabJ/IMIA COOTBETCTBYIOIIETO aJIallTEPA CO BCEMH
BO3MOYXKHBIMHE TTOJIgMU. Eciin 2ke B 3aIpoce OTHOBPEMEHHO 331aeTCs U THUII aJAIITePa, U CTPYKTYPa TaOJIUIIbI,
[IePEYNCTIeHHbBIE TTOJIS JIOJIXKHBI OBITH ITOIMHOXKECTBOM I10JIei Tabiniibl atanrepa. Ha3sanus mojeit u ux TUTIBI
TaK>Ke YKECTKO OIPEIe/IAI0TCA TUIIOM ajanrepa. 1opsiiok oObsaBIeHNS TO/Ieil He YIUTHIBAETCS.

Ecyin oH0 U3 nosiedi 3a1aHO HeBEPHO (eMy He COOTBETCTBYET HHU OJHO I0JIe B TabJdIle ajanTepa), B
daitn firebird. log 3annChIBAETCS COOTBETCTBYIONIAs OMIMOKA M BBIITOJIHEHUE 3aIlIPOCa IIPEPHIBAETCS.

Eciu crpykTypa Tab/imipl yKazaHa BEPHO, TO He IIepEeYNC/IeHHbIE B Hell T0JIsi TabJIAIIBI ajanTepa UrHO-
PUPYIOTCS.

IIpu orkpeiTHN OGuHApPHOTO JOT-(bailyia onpeessieTcss Bepcust ero dpopmara. Eciim oHAa oT/IMdaeTcst OT
HOMEpa BEPCHHU, KOTOpas sIBJIseTCsT pabodueil s ganHoil Bepcun Pen Baza lanubix, B daitn firebird.log
3alMCHIBAETCS COOTBETCTBYIONMIAS OMUOKA

Eciu mpousBouTest monbITKa ucnob3oBanus aganrepa B B[, ODS koTopoil He mojiiepKuBaeT 3Toro,
B dajr firebird.log 3aluchIBaAETCsA COOTBETCTBYIONIAS OINOKA.

IIpumep momkIOUeHNS XKYPHAJIA C HAODOPOM KOHKPETHBIX TOJIeH:

CREATE TABLE log EXTERNAL FILE '/home/tester/employee.fdb.fbtrace_bin'
ADAPTER 'fbtrace' (

EVENT_TYPE CHAR(20),

EVENT_DATABASE BLOB SUB_TYPE 1,

EVENT_USER BLOB SUB_TYPE 1,

EVENT_RESULT VARCHAR(14)
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9.9 ArperaTtHblil ayauT

ArperarHblil ayuT cobUpaeT METPUKH, KOTOPbIE arperupyioTcs MO COOBITHSIM U TpaH3akiusaM. Mer-
PUKAMU SIBJISIOTCS CJIEyIOIIe 3HaueHns 3apocoB: read, write, fetch, mark u BpeMs BbIOJIHEHUs. AyauT
XPaHUT 3HAYEHUs] METPUK BO BpeMsi paboThl cepiepa. [Ipu BBIK/IOUEHNH /TIepe3arpy3Ke cepBepa COXpaHEHHAst
CTaTUCTUKA OyJIeT OUUIIEHA.

9.9.1 Hactpoiika arperaTHoro ayamTa

1. Ykakure HACTPOUKM JIJIsi arperaTHoro ayaura B (aiiie rdbtrace.conf mim co3jaiiTe OTHe/IbHBII
daitn koHduUrypamun:

enabled = true
format = aggtrace
reset_counters = false

Onnust reset_counters omnpejessier, cOpacblBaTh Jin 3HAYEHUS CYETUYUKOB jisi cOObITHs. [Ipu
reset_counters = true 3HaueHus perf, count, succeed u failed y coObITust Oy1yT OOHYIATHCS
[IPX BBI30BE ArperaTHOro ayJnTa IepPe3 CEPBUCHI C JIIOOBIMU ONIMSME, KpoMe -atrc_clear.
Hactpoiiku arperaTHoro ay/inTa mepeuInThIBAIOTC JIJIA KAXKJOTO COEJINHEHMUSI.

1. B rdbserver.conf B mapamerpe AuditTraceConfigFiles ykakuTe KOHMUIYPAIMOHHBII daiii
arperaTHoro ayjInuTa:

[ AuditTraceConfigFiles = rdbtrace.conf J

1. B rdbserver.conf ms mapamerpa TracePlugin ykaykuTe 3HaUeHHe aggtrace.

[ TracePlugin = aggtrace j

Mo2KHO KCII0JIB30BATH HECKOJIBKO ILJIAIMHOB. I[HH 9TOI'O HY?KHO yKa3aTb UX Yepe3 3alldTYIO.

9.9.2 3amyck arperaTHoro ayjauTa

3anpocuTh 3HaYEHHSs, COOPAHHBIE arPEraTHBIM ayUTOM, MOXKHO CJIEIYIOIEl KOMaHIO:

./rdbsvcemgr -service_mgr -user <uMs Ionb30BaTeld> -password <mapoxs> -action_aggtrace
[ommu]

Habop Bcex BOBMOXKHBIX OINMIUI MPEICTABICH HIXKE.

Tabmmmna 9.39 — Omiuu arperaTHoro Tpeiica

Omust Omnucanue

-atrc_statement Bampocuth Merpuku cobbituit. Ecam  ykazaHa — Kakas-mbo
"get" onmua (atrc_get_new, atrc_get_old, atrc_get_all,
atrc_with_query, atrc_get wuam atrc_get_updated), TO
atrc_statement Oyjer HpUMEHEHA aBTOMATHIECKH.

-atrc_get 3ampocuTh METPUKU HOBBIX U OOHOBJIEHHBIX 3aIIPOCOB

-atrc_get_updated 3ampocuTh METPUKHU TOJTHKO OOHOBJIEHHBIX 3aIIPOCOB T.€ TEX, y KO-

TOPBIX U3MEHHUJINCHh 3HAYCHUA METPHUK

(paspbiB Tabanubl)
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Onus Omnucanue
-atrc_get_new 3anpocuTh METPUKHU TOJTHKO HOBBIX 3aIIPOCOB.
-atrc_get_old 3ampocuTh METPUKHU TOJIBKO CTAPBIX 3AIIPOCOB, TO €CTh T€X, KOTOPHIE
y2Ke 3allpallliBaJIACh paHee, HO 3HaYCHUA METPUK HE U3MEHUJINCD.
-atrc_get_all 3amnpocuTh METPUKH 110 BCEM CTATYCAM.
-atrc_with_query Jl06aBJIATh TEKCT 3aIIpOCa B BBIBOI.
-atrc_with_plan Jo6aB/IATH MJIaH 3a1TPOca B BHIBO/I
-atrc_transaction 3anpocuTh METPUKHU COOBITHI TPAH3AKIIHI
-atrc_get_version BriBecTn Bepcuio miarmHa arperaTHOrO ay uTa
-atrc_clear OYncTUTh COXPAHEHHYIO CTATUCTUKY

9.9.3 BsbIBog cOOpaHHBIX METPUK

CxeMma BBIBOZIa pe3ysibrara paboThl aggtrace.schema. json pacuosoKeHa B KaTajgore doc yCTAHOBKH
cepsepa.

MeTrpuku coObITHiA

Aymur arperupyetr 3Had€HUs COOBITHI MO CJIEIYIONIUM TAPAMETPAM:
e dbname - 6a3a JaHHBIX;
e event - cobbITHE;
® (uery - TeKCT 3aIlPOCA.

®opmar BBIBOJA METPUK COOBITHIA:

e ‘ N
{
"event": "<cobmTue>",
"hash": "<xam>",
"status": "<craTyc>",
"perf": [
L

<cpenHee KOJHYECTBO CTpPAaHUI], CYMUTAHHHX M3 CTpaHuyHoro kama (fetch)>,
<MUHUManbHOE KOJNWYECTBO CTPAHUI,, CYNTAHHHX U3 CTpaHwyHoro ksma (fetch)>,
<MakCHMajbHOE KOJIWYEeCTBO CTPAaHWI], CUYNTAHHbHX U3 CcTpaHwyHoro kama (fetch)>,
<obmee KOIWYECTBO CTPAHWI[, CYUTAHHHX X3 CTpaHwdHOoro kama (fetch)>

]s

[
<cpenHee KOJIWYECTBO IpouMTaHHHX (read) cTpamwi 6a3bl LAHHHX>,
<MUHVMaJbHOE KOJWYEeCTBO IpouuTaHHHX (read) cTpamwi 6a3s TAaHHEX>,
<MakCHMaibHOE KOIWYeCTBO IpouuTaHHHX (read) crTpamwr 6a3s TAHHEX>,
<obmee ronmdecTBO mpouuTaHHHX (read) cTpamwr 6a3H LAHHHX>

1 g

[
<CpeZHee KOJHYECTBO CTPAHUI], W3MEHEHHHX B CTpaHuYHOM Kame (mark)>,
<MUHVMaNbHOE KOJWYECTBO CTPAHWI[, W3MEHEHHHX B CTpaHWYHOM kame (mark)>,

<MakCHMaibHOE KOIWYECTBO CTPAHUI, W3MEHEHHHX B CTpaHW4YHOM Kame (mark)>,
(npomonxerne Ha creaytoLei CTpaHmue)

e CTp. 231



PyxoBosicTBO aMuHACTpaTOPA
9.9 ArperarHblii ayauT

(npo,qon»(eHme C npegblayLueit CTpaHI/ILI,bI)
<obmee KOJIMYECTBO CTPAHWI], M3MEHEHHHX B CTpaHW4YHOM Kame (mark)>
e
[
<CpeZHee KOJHMYECTBO CTpPAaHWUI[, 3alWCaHHHX Ha muck (write)>,
<MUHMMaJIbHOE KOJIMYE€CTBO CTPAHUII, 3aIMCAHHHX Ha IOUCK (write)>,
<MakCuMaJIbHOE€ KOJIWYECTBO CTPAHWUI], 3ANNCAHHHX HA OUCK (write)>,
<obmee KOJIMYECTBO CTPAHWI], 3aNUCAHHHX Ha Auck (write)>
g
[
<cpegmuui#l 06bEM IaAMATH, BHIEJIECHHHN II0J COPTUPOBKL>,
<MUHUMaNbHHE O6bHEM NIaMATH, BHIEJEHHHN IIOL COPTHUPOBKL>,
<MaKCHMalbHH# 06bEM IaMATH, BHIEJICHHHN IIOL COPTHUPOBKL>,
<obmuit 06bEM MaMATH, BHOCJEHHHN IO COPTHPOBKM>
e
[
<cpernuuifi 06bEM IaMATH, BHIEJEHHHI II0Z, COPTHPOBKE Ha IUCKE>,
<MUHUMaJlbHHE O6BHEM IIaMATH, BHIEJEHHHN IIOL COPTHPOBKK Ha IOUCKE>,
<MakKCHMaJbHHHE 06BbEM IaMATH, BHLEJIEHHBI IIOZ, COPTHPOBKE Ha IUCKe>,
<obmmit 06bEM IaMATH, BHIEJIEHHHN II0Z, COPTHUPOBKM Ha IUCKe>
e
[
<cpernuui#fi 06bEM IaMATH, KIMUPOBAHHONY B IIPOIECCE COPTUPOBKL>,
<MUHUMAaNbHEM 06bEM IaMATH, K3UWMPOBAHHOM B Ipolecce COPTHPOBKHE>,
<MaKCHMaJbHHHE 06bEM IaAMATH, KIMUPOBAHHOM B IPOIleCCE COPTUPOBKL>,
<obmuii 06bEM IaMATH, KOWMPOBAHHOW B IIPOIlECCE COPTHUPOBKU>

1,

<cpezHee BpeMs BhmonHeHus (ns)>,
<MUHUManbHOE BpeMs BhmonHeHus (ns)>,
<MakcuMaibHOe BpeMs BHIOJNHeHus (ns)>
<obmee BpeMs BhmouHeHus (ns)>,

1,

"count": <obmee KOJIWYECTBO COOHTHI>,

"succeed": <KONIMYECTBO YCIEIHO BHIIOJHEHHHX COOHTHH>,
"failed": <kosmuecTBO COOHTHII, 3aBEpPWEHHHX C OmMUOKOI>,

"dbname": "<moyTe k 6ase maHHEX>",
"query": "<TekcT 3ampoca>",
"plan": "<mmam sampoca>"
Irg
]
& J

Onucanne 3HaYeHU B BbBIBO/IEC:

e event — Hassanwue coObiTust. OTCIEKUBAIOTCS CJIELYIOIINE CODBITHS:

Basepirenue BbIIOJHEeHUs XpaHuMoii npoueypol (FINISH PROCEDURE);

Basepmienue BoinosHenus Tpurrepa (FINISH TRIGGER);

— TMoxroroeka 3ampoca (PREPARE STATEMENT);

— 3aseprnenue BoinoHenus 3amnpoca (FINISH EXECUTE STATEMENT);
— 3asepinenue BoioHeHns XpanuMoil Gynkiun (FINISH FUNCTION).

e hash — X311 arperupoBaHHOTO 3HAYCHUST;
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e status — Craryc 3ampoca:
— new — 3amnpoc, METPUKHU KOTOPOI'O paHee He 3alpallliBaJjiCh U3 ArpDEraTHOrO TPeca;
— o0ld — Crapplit 3ampoc, y KOTOPOrO COXPAHEHHDBIE 3HAYEHNST MMETPHUK HE M3MEHIINCD;

— updated — OGHOBJIEHHBII 3aIIPOC, ¥ KOTOPOrO OOHOBUJIMCH COXPAHEHHBIE 3HAUEHUS] MET-
PUK.

e perf — CobpaHHBIE 3HAYEHUS] METPUK;

e count — KosmyecTBo BhIIOIHEHUIT 3a1pOca;

e succeed — KonaecTBO yCIEMTHBIX BBITOJIHEHMTIT;

e failed — KosmiecTBO BBITOTHEHMIT, 3aBEPIIEHHBIX C OIMTUOKOIL;
e dbname — IlyTh K Oa3e JJAHHBIX WU AJIMAC;

e query — Tekcr 3ampoca

e plan — Iliam 3ampoca.

MeTrpuku TpaH3aKnuii

(DOpMaT BbIBO/Ia METPUK TpaHSaKLLHfI:

( N
[
{
"dbname": "<6aza maHHHX>",
Ilhashll S n <X3]].I>" s
"TRANSACTION START":{
"perf" : [

[
<cpenHee KOIXYECTBO CTPAHUI], CUUTAHHHX W3 cTpaHuvHoro kama (fetch)>,
<MUHUMAaJbHOE KOJNMYECTBO CTPAHWI[, CYMUTAHHHX U3 CTpaHudHoro ksma (fetch)>,
<MakCHMaJIbHOE KOJUYECTBO CTPAHUIl, CYUTAHHHX K3 CTPAHUYHOTO K3Ia (fetch)>,
<obmee KOIMYECTBO CTPAHUIl, CYUTAHHHX K3 CTpaHuyHoro ksma (fetch)>

e

[
<cpemHee KOIXYECTBO HnpodmTaHHEX (read) cTpaHun 6a3b LaHHHX>,
<MUHUMAaJIbHOE KOJNMYeCTBO mnpoumTaHuux (read) crTpamun 6a3b LAaHHHX>,
<MaKCHMalbHOE KOJMYEeCTBO IpouuTaHHHX (read) cTpamwun 6ass OAHHHX>,
<obmee KOIWYECTBO IpounTaHHHX (read) cTpamwr 6a3b TAHHHX>

g

[
<cpenHee KOIMYECTBO CTPAHUIL], U3MEHEHHHX B CTpPaHMYHOM K3me (mark)>,
<MUHEMaJIbHOE KOJMYECTBO CTPAaHWI], M3MEHEHHHX B CTpaHMYHOM Kame (mark)>,
<MakCUMalbHOE KOJIWYECTBO CTPAHWI[, U3MEHSHHHX B CTpaHu4HOM k3me (mark)>,
<obmee KOMWYECTBO CTPAHWUIl, W3MEHSHHHX B CTpaHWYHOM Kame (mark)>

1,

[
<cpepHee KONMYECTBO CTPAHUI], BANUCAHHHX Ha OuUCK (write)>,
<MMHEMAaJlbHOE KOJHMYEeCTBO CTpPAHWIl, 3alMCaHHHX Ha Auck (write)>,
<MakCHUMajlbHOE KOJWYEeCTBO CTPAaHWI], 3aNWCAHHHX Ha DucK (write)>,
<obmee KOIWYECTBO CTPAHWI[, 3aNWCAHHHX Ha DUCK (write)>

1,

[
<cpenuuii 06bEM IaAMATH, BHIEJIEHHHH I[I0Z, COPTHUPOBKE>,
<MUHUMAaJbHHE O6bEM NaMATH, BHIEJICHHHN IIOL COPTUPOBKK>,

<MaKCHUMaJlbHHYA O6bEM IIAMATH, BHIEJEHHHH IIOJ COPTHPOBKE>,
(npomonxerne Ha cnepytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHmLb)
<obmumit 06bEM NaMATH, BHAECNEHHHN IIOL COPTUPOBKN>
1
L
<cpepmHu#f 06bEM IaMATH, BHIEJIEHHHI IIOJ COPTHUPOBKM Ha OUCKE>,
<MVUHUMAaNBHHYE 06bEM IaMATH, BHIENEHHHH IO COPTHPOBKH Ha IUCKe>,
<MaKCHMalbHH{ 06bEM IIAMATH, BHIEIEHHHH IIOJ, COPTHPOBKM Ha JUCKE>,
<obmuit 06bEM IaMATH, BHAEJEHHHH IIOL COPTUPOBKU Ha IUCKe>
i
L
<cpepmHu#l 06bEM IaMATH, KIMUPOBAHHOK B IIPOIECCE COPTHUPOBKL>,
<MUHUMANBHHME 06bEM IaMATH, K3MMPOBAHHON B IIPOIlECCE COPTUPOBKE>,
<MaKCHMalbHH# 06bEM IaMATH, K3IMPOBaHHOM B IpollecCce COPTUPOBKM>,
<obmuit 06bEM IaMATH, KSWMPOBAHHOM B IpollecCe COPTUPOBKE>
i
[
<cpemHee BpeMs BhmojHeHuA (ns)>,
<MUHUMaJlbHOE BpeMs BhmonHeHus (ns)>,
<MaKCHMalbHOe BpeMs BhIONHeHus (ns)>
<obmee BpeMs BhmonHeHuWs (ns)>,
]
1,
"count": <obmee KOIMYECTBO COOBTHI>,
"succeed": <KONIMIECTBO YCIEMHO BHIIOJHEHHHX COOHTHI>,
"failed": <konmyecTBO COOHTHIl, 3aBEPMEHHHX C OMMOKOH>

},
"ROLLBACK_TRANSACTION":{

"perf": [...],

"count": <obmee KOINYECTBO COOBTHIL>
},
"ROLLBACK_RETAINING: {

"perf": [...],

"count": <obmee KOIMYECTBO COOBTHII>
Fe
"COMMIT_TRANSACTION: {

"perf": [...],

"count": <obmee KOIMYECTBO COOBTHII>
I
"COMMIT_RETAINING:{

"perf": [...],

"count": <obmee KOIMYECTBO COOBTHII>
},
"FAILED ROLLBACK_TRANSACTION:{

"perf": [...],

"count": <obmee KOIMYECTBO COOBTHIL>
},
"FAILED ROLLBACK_RETAINING:{

"perf": [...],

"count": <obmee KOIMYECTBO COOBTHII>
Fe
"FAILED COMMIT_TRANSACTION:{

"perf": [...],
"count": <obmee KOIMYECTBO COOBTHII>

(npogonkerne Ha cneayroLeld cTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

},

"FAILED COMMIT_RETAINING:{
"perf": [...],
"count": <obmee KOIMYECTBO COOBTMII>

}

¥
]
N J

Omnuncanne 3Ha9EHUI B BBIBOJIE:
e dbname — IlyTh K 6a3e JAHHBIX WK AJIAAC;
e hash — X311 arperupoBaHHOTO 3HAYUCHUST;
® THUII TpaH3aKHI/IPI - BI)IHOJIHGHH&H TPaH3aKITUA,
e perf — CobpaHHble 3HAYEHNUST METPUK JJIsT TPAHIAKITI;
e count — KoyimuecTBo 3aIyckoB TpaH3aKINH;
e succeed — Konn4uecTBo yCHENHBIX BBIIOJHEHUII;

e failed — KommaecTBO BBITTOTHEHNI, 3aBEPITEHHBIX C OIMUOKOIL;

BreiBoa Bepcum

CDopMaT BbIBO/Ia BEPCUU:

{

"version": "<Bepcus arperaTHoro ayzmura>"

}

9.10 Ouncrka 0cBOOOXKIa€MbIX PECYPCOB

Bazknas ocobernnocts CYBJIL Pen Baza JlanHbIx — BepCHOHHASI ADXUTEKTYPa. DTO O3HAYAET, UTO PU
U3MEHEHUH 3alHUCH CO3/IAeTCs HOBasi BepCust 3auch. [IpeibyIias Bepcusi 0CTaeTcsl CyIecTBoBaTh. Kax iast
TPaAH3aKIMs, CTAPTOBABINAsl Ha CepBEpe, UMeeT CBOW HOMEp. 3allMCh TaKXKe MMeeT HOMep CO3JaBIleil ee
TpaH3aknuu. TakuM 00pa3oM, KaxKjas TPAH3AKIMA MOXKET BUJIETh CBOK BEPCHUIO 3allCH U MMEHHO K Heil
UMeTh UHTEPEC.

TpeboBanne 00e3MMIMBAHKUS [TAMSITA HE PACIPOCTPAHSIETCS HA TaKWe BEepPCHM 3allMCell, KOTOPbIe WH-
TEPECHBI M UCIOJIB3YIOTCs KaKOi-mmbo TpaH3akimeil. B Tom ciydae, eciin 3ammch He MHTEpECHA HU OHOMN
TPAH3AKINA, T.€. JII00asd U3 OTKPBHITHIX TPAH3AKINI HE MOJIYIUAT 3TY BEPCUIO 3AINCH, TO 9TA BEPCUs 3AIIACH
ynansercsa. B 9ToT MoMeHT Oy/ieT NMPOUCXOIUTH O0E3INYNBAHUE TAMATH, DaHee 3aHATOW MaHHOU Bepcueit
3alliCH.

IIpu ynamennn aitioB OHM HOJKHBI OBITH IEPE3AMMCAHBI ITOCJIEI0BATEILHOCTHIO HYJIEH, €IMHUI]
(0xFF), cayuaiiHpix 3HAa4YeHUiT CTOJBKO pa3, CKOJIbKO yKa3aHO B mapamerpe kKoudwurypamuu. Ilocie sroro
daiisl mepenMeHOBBIBAETCS HEKOTOPOE KOJIMYECTBO Pa3, YTOOBI B KypHaJie (ailjIoBOil CUCTEMBI HE OCTAJIOCH
MMEHU UCXOIHOro paiiia.

Dynknus ouncrku (0be3mnanBaHus) 0CBOGOKIAEMBIX PECYPCOB IaMsTH BcTpoeHa B Pen Basa JlaHHbIX
U MOKET HaCTPauBaThCs IIyTEM 3aJaHUs PA3/INYHbIX 3HaUeHul napaMeTpa MemoryWipePasses = <integer>
B KoH(burypanuonnom daiiie cepsepa. llesodncientoe 3HatMenne, HaCTPANBAIONIEe HEOOXOIMMOCTb U METO/T
00€e3TMINBAHIS OCBODOXKIAEMO TaAMSATH, 33a6T CJIEIYIOIINe IeiCTBUA:

e (0 - He IPOU3BO/IUTH ODE3ININBAHUE;
e 1 - 00e3IMYMBATH OCBOOOXK TAEMBIil PeCcypC 3a OJINH IIPOXOT;

e N - IPOM3BOIUTH 33IAHHOE KOJIMIECTBO YePEIYIONINXCS 3alI0THEHNT 0CBODOXK IaeMOT0 Pecypca Hy-
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JISIMUM ¥ efuHUNAMA. [Iprn 9TOM mocseHui poXo/ B JIFOOOM CJIydae 3alloJIHsIeT OCBODOXKIaeMblii
GJIOK HYJISIMH.
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['nasa 10

BcTpoennrnlii cepsep

10.1 OOmmme cBeaeHUd

B CYB/I Pen Basza JlaHHBIX CyIEeCTBYeT CIeNMaJIbHBINA PEXKUM PAbOThI, HA3BIBAEMBIN «BCTPOEHHBIM »
(embedded). DTOT peKUM NPEAHAZHAYECH JJIs MPIMOTO JIOKAJBHOIO JOCTYIA IPUJIOKEHUS KJAUeHTa K hahiay
6a3bl JJAHHBIX MUHYs KJINEHT-CEPBEPHOE CETeBOE MOKIIoYenne. 1Ipu sToM oTesbHas HACTPOHKa cepBepa He
Tpebyercs.

10.2 ¥YcranoBka embedded cepBepa

10.2.1 B OC Windows

Berpoennsrit pexxum He Tpebyer mporeaypsl yeranoBku CYBJl kak takoBoit. 3arpysure ¢ odwurm-
asgpHoro caiira Pen Baser Jlamubix apxus Buga: bin/windows/x86_64/RedDatabase-0E-5.0.X.X-windows
-x86_64.zip ana 64-x pas3pspHoil Bepcuu, uiau bin/windows/x86/RedDatabase-0E-5.0.X.X-windows
-x86.zip Juis 32-x 6uTHOit Bepcun. O6parure BHUMaHUE, 9TO OUTHOCTH JUCTPUOYTHBA JTOJIKHA COBIIAJATD C
6uTHOCTBIO Barieit OC: BbI JOJI?KHBI UCIIOJIB30BATh X86_64 BepCHIO, €CJIU Bbl KOMITHJIUPYETE CBOO ITPOTPaMMY
oz, 64-6ut, u x86, ecyin BbI nuIieTe 32-ONTHBIE TTPOTPAMMEBI.

Pacnakyiire coorBercrBytomuit quctpubyTuB B pabodmit KaraJor Barleil mporpaMmbl. st paboTh
BCTPOEHHOTO PEXKMUMAa JIOCTATOYHO CKONMPOBAThH (haityibl n3 KopHeBoro karajora mucrpudytusa CYBI Pen
Baza Jlanubix, a Takxke Bce daitinl u3 nanku /intl u /plugins (nocrarouno daitia enginel2.d11).

10.2.2 B OC Linux

Jlannast ycTaHOBKa IIPOM3BOJIUTCS AHAJOTWYHO ycraHoBKe mon Windows. B mamnom pexume B Kade-
CTBe IpoBaiijiepa Ucrnoab3yercs oubanoreka /plugins.libenginel2.so. /i paboTbl BCTPOEHHOrO cepBepa
JIOCTATOYHO CKOIIMPOBaTh (ailibl u3 KopHeBoro karaJjora aucrpudyrusa CYBII Pen Basza Janubix, u mamok
/bin, /intl u /plugins (mocrarouno daiia libenginel2.so).

B cucreme momkna ObITh ycTanoB/IeHa OubamoTeka libicu.

B cayuae BO3HHKHOBeHHsI OmHMOKM MOAKJIOYenus: "error while loading shared libraries:
libtinfo.so.5" morpebyercst yCTaHOBUTH MAKET ncurses-compat-1libs.

10.3 IloakaroueHnue

1 moaK/oueHusl B pexknmMe BCTpoeHHOro cepsepa 4depe3 API Pen Basol JlaHHbIX KIWeHTY ciemyer
YyKa3aTh B CTPOKe TOJKJIIOUEHHsl 10KaavHul nymo (6e3 xocrta) K dailmy 6asel TaHHBIX (MK €r0 ajmac,
nponucanubiil B daiie databases. conf).

Berpoennsrit cepep He TpebyeT ayTeHTHUUWKAIINNA. 1eM He MeHee, MMsI TOIb30BATEs U, €CJIU He0OX0-
JIIMO, POJIb MOTYT OBITH yKa3aHbl B TAPAMETPAX MOIKJIIOYEHNSI, TOCKOJIbKY OHU UCIIOJIB3YIOTCSI JIJIsi KOHTPOJIS
JIoCTyna K 00bekTaMm 6a3bl JJaHHbIX. 110 yMOTYaHUIO BCTPOEHHBIH cepBep Oy1eT UCIOIb30BATh UMS TEKYIIEro
[IOJIb30BATEIIST KOMITBIOTEPA.

MozkHo Jierko nepekodarhes ¢ embedded Ha MOJTHONEHHBIN KJIUEHT-CEPBEPHBIN peKuM 663 N3MEHEHUST
CTPOK KOJIa IPUJIOXKEHUsI, TOJIHKO TIOMEHSIB CTPOKY IOJIKJIIOUEHUsT K Oa3e JTaHHBIX.
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10.4 HeckoibkKO 0gAHOBpPEMEHHBIX ITOAKJJIIOYEHMIA

o Bepcuu 2.6 embedded cepep B Windows He MOT HOIKIIOYUTHCS K 0a3€e JAHHBIX, KOTOPAas y2Ke MMesa
COEJIMHEHNsI C TOJHOIEHHBIM CEPBEPOM HJIH CYIIECTBYIOMNM K3EMILIIPOM BCTPOEHHOTO. BepHo u obparHoe:
IIOJTHOIIEHHBII CepBep He MOI' IOJKJIIOYUTHCH K 0a3e JAHHBIX, K KOTOPOi ObLI IIOJIKJIIOYeH BCTPOEHHBIN cep-
Bep. Tak 6BLIO TOTOMY, YTO IIPEBLIYIIEe BEPCUU BCTPOEHHOIO cepepa B Windows ObLIu peain30BaHbl Kak
cynepcepBep, KOTOPbI 110 Pa3HBIM MPUIUHAM TpeOyeT MOHOIOJIBHON OJI0KHpOBKHU daitia 6a3bl JaHHBIX. B
Bepcun 2.6 embedded cepBep MOI' COBMECTHO HCIIOJIB30BATh 0a3y JaHHBIX C JAPYTUM BCTPOEHHBIM CEPBEPOM
WIN C aBTOHOMHBIM cepBepoM Superclassic mwim Classic Ha Bcex maardopmax.

ITo ymo9aHuio BCTPOEHHBIH cepBep 3allyCKaeTcs Ha Beex JocTynHbix miardopmax (Windows, Linux)
B pexknMe SuperServer.

Hacrpoiika apxurekTypbl HaxoauTcst B KoHpurypamuonaoM daiiie firebird. conf:

[ ServerMode = Super ]

B sToMm pexkmme BCTPOEHHBIN cepBep CO3MaeT IKCK/IIO3UBHYIO OJOKUPOBKY I daitya 0a3bl JAHHBIX
HA MOJIKJIIOYEHNE U, B TO BpeMsl KaK OH HOKJIIOYEH, IIPEIOTBPAIIAET MTOJKIIOYEHUs OT JIPYTUX SK3EMILISIPOB.
IIpu Takoit KoHMUrypaIluu HEBO3MOXKHO, HAIIPUMED, UMETh KJINEHT-CEPBEPHBIE TOAKII0YEHUS OJHOBPEMEHHO
¢ KJImeHTaMu Opay3epa, MOJKJIIOUYEHHBIMIA K OJIHOM W TOi »Ke 0a3e JAaHHBIX Yepe3 MPUJIOKEHUEe UHTPACETH,
HCITO/IB3YIOIIEe BCTPOCHHBIH MEXAHU3M.

Pertenne cocrouT B TOM, ITOOBI 3aIIyCTUTH BCTPOEHHBIN cepBep Kak Iporecc [Super]Classic coBmecT-
HO C BAIlIUM CETEBBIM CEPBEPOM PabOTAIONINM TaKKe B pexknmax Superclassic wim Classic. PackommenTn-
pyiire mapamerp B KoH(buUrypamunonaoM daiiste firebirds. conf Barrero BCTpOEHHOIO CepBeEpa U yCTAHOBUTE
I Hero 3Hadenne Classic mam SuperClassic:

[ ServerMode = Classic j

Ob6paruTe BHUMAaHME, YTO JIJIsi BCTPOEHHOIO cepBepa pexkuMbl Classic u SuperClassic 95KBUBAJIEHTHBI.

10.5 3amyck mHCTPYMEHTOB aJIMUHUCTPUPOBAHUI

Her meobxommmocTu co3maBaTh OTIEIbHYIO (DailjIOByI0 Cpey, €CJid Bbl ILUIAHUPYETE UCIOJIH30BATh
BCTPOCHHOE COCJMHEHHe MJId 3allyCKa MHCTPYMEHTOB aIMUHUCTPUPOBAHNA, TAKUX Kak gbak mmm gfix, nam
3amycka rnpusuiaernposansHoro DDL B pexxumax Classic umm Superclassic. [IpocTo coxpanuTte ncxo/- HyIo
KOH(UT'YpAIUIO POBaii/IepOB U BOWIUTE B CUCTEMY, UCIIOJIb3ysl B CTPOKE HOJIKJIIOUEHUS A0KAADHbLL NYMb K
daitry 0a3bl JaHHBIX U JIOO0E UMl TI0JIb30BATEIsI, HEOOXOIUMOE [IJIsi BBIITOJTHEHUS 3a1a4.

10.6 IIpumepshbl IMOAKIIOYEHUS

J17151 KOHCOJTBHOTO TIOJIKJIIOYe N K 6a3€e JAHHBIX B PE’KHUME BCTPOEHHOI'O CEPBEPa MOXKHO HCIIOJIb- 30BATh
yTHIATY isql U3 cocraBa JUCTPUOYTHUBA.

e CTp. 238



PyxoBoscTBO ajmunucTpaTopa
10.6 IIpumepbl MOJAKIIOYEHUST

pe <
BN Komanguan crpoka - \Test\RDB\RDB_emb\isq| lﬂt&]

D:\>\Test\RDB\RDB_emb\isql
Use CONMECT or» CREATE DATABASE to specify a database
SQL> connect D:\Test\RDB\RedDatabase\examples\empbhuildiemployee.fdb;
Database: D:\Test\RDB\RedDatabasesexamples:empbuildsemployee.fdh, User: HJK
SQL> show tabless;
COUNTRY GCUSTOMER
DEPARTMENT EMPLOYEE
EMPLOYEE_PROJECT JOB
PROJECT PROJ_DEPT _BUDGET
SALARY_HISTORY SALES

EMPLOYEE

JOB
PROJ_DEPT_BUDGET
SALES

-

atetime import timedelta, datetime

con = fdb.connect(dsn=

cur = con.cursor()
cur.execute

print(str(cur.fetchall()[e]))

Pucymnoxk 10.3 — IIpumep koma momkirodenns K 0ase JaHHBIX Ha s3bike Python
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OnjaitH Baamganmsg 0a3bl JaHHBIX

IIpoBepka 6a3bl JAHHBIX ITO3BOJISIET BBIIOJIHATDL HIU3KOYPOBHEBBIE ITPOBEPKH COTVIACOBAHHOCTHU JAHHBIX
Ha JWUCKE U JaKe HCIPABJIATH HEKOTOPbIe HE3HAUUTE/bHBIE TOBPEXKIEHU. JTO PEKOMEHIyeMasl IIPOLELyPa
Jutst J1r000i 1eHHON 6a3bl JaHHBIX, ¥ aIMUHUCTPATOP 6a3bl JAaHHBIX JIOJ?KEH BPEMsI OT BPEMEHU IIPOBEPATH
6a3y, 4ToObI ybenuThess B ee paborocrnocobrnocTu. Ho mporiece mpoBepKu TpedyeT MOHOIIOJBLHOTO JOCTYTa
K 6a3e JaHHBIX, T.e. OH 3allpelaer JII0OON HapaJile/ibHbII JI0CTyl K 0a3e JJaHHBIX BO BPEMsl BBIIIOJIHEHUSI
IPpOBEPKU. B HEKOTOPHBIX CiIydasX, KOrja 0a3a JaHHBIX BEJIUKA, 3TO MOXKET CTaTh IIPODJEMOil, T.K. TPOBEPKA
3aHIMAET 3aMETHOE KOJIMIECTBO BPEMEHH.

IIpoBepka B pexxume OHJAWH — 3TO HOBasd (PYHKIIUsI, KOTOPas MO3BOJISIET BBITOJHATH HEKOTOPBIE IIPO-
BEPKH COTJIACOBAHHOCTHU 0€3 MOHOIIOJIBLHOTO JOCTyIa K 0a3e JaHHBIX.

11.1 Bo3MO2KHOCTH ITPOBEPKU B pexKMMe OHJIaiH

OmntaifH-IpOBEPKA MOXKET JEJIaTh CJIEIYIOIee:

® POBEPATH HEKOTOPBIE (MM BCE) MOJIb30BATEIbLCKAE Tab/IUIbI B 6a3€¢ JaHHBIX; CHCTEMHBIC Tab IAIbI
HE ITPOBEPAIOTCH;

® I1IPOBEPSTH HEKOTOPBIE (MJIM BCE) MHJIEKCHI;

e apyrue nposepku ODS; rakue kak Crpanunp 3arosnoska (Header), PIP, TIP, Crpanuns! renepa-
Topos (Generators pages) He BBIIOJHSIIOTCSL.

11.2 3ammuTa BO BpeMs OHJIAH MPOBEPKN

TToka Tabsuna (1/uam eé WHIEKC) TPOXOAUT IIPOBEPKY, OJB30BATEN MOI'YT TOJIBKO YUTATH JAHHbBIE
u3 370l Tabsaukl. Jlobasi mombiTka n3MeHuTh Jganable INSERT/UPDATE/DELETE Oymer KJaTh OKOHUYAHUSI
MIPOBEPKU WJIU, B 3aBUCHMOCTH OT TaiiMayTa OJOKMPOBKHU TOJH30BATEILCKON TPAH3aKIIUU, BEPHET OITHOKY
BBIIIOJIHEHHSI OIIEPAIUHU 110 TaiMayTy OJOKHPOBKH.

IToka maér mpoBepka J000I Bul COOPKH Mycopa B TAOJIUIE WK €€ WHIIEKCAX OTKJIIOUaeTCS:
e (QoHOBasi U COBMeCTHasi COOpPKa MyCOpa MPOCTO IPOITYCTAT ITY TAOJIUILY;

® IpUHYJUTeJbHAas cOOpKa Mycopa, T.e. pabora yrmimTel "gfix -sweep db.fdb" Oyzmer 3aBepineHa
C OIUOKOM.

Tlocsie nagasta oHIAMH TPOBEPKU TAOJUIBI /I IPEIOTBPAIICHUsT OTHOBPEMEHHDBIX N3MEHEHUH €€ TaH-
HBIX HA HEeE HAKJIAIBIBAIOTCS JBa BUA OJIOKUPOBOK:

e GuiokupoBka Tabsunpsl B pexkume PR (protected read - samuménuoe urenue);
e Hosas Giokuposka c6opa mycopa B pexxume PW (protected write - 3amuiménnas 3amucs).

O06e 6JIOKUPOBKH UCIIOIB3YIOT OIPEIEICHHBIH [T0JIb30BaTeIeM TaiiM-ayT OJIOKMPOBKY. ey kKakoii-mu6o
3a1poc Ha, OJIOKMPOBKY 3aBEPIIAETCS HEYIAYIHO, COODImaeTcs: 00 OmmOKe U Tab/IUIA TPOITYyCKAETCS.

Kak ToipKO OJIOKUPOBKHM BCTYIAIOT B JIEHCTBHE, TAOJIUINA U €€ UHJEKCHI OYJIyT MPOBEPEHBI TaK Ke,
KaK W U IpHU TOJHOM mpoBepke. [locse 3aBepiiennst mpoBepKu OJIOKMPOBKHM CHUMAIOTCS W BCsl IPOIELyPa
TOBTOPSIETCST JJIst CJIEYTOIIENH TaOUITH.
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11.3 Kowmanga 111 3aIrycka OHJIAWH IPOBEPKU

11.3 Komanjia jj1s 3alrycKa OHJIAH MPOBEPKU

Omnaiin-Bajquanus peajm3oBana B Buje ceppuca Firebird m moctynma depes Services API xkoman-
noit isc_action_svc_validate. I[losromy yrmimra gfix He MOXKET 3aIlyCTUTh OHJIAWH-IIPOBEPKY. ¥ THIIATA
rdbsvcmgr nMeeT IOJIHYIO HOJJIEPKKY HOBOro cepBuca. Eé cuaTakcuc:

rdbsvemgr [host:]service_mgr [user <...>] [password <...>]
action_validate dbname <daiin BII>

[val_tab_incl <mabmom>]

[val_tab_excl <mabmou>]

[val_idx_incl <mabmom>]

[val_idx_excl <mabmom>]

[val_lock_timeout <umcimo>]

rae:
e val_tab_incl — mabiioH st TAO/INI], BK/IIOYEHHBIX B TPOBEpPKy. [lo yMogdaHnio Bce MOIb30Ba-
TeJbCKUe TabJINIBI BKJIIOYEHDI, CHCTEMHbBIE TAOIUIBI HE ITPOBEPSIIOTCS;
e val_tab_excl — mabJioH /yisi TabJIUI, UCKJIFOYEHHBIX U3 TPOBEPKH;

e val_idx_incl — mrabJioH JijIst MHJEKCOB, BKJIIOUEHHBIX B IPOBepKY. 1o yMoraanuio % — Bce MHIEKCHI
BKJIIOYEHBI;

e val_idx_excl — mabJOH JJIsI WHIEKCOB, UCKJ/IIOUYEHHDBIX U3 ITPOBEPKU;

e val_lock_timeout — TaiiM-ayT oxKujaHus 6I0KUpOBKU Ha Tabiuiyy (B cekyHuax). Ilo ymoruanuio
10 cexyHg, -1 - 6ecKOHEYHOE OXKUJIAHUE.

o [ITabsoHBI - 3TO peryasapHble BbIpazkeHusi, 00pabaThIBAEMbIE II0 TeM 2Ke TTPABUJIAMU, UTO U BHIPAYKEHUS
Tuna SIMILAR TO;

e HeszaBucumo oT nuasiekta 6a3bl TAHHBIX BCE MAOJIOHBI TyBCTBUTEIHHBI K PETHCTDY;
e FEcmm mpomymien mab/ioH [y Tabull, TO OYIyT IPOBEPEHBI BCE MOIb30BATEIHLCKIE TaOJINIIGT;
e Eciu mpomyien mab/ioH [1j1s WHIEKCOB, TO OYIyT IMPOBEPEHBI BCE WHIEKCHI HA3HAYEHHBIX TabJINIL;
e CucremHbIe TaOJIAIIBI HE TPOBEPSIOTCS;
e Jlna yKazaHuWs CIIMCKa TAOJIUI U UHIEKCOB:
1. HEOOXOmMMO pa3enaTb UMeHa CUMBOJIOM "|";
2. He mobamJisiiite pobesibl, T.e. mrabson "TAB1 | TAB2" sBjisieTcs HEBEPHBIM;

3. BeChb CIHCOK JOJIZKEeH 6LITI) 3aKJIIOUYEH B ,HBOI‘/JIHI)IG KaBbIIKU, ‘—ITO6I)I nHTEepIIpeTaTop KOMaH/ ero
MIpaBUJIBHO 0O6paboTAIL.

11.4 IIpumepsl

1. DToit KOMaHIOM BKJIIOYAETCs OHJIANH-IPOBEpKa B Oa3e maHHbix /home/test/db.fdb Tabsmi, Ha3BaHUS
KOTOPBIX HAYMHAETCSA ¢ OYKBBI "A"; MHIEKCHI HE TIPOBEPSIOTCS; OKUIaHNEe OJIOKUPOBKHU HE BBITIOTHACTCS:

rdbsvemgr service_mgr user SYSDBA password masterkey
action_validate dbname /home/test/db.fdb
val_tab_incl A%

val_idx_excl %

val_lock_timeout O

2. Dra xomanma npoBepuT Tabsunbl TAB1 u TAB2 m Bce mX HMHIEKCHL. TaiiM-ayT OXKujgaHus OJIOKMPOBKH
coctapiseT 10 cexyHs.
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11.4 IIpumepsnt

rdbsvcmgr service_mgr user SYSDBA password masterkey
action_validate dbname /home/test/db.fdb
val_tab_incl "TAB1|TAB2"
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Pennmmkannga

12.1 OcobeHHOCTU peNINKAINNI

Bouibiiast 9acTh penmkaTopoB, HAMCAaHHBIX i Firebird, npeacrasisier coboil BHeNHME 110 OTHOIIIE-
HUIO K cepBepy npuiozkenusi. OHU XOPOIIO TMOIXOAAT JJIsi MUTDAINN JTAHHBIX MEXKTy pa3/IMIHbIMEU OazaMu
JIAHHBIX WK fdaxke Mexkay pasmuanbivu CYB /I, o mioxo moaxomsT miist mofjep:kanus konuu b1 B pamkax
peIeHusT 3a/[a91 CO3/IaHNsT OTKA30yCTOWINBOrO Kiaacrepa. OCHOBHOM TPOBJIEMOIt TPU STOM SIBJISIETCST TTPOU3-
BOJIUTEJILHOCTD, T.K. CTOPOHHUE CPEJICTBA CO3/AIOT JIOOJIHATEIbHYIO HATPY3KY [IPU CUHXPOHU3AINA JJAHHBIX,
npuuéM OHa OOBIYHO M30BITOYHA U cyliecTBeHHO 3ameiisier pabory CYBJI. Kpome Toro, He Bce cpejicTBa
PeILINKAIINA MOTYT FapaHTUPOBATH UIEHTUIHOCTH JAHHBIX B OCHOBHOI 0a3e M B KOIWW IIPU BO3SHUKHOBEHUU
cb0s1.
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\ replication.conf MaCTep /

Berpoennast perutnkanus npeiHasHaveHa jiisg 00ecIieueHns MOBBIIIEHHON 0TKA30yCTONINBOCTH B CJLy-
qae MOBpEeXJIeHUs (DU3MIECKON CTPYKTYPHI baitia 6a3bl JAHHBIX, BBI3BAHHON TeXHWIEeCKHM cOoeM 000py-
JIOBaHUsl, MPOTPAMMHBIM cO0eM omepanuonnoit cucremsl um camoit CYB/I. Ona mojpasymeBaer mepeHoc
JIIOOBIX M3MEHEHUil JJAHHBIX ¢ OCHOBHOIO Pabodvero ceppepa Ha OJUH WU HECKOJBKO PE3ePBHBIX CEPBEPOB,
rapaHTupys, TaKUM 00Pa30M, UX HUJIEHTUIHOCTH C TOYKH 3PEHHs] XPAHSIIMXCS HAa HUX JaHHBIX. [Ipu sTom
IJIABHBIA CEepBEp MPUHSATO HA3BIBATH MaCTEPOM, & Pe3epPBHBbIE — CIefiBaMU.

DJieMeHT perImKaliuu 1nmpeacraBiideT €000i1 3aITiCh B Ta6m/1ue, JIFOOBIE U3MEHEHUST KOTOpOI71 mepearTcd
Ha pe3epBHbIC CcepBepa. Taxzke IIepeJaroTCd 1 KOHTEKCTHbIC UISMEHCHU A, & UMEHHO COC/IMHCHUA U TPAH3aKI[UH,
B KOTOPBIX IIPOUCXOJUT U3MEHEHNE 3aIICH. Takum o6pa,30M, OCHOBHBIMH COOBITUSIMU PeNINKAIIUN ABJIAIOTCA:

® CO3/laHUE U 3aBeplleHue COeJUHEeHUI];

® HaJaJIo, KOHEIl U OTKAT KarKJ0i TpaH3aKIIH;
® HaJaJI0, KOHEIl U OTKAT TOYKN COXPAHEHMUST;

e BCTaBKa, OOHOBJIEHUE U y/aJeHUe 3aInceil;

® U3MeHEeHHE I'eHepaTOpOB.

Oj1HO3HAYHOE COOTBETCTBHE CTPOK HAa OCHOBHOM W PE3EPBHOM CEPBEPAX OIPEJIEISETCS YHUKATHHBIM
UHJIEKCOM. MeXaHn3M PEIUIMKAINY He COJEPKUT KAKUX-JIU00 CPENCTB, TapaHTUPYIONUX JIOTUIECKYI0 HEIIPOo-
THUBOPEYUBOCTH JIAHHBIX MEK/[y OCHOBHOI M Pe3€PBHBIMU KOUAME 6a3 JIaHHBIX. 1[0JIHOIEHHO PEeILIUIUPY0T-
Csl TOJIBKO TabJINIIBI, COMIEPIKAIIIE YHUKAIBHBIN HHIEKC, HAIIPUMED, IEPBUIHbIN K04, B ciiydae orcyTcTBust
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NJIN HEAKTUBHOCTHU TaKOI'O MHJIEKCa BO3MOXKHa PeIlJIMKaIllus TOJIBKO OHepaLH/IIU/I BCTaBKHU 3allCH.

B mporecce paboThl pertukanuy BO3MOXKHBI KOHMIMKTHI. KOoHMINKTOM cuuTaeTcs OOHAPYKEHHOE
HECOOTBETCTBHE MEXK/Iy JIAHHBIMEU Ha OCHOBHOM U PE3epBHOM cepBepax. IIpuMepamu KOH(IIMKTOB SIBJISIFOTCS:

® HaJIM4YHde CTPOKU B PEIIMKE IIPU IIOIIBbITKE ee BCTaBKH;

® OTCYTCTBHE CTPOKH B PEIJIUKE IIPU ee M3MEHEHUN WU YIAAJICHUMN;
e Haju4Me TPAH3AKIUU LIPU IIOIBLITKE €€ 3allyCcKa;

® OTCYTCTBHE TPAH3aKIUU IIPHU €€ 3aBePIIEeHNN.

Eciu nponzormmen KoHQIIMKT Apyroro Buma, 9TO PACIHEHUBAECTCA KAaK OMIMOKA PEILIMKAINNA, KOTOPAas
[IPUBENET JINOO K OTKJ/IIOYEHHIO PEIINKAIMK U IPOJIOJIKEHUIO PAbOTHI MacTepa B IITATHOM PEXUME, 00 K
OTMeEHe OIlepalliy, BO BPeMsI KOTOPO# IIPOM30IIIa OIMIOKa U COODINEHUIO O Hell MOJIb30BATEIO.

12.2 CunxpoHHasi 1 ACUHXPOHHAs PEeNJIMKAaIlns

Cy1ecTByeT /1Ba OCHOBHBIX DPeKHMa PabOTHI PEIIMKAIINN: CHHXPOHHBIN M aCMHXPOHHBIA. B mepBoMm
cJlydae IpU HACTYILIEHUU COOBITHS PEIUINKAIIMY B MacTep-6a3e, OHO JOJIKHO OBITh TaKKe BBIIIOJIHEHO HA BCEX
cieitB-6a3ax it TOro, YTOOBI COOBITAE CIUTAJIOCH 3aBEPIIEHHBIM. JIOTHYIeCKN 3TO O3HAYAET, UTO CYIIECTBYET
JINIIB OJIHA Bepcusi faHHbIX. OCHOBHOI HEJIOCTATOK CUHXPOHHOI PEILIMKAIMY — OHA CO3/IaET JOMOJHUTEIbHY O
3aJiepKKy B pabore macrepa, T.K. CYB/I mo/kHa 0K IATHCA OTBETa OT PEILJIUKHU, YTOOBI CIUTATEH OIIEPAIUIO
3aBEPIIEHHONA.

B ciiyuae acuHXpOHHO# perinkanuu OOHOBJIEHHMSI MacTep-0a3bl MUIITYTCS B YKYPHAJBI, KOTOPbIE pac-
MIPOCTPAHSIOTCS Ha PEIINKY CILyCTsi HEKOTOPOe BpeMsi, & He B TOU JKe TpaH3aKIuu. lakuM oOpa3om, mpu
ACHHXPOHHON PEILUINKAIINKA yMEHBIMAIOTCHA ITPOCTON MACTEPA, HO MPU ITOM BBOIUTCS 33JEPKKa, B T€IECHUE
KOTOPO# PEIIUKU MOTYT OBITH (DAKTUIECKN HEWJACHTUIHBIMU. Kpome Toro, 60JIbIIe BEPOSITHOCTD KOH(MIINK-
TOB M3-3a TOT'O, 9TO MPOIECC KOMUPOBAHUS »KYPHAJIOB PEIIMKAIINU BBITOJIHIETCS CTOPOHHUMU CPEICTBAMU.

Paccemorpum monpobree npuHImbsl paboThl 1 OCOOEHHOCTH PA3HBIX PEYKUMOB DEILIHKAIIIH.

IIpu cuHXPOHHOI pelIUKAINK B IIPOIECCE MOJK/II0YEHNs K OCHOBHOMY CEPBEpPY IIPOBEPSIeTCS HAIUINE
7 JIOCTYIIHOCTb PE3EPBHBIX CEPBEPOB, IOCJIE€ YEr0 YCTAHABJIMBAETCS C HUMM IIOCTOsiHHOE coeauueHue. [Ipm
omubKe MOJKIIOUEHUsT K CJeBY TOJK/IIOUYEHNE K MacTepy TaKzKe 3aBepInaeTcs ¢ ommoOkoii. [Toakodenne K
CJIeBY MOXKET BBIIOJHATHCS OT UMEHHU TEKYIIEro MOJIb30BATENs, JIMOO OT UMEHH MT0JIb30BATE s, 3aaHHOIO
B KOH(UT'YpaIUN.

IIpu HacTymieHnu COOBITHIH B paMKaxX TPAH3aKIINN, OHI 3AITUCHIBAIOTCS B Oydep perInKaium, KOTOPhIit
repeIaéTcst Ha CJIeiiB Jiubo IIpH ero 3aroJIHEHUH, JTU00 [P HACTYIIJIEHUH OIIPeIeJIEHHBIX COOBITHI, HAIIPUMED,
KOMMUTA TPAH3aKIUU WK 3aBepiieHus coeauuaenusi. CieiiB, MOIyINB PEIIUKAIMOHHBINA TIAKET, JOJIZKEH Bbl-
[TOJTHUTD BCE yKa3aHHBIE B HEM jeficTBus. [Ipu omubke B T000M 13 HUX MIPUMEHEHUE [TAKETA ITPEKPAIAeTCs,
a coobrrerre 00 OMMOKe PEIINKAIINN OTIPABJIAETCS HA MACTEP.

|

|
P ﬂ?_repllcate -

|

|

|

oTBeT -

commit fe————

IIpu cuHXpOHHON pemIuKAIun 0CODYI0 TPOOJEMY COCTABJISIET KOMMHT TpaH3akimu. llpm Hammanm
CJIOXKHOHM OTJIOXKEHHON paboThl BpeMsi KOMMUTA MOXKET CYIIECTBEHHO YBEJMYUTHCSI, €CJIM OH Oy/IeT Mocye-
JIOBaTEJIbHO BBIIOJIHATHCA Ha MacTepe W Ha ciieiipe. [l09ToMy Ipu perimKamuu KOMMUTa Ha CJIeHB [TOChLIa~
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eTCd ClieIaJIbHOe coOBITHE IIOATOTOBKU KOMMMUTA, U OTJIO?KECHHAaA pa60Ta Ha MacTepe 1 cJIeifiBe BBITIOJTHSIETCS
IIapaJijieJIbHO.

AcuHXpOHHAsI PeIUIMKaIis TaKyKe UCIOJIb3yeT Oydepu3alun COObITUI PEIINKAIINYA, HO HE MOCHLIAET
costepkuMoe Oydepa Ha CjIeiiB, a MUIIET ero B XKypHaJ pemmkaruu. OH npejcrapjser coboit Habop GuHAp-
ubix baiiioB (CerMeHToB KypHaJsa) (PUKCUPOBAHHOIO pa3Mepa, XPaHAIIecs B 3aJaHHON B KOHMUIYypanuu
perkanuu aupekropuu. CYB/L copacsiBaer 6ydepbl ¢ cOBbITUIMU PEIUIMKAIIUY B TeKYIIUi (AaKTHBHBIIA)
CEerMeHT JIO TeX IIOp, II0Ka OH He OyleT 3amoJiHeH. [locjie 9TOro OTIEeIbHBINA IIOTOK BBIITOJIHSIET apXUBAIIUIO
CerMeHTa C IIOMOIIBIO BHEIIHEH KOMaH [bl. 1[0 OKOHYaHIY apXUBAIlUUA CETMEHT CUUTAETCS CBOOOIHBIM U MOYKET
CHOBa UCIOJIb30BATHCS JJIsI 3AIIUCH COOBITUN PEIlITKAIIIN.

. —>
insert ——| a

delete vd

AKTUBHbIN
Commit CcermMeHT

MonHbIn
CErMeHT

CBoboaHbIv
cerMeHT

Log direct
Bydbep pennukaviu og directory

Archive directory

3aapx1BMpoOBaHHbIN
CErmMeHT

B JIAHHOU MOJIeJIN CyHIeCTBYET 9€ThbIPpE BO3MOZKHBIX COCTOAHUA CEIMEHTOB 2KypHaJia:

e USED — CcerMeHT B JIAHHBINT MOMEHT MCIIOb3yeTcs. B KOHKPETHBIIT MOMEHT BPEMEHU OH €TMHCTBEH-
ublil. Korja cermenT nocruraer 3aJJaHHOIO Pa3Mepa, OH CYUTAETCs 3aIOJHEHHBIM U 3aIICh B HETO
npekpaiaercs. To ke caMoe MPOUCXOJUT IIPHU ITPOCTOE CETMEHTa, B TEUEHUH MUHYTHI.

e FULL — cerMeHT 3allOJIHEeH W KJeT apxuBarun. Eif 3aHMMAaeTcs OTAEIbHBIN TOTOK, KOTOPBIH OI0-
BelaeTcst ¢ HoMompio ceMadopa. TakxKe BO3MOXKHA pydHAsT apXUBAIUs C MOMOINBIO YTHIATHI
rdblogmgr.

e ARCH — cermMeHT B IIPOIIECCE APXUBAIIH.

e FREE — momedaeTcs IOCJE apXUBAIUU, KAK BO3MOXKHBIN K HCIOJIb30BaHUiO. Kak TOJBKO CerMeHT
USED nepexoaut B cocrognue FULL, umyTcd CerMeHTbl B COCTOAHUU C IEJIbIO MCIOJIb30BAHUS UX
cHOBa. Eciin Takue He HailJIeHbI, CO31aeTCsI HOBBII.

CerMeHTHI KypHaJa MOTYT ObITH TPUMEHEHBI BPYYIHYIO yTrinToil rdblogmgr.

Kaxkpiit cermMeHT mMeeT yHUKAJIBHBIA HOMEDP, KOTOPBI NeHEPUPYETCS MOCIETOBATEBHO. DTOT HOMED
B covyerannu ¢ UUID 6a3pr maHubIX 0obOecriedmBaeT IiI00AJBHYIO YHUKAJIBHYIO HIEHTH(MUKAINIO CErMEHTOB
)KypHaJsa. [106aabHbIi CIeTUNK TOC/IeI0BATEILHOCTA XPAHUTCS B PEIIMIINPOBAHHON Oa3e JAHHBIX 1 HUKOT/IA
He cOpachiBaercs (MOKa 6as3a JaHHBIX He Oy/eT BOCCTAHOBJIEHA U3 PE3ePBHON KOINUM).

CerMeHTBI peryJisipHO POTUPYIOTCS. DTOT IHPOIECC KOHTPOJIMPYETCsI JIMOO0 MAKCUMAJBLHBIM Pa3MepPOM
cerMenTa, Jub0 TaifiMayTom, 06a mopora HACTPAWMBAIOTCdA. KakK TOJBHKO aKTHUBHBIMH CEIMEHT JOCTUTAET II0-
POroBOro 3HaYCHUs, OH IIOMEYaeTCd KaK <«IIOJIHBIH», U 3alliCh IIepeK/IodaeTcd Ha CJICAYIONUNA NOCTYIIHBIA
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cermeHT. [loJiHBIE CEIrMEHTHI apXUBUPYIOTCS U 3aT€M MOBTOPHO HCIOJIB3YIOTCS JIJIs IOCTIEIYOMUX 3aIIuCei.
ApxuBUpOBaHUE B OCHOBHOM O3HAYAET KOIMMPOBAHWE CEIMEHTA C IEJIbI0 TepeJad ero Ha XOCT PEIIUKU U
npumMenenust TaM. KonmpoBanue MoKeT OBITh BBITTOTHEHO camuM cepBepoM Pen Baszer Jlanubix nin, aabrep-
HATUBHO, YKA3aHHOII MOJIb30BaTEIeM KOMAHJIION.

Co CTOPOHDI PEIVINKU CErMEHTBI Ky PHAaJIa IPUMEHSIIOTCS B IIOPSIJIKE HOCIIeI0BATEILHOCTH PEILINKAIIN.
Cepsep Penr Basbr JIaHHBIX TIepUONYIECKN CKAHUPYET HOBBIE CETMEHTHI, MOSIBJISIIONIMEC B HACTPOCHHOM Ka-
tajiore. Kak TOJIBLKO CJIeyIonuii cerMenT HaiijieH, ol perunupyercs. CocTosiHue perinKanun XpaHuTcs B
sokasbHOM daiire ¢ umeneM {UUID} (Jy1st KaxK10r0 HCTOYHUKA PEITIMKAIN ) U COIEPKUT CJIEYIONIIE MapKe-
PBI: [IOCJIE HsIsT TIOCIIe10BaTeIbHOCTh cerMenToB (LSS), camast crapast nocsesoBarebHocTh cermenToB (OSS)
U CIIMCOK aKTWBHBIX TpaH3aKIuil, 3amyieHabix Mexkay OSS u LSS. LSS ozmagaer mocsiemauii pensuimpo-
BaHHBIA cermenT. OSS o3HAYAET CErMEHT, KOTOPBI HAYAJ CAMYIO PAHHIOID TPAH3AKIIUIO, KOTOpas He ObLIa
3aBepilieHa BO BpeMsi o6paboTku LSS. DTu Mapkepbl yIpaBisgioT JByMsI BEMIAMHU: KAKONH CEIMEHT JOJIZKEeH
OBITH PEITUIIMPOBAH CJIEYIONUM 1 KOrjia (ailyibl cerMenTa MOXKHO 6e301acHO yaaauTb. CerMeHThbl ¢ HOMe-
pamu mexxry OSS u LSS coxpansioTest J1Jisi BOCIIPOU3BE/ICHHS YKy PHAJIA, [TOCIIE OTKJIIOYEHHS PEIITTHKATOPA OT
6a3bl JAHHBIX PEIIMKY (HAIPUMED, U3-3a OMIMOKM PEelIMKAIlMN WX BpeMeHH 1pocrost). Ecin Her oxujaro-
X aKTUBHBIX TpaH3akmmit 1 LSS Ob11 obpaboran 6e3 ommbOK, BCce CerMeHTHI BKtoYasi LSS ymassiiores.
B ciyuae si060it KpuTraeckoit OMmMmOKY PENJIMKAIAST BPEMEHHO TPUOCTAHABINBAETCS U TOBTOPSIETCS TIOCJIE
UCTEYEHUs] BPEMEHU OXKUJIAHUS.

[Ipumenenne KypHasia K perinke BBINIOJHSIETCS cepBepoM perinkarnuu. B ciaydae CynepcepBepa win
Cymepkiiaccuka, 9T0 OTIeIbHbIH ToTOK B 3amyiennoit CYB /1. Ou untaer apXuBHbBIE CETMEHTHI U3 YKA3aHHOTO
karasiora u npumensier nx K BJl. Eciu B cucreme ycraHoBiieH U paboTaeT KJIACCHK, TO CEPBEP PEIITMKAINN
3AITyCKAETCS OTJETBHBIM IIPOIECCOM CYIIEPKIACCUKA C KIIOIOM -R.

Archive directory

N+2 N+1 | | N

12.3 OTtyeT 00 ommbOKax

Bce ommbKy 1 1Ipe/IyIpek IeHNs PeIInKanun (HanpuMep, oOHAPYKeHHbIe KOH(JIIMKTHI) 3alHChIBAIOTCS
B daitn replication.log, xpausmuiics B KopHeBoM Karajore ycranoBku Pen Baszpr Jlanubix. 9rtor daiia
TaK>Ke MOXKET COIEPZKATH MOPOOHOE OMUCAHNE OIEPAINIl, BHITOTHIEMBIX DEILIHIKATOPOM.

12.4 Hactpoiika cucTteMbl perinKaiumn

12.4.1 ®aiin KoHdbUTypaum

15t HACTPOMKM CHUCTEMBbl PEIIMKAINN UCIIoJIb3yeTcst (aityl replication. conf, HAXOMANIHMICS B KOP-
meBoMm katajore CYBJI. @aitn HacTpamBaeTcss KaK Ha CTOPOHE MAacTep CepBepa, TaK W HA CTOPOHE CJieiiBa.
Bce mapamerpsr macrpoiiku comepkarcs B 60ke database{ ... }, u mo ymousrdaHUIO 3aKOMMEHTHPOBA-
ubl. HacTpoitku MOXKHO MPOBOANTE TJIOOATBLHO Cpaldy /i BCcex 0a3 JMaHHBIX W OTAEIbHO I KaXKJI0i 0a3bl
JTAHHBIX.
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IIpu HacTpoiike mapaMeTpoB Ha ypoBHE 0Oa3bl TaHHBIX B pasjese database [0JKeH OBITH yKa3aH
IIOJTHBIN ITyTh K 0a3e JaHHBIX. [[CeBIOHMMBI U TIOJCTAHOBOYHBIE 3HAKN HE MIPUHUMAIOTCS.

database = /your/db.fdb
{ ...}

IIepBoe cji0BO B cTpOKe BHYTpHU OJIOKA, HAYUHAIOIIEHCS HE C CHMBOJIA KOMMEHTAPH S, CINTACTCS HA3BAHU-
eM mapamerpa. CrpaBa OT IMEHH ITapaMerpa, [ocJie CUMBOJIA PABEHCTBA, YKA3BIBAETCS 3HAYCHIE [TapaMeTpa.

ITapamMeTpbl HACTPOIIKM Ha MacTepe

plugin
[narun, ucrnosb3yemMbrit mist perukanyun. 110 yMOTIaHUIO UCTOIB3YETCS BCTPOEHHAS PEILTHKATIHS.

[ plugin = ]

buffer size
Vka3bpIBaeT pa3Mep HAKOIIsIeMOTo Oydepa orepalinii Ha MacTep-0a3e Iepeji OTIIPABKOM WX Ha CJICHB-
6a3bl WJIM 3alMChI0 B KypHAJ. DTOT IapaMeTp He BJIUseT Ha TakKuhe ollepalud, Kak commit wjium
rollback; mIpu BBIIOJHEHUN ITUX Oeparuii 6ydep OTIpaBIIsieTcss HEMEJIEHHO W 0XKUIAETCs TIOATBEp-
2KJICHHE OT BCeX YJAYHOI'O UCIIOJTHEHUS.

[ buffer_size = 1048576 # 1MB ]

include filter
CrpokoBbIil mapameTp B opMaTe peryaspHOro Beipaykenus B cuatakcuce SQL, KOTopbIit 3a/1aeT, Kakue
TabIUIBI 0a3bl JTAHHBIX HEOOXOJIMMO BKJIIOYUUTDH B permmkaruio. [[o yMOT9aHWIO PeruiupyoTcs BCe
tabsnnbl. Jlrobas Tabiinita, KoTopast JOJIXKHA OBITH PENIUIIUPOBAHA, JTOJI2KHA UMETh IePBUYHBIN KJTFOY
WUJIN, 110 KpaiiHell Mepe, YHUKAJIBHBINA KJIIOY.

[ include_filter = (W$|0RD$)Y% j

exclude filter
CrpokoBbrii mapameTp B hopMaTe peryaspHOro Beipaykenus B cuatakcuce SQL, KOTopbIit 3a/1aeT, Kakue
TabIUIBI 6a3bI JTAHHBIX HEOOXOIMMO UCKJTIOUNATE U3 Pernkaruu. [1o yModanuio permuiupyoTes Bce
tabymnbl. Jlrobast Tabyinita, KOTopast JOJIXKHA ObITh PEIIUIIUPOBAHA, JIOJIXKHA UMETh IIEPBUYHBIN KJTFOY
Wy, 0 Kpalineil Mepe, YHUKAJbHBIA K104,

[ exclude_filter = (TEMP$|L0G$)%| (SYS_DB_LOG) ]

log errors
Jlormyeckwuit mapamMeTrp, OpPeIesIsONIi KaK T0/2KHBI 00PadaThIBATHCS OMAOKY [IpY perIuKanuu. Keun
3HAUEHNe TTapaMeTpa true, TO Bee ommbKy (U IpeyIpeskIeHns) Oy Iy T 3almuchBaThCs B replication.
log.

[ log_errors = true ]

report _errors
Jlornaeckuii mapamMerp, OnpeIeIsIoNuil Kak J0JKHBI 00pabaThIBAThCsI ONMMUOKN IpH pernkaun. Ecim
3HAYEHUE IMapaMerpa true, TO OMmOKN Oy/IyT BO3BPAIIATHCS KJIMEHTCKOMY MTPUJIOZKEHUIO.
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[ report_errors = false ]

disable on error
Jlormyeckwuit mapaMerp, OIpPeIesIsiiONIi KaK T0/2KHBI 00Pa0aThIBATHCS OMUOKY [IpY perInkanuu. Keaun
3HAYEHME IapaMeTpa true, TO MOCJe BOSHUKHOBEHUs OMMOKK PEILTUKAIUs OyIeT IpeKpalieHa.

[ disable_on_error = false ]

journal directory (moavko daa acunxrponnozo pescuma)
3asganne 5TOro HmapaMerpa BKJIIOYACT aCHHXPOHHYIO DEIIMKAIUIO U IOBOPHUT CepBEpYy HAYATh CO3/a-
BaTh CErMEHTHI XKypHaJsa. JlaHHbIN mapaMeTp yKa3blBaeT Ha KaTaJjor Jjisd XpaHeHus (hailjioB XKypHaJIa
PEIINKAITAN.

[ journal_directory = /your/db/chlog J

journal file prefix (moaskxo das acunxrponnozo pestcuma)
IIpedukc a1 umen daityioB KypHaja permmkannu. Kceaum mapaMerp He ykKa3aH, TO B KadecTBe IIpe-
dukca daitnos xxypHaua Oymer uMs daiiia 6a3bl TaHHBIX (63 myTH).

[ journal _file_prefix = warehouse_log }

journal segment size (moavko das acunxponHozo pesicuma,)
MaxkcuMabHO JOIMyCTUMBIN pasMep it OMHOro cermenTa perumiarmu. OH 10KeH ObITh, 110 KpaiiHeit
Mepe, B JBa pa3a 0OoJibllle pa3Mepa, yKa3anuoro B buffer_size.

[ journal _segment_size = 16777216 # 16MB ]

journal segment count (Mmoavko 0as ACUHIPOHHO20 pedrcuma)
MaKCI/IMaJ'H)HO JO0IIYCTUMOE YUCJIO ITOJIHBIX CETMEHTOB PellJInKalluu. Hocne TOr'o, Kak IIpezesj JOCTHUur-
HYT, IIPOIECC PEIIMKAINKU 3aJeprKuBaeTcsd Ha journal_archive_timeout cexyHs (CM.HI/I}Ke), 9TOOBI
JIOTHATH IIPOIECC apXUBUPOBaHUs (HailjioB cerMeHTOB. Eciin Kakoii-iubo n3 MOJIHBIX CEIMEHTOB HE apXu-
BHADPYETCS U OTMEYEH JIJIs IOBTOPHOI'O NCIOJIb30BAHNA B TCUCHUE TAIM-ayTa, TO PEIJINKAIAA 3aBepIIacT-
cs ¢ omubkoii. Hosib o3nadaeT neorpaHnyeHHOE KOJIMIECTBO CETMEHTOB, OYKUAIONINX aPXUBUPOBAHUS.

[ journal _segment_count = 8 ]

journal group flush delay (moavko daa acunxponrozo pescuma)
3aziepKKa (B MHJUIMCEKYHIAX ) MEXKJIy KOMMHUTAMMU JIJIsT OXKUJIAHUsI CHHXPOHHON 3al1cy U3MeHeHuil B
)xypHast. [lo ymouanuto mapamerp npuHuMaer 3HadeHue 0, TO eCTh BO BpeMsi KOMMUTA ITPOUCXOJIAT
ckuabiBaHne Oydepa B aKTUBHBI CEIMEHT. DTOT MapaMerp 3aaeT 3aJePKKY Iepell CKUIbIBAHIEM
6ydepa. Tak, kommuTbl OyIayT ncarbesa B Oydep 10 TeX MOp, IMOKA OH HE 3AIOJHUATCS WM MOKA He
3aBEPIIUTCS BPEMsI 3aJIPKKHU MEXKJTy KOMMUTAMHU.

L journal_group_flush_delay = 30 j

journal archive directory (mosavko das acunrponnozo pescuma)
JlaHHBII TapaMeTp OnpeesseT JUPEKTOPUIo, KyJla Oy/IyT apXUBHPOBATHCS CEIMEHTHI KypHaJsa. s
9TOro 3HAYEHUs OIpejiesieHa epeMenHas $(archivepathname) (cM. HuKe).

[ journal_archive_directory = /temp/archive_logs ]
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journal archive command (moavko das acunxporHozo pesicuma,)
[Iporpamma, KoTOpasi BBITOJHSIETCSI, KOTJIA HEKOTOPBIH CErMEHT DEIIMKAINN CTAHOBUTCS TIOJTHBIM
U HYXKJIAETCsl B apXUBUPOBAHUU. ADXUBUPOBAHUE BBINOJHSIETCS IIyTeM KOIMPOBAHUS CETMEHTOB U3
journal_directory B journal_archive_directory. Cepsep Pen Baser Jlanubix cam komupyer aTu
cermeHThl. MOXKHO 3a/1aTh KOMAHJLy apXMBHPOBAHUs CAMUM. DTa IPOTPAMMa, JIOJKHA BO3BPAIIATH
HOJIb, TOJILKO €CJIM APXUBUPOBAHUE YCIIEITHO BBINOIHEeHO. HanpuMep, OH J0/2KEH BEPHYTbCS He HOJIb,
€CJIN TIeJIEBOI APXUB yIKe CYIIECTBYET.

ILOCTyIIHbI CllelIaJIbHbIE IIpeJ0oIIpe/Jle/IEHHbIe ITIepEeMeHHbIe:
e $ (filename) - ums daiina (6e3 1wyTH) cerMenTa, KOTOPBI HY>KHO 3aaPXUBUPOBATD;
e $ (pathname) - nOJHBIA TyTh K (ailly cerMenTa, KOTOPBI HYyKHO 3aapXUBUPOBATH.
PaBen journal_directory + $(filename);
e $ (archivepathname) - mosHBIH IyTh K dailiay 3aapXUBUPOBAHHOIO CEIMEHTA.

PaBen journal_archive_directory + $(filename).

journal_archive_command = "test ! -f $(archivepathname) && cp $(pathname)

$(archivepathname) "

journal_archive_command = "copy $(pathname) $(archivepathname)"

IMonp30BaTe/ILCKOE APXUBUPOBAHKE [IO3BOJIIET UCIOJIb30BATh Ji00yio shell komanmy (Bkirouas ckpwuir-
Thl / makerHbie Gaiyibl) g JOCTABKM CEMEHTOB Ha CTOPOHY perummku. OHa MOXKeT UCHOJIb30BATH
cxkarne, FTP win gro-simbo eme mocrymHoe Ha cepBepe. PeanbHasi pean3anus JTOCTABKYA 3aBUCUT OT
aaMuHECTpaTOpa 6a3 manubix, Pen Baza /[aHHbIX MPOCTO CO371a€T CETMEHTHI Ha, CTOPOHE MacTepa
O2KHN/Ia€T, 9TO OHU ITOABATCA Ha CTOPOHE PEIJINKH.

journal archive timeout (moavxo das acurnxpormnozo pescuma,)
Bpems oxujianus (B CeKyHIaX) 3al0JHEHHs] aKTUBHOIO cerMeHTa. Ec/iu B Te4eHun 9TOro BpeMeH! He
OBLIO HUKAKUX M3MEHEeHWiT B 6a3e JAHHBIX, TO TEKYIIUl CErMEHT MOMeYaeTCsl KaK MOJHBI W OTIIPABIIs-
eTCsl Ha apXUBaIlUIO.

OT0 O3BOJIZET MUHUMHU3UPOBATH PAa3PbIB PEILINKALNN, €CId 0a3a JaHHBIX PEIKO M3MEHseTCs. JHade-
aue (0 o3HaYaeT OTCYTCTBUE NMPOMEXKYTOYHOTO apXUBUPOBAHUS, T.€. CETMEHTHI apXUBUPYIOTCS TOJIHBKO
ocJie JIOCTUKEHUSI NX MaKCUMaJIbHOI'O pa3Mepa (onpe;LeJIHeTCH journal_segment_size).

Wcnonpsyercs: TonbKo 11 acuHXpOHHOr0 pexxkuma. [lo ymomyanuio 3uavenue nmapamerpa pasao 60.

[ journal_archive_timeout = 30 }

sync_replica (moavko das cunTporHozo pescuma)
3asanre 3TOro mapaMerpa BKJIIOYAeT CHHXPOHHYIO pervinkarnuio. OH yKaspiBaeT Ha 0a3y JaHHBIX pe-
IIJIMKH.

SHadeHre mapaMeTpa MOXKHO YKa3bIBATH B ABYX opMaTax. B mepBoM BapraHTe 3HAYEHUE YKA3BIBAETCS
OJHOIT CTPOKOII U €CTh OrpaHUYEHNE Ha HCIIOJIHL30BaHUE CUMBOJIA @ B MIMEHU II0JIb30BaTe s U IapoJie:

p
sync_replica = [<momb3oBaTens>:<maponb>Q]<azpec cepBepa>:<myTb K BI> ]
AN

Bo Bropom BapnanTe sync_replica ompenensercs B BUJE IMOACEKIIAN:

e
sync_replica = <azpec cepsepa>:<nyTb K B>

{

username[_env | _file] = {<uma nmome3oBaTens> | <mepeMeHHas OKpyxXeHus> | <myTh
K Gaitmy>}

password[_env | _file] = {<maponr> | <mepeMeHHas oxpyxeHus> | <myTh X daiiny>}

(npomonxerne Ha creaytoLei CTpaHmLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
L }

IIpu ucronp3oBanuu cyddukca _env 3HadeHre OyIET B3ATO U3 3aJAHHON TEPEMEHHON OKPYKEHMUSI.

IIpu ucnosibzoBanuu cyddukca _file 3HaUeHUE OYAET B3ATO U3 IEPBOIl HEILYCTON CTPOKU OIPeesIEH-
Horo aiia. MoKHO yKa3bBaTh KaK abCOJIOTHBINA, TAK M OTHOCUTEIbHBIH MyTh (OTHOCATENHLHO KOD-
HeBoro Karajora uacrasuisiiun Pen Baser Janubix). Ecau takoro daitina e cymecrsyer, jau6o daiin
IIyCTO#, TO B JIOT OY/yT 3alUCAHBI CJIEIyIOIINE OIMUOKNU:

"<replica> specifies missing file: <...>/replicaton_pass" -- ¢aiin He Halimen
"<replica> specifies empty file: <...>/replication_pass" -- ¢aiim nycToi

B apxurekTypax SuperServer u SuperClassic nojkrodenune K 6a3e JAHHBIX PEIUIMKA TPOUCXOIUT PU
NEPBOM COEJIMHEHUN MOJIB30BATENS ¢ MACTEPOM. A OTKJIFOUEHHME TTPOUCXOUT, KOI/IA MOCTEIHWI TOJIb-
30BaTEIb OTCOCAUHACTCS OT 0a3bl JAHHBIX MacTepa.

B apxurexType Classic KaxK/plif cepBEpPHBI IPOIECC COXPAHAET CBOE COOCTBEHHOE aKTUBHOE COE/THHE-
Hye ¢ 6a30il JAHHBIX PEIJINKU.

ITapameTpbl HACTpPOKM Ha cJieiiBe

cascade replication
Eciu mapamerp BKIIIOUEH, TO M3MEHEHHUsI, IPUMEHEHHBIE K DPEIUINKe, OYyT TOMJIEXkKATh JaabHen et
perunkanuu (eciu OHa HACTPOEHA).

[ cascade_replication = false ]

journal source directory (moavko 0as acuHIPOHHO20 pescuma,)
VKa3blBaeT Ha JUPEKTOPHIO, IJIe NCKATH APXUBHBIE YKYPHAJIBI JJIs IPUMEHEHNs K CJIEHBY.

[ journal_source_directory = /your/db/incominglog ]

journal applied directory
JlaHHBII TApaMeTp OIpeesIsieT JUPEKTOPUIO, Ky/Ia Oy Iy T 3alUChIBATHCS IPUMEHEHHBIE XKypHAJbL. Ec-
JIM KaTaJIOr He YKa3aH, TO IPUMEHEHHBIE YKyPHAJIBI He OYIYT COXPAHATHCS.

journal applied count
OrmpesiesisieT KOJIMIECTBO TPUMEHEHHBIX KYPHAJIOB, KOTOPOEe HEOOXOINMO XPaHUTh. K JUMUT J10-
CTHUTHYT, TO CTapble 2KYPHAJBI Oy/IyT YIAJIATHCS 110 Mepe IIpuMeHeHns HOBBIX. []o yMoyanuio 3HaveHne
0, TO ecTh KYpHAJbI HEe OYIYT yIAIATHCS.

[ journal _applied_count = 0O ]

source guid
GUID mactep-6a3sl B hopmare {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}, ¢ KOTOPOIi HIET PeILIn-
Karus. Ero MoxkHO y3HaTh 3 BbiBoga GSTAT -h.

[ source_guid = "{6F9619FF-8B86-D011-B42D-00CF4AFCO64FF}" ]

verbose logging
Ecsnu mapamerp BKIOYeH, B replication.log Oy/eT 3amucaH o ipoOHBIN BBIBOJ, OII€PAIHil, BBITIOJIHS-
eMBIX CEPBEPOM PeIUIMKaIi. B NpoTUBHOM ciydae (10 yMOIYAHUIO) PErUCTPUPYIOTCS TOJIBKO OIINOKK
U IPeayIpeK JeHUs].
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[ verbose_logging = false ]

apply idle timeout (moavko das acunxponmozo pesicuma,)
Bpems oxujanus (B CeKyH/AxX) lepesi CKAHUPOBAHMEM HOBBIX CerMEHTOB perumkaruu. OH UCIoJIb3Y-
€TCsT JIJIsT IPUOCTAHOBKY CEPBEPa PEIINKAINN, KOTJA BCE CYNIECTBYIONINE CETMEHTHI y2Ke TPUMEHEHBI K
Oaze JIaHHBIX PEIJIMKHU, U B YKA3aHHOM KATaJIOre HET HOBBIX CEIMEHTOB.

[ apply_idle_timeout = 10 }

apply error timeout (moavko dasa acunxponmozo pescuma,)
Bpems oxumanus (B CeKyHJIAX) epe IIOBTOPHOH IIONBITKON IIPUMEHEHNs CEPMEHTOB B OYEPEJIU [OCIe
omubku. OH UCHOMB3YETCs JIJIsi TPUOCTAHOBKU CepBepa PEIINKAIMY [T0CJI€ BOSHUKHOBEHUST KPUTHYIE-
CKOM OIMMOKHW BO BpeMs peIIMKAIN. B 9TOM ciydae cepBep OTKJII0YaeTCs OT 0a3bl JAHHDBIX PEIJINKH,
CIIUT B T€YE€HHE YKa3aHHOI'O BPpEMEHU OXKHJIaHUA, 3aT€M CHOBa IIOJIKJ/IIOYaETCd U IIbITaeTCd ITOBTOPHO
IIPUMEHUTH IIOoCJIeIHNEe CeIMEeHThlI C MOMEHTa cOosl.

[ apply_error_timeout = 60 ]

db copy command
IIporpamma (mm sobast shell KoMaH/a), KOTOPasi BHIIOJIHSIETCs, KOTJIa HeOOXOMMO [1epeco3iaTh 6a3y
JaHHBIX DEIJINKN KOIIMPOBaHUEM l\/IaCTep-6a3bI. TaKaH nporpamMmMa JI0JI2KHa BO3BpalllaTh HOJIb, TOJIBKO
€CJIN KOIIMPOBAaHNUE BBIMOJHEHO YCIIEITHO.

JlocTymHbI CeayIoniue IpeIonpe e éHHbIe TepeEMEeHHbIE:
e $(masterdb) - cTpoka CcoeqUHEHUS TS TMOAKIIOUEHNSA K MacTep-0a3e;
e $(masteruser) - mMs TOIL30BATENA IJI MOJKIIOUEHNS K MacTep-6a3e;
e $(masterpwd) - napoJib JJIsI MOJKIIOUEHUST K MacTep-6ase;
e $(replicadb) - myTh K 0a3e JAHHBIX PEIIUKH;
o $(replicauser) - uMs IOJIB30BATES JJIs MOAKJIIOYEHNs K 0a3e MaHHBIX PEIJIUKHY,;
o $(replicapwd) - mapoJib Jijisi TOJAKJIIOUEHUs K 0a3e JaHHBIX PEIInKY;
e $(guid) - GUID macrep-6a3bl.

IIpumep KOMaHBI, KOTOpas Je/aeT KOIUIO 0a3bl ¢ HOMOINBIO0 nbackup, yCTAHABIMBAIOT PEIIUKY H
KorupyeT 0a3y mno mytu replicadb:

IIpumep myrz Windows:

db_copy_command = "del d:\db\repl.fdb && nbackup -u $(masteruser) -p
$(masterpwd) -b O $(masterdb) d:\db\repl.fdb && nbackup -f
d:\db\repl.fdb && gfix -user $(replicauser) -pas $(replicapwd)
-replica $(guid) d:\db\repl.fdb &% move /Y d:\db\repl.fdb
$(replicadb)"

IIpumep i Linux:

db_copy_command = "export PATH=/opt/RedDatabase/bin:$PATH && rm -f
/db/repl.fdb && nbackup -u $(masteruser) -p $(masterpwd) -b O
$(masterdb) /db/repl.fdb && nbackup -f /db/repl.fdb && gfix -user
$(replicauser) -pas $(replicapwd) -replica $(guid) /db/repl.fdb && mv
-f /db/repl.fdb $(replicadb)"

apply tablespaces ddl
Ecsu napamerp BbIKITIOU€EH, TO CBsA3aHHbIE ¢ TabmaabiMu TpocTpancTBamMu DDLU omepaTtopsr n nmpasuita
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payTpu CREATE TABLE, ALTER TABLE, CREATE INDEX m ALTER INDEX He OyiyT IpuUMeHeHBI K Oaze
JAHHBIX PEIlJIUKH.

[ apply_tablespaces_ddl = true ]

12.4.2 Muannmaansalis aCUXPOHHON pernJimKanun

1. OcranoBurs CYB/I, ybeauThbcst 4TO He 0CTAJIOCh IIPOIIECCOB CEPBEPA B CHUCTEME.

2. AcunxponHasi perumkarus TpeOyeT HACTPOMKHM MexaHW3Ma KypHasupoBauus. OCHOBHBIM IapaMer-
poMm sBJisieTcd journal_directory, KOTOPBIl OlIpe/iesisieT MECTOIIOJIOXKEH e Ky pHaJIa perinkannn. Kax
TOJIBKO 9TO MECTOTIOJIOYKEHHUE YKA3aHO, aCHHXPOHHAs PEIlTUKaIs BKIIo4UaeTcs, u cepep Pen Basor Jlan-
HBIX Ha4MHAaeT CO3/JaBaThb CEIMEHTHI »KypHaJIa.

B replication.conf Ha Macrepe mponucarth 6/10k database = /nyTs/k/64. B HeM 3a1aTh 06g3aTeib-
HBbIE [TapaMeTPhI:

e journal_directory — KaTaJor C »KypHaJlaMU PeIINKAaIUNT;
e journal_archive_directory — KaTajor ¢ apXUBUPOBAHHBIMU Ky DHAJIAMH.

YdecTh, 9TO MOJIB30BATEb, OT UMeHH KoToporo 3amyckaercs CYBJI, nomken nMers mpaBa Ha 3alliCh B
00a 3TUX KaTaJIoTa.

MuHnuMmabHAST HACTPONKA Oy/IeT BBITJISAETh TAaK:

database = /data/mydb.fdb

{
journal_directory = /dblogs/mydb/
journal_archive_directory = /shiplogs/mydb/

YT00BI IPUMEHNUTH U3MEHEHHbIE HACTPOUKN HA MACTepe, BCE MOJIb30BATEN JOJIKHBI OBITH IEPETIOIKIIIO-
YeHBI.

3. B cawmoit 6aze JaHHBIX PEILTHKAINASA JTOIKHA, OBITH BKJIIOUEHA ¢ moMotibio DDL koMaHIbI:
ALTER DATABASE ENABLE PUBLICATION;

A rakiKe HyKHO 33J1aTh TabJIUIbl, KOTOPbIE OYIyT PeINIMIUPOBATHCs (HAGOD PEIIMKAIUY ), C IIOMOIIBIO
DDL komamn:

/* BrRIUEHWe BCeX TAbNWI B PEIIMKAIWD, B TOM YUCIe
X Tex, KOTOpse OyIyT CO3ZaHH B Ipouecce */

ALTER DATABASE INCLUDE ALL TO PUBLICATION;

/* BKIOYeHNe KOHKDETHHX Tabiul] B peIIuKaunuin */
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION;

YT00bI UCKJIIOYATE TAOIUITHI U3 IIPOIECCA, PEILINKAIINY, BBIMOJTHUTE CJIEIYIONNE KOMAH/IbL:

/* WCKRINYeHWEe BCeXx Tabiull W3 pEeNIWKAalud, B TOM UUCJIEe ¥ HOBHX */
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

/* HCKINYeHVWe YKAa3aHHHX TabIWI U3 PENHKALUUA */
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;
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Tabauibl, BKIIOYEHHBIE JJIs PEILUINKAIIMA, MOTYT OBITH JIOMOJHUTEIBHO OT(UILTPOBAHBL C
IIOMOIIBIO JIBYX HapamMeTpoB B daitie KoHdurypanun: include_filter u exclude_filter. Dto
peryJisipHble BbIPaKeHHs, KOTOPbIE IPUMEHSIOTCS K UMEHAM TaOJIHI] U OIIPEIEISIOT IPABUIA
BKJIIOYEHHUS TaOJUIIBI B HAOOD PEIUIMKAIINY WJIA UCKJIIOYEHHS UX U3 HA0Opa PEIINKAIIAN.

4. Kommposath 6a3y JaHHBIX Ha CJIEHB:

e 3ab/I0KUpOBaThH 0a3y JAHHBIX:

nbackup [-U <mombzoBarens> -P <mapoms> [-RO <pomp>]] -L <6asa_pmamHeHX>

e Sanycrurs CYBJI Ha Macrepe.

e CkomnupoBaTh 3a0JOKHPOBaHHYIO 0a3y JIAHHBIX Ha CJIEHB, HAIPUMED, KOMaHIOM:
scp -c arcfour

e Ilo okonuanuu KOIIMPOBAaHUA 6&3}/ JaHHBIX Ha MacTepe MO2KHO paB6.HOKI/IpOBaTbZ

nbackup [-U <mompzoBaTesms> -P <mapoms> [-RO <poms>]] -UN <6a3a_pmaHHbX>

Ha cneitse ycranosurs CYBJI Pen Baza JJanubix (peKOMEHyeTCs apXUTEKTypPa CYIEPKJIACCHUK).

Ha cieiiBe B replication.conf mnpomnucars 6710k database = /myTs/k/64 persiuku. B Hem 3a1aTh
00s13aTeJIbHDBIE [TAPAMETPDI:

e journal_source_directory — karajor, B KoropoM CYB]I Oyjer uCKaTh yKypHAJIBI JJIsI BIUBAHUS.
CYB/I nomxkaa nMeTh Ha HEro mpaBa Ha 3alUCh.

IIpumep xoHUTrypaInu BHITJISTAT TAK:

database = /data/mydb.fdb
{
journal_source_directory = /incominglogs/

}

Yro0bI IpUMEHUTH W3MEHEHHbIE HACTPONKHN Ha CTOpoHe pernku, cepBep Pen Baszbr JlaHHBIX m0/KeH
OBITH Iepe3alryIeH.

7. Paszbiokuposarh 6a3y JaHHBIX Ha cjeiiBe (Komus GJI0KUPOBAHHON 0a3bl JAHHBIX ABJISETCS TAK ¥Ke 6J10-
kuposanuoii). Ho ue ¢ napamerpom -UN(LOCK), a ¢ mapamerpom -F (IXUP):

nbackup -F <replica_database>

8. st 6a3bI-peninkun aKTUBUPYETCS PEXKUM PEIIUKAIINN C TOMOIbI0 onnun -replica yruimrel GFIX:
gfix -replica {read_only|read_write} <replica_database>

Eciu pensimka mocTymHa TOMBKO [JIsi UTEHUs, TO 0a3y MaHHBIX MOXKET U3MEHSTHb TOJBKO IMPOIECC pe-
IUTHKAIMA. DTO TJIABHBIM 00Pa30M IIPEIHAZHAYECHO JIJIsi OOECIIEUEHNsT BHICOKOH JIOCTYITHOCTH, TIOCKOJIBKY
0a3a JMAHHBIX PEIJIUK I'apAHTHPOBAHHO COBIIAIA€T C MACTEPOM M MOXKET HCIIOJIb30BATHCS /I OBICTPOrO
BoccraHoBseHusi. OObIYHBIE TIOJIB30BATEIHLCKIE COSJMHEHUSI MOTYT BBIIOJHSTE JIIOObIE OIEpAIlnu, pas3-
PeIlleHHbIe JJIsi TPAH3AKIWI TOJBKO JIJIsl YTEHUsI: BBIOOPKY TaOJIUIL, BBIIOJHATE IIPOIEIyPhI TOJBKO JIJIs
YTEHMUs, 3AlMCHIBATH B IVI0DAIbHBIE BpEMEHHbIE TaOIHITGI U T.7. TakKe JH0IMyCKaeTcst 00C/IyKuBaHue 6a3bl
JIAaHHBIX, TAKOEe KaK COOPKa MyCOpa, BHIKJIIOUEHNE, MOHUTOPUHT.

Perutuku J1j1st YTe€HUs U 3aMUCU TIO3BOJISIIOT OJTHOBPEMEHHO B IIPOIECCE PEILIUKAIINN TOIKIIOIATHCST O0BIU-
HBIMU I0JI30BaTEIsIMA. B 9TOM pekuMe HeT TrapaHTuu, 9To 06a3a JAHHBIX PEIUIMKH OyJIeT CHHXPOHU3U-
poBana ¢ mactepoM. IlosTOoMy MCHOJIB30BaHUE DEILUIMKA JIJIsi YT€HUs U 3AIUCH JJIs YCJIOBUI BBICOKOM
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JAOCTYITHOCTH HE PEKOMEH/IYeTCsd, €CJIN TOJIBKO IIOJIb30BaTe/IbCKNE ITOJAKJ/JII0OYCHUA Ha CTOPOHE PEIIJINKU HEe
OI'PaHUYCHBbI U3MCHEHHUEM TOJIBKO Ta6.HI/II_[7 KOTOPbIC UCKJIIOYEHBI U3 PEIIJINKAITIN.

. OBecrieunTh NOCTABKY apXUBHBIX KYPHAJIOB ¢ Macrepa Ha cieiis (Hanpumep, epes NFS-mapy).

10.

Bamycrure CYB/I Ha cieiise.

IlepeBecTu pemyIMKy B PEXKHUM IITATHOH PAOOTHI MOKHO KOMAaH/IOM:
gfix -replica none <replica_database>

Yr0o0bl N3MEHEHUS HaCTPOEK PEIlJIMKallu, CACJTaHHbIC Ha MaCTEpPe, BCTYIIUJ/IN B CUJIY, BCE IIOJIb30BaTC/IA

JOJIZKHBI OBITH IIOBTOPHO HOJKJIIOYEHBI. UTOOBI N3MEHEHNE HACTPOEK PEIIUKAIINU Ha CJeiiBe ObLIM TpUMEHe-
HBI, cepBep HYZKHO 11epPe3allyCTUTh.

IIpuMmep HaACTpPOIiKM aCMHXPOHHON peIInKarumu

st macTepa:

database = d:\temp\repl\master.fdb

{
journal_directory = d:\temp\repl\master_log
journal_file_prefix = repl_test
journal_segment_size = 1048576 # 1MB
journal _segment_count = 4
journal_archive_directory = d:\temp\repl \master_arch
journal_archive_command = "copy $(pathname) $(archivepathname)"
journal_archive_timeout = 0

}

st ceiiBa:

database = d:\temp\repl\slave.fdb

{
journal_source_directory = d:\temp\repl\slave_log
source_guid = "{6F9619FF-8B86-D011-B42D-00CF4AFCO64FF1}"

12.4.3 WMuaunmajaunsaliiiss CMHXPOHHON pPeninKaliuu

1. Ocranosure CYB/I Ha MacTepe, yOeIUThCS UTO HE OCTAJIOCH IIPOIECCOB CEPBEPA B CHUCTEME.

. Breplication.conf nponucars 6si0k database = /nyTs/k/674. B HeM 3a1aTh 005132 TE/ILHBIN TADAMETD

NOJKJIIOYEHU K PEIIUKe B BUJIE:
sync_replica = [<login>:<password>@]<database connection string>

x moxkeT OBITH HECKOJIBKO.

. B camoit 6a3e maHHBIX peIIMKAIAS JOIXKHA OBITh BKJIIOUEHA ¢ TTomomibio DDL koMasIb:

ALTER DATABASE ENABLE PUBLICATION;

A rakiKe HyKHO 33J1aTh TabJHUIBI, KOTOPbIE OyIyT PEILIMIUPOBATHCs (HAGOP PEIIMKAIUN), C IIOMOIIBIO
DDL xomamm:
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/* BKRIYeHWe BCeX TAbNIUI B PEIUIMKALWD, B TOM UHCIE
U Tex, KOTOphHe OyAyT CO3ZaHs B Ipoluecce */
ALTER DATABASE INCLUDE ALL TO PUBLICATION;

/* BRINYeHNEe KOHKPETHHX Tabmul B peluKanuio */
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION;

Y106bI UCKIIIOYUTH Ta6JII/ILH>I U3 1Iporecca pelinKaliu, BBIIIOJIHUATE CJICAYIONUue KOMaH/Ibl:

/* HCKIN4YeHWe BCeX TabiWIl W3 pelIuKaluuy, B TOM YHUCIe X HOBHX */
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

/* HCKINYeHVWe yKa3aHHHX TablUI U3 pEeIuKAluu */
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;

Tabsmirel, BKIIOYEHHBIE J7II PEIIUKAINH, MOTYT OBIThH JOMOJHATEIHHO OT(UILTPOBAHBI C
IIOMOIIBIO JIBYX IapaMeTpoB B daitsie Kordurypanuu: include_filter u exclude_filter. Dto
peryJisipHble BbIpaKeHHs, KOTOPbIE IPUMEHSIIOTCsI K UMEeHaM TabJINI] U OIPEIEJISIOT IPABUIIA
BKJIIOUCHUS TaOJIUIIBI B HAOOD PEILIMKAIINY WJIA UCKIIOYEHNS UX M3 HADOPA PEIINKAIIAN.

4. CymecrByer JiBa Ciocoba MHUIUMAJU3ANNNA PEIJIUKI: 13 (PU3NIECKON KOIUU U U3 JIOTUIECKON KOITUU.

o Jlna WHUIMAIU3AINN PEIINKA U3 (PU3NIECKON KOmnu HeOOXOIUMO CKONUPOBaThH 0a3y JaHHBIX Ha
cJieiiB, HalpuMep, KOMaH IOM:

scp -c arcfour

o i MHUIMAJIN3ANNNA PEIJIMKN U3 JIOTMYECKOH KO HEOOXOIMMO CO3JaTh PE3EPBHYIO KOIUIO 0a3bl
JIAHHBIX:

gbak -B <6a3a_maHHHX-UCTOYHEK> <paiin pe3epBHOHE KOIHMM>

ITpu Ha/MYKMU TPUITEPOB, CHOCOOHBIX PACCUHXPOHU3UPOBATH MAaCcTeD U cJiefiB (HAIpUMep, TPUITEPHI Ha
OTKJIIOUEHNE WUJIH [TOAKJII0OUEHNE), HY?KHO UCIIOJIB30BaTh OLIMI0 ~nod IPU CO3/AHIN PE3EPBHOI KOIINH.

Jlasiee HYy>KHO BOCCTAHOBUTDH 6a3y JIAHHBIX U3 PE3€PBHOI KOIMK Ha CTOPOHE CJleiiBa:
gbak -C <¢aiin pesepBHO# kKommm> <ba3a_IaHHHX>

5. Ha caeiiBe ycranosurs CYBJI] Pen Baza Janubix (peKoMeHyeTcsi apXUTEKTypPa KIIACCHUK).

6. Ha cieiiBe B replication.conf mnponucarh 6sioKk database = /myTe/x/64 pemnuku . B mem 3amaro
pekoMen;tyeMblii mapamerp source_guid — GUID macrep-6a3br.

7. s 6a3bI-periuKy aKTUBUPYETCA PEXKUM PEIIHKAIUH ¢ IOMOIIbIo onnuu -replica yrunuTsl GFIX:
gfix -replica {read_only|read_write} <replica_database>

Eciin pernsinka g0CTyIIHA TOJBKO JIJIsi YTEHHUs, TO 0a3y JaHHBIX MOXKET U3MEHSITh TOJBKO IIPOIECC pe-
IUINKAIAKA. DTO IJIABHBIM O00Pa30M IIPEIHA3HAYEHO JIJisi 00eCIieYe sl BBICOKON JIOCTYIIHOCTHU, IIOCKOJIBKY
0a3a JAHHBIX PEIINK FapaHTHPOBAHHO COBIAJIAET ¢ MACTEPOM M MOYKET MCIIOJb30BATHCS JJIsT OBLICTPOIO
BoccranoBennsa. OOBITHBIE TOJIH30BATEILCKIE COCIMHEHUsSI MOTYT BBINOJHATDH JIIOObIE OIEpAINd, pas3-
pelleHHbIe IS TPAH3AKIMIA TOJBKO [IJI YTEHUs: BLIOOPKY TabJIUII, BBIIOJIHATE IPOLELYPhI TOJBKO JIJIsd
YTEeHUsI, 3AIUCLIBATH B INTIOOAIbHBIE BpEMEHHBIE TaOIUIIBI U T.JT. TaKKe JOMyCKaeTCss 00CayKuBaHne 0a3bl
JIAHHBIX, TAKOEe KaK cOOpKa MycOpa, BBIKJIFOUEHNE, MOHUTOPUHT.
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Pernmukn jiytst 9TeHmst ¥ 3aUCH TTO3BOJISIIOT OJTHOBPEMEHHO B MIPOIECCE PETIIUKAITIY TTOIKTI0UATHCA 0ObIY-
HBIMU I0JI30BaTEsIMA. B 3TOM pekuMe HeT TrapaHTHH, 9TO 06a3a JAHHBIX PEIUIMKH OyJIeT CHHXPOHU3U-
poBana ¢ macTepoM. [109TOMYy MCIOJIB30BaHUE DPEILUIMKU JJIsi ITEHUsI W 3AMNCU JJIsi YCJIOBUI BBICOKOM
JOCTYIIHOCTH HE PEKOMEHJIyeTCsl, €CJIN TOJILKO I10JIb30BaTe/IbCKUAE MOJKIIIOUYeHId Ha CTOPOHE PEIlJINKU He
OrpaHUYeHbl U3MEHEHUEM TOJIBKO TabJINII, KOTOPBIE UCKJIIOYEHbI U3 PENIUKAIUN.

8. Bamycrurs CYB/I Ha macrepe.
( IIpu HeoOX0IMMOCTH MOYKHO HACTPOUTH 0OJIee OIHOU CHHXPOHHOU PEIIHKAINN.

IlepeBecTu perinKy B peKuUM IMITATHON PAOOTHI MOXKHO KOMAHIOM:

gfix -replica none <replica_database>

Yr00bI M3MEHEHUsT HACTPOEK PEILINKAINH, CIeJIAHHBIE HA MacTepe, BCTYIIUIN B CUJLY, BCE IOJIb30BATE I
JOJIZKHBI OBITH IIOBTOPHO TOJKJIIOYEHBI. UTOOBI N3MEHEHIe HACTPOEK PEIIUKAIINN Ha, CJIeiiBe ObLIN TpuMeHe-
HBI, CepBep HYZKHO I1ePe3allyCTUTh.

IIpumep HaACTpOIiKM CHHXPOHHOI penJimKalinuu

st MmacTepa:

database = d:\temp\repl\master.fdb
{

sync_replica = sysdba:masterkey@otherhost:d:\temp\repl\slave.fdb
}

12.5 IlepekJiodyeHne Ha PEIIAKY

1. HoxkanTech, KOraa BCe CErMEHTRI OyIyT MpUMEHEeHBI K perinke. Ha MacTepe oHn yaaIsaTcs aBToMa-
TUYIECKU. Y 3HATH PACIIOIOXKEHNE KATAJIOTOB, B KOTOPBIX XPAHSATCS T CETMEHTBI, MOYXKHO B (haiire
HACTPOEK pelvIuKaryu Ha Macrepe /opt/RedDatabase/replication.conf.

C nmomotpio yTuiauThl rdbreplmgr IPUHYINTEILHO IPUMEHUTE CETMEHTHI, KOTOPbIe He BJIMJINCH B
PEIIAKY:

/opt/RedDatabase/bin/fbreplmgr -a /path/to/slave-db.fdb
2. Ocranosure CYB/I nHa cieiise:
systemctl stop firebird
Vbenurech, 9TO OHa OCTAHOBJIEHA!
systemctl status firebird
3. Yb6eaurech, 94To K 6a3e JAHHBIX HET ITOMKIIOYCHMIA:

ps -eflgrep rdbserver
sudo lsof /path/to/db.fdb

Ecim ectn IIOJAKJIIOYE€HUA, TO H€O6XO,HI/IMO JO2KTAThCA UX 3aBEPIIEeHNA NI IPUHYANTEIBHO OTKJIIO-
YUTDb HUX:
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sudo /opt/RedDatabase/bin/isql -u <momb30BaTeNb> -p <IAPOJIH>
/path/to/db.fdb

delete from mon$attachments where mon$attachment_id<>current_connection;
commit;

select count(*) from mon$attachments;

exit;

BroimosmHuTe NpUHYINTEILHOE 3aBEPIIIEHUE BCEX ITPOIECCOB:
sudo killall rdbserver

4. Ha cneiiBe 3aKkoMMeHTUDYITe HACTPOHKHU permkamuu B daiisie replication. conf.
5. B zaBucmmocTu OT TOrO, Kak INIAHUPYETCS HUCIIOIH30BATh 0a3y MaHHBIX, BBITOJIHUTE CJIEIYIOIIee:

1. Ecau mmarupyercs KOMUPOBATH PEILINKY Ha, JPYTOil cepBep, KOTOPbIl Oy1eT MCIOJIb30-
BaThCs B KAYECTBE MACTepa, TO JJIsl IIPEIOTBPAIIEHNsT BO3MOYXKHBIX [TOJIKJIIOYEHN K Oa3e
BO BpeMsi KOITMPOBAHUs HEOOXOINMO IIEPEBECTH €€ B pexkuM shutdown:

sudo /opt/RedDatabase/bin/gfix -sh full -force 1 /path/to/db.fdb
ITocne xonmpoBanus paszdbaokupyiiTe 6a3y Ha 000X cepBepax:

sudo /opt/RedDatabase/bin/gfix -online /path/to/db.fdb
CHuMHTE PEKUM PEIIUKAIK ¢ 6a3bl JAHHBIX HA MacTepe:

sudo /opt/RedDatabase/bin/gfix -replica none -user <monb30BaTeIbL> -
password <mapoib> <IyThb OO CKOIMPOBAaHHON 6a3b>

Hacrpoiire permkarmio Ha mactepe (mogapobHee cM. paszaen IIpumep nacmpoliky acuH-
TPOHHOT PENAUKAUUL).

2. Ecim nmanupyeTcst HCIOIH30BATh 3€PKaJIo KaK MacTep, TO MePeBeINTE CIeiiB B COCTOSTHIE
MacTepa:

sudo /opt/RedDatabase/bin/gfix -replica none -user <monb30BaTeIb> -
password <mapoxs> <IyTb IO cieitBa>

Hactpoiite napamerpnl Mmactepa B (aitsie replication. conf. I3mMennure 3HavueHne mapa-
merpa ServerMode B daitsie firebird. conf.

12.6 YTUInThI

12.6.1 Yruamnra HacTpoiik; KypHaJja pemsmmkarnuu (rdblogmgr)

Jannast yTuinTa IpeIHa3HATIeHa JJIs BBIBOIA IeTATU3AINN TEKYIIEro COCTOSHUS YKy PHAJIA ACHHXPOH-
HOI1 perinkanuu (00Iee COCTOsIHIE YKYPHAJIA, HACTPONKHU Ky PHAJIA KOHMDUI'Y DAL, CIIUCOK UCIIOJIH30BAHHBIX
cerMeHTOB). JlomoHnTEeIbHO, yTIINTa rdblogmgr MO3BOJIsIeT BBIIOJHATE PYIHOE ApXUBAPOBAHNE 38 JaHHO-
o CerMeHTa *KypHaJia UJIN BCEX CETMEHTOB, & TaKXKe IIPUHYIUTEBHO IIOMeYaeT UCIOIb3YeMbIil CErMEHT KakK
MIOJTHBIN JIJISI BO3MOYXKHOCTHU €I'0 apXUBUPOBAHUS.

ILJIS{ 3allyCKa YTUJIUTDBI HeO6XOILI/IMO BBIIIOJIHATH CJIEAYIONTYIO KOMaH/1y:
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rdblogmgr -D[atabase] <ums_6asb_garmnx> -Ulser] <ums_mnoms3osartens> -P[assword]
<mapouns>

Tabmauma 12.1 — Onnun rdblogmgr

Onmus Onucanune

-D[atabase] <umsa_6asm_gamaux> |VMsa 6a3bl JaHHBIX

-Ulser] <ums_nomp3oBaTens> WNmsa nonp3oBaTess

-P[assword] <mapoms> [Taposb noss3oBaTess

-G[uid] <guid> guid 6a3bl JJAHHBIX

-Clonfig] ITokasbiBaer HACTPOIKY KypHAJIA KOHDUIYparmu (6JI0K

Log configuration)

-S[egments] Iloka3pIBaeT CHMCOK HMCHOIB3YEMBIX CEIMEHTOB U3 Ka-
tajora journal_directory’ ~ (6mok ~~Available log
segments). [TokasbiBaer B KAKOM COCTOSIHUM HAXOMUTCS
TOT MJIM MHOI CErMEHT, ero pa3Mep.

-A[rchive] <momep_cermeHTa> ApxuBupyer OT/IEIbHBII CEITMEHT YKYPHAJIA
-A[rchive] all ApxuBHpyeT Bce CerMEHTHI XKypHAaJa
-Florce] IIpunyuTesbHO MOMEYAeT CEerMEHT KaK TOJIHBIN, €CJII

Ja2Ke TOT UCIOJIb3YyeTCA.

-Z ITokazaTs BepcuU yTUIIUTHI U CEPBEPA

-7 BriBog qocTynHBIX Omimit

IIpu KaKI0M 3aIycKe YTUINTHL BBIBOIUTCS 00Iee cocrosinre KypHada (6sok Log status).

Pyqnoe npunyurensnoe apXxuBupoBaHue JIONOB MOXKHO HCIIOIB30BATH, €CJIU HE yCIIeBaeT (DOHOBOE ap-
xuBupoBanue (ObL1 cOOl CBSI3U M CErMEHTBI JI0JINO HE apXUBUPOBAJIUCH) WK eCju 06a3a Macrepa BbIILIA U3
CTPOsI U HY2KHO OOHOBUTBH IIOCJIETHUII CEMEHT Ha CJIEB.

(iECHH(EFMBHT'aKTHBHbﬁL TO OH OyJieT 3aapXUBUPOBAH TOJIBKO NpH ykKazaHuu onnuu -F [orce].

IIpuBemem mpumep:

fblogmgr -D /tmp/firebird/RDB-tpcc.fdb -U sysdba -P masterkey -C -S
Log status:

Current sequence: 2

Last modified: 2015-08-06 12:37:07

Active segment: RDB-tpcc.fdb.log-001, size: 49051

Total log size: 3483922 bytes in 2 segments

Free segments: 0, full segments: 1, archived segments: O

Log configuration:

Log directory = /tmp/firebird/RDB-tpcc-log/
Log file prefix = RDB-tpcc.fdb

Max segment count = 0O

Max segment size = 16777216

Archive directory =
(npogonxerue Ha cneayroweid cTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
Archive command =
Archive timeout

I
o

Available log segments:

File name: RDB-tpcc.fdb.log-000
Sequence: 1

State: full

Size in use: 3434871 bytes

File name: RDB-tpcc.fdb.log-001
Sequence: 2

State: used

Size in use: 49051 bytes

12.6.2 YTuaura A npuMeHeHus aiijioB aCUXpPOHHOI
perumkarnu K 6a3e (rdbreplmgr)

Vrunnra rdbreplmgr, oprueHTHUPOBaHHAs Ha CJIEiB, HAKATHIBAET »KYPHAJBI HAa PEIUINKY B PYYHOM De-
JKMMe, BBIBOJUT NHMOPMAITUIO O COCTOSTHUN ACUHXPOHHON PEITUKAIINH, 8 TAK2Ke CO3/IaeT KOO MacTep-0a3bl,
ecym orpejiesieH napamerp koudurypamnun db_copy_command.

,HJIE{ 3allyCKa YTUJINUTDI HeO6XO,ZLI/IMO BBIIIOJIHATL CJIEAYIONIYIO KOMaH/1y:

[ rdbreplmgr <xoMauzms> [<ommmum>] <replica_name> ]

Tabmuna 12.2 — Komanae!r u onnun rdbreplmgr

Komauabl u onun Omnucanue

-Clreate] Coszaer Kommio MacTep-6a3bl

-Alpply] Ilonkinouaercst K peliuKe W HAKATBIBACT KYPHAJIbI U3 Ka-
TaJIOra, YKa3aHHOro B replication.conf

-L[og] BriBos, setasbHON nHOOPMAIUT XKy pHAIA

-S[tatus] BoiBomuT nHMOPMAIHIO O COCTOSTHUN PEILTAKAIIA

-U[ser] <username> MNwmst nosb3oBaTes

-Plassword] <password> [Tapous mosrb30BaTENA

-M[aster] <master> IIyTe k macrep-6a3e

-G[uid] Pyunoe ykazanue guid-macrepa.

-V[erbose] [ToapobHbBIi BHIBOM, O TIPOBEPKE

-Z IlokazaTh Bepcuu yTHINTBI U cepBEpa

? ITomomn

Komanma -Create BeIOTHSIET TPOTpaMMy, OMPEIEICHEY0 B Tapamerpe db_copy_command, /ts mepe-
co3manus cieiiBa. [IpuMep Takoi KOMAHIBI CM. G6blULE.

Komamnja -Log <myTsh_Zo_xypHana> BBIBOIUT HHMOOPMAIUIO 00 Oll€paInsiX, KOTOPbIE XPAHSITCS BHY TPH
KypHasa perumkanuu. [Ipumep BoimosHeHns KoManabl -Log:

Report for log file <myTe_mo_xypHama>:

Version: 1
(npogonkerne Ha cneayroweid cTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
State: arch
GUID: 478F611E-DOCC-418F-5D90-F461CAFA657A
Sequence: 5
Protocol: 2
Length: 2494
Log file segments:
Segment started at 2021-12-21 15:30:28 (1063 bytes):
StartTransaction: att_id=4585, tra_id=32432
StartSavepoint: tra_id=32432

st BbIBOJ1a MH(MOpPMAINH O 2KypHAaJIax mc ¢ nomorpio rdbreplmgr -L neobxonumo B /etc/mc/mc. ext
MIPOITUCATH CJIEIYIONIEee:

regex/.log-[0-913%
View=Y,viewascii /opt/RedDatabase/bin/rdbreplmgr -L %p
regex/.arch-[0-9]9%
View=Yviewascii /opt/RedDatabase/bin/rdbreplmgr -L %p

Komanma -Status BoiBomuT mHMOpMANNIO 0 cocTosiHuu pertukaruu. GUID ompesessercs mapamer-
poMm source_guid B replication.conf. Eciu source_guid ne ykazaH, TO 3HadeHue OyJeT B3dITO U3 OII-
mun -Guid yruautsl rdbreplmgr. Ecam ommus -Guid Ha 3amana, To GUID 3amparimBaeTcs U3 MacTepa,
3ajaHHOrO onnueil -Master yruimtel rdbreplmgr. Ecian onmus -Master He HCHOJIB3yeTcs, TO 3HAYEHUE
6epércsi U3 MMEHU KOHTPOJIBHOTO (ailia, HaXOMSAIErocsd B KaTAJOre, KOTOPBIN OIPEe/IEH MapaMeTpoOM
journal_source_directory B replication.conf. Eciu Haii/leHO HECKOJIBKO KOHTPOJIBHBIX (hailjioB, TO
BBI30B YTHJIUTHI 3aBEPIIMUTCS OITHOKOI, COODOIMAaoINeil 0 HeoOXOAMMOCTH O HEeOOXOAMMOCTH yKa3aTh GUID.
IIpumep BBITTOTHEHUST KOMaH/IbI -Status:

Status for replica d:\repl\slave_async.fdb:

Master GUID: {232822C2-9A04-498D-0C8B-971C3EODF421}

Archive directory: d:\temp\repl\logs\

Control file: d:\temp\repl\arch\{232822C2-9A04-498D-0C8B-971C3EODF421}
Current segment: 2

Oldest segment: absent

Active transaction: 0O

Total segments in the queue: 1

12.6.3 Yrtuiaura npoBepku 1ejgoctHoctu AaHHbIX (rdbrepldiff)

Jl7s  BBINOJIHEHUSI TPOBEPKU I€JIOCTHOCTUA JAHHBIX IIOCJTE PEIUINKAIIMA HUCHIOJIb3YeTCS YTHUINTA
rdbrepldiff. Cyrh paboTHl JAHHON YTUJINTHI — IPOM3BECTU CUUTHIBAHUE BCEX TAOJIUI[ M BCEX JAHHBIX B
MacTep-6ase u ciieiiB-6a3e M CBEPUTHh UX UIEHTUIHOCTH. Y TUJIUTY MOYKHO 3allyCKaTh MEPUOIUIECKHU, KOTIA
cepBepa cy1abo HArPyKEHbI WK B MOMEHTBI, KOT/Ia eCTh IIPEJIIIOJIOXKEHNsI, UTO JAHHBIE HA MaCTepe U Ha CJieli-
Be, B CBSI3U C KAKOW-IMO0O OMMUOKO, OTIIMIAIOTCS APYT OT APYra W HeOOXOIWMO TPUMEHUTH KAKHE-TO MEPHI
JJId UX CUHXPOHU3AINN.

s Toro, 9TOOBI TPOBEPUTH IIEJIOCTHOCTD 0a3bl JTAHHBIX, HEOOXOIMMO BBIITOJTHUTH KOMAHTY:

[ rdbrepldiff [ommmu] -D[atabase] <master_name> -R[eplical] <replica_name> ]

Crrerudukarms 6a3bl TAHHBIX 33/7aeTcsd B (hopmare <azpec cepBepa>:<myTb K Bl
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Tabmuna 12.3 — Onruu rdbrepldiff

O Omnucanne

-Ulser] <username> msa noab3osaTesis

-P[assword] <password> |Ilaposnb nosbpzoBaress

-Clonfig] <config> Wwmst mamenenHoro aiiia KoHpUrypanuu jis BO3MOKHOCTH CPABHU-
BaTh HE BCE CYNTHOCTH H6a3bl JAHHBIX, 8 TOJBKO HeoOxoauMbre. [1pu aToM
IIPOTIECC PEIINKAIINN He IIPEPbIBACTCH

-M[etadatal] IIpousBoMT IPOBEPKY TOJIBKO METaJaHHBIX

-Si[mple] CpasHeHue JBYX HEPEIIMIUPYEMbIX 6a3 JaHHBIX

-S[ynchronize] Oxutanne CHHXPOHU3AIMK MacTepa U CJIeiiBa B TeUYeHUe OTHON MUHY-
Thl WJIM BpEMEHH, YKa3aHHOI'O B ItlapaMeTpe -Timeout

-N[odbtriggersoff] Bxuoyaer umoJsib3oBaHne TPUTTEPOB TIPU MOJKIIOUYEHUN K MAaCTEPY

-T[imeout] TaijiM-ayT OXKUJaHUS CUHXPOHU3AIUY (B CEKYHIaX)

-V [erbose] TloapobHBIil BEIBOJ O IIPOBEPKE

-Z IlokazaTp Bepcun yTHINTHI U CEPBEPA

-F IlokazaTh pacmUpeHHBIN BBIBOJ, O MpPOBEpKe. PacmmpeHHbIN BBIBOJ
0TODpAKAET:

e 3ammcu, KOTOpbIe OTCYTCBYIOT Ha CJIEIHBE;
o Ilosst, KOTOpBIE OTIINYAIOTCS Y 3AIIHCEN;
e PasHuiy B KonmdecTBe 3ammuceil Ha MacTepe W Ha ceiise.

-Va[lues] TlokazwiBaeT 3HaAtEHUs, KOTOPhIE OTJIUYAIOTCA y 3armuceit. MoXHO mnc-
0JIb30BaTh TOJIBKO COBMECTHO ¢ onnuei -F

? ITomomb

s mpoBepKu MOJIKeH ObITh YKAa3aH aJIpec MacTep-cepBepa U ajpec cieiiB-cepsepa. llocite 3amycka
YTHJIUTA NOAKII0YaeTCs K HUM (OIHOBPEMEHHO) U BBIIIOJIHSIETCS YTEeHUE MeTaIaHHbIX 060ux 6a3. Bribupaercs
nepBas TabIUIA W UIET dTeHne U3 TaOJIUIBI 00oux 6a3, CPABHUBAIOTCA 3alUCU. ECau B OJHONW m3 TaOJIHIL
0Ka3aJ10Ch OOJIbINE JTAHHBIX WM €CJIU JaHHbIe He COBIAJAIOT, TO TAOJUILI CYUTAIOTCA HE WACHTUIHLIMA
(BbLIAeTCs coobmieHre 06 omubKe). DTOT MPOIECC IIPOJIOIKAETCSI JUIS BCEX OCTAJIbHBIX Tabuui. Eciau Bee
TabIAIBI UACHTHYIHDI, TO JIEJIaeTCA BBIBOJ, 9TO OA3bl MACHTUIHEI.

IIpu cpaBHeHUN JBYX HEPEIIUIMPYEMBIX 0a3 JaHHBIX C TOMOIIbIO -Simple crerudukanuio 6a3bl JaH-
HBIX 33/1aBaTh He HykHO. Eciu y cpaBHEUBaeMbIX 06a3 OTJIMYAETCS IOJIb30BATE/Ib U/MIU HapoJib, TO Heoo-
XOUMO TiepefaTh ero B ¢gopmare [<mormm>:<maponb>@]<myTs k BTOpo# BI>. Takoil pacmumpeHHBIH IyTh
MOXKHO YKA3bIBATh €IE U JJIsI ACHHXPOHHO PEITUIINPYEMbIX 0a3 JaHHDBIX.

Hampuwmep:

server2:/my/replica/database.fdb

john:smith@server2:/my/replica/database.fdb

HpI/I CpaBHEHUU ITPOCTBIX 0a3 JAHHBIX CPAaBHUBAIOTCA BCE€ CUCTEMHBIE Ta.6JII/ILU)I, a IIpu CpaBHEHUU pe-
TIJINK IIPOITYCKAIOTCA Ta6.HI/ILLbI oe3 YHUKaJIbHOTO UHJIEKCA.

e CTp. 261



PyxoBoscTBO ajmunucTpaTopa
12.6 YTuaurol

Tabmumna 12.4 — Teru juis 3amycka rdbrepldiff uepes cepsuc

Teru

Onucanue

-action_svc_diff

3alycK cpaBHEHUS

-dbname

IlepBast 6a3a s cpaBHeHHs (JIO/KHA OBITH JIOKATIBHOI )

-dif_replica

Bropas 6a3a (perumika)

-dif_config

IIyts x daitny kouduryparmuu. Eciau He 3a7aH, TO UIMETCS B MTaIKe C
6azoit

-dif_metaonly

IIpousBomUT MPOBEPKY TOJIBKO METAJAHHBIX

-dif_simple

CpaBHeHMe JBYX HEPEILIUIUPYEMbIX 0a3 JaHHBIX

-dif_sync

OkujjaHne CHHXPOHU3AINN MAacTepa U CJIeBa B TEUEHUe OHON MUHY-
Tbl WJIM BPEMEHHU, YKAa3aHHOI'O B ntapaMerpe -dif_timeout

-dif_timeout

TaijiM-ayT OxKuJaHUsl CUHXPOHU3AIUY (B CEKYHaX)

-dif_full

TlokazaTh pacHUupeHHBIN BBIBOJ O TNpOBepKe. PacimmpeHHbIit BBIBOJ
0TOOpAarKaeT:

e 3ammcu, KOTOpbIe OTCYTCBYIOT HA CJIEBE;

o I[losst, KOTOpBIE OTIIMYIAIOTCS y 3AIIHCEI;

e Pazmuily B KoIm4ecTBe 3ammnceit Ha MacTepe W Ha CJIeiBe.

-dif_values

TlokaswiBaeT 3HAYMEHNA, KOTOPBIE OTJNYIAIOTCS y 3amuceil. MoxXKHo nc-
IOJIb30BaTh TOJBKO COBMeCTHO ¢ ormueit dif_full

-verbose

IlonpobHbIit BEIBOI O IPOBEpPKE

IIpumep 3amycka rdbrepldiff yepes cepsuc:

./rdbsvcemgr localhost:service_mgr -user SYSDBA -password masterkey -action_diff
-dbname localhost:/my/other/database.fdb -dif_simple -dif_replica john:smith@/my/

replica/database2.fdb
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['nasa 13

Hacrpoiika npouzBoaurenbHoctu Pejr
bas3br /lanabix

IIpousBomuTETHLHOCTL KOHKPETHOM CHCTEMBI 3aBUCUT OT AIlapaTHOTO U MPOTPAMMHOTO 0OECIIeeHNUsl.
IIpuyuHb! 11I0X0i TPOU3BOIUTEILHOCTH MOI'YT OBITh C 06EUX CTODPOH - cjiabasi JUCKOBasl IMOJCUCTEMA, MAaJIO
IaMsATH, IJIOXO€e yIIPpaBJIeHNEe TPAH3aKIIUAMH B IIPUJIOXKEHUHN, IIJIOXHUE 3aIIPOChI U T.I.

B nepBoMm pasnene 6yaer omnmcano, Kak 1mojoopaTh 3¢hdEeKTUBHOE alnmmapaTHoe obecriedenue st Pen
Baser Jlanapix. ajgee maroTcss peKOMEHIAINK 10 JUATHOCTHKE ITPOU3BOIUTEIBHOCTH CHUCTEMBI. 3aKJIIOYUM-
TeJIbHAsT 9aCTh IVIABBI MOCBSIIEHA MPODIEMaM IPOU3BOJIUTEIFHOCTH U IIyTH X YCTPAHEHUS.

13.1 Bpibop amnmapaTHOro obdbecnedyeHus

IIpex e wem momobparsh adpdekTuBHOE ammaparnoe obecredenue ajasa B/l craemyer mouats kak Pen
Baza Jlanubix ucnosnbsyer ero komnorents: CPU,; RAM, HDD/SSD.

13.1.1 OcnoBuble oneparuu B3anMoieiictBus B/l ¢ anmmapaTHbIM
obecrieueHEM

ITpu crapre CYB/I npornecc cepsepa 3annmaer B RAM MUHUMAIBHBIH 00beM (HECKOIBKO MerabaiiT),
1 He IPOU3BOIUT HUKAKUX WHTeHCUBHLIX omneparmii ¢ CPU nimm RAM.

IIpu coenunenuu ¢ BJI cepBep HaunHaeT YuTATh €€ METaJaHHBIE U CO3/I[aBATH COOTBETCTBYIONINE 00b-
eKThl B [MAMsITH, OTYEro pasMep IMPOIECCa yBEJIUYUBAETCS TPOIMOPIUOHAIBLHO KOJUYIECTBY WCIIOIb3yEMbIX
TabJINI, WHIEKCOB, TPUITEPOB W JAPYIUX MeTaJaHHbiX. Vcmonb3oBanme namsaru yseaumunbaercs, Ho CPU
MPAKTUYECKU He 3aJ1efiCTBOBAH HA 9TOM JTaIle.

Korja kimeHT HaunHaeT BHIIONHATE SQL-3a1pock! (BKIIOUast XpaHUMBbIE TIPOIEYPhI), CEpBEP BBIIIOJI-
HsIET COOTBETCTBYIOIIIE OIlepariu, obparraomnuecs K "xeme3y". Cpen 3TUX omeparnuit Mbl MOXKEM BBIJIETTUTH
cremyrorye 6a30BbIe OIEPAITIH, TOTPEOISIONIE OPe/IeIeHHBI HAb0p CHCTEMHBIX pecypcoB. OHM mpencTas-
JIEHBI B TabJIUIle C yKasaHueM UHTeHcuBHOCTU norpebienus (1 osnadaer HeGOJIBIIYIO MHTEHCHMBHOCTH, 10 —
MaKCHUMAJIbHYIO):

Tabauna 13.1 — IlorpebieHne cuCTEMHBIX PECypPCOB

Yrenne | 3anuch | Urenune | 3anuck | UYrenne | 3anuch | Copruposka | O6paborka
CTPaHWUII | CTPAHMUIL | CTPAHMUIL | CTPAHMUIL | CTPAHMUIL | CTPAHUI], 3amuceit SQL
B c B ua | B u3 Bl B | maHHBLIX | JAHHBIX 3ampoca
JUCKAa JIUCK Ka31I1a K3III 3 GTT | 8 GTT
CPU 1 1 1 1 1 1 5 10
RAM 5 5 5 5 5 5 5 2
Disc IO 10 10 1 1 1 1 1

Buano, yro mamboiiee TSXKEILIMU OIEPALUIMU SBJISIOTCS T€, KOTOPhIE BKJIIOYAIOT PabOTy C IUCKOM,
TaK KaK JIMCKOBas IOJICUCTEMA ABJISCTCA Hambosee MEIJeHHBIM KOMIIOHEHTOM 'kejre3a.
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13.1.2 IIpormeccop
IIpu BBIOOpE TpOIIECCOpa CJIeyeT MPUHSITH BO BHUMaHUE CJIEJYIOIIe BEIu:

HackoybKO cJI0’KHBIE 3aIpOChI TPeobJIaIatoT
Pes 6asbl raHHBIX BCErja UCIOJIHSIET OJWH 3alPOC HA OJIHOM siJ[pe, MOITOMY CJIOXKHBIE WJIA ILJIOXO
ONITHMMU3MPOBAHHBIE 3aIPOCHI MOTYT 3aHMMaTh 10 100% omporo siyipa, 3acTapBiists OCTAJIBHBIE 3aIIPOCHI
[IEPEMECTUTHLCH HA MEHee 3arpyKeHHble siapa. [loaromy dem OosibIle sep, TeM MEHBIIE IaHC, 9TO BCE
IIPOIIECCOPHBIE MOIITHOCTHU OY/IyT 3aHSTHI.

Ecmm mpeobiamaror mpocteie koporkue SQL 3ampocsr, Bce 3ampockr xoporro otiaxenbl, o CPU ne
OyIeT SABIATHCS Y3KUM MECTOM IPOU3BOAUTEILHOCTH, M MOXKHO BBHIOPATH MOJE/Ib C MEHBIINM KOJIIMIe-
CTBOM s1JIEP.

Ecnu npeobamaer 60/1b110€ KOJUTIECTBO MEJIEHHBIX 3aIIPOCOB, BO3BPAIIAIONIINX OOIBIITOE KOJTUIECTBO
JIAHHBIX, TO HEOOXOJMM IIPOIECCOD C HOJIBIUM KOJIMIECTBOM sIEp.

Yucsio aKTUBHBIX CO€INHEHUN
s rpy6oit onenku Heobxommmoro kojudectsa suep B CPU MoxkuO monb3oBarhes mpasusom ot 10
1o 30 coemunenunit na 1 sapo. 10 mosb3oBaresieil/aapo — IPUIIOKEHHE ¢ TPEODIAJAHUEM CJIOKHBIX U
MeJIJIEHHBIX 3a1pocoB, 30 coefuHenuii/po — IPUIIOKEHNe ¢ IPeobIaIaHieM IPOCTHIX, XOPOIIO OTJIa~
JKEHHBIX 3aIPOCOB.

13.1.3 Ilamarsb

IIpu Beibope RAM ciiesyer yjiejinTh BHUMaHUE JIBYyM MOMEHTAM:

Mopynu namsitn QoJ2KHBI ObITH ¢ Koppekiueiil ommnbook (ECC RAM)
ECC RAM 3HaunTe/IbHO CHUXKAET KOJMYECTBO OIMMOOK IIPU paboTe ¢ MaMsAThIO M HACTOSITEbHO PEKO-
MEHLyeTCsl JJIsi UCIIOJIb30BAHUSI B IIPOMBIIIJIEHHBIX CHCTEMAX.

IIpaBusbHO paccuntath 00 bem RAM

Pen Baza Jlanubix 5.0 apxurektypst Classic 3amyckaeT OTAe/IbHBIIN IPOTIECC JJIst 00CITY JKIUBAHUST KAXK 0

ro coeqmuenne, SuperClassic 3amyckaeT OTIeIbHBIN TOTOK JIJIsi KAyKJIO0TO COEJIMHEHUsI, HO PAKTHIECKU

C TOH K€ CTPYKTYPOii OTPebJIeHNs TIaMITH — KaXKJI0€ COeJIMHEHNE UMEET CBOIl HE3aBUCUMbII CTPAHUY-

HBII K3III. SuperServer 3airyCcKaeT OJUH IIPOIECC C ODIIMM CTPAHUYIHBIM KIIIIEM JIJIsl BCeX COeIMHEeHUil ¢

KaxKJ10il 0a30it JaHHbIX. [Py MOAKIIOUEHNN K HECKOJIBKAM 0a3aM JJIsd KaXKI0i 13 HUX OYyJIeT BBIIEICH

CBOIl 00bEM CTPAHUIHOTO KIIIA, 33IaHHBI HACTpOWKaMu B dailyiax KOH(MUIypAIMA WX B caMoil 6ba3e

JTAHHBIX.

Taxum 06pazom, TOTpedIeHe TAMSTH CKJIAIBIBACTCS U3 CJEAYIOMNX OCHOBHBIX MAPAMETPOB:

1. KosmmaecTBO coenuHeHmit

2. Pasmep crpanuilsl 6a3bl JaAHHBIX

3. Pasmep 06beKTOB MeTaJaHHBIX (IIPOIOPIMOHANIEH KOJUYECTBY TabJIUIl, TPUITEPOB, XPAHUMBIX [IPO-
Ieyp u Jp.)

4. Pasmep crpanundnoro xama (ompejessercd napamerpamu B 3arojioBke B/l uim B firebird.conf
WIN B CBOMCTBAX KOHKPETHOI'O COEJIMHEHMS)

5. Pasmep kama jyig coprupoBok (onpejessiercs napamerpom B firebird. conf)

6. na Classic/SuperClassic — pazmep Tabauibl GJI0KAPOBOK

Huxke npesncraBienbr hopMysibl TPUOIU3UTEILHOTO pacdeTa HEOOXOIMMOro obbeMa maMaTu jijis Pen

Baswr /lannbix:

o g Classic

KomngecTtBo coemumenuit * (Kom-Bo cTpamui B Kame * PasMep cTpamuus + PasMep kama
I COPTUPOBOK)
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e s SuperClassic

p
KonmnyecTBo coemuuenuit * (Kom-Bo cTpamwi B Kame * PasMep cTpamums) + PasMep Ksma

AJis2 COPTHPOBOK
A

e Is1 SuperServer

p
(Kom-Bo cTpaHui B kKame * PasMep cTpanumsl) + PasMep Ksma Iis COPTHPOBOK ]
.

PeasibHoe 3HaveHme moTpebIIEHUsT TAMSITA MOYXKET OTJIMYAaThCsl, TAK KAK B 9TOM pacuere He YUUThIBa-
ercs 00beM MMaMSTH MO MeTaJaHHbBIE, 10/, OUTOBbIE MACKU WHIEKCOB, W T.MI., YTO MOXKET yBEJIUIUTH
pPaCXoJ IaMsATH, HO OJHOBPEMEHHO IIPE/IITOIAraeTCs, YTO TAMATh [0/, COPTUPOBKA Oy/IeT MCIOIb30BAHA
IIOJTHOCTHIO BO BCEX COEIMHEHUSIX, 9€r0 OOBIIHO HE ITPOUCKOIUT.

Kommaecteo RAM cBepx paccuuTaHHOrO MUHMMAJILHOIO Oyaer 3(MEKTUBHO MCIOJIb30BATHCS Ollepa-
IIMOHHOI cUCTEeMO st KarmupoBanus (daitma B/I.

Korpma 6a3a naHHBIX y2Ke HAXOIUTCS B IKCILIyATAIIMH, MOYXKHO IIPOCTO ITOCMOTPETH CPEJIHMII pa3mep
namaTu, uctosb3yemblil upoueccom CYB/I (¢ nomomrsio TaskManager niu ProcessExplorer).

13.1.4 JIuckoBas moacucCTeEMA

Y00l yMEHBIATH KOHKYPEHITUIO 33 JUCKOBBII BBO-BBIBOJI MeXK Ty omepanusavu ¢ daitaom B, cop-

THUPOBKAMH U PE3€PBHBIMU KOIUSIMU, a TAKXKE YMEHBIINTD IITaHC oHOBpeMeHHO! noTtepu u B/l u pesepBHBIX
KON, PEKOMEHJIyeTCsl MMeTh 3 Pa3HbIX JucKa (i raid-maccusa):

st

st

6a3bl JaHHbIX

st paboThl ¢ 06a30i JaHHBIX JIyYIle BCErO UCIOJb30BaTh SSD-IMCKU, TaK KakK OHU 00eCHedrBAIOT
OTJIMYHOE MacIITabupOBaHME TIPU MapaJlieJIbHOM BBOJe-BbIBOIe. O0s3aTEILHO CJIE/IyeT UCIIOJIB30BaTh
JIMCKU TIPOMBIIIJIEHHOT'O KJIACCa, C YBEJINYEHHBIM YUCJIOM [UKJIOB IIEPE3AITNCH, NHAYE BEJIMK PUCK IIOTe-
pu marHbIX n3-3a mosoMku SSD. SSD ¢ magmunem Enhanced Power Loss Data Protection cymecrtsenno
MTOBBICUT TTPOU3BOUTEHHOCTD.

Ipu 3T0M pekomeHnyeTcst 0cTaBaaATh 10 30% cBOGOIHOro MecTa Ha JUCKe (U3-3a HOBBIIIEHHOIO U3HOCA)
7 IJIAHUPOBATh 3aMeHy AHUCKa IPUMEPHO pa3 B 3 Toja.

HawmmygrmmM BeibOpoM siBjIsieTcst UCOJIb30Banne SSD 3KCKJIIIO3UBHO 11jisi PAOOTHI ¢ 6a30i JAHHBIX, TaK
KaK JII0ObIEe OTepalii BBOJA-BBIBOIA COKPAIAIOT CPOK CIIYZKOBI JUCKOB.

Ecym SSD nuck okasbiBaeTCst CJIUIIKOM JOPOTUM pelerreM min pa3mep B/ cimimkoM BeiuK, To MOXKHO
o100paTh AJIBTEPHATUBHBIC BADUAHTHI B IMOPSIIKE YMEHbBIIIEHNST TPUOPUTETA!

1. HDD c unrepdeiicom SAS
2. mucku SATA c¢ unrepdeiicom nSAS
3. obbranbie gucku SATA

BpeMEHHBIX (ailjioB
Tak kax BpemenHble Gailjibl HA JUCKE BOSHUKAKT TOJBKO IIPU OTCYTCTBUU JOCTATOYHOTO KOJIUIECTBA
RAM, T0 KOHEYHO, Jiydilie Bcero BooOIe n3deraTh UX MOsSIBJICHUS Ha, JIUCKE.

Ho Bce-taku Pen Baza /lanubix Tpebyer ykaszaHus HAIKH, rje Oy/yT XpaHUTCS BPEeMeHHBIE (hailiibl
(napamerpnr TempTableDirectory u TempDirectories). OGBIYHO €r0 OCTABJISIOT IO YMOJIYAHUIO, T.€.
UCIIOJIB3YEeTCs CTaHAApTHRI BpemeHHBIH KaTasor OC. Yrobbl npeaynpeanTs ncyepranne cBOOOIHOTO
MeCTa Ha CUCTEMHOM Jucke, B firebird.conf yKa3blBalOT BTOPOU JUCK B Ka4eCTBE JOIIOJHUTEIbHOIO
DPE3ePBHOIO MeCTa.

Creyer yauTsiBaTh, YTO TPHU CO3/JAHUN HUHJEKCA TPU BOCCTAHOBJIEHUU BepUMUINPOBAHHOIO OIKAIA
(cozmanuoro yruiauroii gbak) cosmaercs BpeMeHHbIH (aill, KOTOPBIA COAEPXKUT BCE KJIIOYH ITONO HH-
nekca. Ecnm 6aza JaHHBIX JOCTATOYHO BEJINKA, TO PasMep WHJIEKCA [l KaKoW-HuOy b O60JbIoil Tab-
JIUTIBI MOYKeT OBITh TaKKe 3HAYNTE/IbHBIM.
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s pe3epBHBIX Konuii
ITpu pesepBHOM KOMMpOBaHUH (BepUMDUIMPOBAHHOM WM HEBEPUMUIMPOBAHHOM) IIPOUCKOJUT UTEHUE
daita 6a3bl JaHHBIX (BCEIO WM YaCTH), W 3alHCh pe3epBHOIN Komuu (MOJIHON mian yacTudaHoi). Orne-
paIiy 3alUCH IIPH CO3JAHMUE PE3ePBHON KOIHMHU HJIYT HOCIEA0BATEILHO, 9TO O3HAYAET, YTO OOLIYHbIE
Hegoporue kectkue mucku ¢ uaTepdeiicom SATA (HDD SATA) xopomo TofoWIyT sl XpaHeHUs
PE3ePBHBIX KOIHUii, Tak KaK CKOPOCTH MOCJIEI0BATEIBHON 3aIlCH Y HUX JIOBOJBHO BEJIMKA.

Ha nucke 151 pe3epBHBIX KON BCeryla JIOJI2KHO OCTaBATBCsI CBODOJIHOE MECTO B Pa3Mepe II0CJIE/THETO
Ookana+10%. B aroMm ciaydae ecTb BO3ZMOXKHOCTBH CO3JIQTh CBEXKHil 09Kall, yOeaIuThCst B KOPPEKTHOM
3aBEPIIIEHNN IIPOTIECCa KOITMPOBAHUS U TOJIBKO IIOTOM Y/AJIUTH IPEIbLIYIUil OIKAIl.

Ilox «OTHeBPHBIMU AUCKAMI» ITOHUMAETCs, YTO (PU3NIECKH [TOTOKH JAHHBIX JIOJKHBI UJITH Yepe3 pas3-
Hble KaHAJIbl BBOJA-BBIBOJA. KcjiM co31aTh 3 JIOTUYECKUX JIMCKA HA OJHOM (DU3MYECKOM JIMCKE, HUKAKOI'O
VILyUINeHNsT IPON3BOIUTEIFHOCTH He mpou3oiiaer. OgHaKo, eciu 3 JOTHYIECKUX JUCKa OYIYyT OpraHu30BaHbI
Ha ycrpoiictse xpanenus JanHbix (CX/I), oCHAIIEHHOM MHOIOKAHAJIBHBIMU KOHTPOJIJIEPAMHU, TO IIPOU3BOIH-
TeJIbHOCTH MOKET BO3PACTU, TaK KaK yCTPONCTBO MOXKET PacCIpe/lesATh NOTOKU JIAHHBIX MeXK/Iy KOHTPOJLIe-
pamu.

13.1.5 RAID

st 6a3bl JAHHBIN 1 O9KAMOB CIEAyeT YBEJIUINBATDL HAJIEXKHOCTD JUCKOBON TOICUCTEMBI IIyTEeM 00b-
enuHenns auckos B RAID.

st SSD uckos ciemyer obsizarebao Uconb3oBaTh RAID1 — 310 2 «3epKaibHBIX» AHUCKA, HA KOTOPBIE
OJIHOBPEMEHHO IIHIITYTCsI M3MEHEHUsI, 9TO 3HAYUTEILHO YMEHBIIHUT MAHC ITOJHOM [TOTepu JTaHHbBIX.

s HDD nuckoB, uCHOIb3yeMbIX Jjist 6IKAIOB, JOCTATOYHO HCoib30BaTh RAID1, koropsrit obecrie-
9UT HAJIEXKHOE XpaHeHne 0IKAIOB U MPUEeMJIEMYIO CKOPOCTh 3AIUCH U ITEHUS.

HDD nuckn, ucnonb3yembie s B, Heo6xoaumo o6beaunsTs B RAID10 (MunumyMm 4 aucka), KOTOPBbIit
06ecIreIuT ONTUMAJBHOE COYeTaHNe CTOUMOCTH, HAJIEXKHOCTH U ITPOU3BOINTEILHOCTH.

13.2 JImarHocTukKa CUCTEMbI

Hrobbl CO6paTb I/IH(l)OpNIaL[I/IIO O IIPOU3BOJUTE/JIBHOCTU CUCTEMBbI, CJICAYET BBIIIOJHUTL CJACAYIONINE ITarun:

o lzmepumsv napamemp IOPS npoussosvroti sanucu, ucnosbsyss IOMeter:

— pasmep 6ioka: 8/16 KB;

pexkuM jrocryna: nupoussosbhbiii (Random);

— OTHOIIEHHE KOJMYeCTBa OllepaIliii ITeHnus K KOJIMYecTBY omeparyii 3amucu (aHri. read/write ratio):
0,/100

— pasmep ouepean (anri. queue depth): 5

HUcnosbzoBaTh TecToBblit daiin pasmepom He MeHee 10 I'6 = 19531250 cekTopoB (Korga pa3Mep ceKTopa
cocrasiger 512 Gaiit). Ilo BosmoxkuocTu Bee TecThl Ha IOMeter M0/KHBI OBITH TPOBEIEHBI HA IPOCTAM-
BaloIllell cucTeMe.

o Izmepums napamemp IOPS npouseosvnoeo wmenus ¢ TEMH Ke yCTAHOBKAMU, OIIMCAHHLIME BbIIIE (TOJIBKO
¢ oTHoIIeHneM uTenwus/3ammcu = 100/0).

o smepums ckopocmsd nocaedosamenvhoti sanucu npu nomornu 10Meter:

pasmep Outoka: 64 KB;

— pexkuM J0CTyma: nocjenoBaresbubiii (Sequential);

— OTHOIIEHHE KOJMYECTBA ONEPAIMil 4TeHusl K KOJMYeCTBY onepaiuii 3ammcu (anrsi. read/write ratio):
0,/100

— pasmep ovepenu (anri. queue depth): 1

e Jluckosas nodcucmema JIOBOJIBHO YaCTO CTAHOBUTCS y3KMM MecToM B pabore. ITosTomy odveHb BaykKHO
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yYMEeThb JUarioCTupoBaThb HpO6JIeMI)I C JUCKaMMU. O,HHI/IIVI 13 OCHOBHBIX MHCTPYMEHTOB JIJId Ha6.HIO,HeHI/IH 3a
IPOU3BOAUTECIIBHOCTBHIO ,ILHCKOBOI;'I IOACUCTEMDBI ABJIAIOTCA CHCTUYUKU IIPOU3BOJAUTE/IBHOCTH:

— % Disk Write Time (nporeHT 3arpy?KeHHOCTH JICKA OTIEPAIUSIMI 3aIIICH)
— % Disk Read Time (nporeHT 3arpy?KeHHOCTH UCKA OTEPATASIMHA ITEHNU)

— Avg. Disk sec/Write (cpezmnee BpeMs B ceKyH1ax, TpebyeMoe JIJisd BBIIOJIHEHUsT JUCKOM OJIHOM Ollepanuu
3AIIUCH)

— Avg. Disk sec/Read (cpestee BpeMst B ceKyH1axX, TpebyeMoe Jist BBITOJHEHHs JIUCKOM OJIHOM ollepanuu
9TeHus )

— Disk Read Bytes/sec (cpenusis cKOpOCTb 4TeHMs )

— Disk Reads/sec (kosmmuecTBo 06pabOTaHHBIX 3a CEKYH/IY 3allPOCOB Ha ITEHHE)

— Disk Write Bytes/sec (cpelHsis CKOPOCTb 3aIIICH )

— Disk Writes/sec (kosmmdaecTBo 06pabOTAHHBIX 3a CEKYH/LY 3AI[POCOB HA 3aIUCh)

Braruwums aydum cobvimuti, M3MEHNB mapaMeTphbl B KOH(MUryparmonHoM (aiiie fbtrace. conf:
— enabled = true,

— time_threshold = 1000

1 IPOBEPUTH MOJYIE€HHBIE C TTOMOIIBIO HETO JIOTH.

Cobupamv dannovie menedrcepa bA0OKUPOSOK C PEryJIsiDHBIMUA WHTEDBAJIAMIE:
rdb_lock_print -a -d </path/to/db> > db_lock_print.txt

Monumopumos rapaxmepucmury npovyeccopa, uctoiab3ys CPU-Z. Tucueryepy 3ama1 Windows j1oBepsaTh
HE CTOWUT.

C HOMOIIBIO yTUIUTHL gstat nposepums HEMm AU CMAPHLE AKMUBHLT MPAH3GKYUT, KOTOPBIE TPEIATCTBY-
10T cOOpKe Mycopa:

gstat -h </path/to/db>
IIposepumsd mabauyv, MOHUMOPUH2Q WJIA COXPAHUTD PE3YIbTATHI ITUX TAOJIUIL BO BHEITHUE (DaMIbI:

MON$DATABASE ; MON$ATTACHMENTS ; MON$TRANSACTIONS ; MON$STATEMENTS ;
MON$CALL_STACK; MON$IO_STATS; MON$RECORD_STATS; MON$CONTEXT_VARIABLES;
MON$MEMORY_USAGE;

13.3 ¥Y3Kue mecta u uxX yCTpaHEHUE

13.3.1 ¥Y3Koe MecTO 3anucu JaHHBIX Ha Auck ¢ B/1

IIpuznakn

e Buicokuii nokazarenan % Disk Write Time (>75%)
e Cpennee 3nauenne cuerunka Disk Writes/sec 61msko niam npessimaer napamerp IOPS nponssoss-
HOIt 3arnucu, usmepennsbiii [OMeter.

e 3amnpocsl Insert/update/delete, KoTopble 060pabaTHIBAIOT HEGOJIBIIOE KOJUIECTBO CTPOK M OOBIYHO
BBIIIOJIHAIOTCA 3a BpeMd MeHee 100 MCEK, BBIIIOJIHAIOTCA 3a OJHY U 60.]'[66 CEKYH/IbI U ITOABJIAIOTCHA
B JKypHAJIe ayJIuTa.
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Pexomenganum

e Y6eauThCs, 9TO KOJMIECTBO KIMIUPYEMbBIX CTPAHUIL JOCTATOYHO Oosbioe. JIjIs apXuTeKTyphl Cy-
epcepBep 3Hadenue napamerpa DefaultDbCachePages pekoMeH iyeTcst paccauTaTh 10 (hopMyJie:

MemorySize
DefaultDbCachePages = ————
4 x PageSize

rie MemorySize - obmuit 06béM namsaTu; PageSize - 00bEM CTPAHUIIBI.

JJtst apXuTeKTyphl KJIACCUK 3HAYEHUE [TapaMeTpa PEKOMEH/IYeTCs PACCIUTATD M0 (hOpMyJIe:

MemorySize

DefaultDbCachePages = —,
4 % ConnNum * PageSize

rie MemorySize - obiuit 00béM mamsaTy; PageSize - 06béM crpanunbl; ConnNum - IIpe/osaraeMoe
MaKCUMaJIbHOE KOJIAYECTBO COCJIMHEHUIA.

YcranoBuTh APYyroe 3Ha49eHue KIMNUPYEeMbIX CTPaHUIL MO2KHO C ITIOMOIIBIO YTUJIATHL gf ix:

GFIX -buffers 400 <db_name>

e YiyumutTh nokazaresn napamerpa IOPS nmpon3BosibHOI 3amucy MOXKHO IIPUMEHEHHEM CJIETYIOTIIX
Mep:
1. Usberaiire npumensts RAIDS. Jlyumre ucnosbzosars RAID1 wim RAID10
2. Ucmonssyiire SSD s xpanenuns B

e Pazobparhbesi KaKue 3alpOoChl BBINOIHSIOT ¢ToIbK0 [O-oneparit (¢ moMomnpio TabJIul MOHUTOPHHTA,
U ayJuTa)

e Kaxk BpeMeHHBIl, 3aI1acHONl BapUAHT, MOXXHO YCTAHOBUTH PEXKUM ACHHXPOHHON 3aIMCH JIAHHBIX —
B 9TOM CJIydae U3MEHEHUs W HOBBIE JAHHBIC XPAHSITCS B MAMSITH U HEPUOIUIECKH COPACBIBAIOTCS
Ha JMCK MOJACUCTEMOl BBOJA/BHIBOJA OLEpAIMOHHOM cucrembl. OOMIENPUHATOE HA3BAHUE TAKON
koHpuryparuu - forced writes off . ITo ymosmuanuio B/1 ycranaB/mBaeTcs ¢ BKAIOYEHHBIM PEKUMOM
HPUHYUTEIbHOI 3anmcu - forced writes - curxpoHHas 3amuch. B 3T0M pekuMe n3MeHeHnsT U HOBbIe
JIAHHBIE CPA3y 3allUChIBAIOTCS HA JUCK.

3arem B koudurypamuonaom daiise firebird. conf orkiounTs napamerpsl MaxUnflushedWrites
u MaxUnflushedWriteTime.

13.3.2 ¥Y3Koe MecTO UTeHUd JAaHHBIX C JuckKa B/l

IIpuznakn

e Bricokwuii nokazarenb % Disk Read Time (> 75%)

e Cpeanee snauenue cuerunka Disk Reads/sec 6;m3ko wim npessimaer napamerp IOPS npoussosib-
HOro 4TeHus, n3MepeHHbIt IOMeter B TeueHre HECKOIBKUX MUHYT.

e 3ampochl Ha YTeHHe U OOHOBJIEHWE BBIIOJHSAIOTCS UPE3BLIYAHO JIOJII0 U MOSABJIAIOTCA B KYypHAJE
ayuTa.

Pexomengamnm

e Yo6emurech, uro OC MOXKHO HCIOJIB30BATH BCIO OIEPATUBHYIO MAMATH JJIs KIrmupoBanus. Jlrs
9TOT0 MOXKHO IIPOBEPHUTH YCTAHOBJIEHHDBIE I'PAHUIIBI Pa3Mepa dailjia CHCTEMHOTO K3IIa B PE3YJIbTATE
HCHOJIb30BaHusT yTUINTEI SetSystemFileCacheSize. OHa J0/KHA TOKA3bIBATE:
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Current cache working set size
min: none set
max: none set

Eciu yrunnra mokassiBaeTcs 9To-TO mHOE, ycraHopuTe FileSystemCacheSize=0 B koHpUTypaIu-
ounoM (aitite firebird. conf. [Ipu BHeceHnn n3MeHeHUIT TOTPEOYETCs TEpE3arpy3Ka.

e Ybemurech, 9TO JOCTATOYHO ONEPATUBHON MAMSTHU JOCTYIIHO JJIsi KIIIUPOBAHMUSI.

e Pa3zobparbes Kakue 3aIrpochl BBIIOJHAIOT ¢TOIbK0 [0-omeparuii (¢ moMomnpbio Tabmi MOHUTOPUHTA,
1 ayuTa)

13.3.3 IIpobJsieMbl ¢ TPOTTJMHIOM HPpoIleccopa

IIpunzaaknm

e lzmepenus c nomornipio CPU-Z nokasau, 9To TaKTOBasi 9acToTa IPOIECCOpa HUKe 3asiBJIEHHOMN

Korna cucrema 3ajtymeHa, To BCe OCTAIbHBIE ONEPAIMH TOXKE HATHHAIOT 3aHUMATH OOJIbIIee BPeMsl, 1
cucTeMa Bce GOJIbIIIE CKIIOHsIeTCsT K 00pasoBannio "y3kux MecT" B Apyrux Mecrax ([OjCHCTeMax, yPOBHSX)
13-33 B3AUMHBIX OJIOKHPOBOK.

Pexomenganum

e B pasnesie Duiekrpornuranue nanesn yipasienuss Windows Bbibepure 1iaH «Bbicokasi mpou3Bo-
murenbHOCTB>. Jlamee «Hacrpoiika miana siekrponuranusy -> «/3MEHUTH JOMOTHUTEbHBIE TTa-
paMeTpbl TUTAHUS» , Jajiee BHIOPATH IYHKT «¥YIIpPaBJEHUE IMUTAHUEM Ipoleccopay, rae «MuHu-
MaJIbHOE COCTOAHHE Iporneccopas moskHo papHAThea 100 %. C momompio CPU-Z y6ennrech, 9To
pobJieMa pereHa.

e Ecim npenpyrymuit mar #e momor, 3aaduT BIOS wm mpormmBKa CHU3WIM YACTOTY IIPOIECCOpA.
[Ipourure pyroBozgcTso Server's BIOS u BeibepuTe HACTPOITKY, KOTOPBIE COOTBETCTBYIOT ITAPAMETPY
«Performance Optimized». Bosamoxknao norpedyercs orkiounth Intel SpeedStep B BIOS.

e He mckaodeno, ITo TaKTOBasl IacTOTa MPOIECCOPaA CHMXKEHA M3-3a MPOOJIeM ¢ oxJaxKaeHunem. M3-
MepbTe TeMIEpaTypy IIpolieccopa U uuicera (Hanpumep ¢ nomompio yruauTsl Open Hardware
Monitor).

13.3.4 IIpobjsieMbl C COPTUPOBKOIL

Ipu Boinosnnennn coprupoBok Pen Baza JanHbIX BBIIOIHSIET €€ B aMaTH (B aPECHOM IIPOCTPAHCTBE
LpoIecca cepBepa), OKa pa3Mep UCIIOIb3yeMOil IaMSATHU JJis BCEX BBIIOJIHIEMBIX OJJHOBDEMEHHO COPTHPOBOK
He JIOCTUT'HET IIpejesa, YCTaAHOBJICHHOI'O IapaMeTpoM (TempCacheLimit (firebird.conf) ) IIpu npesbire-
HUM 9TOrO JIMMUTA CO3JA€TCst BpeMeHHbii (daiin (¢ coorBercTByIOmuM (hJIAroM OIEPAIMOHHON CHCTEMbI) B
rarKe BpeMeHHBIX (DailjloB, U B HEM BBINIOJIHSIETCs COPTUPOBKaA. B citydae, ecyiu B cucreMe eCTb CBOOOIHAST
namars (RAM), ro daiin copruposku Oyzer kamuposan Ha ypoHe OC u copTupoBKa GyeT HPOU3BOAUTHCS
B naMATH. VI3Mepennst MOKa3bIBAIOT, YTO 3AIIPOCHI C OOJIBIITIMEI COPTHPOBKAMU BBIOIHSAIOTCS B 2 pa3a ObICT-
pee B O3V, a e na jucke. [Toaromy pekomenjyem ycranoBuTh mapamerp TempCachelimit = 2147483647
B firebird.conf nnsa 64-6urHbIX cucreMm u TempCacheLimit = 1000000000 jist 32-OMTHBIX CHUCTEM.

Nudopmanuio o TOM, CKOJBKO TAMSATH 3aHUMAIOT BPEMEHHBIE (ailyibl, MOXKHO Y3HATH W3 TaOJIMITHI
MOHUTOPUHTA (MDN$STATEMENTS). Takke, Mpu BKJIIOYEHHOM JIOTUPOBaHUU oneparuit Tuna finish, B Tpeiice
OTPA3UTCsi 00BEM KIIIIa, BBIIEJEHHOIO JIjis COPTUPOBKHU.

Nwmsa Bpemennoro draitia dopMupyeTcs CaeayronmM 00pa3oM:

[ <Tum BpeMeHHOTo ob6bekTa>_att<id momkmoueHma>_stmt<id sampoca>_<ciydaiiHas CcTpoka> ]
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Hanpumep: /tmp/rdb_sort_att342316_stmt106_M20SLu.

13.3.5 IIpobJjsiembl co cOOpKoit Mmycopa

IIpuznakn

e Boubmas pasuauna mexty «Oldest transaction» m «Next transaction» mpu BBIBOJE CTATUCTUKE:
gstat -h
e Cymecrsyer Goublinas pasuuna Mexay Oldest active (mim Oldest Snapshot) u Next transaction.
e 3ampochl BBIOJHSIIOTCST HEOXKUIAHHO JIOJITO
Ynepxanne Oldest active n Oldest Snapshot BO3MOYXKHBI 10 CJI€YIONTUM TPUTHHAM:

® HEKOTODPOE MPUJIOXKEHHE PA0OTAET, M JAEPXKUT OTKPBITON XOTS OBl OHY TPAH3aKIIUIO - HAIPUMED,
[I0JIb30BATEJIb HE 3aKPBIJ IPUJIOKEHNE, U KaKadA-Iubo ero popMa 04eHb JI0JI0 OTKPHITA;

® IPUJIOKEHUs PAOOTAIOT JJINTEHHOE BPEMS], I «TE€PSIOT> UIAeHTU(MUKATOPHI TPAH3AKIINN B KOJIE;

® 1uCIOJb3yeMasi OUOJIMOTEKA KOMIIOHEHT WU JpaiiBep paboTaeT ¢ «TpaH3aKIueidl Mo yMOJIAHUIIO»,
KOTOpasd MOXKeT JJINTHCA OY€Hb JI0JITO.

Pekomennamun

e IJocmorpers Tab/mMIIBI MOHUTOPUHTA, 9TOOBI Y3HATHL KaKasl TPAH3AKINSA AKTHUBHA OOJIBIIE BCETO
BPEMEHHU, IPHUHATHh HEOOXOIMMBbIE MEPHI II0 €€ 3aKPBHITUIO M IPOBECTH HPUHYIUTENIHHYIO COOPKY
Mmycopa gfix -sweep n <db_name>

e ITpouenypy uucrku (sweep) 6a3bl JaHHBIX BBIIOJIHSTH 110 KpaiiHell Mepe pa3 B Hememo. Oaun u3
c110cO00B — 9TO BBI3BATH IPUHYIUTEIHHYIO COOPKY MyCOpa C IIOMOIIBI0O KOMaH/Ibl gfix -sweep n
<db_name>. Bbl MOKeTe 3aIJIAHUPOBATD 3AITYCK KOMAHJIbI C TIOMOIIBIO TIJIAHUPOBIUKA Windows.

e BrimoHsaTh nepuoindeckoe pesepBHOE KOMpoBaHue-Boccranosiienne BJ1 mo kpaiineit mepe pa3 B
TOJT, WJIK TIOCTIE KPYITHOTO U3MEHEHUs B JIAHHBIX.

13.3.6 /IjiuresibHOE OXKuaaHue BJIOKMPOBOK

IIpuznakn

o Banpocm BBITIOJIHAIOTCA HEO2KHNTaHHO JTOJII'O

e B menemkepe 6710KupoBoK mporeHt noubiTok (Mutex wait), koropble 6bliu 326 I0KUPOBAHbI, KOTJa
BJIAIEJIEN] CTapaJsicss 0OpaTUThCs K Tabsuie BJI0KUPOBOK, Bbicokuit (Goee 20%)

Pexomengamun

e OOBIYHO NpHWYMHA BBICOKOrO IoOKasaress Mutex wait Kpoercss ¢ HEIOCTATOYHO ONTHMAJIbHOMN
cTpyKType X3m-tabsmnbl. He pekomengyercsi, 9robbl cpejinee 3Hadenue «Hash lengths» 6bi-
Jgo Oosibmie 3 miam MakcumasbHoe Oosibiie 10. PekoMenjyemMoe MUHHMAJIbLHOE YHCIO CJIOTOB
LockHashSlots=30011 (firebird.conf). B kauecTBe 3HaueHUs pazMepa XIMI-TabJIUIb JIy 9Ile yKa-
3BIBATDb IIPOCTOE THCJIO.

13.3.7 HesaddekTuBHOE NCOOJIb30BaHE TAOJINI MOHUTOPUHTA

IIpuznaknm

[ ] Banpocm BBITIOJIHAIOTCA HEOXKHNJIaHHO JOJIT'O

e Cp. 270



PykoBojicTBO aiMuHUICTpATOPA
13.3 VY3Kme MecTa U UX ycTpaHEHHE

e JlaMn JIOK-TaOJIHIBI TOKA3BIBAET IEMOYKH OXKUJAHUs JiIst Os1okupoBKu 20-ro tuna (series 20) (HO-
Mep CepuM HEJABHO M3MEHsLICs, OH akTyajeH g Pex Basol Bepcun 2.5.0.10954 um nosee)

C6op undopmanuu aas MONS-Tabaui TpebGyer riiobanbHoit 6;10kupoBKu BJI  AB/IsieTcsT 10CTATOYHO
JuaTesbHOI onepanpeil. He pekomenyercs obpammarbes kK MONS$-rabimam na pabodyeM cepsepe Jalie, 94eM
pa3 B HECKOJIbKO MUHYT.

Pexomenganum

e ABTOMATHYECKHE MPOIECCHI, IPONEAYPhl UM TPUTTEPhl He JOJKHBI obpamaTrbesa K MONS$ tabiu-
IIaM TakK 9acTo. DTa MpobeMa JOJIXKHA OBITH IepeHapaBaeHa Ha pa3pabOTINKOB IPUIOKEHIN st
HCIIPaBJICHUS.

13.3.8 IIpobGiembl ¢ 6JIOKMPOBKAMU TPaH3aKIIIA

ITpuznakn

e DML 3ampochl BRITOSTHSIIOTCS HEOXKHUIAHHO JOJITO
e Jlamir JIOK-TabJIMIIBI TOKA3BIBAET IEIOYKN OXKUJAHUs JjIsi OJIOKUPOBKHU 4ro Tura

OTa 1pobiieMa BbI3BaHA OJJHOBPEMEHHBIM ODHOBJIEHHEM OJMHAKOBBLIX HAOOPOB 3amuceii B pexkume WAIT
pasperieHns: GJIOKUPOBOK WU HEIIPABIJILHBIM BBIOOPOM [IAPAMETPOB TPaH3aKIuil (HAIPUMED, NCIIOIb30BAHAE
napamerpa no_rec_version).

Pexomenganum

e ITOT BOIPOC JOXKEH ObITH MEPEeaIpPecoBaH pa3pabOTINKAM IPUIOXKEHNS Ha, UCIPABJICHHE

13.3.9 ¥Y3Koe MecTo B IIOACHCTEME IIaMATHI

ITpuznakn

e 3ampocsl, obpabaThIBaoIIye 60JIbINHe 00bEMbI JIAHHBIX, BBIIOJIHSIOTCS HEOXKUIAHHO JTOJITO

e Bosbimoe orpebiieHne pecypcoB MEHTPAIBHOIO IIPOIECCOPA, U CEPBEP SBJISIETCS OCHOBHBIM HX II0-
TpedbuTeIeM

o MoHUTOpPHHT MpoIieccopa MOKA3bIBAET, YTO MPOIEHT BPEMEHN HAXOYKJIEHUS B PEXKUMeE sIIpa BBICOK

(20% u Goaee)

ITpuuwaa TaknX TPU3HAKOB 3aKJOYAETCA B TOM, 9TO BO BpeMsi UTeHusi cTpaHuibl B/l moKHbI ObITH
CKOITMPOBAHBI ¢ K114 (haitioBoii cucremer Ha Oydepubiit ko Pex Bazer Janapix. CyiecTByoT orpanndenust
B IPOILYCKHOI CIIOCOGHOCTH MTAMSATH, 9TO OCOOEHHO 3aMETHO B KPYITHBIX MHOTOIIPOIECCOPHBIX KOHMUTYPATIH-
SIX, U TOTJIa KAHAJBI OOMEHA C TAMSTBIO CTAHOBSIITCS Y3KUM MECTOM.

Pexomengamnum

e lckirounts mpobsiemsr yposas OC
e VYmenbiuTh pasmep crpanuil (¢ 16K no 8K) u yBeauuurs pasmep Oydeproro kama

e OnruMu3upoBaTh IPOGJEMHBIE 3alIPOCHI (IPOBEPUTH 110 TADJIUIAM MOHUTOPUHIA M C IIOMOIIBIO
ayura)

e Y6eauThCs B NPABUJILHON HACTPOliKe Ki3lIa cepBepa (BO3MOXKHO OH CJIMIIKOM MaJl), IPOBEPUTH
mapaMerpbl KOH(MUTYPAIMOHHOTO daiiia:

— TempBlockSize - MOXKHO yBesmmuuTh 710 2 win 3 M6, #Ho He 10 16 MO;
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— TempCachelimit - c/esaTh 3HateHNe OOJIBIE CyMMAapHOrO pa3Mepa BPEeMEHHBIX (aililoB B Ka-
Tajorax TempDirectories;

— TempDirectories - KaTaJOrU JiIsi XPAHEHUSI JAHHBIX COPTUPOBOK YKA3bIBAIOTCS Y€pe3 TOUKY
C BaISATOM, CAEAYIOT B IMOPSJIKE OYepeld, [TOKa He 3all0JHUTCS IepBas JIMPEKTOPUsi, BTOpasl He
Oy/IeT UCIOJIHb30BaThCA. YKa3aTh nepBoil pupexkropueit RAM auck, norom SSD wiu HDD;

— TempTableDirectory 3aJarTh KaTajor Jisi XpaHEHUs JaHHBIX TVI00AJTBHBIX BPEMEHHBIX TaOJIUI]
¥ BpEMEHHBIX 0JI000B.

e JlocturayThl rpanunbl Macmrabupyemoctu giapa Windows. Ilepexogure na OC KoTopast Mo3BoJIsSeT
nosaoe npodumposanue cucrembl (Linux, Unix).

13.3.10 IIpobsieMbl ¢ BJIOKMPOBKOIT CTPAHMUI]

IIpu3zaaknm

e 3anpochl BBIIOJHAIOTCS HEOXKUIAHHO JI0JITO
e JlaMn JIOK-TabJIMIBI MOKA3BIBAET [ENOUKH OXKUIAHUS JJIst OJIOKUPOBKE 3-T0 THna (series 3)

D10 mpobiiema Moryia ObITh BBI3BAHA BBIIIE OIMUCAHHBIME: Y3KOE MECTO 3aIUCH JAHHBIX Ha nuck ¢ B/,
JUIATEJIbHOE OXKUJIaHNe OJIOKUPOBOK, Y3KOE MECTO B HMOJCHCTEME ITAMSITH.

Eciu npobiembl e B 9TOM, TO IPUIUHBI MOTYT OBITH CJIEIYIOINIHE:

® MHOI'O OJTHOBPEMEHHbBIX COEJIMHEHUI BBIIOJIHAIOT KPYIIHbIE U3MEHEHUS B PA3HBIX 3alUCAX OJNHAKO-
BbIX Tabuiull, (MOXKeT OBITH BBIBEIECHO U3 YKYDHAJIA ayuTa)

® YPE3BBIYAIHO BBICOKUN DOCT 9YUC/IA TPAH3AKIUI, CrEHEPUPYEMBIX MPHJIOKEHUAMHA (MOXKET OBIThH
BBIBEJICHO U3 OBICTPOrO POCTA CYETIMKOB TPAHIAKITHIA)

Ecin v 3TM OpuvMHBI UCKJIIOYEHBI, TO MOYXKHO TMOJYYUTH HOMEpa CTPAHMWI], UCIOJb3ys Kiou Key -
UIEHTHMOUKATOD 3a0JI0KUPOBAHHO PECYPCa, W BBISICHUTH, KAKHMEe MMEHHO CTPAHUIIbI BBI3BIBAIOT ITPOOJIEMBI U
KaKue TabOJIUIbl, WHIIEKCHl WK IPYTHUe CTPYKTYPBI ABJISIOTCH Y3KIM MECTOM.

Pekomennamun

e PazperuTh npuYanHbl, CBI3aHHbIE C APYTUMH BBIIIE OMUCAHHBIMU IIPOOIeMaMu

e IlepeBectu 3amady Ha pa3spabOTUYNKOB IIPUJIOXKEHUsI JJIsi TOTO, 9TOOBI OHM MOIJIM UCKJIFOUUTH IIPO-
6J1eMbl, BOZHUKAIOIINE [IPA OJHOBPEMEHHBIX M3MEHEHHUSAX B TAOJIMIAX MJIA BBHICOKOM POCTE UUCIIA
TpaH3aKIWii

e Moxkno obparurscs B Pen Codr, ecsiz Bce 0ObIYHBIE TPUIUHBI UCKJIIOYEHBI, & TPO0JIEMa OCTAIACE.

13.3.11 /loJjsiro BbINMOJIHAEMbIE 3aPOCHI

ITpuznakn

e ITonb30BaTenn OTMEYAIOT IJIOXYIO IPOU3BOAUTEIBHOCTD, 3aBUCAHNE KJIMEHTa (UJIM 3aBUCAHUE BCeh
CHCTEMBI, €CJIU 3AIPOC BBIIOJIHSIETCS CEPBEPOM, KOIJIA YIEPKUBAETCS HEKOTOPas OJIOKUPOBKA)

e B ciyuae 3aBucanms mpobIeMHBIH 3aIpOC MOXKHO yBuUeTh B Tabsuie MONSSTATEMENTS co cTpOKOit
MON$STATE <> 0

e [IpobsieMbl ¢ TPOM3BOAUTETBHOCTBIO IIPU OIIPEIETIEHHBIX 3aIIPOCaX

e B rabaune moruropunra MON$RECORD_STATS KOJMYECTBO HEMHIEKCHBIX UTEHUHA Topaso OOJIbIIe
nHJekcHbIX (MON$RECORD_SEQ_READS > MON$RECORD_IDX_READS)
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Pexomenganum

e Eciu cucrema 3aBucjia ¥ BBl OIpeesWIN JJINTE/bHBI 3ampoc B MON$STATEMENTS, yGeiite ero
yIaJIeHHeM COOTBETCTBYIOIIEH CTPOKH

[ ] BaHyCTI/ITb 3aI1poC OTAEJIbHO C BKJ/IIOYE€HHbIM OTO6pa}K€HI/IeM IIJIaHa M CTATUCTUKU:

set stats on;

set plan on;

<zampoc>

Current memory = 2574604
Delta memory = -5660
Max memory = 2653012
Elapsed time= 0.03 sec
Cpu = 0.000 sec
Buffers = 512

Reads =1

Writes O

Fetches = 92

Current memory
O6bEM naMsiTH, UCIIOJIb3yeMoil cepsepoM (B GaiiTax)

Delta memory
ITokaspiBaer, Ha CKOJIBKO GalT M3MEHUJIOCH HUCIIOJIb30BaHUE HaMATH (3Hadenue Current
memory) 3a BPeMsl BBIIOJIHEHHsI 3a11POCa,

Max memory
MaxkcuMaIbHOEe MCIOJIb30BaHNe MTaMATH, KOTOPOoe OBLI0 3adUKCHPOBAHO ¢ MOMEHTA 3aIlyCKa
cepBepa

Elapsed time
BpewMms BbImIosHeHusT 3ampoca

Cpu
Bpewmst ucrnosibzoBanuss CPU

Buffers
KomuyecTBo K3MUpOBaHHBIX CTPAHUIL

Reads
Tokaszaress quckoBoro I/0, CKOIBKO CTPAHULL CYUTAHO C JUCKA B KIIII cepBepa (TeX, KOTOPLIE
elle He HAXOJUJINCH B Ka1ie). [lepBoe BbIoIHEeHNE 3a1PpOCca TI0OKA3bIBACT TOYHbIE JaHHble. [Ipn
HOBTOPHOM BBI30OBe, ecid Reads = 0, TO Bce Hy2KHbI€ CTPAHUIIBI YK€ B K3IIIe, & €CJIM 3HaYCHUe
6osibirre 0, TO B K3IIIe HE XBATAET MeCTa, YTOOBI IOMECTUTh HEOOXOIUMBIE CTPAHUIIBI, TO €CTh
Ha caMOM Jiejie cuuTaHo crpaHull Buffers + Reads

Writes
Crpanunpl, 3a0MCaHHble U3 K3IIa HA JUCK (WM B K3II OLEDAIMOHHOM cucrembl). Insert
update, delete - BIuSIOT Ha 3TOT TTOKa3aTE b, TAKXKe BJIUAET cOOpKa Mycopa mpu select.

Fetches

Wupukarop onepanuii ¢ namareio (Britodas CPU). Ckosbko ObLI0 00palieHnii K CTPaHUIEe
B K3IIIe, YTE€HUE 3allUCell, YTeHue KJII0Yel, YTeHne CTPaHull yKa3aTesei, u T.II.

e OrmbIT TOKA3BIBAET, YTO HANDOJIEE 3HAUUTEIbHBIE IPOOJIEMBI C IIPOU3BOIUTETHHOCTHIO BBI3BIBAIOTCS
OTCYyTCTBHEM HYKHBIX WHJIEKCOB. [IpoBepbTe, CyIecTBYIOT JIN UHIEKCHI, KOTOPBIE MOXKET HUCITOJIhb-
30BaTh JaHHLIH 3ampoc. Ecan mer — mocTpoiite ux.

HpI/I HaJIMYE HECKOJbKHUX WHIECKCOB OIITHUMH3aTOPD BbI6epeT nMermue JIydnryo CeJIEKTUBHOCTH U
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0TGPOCAT MMEOIIHe XYY, TO3TOMY HEOOXOIMMO ee IIePUOJUYECKH [IePeCUnThHIBATh (BPYUHYIO
WK 110 PACIMCAHMIO, T.K. CaMa 110 cebe OHa He MePEeCUUTHIBACTCS ).

13.3.12 IIpobsema c AHTHBUpPYCOM

ITpuznakn

e Cucrema MeyileHHO paboraer

AHnTHUBHpYC IIepeXBATHIBAET OOJILITUHCTBO CUCTEMHBIX BHI30BOB U IIO3TOMY MOYKET BBI3BATh 3aMEIJICHUE
B COBEPIITEHHO HEOXKUJAHHBIX MecTax. HabJrromamoch 3aMe/jIeHre BBOIA-BBIBO/IA, 3aMEJJIEHNE CETH, 3aMe]l-
JIEHUS JIOCTyIIa K IaMsITH.

Pexomenganum

o OTKIIIOYUTE WU YIAJIUTE AHTUBUPYC. KCIM TPOM3BOAUTENHLHOCTD YIIy UIIAJIACE, TTIOIPOOyiiTe BHIOO0-
POYHO OTKJIIOYUTH aHTUBUPYC jjig Bpemennoii nmanku Firebird ( C:ProgramDatafirebird)

13.3.13 IlpousBojuTesibHOCTh (hpaitjioBOIl CUCTEMBbI

IIpuznakn

e Ilokazarens IOPS nponsBoauTeIbHOCTH CUCTEMBI XPAHEHHUS JAHHBIX 3HAYUTEIHHO MEJJICHHEE, IeM
IPOU3BOJIUTEIBHOCTE CAMOIO YCTpoiicTBa. Bbl MoxkeTe oxuyaTh 3Hadenus IOPS g kaxgoro SSD
o kpaiineit mepe 5000 (myis mapel, eciu onm "3epkasbubie") u mo kpaifineii mepe 130 IOPS jyia
KaXKJIOI'0 YKeCTKOrO JIUCKa, (JJIs apbl, ecJau oHu "3epKasbHble").

PexomMmenganum

e Pekomenjyercst uMeTh pasmep Kjacrepa daitooit cucrembl NTFS coBmajatonuit ¢ pazmepom
crpanups B/ (8 nim 16 Ko6)

e /I MHOrOYpPOBHEBBIX KoH(MUrypanuil (HapuMep BUPTyaJU3alus) JOJKHBI ObITb OIEHEHbl Ha-
KJIQJIHBIE PACXOJbI Ha KAayKJOM YDPOBHE B IUIAHE 3aJIePXKEK U MPOIYCKHON CIIOCOOHOCTH Oreparuii
BBOJIa-BbIBOj1a. KoHduryparius 10/KHa OBITH HACTPOEHA, ITOOBI 00€CIIEINTDh TPUEMJIEMbIH YPOBEHD
[IPOU3BOIUTETLHOCTH
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['naBa 14
PSQL-mpodaiinep

14.1 OOmmme cBeaeHUd

IIpodaitnep mo3BoJIIET MOJB30BATEISIM U3MEPSTH 3aTPAThl Ha IPOU3BOIUTEIHLHOCTD Koaa SQL u PSQL.
DTO peaJm30BAHO C IOMOIBIO CHCTEMHOIO TAKeTa, MepeIaloliero JaHHble B IaruH mpodaiiaepa. B satom
TEKCTe JaCTU CepBepa W IJIarMHa PACCMATPUBAIOTCS KaK eINHOe IeJIoe, TaK Ke, KaK OyJIeT MUCIoIb30BAThCS
upodaiisiep no ymosruanuio (Default_Profiler).

ITaker RDB$PROFILER mo3BosisieT TpoUINpOBaTh BHITOJIHEHNE KOoma PSQL, cobupasi CTATUCTUKY, O TOM
CKOJIBKO Da3 ObLIa BBINOJHEHA KaXKasi CTPOKA, a TaKXKe ee MUHAMAJbHOE, MAKCHMAJILHOE U 0DIlnee Bpe-
MsI BBINIOJTHEHUST (€ TOYHOCTBIO 10 HAHOCEKYH). TakKe OH JaeT MOCTYN K CTATUCTUKE SIBHBIX U HESBHBIX
SQL-KypcopoB.

Ytob6br cobpaTh JaHHBIE, HEOOXOIWMO 3aIllyCTUTL ceaHc mpodaitaepa ¢ momornbio RDBSPROFILER.
START_SESSION. Dra QyHKIMs BO3BpaIlaeT UIAeHTUPUKATOP ceaHca Ipodaiiiepa, KOTOPbIN II03Ke CoXpa-
HsleTCsl B TaD/IMIAX CHAIIIOTOB Iipodaiiiepa juisd 3ampoca u anaimsa. Ceanc npodaiinepa MOXKeT ObITH JIO-
KAJIbHBIM (TO K€ HOJKJIIOYEHNE) UIH YAAJIEHHBIM (JIPyroe MOIK/II0YeHuUE).

VrnanenHoe IpodUINpPOBaHIEe IIEPEChIAET KOMAHIbI YIAJEHHOMY ITOJIK/IIOYeHNI0. BO3M0OXKHO OTHOBDE-
MEHHO PO UINPOBATH HECKOJIBKO MOIKJIFOUYEeHN. TaKKe BO3MOXKHO, UTO JIOKAJBHO WIN YIAJEHHO 3aIlyIIeH-
HBII ceaHC mpodailiepa COMEPKUT KOMAHIIBI, TEPEJAHHBIE IPYTUM TOIKJIIOIEHUEM.

ViiajeHHO IepeJlaHHble KOMAHJIbI TPEeOYIOT, YTOOBI IeJIeBOe IMOJK/II0UeHe HAXOIUIOCh B COCTOSTHUIH
OXKWJIaHUSI, TO €CTh He BBIMIOJIHSIIO JAPYTrue 3arpockl. Korga oHO He IPOCTanBaeT, BBI30B KOMAHT OJIOKUDYeTCst
B OXKUJIAHUN 9TOT'O COCTOSTHUS.

Ecmm ymanerHOE MOIKITIOUEHNE TPOUCKXOIUT OT APYTOTO HOJIH30BATENsI, TO BBHI3BIBAIONINI ITOIH30BATEb
JOJIZKeH nMeThb cucremuble pusnyierny PROFILE_ANY_ATTACHMENT.

ITocne 3amycka ceanca craructuka PSQL u SQL oneparopoB HaunHAeT cobuparbcsi B naMsaTu. Obparure
BHUMAHWE, ITO CeaHc nmpodaiiaepa cobnpaeT JaHHbIE TOJIBKO 00 OIepaTopax, BHIIOJHIEMbIX B TOIKIIOUECHNN,
CBSI3AHHOM C CEAHCOM.

JlaHHBIE arperupyTCs U COXPAHSIIOTCH JJIs KayKI0ro 3ampoca. [Ipu 3ampoce TabJIuII] CHAIIIIIOTOB MOXK-
HO BBIIOJHATDH JOTOJHUTEIHLHYIO arpPerarnuio /s KayKJI0ro onepaTopa WX UCIOJIH30BATh BCIIOMOTATeIbHbIE
peICTaBJIEHNS, KOTOPBIE JIeJal0T 3TO aBTOMATUIECKH.

Ceanc MOXKeT OBITh TPHOCTAHOBJIEH, YTOOBI BDEMEHHO OTKJIIOYNTH cOop cratuctuku. OH MOXKeT ObITh
BO300OHOBJIEH I032K€, ITOOBI BEPHYTH COOD CTATHUCTUKHU B TOM K€ CEAHCE.

HoBprit ceanc moxkeT ObITH 3aIlyIeH, KOLJa CEAHC yXKe aKTHBEH. B 9TOM cjydae OH UMEET Ty Ke
CEMAHTHUKY 3aBEpINeHnsT TEKYINero ceamca ¢ momoribio RDBSPROFILER.FINISH_SESSION (FALSE), mosToMy
TaOJIAIBI CHAIIIIOTOB HEe OOHOBJIAIOTCS B TO K€ BPeMsI.

Yro0bI TpOAHAIN3UPOBATE COOPAHHBIE TAHHBIE, HEOOXOIMMO COPOCUTH JTAHHBIE B TaOJIUIBI CHAIIIIOTOB,
YTO MOXKET OBbITh CJIEJIAHO [IPH 3aBEpINeHUN WM IPUOCTAHOBKe ceaHca (¢ mapamerpoMm FLUSH, ycranoBiieH-
ubiM B TRUE) min BeizoBom RDB$PROFILER. FLUSH. [lanuble yIasisiioTCs ¢ IIOMOIIBI0 ABTOHOMHOI TPaH3aKIUN
(TpaH3aKIWsl, 3aIyIeHHas U 3aBepIIeHHAs /IS KOHKPETHOH 1e1 OOHOBJIEHNsT TAaHHBIX Tpodaiisepa).

14.1.1 HakuajiHble pacxo/bl, BO3HUKAIOIIEe BO BpeMs paboThI
npodaiiiepa

Bo Bpemst pabornl npodaiisiepa BO3HHKAIOT HAKJIAIHBIE PACXOJ/bl, KOTOPbIE 3aMeJJISIOT paboTy cep-
Bepa. DTU PACXOMbl 3aBUCIT OT OIEPAIIMOHHON CHCTEMBI, BEPCUU Spa U MOJEIU IMPOIECCopa, X TPYIHO
npenckasarhb. Ho moorma oHu MOTyT OBITH OY€Hb BBICOKMMH, Hampumep, 6osee 100%.
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Ecsn Takue HaKJIaJIHbIE€ PaCXO/Ibl BOSHUKAIOT B Linux, TO C IIOMOIILIO cnegy}omei/’l KOMaH/IbI Bbl MO>KeTe
yBUIETD, KAaKO MCTOYHUK CHUTHAJIA TAKTOBOU YACTOTHI UCIIOJIB3YeTCA JJid CUHXPOHU3AITAN:

cat /sys/devices/system/clocksource/clocksource0/current_clocksource

Ecau pesyabrar oTnindaeTcst OT tsc, 3TO MOXKET OBITH MPUIUHON TPOOIEMBI.

Erme omma BozMoKHas mMpwduHa 3aMeIIeHnsa B Linux - 9Ta ommdKa.

14.1.2 IIpumep ceanca npodaiiepa

Hwxke npusesien mpumep ceanca mpodaiiiepa u 3apoCcoB I aHAJIN3A JTAHHBIX:

/* Preparation - create table and routines that will be analyzed */

create table tab (
id integer not null,
val integer not null

)8
set term !;

create or alter function mult(pl integer, p2 integer) returns integer
as
begin
return pl * p2;
end!

create or alter procedure ins

as
declare n integer = 1;
begin
while (n <= 1000)
do begin
if (mod(n, 2) = 1) then
insert into tab values (:n, mult(:n, 2))
n=mn+1;
end
end!
set term ;!

/* Start profiling */
select rdb$profiler.start_session(\rr{Profile Session 1}) from rdb$database;
set term !;

execute block

as

begin
execute procedure ins;
delete from tab;

end!
(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
set term ;!

execute procedure rdb$profiler.finish_session(true);
execute procedure ins;

select rdb$profiler.start_session(\rr{Profile Session 2}) from rdb$database;

select mod(id, 5), sum(val)
from tab

where id <= 50

group by mod(id, 5)

order by sum(val);

execute procedure rdb$profiler.finish_session(true);
/* Data analysis */

set transaction read committed;

select * from plg$prof_sessions;

select * from plg$prof_psql_stats_view;

select * from plg$prof_record_source_stats_view;

select preq.*
from plg$prof_requests preq
join plg$prof_sessions pses
on pses.profile_id = preq.profile_id and
pses.description = 'Profile Session 1';

select pstat.*
from plg$prof_psql_stats pstat
join plg$prof_sessions pses
on pses.profile_id = pstat.profile_id and
pses.description = 'Profile Session 1'
order by pstat.profile_id,
pstat.request_id,
pstat.line_num,
pstat.column_num;

select pstat.*
from plg$prof_record_source_stats pstat
join plg$prof_sessions pses
on pses.profile_id = pstat.profile_id and
pses.description = 'Profile Session 2'
order by pstat.profile_id,
pstat.request_id,
pstat.cursor_id,
pstat.record_source_id;
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14.2 ®ynknua START SESSION

RDB$PROFILER.START_SESSION 3amyckaeT HOBBI ceanc mpodailjiepa, MPeBpaIaeT ero B TeKyIuii ce-
anc (c 3aganabiM ATTACHMENT _ID) u BO3BpAaIlaeT ero uIeHTUMHUKATOP.

Ecnu snavenne FLUSH_INTERVAL me NULL, TO aBTOCOPOC HACTPAUBAETCS TAKUM Ke 00pa30M, KaK U IIPHU
Bbr3oBe RDB$PROFILER.SET_FLUSH_INTERVAL.

Eciin 3nauenue PLUGIN_NAME pasuo NULL (110 yMOJI9aHuIo), TO OyIeT UCIIOJIb30BaH IIaruH npodaiiiepa
KoHMbUryparuu 6a3bl JaHHBIX [0 yMOJIIAHUIO.

PLUGIN_OPTIONS - »TO mapaMeTpbl, HacTpaumBaeMble I IJIardHa, B JAaHHOM CJIydae JJId
Default_Profiler mo/kHO OBITH 3HaueHne NULL.

Bxonnbre mapameTpsr:

e DESCRIPTION - Tun VARCHAR(255) CHARACTER SET UTF8 no ymosrdanuro NULL;

e FLUSH_INTERVAL - Tun INTEGER no ymosryanuio NULL;

e ATTACHMENT_ID - tun BIGINT NOT NULL mo ymos4vanuto CURRENT_CONNECTION;

e PLUGIN_NAME - Tunr VARCHAR(255) CHARACTER SET UTF8 mo ymosraanuio NULL;

e PLUGIN_OPTIONS - tun VARCHAR(255) CHARACTER SET UTF8 mo ymosruanuio NULL.
Bosspammaer Tur BIGINT NOT NULL.

14.3 Ilponenypa PAUSE SESSION

RDB$PROFILER.PAUSE_SESSION mnpuocTaHaBiuBaeT TeKylmuit ceanc upodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID), IO9TOMY CTATHUCTUKA CJIELYIONIUX BBIIOJIHEHHBIX HHCTPYKIUiT He cobupaercs.

Eciu snaxenne FLUSH pasro TRUE, TaOIATIBI CHAIIIIIOTOB OOHOBJISIIOTCST JAHHBIMU JI0 TEKYIIErO MOMEHTA.
B mpoTtuBHOM citydae JaHHBIE OCTAIOTCS TOJIBKO B TAMSITH JIJIST TTOCJIELYIOMIEro OOHOBJICHMSI.

Bozos RDB$PROFILER.PAUSE_SESSION(TRUE) mmeeT Ty »Ke CEMAHTHUKY, 9TO W BbI3oB RDB$PROFILER.
PAUSE_SESSION(FALSE), 3a KoTopbiM ciepyer RDB$PROFILER.FLUSH (ucnosb3yst ToT ke ATTACHMENT_ID).

Bxopmbre mapameTpsr:
e FLUSH Ttun BOOLEAN NOT NULL mo ymomvanuio FALSE;
e ATTACHMENT_ID tun BIGINT NOT NULL no ymosiganuio CURRENT_CONNECTION.

14.4 IIpouenypa RESUME SESSION

RDB$PROFILER.RESUME_SESSION Bo300HOBjsier Tekyiuii ceaHc mpodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID), ecjiu OH ObLJI IPUOCTAHOBJIEH, 3AIlyCKas CHOBA COOP CTATUCTHUKMU.
Bxoambie mapaMeTphr:
e ATTACHMENT_ID Tun BIGINT NOT NULL nmo ymosrganuio CURRENT _CONNECTION.

14.5 Ilpounenypa FINISH SESSION

RDB$PROFILER.FINISH_SESSION 3aBepmiaer Tekymuii ceanc mupodaiimepa (¢ 3aJaHHBIM
ATTACHMENT_ID).

Ecau 3natenne FLUSH pasuo TRUE, TabJIUIIbI CHAIIIIOTOB OOHOBJISIIOTCS JTAHHBIME 3aBEPIIEHHOTO CeaH-
ca (I/I CTapbIX 3aBEPIICHHBIX CEaHCOB, KOTOPbLIE €Ille He IIPpUCYTCTBYIOT B CHaIIIHOTe). B IOIPOTUBHOM CJly4dae
JIAHHBIE OCTAIOTCS TOJIBKO B IIAMSITH JIJIsI ITOCJIEYIONEro OOHOBJICHMSI.

Broizos RDB$PROFILER.FINISH_SESSION(TRUE) mMmeeT Ty K€ CEMAHTHUKY, UTO 1 Bbr30B RDB$PROFILER.
FINISH_SESSION(FALSE), 3a koropbiM cieayer RDB$PROFILER.FLUSH (ucnosb3yst ToT ke ATTACHMENT_ID).
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Bxoaubie napaMeTphr:
e FLUSH Tun BOOLEAN NOT NULL no ymosrgyanuio TRUE;
e ATTACHMENT_ID Tum BIGINT NOT NULL mo ymosrgannio CURRENT _CONNECTION.

14.6 Ilponenypa CANCEL SESSION

RDB$PROFILER.CANCEL_SESSION  ormenser Tekymmii ceanc upodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID).

Bce nanmbre ceamnca, mpuCcyTCTBYIONINE B ILUIAruHe podailiepa, yIaasdioTcss U He OYayT COPOIIEHBI.
Jlanubre, KOTOpbIE y2Ke ObLIN COPOIIEHBI, HE YIAJSIOTCS aBTOMATUIECKH.
Bxosnble apameTpsr:

e ATTACHMENT_ID tun BIGINT NOT NULL no ymosiganuio CURRENT_CONNECTION.

14.7 IIponemypa DISCARD

RDB$PROFILER.DISCARD ynassier Bce ceaHch (¢ 3aiaHHbiM ATTACHMENT _ID) u3 mamsiTu, He cOpachiBast
X JaHHBIE.

Eciu ecTh akKTUBHBIN CeaHC, OH 3aBEPIIACTCS.
Bxommbre mapaMeTpsr:
e ATTACHMENT_ID Tum BIGINT NOT NULL nmo ymosrganuto CURRENT _CONNECTION.

14.8 IIponenypa FLUSH

RDB$PROFILER .FLUSH 06HOBIIsieT TabJIUIIbI CHAIIIIOTOB JAHHBIMU U3 CeaHcoB Ipodaitiepa (¢ 3a[aHHbIM
ATTACHMENT_ID) B naMmsru.

Tlocie OOHOBJICHUST JAHHbIE COXPAaHSIOTCSA B TabIIIAX PLG$PROF_SESSIONS,
PLG$PROF_STATEMENTS, PLG$PROF_RECORD_SOURCES, PLG$PROF_REQUESTS, PLG$PROF_PSQL_STATS wu
PLG$PROF_RECORD_SOURCE_STATS u MOTYT OBITh TPOYUTAHBI U MTPOAHAJTM3TPOBAHDI.

Jlannbre OOHOBJISIOTCS C TIOMOIIBIO ABTOHOMHON TPAH3aKIINU, TIO9TOMY, €€CIU IPOIETyPa BbI3IBACTCS
B CHAIIOT-TPAH3AKINH, [TAHHbIE HE Oy/IyT CIUTHLIBATHLCSI B TOM K€ TPAH3AKIINM.

Kak TopKO poncxo/uT 0OHOBJIEHNE, 3aBEPIIEHHbIE CEAHCHI YIAJIAIOTCS U3 ITaMSITH.
Bxonnbre mapameTpsr:
e ATTACHMENT_ID Tmm BIGINT NOT NULL mo ymosrganuio CURRENT _CONNECTION.

14.9 TIpoueaypa SET FLUSH INTERVAL

RDB$PROFILER.SET_FLUSH_INTERVAL BKJIIOYAET (FLUSH_INTERVAL > 0) nian BBIKJ/IIOYA€T
(FLUSH_INTERVAL = 0) nepuoguueckuii ¢cOpoc manubix. FLUSH_INTERVAL - KOJMYECTBO CEKYH/I.

Bxoambre mapaMeTpsr:
e FLUSH_INTERVAL Tumr INTEGER NOT NULL;
e ATTACHMENT_ID tun BIGINT NOT NULL no ymosraanuio CURRENT _CONNECTION.
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14.10 Tabyuipl cCHAIMIOTOB

TabJunpl CHAIIIOTOB (& TaKXKe NPEeJICTABJIEHNs] U IIOCJIEJI0BATENLHOCTE) aBTOMATHYECKN CO3JAKTCS
[IpU TIEPBOM KCIIOJIb30BaHuu podaitiepa. OHM MPUHAIEKAT TEKYIIEMY TOJb30BATEIIO C IPABAME HA UTe-
uue/3anuch Jyia PUBLIC. Korzma ceanc 3aBepuiaercs, CBsi3aHHbIE JAHHbIE B JIPYIHX TaOJUIAX CHAIIIOTOB

npodaiisiepa Takke aBTOMATHYIECKN YIAJSIIOTCA ¢ TOMOINBIO BHENTHUX KJrtodeil ¢ omnrmeit DELETE CASCADE.

Hmxke npusemen crimcok tabiuil, B KOTOPBIX XPAHATCS JTaHHBIE Tpodaiiiepa.

PLGSPROF SESSIONS

UTF8

N neurucdpukarop Twun gaHHbIX Onucaunue
CcTOJIOIA
PROFILE_ID BIGINT WNnentudurarop ceanca mpodaiinepa.
ATTACHMENT_ID BIGINT W neratudukaTop moaKIII0O9EHNUS.
USER_NAME CHAR(63) CHARACTER SET UTF8 |lms moJib3oBaTeIs.
DESCRIPTION VARCHAR(255) CHARACTER SET Omnucanme, muepemgannoe B RDB$PROFILER.

START_SESSION.

START_TIMESTAMP

TIMESTAMP WITH TIME ZONE

MowmenT 3amycka ceccun mpodaiisepa.

FINISH_TIMESTAMP

TIMESTAMP WITH TIME ZONE

MowmenTt, Korma ceccusi ipodaityiepa Oblia 3a-
gepreHa (NULL, eciin He 3aBepIlieHa).

PLGSPROF STATEMENTS

N aentudukarop Tun gaHHbIX Omnucanue
cToJI01IAa
PROFILE_ID BIGINT Unentudukarop ceanca mpodaiiepa.
STATEMENT_ID BIGINT N nentudukarop omneparopa.
PARENT_STATEMENT_ID BIGINT N nentudukarop poanuTeIbCKOro onepaTopa - CBI3aH C IMOJ-

IIporpaMMaMu.

STATEMENT_TYPE

VARCHAR(20) CHARACTER SET
UTF8

Baok, dyukIius, mporeaypa wim TpUrrep.

PACKAGE_NAME

CHAR(63) CHARACTER SET
UTF8

[TakeT OYHKIMEM WJIA TTPOIIETY PHI.

ROUTINE_NAME

CHAR(63) CHARACTER SET
UTF8

Nmsa dyukimu, mporeaypsbl UiIn TPUTTEPA.

SQL_TEXT

BLOB

SQL-rekct mss BLOCK.

PLGSPROF CURSORS

N penrudukarop Twun paHHBIX Onucaunne
cToJIbIa
PROFILE_ID BIGINT Nnentudukarop ceanca mpodaiiiepa.
STATEMENT_ID BIGINT Wnentudurarop omeparopa.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

N neaTudukarop Tun maHHbIX Onucaune
cTOJIOIA
CURSOR_ID INTEGER WNaentudukarop Kypcopa.
NAME CHAR(63) CHARACTER SET UTF8 Nwmsa asaOTO Kypcopa.
LINE_NUM INTEGER Howmep cTpoxu omeparopa.

COLUMN_NUM INTEGER

Howmep cronbria omeparopa.

PLGS$PROF RECORD SOURCES
N nentudukarop crosioa Tun maHHBIX Ornucanue
PROFILE_ID BIGINT Wnentudurarop ceanca mpodaitiepa.
STATEMENT_ID BIGINT N nentudukarop omeparopa.
CURSOR_ID BIGINT WNaentudukarop Kypcopa.
RECORD_SQOURCE_ID BIGINT N nenTuduKaTOp NCTOTHUKA, 3AIINCH.
PARENT_RECORD_SOURCE_ID BIGINT NaentudukaTop NCTOUYHNKA POIUTETHCKON 3aIUCH.
ACCESS_PATH VARCHAR (255) IInan 3ampoca.
CHARACTER SET
UTF8

PLG$PROF PSQL_STATS

N neurudukarop Twun Onucaunune
cToJibna JAaHHBIX

PROFILE_ID BIGINT W neatudukarop ceanca mpodaiiiepa.

REQUEST_ID BIGINT W neatudurarop 3ampoca.

LINE_NUM INTEGER Howmep cTpoku orepatopa.

COLUMN_NUM INTEGER Howmep crosibiia oneparopa.

STATEMENT_ID BIGINT WNnentudurarop omneparopa.

COUNTER BIGINT Kosm1ecTBo BBITIOJHEHHBIX Pa3 CTPOKHU /CTOJIOIIA.

MIN_ELAPSED_TIME BIGINT MunumanbHOe 3aTpadeHHoe BpeMst (B HAHOCEKYHJIAX ) BBIIIOJIHEHMsI
CTPOKH / CTOJIONIA.

MAX_ELAPSED_TIME BIGINT MaxkcumajibHoe 3aTpadeHHOe BpeMs (B HAHOCEKYHJIAX) BBIIOJIHE-
HUsI CTPOKH /CTOJIOIA.

TOTAL_ELAPSED_TIME BIGINT Ob1iee 3aTpaveHHOe BpeMsi (B HaHOCGKyHﬂaX) BBIIIOJIHEHUS CTPO-
K,/ cToona.

PLG$PROF _RECORD _

SOURCE _STATS
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N aentudukarop crosdia Twun Onucanne
JaHHBIX

PROFILE_ID BIGINT Wnentudurarop ceanca mpodaitiepa.

REQUEST_ID BIGINT WNaentudukarop 3armpoca.

CURSOR_ID BIGINT WNaentudukarop Kypcopa.

RECORD_SQOURCE_ID BIGINT W neHTnduKaTOp NCTOYHUKE 3AITUCH.

STATEMENT_ID BIGINT Wnentudukarop omeparopa.

OPEN_COUNTER BIGINT KosmmrgecTBo pa3 OTKpBITHST NCTOYHUKA, 3AIUACH.

OPEN_MIN_ELAPSED_TIME BIGINT MuHnmaIbHOe BpeMsl OTKDBITHS UCTOYHUKA 3amucu (B HAHO-
CEeKYH/IaX).

OPEN_MAX_ELAPSED_TIME BIGINT MaxkcumasibHOe BpeMsi OTKPBITHs UCTOUYHUKA 3aIucu (B HAHO-
CEeKYHJIaX).

OPEN_TOTAL_ELAPSED_TIME BIGINT O61riee BpeMsi OTKPBITHST HCTOYHUKA 3AIUCH (B HAHOCEKYHJIAX ).

FETCH_COUNTER BIGINT KoangecTBo BEIOOPOK U3 UCTOUHUKA 3AITUCH.

FETCH_MIN_ELAPSED_TIME BIGINT MuHuMaJbHOE BpeMsi BBIGOPKH U3 UCTOYHUKA 3anucu (B HAHO-
CEeKYHJIaX).

FETCH_MAX_ELAPSED_TIME BIGINT MaxkcumasibHOe BpeMsl BBIOOPKU U3 UCTOYHMKA 3amucu (B Ha-
HOCEKYHJIAX ).

FETCH_TOTAL_ELAPSED_TIME |BIGINT O6miee BpeMst BBIOOPKM U3 MCTOYHUKA 3alliCH (B HAHOCEKYH-

Jlax).

14.11 /lonmoJsiHUTeJbHBbIE IIPEICTABICHUS

OTH npejCcTaBIeHUsT TOMOTAIOT U3BJIEKATH JIAHHBbIE, arperHpOBaHHBIE Ha ypoBHE omnepaTopoB. Oum
JIOJIZKHBI OBITH TPEIIOYTUTEILHBIM CIIOCOOOM aHa n3a COOPAHHBIX JAHHBIX. VX TakKe MOXKHO HCIIOJIb30-
BaTh BMECTE C TAOJUIAME JJTsl TIOJIyYeHUs] JOTOJHATEBHBIX JAHHBIX, OTCYTCTBYIOIIUX B IIPEICTABJIEHUSIX.

PLG$PROF STATEMENT STATS VIEW

select req.profile_id,

req.statement_id,

sta.statement_type,

sta.package_name,
sta.routine_name,

sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,

where profile_id = req.profile_id and
statement_id = coalesce(sta.parent_statement_id, req.statement_id)

(

select sql_text

from plg$prof_statements
) sql_text,

count (*) counter,

min(req.total_elapsed_time) min_elapsed_time,
max(req.total_elapsed_time) max_elapsed_time,
cast(sum(req.total_elapsed_time) as bigint) total_elapsed_time,

(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
cast(sum(req.total_elapsed_time) / count(*) as bigint) avg_elapsed_time

from plg$prof_requests req
join plg$prof_statements sta
on sta.profile_id = req.profile_id and
sta.statement_id = req.statement_id
left join plg$prof_statements sta_parent
on sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
group by req.profile_id,
req.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name
order by sum(req.total_elapsed_time) desc

PLG$PROF PSQL_STATS VIEW
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select pstat.profile_id,
pstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,
(select sql_text
from plg$prof_statements
where profile_id = pstat.profile_id and
statement_id = coalesce(sta.parent_statement_id, pstat.statement_id)
) sql_text,
pstat.line_num,
pstat.column_num,
cast(sum(pstat.counter) as bigint) counter,
min(pstat.min_elapsed_time) min_elapsed_time,
max (pstat.max_elapsed_time) max_elapsed_time,
cast(sum(pstat.total_elapsed_time) as bigint) total_elapsed_time,
cast(sum(pstat.total_elapsed_time) / nullif (sum(pstat.counter), 0) as bigint)
avg_elapsed_time
from plg$prof_psql_stats pstat
join plg$prof_statements sta
on sta.profile_id = pstat.profile_id and
sta.statement_id = pstat.statement_id
left join plg$prof_statements sta_parent
on sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
group by pstat.profile_id,

pstat.statement_id,
(npo,u,onmeHme Ha cnepytoLueli CTpaHmu,e)
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(npo,qonx(eHme C npegblayLueii CTpaHIALLbI)
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name,
pstat.line_num,
pstat.column_num
order by sum(pstat.total_elapsed_time) desc

PLG$PROF RECORD SOURCE STATS VIEW
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select rstat.profile_id,
rstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,
(select sql_text
from plg$prof_statements
where profile_id = rstat.profile_id and
statement_id = coalesce(sta.parent_statement_id, rstat.statement_id)
) sql_text,
rstat.cursor_id,
rstat.record_source_id,
recsrc.parent_record_source_id,
recsrc.access_path,
cast (sum(rstat.open_counter) as bigint) open_counter,
min(rstat.open_min_elapsed_time) open_min_elapsed_time,
max(rstat.open_max_elapsed_time) open_max_elapsed_time,
cast(sum(rstat.open_total_elapsed_time) as bigint) open_total_elapsed_time,
cast (sum(rstat.open_total_elapsed_time) / nullif(sum(rstat.open_counter), 0)
as bigint) open_avg_elapsed_time,
cast(sum(rstat.fetch_counter) as bigint) fetch_counter,
min(rstat.fetch_min_elapsed_time) fetch_min_elapsed_time,
max(rstat.fetch_max_elapsed_time) fetch_max_elapsed_time,
cast(sum(rstat.fetch_total_elapsed_time) as bigint) fetch_total_elapsed_time,
cast(sum(rstat.fetch_total_elapsed_time) / nullif(sum(rstat.fetch_counter), 0)
as bigint) fetch_avg_elapsed_time,
cast(coalesce(sum(rstat.open_total_elapsed_time), 0) +
coalesce(sum(rstat.fetch_total_elapsed_time), 0) as bigint)
open_fetch_total_elapsed_time
from plg$prof_record_source_stats rstat
join plg$prof_record_sources recsrc
on recsrc.profile_id = rstat.profile_id and
recsrc.statement_id = rstat.statement_id and
recsrc.cursor_id = rstat.cursor_id and
recsrc.record_source_id = rstat.record_source_id

join plg$prof_statements sta
(npogonkerue Ha cneayroLeld CTpaHuLe)
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on

(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
sta.profile_id = rstat.profile_id and
sta.statement_id = rstat.statement_id

left join plg$prof_statements sta_parent

on

group by

order by

sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
rstat.profile_id,

rstat.statement_id,

sta.statement_type,

sta.package_name,

sta.routine_name,

sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name,

rstat.cursor_id,

rstat.record_source_id,
recsrc.parent_record_source_id,
recsrc.access_path
coalesce(sum(rstat.open_total_elapsed_time), 0) +
coalesce(sum(rstat.fetch_total_elapsed_time), 0) desc
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['nasa 15
KonnekTop CDC

15.1 Hactpoiika konunekTopa CDC

KonuekTop peamsyercs: B Buie Iiarnia permmkamnyuy Debezium_Connector, ucrnosib3yomiem JAVA 6ub-
JimoTekn 1aT¢opMbl Debezium ¢ OTKPBITHIM UCXOIHBIM KOJIOM JIJTsi COOpa M3MEHEHHBIX JAaHHbIX. J[JIs BKITIO-
9eHUsl KOHHEKTOPA IJIATUH JIOJI2KEH OBITH IOCTyIeH B KOHMUryparun iarnioB plugins.conf, a Takxke B
KoHMbUryparun perimkanuu replication. conf B cekiuu database B HacTpoiike plugin j10KeH OBITH yKa-
3aH Debezium_Connector. [lapamMerpnl KOHHEKTOpA 33/1aI0TCs B KOH(MUTyparmonHoM ¢aiine reddatabase.
connector.yaml.

15.2 ITapamMeTpbl KOHHEKTOPA

B konduryparmmonnom daitie reddatabase.connector.yaml HACTPAUBAIOTCS CJIEIYIONINE TAPAMET-
pBI:
e connector.name - Mg koHHEKTOpA.

e connector.journal.directory - Karasnor mia sanucu >KypHaJioB perymkanuu (00sS3aTe/ IbHbIH
napamerp).

e connector.journal.check.interval.ms - Ilepmos nmpocMorpa HaIMYHs YKYPHAJIOB TPaH3aKIUI
B MIJIJIUCEKYH/IaX (00s13aTeIbHBIN HapaMerp).

e kafka.producer.bootstrap.servers - Cimcok map XocT/mopT, UCIOJIb3YEMBIX JIJIsl YCTAHOBJIEHUST
HAYAJBHOTO CoeInHEHHsI ¢ KiaacTepoM Kafka. KuimeHT OyjieT UComb30BaTh Bee cepBEphbl HE3ABUCH-
MO OT TOrO, KaKue CepBepbl YKa3aHbl 3/1eCh JJIsi HAYAJIbHOTO IIOAKJ/IIOUEHU - 3TOT CIUCOK BJIUASAET
TOJIBKO HA HAYAJbHBIE XOCTBI, UCIOJIb3yeMble [Jisi OOHAPYKEHHUS OJHOTO Habopa cepepoB. Cru-
cok mMmer Buz:hostl:portl,host2:port2,..... IlockoabKy 9TU cepBEPHI UCIOIB3YIOTCA TOIHKO
JUIT HAYAJTBHOTO TOIKJIIOUEHUs! JJIsi OOHAPYYKEHUsI TIOJHOTO COCTaBa KjacTepa (KOTOPBI MOXKET
JUHAMUYIECKN MEHSITHCS ), 9TOT CIUCOK HE 00sI3aTebHO JIOJIKEH COJEepKaTh HOJIHBI HAOOp cepse-
poB (OIHAKO BBl MOXKETE 3aXOTETh HECKOJHKO CEPBEPOB Ha CIydail, ecinm Kakoh-iubo cepsep He
paboraer).

e kafka.producer.retries - Ilpu 3HaveHun Gosblle HyJsI KJIHEHT Oy/e€T ITOBTOPHO OTIIPABISITH
JIIOOYI0 3aIuCh, OTIPABKA KOTOPOU HE yIajach M3-3a MOTEHIMAJIbHO CKOporedHoil ommubku. OO6-
paTuTe BHUMAHUE, YTO TaKas HOBTOPHAs OTIPABKA HUYEM HE OTJIHYAETCH OT TOrO, €CJIH Obl KJIU-
€HT IIOBTOPHO OTIIPABUJI 3aIIUCH 1I0C/IE HI0JIydeHns: omubku. Pasperenne HOBTOPHBIX 3a11pOCOB 6e3
ycTaHOBKHU max.in.flight.requests.per.connection paBHbIM 1 IOTEHIIMAIBLHO U3MEHUT IOPS-
JIOK 3alluceid, IIOCKOJIbKY €CJIM JIBe IIapTUU OTIPAaBJAIOTCA B OJUH Pa3/esl, U IepBad He yJaJach U
ObLIa TOBTOPHO OTHPAaBJIEHA, & BTOPas y/IAJach, TO 3alMNCH U3 BTOPON MMAapTHH MOTYT HOSBUTLCS
nepsbiMu. Kpome Toro, obparnre BHUMAaHNE, 9TO 3aIIPOCHI HA IIPOU3BOJICTBO OY/IYT OTKJIOHEHBI JI0
TOro, KaK Oy/eT MCUYepIIaHO KOJIMYECTBO ITIOBTOPHBIX IIONBITOK, €CJIM TafiMayT, HACTPOEHHBIN B Ia-
pamerpe delivery.timeout.ms, WCTEYET JO YCIEITHOTO MOATBepKAeHUsi. OOBITHO MOJB30BATETN
IIPEJIIOYNTAIOT OCTABJIATH ITOT IMapaMeTp 0e3 HACTPOMKM M BMECTO HEr'O MCIO0JIb30BaTh delivery.
timeout.ms Ay ynpaB/IieHUs IOBEACHUEM IIOBTOPHBIX IIONBITOK.

e kafka.producer.retry.backoff.ms - KonuuecTBo BpeMeHn 0xKuaHus 1epe/| IIOBTOPHOM IIOIIBIT-
KOl HeyJa4HOrO 3aIIpoca K JAHHOMY TEMATHYECKOMY pas3fesy. DTO I03BOJISeT H30eXKaTb MHOI'O-
KPaTHON OTHPAaBKHU 3aIIPOCOB B 3aMKHYTOM IIAKJIE IIPU HCKOTOPBIX CIECHAPHUAX OTKA3a.

e kafka.producer.transactional.id - Vcnosnb3yercs juis jgocraBku Tpandakiuii. ObecrieanBaer
CeMaHTHKY HaJe?KHOCTH, OXBaTBIBAIOIILYIO0 HECKOJIBKO ceccuil Producer, TOCKOJIBKY ITO3BOJIAET KJIH-
€HTY rapaHTUPOBATH, YTO TPAH3AKIINN, UCIIOIH3YIONINE TOT YKe transactional . id, 6puIn 3aBepiie-
HBI JI0 Ha4YaJIa JIIOOBIX HOBBIX TpaH3akimil. Kcim transactional. id He yka3aH, TO IPOU3BOIUTEND
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OTPAHUYINBAETCS UJIEMIIOTEHTHOI jgocTtaBKoit. Ecim transactional.id HAcTpoeH, TO MOIpa3yMe-
BaeTcs enable.idempotence. Ilo ymomuanmio transactional.id He HaCTPOEH, 9TO O3HAYAET, UTO
TPaH3aKIMKA He MOTYT OBITH MCIIOJIH30BAHBI.

e kafka.producer.max.block.ms - Bpemsi, B TedeHme KOTOpPOro OyayT OJIOKMPOBATHCS Me-
Tonel  send(), partitionsFor(), initTransactions(), sendOffsetsToTransaction(),
commitTransaction() u abortTransaction() KafkaProducer. [lns send() »stoT TaitmayT
orpaHUYIMBaeT o0Iee BpeMsl OXKUJIAHUs BBIOOPKU METaJ[AHHBIX U Bbliesienus Oydepa (610KupoBKa
B MOJIb30BATEIbCKAX CEPHAM3ATOPAX WM Das3/eluTese He yUATHIBAETCSI B STOM TaiiMayTe).
s partitionsFor() sror TaiiMayT OorpaHMYMBaeT BpEMsI OKUIAHUS METAJAHHBIX, €CJIH OHU
HEJIOCTYIHBI. MeTo/pl, CBsA3aHHBIE ¢ TPAH3AKIUSIMUI, BCETIa OJIOKMPYIOTCs, HO MOT'YT IIPEPBATHCS,
€CJIN KOOPIMHATOD TPAH3AKITUI HEe MOYXKET OBITh OOHAPY?KEH WJIN HE OTBEYAET B T€UEHUE TailMayTa

e kafka.producer.delivery.timeout.ms - Bepxuss rpanuna BpeMeHn coobImeHust 00 ycuexe min
Heylade 1mocje Bo3Bpara Bb3oBa send(). D9To orpaHmumBaer 00IIee BpeMsi 33JIEPYKKU 3AIACH ITe-
peJi OTIIPABKO, BpeMs OXKUAHUS IOJTBEPXKIEHUs 0T OGpOKepa (ec/im 0XKUIAeTCs), a TaK¥Ke BPeMsl,
JIOIyCTUMOE JIJIsi IOBTOPHBIX Heylad OTIHPaBKHU. Producer MOXKeT COOOIIUTDH O HEYJadue OTIPABKHU
3aICH PaHbIIe STOT'O 3HAYEHNS, €CJIM IIPON30IIJIAa HEYCTPAHIMAas OIMNOKa, NCYEPIIaHbI BCe TIOBTOP-
HbIE IIOIBITKH, WK 3alUCh J00aBJIeHA B HAKET, KOTOPBIH JOCTUr OoJiee pAHHErO CPOKa UCTeve-
HUS JOCTaBKU. 3HAYEHUE ITOTO ITapaMerpa JIOJKHO OBITh HOJIbINEe CyMMBI request . timeout.ms u
linger.ms nam paBHO €H.

e kafka.producer.request.timeout.ms - Konduryparus KOHTPOJUPYET MAKCUMAJIBHOE KOJIUYe-
CTBO BpPEMEHH, B T€UYeHHE KOTOPOI'O KJIMEHT OyJeT OXKHJATh OTBeTa Ha 3aupoc. Eciam orser He
[IOJIyYeH JI0 UCTeUeHHs] TailMayTa, KJINEHT IOBTOPHO OTIIPABUT 3aIIPOC, €CJIN TO HEOOXOIUMO, NN
OTKJIOHUT 3aIIPOC, €CJIA KOJTHMIECTBO IOBTOPHBIX HOIBITOK MCYEPIIAHO. DTO 3HAUEHNE JOTKHO OBITDH
Gourbirie, yeM replica.lag.time.max.ms (KoHdurypamnus 6pokepa), 4TOOBl yMEHBIIATH BEPOST-
HOCTBH J1yOJUPOBAHMS COODIEHNI M3-33 HEHYZKHBIX IOBTOPHBIX IOIBITOK ITPOU3BO/INTEJIS.

e kafka.topic.prefix - Jloruueckoe nms, KoTopoe nIeHTUMUIPYET U 0OECIIEINBAET IPOCTPAHCTBO
UMeH JjIst KOHKpeTHOro cepBepa Pen Basbr lannbix, Ha KoTopoM dbukcupyorcs ndmenenust. Jloru-
YeCKOe MMs JIOJIZKHO OBITh YHUKAJIBHBIM JIJIsI BCEX JIPYTUX KOHHEKTOPOB, IIOCKOJIbKY OHO UCIIOJIB3Y-
ercsi B KavuecTBe mpedukca /st Bcex nMeH TeM Kafka, KOTOpbIe MOy daioT COOBITHS, UCILYCKAEMbIE
9TUM KOHHEKTOpPOM. B mpedukce cepBepago/KHBI UCIOIb30BATHCA TOJIHKO OyKBEHHO-TH(MPOBLIE
CUMBOJIBI, J1e(DUCHI, TOYKH 1 CUMBOJIBI [10TY€PKUBAHUS.

e key.converter - Konseprep Kimodeii.
e value.converter - KouBeprep 3nauecHuii.

ITpumep kKouburypamuu:
connector.name: reddatabase

kafka.producer.bootstrap.servers: localhost:9092
kafka.producer.retries: 3

kafka.producer.retry.backoff.ms: 1000
kafka.producer.max.block.ms: 1000
kafka.producer.timeout.ms: 1000
kafka.producer.transactional.id: reddatabase-transaction-id
kafka.topic.prefix: reddatabase_topic

key.converter: org.apache.kafka.connect.json.JsonConverter
value.converter: org.apache.kafka.connect.json.JsonConverter

JlorupoBanue JieficTBUiI KOHHEKTOPA OCYIINECTBISETCA C IOMOIbI0 obubsimoreku Logback. IIpumep Kon-
duryparuu jorupoBanus B hait:
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<configuration>
<appender name="FILE"class="ch.qos.logback.core.FileAppender">
<file>/tmp/debezium-connector-reddatabase.log</file>

<encoder>
<pattern>jdate %level [Jthread] %logger50 [%file:%line] Ymsg/n
</pattern>
</encoder>
</appender>

<root level="debug">
<appender-ref ref="FILE"/>
</root>
</configuration>

15.3 HamMmeHnoBaHue tem

ITo ymosruaHniO KOHHEKTOD 3allUChIBAeT COOBITHsI M3MeHeHuii Jjisi Bcex orepanuit INSERT, UPDATE u
DELETE, npoucxosmniux B Tabjure, B ogay TeMmy Apache Kafka, cienududHyro st 310 Tabauisl. KoHnHek-
TOP HCIOJIb3yeT CJIEIYIOIIee COrJIAIeHIe JIsi HANMEHOBAHNS T€M COOBITHI M3MEHEHUI:

<kafka.topic.prefix>.<uma Tabmiume>

15.4 PuapTpanudg TaOJJIUIl U CTOJIOIMOB

KonmekTop oTciexuBaer u3MeHEHUS JJTsi BCeX TaDJINIL, JJIs KOTOPBIX BKJIIOYeHa peruinkanns. Crimcok
PeIUIHIUPYeMbIX TabJIuI ABJISIETCS BADUAHTOM DeasIu3allii CIIUCKA OTCJIeKMBAEMbIX Tabuull (TaK Ha3bIBae-
MBI whitelist/includelist). Bkiodyenue Tabiuipl B CIUCOK PEIUIAIMPYEMbIX OCYIIECTBIIAETCsS KOMAHOi
ALTER DATABASE INCLUDE TABLE <TABJIMIIA> TO PUBLICATION:

ALTER DATABASE INCLUDE TABLE TEST_TABLE TO PUBLICATION
BosmokHO BKIIIOU€HNE HECKOJBKNAX TAOJUI B CIMCOK PEILIAIUPYEMBIX:
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION

Ipu KeylaHUKM MOXKHO J0OABUTDH BCE AOCTYIHBIE TabaMIbL (B TOM 9HUCJIE U T€, KOTOPbIe OYIyT CO3/IaHbI

B IIPOIECCE) B CIUCOK PEIIUIUPYEMbIX:
ALTER DATABASE INCLUDE ALL TO PUBLICATION
WckmounTh KOHKPETHBIE TAOIHIIBI U3 CIINCKA PEITHITUPYEMbIX:
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;
WckmioanTh Bce TaOIUIBI U3 CIIUCKA PEILIAIIUPYEMbBIX:
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

Kpowme uncrpymentoB Pen Baszbr JlaHHBIX, KOHHEKTOD UMEET BCTPOEHHBIE MEXAHW3MbI (DUIHLTPAIIH
tabsinrt u cronbrnos. Hacrpoitka duibrpanuu tabaui u ¢TOJI0IOB OCYIIECTBIISIETCS CJIEIYIONUMI TapaMeT-

pamu:
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e table.include.list - HeobGs3aTe/IbHbIN CIIUCOK PETY/ISIPHBIX BHIPAYKEHUI, PA3/ICIEHHBIX 3aIIAThI-
MU, KOTOPbIE COOTBETCTBYIOT UIEHTH(DUKATOPAM TaOJIUIl, N3MEHEHNs KOTOPBIX HEODXOIUMO OTCJIe-
KuBaTh. KOHHEKTOD He (DUKCHPyET M3MEHeHusi B TaOJMIAaX, He BKJIIOUYEHHBIX B table.include.
list. Kaxaprit unentudukarop nmeeT Bum: <UMs_BJ> . <Umsa_Tabaumsr>. [1o yMomdannio KOHHEKTOD
dukcupyer n3MeHeHUs B KaXKJI0il HecucTeMHO# Tabsurle, 100aBIEHHON B CIICOK PEIINIINDYEMbIX.
HecoBmectum ¢ mapamerpom table.exclude.list;

e table.exclude.list - Heobs3aTenbHbIit CIMCOK PEryaSpPHBIX BBIPAXKEHUH, pa3eIeHHbIX 3alls-
TbIMHU, KOTOpBbIE€ COOTBETCTBYIOT I/I)ZLGHTI/ICI)I/IK&TOP&IVI T&6J’II/IL[, U3MEHEHUsA KOTOPBIX HE OTCJIeXKH-
BatoTcsi. KoHHEKTOp (buKcupyeT m3MeHeHUs: B Jir000il TabJniie, 10OaBJIEHHON B CIUCOK PeILINKa-
uu, HO He YKa3aHHOI B table.exclude.list. Kaxprit upentudukarop nmeer Bug <Ums_BI>.
<Wms_Tabmumpr>. HecoBmecTnm ¢ mapamerpom table.include.list;

e column.include.list - HeobGsi3are/ibHBIN CIHCOK PEryJIsIPHBIX BBIPAXKEHUM, pa3e/IeHHBIX 3alls-
TBIMU, KOTOPBIE COOTBETCTBYIOT UMEHAM CTOJIOIOB JIJIsi BKJIFOUEHUs B COObITHE m3MeHeHusi. 1losabie
nMeHa CToJIOMoB mMmeroT Bu: <Ums_Bl>.<Uma_Tabnwuip> . <Umsa_Cronbua>. HecoBmecTnm ¢ mapa-
MeTpoM column.exclude.list;

e column.exclude.list - Heobsi3aTebHBI CINCOK PETYISPHBIX BHIPAYKEHU, PA3IEIEHHBIX 3AITSThI-
MM, KOTOPbIE COOTBETCTBYIOT UMEHAM CTOJIOTOB /I MCKJIIOUEHUS U3 COOBITUs n3MeHeHus . [loHbie
MMeHa CTOJIONOB MMeloT Buj: <Umsa_Bl>.<Umsa_Tabmumer> . <Umsa_Crtonbua>. HecoBmecTum ¢ mapa-
MeTpoM column.include.list.

Ecau B mactpoitkax yka3zanbl 0oba mapamerpa table.include.list u table.exclude.list, To mpuo-
putet OyaeT 3a table.exclude.list. Takoe Ke moBeieHne KacaeTcs mapamMerpos column.include.list u
column.exclude.list - npuopurer y column.exclude.list. Bkitouenue Tabiinil B CIIICOK PEILIAUPYEMBIX
(ALTER DATABASE INCLUDE TABLE <TABIMIA> TO PUBLICATION) siBisieTcsi 0OsI3aTE/IbHBIM YCJIOBHEM OTCIIe
JKUBaHUs n3MeHeHuit rabdsuil. be3s Bitodenust perinkanuy st TabJInI NCIIOIb30BAHNE TapaMTePOB table.
include.list, table.exclude.list, column.include.list, column.exclude.list He UMeeT CMBICIA.

TIpumepnr:

# BrimoueHue Tabmuusl TABLE1 u3 BJl /opt/databases/employee.fdb B cmucor nmns
OTCJIeXUBaHNA :
table.include.list: /opt/databases/employee.fdb.tablel

# Brimouenume Tabiuisi TABLE1 u3 JHBOH Bll B CIMCOK Ijs OTCJIEeXUBAHULA:
table.include.list: .x*tablel

# Brimouenume Tabiuns TABLE1 m3 JIOB0H B u Tabmuus TEST_TABLE u3 mo6oi Bl ¢ uMeneM
data.fdb B cmmcox I8 OTCIeXWBAHUS :
table.include.list: .*tablel, .*xdata.fdb.test_table

# Brmouenme Tabmmms TABLE1 us JIHBOM employee.fdb B CHHCOK OJIA OTCIIEXMBAaHUS:
table.include.list: .*employee.fdb.tablel

# Ucrmogenue Tabiuipl TABLE1 6a3n gmamunx /opt/databases/employee.fdb us cmucka
OTCIIEXMBAEMbIX :
table.include.list: /opt/databases/employee.fdb.tablel

# Bruouenume crombua ID Tabmumpr TABLE1l u3 BJl /opt/databases/employee.fdb B coobumenue
N3MEeHeHNs :

column.include.list: /opt/databases/employee.fdb.tablel.id

# Brmouenme cTtonbrua ID Tabmums TABLE1 us JIOBOM Bl B coobmeHre U3MEHEHUH:
column.include.list: .*tablel.id

(npopmonkeHne Ha creaytoLei CTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
# Brmwouyenme cTonbuoB ID m NAME JINBEOU Tabmume JIOBOW Bl B coobmeHne uM3MEeHEHUS:
column.include.list: .*id, *.name

# Hlckmoyenue crTonbma F_VCHAR JIBOM TabJIuIIE JIOBOM Bl u3s coobmeHus U3MEHEHUH:
column.exclude.list: .*f_vchar

15.5 CobplTus n3MeHeHusl JaHHBIX

Kaxkmoe cobbiTre n3meHeHns JaHHBIX, KOTOpoe (hopmupyer KoHHEKTOP Pesr Basbl, nmeer kitod u 3Ha-
genne. CTpyKTypa KJfOYa W 3HAYEHWS 3aBUCAT OT TaOJUIBI, W3 KOTOPON MCXOMAT COOBITHS W3MEHEHUS.
KonnekTop, kak n Kafka Connect, pa3paboTaH ¢ yIeTOM HEIIPEPBIBHLIX ITOTOKOB COODIIEHMWI O COOBITHSX.
Kaxkaprit Ki1r09 u 3HaYeHne COODIEHNsT COCTOUT U3 JIBYX JacTell: cXeMbl U mMoJie3Hoi Harpy3ku. Cxema omm-
CBIBAET CTPYKTYPY MOJIE3HON HAIPY3KH, & MOJIe3HAsT HArPY3Ka COIAEPKUT (DakTUIecKne JaHHbe. JlJist Kaxk 1o
U3MEHEHHON TaGJIMIbI, KJII0U COObITUSI M3MeHeHUs (hOPMUPYETCsl U3 1oJeil B ePBUYHOM KJIoUue (WU YHU-
KAJIbHOM KJII0YEBOM OTDAHMYECHUM) TaOJIUIBI HA MOMEHT CO3IaHUS COOBITHS.

Kak u kirou COO6H_LeHI/ISI, 3Ha4YeHue COO6HJ,€HI/IH O COOBITUM M3MEHEHMS IMEET pa3aesr cXeMbl U pa3/ieJI
OJIE3HOI Harpy3KHu. Paazgeﬂ TOJIE3HOI HaIr'pPy3KU KazKJI0T'0 3HAYCHUA COOLITHSI U3MEHEHUsA, CO3aBaeMOTO
KOHHEKTOPOM, NMeeT CTPYKTYPY KOHBEpPTa CO CJACAYIOMUMU ITOJIAMU:

e op - 0bsI3aTeNIbHOE IT0JIe, COJIEpXKalliee CTPOKOBOE 3HAUeHNUe, onuchiBaoliee Tul onepanun: CREATE
- coznanue (um Beraska), UPDATE - obuossienne, DELETE - ynasienue;

e before - HeobsI3aTENBbHOE TI0JIE, KOTOPOE, €CJIU IIPUCYTCTBYET, COAEPKUT COCTOSTHUE CTPOKHU JI0 Ha-
CTYILIEHUS] COOBITHSI;

e after - Heoba3aTesbHOE IIOJIE, KOTOPOE, €CJIM IPUCYTCTBYET, COJAEPKUT COCTOSHIE CTPOKH IIOCJIE
rpousorteirero cobbitus. CTPyKTypa OIMUCHIBAETCsT TOM YKe CXeMOIl, KOTOpasl UCII0JIb30BaJIach Pa-
Hee,;

e source - 00sg3aTeIbHOE TI0JIE, COJepIKalllee CTPYKTYPY, OIICHIBAIONLYIO NCXOIHbIE MeTaJaHHbIE JIJIs
cobbITHs, KOTOpas B ciaydae Pen Basbl comeput Takue 1moJisi: Bepcrsi KOHHEKTOPA, MMsI KOHHEKTO-
pa, uMs cepBepa, HOMEpP TPaH3aKIuH, BpeMs (110 CUCTEMHBIM dacaM B JVM, BBIIOJIHMIONIEH 3a1a9y
Kafka Connect), B KOTOpOe KOHHEKTOD 06paboTast coObITHe, UMsl 0a3bl JAHHBIX, UMsl TAOJIHIIBL.

IIpumep dbopMupoBanus COOBITHS M3MEHEHUsT TAHHBIX JiUTsi oneparun INSERT:
INSERT INTO TABLE11 VALUES(42,'NEW VALUE');

Korma B kitacrep Kafka nomajgaer coobiienre 06 yaaJleHud, TO COOTBETCTBYIOIIMI KJIIOY YIAIeTCs U3
XPaHWJININA COCTOSHUM, OCBOOOXK Iasi TAKUM 00pa30M MeECTO.

Ecim ucnonp3syercs Jdbe Sink Connector, To BK/IOUYeHHe tombstone records HEOOXOIUMO JIJisi TE€HE-
parmu DELETE 3ampocoB i pedyiabrupyromeit B/1.

OTKII0YNTh reHepanuio tombstone MOXKHO HACTPOIUKOI tombstones.on.delete:

tombstones.on.delete: false

15.6 CoObITuS M3MEHEHUsI CXeM

KonnekTop dopMupyer coObITAST M3MEHEHUsI CXeMbI, KOTOPbIe (DOPMUPYIOTCS U3 BLITOIHsAEMbIX DDL
oneparuii Ha cepepe. KOHHEKTOD OTIIPABJISIET COOOINEHNE KAXK bl Pa3, KOT/1a IPOUCXOIUT U3MEHEHNE CTPYK-
Typbl 6a3bl JaHHBIX. COOOIEHMsI, KOTOpbleé KOHHEKTOD OTIPABJSeT B TeMYy W3MEHEHUsl CXEeMBbI, COIEpKaT
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IOJIEBHYIO HAaIPY3KYy U TaKXKe COJAepzKaT CXeMy O cobbITHN mM3MeHeHnus. IlonesHast Harpy3Ka COO6HL€HI/IH o
COOBLITHHI U3MEHEHUsI CXEeMbl BKJIHOYAeT CJIEAYIONne 3JIEMEHTDI:

e databaseName\schemaName - Uneratudunupyer 6a3y JAHHBIX U CXEMY, COICPKAIIYIO H3MEHEHUE.
e ddl - D10 mose comepkuT DDL, KOTOPBI OTBEYaeT 3a M3MEHEHHNE CXEMBI.

e tableChanges - MaccuB m3 OHOrO MM HECKOJIBKUX IJIEMEHTOB, KOTOPBIE COIEPXKAT M3MEHEHUsI
CXeMbl, CO3JaHHble KoMmaHaoi DDL.

e type - OnuchiBaeT Bu U3MEHEHUS. SHAYCHNE sIBJIsieTCs OMHNM u3 cieaytomux: CREATE - Tabsura
co3mana. ALTER - Tabmauma m3menena. DROP - Tabsuma yaateHa.

e id - [Tonublil npenTHhUKATOD TAOIUITHI, KOTOPas ObLIA CO3/IaHA, M3MEHEHa WIH yJajIeHa.
e table - [IpescraBisier MeTalaHHbIE TAOJIHIIBI TIOCJIE IPUMEHEHHOTIO U3MEHEHN .

e primaryKeyColumnNames - Crnncok CTOJOIOB, COCTABIISIONIIX TEPBUYHBIH KJIIOY TAOIAIBL.
e columns - Meraganmuble I KaXKJI0TO CTOJIOIA B U3MEHEHHON TabJIHIIe.

ITpumep dbopMupoBaHmst COOBITHST M3MEHEHUsI CXeMbI IIpU BbIoyiHeHne oneparuu CREATE TABLE:

create table table24(f_id integer primary key, f_vchar varchar(100));

15.7 2KypuaJjabl TpaH3aKOuii

KonnaekTop 1 KaxK10#1 peIIMKAIMOHHON TPaH3aKIINU CO3JaeT XKYPHaJ TpaH3akiuu. 2KypHas TpaH-
3AKIUU HUCIIOJIb3YeTCs I COXPaHeHUs JaHHbIX Tpam3akiuu (DDL u DML cobbiTuil) U OTIPABKHU B KJIACTED
Kafka. Tak ke 2KypHAJIbI HCIIOJB3YIOTCS JJIs IOBTOPHO OTIIPABKHU, €CJIN KJIACTEp OBbLI HEJIOCTYIIECH, UJIH BO3-
HUKJIA APYTHE ONINOKY, IPU IEPBUYHOM OTIIPABKE COOOIEHMIT TpaH3akIuu. [l BKIIOUeHNs 3alUCh Ky PHA-
JIOB TPaH3aKIUil HEOOXOIMMO yKa3aTh IIYyTh K KaTAJIOI'y KyPHAJIOB B OIINK connector. journal.directory,
HaIIpuMep:

connector. journal.directory: /tmp/debezium-connector-reddatabase

B ciyvyae Bo3HUKOHOBEHUS OMMOOK IIPYU OTIPABKE COODINEHN »KYPHAJbI TPAH3aKIINN IIOBTOPHO BBIUU-
TBIBAIOTC U, IIPU IIEPBOil HocTynHOCTH KiacTepa Kafka, coobimenns: oTupasisioTcs cHOBa. [Ipu ycnemrnom
OTIPABJIEHUH BCEX COOOIEHUIl PEIINKAIMOHHON TPaH3aKINK XKy PHAJ TpaH3aKnuu yuajsercs. [lepuos mpo-
CMOTPa HAJUYNS KYPHAJOB TPAH3AKIINN W UX TOBTOPHOHN OTHpaBKU Mo ymordanuio paset 0. Ilepmoa Mox-
HO I3MEHUTDH Yepe3 ONIUI0 connector. journal.check.interval.ms, KOTOpas IPUHUMAET ITOJIOKUTEJIBHOE
quciio B MILIHCceKyHaax. Hampumep, 3a1aTh BpeMsl IPOCMOTPA HAJUYUS YKYDPHAJOB TPAH3AKIANA U UX OT-
npaBku paBHoe 10 MUHyTaM:

connector. journal.check.interval.ms: 600000

Nmena xKypHaaoB Tpausakiuii nMmeor ciaemyoomuii dpopmar: <Ciaywaianit UUID>.logl.live]. 2Kyp-
HaJT He3a(hUKCUPOBAHHONW TPAH3AKIIUN UMEET PACIIUpeHne .live, XKypHaJIbl 3abUKCHPOBAHHBIX TPAH3AKITAH
[peJICTaBIeHbl ¢ pacmupenneM .log. KoHHEKTOp OoTHpaBiisieT COOOINEHUsI TOJBKO U3 YKYyPHAJIOB 3a(UKCH-
POBaHHBIX TPaH3aAKIIUNA (c pacmupenueM .log). Ecmn cepBepHas TpaH3akims ObLIa OTMEHEHA (rollback),
JKyPHAJ PEIJINKAIIMOHHON TPAH3AKITNY YIAJISeTCsa B JIODOM Cirydae.
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Ipunoxkenne A Omnucanue Tabaul, MOHUTOPUHTA

[Tpunoxkenne A Onucanue Tad/IMI MOHUTOPUHIA

Cucrema «Pen Baza Jarabix» IpegocTaBiisieT BO3MOXKHOCTh OTCJIEsKUBATh paboTy ¢ KOHKPETHOI 6a30it
JIAHHBIX, BBIIIOJHIEMYIO Ha CTOPOHE cepBepa. [ljist 9Tux 1ieseil ucrob3yorcs Tabanuibl MOHUTOPUHTA. DTH
TabJINIIBL ABJISTFOTCS BUPTYaJbHBIMA B TOM CMBICJIE, UTO JIO OOpAIlleHusl K HUM CO CTOPOHBI IIOJIB30BaTe/Is,
HUKAKWUX JIAHHBIX B HUX He 3amucaHo. OHM (HaKTUIeCKN 3AI0THSIOTCS JAaHHBIMU TOJIBKO B MOMEHT 3aIPOCa
nostb3oBarestd. [Ipu sTom onucanust sTux Tabsauil B 6a3e JAHHBIX MPUCYTCTBYIOT ITOCTOSHHO.

Cuucok TabJmi, MOHUTOPHUHTa, [IpeacTaBied B Tabmie A.1.

Tabsmna A.1 — Crucok Tabsur, mouutopunra «Pen Baza Jlanabix»

Tabsua Onucanue
MON$ATTACHMENTS CaeieHUsT O TEKYIUX COEIMHEHUsX ¢ 6a30il TaHHBIX.
MON$CALL_STACK ObpailreHnsi K CTeKy aKTUBHBIMHU 3allPOCAMU XPaHUMBIX IIPOLEAYD U
TPUITEPOB.
MON$CONTEXT_VARIABLES CeejieHnsI 0 TIOJB30BATEILCKIX KOHTEKCTHBIX IEPEMEHHBIX.
MON$DATABASE Csenenus o 6a3e JaHHBIX, C KOTOPOH BBIIOJIHEHO COEIUMHEHNE.
MON$IO_STATS CrarucTuKa 10 BBOJLY-BBIBOJLY.
MON$MEMORY_USAGE CrarucTuka UCIOIb30BAHNS TTAMSTH.
MON$RECORD_STATS Craructuka Ha yPOBHE 3aITUCEit.
MON$STATEMENTS [TogrorossieHHble K BBITOJTHEHUIO 3AIIPOCHI.

MON$STATEMENT_PARAMETERS [TapameTpsl BBITOJIHSIEMBIX 3aIIPOCOB, BJIOXKEHHBIX IIPOLEAYD U (DyHKIU

MON$TABLE_STATS Crarucruka Ha yPOBHE TAOJIHII.

MON$TRANSACTIONS 3alryIieHHbIe HA BBIIOJHEHUE TPAH3AKITIN.
MON$TEMP_SPACES CBejieHUsI O BpEMEHHBIX 00beKTaX

MONS$TEMP_FILES Caenenns o BpeMeHHBIX (aitimax
MON$COMPILED_STATEMENTS XpasuT nHGOPMAIMIO O CKOMITMJIMPOBAHHBIX 3aIIPOCAX.
MON$REPLICATION CsezieHnst 0 cTaTyce pelUIMKauy 0a3bl JaHHbIX

A1 MONSATTACHMENTS

Tabmuna A.2 — CeejieHust 0 TEKYIUX COETUHEHUSIX ¢ 6a30# JAHHBIX

N aentudukarop crosbma | Tumn ganHbIx Onucanue

MON$ATTACHMENT_ID BIGINT Unentudukarop coenHeHus.

MON$SERVER_PID INTEGER N aentnduraTop cepBEPHOTO MIPOIECCA.

MON$STATE SMALLINT Cocrosinne coenunenust: 0 — GesjeiicTByomee, 1 — ak-

tuBHOe. CoelMHEHNE CUYNTAETCS AKTUBHBIM, €CJTH B HEM
€CTh XOTd OBl OJIHA TPAH3AKIMUS C XOTsS ObI OJHUM OT-
KPBITBIM 3aITPOCOM.

MON$ATTACHMENT _NAME VARCHAR (255) [Mosubrit myTh K daiiyly u uMs IeEPBUIHOTO (aiiia 6a3el
IAHHBIX.
MON$USER CHAR(63) NwMmst mostb30BaTe s, COEIMHEHHOTO ¢ 03011 JaHHBIX.

(pa3pbie Tabnuub)
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A1 MONSATTACHMENTS

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun maHHBIX

Onucanue

MON$ROLE CHAR(63) Wmsa poisn, ykazanHoe IIPU COEIMHEHUU. Kcam posib BO
BpeMsl COEJMHEHUsI He ObLIa 3aJlaHa, IMOJie COJIEPIKUT
TekeT NONE.

MON$REMOTE_PROTOCOL VARCHAR(10) Mysa ymaneHHOr0o IPOTOKOJIA.

MON$REMOTE_ADDRESS VARCHAR (255) Yranenusiii agpec (ajgpec u uMs cepsepa).

MON$REMOTE_PID INTEGER U nentudukarop yIaJIeHHOro KJIMEHTCKOTO IPOIECCa.

MON$CHARACTER_SET_ID SMALLINT W nentudukarop HabOpa CUMBOJIOB B COEIMHEHUH.

MON$TIMESTAMP TIMESTAMP WITH |/lara m BpeMs Hada/a COCINHEHUS.

TIME ZONE

MON$GARBAGE _COLLECTION SMALLINT Paspermena i cOopka mycopa [Ijist 9TOro CoeinHeHust: 1
- paspemena, 0 - HeT.

MON$REMOTE_PROCESS VARCHAR (255) [Monmoe nms daitna u myTh K ucHoJHsieMoMmy daiiry,
KOTOPBIH YCTAHOBWJI JIAHHOE COEIUHEHUE.

MON$STAT_ID INTEGER NnentudukaTop CTATUCTUKA.

MON$CLIENT_VERSION VARCHAR(255) Bepcus kinenTckoit OnbIHOTEKH.

MON$REMOTE_VERSION VARCHAR (255) Bepcust ynaiHHOTO IPOTOKOJIA.

MON$REMOTE_HOST VARCHAR (255) Nmsa ymanéuaoro xocta.

MON$REMOTE_OS_USER VARCHAR (255) Vmst mostb30BaTe /ST B OMEPAIMOHHON CUCTEME.

MON$AUTH_METHOD VARCHAR (255) Metos ayTeHTUDUKAIANA, UCITOIB3YEMbIH TTPU TTOJIKJIIO-
YEHUN.

MON$SYSTEM_FLAG SMALLINT @J1ar TOro, 9TO MOAKA0UeHE cucTemMuoe: ) — moIb30Ba-
TeJIbCKOE MOJIKJII0YeHne; 1| — CHCTEeMHOe MOJIKJII0UEHNE.

MON$IDLE_TIMEQOUT INTEGER Taitm-ayT mpocrost coemuuenns ypoBHs coenunennsi. Co-

JIeP2KUT 3Ha4YeHHe TaiiM-ayTa IIPOCTOS YPOBHS COe/IUHe-
HUs, B ceKyHIax. Eciau TaiiM-ayT He yctanoBiaeH — 0.

MON$IDLE_TIMER

TIMESTAMP WITH
TIME ZONE

Bpemst wucredenusi Taiimepa oxwumanus. Comepkur
NULL, ecin TaitmM-ayT MpOCTOS COEIUHEHNS HE YCTAHOB-

JIeH, WM eCcJId TaiiMep He 3allylleH.

MON$STATEMENT_TIMEQUT

INTEGER

Taitm-aytr SQL 3anpoca yposust coequuerust. ComepkuT
3HaYEHnE TalfiM-ayTa, yCTAHOBJIEHHOE HA YPOBHE COE/IU-
HEHUs, B MIJLINCEKYHIax. Kcim TaiiM-ayT He yCTaHOB-
sgen — 0.

MON$WIRE_COMPRESSED

BOOLEAN

Ucnonwpayercst u cxkatue cereBoro Tpaduka. Ecau nc-
MIOIb3YETCs C2KATUE CeTEeBOro TpaduKa 3HAUYEHNE PABHO
TRUE, ecyiu He ucnosib3yercss — FALSE. JIj1s1 BCTpOeHHBIX
coenuuenuii Bo3sparaer NULL.

MON$WIRE_ENCRYPTED

BOOLEAN

Ucnonn3yercsa nu mudpoBanne cereBoro tpaduka. FKc-
JIM UCTIOIb3yeTCs MudPOBAaHUE CeTeBOro Tpaduka 3Ha-
venue paBHo TRUE, ecyin He ucnosib3yercs — FALSE. s
BCTPOEHHBIX coenHeHuii — Bo3spalnaeT NULL.

MON$LAST_ACTIVITY_TIME

TIMESTAMP WITH
TIME ZONE

Bpems mocnegrero obparienust moIb30BaTeNsT K CEpBe-
py.

MON$SESSION_TIMEZONE

CHAR(63)

Hacosoii nosgc ceccun
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A.2 MONS$SREPLICATION

A2 MONSREPLICATION

Tabmuna A.3 — Ceenennst o craryce pelInKalnnu 6a3bl JAHHBIX

Npnentudukarop crosbia | Tun gaHHBIX Onucanue

MON$TYPE SMALLINT Tun cocrosinus 6a3bl JAHHBIX:

e 1 — MacTep ¢ CHHXPOHHON pelnKaIueit;
e 2 — MacTep C aCHHXPOHHOM perImKalueii;
e 3 — cJeiiB ¢ pensuKaIueii.

MON$CONNECTION_STRING VARCHAR.(255) CTpoKa MOAKJIIOUEeHNUS:
o I Macrepa B CUHXPOHHOM pe-
KIME - Iy Th K baze B dopmate

[<login>:<password>@]<path_to_database>;

® JJIg MacTepa B ACHHXPOHHOM PEXKHUME — IIyTh K KaTa-
JIOTY C KypHaJIaMU PEIINKAllNH;

e s cieiiBa — GUID 6a3bl MacTepa.

MONS$ACTIVE BIGINT CraTyc aKTUBHOCTH TIOKJTIOUEHUS:

e 0 — oTkJIOYEHA (JJIsT MacTepa ¢ CHHXPOHHON perim-
Kanueil u cieiiBa);

e 1 — noaksouena (Jyig MacTepa ¢ CHHXPOHHON periu-
Kanueil u cieiia);

e <nomep (pailyia> — HOMep TeKylnero gaiira KypHa-
Ja (JyIs MacTepa ¢ aCHHXPOHHOI periuKanueil).

MON$LAST_MODIFIED TIMESTAMP Comep:kuT BpeMs TOCJENHENH YCIeNmHOi OTIpaBKu Oy-
depa Ha cIeiB.

MON$WAITFLUSH_COUNT INTEGER KonuecTBo OTIPaBJIEHHBIX ITAKETOB (€ 3a/1€PKKOil Ma-
cTepa, IpU KOMMUTAX).

MON$WAITFLUSH_TIME BIGINT KonuduecTBo BpemMeHn macrepa Jijisi OTIIPABKHA IIAKETOB
(B MHKDOCEKYH/IAX).

MON$WAITFLUSH_TRANSFER BIGINT Pasmep oTnpaBieHHBIX TaHHBIX caeilBy (B Gaiitax).

MON$BACKGROUND_COUNT INTEGER Kosnuuectso ornpasieHHbix makeToB (B bOHE, B pAMKAX
OJIHOW TPAH3AKIUHN).

MON$BACKGROUND_TIME BIGINT KosmgaecTBo Bpemenu mMacrtepa Jjisi OTHPABKH ITAKETOB
(B done, B paMkax 0OHON TPAH3AKIUN).

MON$BACKGROUND_TRANSFER | BIGINT Pasmep ornpaBiieHHBIX JaHHBIX cieiiBy (B doHe, B pam-
KaxX OJ(HOM TPaH3aKIIUH).

MON$SERVER_PID INTEGER N aentrduraTop cepBEPHOTO MIPOIECCA.

A3 MONS$CALL STACK
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A4 MONS$CONTEXT VARIABLES

Tabmuna A.4 — ObpaleHus: K CTEKY 3aIpoCaMé XPAHUMBIX TIPOIEIYP U TPUTTEPOB

N aentudukarop crosdia

Tun gaHHbIX

Onucanue

MON$CALL_ID BIGINT N nentudukarop obparieHus.

MON$STATEMENT_ID BIGINT Unenrudukarop Bepxuero yposus SQL—3ampoca, nxu-
IIUUPOBABIIETO TETIOYKY OOpAIIEeHNUi.

MON$CALLER_ID BIGINT N nentudukarop oO6paIiaoIerocs Tpurrepa, XpaHuMoi

bYHKIIMT WIn XPAHIMON TPOIIE/Ty PhI.

MON$COMPILED_STATEMENT_ID

BIGINT

Wnentudurarop 3ampoca.

MON$0OBJECT _NAME

CHAR(63)

Nwms ob6bexra PSQL.

MON$OBJECT_TYPE

SMALLINT

Tun o6bexkTa PSQL:

e 2 — Tpurrep;

e 5 — XpaHmUMas IPOIIEIYPa;
e 15 — xpannmas GpyHKITHUSI.

MON$TIMESTAMP TIMESTAMP WITH |/lata m BpeMms crapTa oOpalieHus.
TIME ZONE

MON$SOURCE_LINE INTEGER Howmep ncxommoit crpokm 3ampoca SQL, BBITOJHSIONIE-
rocst B HACTOAIIUI MOMEHT.

MON$SOURCE_COLUMN INTEGER Howmep ncxoamoro cromnbia 3ampoca SQL, BImoIHSIONIE-
rocd B HACTOAIIUNA MOMEHT.

MON$STAT_ID INTEGER NnentudukaTop CTATUCTUKH.

MON$PACKAGE _NAME CHAR(63) VMg nakera jijis yIaKOBAHHBIX IPOUE YD /Dy HKIuii.

A4 MONSCONTEXT VARIABLES

Tabmmmna A.5 — CeeaeHust 0 MOIL30BATEIHLCKUX KOHTEKCTHBIX HEPEMEHHBIX

N nentudukarop Twun paHHBIX Onucaunne
cToJIoIAa

MON$ATTACHMENT_ID BIGINT Wnentudurarop coemunerunst. CouepKUT KOPPEKTHOE 3HAUE-
HUE TOJILKO JIjIsI KOHTEKCTHBIX MEPEMEHHBIX YPOBHS COEJIMHE-
HUS, JIJIT IEPEMEHHBIX YPOBHS TPAH3AKIINU YCTAHABIUBAETCS
B NULL.

MON$TRANSACTION_ID BIGINT Wnentuduxkarop rpanzakmun. ComepKUT KOPPEKTHOE 3HAUE-
HUE TOJBKO JIJIT KOHTEKCTHBIX ITEPEMEHHBIX yPOBHSI TPaH3aK-
1AW, JJIs IEPEMEHHBIX YPOBHS COE/IMHEHUsI YCTAHABIUBACTCS
B NULL.

MON$VARIABLE_NAME VARCHAR.(80) NMst KOHTEKCTHO# TIEpEMEHHOI.

MON$VARIABLE_VALUE | VARCHAR(32765) |3Hauenne KOHTEKCTHON IT€peMEeHHOM.

A5 MONS$DATABASE
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A5 MONS$DATABASE

Tabmuna A.6 — Ceenenns o 6a3e JAHHBIX, C KOTOPOI BBIITIOJIHEHO COEIUHEHHE

N agentudukarop Tun mamubIX Onwucanue
cTOJIOIA

MON$DATABASE_NAME VARCHAR(255) |IlosHBIil IyTh 1 UMsi IEPBUYHOTO haiiyia 6a3bl JAHHBIX WU
MICEBIOHUM 0a3bl JAHHBIX.

MON$PAGE_SIZE SMALLINT Pazmep crpanunpr daitioB 6a3bl JaHHLIX B OaiiTax.

MON$ODS_MAJOR SMALLINT Crapmmas Bepcus ODS.

MON$ODS_MINOR SMALLINT Muammas Bepcust ODS.

MON$OLDEST_TRANSACTION |BIGINT Howmep crapeiimeit 3aunrepecoBannoit Tpanzaxiun — OIT,
Oldest Interesting Transaction.

MON$OLDEST_ACTIVE BIGINT Howmep crapeiimeit akrusnoit rpansakmuu — OAT, Oldest
Active Transaction.

MON$OLDEST_SNAPSHOT BIGINT Homep Tpanzakmum, Koropasi Obljia aKTHBHOW HA MOMEHT
crapra Tpauzakimuun OAT, — rpamzakimus OST, Oldest
Snapshot Transaction.

MON$NEXT_TRANSACTION BIGINT Howmep ciienyroreit Tpan3akiimm.

MON$PAGE_BUFFERS INTEGER KommaecTBo cTpanutl, BbIIETIEHHBIX B OTIEPATUBHON ITaMs-
TH JJId K3IIa.

MON$SQL_DIALECT SMALLINT SQL munamexkT 6a3bl maHHbIX: 1 mwin 3.

MON$SHUTDOWN_MODE SMALLINT Tekytee cocTosTHUE OCTAHOBA (shutdown) 0a3bl JTAHHBIX:
e 0 — Ga3za JaHHBIX akTHBHA (online),
e 1 — oCraHOB Ui HECKOJbKHUX II0JIb30BATEei

(multi-user shutdown),
e 2 — OCTaHOB JIJIsI OJIHOIO TOJIH30BATEJIS (single—user
shutdown),

e 3 — nosHeIi ocraHoB (full shutdown).

MON$SWEEP_INTERVAL INTEGER Nurepsan ynctku (sweep interval).

MON$READ_ONLY SMALLINT [Ipusnak, sBasiercss jm 06a3a MAHHBIX TOJIBKO JJIS UTe-
nusd, read only (3HaveHwe 1) win Jyist YTE€HUsI W 3AIKCH,
read-write (3uauenue 0).

MON$FORCED_WRITES SMALLINT VKa3bIBaET, YCTAHOBJIEH JIU JJIsi 6a3bI PEKUM CHHXPOHHOT'O
BbiBosla (forced writes, 3Hadenue 1) wiM pesKUM acHH-
XPOHHOTO BBIBOsIa (3HaveHme 0).

MON$RESERVE_SPACE SMALLINT @DJiar, yKa3bpIBAOMINY HA MMOJHOE 3amoHeHne crparut B/
(full) mmm 80% szamosHeHHe HO yMOJNYAHUIO (reserve).
100%-e 3armmosHeHne NMeeT CMBICT JJ1d 6a3 TOJIBKO JJId UTe-
HUSI.

MON$CREATION_DATE TIMESTAMP Hara n Bpemst co3manust 6a3bl JTAHHBIX.

WITH TIME
Z0ONE

MON$PAGES BIGINT KosmmgecTBo cTpanuil, BBIIEIEHHBIX M1 6a3bI JaHHBIX Ha,
BHEIIIHEM YCTPOICTBE.

MON$STAT_ID INTEGER N nentudukarop CTaTUCTUKH.

(pa3pbiB Tabnuupl)

e CTp. 298



PyxoBoscTBO ajmunucTpaTopa

A6 MONSIO STATS

(pa3pbiB Tabnuupl)

N nentudukarop
cToJibna

Tun maHHBIX

Onucanue

MON$BACKUP_STATE

SMALLINT

Tekymee dbuzmyeckoe cocrosinne backup:

e () — 0a3a He 3aTpPOHYyTa OIKAIIOM,

e 1 — Gaza 3abJ0KHpOBaHA JIJIsI PE3EPBUPOBAHNSI,

e 2 — oObeIuHEHNE BPEMEHHOro (haiiyia IeIbThl U OCHOB-
HOro (aiiia 6a3bl JAHHBIX.

MON$CRYPT_PAGE

BIGINT

Crpanuna, KoTopas ceif9ac HaXOAUTCs Ha MUMDPOBAHUHY /-
nermudpoBann. Hoolb ecim 9TOT MpoIece 3aKOHIMIICS UK
He HAYMHAJICS.

MON$OWNER

CHAR(63)

Buanesen 6a3n1 1aHHBIX.

MON$SEC_DATABASE

CHAR(T)

OrobpazkaeT, Kakoif THIl 6a3bl JAHHBIX OE30MACHOCTH WC-

[IOJIB3YEeTCS:

e Default - 6a3a JaHHBIX 0E30IIACHOCTH IIO YMOJIYAHMUIO,
T.€. security5.fdb;

e Self — B KauecTBe 0A3bl JAHHLIX 0€30IIACHOCTH UCIOJIb-
3yeTcs TeKyInas 6a3a JAHHBIX;

e Other — B KayecTBe 0a3bl JIAHHLIX OE30IIACHOCTU MKC-
[0JIb3yeTCsl Jipyrasi 6a3a JTaHHBIX.

MON$CRYPT_STATE

SMALLINT

Cocrostnue mudposanue BJ1:

e ( - 6a3a JaHHBIX He 3aIudpOBaHa,
e 1 - zamudposana,

e 2 - B mporiecce mudpoOBaHUs.

A6 MONSIO

STATS

Tabmuna A.7 — Crarucruka 1o BBOJLY-BBIBOILY

U neurudpukarop Twun Onucaunune
cToJIoIA JAaHHBIX
MON$STAT_ID INTEGER MNnenTudurkarop craTucTuky.
MON$STAT_GROUP SMALLINT |I'pynma crarmcTukm:
e 0 — Gasa jgannbix (database),
e 1 — coenunenue ¢ 6a3oil JaHHBIX (connection),
e 2 — rpamsakius (transaction),
e 3 — zamnpoc (statement),
e 4 — Boi3oB (call),
e 5 — KIIIMPOBAHHBI KOMIMJIMPOBAaHHBIA 3amnpoc (compiled
statement).
MON$PAGE_READS BIGINT Kommaectso mpountanubix (read) crpaHuiy 6a3bl JaHHBIX.
MON$PAGE_WRITES BIGINT KonngecTBo 3armcanHbIx (write) cTpaHull] 6a3bl JaHHBIX.
MON$PAGE_FETCHES BIGINT KosmuecTBo cTpaHul, CYUTaHHBIX U3 CTPAHUIHOrO Kama (fetch).

(paspbiB Tabaunupl)
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A7 MONS$SMEMORY _ USAGE

(pa3pbiB Tabnuupl)

N entudpukarop Twun Onucauue
cTOoJIoIA JAHHBIX
MON$PAGE_MARKS BIGINT KommaectBo ormedenusix (mark) crpaxur 6a3bl JaHHBIX. JTO

"rpasable" CTPAHUIBI, T.e. U3MEHSHHBIE B MAMATH (B K3IIE), HO
[IOKa He 3aIllUCaHHbIE Ha, JIUCK.

A7 MONSMEMORY USAGE

Tabmumna A.8 — CraTucTrKa UCIOJIb30BAHMS

IIaMATU

N aentudukarop crosdia

Tun
JIAHHBIX

Onucanne

MON$STAT_ID

INTEGER

N nentudukaTop CTaTUCTUKA.

MON$STAT_GROUP

SMALLINT

I'pynna crarucruku:

0 — 6a3a jnanHbIX (database),

1 — coenunenue ¢ 6a30ii JanHbIx (connection),

2 — Tpanzakuusg (transaction),

3 — zampoc (statement),

4 — BB130B (call),

5 — K3IIMPOBaHHBIN KOMIMIMPOBaHHBI 3ampoc (compiled
statement).

MON$MEMORY _USED

BIGINT

Kosnmvectso ncnosbayemoii namsitu (B 6aiitax). MHbopmanust
O BBICOKOYPOBHEBOM PAaCIIpPEJeIeHUN TaMsITH, BBIIOJHEHHOM
cepBepoM mu3 TysaoB. Moxer ObITh IOJIE3HA IS OTCJIEYKUBA-
HUsI yTEUEK TAMSTH W 9IPEe3MEPHOro MOTpebsieHus] TMaMsITH B
COeJIMHEHNUSIX, TPOIeypax u T.1I.

MON$MEMORY_ALLOCATED

BIGINT

Konuuecrso mamsru, soigenennoii OC (B Gaitrax). Wudop-
Malys O HU3KOYPOBHEBOM PACIIPEIEICHUN HAMSITH, BBIIOJ-
HEHHOM MEHE?KEPOM IIaMsITH — OObeM IIaMsTH, BbIIEJIEH-
HBIII ONEepPaIMOHHON CHUCTEMOI, YTO IO3BOJIAET KOHTPOJIUPO-
BaTh pusmyeckoe norpedsenue mamaru. Obparure BHIMAaHUIE,
HE BCE 3aIlMCH ITOTO CTOJIOIA MMEIOT HEHYJIEBble 3HAUCHUS.
Mauible BbIZEJIEHNAS IIaMATH 371eCh He (DUKCUPYIOTCS, a BMeE-
CTO 9TOTO JOOABJIAIOTCS K MYy TaMATH 0a3bl JAHHBIX. TOJIBKO
MON$DATABASE (MON$STAT_GROUP = 0) u CBsI3aHHBIE C BblJe-
JIEHWEM TIAMATU OObEKTHI MMEIOT HEHyJIeBOe 3HAUEHIE.

MON$MAX_MEMORY_USED

BIGINT

MaxkcuMaabHOe KOJTHIECTBO DAMT, NCTIOIB3YyEMOE JTaHHBIM 00D~
€KTOM.

MON$MAX_MEMORY_ALLOCATED

BIGINT

Maxkcumaspaoe KomdecTBO Oaiit, Bbimesennoe OC mannomy
00BEKTY.

A8 MONS$RECORD STATS
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A.8 MONS$SRECORD STATS

Tabauma A.9 — CraTucTuka Ha YpOBHE 3amuceit

N neurudukarop Tun Onucanue
cToJibna JAaHHBIX
MON$STAT_ID INTEGER W nerTuduraTop CTaTUCTUKA.
MON$STAT_GROUP SMALLINT |I'pynma cratmcTukm:
e 0 — Gasa nannbix (database),
e 1 — coemunenue ¢ 6a30ii manubix (connection),
e 2 — rpansaknus (transaction),
e 3 — zanpoc (statement),
e 4 — Boi3oB (call),
e 5 — K3MPOBAHHBIA KOMIMJINPOBAHHBIN 3anpoc (compiled
statement).
MON$RECORD_SEQ_READS |BIGINT KommaectBo — mociieioBaTesbHO  CUMTAHHBIX  3ammcedl  (read
sequentially).
MON$RECORD_IDX_READS |BIGINT KosnmuecrBo 3amuceil, IpOYUTAHHBIX [IPU OMOINY HHIEKCa (read
via an index).
MON$RECORD_INSERTS BIGINT KosnmuecrBo o6aBieHHbIX 3amuceil (inserted records).
MON$RECORD_UPDATES BIGINT KonmvectBo n3MeneHHbIX 3amnuceii (updated records).
MON$RECORD_DELETES BIGINT KosnmuecrBo yasnennsix 3ammceil (deleted records).
MON$RECORD_BACKOUTS BIGINT KommiaecTBo Bo3BpaIeHHbIX B 6a3y JAHHBIX 3aITuceit (backed out

records). DTO IPOUCXOAUT NPU OTKaTe TpaHzakuuu. Eciu obHa-
Py?KeHa Bepcus 3alliCH, CO3JaHHas B pe3yJIbTaTe OTKATa TPaH3aK-
U7, OHA [IOMEYAeTCs It COOPKH MyCOpa, & MIPEIbLIyInas IOI-
TBePzK/IeHHAasl BepCUs 11ePEHOCUTCA B OCHOBHON CJIOT Ha CTPaHUIIE
JAHHBIX.

MON$RECORD_PURGES BIGINT KosnmaecTBo yraleHHBIX HEHY2KHBIX 3ammceil (purged records).
DTO IPOUCKOANT, KOra COOPIIUK Mycopa yaaJisieT cTapble BepCHn
3aIIICH, KOTOPBIE OOJIbIIIE HE HY?KHBI KAKOH-IN00 aKTUBHOU TpaH-
3aKIUU.

MON$RECORD_EXPUNGES BIGINT KommaecTBo BbIUMINEHHBIX CpeacTBAMU COOPKM Mycopa 3ammceit
(expunged records). DTO IPOUCXOUT, KOTJA 3AIICH, KOTOPast He
BUHA KaKON-JIMOO aKTUBHOW TPAH3aKIIUU, YIAJSIETCS U YIaJIsio-
nIas TPaH3aKIUg NOATBEPKIAeTCs (commit). YiajeHHnas 3amuch 1
BCe paHee MOJITBEPXKIEHHBIE BEPCUU ITOMN 3AINCH YAAISIIOTCS, ITO-
OBl 3aHITOE WMU JINCKOBOE MPOCTPAHCTBO MOYKHO OBLIO ITOBTOD-
HO MCIIOJIb30BaTh. Ecam 3ammch Bce eme BujHa Juid 6oJsiee cra-
pbix snapshot TpaH3akiuil, KOHEYHO, yJIAJEHUE MOYXKET IIPOU30NTH
TOJIBKO IIOCJI€ 3aBEPIIEHUs ITUX TPAH3AKIIUIA.

MON$RECORD_LOCKS BIGINT KommaecTBo 3amuceit mpoYnTaHHBIX C UCIIOIB30BAHUEM TTIPEIJTOXKE-
Huga WITH LOCK.

MON$RECORD_WAITS BIGINT KommaectBo  monbsIToK — 06HOB/IEeHHS / MoAudUKAINN /GIOKAPOBKH
3aImceil IPUHAJIECKAIINX HECKOJILKAM aKTHBHBIM TPAH3AKIIUSIM.
Tpanzaxius HaxoauTcsa B pexkume WAIT.

MON$RECORD_CONFLICTS |BIGINT KoumnuecTBo HeyZauHbIX IONBITOK OOHOBJIEHUs /MOaubuKamuu/6-
JIOKUPOBKM 3aIliCeil INPUHAIJIEXKAIMNX HECKOJBbKIM AKTUBHBIM
TpaH3aknusaM. B Takux curyarusx coobimaercs 0 KOHMIUKTe 00-
HossteHnsi (UPDATE CONFLICT).

(pa3pbie Tabauub)
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A9 MONS$STATEMENTS

(pa3pbiB Tabnuupl)

N entudpukarop Twun Onucauue
cTOoJIoIA JAHHBIX
MON$BACKVERSION_READS |BIGINT KommgecTBo mpodInTaHHBIX BepCHUil IPU MOWCKE BUAWNMBIX BEPCHit
3aImcei.
MON$FRAGMENT_READS BIGINT KosmmaecTBo mpounTanabix (pparMeHToB 3ammceit.
MON$RECORD_RPT_READS |BIGINT KosnyecTBO TOBTOPHO MPOYNTAHHBIX 3aIUCEH.
MON$RECORD_IMGC BIGINT KosmaecTBo 3ammceit, 3aTpOHYTHIX TPOMEKYTOIHOI COOPKOIT My-

copa. Hampumep, ects 1emodka Bepcmit 3ammcu N1 - N2 - N3 -
N4 - N5. Kakas-To cTtapast TpaH3aKIUs BUIUT Bepcuio 3armcu N1,
Bce octasbuble - BuaaT N56. Bepcuu N2 - N3 - mycopubie. /lo Bep-
cuu 5.0 cepBep HE MOT UX YJIAJUTD, JI0 T€X TOP, ITOKA CTAHET HEHY 2K~
uoii N1. Temeps mpomekyToUuHAs COOPKA MO3BOJIAET YIAIATH TAKHIE
MYCOPHBIE BEPCHUU U3 ICIIOYEK.

A9 MONSSTATEMENTS

Tabmuna A.10 — IToaroroseHHbIE K BLIIOJIHEHNIO 3AIIPOCH

N aentudukarop crosdia

Tun gaHHbIX

Onucanue

MON$STATEMENT_ID BIGINT Nnentudurarop 3armpoca.
MON$ATTACHMENT_ID BIGINT N nentnduraTop coeanHeHms.
MON$COMPILED_STATEMENT_ID | BIGINT Wnentudurarop 3ampoca.
MON$TRANSACTION_ID BIGINT NnentundrkaTop TpaH3aKIUN.
MON$STATE SMALLINT Cocrostnue 3ampoca:

e 0 — GesgueiicrByromuii (idle),

e 1 — akruBHbIl (active),

e 2 — mpuocranosieHHslit (stalled). To ects 3ampoc
wi Kypcop ":kuBoit", HO B JIaHHBII MOMEHT HE BbI-
nosiHsteTcsi. Harpumep, 9T0 COCTOsIHUE sIBJISIETCSI T1e-
PEPBIBOM MEXKJIY KJIUEHTCKUMU (heTUaMu, T.€. 3aIpoC
CO3/IAJT KypCop, OH elle HeodeTIeH U B JaHHbIA MO-
MeHT derd He Jesaercs (oOpabarbiBaer IpPeIbIILy-
IIYIO TIOPIHIO).

MON$TIMESTAMP TIMESTAMP WITH |/lata m BpeMms cTapTa 3ampoca.
TIME ZONE
MON$SQL_TEXT BLOB TEXT Tekcr 3ampoca Ha s3bike SQL.
MON$STAT_ID INTEGER N nerTndukaTop CTaTUCTUKY.
MON$EXPLAINED_PLAN BLOB TEXT [Lnan 3ampoca B pacmmpenHoit dhopme.
MON$STATEMENT _TIMEQUT INTEGER Taitm-ayr SQL 3ampoca yposasi. Comep:KuT 3HAUYEHUE

TafiM-ayTa, YCTAHOBJIEHHOE Ha yPOBHE COCIUHEHMs/3a-
mpoca, B MIJLTHCEKYHAaX. Kcam TaiiM-ayT He yCTaHOB-
geH — 0.

(paspbiB Tabaunupl)
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A.10 MONSSTATEMENT PARAMETERS

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun maHHBIX

Omnucanue

MON$STATEMENT_TIMER

TIMESTAMP WITH

Bpems ucreuenns taitmepa SQL 3ampoca. Comepzkur

TIME ZONE NULL, ecim taiim-ayT SQL 3ampoca He ycTaHOBIIEH, Wn
ecJI TaiiMep He 3allylleH.
MON$SORTING_FILES_SIZE BIGINT Pasmep BpemeHHBIX (DailyloOB COPTUPOBOK.

A.10  MONSSTATEMENT PARAMETERS

Tabmmma A.11 — [TapameTpsl BBIIOJIHSIEMBIX 3alIPOCOB, BJIOKEHHBIX HPOIEAYD U QyHKIHA

U neurudpukarop Twun maHHbIX Onucauue
CcTOJIOIA
MON$STATEMENT_ID BIGINT W nentudukarop 3ampoca.
MON$CALL_ID BIGINT WNnentudukarop obpamenns.
MON$PARAMETER_NUMBER |SMALLINT Homep nmapamerpa.
MON$PARAMETER_TYPE CHAR(30) Tun mapamerpa.
MON$PARAMETER_VALUE CHAR(1024) 3HadveHne mapamerpa.

A.11 MONSTABLE STATS

Tabmuma A.12 — Craructuka Ha ypOBHE TabJIUIILI

N nentudpukarop Tun gauHbIX Onucanme
cTobna

MON$STAT_ID INTEGER W nentudukarop cTaTuCTUKA.

MON$STAT_GROUP SMALLINT I'pynna crarucruku:
e 0 — Gasa jaHHbIX (database),
e 1 — coenunenue c 6a30ii ganHbIX (connection),
e 2 — rpan3sakius (transaction),
e 3 — zanpoc (statement),
e 4 — BbI30B (call),
e 5 KIIIUPOBAHHLIA  KOMIMJIUPOBAHHBIA  3aIpoc

(compiled statement).
MON$TABLE_NAME CHAR(63) Nnms Tabimrs.
MON$RECORD_STAT_ID INTEGER Ccpuika na MONSRECORD_STATS.

A.12 MONS$TEMP SPACES
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A.13 MONSTEMP _FILES

Tabmuna A.13 — Cegenus 0 BpeMEHHBIX 00bLEKTaX

N aentudukarop Tun mauHbIX Onucaunue
cToJIoIAa

MON$TEMP_SPACE_ID BIGINT W nentudukarop BpeMEHHOTO 0ObEKTA.

MON$TEMP_TYPE SMALLINT Tun Bpemennoro obbexTa:
e 0 - 6ydep zanuceii(record buffer)
e 1 - cisiHne aHHBIX (merge)
e 2 - undo-sior (undo)
e 3 - Bpemenubiii BLOB (blob)
e 4 - coprupoBka (sort)
e 5 - maker (batch)
e ( - maHHBIe MOHMTOPHHTA (monitor)
e 7 - Kkypcop (cursor)

MON$TRANSACTION_ID BIGINT U nentudukarop (HOMEp) TpaH3AKIWN.

MON$CALL_ID BIGINT WNnentudukarop obparienns.

MON$STATEMENT_ID BIGINT W nentudukarop 3ampoca.

MON$TOTAL_SIZE BIGINT O061muit pasMep maMsITH, BbIIEJIEHHBIH JIJIsT BpEMEHHOTO 00b-
eKTa.

MON$CACHED_SIZE BIGINT O06béM omepaTUBHOI TAMSTH, BBIIEJIEHHBIN [1JIs BPEMEHHO-
ro o0ObeKTa.

MON$USED_SIZE BIGINT O06bEM OmepaTUBHON TAMSATH, UCIOJb3YEMbIil BPEMEHHBIM

0O'BEKTOM.

A.13 MONSTEMP FILES

Tabmuna A.14 — CsejieHust 0 BpeMeHHBIX 00beKTaX

U neurudpukarop Twun gaHHbIX Onucaunue
cTOJIOIA

MON$TEMP_SPACE_ID BIGINT N aentudukaTop BpeMEHHOTO 00BHEKTA.

MON$FILE_NAME VARCHAR (255) Nwmsa Bpemennoro daitina B hopmare:
<THIl BpeMeHHOro obbekTa>_att<id
momkoueHNA>_stmt<id sampoca>_<cmywaiiHas CTpora>
Hamnpumep: /tmp/rdb_table_att342316_stmt106_M20SLu

MON$FILE_SIZE BIGINT Pazmep Bpementoro daiina.

A.14 MONSTRANSACTIONS

Tabmuna A.15 — OnucekiBaeT 3amyIeHHbIe Ha BBITOJHEHNE TPaH3aKIIK

N aentudukarop
cToJIOIA

Tun gamHbIX

Onucanue

MON$TRANSACTION_ID

BIGINT

Wnentudukarop (HOMEP) TpaH3AKIUN.

(pa3pbie TabnuLb)
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A.14 MONS$TRANSACTIONS

(pa3pbiB Tabnuupl)

N entudpukarop Tun maHHbIX Onucauue
cToJibna

MON$ATTACHMENT_ID BIGINT WNnentudukarop coenmHeHns.

MON$STATE SMALLINT Cocrosiare TpaH3aKIUU:
e 0 — GezueiicTByIomast (HET OTKPBITHIX 3AIIPOCOB),
e 1 — akruBHas (€CTb OTKPBITHIE 3aIPOCHI).

MON$TIMESTAMP TIMESTAMP WITH |laTa u Bpems CTapTa TPAH3aKITAU.

TIME ZONE

MON$TOP_TRANSACTION INTEGER Bepxuunit mpejien1 ncnoib3yeMblit TpaH3aKIUEHl TUCTUIIBITI-
ka (sweeper) npu npogasuxenun ruobaasaoro OIT. Bcee
TPaH3aKIUKA BBINIE TOTO TOPOra CYUTAIOTCS AKTHBHBIMU.
O6brano on skpuBajieHTer MON$TRANSACTION_ID, HO wc-
nosb3oanue COMMIT RETAINING msim ROLLBACK RETAINING
npuBOAUT K TOoMy, uTO MON$TOP_TRANSACTION ocTaHeTCs
HenmaMeHHBbIM ("3aBucinM") IpU yBeJaMUEHUN HIEHTHDUKA-
TOpa TPAH3AKITUH.

MON$OLDEST_TRANSACTION INTEGER Howmep crapeiimeit 3amaTepecoBannoii rpanzakiuuu — OIT,
Oldest Interesting Transaction.

MON$OLDEST_ACTIVE INTEGER Howmep crapeiimeit aktusnoit tpansakinun — OAT, Oldest
Active Transaction.

MON$ISOLATION_MODE SMALLINT Pexkum (ypoBeHb) U30JIsIIUN:
e 0 — consistency (snapshot table stability),
e 1 — concurrency (snapshot),
e 2 — read committed record version,
e 3 — read committed no record version,
e 4 —read committed read consistency.

MON$LOCK_TIMEOUT SMALLINT Bpems oxunanus:
e 1 — GeckoHeuHOe OXKnanue (wait),
e (0 — Tpamsaxknus no wait,
e JIpyroe 4UHCJIO — BpeMms OXKHJaHUA B ceKyHzax (lock

timeout).

MON$READ_ONLY SMALLINT IIpusnak, sBIseTCs JU TPAH3AKINEH TOJIBKO I {Te-
Hust, read only (3HaueHWe 1) WM JJIst YTEHWs] W 3AINCH,
read-write (3nauenue 0).

MON$AUTO_COMMIT SMALLINT IIpusnak, MCHONB3yeTCsa JIM aBTOMATHIECKOE MOATBEPIKIE-
HUE TpaH3aknuu auto-commit (3Hauenne 1) miam Her (3Ha-
venue 0).

MON$AUTO_UNDO SMALLINT IIpusnak, UCIONMB3yETCsS JIM aBTOMATUYIECKAsT OTMEHA TPaH-
sakuuu auto-undo (3uadenue 1) win Her (3nadenue 0).

MON$STAT_ID INTEGER N nentudukarop cTaTUCTUKA.

e Cp. 305



PyxoBoscTBO ajmunucTpaTopa

A.15 MON$COMPILED STATEMENTS

A.15 MON$COMPILED STATEMENTS

Tabmuma A.16 — Xpanut nHbOPMAIIIO O CKOMITMINPOBAHHBIX 3aIIPOCAX

N aentudukarop crosdiia Twun Onucanne
JTAHHBIX

MON$COMPILED_STATEMENT_ID |BIGINT W nentudukarop 3ampoca.
MON$SQL_TEXT BLOB TexcT 3ampoca, eciu OH JOCTYIIEH.
MON$EXPLAINED_PLAN BLOB Pacmupennsrit mian 3ampoca.
MON$O0BJECT_NAME CHAR(63) Nwms oobexTa PSQL.
MON$OBJECT_TYPE SMALLINT Tun oobexkra PSQL.
MON$PACKAGE_NAME CHAR(63) Nwmsa nmakera obbexkta PSQL.
MON$STAT_ID INTEGER W nenTudukaTop CTaTUCTUKA.
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IIpumoxenne B IlceBaoTabauiibl 6€30MaCHOCTH

[Ipnnoxkenne b IlceBoradnipl 6e30macHOCTH

IIcesmorabauiisr Ge3omacuoctu nMeioT npedukce nvenn SEC$. Oum oTrobparkaroT JaHHbIE U3 TEKYIIei
6&3])1 JaHHDbIX 6e3OHaCHOCTI/I. STI/I Ta6.HI/ILH)I ABJIAIOTCA BUPTYaJIbHBIMUA B TOM CMBbICJI€, ITO JIO O6paHleHI/IH K
HUM CO CTOPOHBI II0JIb30BaTe/Isl, HUKAKUX JAHHBIX B HUX He 3amucano. OHU 3aI10THSIOTCS JJAHHBIMU TOJIBKO B
MOMEHT 3a1poca mmojb3oBaresis. [Ipu aTom onucanust 3tux Tabur B 6a3e JaHHBIX IPUCYTCTBYIOT IOCTOSTHHO.
B sTom cmbicste aTi miceBmoTabmIel TOM00HBI TabaumaM cemeitcTa MON$, MCITOIB3yeMbIX [IJIsT MOHHTOPUHTA
cepsepa.

Tonmbrit mocTyn Ko Beeil nHMOpPMAIUH, MIpeIocTaBIseMoil Tabaunamu 6e3onacHoctu, nmeor SYSDBA u
BJtaiester] 6a3bl JaHHBIX. OOBIYHBIE TOJIB30BATEN OTPAHUYIEHBI HHpOPMAIel 0 caMux cebe, IPyTrue MoJb-
30BATE/IM HEBUAUMBI JIJIsI HUX.

O1u GYHKIME BO MHOTOM 3aBUCAT OT IIATHHA YIIPABJIEHUS MOJIb30BaTesiMu. Vmelite B BUIY, 9TO
HEKOTOPBIE OIITNYA UTHOPUPYIOTCS IIPU UCIIOJIB30BAHUHN YCTAPEBIIETO IJIATUTHA YIIPABJIEHUS
[I0JIb30BATEJISIMMU.

Cruncox mceBaoTab nIL IpeacTasied B Tabaumne b.1.

Tabmuma b.1 — Craucox mcepmorabiurr «Pen Basa lanubix»

Tabauma Copep>kaHue
SEC$DB_CREATORS Crucok noJibzoBareieil, nmeromux npusmieruto CREATE DATABASE.
SEC$GLOBAL_AUTH_MAPPING Caejiennst 0 TIOOAJIBHBIX OTOOPAKEHUSIX.
SEC$USERS Crucok moJib3oBaTesieil B TeKyIeil ba3e JaHHbIX Oe30IMacHOCTH.
SEC$USER_ATTRIBUTES CaeJieHusI O JIONOJIHUTEIbHBIX aTpUdyTax I0JIb30BaTe/Iell.
SEC$POLICIES CBesleHNsI O CO3TAHHBIX TOJUTHKAX OE30IaCHOCTH.

B.1 SEC$DB CREATORS

Tabymra XpaHuT CBEJIEHUS O TOJIH30BATEIAX, UMeomuX npuBmiernio CREATE DATABASE.

N aentudukarop crosdiia Tun gauHbIX Ormucanue
SEC$USER CHAR(63) Wmst monb30BaTe st WM POJIH, KOTOPOMY JIAHBI TI0JI-
HOMOYHS Ha CO3MaHne 0a3bl JAHHBIX.
SEC$USER_TYPE SMALLINT Twun monb3oBaTesIs:
e 8 — TI0JIL30BATEJIb;
e 13 — poib.

B.2 SEC$GLOBAL AUTH MAPPING

Tabmra XpaHuT CBEJIEHUS O TJIODATHHBIX OTOOPAKEHUSIX.

N aentudukarop crosdiia Tun gauHbIX Ormucanue

SEC$MAP_NAME CHAR(63) Nmst riobaibHOro 0TobparKeHusl.

(pa3pbie TabnuLb)
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B.3 SECSUSERS

(pa3pbiB Tabnuupl)

N nentudpukarop crosdiia

Tun maHHbBIX

Omnucanue

SEC$MAP_USING CHAR(1) Ssngerca u ayrenrudukanus obmecepsepHoit (S)
i obbranoii (P).
SEC$MAP_PLUGIN CHAR(63) Nms miarnsa ayreHTUGUKAIT, 13 KOTOPOT'O IIPOUC-
XOJIUT OTOOparKEeHMe.
SEC$MAP_DB CHAR(63) Mmsa 6a3bl JaHHBIX, B KOTOPOIl IpOIIia ayTeHTudu-
kanusi. V3 Heé mpoucxoauT orobparkeHue.
SEC$MAP_FROM_TYPE CHAR(63) Tum ob6bekTa, KOTOPDI OyIeT 0TOOparKEH.
SEC$MAP_FROM CHAR (255) Nms 06bekTa, 3 KOToporo OyaeT Ipon3BeieHo 0T00-
paskeHue.
SEC$MAP_TO_TYPE SMALLINT Tun obbekTa, B KOTOPBI OyIeT MpOou3BeIeHO 0TOb-
paxkeHue:
e 0 — USER;
e 1 — ROLE.
SEC$MAP_TO CHAR(63) HaunmenoBanne obbekTa, B KOTOPBI OyIeT Iponu3Be-
JieHO oTobpazkeHne (MMs TOJIb30BATEIIS WK POJIH).
SEC$DESCRIPTION BLOB TEXT KommenTapuii jijist oTobpaskeHus.

B.3 SEC$USERS

Tabauna XpaHuT CIUCOK MOJIb30BaTe el B TeKyIeil 0a3e JaHHBIX OE30IaCHOCTH.

U neurucdpukarop crosabdia

Tun maHHBIX

Onucanue

SEC$USER_NAME CHAR(63) Nmsa mob3oBaTeS.

SEC$FIRST_NAME VARCHAR (32) N,

SEC$MIDDLE_NAME VARCHAR(32) OryectBo.

SEC$LAST_NAME VARCHAR(32) Damutus.

SEC$ACTIVE BOOLEAN @Jrar aKTUBHOCTH TTOJIL30BATEIS.

SEC$ADMIN BOOLEAN Orpaxkaer, wMeeT JIK I[IOJIb30BATENb  IIPaBa
RDB$ADMIN B 6a3e JaHHBIX OE30IIaCHOCTH.

SEC$DESCRIPTION BLOB TEXT KommenTapuit k mombp30BaTesio.

SEC$PLUGIN CHAR(63) Vmsa mutaruHa yrpaBjeHust MOJIb30BaTEISIMU, C TIOMO-

IO KOTOPOTO OBLI CO3/IaH JAHHBIA [T0/IH30BATEb.

b.4 SECSUSER_ ATTRIBUTES

Tabmuma XpaHuT CBEJEHUS O JOMOJHUTENLHBIX aTPUOyTaxX MOJIb30BaATEe.

W aentudukarop crosoia

Tun gadHbIX

Onucanune

SEC$USER_NAME

CHAR(63)

ma nonb3oBareis.

SEC$KEY

VARCHAR (63)

Nwms aTpubyTa.

(pa3pbiB Tabauupl)
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B.5 SECS$POLICIES

(pa3pbiB Tabnuupl)

N nentudpukarop crosdiia

Tun maHHbBIX

Omnucanue

SEC$VALUE

VARCHAR (255)

Suadenne arpudyTa.

SEC$PLUGIN

CHAR(63)

VmMsa murarusa yrpaBjeHus MOJb30BaTEISIMHU, C TIOMO-
B0 KOTOPOro OBLI CO3/IaH JAHHBIA [T0JIH30BATEb.

B.5 SEC$POLICIES

Tabsmma XpaHuT CBeJIEHUS O CO3IaHHDBIX MOJUTHKAX OE30ITacHOCTH.

N aentudpukarop croséia

Tun maHHBIX

Onucanue

SEC$POLICY_NAME VARCHAR(32) Mg monutuku 6e3onacuoctu. [loauTuka mo ymoJi-
YaHUIO UMeeT 3HaueHue 1ojs paBHoe DEFAULT.
SEC$PSWD_NEED_CHAR INTEGER MuHEMAJIBHO JOMYCTUMOE IUCIO OYKBEHHBIX CHMBO-
JIOB B IIapoJIe.
SEC$PSWD_NEED_DIGIT INTEGER MuHUMAIBHO JOMyCTUMOE YUCIO MUMPOBBIX CUMBO-
JIOB B IIapoJie.
SEC$PSWD_NEED_DIFF_CASE INTEGER HeobxoaumocTs Hammaus B maposie OyKBEHHBIX CHM-
BOJIOB B PA3JIMYHBIX PErUCTPax.
SEC$PSWD_MIN_LEN INTEGER MuHIMAJIBHO JIOIyCTAMAS JIJIMHA [1aPOJIs.
SEC$PSWD_VALID_DAYS INTEGER Cpok aeficTBust TAPOJIA B JTHIX.
SEC$PSWD_UNIQUE_COUNT INTEGER KosmmaecTBo He TOBTOPSIONIUXCS OIS, TAPOJIei.
SEC$PSWD_NEED_SPECIAL INTEGER KommgecTBo crenmnaabHBIX CUMBOJIOB, TPeOyeMbIX B
napoJie. CrenuaabHbBIM CUATAETCS JIFOOOI ITedaTHbII
CHUMBOJI, 38 UCKJIFOUeHuEeM OyKB, Iidp u 1pobebHOTO
CHAMBOJIA.
SEC$MAX_FAILED_COUNT INTEGER MakcuMaJabHOE YHCTO OIMMUOOK MPU MTPOXOXKICHUN
ayTeHTUOUKAIAN.
SEC$AUTH_FACTORS VARCHAR (64) Metoapt ayTeHTHMUKAINT XPAHATCS B BUAIE CTPOKH,
COCTOSIIIEN U3 CUMBOJIOB:
e S: SRP
e L: Legacy (TpaJunuoHHas)
e W: WIN_SSPI (soBepeHHast)
e G: GSS
o C: Certificate
e P: GostPassword
e V: VerifyServer
SEC$MAX_UNUSED_DAYS INTEGER MaxkcumaabHOe BpeMsi HEAKTUBHOCTU YI€THBIX 311~

ceil 110JIb30BaTesd B JIHAX.
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IMpunoxkenne B Cxema LDAP

[Tpunoxkenune B Cxema LDAP
B.1 OpenLDAP
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B.1 OpenLDAP

attributetype ( 1.2.643.2.63.1.1.1
NAME 'rdbPassword'
DESC 'Native RDB password'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.2
NAME 'rdbSecurePassword'
DESC 'Secure RDB password'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.3
NAME 'rdbPasswordAlgorithm'
DESC 'RDB password hashing algorithm'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.4
NAME 'rdbPasswordHistory'
DESC 'RDB password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.5
NAME 'rdbPolicy'

DESC 'User policy in security database'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.6
NAME 'rdbPasswordTime'

DESC 'Date/time of last password change'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.7
NAME 'rdbFailedCount'

DESC 'Count of failed authentication events'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.8
NAME 'rdbAccessTime'
DESC 'Date/time when ends user ban'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

(npopmonxetne Ha cnepytoLeil CTpaHuLe)
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attributetype ( 1.2.643.2.63.1.1.9
NAME 'rdbMlsLevel'
DESC 'Security level'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.10
NAME 'rdbMlsCompartment'
DESC 'User compartment'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.11
NAME 'rdbSrpVerifier'
DESC 'RDB password for SRP protocol'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.12
NAME 'rdbSrpSalt'
DESC 'Salt for SRP'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.13
NAME 'rdbActive'
DESC 'Blocking flag'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.14
NAME 'rdbLegacyHistory'
DESC 'Legacy password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.15
NAME 'rdbSrpHistory'
DESC 'SRP password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.16
NAME 'rdbLegacyPasswordTime'
DESC 'Date/time of last legacy password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.17
NAME 'rdbSrpPasswordTime'
DESC 'Date/time of last SRP password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5

(npoponketne ¢ npeabiAyLei CTpaHMLb)

(npogonkerne Ha cneayroLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)

SINGLE-VALUE )

objectclass ( 1.2.643.2.63.2.1

NAME 'rdbAuth'

SUP top

AUXILIARY

DESC 'RDB authentication data'

MAY ( rdbPassword $ rdbSecurePassword $
rdbPasswordAlgorithm $ rdbPasswordHistory $
rdbPolicy $ rdbPasswordTime $ rdbFailedCount $ rdbAccessTime $
rdbMlsLevel $ rdbMlsCompartment $
rdbSrpVerifier $§ rdbSrpSalt $ rdbActive $
rdbLegacyHistory $ rdbSrpHistory $
rdbLegacyPasswordTime $ rdbSrpPasswordTime
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IIpunoxenne I' Baza nanabix GesonacHoCTH

[Tpunoxenne I'  DBaza mannnix 6e3omacHocTH

Nudopmarust 060 Becex mosib3oBaressx 6a3 ganabix CYB/l «Pen Baza lannubixs xpanurcs B obieit
6a3e JaHHBIX HE30IACHOCTU, KOTOPas PACIIOJIOXKEHA B KOPHEBOI JUPEKTOPHUH KATAJIOra YCTAHOBKH CEPBEpa
u Ha3biBaeTcs securityb.fdb. B sToit 6aze xpaHsTCH apamMeTphl MOJIb30BATEICH CUCTEMBI, CO3JaHHBIX C
[TOMOIIBIO PA3JIMYHBIX [JIATMHOB YIIPABJIEHUS [TOJIH30BATESIMA, TOJTUTUKA OE30IMACHOCTH, XA CTAPHIX a-
poJieit. DTu JAHHBIE PACIIOJIATAIOTCS B CHCTEMHBIX TabJ/IMIAX, KOTOPbIE mpecTaBieHbl B Tabsmre I.1.

Tabsmumna ['1 — Crucok cucremubix Tabiur securityb.fdb

Tabaua Copep>kaHue

PLGSUSERS XpaHuT apamMeTpsl MOJIb30BATENIEN CHCTEMBI, CO3/IAHHBIX C IOMOIIIBIO IIIATTHA
yupasJjieHud 1oJb3osarenaMmu Legacy_UserManager

PLG$SRP XpaHuUT napamMeTpbl OJIb30BaTEel CUCTEMBI, CO3JIAHHBIX C TTOMOIIBIO TIJTArUHA,
YIpaBJICHAA I0JIb30BaTEIAMI Srp

PLG$MF XpaHUT apaMeTphl MOJIB30BATEIEH CHCTEMBI, CO3/IAHHBIX C IIOMOIIBIO TLJIATTHA,
ylIpaBJjieHus 10JIb3oBaTesaMu GostPassword_Manager

PLG$POLICIES XpaHUT TOUTUKH YIETHBIX 3aIUCell MOIb30BaTe el

PLG$PASSWD_HISTORY XpaHuT X311 CTAPBIX TapoJieit

PLG$USER_POLICY XpauuT nHGOPMAIMIO O HA3HAYEHHBIX OJIH30BATEISIM ITOJIUTHKAX

["1 PLGSUSERS

XpaHHUT IapaMeTphl I0JIb30BaTesIell CHCTEMBI, CO3/IaHHBIX € IIOMOINBIO IIJIAIMHA YIPABJIEHUS I10JIb30-
BaressiMu Legacy_UserManager.

NpenTudukarop croadiia

Tun naHHbIX

Onucanue

TEXT SEGMENT 80

PLG$USER_NAME VARCHAR (63) YHUKaJIbHOE MMsI TI0JIb30BaTe st (JIOMHH).
PLG$GROUP_NAME VARCHAR(63) Hazsanue rpymimsr.

PLG$UID INTEGER ID nomnp3oBatess.

PLG$GID INTEGER ID rpymimsbr.

PLG$PASSWD VARBINARY (64) [Tapouis.

PLG$COMMENT BLOB SUB_TYPE KommenTtapmnii.

PLG$FIRST_NAME VARCHAR (32) Nmsa monb3oBaTeis.

PLG$MIDDLE_NAME VARCHAR(32) OT4ecTBO MOJIL30BATEIS.
PLGSLAST_NAME VARCHAR(32) QaMuIHIA TOIH30BATENIS.
PLG$PASSWD_TIME TIMESTAMP JaTa ycTaHOBKU TIApOJIsT

['2 PLGS$SRP
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I3 PLG$MF
N aentudukarop Tun gaHHBIX Ormnucanne
cToJIOIA
PLG$USER_NAME VARCHAR (63) YHUKaJIbHOE UMSI TOIb30BATENs (JIOTHH).
PLG$VERIFIER VARCHAR(128) SamudpoBaHHBI TAPOJID.
PLG$SALT VARCHAR (32) Hexkoropas caydaiinas mocaeqoBaTebHOCTD JJist (Hop-
mupoBanug VERIFIER

PLG$COMMENT BLOB SUB_TYPE Kommenrtapmnii.

TEXT SEGMENT 80
PLG$FIRST VARCHAR (32) Nmsa nmob3oBaTeis.
PLG$MIDDLE VARCHAR (32) OT4ecTBO MOJIL30BATEIIS.
PLG$LAST VARCHAR (32) QaMmis MOTb30BATES.
PLG$ATTRIBUTES BLOB SUB_TYPE ITonp3oBaTeIbCKIE ATPUOYTHI

TEXT SEGMENT 80
PLGSACTIVE BOOLEAN CocrostHrEe TIOTH30BATEIIsT: AKTUBHOE WJIM HEAKTUBHOE
PLG$PASSWD_TIME TIMESTAMP Jara ycTaHOBKHU TIApOJIs

I3 PLG$MF

U neurucdpukarop Twun maHHbIX Onucauue
cTOJIOIA
PLG$USER_NAME VARCHAR(63) YHUKaJIbHOE MMSI TIOJIH30BATENs (JIOTHH).
PLG$HASH_ALG VARCHAR(32) Hazpanue ajsropurma X3mmpoBaHusi. ITOT aJrOpUTM Oyier
HCITOJIF30BAH JIJIsl IPOBEPKU mapoJis. Eciu mose He ykazamo,
TO HCIIOJIb3YETCs CTAPBIN aJrOPUTM XIIMIUPOBAHUS.
PLG$MF_PASSWD VARCHAR (256) X3III TapoJisi MHOTOMAKTOPHOTO TIOJIb30BATEJIS.
PLG$COMMENT BLOB SUB_TYPE Kommenrtapuwuii.
TEXT SEGMENT 80
PLG$FIRST VARCHAR(32) WNmsa momp30BaTE NS,
PLG$MIDDLE VARCHAR(32) OT4ecTBO 1OJIL30BATEJIS.
PLG$LAST VARCHAR(32) PaMuIns MOJIb30BATES
PLG$PASSWD_TIME TIMESTAMP Jlara ycTaHOBKHU TAPOJIs
PLG$ATTRIBUTES BLOB SUB_TYPE ITonp3oBaTebCKIE ATPUOYTHI.
TEXT SEGMENT 80
PLGSACTIVE BOOLEAN CocrostHrEe TIOTH30BATEISA: AKTUBHOE UJIM HEAKTHUBHOE.

["4 PLGSPOLICIES

Wcnonp3syercst [y XpaHeHUs HOJATHK yIETHBIX 3AIMCEN 0Jb30BaTEEH.

N aentudukarop crosoia

Tun gaHHbIX

Onucanue

PLG$POLICY_NAME

VARCHAR(32)

Nma nomutuku Ge3omacHoctu. lomuTtuka mo ymosda-
HUIO UMeeT 3HadeHue 1nojs paBHoe DEFAULT.

(pa3pbie TabnuLbl)
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I5 PLG$PASSWD_ HISTORY

(pa3pbiB Tabnuupl)

Npentudukarop crosbia | Tun gaHHBIX Omnucanue
PLG$PSWD_NEED_CHAR INTEGER MuHIMAIBEHO JOIMYCTUMOE YUCIO OYKBEHHBIX CHMBOJIOB
B I1apoJre.
PLG$PSWD_NEED_DIGIT INTEGER MuHUMAIBHO JOIYCTUMOE YHUCJIO IU(DPPOBBIX CHMBOJIOB
B TapoJie
PLG$PSWD_NEED_DIFF_CASE INTEGER HeobxonumocTs HaMM4us B mapoJsie OyKBEHHBIX CHMBO-
JIOB B PA3JIMYHBIX PETrUCTPAX
PLG$PSWD_MIN_LEN INTEGER MuHIMAJIBHO JOMYCTUMAS JITHHA TTapPOJIs
PLG$PSWD_VALID_DAYS INTEGER Cpok feiicTBust TAPOJIS B JTHSIX.
PLG$PSWD_UNIQUE_COUNT INTEGER KosmmaecTBo He TOBTOPSIIONIUXCS MOAPSI, TapoJieit
PLG$MAX_FAILED_COUNT INTEGER MakcuMabHOE UHCJIO OMMUOOK IIPH  ITPOXOXKICHUH
Ay TeHTU(DUKAIAN.
PLG$AUTH_FACTORS VARCHAR (64) Meromp! ayTeHTH(DUKAIINT XPAHATCST B BUJE CTPOKH, CO-
CTOdAIIEel U3 CUMBOJIOB:
e S: SRP
e L: Legacy (TpasunuoHHas)
e W: WIN_SSPI (yioBepeHHas)
e G: GSS
e C: Certificate
e P: GostPassword
e V: VerifyServer
PLG$MAX_UNUSED_DAYS INTEGER MaxkcumasbHOE BpeMsi HEAKTHBHOCTH YIETHBIX 3aInceil
[IOJIb30BATES B JIHIX.

['5 PLGSPASSWD HISTORY

XPpaHUT X3MIU CTAPBIX TapOJIEii.

W agentudukarop Twun naHHbIX Onucaunne
cTOoJIOIA

PLG$KEY_ID INTEGER CypporaTHbIil TIEPBUYHBIN KJIFOY

PLG$PLUGIN VARCHAR (64) Ilnarun yupaBiieHus MOIB30BATEIAMA

PLGSUSER_NAME VARCHAR (63) Cchutaercst Ha JIOTHH II0JIb30BATEJIsI, OIPeJIeJIEHHbI B CH-
cremuoit Tabaume RDBSUSERS.

PLG$PASSWD VARBINARY (64) ITaposan Legacy

PLG$MF_PASSWD VARCHAR (256) X311 mapostss MHOTO(aKTOPHOTO TIOJIb30BATES

PLG$HASH_ALG VARCHAR (32) HazBanue ajiropurMa X3MIMpOBaHUsi. JTOT aJIrOPUTM OyreT
WCITOJIF30BaH JIjIsl IPOBEPKU mapoJisi. Eciu mose He yKa3aHo,
TO UCHOJIB3YETCS CTAPBIi AJITOPUTM XIMTUPOBAHUS.

PLG$VERIFIER VARCHAR (128) Bamudposannbii naposs (Bepuduxarop) SRP

PLG$SALT VARCHAR(32) Cousib SRP
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I6 PLGSUSER_POLICY

6 PLGSUSER_POLICY

I/IH(bOpMaL[I/IH O HASHAYECHHBIX II0JIb30BaTEJIAM IIOJIUTHKAX.

N agentudukarop Twun maHHbIX Onucaunue
cToJIOIA
PLGSUSER_NAME VARCHAR (63) VHUKaJIbHOE MMSI TI0JB30BaTe sl (JIOIVH )
PLG$POLICY_NAME VARCHAR(32) Nwms monnTuky Ge30macHocTr
PLG$FAILED_COUNT INTEGER YHucsio omuboK MpU MPOXOXKJIEHUN ayTeHTH(DUKAIITT
PLG$ACCESS_TIME TIMESTAMP Bpewmsa mocsie koToporo mosn3oBaTe o Oy1eT pa3pereH J10-
CTyI
PLG$LAST_ONLINE TIMESTAMP Jara mocsemHelt aKTUBHOCTHU TIOJIb30BATEJIS
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