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OyuKIWY mudpPOBaHUS

['nasa 1

OyHKIU N poBaHusd

1.1 OcHoBHBIE TEPMUHBI

Kpunromnposaiigep - BHelnlHee IpOrpaMMHOe 0DecliedeHne, OCyIIeCTBIIsAnee (MYHKIUA XIMUPOBa-
HUsI, TMMMPOBAHUSI, KPUITOTPpa(pUIECKON 3aIuThI.

KpunrormiaruH - 6ub/imoreka, KOTopasi 00ecrieunBaeT B3anMOeCTBIE MEXK LY KPHUIITOIIPOBAIEpOM
U CEPBEPOM WJIM YTIIMTAMU cepBepa. KarkJplii KpUNTOIIATMH TPeIHA3HAYEH JIJI B3aUMOJIEHCTBUS C OIpe-
JEeJIEHHBIM KPHUIITOIIPOBAIEPOM.

1.2 OOmime HACTPONKMT

Hacrpoiiku ykasbiBatorcs B KoHUIyparmonHoM (aiiyie firebird. conf.

CryptoPlugin

[Tapamerp CryptoPlugin ompejesseT UMsI KPUITOILIATNHA, KOTOPHI Oy/IeT HCIOIb30BATHCI CepBe-
pom is B3ammogeiicteus ¢ Kpunrollpo. ITapamerp mmeer crpokossrit tum. [lo ymomganuio ucmoab3yercst
KPHUIITOIIAIMH crypto_api, KOTOPBIA pa3MellleH B KaTajaore plugins.

[ CryptoPlugin = Crypto_API ]

ProviderName

Samaét uMs WIN UACHTH(MUKATODP UCIIOIB3YyEMOTO CEPBEPOM KpunTonpoBaiifepa. Jomken mommepxu-
BaThCA KpunroraruaoM. Ecim 3a1aé1cst mMeHeM ajropuT™Ma ¢ CHMBOJIAMA KUPUJLIUIIBI, OHU JIOJI2KHBI OBITH
ykazanbl B URL-encoding. ITo ymomrganuio ucnosns3yercsa nposaitzep «GOST R 34.10-2012 Signature with
Diffie-Hellman Key Exchange».

[ ProviderName = 81 ]

HashMethod

SajaéT Ha3BaHUE WM UAEHTH(MUKATOP aJrOPUTMa XIIMIMPOBAHUSI, UCIIOJIb3yeMOro cepsepoM. JlozkeH
TIOJJIEPKUBATHCS KPUITOILIArTHOM. Ecin 3a/1aéTcd nMeHeM aJIrOPUTMa ¢ CUMBOJIAMU KUPUJLIAITHI, OHU JTOJIK-
HbI ObITh yKas3aHbl B URL-encoding. [lo yMoJIMaHnio MCIIOJIb3yeTCsl aJirOPUTM XIUIUPOBAHUS, 33/ [aHHBIA B
TOCT P 34.11-2012.

[ HashMethod = 32802 }

SymmetricMethod

Sajaér Ha3zBaHUe WU UIEHTU(MUKATOP AJITOPUTMa CHMMETPUYHOIO MU(POBAHUS, UCIIOJIb3yEMOIrO Cep-
BepoM. JloskeH Mo iepKuBaThcs KpUIToIiarnuoM. Eciin 3a1aéTcst nMeHeM aJIfOPUTMa ¢ CHMBOJIAMU KUPUJI-
JIMIBI, OHU JIOJ2KHBI ObITH yKa3aHbl B URL-encoding. Ilo ymMoI4aHuio HCIIOIB3YETCs aJIFOPUTM UM POBAHUS,
3ajsianabiii B [OCT 28147-89.
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OyuKIWY mudpPOBaHUS
1.3 IIudposanue ceccun

[ SymmetricMethod = 26142 ]

1.2.1 JlocTymnHble aJITOPUTMbI 1 MPOBaiigepbl

Tabaumna 1.1 — ocrynHble aJropuTMbl U IPOBARI€PDI

ID Onucanune
32798 T'OCT P 34.11/34.10-2001
32801 I'OCT P 34.11-2012/34.10-2012 256 6ur
32802 I'OCT P 34.11-2012/34.10-2012 512 6ur
26142 I'OCT 28147-89
75 GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange
80 GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange
81 GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange

1.3 IIIndpoBanme ceccun

s mmdpoBanust ceTeBOro TpaduKa HUCIOJb3yeTcs Iiarud SRP, KOTODBI TeHepupyeT CeKpEeTHBIN
KJIIOY U UCIOJIB3YyeT ero JJjid B3anMONEUCTBUS MEXKy KJINEHTOM U CEePBEPOM.

MMudposanue ceccum ympasisiercs JAByMsI napamerpamu B daiine firebird.conf: WireCrypt u
WireCryptPlugin. Ilepsbiii napamerp BRIOUaeT/orkiodaer mudposanue. Bropoil 3agaer miarud mud-
poBanwus. [lo ymomrganuio sto Arc4 (Alleged RC4) - peanuzanus ajropurma RC4. Eciu ayrenrudukarims
BBITIOJTHSAETCS TIAruHoM SRP, TO UCIOIB3yeTcs KPUITOrpadUIecKnii K09, KOTOPBI feraeT mudpoBaHnmne
ceccun 6e30macHBIM 0e3 HeOOXOMMOCTH OOMeHa KJIF0YaMU MEXKJy CEPBEPOM U KJIMEHTOM SIBHO.

ILnarun Arc4 saeastercss "BcTpoeHHBIM" B KJIMEHTCKYyIO 6ubanoreky fbclient.dll. MoxKHO OJyYUTH
WM HAIMCATH JPYrOi IJIArMH 3aIUThl KAHAJIA [I€PEJIadl JaHHbBIX.

s HACTPORKY IIATMHOB UCIIOIb3yeTcs (aita plugins. conf . Daitn KoMUY PAIIH COCTOUT U3 JIBYX
TUTIOB OJIOKOB:

( ™
Plugin = <uma mmarmea> {

Module = <myTe mo 6mbIMOTERM C IJIATMHOM>
Config = <uMa koHQUTypanum>

}

Config = <uma rompurypamum> {
<gmoy> = <3HaAYEeHUue>

Hampuwmep:

Plugin = Crypto_API {
Module = $(root)/plugins/Crypto_API
Config = Crypto_API_config

}

Config = Crypto_API_config {

(npogonkerne Ha cneaytoLeld CTpaHuLe)
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OyuKIWY mudpPOBaHUS
1.4 Tludposanue 6a3bl JaHHBIX

(npoponketne ¢ npeabiAyLei CTpaHMLb)
TracePlugin = 0
KeyDirectory = $(root)/plugins/Crypto_API/keys
test = 1234

1.4 IlIndpoBanme 6a3bI JaHHBIX

Pen Bbasza JlaHHBIX HpeoCTaBjsieT MeXaHU3M MMIU(POBAHUS JAHHBIX, XPAHSINUXCSI B 0a3e JTaHHBIX.
IMudpyercs: He Best ba3a JaHHBIX, a TOJBKO CTPAHUIIBI C JAHHBIME, WHIIEKCHI U CTPAHUIIBI C OJI00aMU.

Jis mudpoBanus 6a3bl JaHHBIX HEOOXOIUMO TMOJKJIIOYNTE Iiarun mudposanus. Pen Baza Jlanabix
HE MPEeJOCTaBJISIET TaKON IJIATMH, HO €r0 MOXKHO HAIIUCATh CAMOCTOSITEJIbHO WJIM IMOJYYUThb Y CTOPOHHUX
pa3paboTINKOB.

[Ipumep mrarnna mudposanus B examples/dbcrypt He MIPOU3BOAUT PEAIBLHOTO MIU(DPOBAHUS, ITO
IIPOCTO IMPUMEP TOr'0, KaK MOXKHO HaIUCaTh ITOT IIJIATUH.

MIudpoBanue 6a3bl JAHHBIX IPUMEHSIETCS [J1sT N30€XKAHUS JIBYX OCHOBHBIX ITPOOJIEM:
e 9TOOBI IPEIOTBPATUTE YTEUYKY JAHHBIX, €CJIA CepBep 0a3bl JAHHBIX B3JIOMAH,/(DU3MUECKH YKDPAICH;

e korma 0a3a JAHHBIX MOCTAB/SETCS BMECTE C KaKUM-JOO Mpuioxkenunem, T.e xoTb B/l u ecth Ha
PYKax y 3JIOyMBIIIJIEHHUKA, HO OHA 3aIn(pPOoBaHa, a JJaHHbIE MOYXKHO IIOJIyYUTh TOJIBKO Yepes3 Mpu-
JIOZKEHHe.

B mepBoM citytae MOXKHO JI0BEpATDH cepBepy 0a3bl JTAHHBIX, OH HE MOAMMUIIMPOBAH JIJI KPAXKHU K04
) )
[IePEeJIAIOIINXCsl TIIAruHY 0e30IaCHOCTH, TO €CTh TOT KJII0Y He OyJIeT OTIPaBJIEH HA HEIOIXOIAIINN CepBep.

Bo BrOopoMm ciydae cepBep MOKeT ObITH KAKUM-TO OOpa30oM MOJUMDUIIUPOBAH JIsi KPaxKUd KJTIO-
veil (ecsm OHM TEPeNAIOTCs W3 TPWIOXKEHWsI B ILUIATUH dYepe3 KOJ cepBepa) WM JIasKe JaHHBIX (Hampu-
Mep,MoAndUIMPOBAHHBIN cepBep BBIIPY2KaeT OJIOKH JaHHBIX U3 K3IIa, e oHu He 3amudposanbl). [losromy
IUTATWH JOJKEH yOeauThCsi, 9T0 (hailyibl cepBepa, COAEPXKAINNE WCIOJHUMBIA KO, He MOAUMUITPOBAHHI.
IIpuitozkenue mepes; OTIPABKOI KJIIOYA MJIATMHY JOJKHO MOJYYUTh TOATBEPKICHIE TOTMHHOCTY TLJIATTHA
(manpumep, oTpebOBaTH OT HErO MUQMPOBYIO HOJIIUCH).

g sacbdexTuBHOTO paszaencHus mudpPOoBaHUS U JOCTYIa K KUY, IJIardH Mu@pPOBaHUA 0a3bl JaH-
HBIX Da3e/I€H HA JBe JacTH: caMmo mudpoBaHUEe U JepKaTelb CeKpeTHOro kioda. [lnarmn mmdposanus
BBINIOJIHAET MudPOBaHNE TAHHBIX, & IJIATUH JJII XPAHEHUs KJII0Ya OTBEYAeT 3a IPEJOCTABJIEHUEM KJII0Ya
6€e30I1aCHBIM CITIOCOOOM. DTOT ILIATUH MOYKET OBITH HOJIYyYeH U3 IPUJIOYKEHUS] I 3arDyKEH KaKUM-JTH00 JIpy-
ruM criocobom. Jljist onpesesieHus iarnia JiepKaresis CeKPeTHOro Kiroda B (aiijie KoHMUryparun HyKHO
yKasaThb 3Ha4deHue napamerpa KeyHolderPlugin.

MudpoBanme BKIIIOYAETCs CIEAYIONEH KOMAHIOM:

E ALTER DATABASE ENCRYPT WITH <wmsa mmarmuaa> [KEY <uMa ximoua mmdpoBanms>] ]

MTudposanue B hoHOBOM peknMe HAIMHAECTCS CPa3y IOCJe BLIMOJHEeHns oneparopa. Pabora ¢ bazamu
JIAHHBIX HE HAPYIIAETCs BO BpeMs MudpPOBAHUS.

Heobs3aresnproe mpemyioxkenne KEY 1mo3BosisieT mepeiars UMs KJII0Y9a, JJIs [IATMHA MU POBAHUS.

Hemmdpopanne 6a3bl JAHHBIX BBIMOJIHSIETCS CJIEIYONENH KOMaH IOM:

[ ALTER DATABASE DECRYPT ]
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OyuKIWY mudpPOBaHUS
1.4 Tludposanue 6a3bl JaHHBIX

1.4.1 ITIudpoBanue 6a3bl JAHHBIX C UCIIOJb30BaAHUEM IJIATUHA
Crypto_Api

Jna wumcnonp3oBanus 1iarnHa Crypto_Api HykHO yka3aTh "Crypto_Api" B omeparope ALTER
DATABASE u napamerpe kouduryparmu KeyHolderPlugin.

Hnsa mudposanus 6a3bl JaHHBIX I1arnaoM Crypto_Api [0JKeH OBITH JOCTYIEH XOTsd Obl OIUH KJIIO-
4geBoit KoHTeiiHep Kpunrollpo. VMs ncnosib3yemMoro KitodeBoro KOHTeilHepa yKa3blBaeTcs B rapamMerpe KEY
onepaTopa ALTER DATABASE. Eciiu K/II01U€BOI KOHTEHHED 3alllUINEH MapoJieM, TO MPEJIBAPUTEHLHO HY2KHO
106aBUTH ero B (aityi KoHUrypanun mwiarnaa B ¢popmare: <Msa_KoHTelHepa> = <Iapoib>.

st kaxkjoit 6a3bl JIaHHBIX, 3amudpoBaHHON maaruHoM Crypto_Api, co3maercs YHUKAJIbHBIA IIy0-
JguaHelit K04, [lybmaundasle Kiroun xpansrcst B jgupekropun KeyDirectory, ykaszaHHO#l B KoH(bUrypamun
minaruia Crypto_Api B daitne plugins.conf. B kadecrBe mmenu kiiodeBoro daiiza HUCHOIB3YETCA UM
KoveBoro koureitnepa Kpunrollpo, koTopsrit 611 ykasan B mapamerpe KEY. Ilybamdnbie KIIOUM MOXKHO
6e30ITacHO TIepeaBaTh MO JII0OOMY KaHAJIy CBsI3M, TAK KaK OHU 3aIM(PPOBAHbBI U MOTYT OBITH HCIOJIH30-
BaHBI TOJBKO COBMECTHO ¢ OPUTHHAJIBHBIM KJIOYeBBIM KOHTeitHepoM Kpwumrollpo, ucrmosnb3oBaBmmmes npu
mupOBaHUH.

st TIoCIeIyTOIIero UCIoIb30BaHus 3amndpPOBAHHON 0a3bl JAHHBIX B CUCTEME JIOJIXKEH 00s13aTe/IbHO
[IPUCYTCTBOBATH OPUTMHAJBHBIN KitoueBoil KoHTeitHep Kpunrollpo u creHepupoBaHHBIM yHUKAIBHBIN 11y0-
JIMYIHON KJIIOY JIJIsi KOHKpeTHOW 6a3bl mgaHHbIX. JlemundpoBanne 6a3bl JAHHBIX HEBO3MOYKHO IPH HAJIHYAN
TOJIBKO KJIFOYEBOr0 KOHTEWHEPA MJIM TOJIBKO IIyOJUTHOTO KJTIOYA.

Jns nemudpoBanus 6a3bl JAHHBIX UCIIOJIb3yeTCsl KOMAH A

[ ALTER DATABASE DECRYPT ]

Ecau B cucreme mpucyTCTByeT OpUTHHAIBHBIN KIIOUEBON KOHTEHHEP U MyOJMIHBIN K0T JJIsT HCIIOJb-
3yeMoit 6a3bl JAaHHLIX, TO Oa3a JAHHBIX OyIeT paciudpoBaHa U JOCTYIHA 0e3 Kirodeil mudpoBaHus.

Ecau mocite mostaOTO NemudpoBanns 6a3bl JAHHBIX HE YAAJTUTH MPEILIIYIIHN K0T MTH(MPOBAHIST
(daitn mybamarOro Kiroua), TO OH OyJET UCHOJIB30BaH MOBTOPHO HPHU CJEAYIIEM 3anpoce Ha mudpo-
BaHUe 06a3bl JAHHBIX. UTOOBI CreHEPUPOBATH HOBBIM KJIIOU MHN(MPOBAHNS, 00sI3aTEILHO HYXKHO Y/IAJUTH
HCIIOJIb30BABIINICS PaHee U3 JIUPEKTOPUHN (DAMIIOB KITIOUEH.

1.4.2 ITIudpoBanue 6a3bl JAaHHBIX C UCIOJb30BAHUEM ILJIArMHA
RdbCrypt

ILnarun mindposanus RAbCrypt ocHOBaH Ha OTKPBITOH PEATUIAIIH OJI0YHOTO AJITOPUTMA MM POBAHUI
AES-256. RdbCrypt B ucnoJsib3oBanuu Ipoire, yem Crypto_Api, HO MeHee HaJeXKeH, IIOTOMY YTO UCIOJIb3yeT
TOJIBKO OJIUH (hailyl KIIroda.

Jna ncnonpzoBanus RAbCrypt my»kHO ykazarh "RdbCrypt" B omeparope ALTER DATABASE u B ma-
pamerpe konduryparnuu KeyHolderPlugin. Ilocse aToro 3ampoca Oyner crenepuposan daili Kioda B Jiu-
pekTopun, yKazanHnoil B napamerpe KeyHolderPlugin xouduryparnun miaruiHa ¢ IMeHEM KJIIOUa, KOTOPBIT
WCITOJIB30BaH B 3ampoce. Kemm daiin Kiroda y2ke CcyInecTByer, TO OH OyIeT UCIOJIb30BaH, & HE CreHEPUPOBAH
HOBBII1.

Qaitnn kmoua He 00a3aTEIHHO JO/KEH ObITh CIE€HEPUPOBAH IJIATMHOM, €r0 MOXKHO CO3/[aTh HJIM HC-
IOJIb30BaTh J1I000# (daitr, koropserit He npesbimaer 1000 6aiit. Hanpumep, MmoxkHO ncmoms30BaTh key. txt ¢
TekcToM "cekpeTHbIil Kirou".

IIporecc memudpoBanus we ormdaercs or Crypto_Api, KpoMme TOrO 9TO UCIOJIb3YETCS TOJBKO OIMH
daiis Ka04a, KOTOPBIH JI0/I’KEeH MPUCYTCTBOBATh B nupekTpun KeyDirecotry, yka3anHoil B KOHMUryparun
IJ1aruHa.
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OyuKIWY mudpPOBaHUS
1.5 KOHTpOJIb IIEJIOCTHOCTH METaJAHHBIX!

1.5 KoHTposab mes1ocTHOCTHU MeTaJaHHbIX

KoHTpPOJIb 38 1EI0CTHOCTHIO METRIAHHBIX OCYIIECTBJISETCS ¢ IOMONIBIO yTUIUTHL mint (BXOQUT B CO-
craB AucTpubyTHUBA), B OCHOBE KOTODPOW JIEXKUT PACYET U IOCIELYIONAsl IIPOBEPKA X311 KOHTPOJIUPYEMbIX
O00BEKTOB. Y THJINTA IPEIHA3HAYECHA [T M3BJICUYCHUS U XIMUPOBAHNS METATAHHBIX U3 0a3 JAHHBIX, & TAKXKE
JIJIs IPOBEPKU paHee IOJIyYeHHOro XJIIa MeTaJaHHbIX. TakuM 0Opa3oM, aJMUHUCTPATOP MOXKET 3AIUTHUTD
CTPYKTYpY 0a3bl JAHHBIX OT U3MEHEHMUII.

YrununTta mint mo3BosisieT BHIOPATh BCe METAJaHHbIE N3 0a3bl JAHHBIX WM TOJBKO WX YaCTh, O 3a1aH-
HOIT MacKe, X3MUPOBATh UX U COXPAHUTDH B haila. Takke yTUINTa MOYXKET MPOBOJUTH MPOBEPKY TEKYIIETO
COCTOSTHHSI METaJIaHHBIX B 0a3€ IyTeM IIOBTOPHOI BBIOODKU JIAHHBIX W CPAaBHEHUS Pe3yJibTara C PaHee COXpa-
HEHHBIM.

Yrumra nmeer cieayronme KoMaH/Ibl U OIIITUN:

Tabmuna 1.2 — Komasapr u onmuu yTHINTHL mint

KomaHap! 1 onrum Omnucanue
-M (mode) {extract|check} Pexxum paboTbl yTHIATHL.
-o (object) O6beKThI JJIsi U3BJCYEHUsT METAJIAHHBIX (CUCTEMHBIE U OIIPEJIeJICHHBIE

IoJIb30BaTe/IEM, II0 YMOJIYaHUIO - BCG).

-s (system) W3BiiekaTh MeTaIJaHHbIE CUCTEMHBIX O0bEKTOB.

-m (mask) Macka jjist u3Biiedenus Mmetaganabix n3 BJ1.

-d (database) Vs 6a3b1 JaHHBIX, 13 KOTOPO#T Oy/IeT IPOU3BOANTLCS U3BJICUCHIE TaH-
HBIX.

-u (user) Nwms nonw3oBaTests s mogkaovenns K b1

-p (password) IIaposs monb30BaTens s noakaodenus K b1

-C (certificate) Asmnac ceprudukara moJaIb30BaTEI.

-r (repository) XpaHusuine ¢ KaodaMmu mudpoBaHus. JHAYEHNE UTHOPUPYETCsl, eCJIH

yKa3aHa onnud -certificate.

-P (pin) TTaposb 151 3aKPBITOrO KJII0Ua CepTUGMUKATA, TOJTH30BATES.
-R (repository-algorithm) Astroput™ mmdpoBaHust JJIsi XPAHUIUINA KIIOUEH.

-i (signature-file) Qaitn g COXpaHeHI/ISI|HpOBepKI/I X3II1a MeTaJaHHbIX.

-I (sign-algorithm) Hazpanue asropurma mudpoBoit moamucu.

-h (help) OrobpazkaeT Bce ONIUHU mint.

-v (verbose) TloapobubIit BHIBO.

CymecTByIOT jiBa peskuMa paboThl YTHJIUTHI — TeHepalsi KOHTPOJIbHOI CyMMBI (extract) u nmpoBepKa
(check).

Ecan macka mHe 3amaHa, TO BRIOMpAIOTCS BCe MeTaJaHHbIE W3 6a3bl. B Macke MOXKHO HCIOJIH30BATH
CHMBOJI % - 3aMeHsIeT CODOM JII060e KOJIUUECTBO JIOOLIX CUMBOJIOB.

Hanpumep, resepaiiyst MOAOUCH JJIsl BCEX CUCTEMHBIX OObEKTOB,HAYMHAIOMMXC ¢ npedukca RDB$, B
6a3e IaHHBIX security_version:

mint -M extract -m RDB$% -d ../security_version -u sysdba -p masterkey -r
test -R Crypto Pro GOST R 34.10-2012 KC1 CSP -i sign -I AT_SIGNATURE

I Tna paborsl janHoil (yHKIMH HEOOXOMMMO HAJIMYHE KPUIITONPOBaiijiepa M KPUITOIIaruHa (NOCIeHU BXOJUT B IIO-
crasgy CYB/I Pen Baza /lannbix). Kpunronposaiinep peanusyer dyHkunu mudpoBaHus U X3IIMPOBAHUS, 8 KPUIITOIIATUH
IpeoCTaBIIsAeT YHU(DUIMPOBAHHBIN nHTEpdeEiic Mexkay Kpunronposaiinepom u cepsepom CYB/I Pen Baza /lanubix. B kagectse
KpUITONpOBaiiziepa B HacTosAee Bpems ucnonb3yerca Kpunrollpo CSP 4.0
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OyuKIWY mudpPOBaHUS
1.6  KouTpoas menoctHOCTH bailIoB cepsepa’

IIPOBEPKa IIOANUCHU JIJIA 9TUX 00 BLEKTOB:

mint -M check -m RDB$% -d ../security_version -u sysdba -p masterkey -r
test -R Crypto Pro GOST R 34.10-2012 KC1 CSP -i sign -I AT_SIGNATURE
Signature verification complete successfully

1.6 KonTposb 1ejioctHocTH daiiioB cepBepa’

KouTposib 3a 11e710CTHOCTBIO (haiijIoB cepBepa OCYIIECTBIIAETCS ¢ IOMOIIBIO yTUINTLI hashgen (BXoauT B
cocraB AucTpubyTUBA), B OCHOBE KOTOPOIL JIEXKUT PACUET U MOC/IEAYIONIAs IIPOBEPKA X1l 3HAUCHUN KOHTPOJIH-
pPyeMbIX OOBEKTOB. ¥ THJIMTA UCIOJIB3yeT aJrOPUTMbI, IPeIoCTaB/IsieMble Kpurrrornposaiinepom Kpumrollpo.

IIpu cbopke mucTpubyTHBa, IOC/IE TOrO, Kak COPMUPOBAHBI BCE KOMIIOHEHTBI CHCTEMBI, 3aIlyCKAeTCs
yrumTa popmupoBanus xarieit. Oua xsmupyer dailiibl, yKa3aHHbIE B TApAMETPaX, U IOMEIIAET PE3YJIbTaT
B aitsr xameit. Kak mpasumo xamr dopMupyercst it OnHapHBIX aityioB, dailaoB KoHduryparmm, 6a3bl
JIAHHBIX 0€30IIaCHOCTH security_version u T. 1.

[Ipu nuCTaNISAIMN U B IPOIIECCE IKCIIYATAIIMN 8IMIHACTPATOP MOXKET MOIN(MUIINPOBATDH CIIUCOK (aii-
JIOB, MOJJIEXKAIIUX KOHTPOJIIO, U CMEHEePpUPOBATH il HUX (ailil XoIieii-9TajoHoB (HalpuMmep, j100aBUTh K
KOHTposmpyeMbiM daitnam daiin koudurypaun) yruanroii hashgen.

Bkiiouenne pexkmma KOHTPOJIS HETOCTHOCTH (DAMIOB CEPBEPA BBIIOJHAETCH IIyTEM 3aIaHUsS HMEHHU
daitna ¢ xamamu B KoudurypamnuonnoM ¢daitte firebird.conf. msa sToro daitia 3amaercd mapamMeTpoM
HashesFile. Ecin 3a/1aH0 3HadeHne 9TOrO MapaMeTpa, TO KaXKJIbIil pa3 MpH 3aIlyCKe CepBepa U PEryJsspHO B
nporecce paborsl CYB/I B cooTBeTcTBHE cO 3HavYeHneM mnapamerpa IntegrityCheckInterval, mpoucxouT
IpoBepKa HeJocTHOCTH bailioB cepsepa (TosibKo daiiaos Ha BHemHeM Hocuresie). Ilpu arom daii ¢ xamamu
CUUTBIBACTCA OAWH Pa3 IIPU IIePBOIl IIPOBEPKE.

IIpu crapre cepBepa, mocjae TOro, KAaK WHUITUAJIU3UPYETCS KPUITOIPOBAIIED, TPOU3BOIUTCS CIUTHIBA-
HEe copepkuMoro daira ¢ xsmamu. Jlasee, 1ist KarXK7I0ro MOJKOHTPOJIBHOIO (hailyia reHepupyeTcst X3II ¢
OIIpe/IeJIEHHBIM J1J1s1 HEr'o aJITOPUTMOM U CBEPsIeTCsd € ITAJOHHBIM 3HAYEHUEM X3IIa.

Daiis x31reit JOKEH COIEPKATH CTPOKU BUIA:

[ <xam>: <aJ'II‘OpI/I'I'M XSH.II/IPOBaHI/I5[> : <uMs Q)a.I‘;IJ'Ia> : <omume> J

T'ne <ommums> npuunMaeT 3HadeHus S u M i daitja HA BHEITHEM HOCHTE/E U B ONEPATUBHON MAMSITH
COOTBETCTBEHHO.

Ecin kakoit-mubo n3 x31meit He coBIaJI, COOTBETCTBYIONUi (hait He HAIeH MM TPOU3OIIIa OMMNOKa
IIpU IIPOBEPKE, CEPBEP JIeJIaeT COOTBETCTBYIOIIYIO 3amuch B firebird.log u 3aBepiraer padory. B 3aBucumo-
CTH OT IapaMerpa KOH(QUTYpPaIun IntegrityShutdownAttempts cepBep coBeplIaeT HECKOJIBLKO (I/I.HI/I Honb)
MIOTIBITOK ITPEKPATUTH CBOIO PabOTy 0Ge30macHbIMU CpejicTBaMu. Kcu cepBep He YIAJIOCh BBIKJIIOUATH IIOCJIE
3a/IAHHOTO KOJIMYECTBA TOIBITOK, TO BBITOIHsAeTCs (byHKkius exit (FINI_ERROR) ;.

Q®opwmar 3aIycKa yTHJIATH hashgen mMmeeT cireayionuit BU;

[ hashgen generate {-S|-M <PID>} <anroputM xsmmpoBaHus> <paihnl> [<paitn2>] ... ]

Bxozible mapaMeTpsl yTHINTHL — UMl XIIMUPyeMoro (aiiiia, alropuT™ X3IIHPOBAHNS U KJII0YN -S (Han
--storage) u -M (W --memory) myis reHepanun xdmeil daiia Ha BHEITHEM HOCHUTENE W B ONEPATHBHOI
IaMATU COOTBETCTBEHHO.

B uwactHOCTH, omitns -M mpuMeHsieTcs JJisT BCeX OMOJIMOTEK M UCIOJHAEMBIX (aityioB, MO/IIepsKIBAIO-
muxX BepuUKAIMIO ONEPATUBHON aMsTH IIpolecca. B KadecTBe mHMOpPMAaIINN, IOIJIEXKAIIEH XIIMTUPOBAHUIIO,

2 JTist paGoThl MaHHON (DYHKIUM HEOGXOMMMO HAJIMYHe KPUIITONpOBaiiiepa W KPUITOIIaruHa (MOCTeHui BXOJUT B IIO-
crasgy CYB/I Pen Baza /lannbix). Kpunronposaiinep peanusyer dyHkunu mudpoBaHus U X3IIMPOBAHUS, 8 KPUIITOIIATUH
IpeoCTaBIIsAeT YHU(DUIMPOBAHHBIN nHTEpdeEiic Mexkay Kpunronposaiinepom u cepsepom CYB/I Pen Baza /lanubix. B kagectse
KpUITONpOBaiiziepa B HacTosAee Bpems ucnonb3yerca Kpunrollpo CSP 4.0
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Oyukuun nudpoBaHu
1.6 KonTposs nenoctaoctu daitios cepsepa’ & 2

BBICTYIIaeT 0Opa3 ucrojHsieMoro ¢aitia uan oubsmoreku B PE-dopmare mis Windows u B ELF-dopmare
aist Linux. XsmmmpyroTes ceKnpm obpasa, n3MeHeHre KOTOPBIX He IpeaycMoTpeHo. Huke mpescraBier 0600-
IEHHBIA CITMCOK, HEKOTOPBIE W3 CEKITNil B KOTOPOM CIIEIM(PUIHBI TOJIHKO /I KOHKPETHOTO (POPMATA:

1. cekmus Koma;

2. CeKIs KOHCTAHTHBIX JIAHHBIX;
3. CceKIuU IKCIOPTa,/UMIIOPTA;

4. CeKIUs PecypcoB.

Taxzke 3T0it yTI/IJII/ITOﬁ MO2KHO ITPOU3BOJUTH IIPOBEPKY paHeEe CO3JaHHBIX XIIIIE:

[ hashgen check [-P <PID>] <paitnl> [<paitn2>] ... ]

B kadecTBe ocHOBHOTO mapameTpa BBICTYIAIOT UMeHa (hailIoB, COMEPAKAIIME XIIIIH.

Ecsiu x31m1 6b11 crenepupoBan Jjid daitia B namaru (T.e. ¢ onnueit -M <PID>), TO Ipu IPOBEPKe HYKHO
yKa3bBaTh K04 -P <PID>. Muade mpoBepka He OyJEeT BBINOJHEHA, HO YTHIATA COOOIIUT 0O YCIEITHOM
3aBEPIIEHUN.

IIpumep:

lenepanust kouTposibHOH cyMMbl ajropurMom I'OCT P 34.11-2012 g daira security_version u
coxpanenue B dailn test.sign:
hashgen generate -S 32802 ../security_version>test.sign
IIpumep renepanuy xsma U3 ONEPATHUBHON IaMSITH:
hashgen generate -M 1234 32802 rdbserver.exe > test.sign

IIposepka xareii:

hashgen check test.sign
../security_version: Success

Konrponbnas cymma B daitse test.sign coBunamaer ¢ KOHTPOJIBHON cyMMOIl ncxomHoro daitia.
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OyuKIWY mudpPOBaHUS

['naBa 2

Hactpoiika Kpunrollpo (Ha mpumepe
Bepcuu 4.0)

2.1 Hactpoiika B oneparmonnoii cucreme Windows

2.1.1 OO61iIme HACTPOMKHU
1. Ckauaiire muctpudbyrus Kpunrollpo ¢ odurnuasnproro caiita KpuntolIPO B pasjese 3arpyska.
JlocTyIl K CKAaYMBAHUIO ODECIIEUNBAELTCSI [TOC/IE PETMCTPAINN Ha CaiiTe.
2. Ycranosure Kpumnrollpo.

3. Hacrpoiite npoBaiinep depes [lamens ynpasienus->Kpunrollpo CSP. Ha Briasnke Aszopummot
HACTPAMBAIOTCS MAPAMETPHI [JIsl KPUIITOPOBaiiaepa (pucyHox ).

[ Kpwnrolpo CSP et
Obuwme DbopynoBaHWe CepBMc LononHKTENEHD
AnropuTHMbl BezonacHoCTE Winlogon HacTpofitm TLS

MNapaMeTpel anropuTHMOB

BribepuTe TN CSP;
GOST R 34, 10-2012 (256) Signature with Diffie-Hellman Key Exch

MapameTpel anropuTHa WbpPoBaHWA:
MOCT 28147-89, napameTpel wihposaHua TH26 2

MapaMeTpel ANropMTME NOANAoA:

MOCT P 34,10 256 GUT, NapaMeTPbl Mo YMOMHEHUD

MapameTpel anroprTha Quddm-XennmaHa:
MICT P 34, 10 256 GKMT, NapaMeTpel 0OMEHE MO yMo)

OTMeHa MpUMEHUTE

Pucynox 2.1 — Hacrpoiika ajaroputMon

o Haszpanme xpunromposaiiepa — GOST R 34.10-2012 Signature with Diffie_Hellman Key

Crp. 10
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OyuKIWY mudpPOBaHUS
2.1 Hacrpoiika B oneparmontoit cucreme Windows

Exchange. Vcmosb3yercsa B napamerpe ProviderName daiina xkoudurypamnun firebird. conf;

e [lapamerpsn! asropuT™ma M pPOBaHs — Ha3BaHNIE AJATOPUTMA MUMPOBAHUS 0 yMoTdanmio. Vc-
rosp3yercsd B napaMmerpe SymmetricMethod daitna kondurypamun firebird. conf;

e [lapamerpsl ajropurma moanucu — HazBauue agropurma DI mo ymosrdanuio, aHAIOTUIHO HC-
noJib3oBanue 1cespaonnMa AT_SIGNATURE kKak 3HadeHue napamMerpa Jijid yTUAATH mint;

e [Tapamerpnr anropurma JIuddu-Xenmana — HazBaHue aJropuTM™Ma, KOTOPBIA OyIeT HCIOIB30-
BATHCA 1O YMOJYAHUIO JJIsI OOMeHa CECCHOHHBIMU KJIIOYaMU, aHAJIOIMYIHO HCIIOJIb30BAHUIO TICEB-
noHnMa AT_KEYEXCHANGE kKak 3HaueHMe IlapaMmeTpa JJisl yTUJIUTHL mint.

2.1.2 Co3panme KOHTEITHEPOB C 3aKPBLITHIMU KJIIOYaMU

CeccroHHbBIE KJIFOYM NeHEPUPYIOTCS ILIAIMHOM aBTOMATUYECKH Ha BpeMsi ceccun. JIjist GoJiee HGe301macHo-
ro oOMeHa UMY U ayTeHTU(PUKAIMY C MCIIOJIb30BAHUEM CEePTU(DUKATA YKeJIATEJIbHO UCIIOIH30BATh CEKPETHBIE
KJIIOYH, KOTOPBIE XPAHATCS B KOHTEHHEpaX.

1. KOHTefIHepLI COXPaHAITCA Ha CHUTBIBATEJIAX, COOTBETCTBEHHO, HeO6XO,HI/IMO HaCTPOUTH CUYUTBLIBaA-
TeJIX Ha BKJIaJKe O60py,ILOBaHI/Ie.

2. HeO6XO,H‘I/IMO YCTaHOBUTDH OMOJIOrTIeCK Uit JaTUIUK CJIy‘IaI;'IHI)IX quceJl Ha BKJIaJIKe O60pyﬂOBaHI/Ie.

@ Kpuntolpo CSP et

ANropUTMEl BesonatHoCTh Winlogon HacTpolits TLS
Obume ObopyaosaHue Cepeuc JononHuTensHo

CHATBIBETENM 33KPbIThIX HITHOHER

!
Q [l ¥npaeneHwe cUNTHIBATENAMK >

CuyMTRIBaTENM

"""" ¥CTaHOBNEHE! CNed YHIWKME CHUTRIBSTENM:

@ Bre CUMThIBaTENM CMADT-KAPT

Bre ChemMHblE AWCKH

THnel Kk
IF PeecTp

AobaenTh... ¥oanuTb CeOWMCTES

omers
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2.1 Hacrpoiika B oneparmontoit cucreme Windows

L

@ Kpuntolpo C >

ANropuTHBl BesonacHoCTE Winlogon HacTpoitki TLS

Obume OBopyaosaHue Cepsic JononHKUTensHo

CYUTEIBEATENN 33KPLITLIX KIHOYER

% MozBonAeT AoBaEUTE MK YOanuTe CHMTEIEATENK

[1 ¥npaeneHWe 4aTUMKaMn CAYYaRHE YWCEn ot

OaTuiki cnyyalidelx YMcen

THNEI KK

fi
-

NobaBnTh. .. YAanMTb CEONCTES

OTmeqa MpHMEHKMTE

3. Ilns reHepumpoBaHHMsS CEKPETHBIX KJIIOYefl MOXKHO BOCIIOJIB30BaThes cpejictBoM Kpumrrollpo
<raTamor_ycTanoBku_Kpunrollpo>\csptest . exe:

csptest -keyset -provtype 81 -newkeyset -container <uma KoHTe#Hepa C
CEKPETHHM KJII0YOM>

4. Heobxommmo co3maBarh Kiodn 6€3 mapoJieit, Tak KakK [Py ay TeHTU(DUKAIINN UCIIOIb3YeTCs PEeKUAM
CRYPT_SILENT (urobbl He HapyiiaTh pabory cepBepa(pucyror)).
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OyuKIWY mudpPOBaHUS
2.1 Hacrpoiika B oneparmontoit cucreme Windows

{& Kpuntolpo CSP X
0:09:49
[£k=p 3anaiTe napon ANA COSAABAEMOrO KOHTEMHERE
:l::?i "test_cont",

@ YCTEHOBMTE HOBLIM Napans EM

HoBbiit napons: | | |

MoaTeepxaeHe: | |

OTHEHS MoapobHes =

Pucynok 2.2 — 3ampoc ycTaHOBKH [APOJIst

5. Ilpu cozpmanmm Kir049a ClleLyeT yYUTBHIBATH pa3rpaHUYEHHre JIOCTYIa CPEeId I0JIb30BaTeJei
Windows, To ecTh K104, CO3JAHHBIN OJHUM TOJIH30BATEEM, He OyIeT JOCTyIeH apyromy. Ecam
cepBep paboTaer B PeKUME CJIy:KObI (TO €CTh OT MMEHH CUCTEMHOIO IOJIb30BATENs), TO HEOOXO -
MO, ITOOBI BJIAJIEJIBIIEM KOHTEHHEpa ¢ CEpBEPHBIMU KJIF0UaMU ObLIa, caMa OIepaIlliOHHAs CHCTEMA.
Jj1st 9TOr0 HEOOXOIUMO IIPU CO3JAHUN CEPBEPHOIO KOHTEHEpa yKa3aTh Onnuio -machinekeys:

csptest -keyset -provtype 81 -newkeyset -container <uMa KoHTelHepa>
-machinekeys

6. Kurroun xpansarcs B ciieIyIonieM pa3zese peecrpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID
monb3oBaTend\Keys\<uma koHTeitHepa>

IIpumep co3pganus KJIO4YeBOil ITapbl

csptest -keyset -newkeyset -container test_keyq

CSP (Type:80) v4.0.9014 KC1 Release Ver:4.0.9842 0S:Windows CPU:IA32
FastCode:READY: AVX.

AcquireContext: OK. HCRYPTPROV: 8411672
GetProvParam(PP_NAME) : Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider

Container name: "test_keys"

Signature key is not available.

Attempting to create a signature key...

a signature key created.

Exchange key is not available.

Attempting to create an exchange key...

an exchange key created.

Keys in container:

signature key

exchange key

Extensions:

0ID: 1.2.643.2.2.37.3.9

PrivKey: Not specified - 17.08.2018 19:19:40 (UTC)
0ID: 1.2.643.2.2.37.3.10

PrivKey: Not specified - 17.08.2018 19:19:59 (UTC)
Total: SYS: 0,515 sec USR: 0,359 sec UTC: 121,656 sec
[ErrorCode: 0x00000000]
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OyuKIWY mudpPOBaHUS
2.1 Hacrpoiika B oneparmontoit cucreme Windows

2.1.3 Iloay4yenue ceptudukarTa

s nmonydenns: ceprudpurara B OC Windows ¢ momorpio TectoBoro menrpa Kpunrollpo BeimoHuTE
caenypomue neicreus:

1. Cdopmupyiite 3ampoc Ha mosydeHne cepTuduKaTa ¢ MOMOIIbI0 YTUJIUTHI Cryptcp U ee KOMAaHJIbI
creatrqgst.

-creatrqst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-ex|-sgl|-both]
[-ku|-km] [-cont <mmsa>] [-silent] [-pin <mapoms>|-askpin] [-certusage
<0IDs>] [-der] [-ext <pacumpenwe>] <umsa daiima>

[Ipu reneparuu 3ampoca /st KJIMEHTCKOTO cepTUdUKaTa HEOOXOANMO YKA3aTh 3apaHee CO3TaAHHbBIH
KJIMEHTCKHIT KOHTEHHED ¢ KII04eBoi napoii. Iyt 9Toro ucmoss3yercd omius -nokeygen. Hanpumep:

cryptcp -creatrqst -nokeygen -cont test_keys -provtype 81 -dn
CN=tester test.req

[TogpoGree 0 KOMaHIAX W BXOAHBIX HapaMeTpax ITONH YTHJIATHI CM. PYKOBOJCTBO IO IIPIIIO-
JKEHUIO0 KOMaHHOi cTpoku CryptCP mo asnpecy: http://cryptopro.ru/sites/default/files/
products/cryptcp/cryptcp_5.0.x.pdf.

2. Otkpoiite B 6paysepe cCbUIKYy http://www.cryptopro.ru/certsrv (TecToBbIii YI0CTOBEPSIONIAI
nenrp Kpunrollpo).
3. Haxxmure "Ornpasurs rorosbiii 3ampoc PKCS#10 i PKCS#7 B komguposke Base64"

4. Bcrasbre B mojie "Base-64-mmmdposannbiii 3anpoc ceprudukara’ cogep:kumoe daiisa test.req u
HaxxMmuTe KHOIKy "Boigars".

5. Coxpanure daiir no ccouike "3arpy3urs ceprudurar". Boirpysky ceprudukara HeoOXOIMMO IPO-
BoauTh B popmare Base64.

6. Ycranosure nosydensslil or Y1 ceprudukar B yKa3aHHBIH KII0UEBON KOHTEHHED:
certmgr -inst -store uMy -file certnew.cer -cont test_keys

Takxke B OC Windows BO3MOXKHO TI0JIyYeHIE CePTH(UKATA C IIOMOIIBIO TecTOBOrO IeHTpa Kpurnrollpo
6€e3 CaMOCTOSITEILHOI'O CO3/IAHUSI 3aIIPOCA.

st 3Toro Haxkmure "ChopMupoBaTh KJIFOYHM U OTIIPABUTH 3aIIpoC Ha ceprudukar” u 3al0JIHATE HEKO-
TOpPBIE JIAHHBIE.

Beimanabe  ceprudukarel MoxkHO 1ocMorperh B okHe "Ceprudukarer" (ITyck — KPUIITO-
IMPO—Cepruduxarsi).
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2.2 Hactpoiika B onepanuonnoit cucreme Linux

i "

&5 CepTndmratel El@

@ Dain  Jedcteme Bwag Owkno  Cnpaexa - &
O EEIEETE
_| Kopetb konconu Komy BbigaH . Kem Bbigan
4 EJ Ceprudukate: - TekyLwi noAb308aTe| | Gy oo, CRYPTO-PRO Test Center 2
4 [ Nninoe Tlsysdba CRYPTO-PRO Test Center 2
4 [ Peectp - test_user CRYPTO-PRO Test Center 2
| Ceptndmkatel
- [ JoBepeHHbIE KOPHEBRIE LEHTPEI C
- [ JoBepuTenkHEIE OTHOLIEHWA B Np
» [ MpomexyTodHBIE UEHTPEI CEpTUd
» || O6bekT nonssceatenn Active Dires
> || JoeepeHHbie n3gatenn
> || CepTUgMKaTel, K KOTOPLIM HET 40t
> || CTOpOHHWE KOpPHEBEIE LIEHTPEI CEj
- || JoeeperHeie nnua
- [ Opyrve nonssoearenn
> [ 3anpocel 32aAB0K HE CEPTUgMKAT
> [ | JoeepeHHele KopHEBEIE CEpTUdNE
» EP Ceprudmkatel (NoKansHBIR KOMMBHT
1 | mm | AN 1 3

Apanwnuwe PeecTp cogepsmT 3 cepTRgMEaTOR,

Pucynoxk 2.3 — IIpocmorp ceprudukaros

2.2 Hactpoiika B onepalimoHHoii cucrteme Linux

2.2.1 OOmme HACTPOMKMN

1. ApxuB ¢ nporpaMMHBIM 00ECIIeYeHneM MOXKHO 3arpy3uTh ¢ odurnmansuoro caiita KpunrollPO B
paszesne 3arpyska: linux-ia32.tgz, linux-amd64.tgz.

I Ilo YMOJ/JI9aHUIO IIPU CKaYUBaHUU C caiTa KpI/IHTOHpO BbLIa€TCd JIMIICH3UA Ha TPU MeCAIlla

2. PacmaxkyiiTe apxuB ¥ mepeinTe B paclakKOBaHHYIO MAIKY.

3. YcraHOBUTE OCHOBHBIE ITAKETHIL:

rpm -i lsb-cprocsp-base-X.X.X-X.rpm
rpm -i lsb-cprocsp-rdr-X.X.X-X.rpm
rpm -i lsb-cprocsp-capilite-X.X.X-X.rpm
rpm -i lsb-cprocsp-kcl-X.X.X-X.rpm

Ha OC, ocuoannbix Ha Debian (Debian/Ubuntu) cradana HeoGXOAUMO TOCTABATH (€CJIU HE yCTa-

HOBJIeHBI) TakeThl LSB n3 cocrasa nuctpuyTusa, a Tak:Ke NakeT alien, KOTOPBIH sIBJISIETCSI IIITAT-
HBIM CPEJICTBOM /IjIsl YCTAHOBKHU .Tpm:
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2.2 Hactpoiika B onepanuonnoit cucreme Linux

apt-get install lsb-base alien lsb-core
3aTeM 1pu noMonu alien nocraBuTh HeoOxomuMble makeTsl CSP, Hanmpumep:

alien -kci ./lsb-cprocsp-base-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-rdr-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-capilite-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-kcil-X.X.X-X.rpm

Kpunrollpo ycranasmmBaercs mo mytu /opt/cprocsp.
[To Mepe y10BIETBOPEHUST 3aBUCUMOCTEl, BO3MOYXKHO, ITOTPEOYETCs] YCTAHOBUTD JAPYTHe AKETHI.
4. B Linux nonznepkuBaercst nposaiiiep Crypto-Pro GOST R 34.10-2012 KC1 CSP.

5. Hactpoiire cepBep «Pern Baza /lannbix» na paboTy ¢ KpunrormmarmaoMm. s 3Toro B Kondurypa-
nroHHOM daitite firebird. conf yKa3bIBAIOTCS CJIEAYIONINE TAPAMETPHI:

e CryptoPlugin — ums KpuiTomaruia (3Hadenue 1o ymoadanuio Crypto_API)

e SymmetricMethod — ajiropuTM™, UCHOJIB3yEMBIH Il CAMMETPUIHOTO IudpoBanus. Mox-
HO YKa3bIlBATb HA3BAHWE AaJrOPUTMa WU €ro WIeHTU(MUKATOP B KPUIITOIIPOBaiiIe-
pe (AlgId). Unenrudukarop ajropurMa MOXKHO y3HATh yTuiauTaMu mint u hashgen
upu 3anycke 6e3 napamerpos (mapamerp CryptoPlugin B kKoHdwurypaimonHom daii-
Jie JIoKeH ObITh 3asaH) win yruwmuroir Kpunrollpo csptest ¢ mapamerpamu -enum
-info.Eciau ucrnosb3yercs HEaHTJIO3bIYHbIE HA3BAHUS aJrOPUTMOB, HEOOXOIUMO Iepe-
KOJIMPOBATh WX B 2-X OaiiTHbIN foHmkox, Hampumep [OCT P 34.11-2012 mpumer Bup
%D0%93%D0%9E%D0%A1%D0%A2+%D0%A0+34.11-2012

e HashMethod — Ha3BaHWe Wi UACHTU(DUKATOP ajropurMma x3mupoBanus. Crocod mpei-
CTaBJIcHUs aHaJsiornden SymmetricMethod.

e ProviderName — Ha3BaHMe WM UACHTU(PUKATOP aJrOpUTMa Kpunrornposaiiaepa. Crocobd
IIpeJICTaBICHAsA aHaJiorndeH SymmetricMethod.

2.2.2 Co3zpanmne KoHTeifHepa ¢ 3aKPBbITBIMUA KJIIOYaMU

Vb6enurech, 9TO MOIH30BATENH OIIEPAIIMOHHON CHCTEMbI, OT KOTOPOI'O BBIIOIHSIETCS HOJKIIOUEHNUE,
HMeeT JIOCTATOYHO IpaB Ha dailn .registry_lock.

ITpu wucnonb3oBanuu Kpunrorpadudeckux GyHkuuil (Hanpumep, BO BpeMs MHOrOMAKTOPHOI
ayrearudukaimn) CYBJI moxer nagars BuyTpu 6ubmorekn Kpunrollpo sBepcun 4.0 u Huxe, eciau Ha
daitn /var/opt/cprocsp/tmp/ . registry_lock ycTaHOBJIEHbI HElIPABUIbHBIE IPaBa (BJIaJeser] root, Ha-
upumep). B Takom citydae npu monsiTKe gocryna K aroMy daitry u3 6ubianoreku Kpunrollpo npoucxoaur
ITaJIeHue IIPpUJJIOXKEeHUd, KOTOPOe eé HCIIOJIB3YET. Ta.KI/IM IPUJIO2ZKEHUEM MO2KET 6bITb KJIMEHT (HaHpI/IMep,
ISQL) mam nporiece ceprepa. Ilpu aToM BeIBoAMTCsE O1nOKa "support_mutex_open("registry_lock")
failed:: Permission denied".

1. Punepnr (readers) — ycrpoiicTBa pasmerieHusl KOHTEHHEPOB (ANIIAPATHLIE TOKEHBI, KATAJIOT JIJIs
pasmernenus daiiios). IIpocMOTp HOCTYIHBIX PUIEPOB:

$ csptest -enum -info -type PP_ENUMREADERS | iconv -f cp1251

Puyiep HDIMAGE pa3merniaercst Ha /var/opt/cprocsp/keys/<uMsa momb3oBaTens>/.

2. Nuunwmanusamnus pujgepa HDIMAGE (nozg IpaBaMu root):

cpconfig -hardware reader -add HDIMAGE store
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3. CozmaauM KOHTelHep ¢ uMeHeM test B JiokajbHOM puiepe HDIMAGE:

$ csptest -keyset -provtype 81 -newkeyset -cont '\\.\HDIMAGE\test'

[Ipu ycranosienHOM makere cprocsp-rdr-gui-gtk Oymer mokazano rpadudeckoe OKHO, TIe TIpejl-
JIOZKAT [ABUTATh KypCOPOM MbImu. Ecian Takoil makeT He yCTAHOBJIEH, OYIeT MPEeJJIOKEHO BBECTH
JII00bIe CUMBOJIBI ¢ KiIaBHaTyphl. 1locsie mokasa okHa OyeT IpesjioyKeHO YKa3aTh I1apoJib Ha KOH-
TefiHep (MOXKHO yKa3aTh MYCTOH, TOIJ@ MApOJb 3alpAIINBATHCS HE OyJeT) W CHOBA NPEJJIONKAT
JIBUTATh KyPCOPOM MBIIIIH.

CSP (Type:81) v4.0.9006 KC1 Release Ver:4.0.9708 0S:Linux CPU:AMD64
FastCode:READY:AVX.
AcquireContext: OK. HCRYPTPROV: 6679219
GetProvParam(PP_NAME) : Crypto-Pro GOST R 34.10-2012 KC1 CSP
Container name: "card"
Signature key is not available.
Attempting to create a signature key...

signature key created.

Exchange key is not available.

Attempting to create an exchange key...

an exchange key created.

Keys in container:

signature key

exchange key

Extensions:

0ID: 1.2.643.2.2.37.3.9

0ID: 1.2.643.2.2.37.3.10

Total: SYS: 0,030 sec USR: 0,160 sec UTC: 22,910 sec
[ErrorCode: 0x00000000]

4. Kimoun B Linux xpansitcst B /var/opt/cprocsp/keys/<uMsa monb3oBaTelns>/<uMa KOHTeiHepa>

5. IIpocMOTp IOCTYNIHBIX KOHTEIHEPOB:
$ csptest -keyset -enum_cont -fqcn -verifyc
6. Ynajenue KOHTeHEpa:

$ csptest -keyset -deletekeyset -cont '\\.\HDIMAGE\test'

2.2.3 Co3zpanne ceprudnkara

s nosyuenus ceprudukara B OC Linux ¢ momoripio TecroBoro nenrpa Kpunrollpo BeimosHuTe
CcIeyome NeiicTBUL:
1. Cdopmupyiite 3amnpoc Ha mosydeHne cepTudUKaTa ¢ MOMOINbI0 YTUIUTHI Cryptcp U ee KOMaHJIbI
creatrqgst.

-creatrqst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-ex|-sgl|-both]
[-kul-km] [-cont <mms>] [-silent] [-pin <maposs>|-askpin] [-certusage
<0IDs>] [-der] [-ext <pacumpenme>] <umsa daiima>

[Ipu reneparuu 3ampoca Jijist KJIMEHTCKOTO cepTudUKaTa HEOOXOANMO YKA3aTh 3apaHee CO3TaHHbIM
KJIMEHTCKHIT KOHTEWHED ¢ KIi04ueBoit napoit. s sroro ucnoss3yercs onmus -nokeygen. Konreitnep
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N

MOXKeT ObITh yKasaH 0e3 crernudpukaropa HDIMAGE. Hanpumep:

opt/cprocsp/bin/ia32/cryptcp -creatrqst -nokeygen -cont
"\\.\HDIMAGE\test' -provtype 81 -dn 'CN=tester' test.req

Konreitnep ¢ K1o49eBoit mapoii, KOTOPBIit HCIOJIB3YeTCs JJIsi TeHEPAIlNN 3alIPoca Ha MOy YeHIe
KJINEHTCKOTO cepTudUKaTa, JOJKEH IPUHAJIE’KATh TOMY 2Ke IIOJIb30BATEJNIO, JJIs KOTOPOI'O
3alPAaINBAETCs CEPTUPUKAT.

ITogpobree 0 KOoMaHJaX M BXOJHBIX IIapaMeTPaxX 3TOH YTHJIUTBI CM. PYKOBOJCTBO IO IIPUJIO-
JKEHUI0 KOMAaHJHON crTpoku CryptCP mo anpecy: https://www.cryptopro.ru/sites/default/
files/products/cryptcp/cryptcp_5.0.x.pdf.

Orkpoiite TecTOBBIN yiaocroBepsitoruii menTp Kpumrollpo.

. Haxwmwure "Oropasurs rorossriit 3anpoc PKCS#10 nin PKCS#7 B xoguposke Base64"

Berasbre B moste "Base-64-mudpoBannbiii 3anpoc ceprudukara cogep:kumoe daiina test.req u
HaxXMmuTe KHOIKY "Boigars".

Coxpanure daiin no cebuike "3arpysurs ceprudukar”. Boirpysky ceprudukara HeOOXOAUMO TPO-
BomuTh B popmare Base64.

He Bce 6payzepsr B OC Linux MOryT HO/IEPKUBATH BBITPY3KY CePTUMUKATOB. DTO 3aBUCUT
OT HACTPOEK CepBepa IeHTpa cepTuhUKAIN.

VcranasiausaeMm, nmosxydennniit or Y1 ceprudukar, B yKa3aHHBIN KIIOYEBO KOHTEHHED:

$ certmgr -inst -store uMy -file certnew.cer -cont '\\.\HDIMAGE\test'

. UTo0BI TOCMOTPETH CEePTUMDUKATHI, BBEIUTE KOMAHILY:

$ certmgr -list

. Urobnl ymaauTh cepruduKar, BBEIUTEe KOMAHILY:

$ certmgr -delete 1
$ certmgr -delete -all
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