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['nasa 1

boicTphbiii cTapT

Jlannoe pyKoOBOZICTBO IpescTaniisieT coboit kpaTkoe BBeaenne B ocaoBbl CYBJI Pen Baza Janubix. Omo
PACCYMTAHO Ha TOJB30BaTesel, KOTOpbie BIepBbie mpucTtymnaioT K padbore ¢ CYB/I. Hacrosimumii goKyMeHT
moMoxkeT ObicTpo Hadarh paborars ¢ CYB/I, co3marh cBo 1epByo 6a3y JAHHBIX U yOpaBJsTh efo. s
6oJtee jreraspHOrO o3HakoMiieHusi ¢ CYBJI obparaiitech K PyKoBO/ICTBY aMUHUCTPATOPA, OIMUCHIBAIOIIEMY
BCEe MHCTPYMEHTBI U TEXHOJIOTUHU JIJIsi IOCTPOeHust U 3(PeKTUBHOrO yIpapjeHus bazamu JaHHbIX Per Basbr
JlaHHbBIX.

1.1 YcranoBka Pen Bbasbr /lanuabix 5.0

Cepsep Pex Basbl Janabix u j1r06ble CO3JaHHBIE BAMU 0a3bl JAHHBIX JIOJI2KHBI HAXOAUTHCS HA YKECTKOM
JucKe, bU3NIECKH MOJKIIUEHHOM K KOMIbIoTEPY (HAa KOTOPOM pafoTaeT ceppep). Bbl He MOxKeTe pacro-
JIAraTh CepBep, Kakue Jinbo ero KOMIIOHEHTBI UJIM KAKyIo-1u00 6a3y JAHHBIX Ha MOAKJIIOYeHHOM (mapped)
nucke, paszesseMoM (share) mucke wiam cereBoii (ailyioBoit cucreme.

Bl MmokeTe cMOHTHPOBaATH 6a3y JIAaHHBIX B pekuMe read-only ¢ CD-ROM, HO BbI He MOXKeETE 3aIyCTUTH
cepBep Pen Baswr JlaHHBIX C HEro.

1.1.1 VYcranoBovHble HAOOPHI

Ckauars CYB/I Pen Baza JIaHHBIX MOXKHO Ha ODUIIMAJILHOM CaiiTe.
1.1.2 VYcranoBka cepBepa Pen Bazbir Jlanubix

WNucrpyknuio o nepexoxy ¢ Pen Bazer lamubix 3.0 nwa Pen Basy Hamnsix 5.0 cMm. B rase 2
"Murpamun" PykoBojcrBa aMUHUCTPATODA.

1.1.3 VYcraHOBOYHBIE JUCKU

Cepsep Pen Baszbr /lanubix u Bce 6a3bI TaHHBIX, KOTOPBIE BBl CO3A€TE WX K KOTOPBIM IOIKII0IAETECD,
JIOJI2KHBI HAXOJUTHCS Ha YKECTKOM JUCKe, (PU3UIECKH MTOJIKITIOUEHHOM K XocT-MarnuHe. He crouT pasmeriarh
KOMITOHEHTBI cepBepa Wau 0a3bl JAHHBIX HA O0TOOPasKaeMoM Jucke, o0IeM (hailJloBOM pecypce WU CeTeBOM
daitoBoii cucreme.

Bbl MoKeTe OTKpBITH 6a3y JIAHHBIX TOJILKO JJIsd YTeHust (read-only) ¢ HOCHTEJIsI TOJIBKO JIJIsl YTEHUS,
nanpumep ¢ DVD, HO BBl HE MOXKeTe 3aIyCcTuTh ¢ Hero cepBep Pen Basbr JlaHHbIX.

1.1.4 YcTaHOBOYHbBIIN CKPUIIT WA IIPOrpaMma

Xotst Pen Basy JlaHHBIX MOXKHO YyCTAHOBUATH KOIIMPOBAHMEM WMJIM PACIIAKOBKO eé dailjioB 3 apxuba,
HACTOSITEJILHO PEKOMEH LyeTCsl UCIIOJIb30BATh PACIPOCTPAHAEMbIH MHCTAJLIATOD ( . exe myis Windows, .bin jis
Linux), ocobenno eciiu Bol ycranasiausaere Pen Basy lanubix B iepsbiit pas. cnosnsemprii dbaiin ycraHoBKu
g Windows m cuenapmii ajia pas3iandHblx POSIX-mimaTdopM BBINOMHAIOT HEKOTOPBIE BaKHBIC 3aJIa9U IO
ycranoBke. [Ipu ycaoBum, 4TO BBI CilefyeTe MHCTPYKIINSAM II0 YCTAHOBKE, [0 3aBEPIINEHUH YCTAHOBKU BaM
HUYETo He HYKHO OYJIeT JiesiaTh, KpoMe KaK BONUTH B CHCTEMY W HAaYaTh PabOTY.
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1.1  Ycranoska Pej Bazbr /lanubix 5.0

1.1.5 ApxurekTtypa cepBepa

Bo Bpemsa wnHCcTasumsnmum Bam  Oymer mnpesioXKeHO BBIOpATh apXUTEKTYpy cepBepa: Classic,
SuperClassic niau SuperServer:

e Classic
— UCIIOJIB3YET OTJIEJbHBIN MPOIECC HA KaXKJI0e MOJIb30BATEIbCKOE COEJINHEHNE;

— KaXK/JIBII MIPOIECC COIEPKUT B cebe Bce UTO HYXKHO 1uist pabOThI ¢ 62301 JaHHBIX: 00JIACTH
MAMSTH JIJIsT METAJAHHBIX, KIIII JJAHHBIX JIJIs MUHUMEI3AIY TOBTOPHBIX dTeHuit u3 daitia
B/l; mamaTs /11t COPTUPOBOK;

— ecau npoucxoaut cboil, Ipyrue COeINHEHns] OCTAIOTCA PADOTOCIOCOOHBIMUY;

— MOJJIEPYKKA MYJIBTUIIPOIIECCOPHOCTU: B MHOTOIpoIreccopubix cucremax OC aBromarmde-
CKU pacIpejiesisieT IPONECChl 110 IPOLECCOPAM /siIpaM.

e Superserver
— OJIMH IIpOIIeCC C 00IIeil 00IaCThIO TAMSTH JIJIsl BCEX II0JIb30BATEJILCKIAX COEMHEHNIA;

— ToJJIepzKKa MYJIBTUIIPOIIECCOPHOCTH: MapaJljiejIbHble 3alIPOCHI I0JIb30BaTeIeil BBITOJIHS-
I0TCA Ha Pa3HbIX AJIpax;

— BO3MOKHBIN COOIf B OHOM ITPOIIECCE PA3OPBET BCE TOIKIIOUCHNUST;
e SuperClassic

— eJUHBIN TTPOTIECC Ha BCEX IOJIB30BaTEse ¢ 00IIel maMsIThIO 1O/, COPTUPOBKM;

ucnoJibdyercs 1y norokos OC jjist 00pabOTKM 3aIIPOCOB OT COeMHEHMI, TAKUM 00pa3oM
KaxKJioe CoejlMHeHre paboTaer B OTIeIbHOM MoToke ympasisgemoM OC, a HeaKTUBHBIE
COEJIMHEHUsI He OT'bEIAI0T PECYPCHI IIOTOKOB;

— KayK/IbIif TOTOK CO CBOUM KXIIEM JAHHBIX U OOJIACTHIO METaIAHHBIX;
— TojiepKKa MyJsibruriporeccopaoctu: moroku OC JIerko pacrnapajiieinBaloTCs;
— BO3MOKHBIIT COOIf B OJTHOM IIPOIECCE PA3OPBET BCE ITOIKJIFOUCHHUS.

Kaxkapiit u3 pexkuMoB crabujieH, ¥ HET MPUYUH IIOJHOCTHIO OT/IAaBaTh IPEIIIOYTEHNEe KAKOMY TO OJI-
womy. Koneuno, y Bac MOryT OBITH CBOM COOCTBEHHBIE KOHKpETHBIE coobpakeHus. Ecian Ber comueBaerecs,
IIPOCTO CJeAyiTe 33 yCTAaHOBKOM 110 ymosrdannio. [1o3ke BbI MOXKeTe M3MEHUTDh ApXUTEKTYPY depe3 daitin KoH-
durypanuu firebird.conf (napamerp ServerMode), 4ro norpebyer nepe3arpy3ku, HO He [eDEyCTAHOBKU.
Pexkum cepBepa MoxKeT OBITH Jaxke HACTPOEH JIs KarKI0# 0a3bl JTaHHDIX.

1.1.6 ¥YcranoBka Ha Windows

Bamycture ycranoBky CYB/l «Pen Basza lanubixs ¢ momombio ¢aiiyia Red Database-SE-5.x.x.
XX-Windows-XXXX .exe, OIPEJIEJIUB PAa3PsIHOCTh MCIIOJIb3yEeMOI OIEePAIlMOHHON CHCTEMBI.

Nucrannamus Pen Baswr JlaHHBIX OCYIIIECTBIISIETCS € TTIOMOIIHIO CTAHIAPTHONO MACTEPA YCTAHOBKHU TIPO-
rpamMMm. B xojie ycTaHOBKM MacTep cOOMpPaeT BCIO HEOOXOIMMYIO JIJIsi YCTAHOBKU cepBepa MHMOPMAIINIO, IIPo-
U3BOIUT KONUPOBaHUE (DAMJIOB U PETUCTPAIUIO IIPOrPAMMHBIX MOJTyJieil B peectpe Windows.

I st yeranoBku Pen Baszbr Jlanapix 5.0 HEOOXOAUMBI IpaBa aMUHUCTPATOPA.

BbI6epI/ITe A3bIK YCTaHOBKH. HpeﬂyCMOTpeHa YCTaHOBKa Ha PYCCKOM K AHTJIMICKOM A3bIKaX.
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1.1  VYcramoska Pen Baser Jlanawix 5.0

# Llanguage Sele.. — O x

Please select the installation language

QK Cancel

Pucynox 1.1 — Breibop si3bika

# Yeranoska - x # Yeranoske - X
Yeranonwa - Red Database 5.1.0-SNAPSHOT.50 Niuenzuonnoe cornawenme ]
Zobpe . Red Database (7] P— MpouTHTE CTEAyUUIEE MLEHSHORHOE COrnaLIENNE.
5.1.0-SNAPSHOT.50. Bt AOTKHot MPHHATE €10 YCIOBUR A3 NPOACAKEHA UHCTRA AL
Red Database 370 woLLas, b1 xpoccs COTTRTERVE ~
el

(manze - ) P

|OBmecr2o © orpamrsemucit orzercrsemsocTsm «Pen Coprw (manee — «DEJ CO4T») apemocrasases Bam

mpasa na sporpaar vamm (senes -
«sis), cmpeemenssn: = Cormsmemmt
|eopua Cornsmemia npusnases mamnexamei: = Toft cremem, 3 oTopol saxoHozazenoTEo Doceiecit
|seneparsns monyexser sawmpusiie noroscpa o nspenaue Gpas Ha Menon3oBaEMe Jporpast ona SEM 3
|[vipomessom nopszxe (m.5 cr.128€ wacms 4 TH P#) . Cornamesie IeficTswrensxo, =cmr Bu A=iserecs
|frizsraeciIng JUTH DPMIMECKINM TIMUOM, KOTOPOe APHOEDENO NPaEOMEpHO EEeNSHHWe B rpaxxaxcidi oBopor
EEN COST wms o eo cormecis Tperemar mamam: sxa mporpam: ans SEM, onpemensmm 2
|cornamemas. B srom cmyise Bs n EE] COST meanerecs mamnezamas: cropowass Cornememin (manee —
[reS—
|snkcron sarpvaior wms verasopiar & mare sEM 1 ool TPvTOl somes 2
Be1 Apurumacre ycnosna @ (A npumniara ycnosu

? @) DT o e G
<Hazea | [ [lanee> Ommena < Hasag Danee> Oruera

Puc. 1.2 — IlpuBercTBeHHOE OKHO YCTAHOBKU Puc. 1.3 — Jlunensuonnoe corsaireHne
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1.1  Ycranoska Pej Bazbr /lanubix 5.0

# ¥cTaHoeka — »
¥cranoexa - Red Database 5.1.0-SNAPSHOT.50
JoBpo noxanoeate 8 wHcTannatop Red Database (Mpomeiwnenyan pejakumna)
[ | ] 5.1.0-SNAPSHOT.50.
-REDSOFT Red Database 370 MOLLHARA, BEICOKONPOWIE0ANTENEHEA PEAALMOHHAA KpoccnnatdopMeHHan
CY¥BA
< Hazag Otmena
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1.1  Ycranoska Pej Bazbr /lanubix 5.0

# ¥cTaHoeka — »

HHLIEHSHOHHOE CornaweHe .

|_||‘JD|-ITI.‘|TE CAEqyLLIEE NMLEHINOHHOE COrnaLleHne.
Bel ACM#HEl NPWHATE Erd YCAOBEWA 4NA Npodcn#sedHnA MHCTANAALKMA.

JHMIEHSHCOHHOE COTJANEHE ]
HEIC'IC.FEI]:EE JHMIeHSMOHHOE COoT'JIameHMe ': Oanee — wCormamesmes :I ocOpenellAeT FCIOBMA, Ha HOTOPEDD
OFmecTEC © OTpaMMYeHHON OTESTCTEeHHOCTRD #«Pen Codrs (mamee — «PEL C04Tw) npenocTasnder Bawm

HEMCHIIENMMTENEHES NIPaEa Ha MCOONEIC0ESHME OROTRaMM ONA SMeRTPOHHEN ENMMCOMMTENRHEN MalMH |(Oanses —
«SBM» ), onpemensHHEEY = CODNameHMM.

fopma CoOrMameHMA OpMIHaeToAd HaOleXamel = ToOM CTeOeHM, = HOTOROH SancHOoOaTenscT=Eo Poocolgicmoi
fegepalisd OONYCHAET IaRIDY¥eHHMe OOTOBOPa O Nepefade NPpaE Ha MCOONBIOEaHME Nporpada nonAa SBM =
YOpOomeHHoM nopAaoxe (.5 cr.l283§ wactn 4 TH P#) . Cornmamesie OefICTEMTENsHO, eCiDi Du A=IAeTecCh
fHIMHecEID MM DRMIIYeCHMM JIMI0M, EOTOpoe Npnobfpenc NpasoMepHO EEeleHHme B PpaxaaHcrrdl oBopor
FEN COfT mnM1 © B8P0 COTNACHA TRETEMMM JIMIIAMM SESEMINAPH OpoTpams oA SBM, onpememensmx =
Cormamesrnot. B srom cmay4wae Ba 1 FEN C02T AEnAerTeck HANNeEANNMMd CTOpOoHawd CormameHMA (Dansee —
«CrmopoHED | .

$LETOM SATDYVIEM WD VCIAHCERM B [AMATE SBEM. EOCHPCHMSBENEHMA WIM JEECH IDYTCH $0DMH e

Bbl NpMHWMAETE YCAOBMS (®) | A npuHUMatD YCNOBMA COrNaLLEHNS;

?
MULEHINOHHOMD COMNALEHNAT () § He NpUHNMAD YCNOBMA COMNAaLIEHINA

< Hazag Hanee = Otmena

Bribepure apxuTekTypy cepsepa:

& Yeranoska - X & Yeranoska - X

Buibop nym ycranoskm BuiGop apxwTexTypet Cepaepa

Mosanyiicra, ykasuTe, kyaa Gyaer ycranoanena Red Database 5.1.0-SNAPSHOT.50 BiiBepuTe Kenaenyto apXUTEKTypy cepeepa

[C:\Program Files\RedDatabasd (® Super/ ThreadedDedicated

Myrs yerarosku
Basi aanmsic oTkp A M MpoLEccon cepaspa. loAKTIOUEHIA HENOABZYroT SAN Bl
CTpaHMUHLIi KL,

O SuperClassic / ThreadedShared

Bia3bl JaHHBIX OTKPLIBAIOTCA EAMHCTBEHHbIM NPOLECCOM CEPBEP3, HO 3T0 HE NPENATCTEYET GTKPLITHED X ADYFMI
npeueccami. Kaaoe NOAKNIOHEHNE MEET CBOIH CTRPRHNYHBI KWW,

O Classic / MultiProcess

/LA KEKAOTO MOAKIIOHEHIA COIARSTCA OTACNEHBIA NpoUece. Kawaan 6a3a A2HHSIX MOKET G5iTh OTKPEITE HECKOMEKAMN

npoweccamy (sKmouan e Kaxaoe WMEET CBO#i CTPaHMHHENR KL,
<Hessa || fenee> Ommena <Hazea | | fenee> | Omnena
Puc. 1.4 — Breibop karTasiora yCTaHOBKHI Puc. 1.5 — Boeibop apxuTekTypbl cepsepa
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1.1  VYcramoska Pen Baser Jlanawix 5.0

# ¥cTaHoeka — »

Beibop nytk ycranoskK .

Moxcanyicra, ykaxunTe, Kyaa Byaer ycranoeneda Red Database 5.1.0-5SNAPSHOT.50

MyTe ycTaHoBKN C:‘-._F'rctrar'r'l Files\RedDatabaze | [e

< Hazag Hanee = Otmena
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1.1  Ycranoska Pej Bazbr /lanubix 5.0

# ¥cTaHoeka — »

Beibop apxuTerTyphl cepeepa .

BuiGepuTe enaemyro apxUTEKTYpy CEpEEpA

(®) Super / ThreadedDedicated

Bazkl JaHHbX OTKPBIEAHITCA IKCKNKEMEHT EMHCTEEHHBIM NPOLECcomM cepBepa. MoAKNHIYEHHA MCNOAEIYHOT E4MHEIA
CTRAHWYHBIRA K3LL,

() SuperClassic / ThreadedShared

Bazbl JdHHBIX OTKQBIBAHOTCA EAMHCTEEHHBIM NPOUECCOM CEQBEQDE, HO 3T HE NPENATCTEYET OTKPBITHHD MX 40T
ApoUECccami. KE)K,{I,DE NoAKAHYEHWE WMEET CBON CTFIEHW—IHbII;i K3LL.

i) Classic / MultiProcess

Ana kaxaoro NoARNOYEHMA CO3A3ETCA OTAENBHEIA Npouece, Kaxaan 6a3a 4aHHBIX MOXET BbITe OTKPBITE HECKONBKAMK
npoueccamn (BKN0Yan nokaneHbie nan embedded). Kaxgoe nogentodedne MMEET CBON CTPaHMYHBIN K3LL.

M3navaabHO B cucTeMe CyIIEeCTBYeT TOJBLKO OJUH TOJIH30BATENb — aJIMUHUCTPATOP cepBepa SYSDBA.
DTOT 10JIb30BaTE/b 00JIaAeT OJHBIMU [IPABAME Ha BBINOJIHEHNE BCeX (DYHKIMIA 110 yIIPaBJIEHUIO PaboTOoi
cepBepa u pabore ¢ 6azamu JaHHBIX. B mporecce mHcTasusnun Bac mompocdaT ykasaThb Haposib JaHHOTO
TOJIb30BATEJIS.

JlmmHa 11apoJis MOXKET JOCTUTATh 255 6aiiT, HO U3-3a 0CODEHHOCTE! aJIrOPUTMa XEITMPOBAHNUS, UCIIOJIB3Y-
emoro mwiaruHamu Srp, "sddexkrunas quHa" cocrasisier okosio 20 6ailT, TO3TOMY BBOIUTH [IaPOJIb JIJIMHHEE
9TOrO 3HAYEHUsT OECITOIE3HO. 3aMEeThTe, UYTO €CJIU BbI BBEIAETE TAKOi MapoJib, TO MPHU KaXKIOM HOIKIIOICHNAN
BBI JIOJIZKHBI BBOIUTH €0 B IIOJTHOM 00beMe - OH He cpaboTaeT, eciin obpeskere ero 10 nepBbix 20 CuMBOJIOB.

Macrep yCTAaHOBKH He IIPEJJIAraeT BKIIOYUTh TPaJuInonnyio ayrentudukammio (Legacy_Auth). IIpu-
JIeTCsl HACTPAUBATH €€ BPYUHYIO, ecyiu oHa Heobxommma. FEcim Bac 6GecrmokonT 6e301acHOCTh, TO HE CJEIYeT
WCIOJIB30BATh IUIarnH ayreHTuduKkammu Legacy_Auth min BKJIOYATH €r0 BPEMEHHO, IMOKa OOHOBJISIETE CY-
mecTByonux KjneHTos 10 Pen Baser Jar#aeix 5.0. TpajaunuoHHbIil MeTO COeIMHEHNS] OTIIPABJIAET APOJIU
10 ceTH B He3amudPOBaHHOM BHJE, HE MOIJIEPXKUBAET ITPOTOKOJ MU POBaHUs, a TAKXKe OIDAHUIUBAET I10-
JIE3HYTO JIJIMHY TApOJIs 10 8 OGailT.

IIo oxoH9aHmMIO IIpoIlecca YCTAHOBKHU OyIeT 3allyllleH cepBepHBIil Iporecc rdbserver, KoTopslil byer
3aIlyCKaTbCs aBTOMATUYIECKU Ipu Iepe3arpyske cepsepa. Cepsep Oyier paboTarh Kak CUCTEMHAasl CIIyKoa.

Cepsep MoxkeT paboTaTh U B KadeCTBe NPUJIOXKEHUs (ITO MeHee NPEeINOUTUTENbHBIN BapuaHt). s
3allyCKa UCIIO0JIb3YyHTe CIeyIoNnyl0 KOMaH/y:

rdbserver -a
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Ucnonusiemsrit daitn rdbserver.exe pacioJiozkeH B KOpHEBOM KaTtaJjiore yctaHoBku Pes Basbr JIaHHBIX.
OcraHOBKa BBIIIOJHETCS Yepe3 MKOHKY B cHCTeMHOM Tpee (Shutdown).

Ha odunuanpaom caifte MOXKHO 3arpy3UTh UCXOAHBIE KOJBI CEpBEpa. DTU UCXOAHBIE KOl MOXKHO BIIO-
CJIEJICTBUY UCIOJIB30BATD JJIsI PYYHOU COOPKM M KOMIHJIAINKA OWHAPHBIX (DailioB cepBepa C MOMOIIBIO KO-
MaHJIbI:

builds\win32\run_all.bat

1.1.7 ¥YcranoBka Ha Linux m Unix-nmoJoOHBIX cucTeMax
YcraHOBKa B rpaduyecKoM peKuMe

Qaiinbr Pen Bazer Jannbix 5.0 mocrasisiorcs B Buje dbunapHoro makera. IIpu 3amycke ero u3 joboit
rpaduueckoil cucrembl (Hanpumep, KDE) 6y/eT BbI3BaH MACTEP YCTAHOBKH, KOTODBIH MPOU3BEIeT c60p Beei
Heobxoaumoit nadopmarun u ycranosutr CYBJL Pen Baza damubix 5.0.

s ycranogku CYBJL Pen Basza [laHHBIX HEOOXOIUMO CKOIMPOBATH JUCTPUOYTUBHBIN dail
RedDatabase-5.X.X.X-X-1linux-X.bin Ha >KeCTKUH JUCK, & B OLCPAIMOHHON cucTreMe HAa3HAYUTL B IIpa-
Bax 3TOro (hailjia pazpenieHre Ha UCIOJHEHUE:

# chmod +x RedDatabase-5.X.X.X-X-linux-X.bin

Ilocste aToro 3amyctuth ycranoBky Pen Bazwbr Jlanubix:

# ./RedDatabase-5.X.X.X-X-linux-X.bin

I st ycranosku cepsepa Pen Basbr Jlanubix 5.0 HeoOXomauMbl IpaBa Cyepoib3oBaress (root).

WMucrannanus Pex Baswr JJaHHBIX OCYIIIECTBIISIETCS ¢ TTOMOIIBIO CTAHIAPTHOIO MACTEPA YCTAHOBKU MIPO-
rpamu. IIpexxe Bcero mpemjaraercsa BHIOpATh SI3BIK YCTAHOBKH. lIpemaycMoTpeHa MHCTAIAINS Ha PYCCKOM
U aHTJINIACKOM S3bIKaX.

class
borderless
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

YcraHoBka - Red Database 5.0.3

al
BREDSOFT

Jobpo noxanoeates B wHcTannATop Red Database (MpomeiwnerHan pegakuma) 5.0.3.

Red Database 370 MOLLHARA, BEICOKONPOWBOAUTENEHAR PENALMOHHAER
kpoccnnarhopmerHan CYEB/S

o - Brepén ® OTMEeHUTL

Pucynok 1.6 — IlpuBercTBeHHOE OKHO YCTAHOBKH
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

Bulbop apxuTeKTypLl cepBepa .
BrlbepiTe enaemyro apxXUTEKTYpY CEpBEpa

& super/ ThreadedDedicated

Bazbl aHHEIX OTKPEIB3HITCA 3KCKTHIZWMEHO BAMHCTEEHHEIM
npoLueccom cepeepa. NogknHUueHUA MCNOAB3YHT efuHEIA
CTRPAaHWYHEIA KLU,

superClassic / ThreadedShared

Bazkl aHHEIX OTKPEIB3HTCA E4MHCTEEHHEIM

NpOUESCCoM CEPEEDE, HO 3TO HE NPEnATCTEYET

OTKPBITH WX APYTAMI NpoLeccami. Kaxgoe

NoAKMKYEHUE MMEET CEON CTPAHMYHEIR K3LLI.

Classic / MultiProcess

ANA Kaxa0ro NogkakYeHns COZA3eTCR OTAeNbBHEIA NMpoLect.
Kaxpnan Baza JaHHBIX MOXKET OBITh OTKPLITa HECKOEKWUMIA
MpoLeccamit (BKIHOUAA NoKaNEHEE MK embedded). Kaxgoe
NoAKMAKUEHWUE UMEET CEOR CTPAHMYHEIR K3LLI.

VMware InstallBuilder
€ Hazag - Bnepég ® OTMEeHUTL

Pucynok 1.7 — Bsibop apxuTeKkTypbl cepBepa
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

YcraHoBka - Red Database 5.0.3

al
BREDSOFT

Jobpo noxanoeates B wHcTannATop Red Database (MpomeiwnerHan pegakuma) 5.0.3.

Red Database 370 MOLLHARA, BEICOKONPOWBOAUTENEHAR PENALMOHHAER
kpoccnnarhopmerHan CYEB/S

o - Brepén ® OTMEeHUTL
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

Bulbop apxuTeKTypLl cepBepa

BrifepiTe xenaenmyro apXxUTeKTypy CepBepa

& super/ ThreadedDedicated

Baztl faHHLIX OTKPEIBAKITCA IKCKTHIZWBHO 8MHCTEEHHLIM
npoueccom cepeepa. NogkAyeHnA MCNOAbL3YIOT eWHLIA
CTpaHWUYHBIA K3LL.

superClassic / ThreadedShared

Bazbl AaHHEIX OTKPEIBAKITCA e4UHCTEEHHEIM

npoUgccoMm Cepeepa, Ho 3TO He NPenATCTEYeT
OTEPEITWID WX APYTUMIA Npoueccamin. Kaxaoe
NoAKAHYEHWE MMeeT CEO CTRaHWYHEIA K3LL.

Classic f MultiProcess

ANA Kaxa0ro NogkakYeHns COZA3eTCR OTAeNbBHEIA NMpoLect.
Kaxpnan Baza JaHHBIX MOXKET OBITh OTKPLITa HECKOEKWUMIA
MpoLeccamit (BKIHOUAA NoKaNEHEE MK embedded). Kaxgoe
NoAKMAKUEHWUE UMEET CEOR CTPAHMYHEIR K3LLI.

VMware InstallBuilder

€ Hazag - Bnepég ® OTMEeHUTL

Bo Bpemsa ummcTasumanum He0OXOAMMO BBIOPATH apXUTEKTyPy cepBepa: Classic, SuperClassic wmim
SuperServer. [logpobuee 0 KaxK 101 apXUTEKTYpe OBLIIO OIMCAHO 6bille.

M3naganpbHO B cucTeMe CyIIECTBYET TOJBKO OJWH IIOJB30BATENb - aIMUHUCTPATOD cepsepa SYSDBA.
DTOT MOIB30BaTENb 0OJAIAET MOJTHBIMI PABAME Ha BBITIOJHEHUE BCeX (QYHKIMN [0 yIPABICHHIO paboToi
cepBepa u pabore ¢ 6a3aMu JJAHHBIX. B IIporiecce MHCTAJIIAIMN HY?KHO YKa3aTh I1aPOJIb JTAHHOT'O IT0JIb30Ba~
TeJId.

class
borderless

e Crp. 15



Brictprrit crapt
1.1  VYcramoska Pen Baser Jlanawix 5.0

YcTaHoBKa (0T cynepnonb3oBaTens)

YcraHoeuTE napoib CUCTEMHOIO aAMWHWCTRATOPRAa

Beegute napones CACTEMHOMD agMHUHIMCTDAaToPa

Maponk CUCTEMHOr D 3AMUHWCTRATOPA

nUEITUpHTE napoib CUCTEMHOMO 3gMMHICTRDaTopa

VMware InstallBuilder
€ Hazag - Bnepég ® OTMEeHUTL

Pucynok 1.8 — YcraHoBKa m1apoJs
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

.. OkoH4YaHWe paboTkl NporpamMmel ycTaHoek Red Database
BREDSOFT P porpamsty

3aeepweHa ycraHoeka Red Database Ha Baw koMNeOTER.

& 3aBeplUnTh &

Pucynok 1.9 — 3Basepiiierne ycraHOBKEI
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YcTaHoBKa (0T cynepnonb3oBaTens)

YcraHoeuTE napoib CUCTEMHOIO aAMWHWCTRATOPRAa

Beegute napones CACTEMHOMD agMHUHIMCTDAaToPa

Maponk CUCTEMHOr D 3AMUHWCTRATOPA

nUEITUpHTE napoib CUCTEMHOMO 3gMMHICTRDaTopa

VMware InstallBuilder
€ Hazag - Bnepég ® OTMEeHUTL
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

OkoH4YaHWe paboTel NporpaMMmel yctaHoBku Red Database

al
BREDSOFT

3aeeplieHa ycraHoeka Red Database Ha Baw komneoTep.

& 3aBeplUnTh &

Ilociie ycTaHOBKY cepBep aBTOMATUYIECKH He 3amycKaeTcs. Hy»KHO c/ie/iaTh 3TO BPYIHYIO B 3aBUCUMOCTH
OT THUMA CHCTEeMBI Linux W Balero yCTaHOBOYHOr'O TAaKeTa. YIpaBJIEHUE 3AIyCKOM M OCTAHOBKOW cepBepa
OCYIIECTBJIAET JAEMOH MHHUIMAJIN3alnu systemd:

systemctl start firebird
systemctl stop firebird

Wiad init cKpuur:

/etc/init.d/firebird start
/etc/init.d/firebird stop

YcTaHOBKa B TEKCTOBOM pexKume
715 MHCTAJISIIME B TEKCTOBOM DEXKMMe HEOOXOINMO 3AIyCTUTh YCTAHOBKY C KJIIOYOM --mode text:

# ./RedDatabase-5.X.X.X-X-1linux-X.bin --mode text

B TakoMm pexxmme mporpaMma yCTAHOBKHU OyJ/IeT BBIBOJIUTDL 3aIIPOCHI Ha, MOJATBEPIK/ICHIE TEX WU MHBIX
mapaMeTpoB YCTAHOBKHM, TAKUX KAaK BHIOOD KOMIIOHEHTOB WJIM TAapOJIb mojib3oBaresns SYSDBA. B ciyuae, eciu
Ha TOT WJIM WHOH 3aIIpOC MacTepa YCTAHOBKH IIPEyCMOTPEH OTBET 110 YMOJTIAHUIO, TO TAKON BapUAHT 0DO3HA~
9eH 3aryiaBHOM OYKBOIl, M B 9TOM CJIydae 3TOT BAPHAHT MOXKHO IOATBEP/INTH HaXKATHEM KJIABUINHN «BBom», B
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cIIytae, eciu 3HaYeHHe IO YMOJITAHHIO He IPELYCMOTPEHO, TO HEOOXOIUMO 00s13aTe/IbHO OTBETUTD Ha BOIPOC
«Ja» (Y) nam «Het>» (N).

1.1.8 YcraHOBKa OTJIaJ0YHBIX CIMBOJIOB

1. CkauaiiTe apXuB ¢ OTJIaJIOYHBIMU CUMBOJIAME Ha OUIMAJIBLHOM caiite. Bepcust 0TIa109HbIX CHMBO-
JIOB JIOJI?)KHA COBITAJATH ¢ Bepcueli ycranosienuoit Pen Baser Jamabix. 3arpy3ka TOCTYIIHA TOJBKO
ABTOPU30BAHHOMY OJIE30BATEJIIO.

2. Pacmakyiite comepkumoe apxuBa B nanky /opt/RedDatabase:

tar -xvf RedDatabase-5.X.X.X-X-dbg-linux-X.tar.gz -strip-components 1

1.1.9 VYcranoBKa TOJHBKO KJIMEHTCKON YacCTH

Ha kaxxmoit mamube yJaJeHHOTO KJIMEHTA JOJKHA OBITH YCTAHOBJIEHA KJIMEHTCKas OMOJIMOTEKa -
libfbclient.so jna POSIX-rnuernToB, fbclient.dll njigd Windows-KIMEHTOB, COOTBETCTBYIONIAsd BEPCUN
cepsepa Pen Baspr /lannbix.

Huctpubyrusbr Pen Baser /lanHbix He mpejaraiorT ONIUU 110 YCTAHOBKE TOJIHKO KJIUEHTCKON Ua-
cru. B obmmem ciydae, Korjia Hy>KHO ODECIEUNTh B3anMOJIEHCTBIE KJMeHTa ¢ Posix-cepBepoM min Jpy-
MM KOMIBIOTEPOM 10T Windows, HEOOXOMMO B3ITh HEOOXouMbIe (hailnbl n3 apxuBa bin/linux/x86_64/
RedDatabase-SE-5.x.x.xx-1inux-X.tar.gz nin bin/windows/x86_64/RedDatabase-SE-5.x.x.xx.

s Windows

CxkomnmpyiiTe u3 zip-apxuBa B OTJIEJIbHYIO TUPEKTOPUIO CIEIyIONTHe (hailiibr:
e VTWIUTY Jjisl perUCTpaIuu KJneHTa instclient.exe;
e Kimenrtckyto 6ubsimoreky fbclient.dl1l;
e [Janky plugins;
o Daiisr ¢ coobueHnsamMu cepsepa firebird.msg;
o Daiiyr koudurypamuu firebird. conf;
e Bce d11-gaiims, jtexkamye B KODHEBOM KaTaJIOTE;
e HeoOxonMble HHCTPYMEHTHI KOMAHIHON CTPOKHU It paboThl ¢ 6a30if maHHBIX, HApUMED, isql.

3arTeM 3amyCcTUTE CKPUIT PErUCTPAINN KJneHTa instclient, KOTOPBI CKOMUPYET BCe HYKHBIE (DailTbl
B KaTaJjor System32 u ciesaer HeOOXOIUMBbIE 3AIICH B PEECTPE:

instclient.exe install fbclient

Haga Linux n apyrux Posix-kJjimeHToB

JlJ1 BBINOJIHEHNS] yCTAHOBKU HEOOXOIUMO BOUTH B CHCTEMY C IIpaBaMu ajMuHucrparopa (root). s
GOJIBIMMHCTBA UCTPUOYTUBOB Linux mpejiaraeTcs CIeAyoIas MpoIeLypa Py IHOi YCTAHOBKY KJIneHTa Pe
Baser Jlanmabrx:

1. Ckonumpyiite Karasor /1ib u3 tar.gz-apxusa B Karajor /opt/RedDatabase Ha KJINEHTE;

2. CospnaiiTe CHMBOJNYECKUE CCHUIKHU, BBITOJIHUAB CJIE/LYIOINIAE KOMAHIBI:
1n -s /opt/RedDatabase/lib/libfbclient.so0.5.0.n /usr/lib/libfbclient.

so
1n -s /opt/RedDatabase/lib/libtommath.s0.0.0.m /usr/lib/libtommath.so
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Ecyn ucnonb3yere mporpamMMbl, TpeOyIOIIye HAJUYUsT YCTAPEBINX OUOINOTEK, CO3IaiTe
JOLOJHUATEIBHO CIeLyIOIue CUMBOJIMYECKHUE CChLIKU:

1n -s /opt/RedDatabase/lib/libfbclient.so0.5.0.n /usr/lib/libgds.so.0
1n -s /opt/RedDatabase/lib/libfbclient.s0.5.0.n /usr/lib/libgds.so

3. Ckommpyiite nanky plugins, daiis firebird.msg u daiin koudburyparuu firebird. conf us tar.
gz-apxuBa B Katayior /opt/RedDatabase Ha KiueHTe;

4. CkomnupyiiTe HEOOXOMMMbIE HHCTPYMEHTHI KOMAHIHON CTPOKU st paboThl ¢ 6azo0it mamHbX. Ha-
npuMep, isql.

1.1.10 IIpomeaypsl mocjie yCTAaHOBKH

Ilocne ycranoBku HEOOXOMMO HACTPOUTDH IOJUTHKY 0E30IACHOCTH 110 YMOJIYAHUIO, BBHIITOJIHUB CJIEIY-
IONLYI0 KOMaHIy:

ALTER POLICY "DEFAULT" AS
PSWD_MIN_LEN = 8,
PSWD_NEED_DIFF_CASE = true,
PSWD_NEED_CHAR = 5,
PSWD_NEED_DIGIT = 2,
MAX_FAILED_COUNT = 4;

TlommTrka 6€30MaCHOCTH IO YMOJTIAHUIO:
e Jlyinna mapoJsist He MeHee 8 CUMBOJIOB;
e [laposib JT0/KEH COEepKaTh CUMBOJIbI B PA3HBIX PErUCTPaX;
e Ilaposb noKeH cojiepKaTh MUHUMYM 5 OyKB;
e [laposb momKeH coepKaTh MUHUMYM 2 MUQPHI;
o MakcuMaibHOE KOJTMYIECTBO HEYCIIEITHBIX MOMBITOK ayTeHTU(MUKAIINN 10 OJIOKUPOBKA PABHO 4.

st BKITIOUEHUs MOJINTUK B KoHGUrypamnuonunom daiine firebird.conf ykakure miarua Policy B
napamMerpe PolicyPlugin:

[ PolicyPlugin = Policy ]

st obecrieveHnst KOHTPOJISI IIEJIOCTHOCTH BBIIIOJIHUTE CJIEIYIOIIee:
1. Jlobasbre B ceknuio Service daiina /1ib/systemd/system/firebird. service npoBepky 1esocT-
HOCTH IIPOIEYP:

ExecStartPost=sh -c'LD_PRELOAD=""/opt/RedDatabase/bin/mint -M check -d

<unyTb K daiiny 6asm mamHEHX> -0 procedures -u sysdba -p masterkey -C
<ammac>-R 80 -i <myTws K daiiny coxpamemus> -1 AT_SIGNATURE|| true'

3arpysure U3MeHEHUsI CJIyKObI:
systemctl daemon-reload
2. Coszpnaiite 3ajady cron, Koropas OyaeT BBIIOJHATH IPOBEPKY IEJOCTHOCTH KaK/ble 12 Jacos:
crontab -e

0 */12 x * *x /opt/RedDatabase/bin/mint -M check -d <myTe k daiimy 6ass
(npogoskerne Ha cnedytoLeii CTpaHuLe)
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(npoponmKeHne ¢ npeabiAyLei CTpaHMLb)
LaHHBX>
-0 procedures -u sysdba -p masterkey -C "CN_cert,CN_issuer,CN_serial"
-R 80 -I AT_SIGNATURE -i <myTp K ®aiiny coxpaHeHHT>

st HacTpoiiKK perucrpanuu coobiTuil 6e3onacHocTu B firebird. conf HEOOXOIUMO yKa3aTh IapamMeTp
AuditTraceConfigFiles = fbtrace_sec.conf:

[ AuditTraceConfigFiles = fbtrace_sec.conf; ]

1.1.11 IIpoBepka paboTbl cepBepa
Ha nanmom 3Tare mpejmosiaraeTcs, 9To Bbl OyIeTe HCIOJIH30BAThL CETEeBOM MpoTOKOo TCP/IP sjist co-

€/IMHEHUs KJIMEHTa U cepBepa.

IIIar 1. Onopocure cepBep

Ompocure (mponmHTy#iTE) CcepBep. DTa MPONEAyPa MO3BOJAT yOEIUTHCs, ITO KJIMEHTCKAS MAIIMHA B
COCTOSTHUU BUJIETH (HA YPOBHE CETH) CEPBEP:

ping <ip-azpec cepsepa>
Taxzke MOYKHO IIMHI'OBATh CepBEP II0 €r0 UMEHHU, €CJIM OHO U3BECTHO:
ping <uMsa cepsepa>

Ob6parure BHUMaHUE, YTO ecjii BbI coequHsSIeTeCh C CEPBEPOM JIOKAJIBHBIM KJIMEHTOM, T.€. KJIMEHT Pa-
6oTaeT Ha TOM K€ KOMIIbIOTEpPEe, YTO U CEePBEP, TO MOXKHO BOCIIOJIB30BaTHCs loopback-untepdeiicom:

ping localhost
um
ping 127.0.0.1

VO6e uBIIICH, 9TO CEPBEP JAOCTYIEH C KJIUEHTA, MOYXKHO [IEPEXO/INTH K CJIEYIOIIEMY IIary.

IIIar 2. YoeauTechb, 94TO cepBep 3amyIleH

BoabmunacTBO ycTaHOBOYHBIX TAKeTOB 3amyckaioT cepBep Pen Baspr /laHHBIX B KadyecTBe OTHOTO U3
[TOCJIETHUX IIIANOB YCTAHOBKM, & TAKIKE CJIEISIT 33 TEM, YTOOBI CEPBEP 3aIlyCKAJICS IIPU KaXK IO Iepe3arpysKe.

ITocne 3amycka cepep Pen Baser JlaHHbIX J0/12KEH OBITH 3aIIYINEH:
e Ha Linux mau apyrux Unix-nomobumnx cucremax - Kak cepsuc;

e Ha Windows - Kak cepBuc uin kak npuioxkenne. CepBUC UCIIOIB3yeTCs 110 YMOJYAHUIO U Kpaiine
PEKOMEH,1yeTCs.

IIpoBepka cepBepa Ha Linux

Wcnonwayitte KoMaH Iy top KOMAHIHOW CTPOKHU JijIs TMPOBEPKH 3AITYIIEHHBIX ITPOIECCOB B MHTEPAK-
tuBHOM pexkume. Eciu cepep Pen Baser auubix 5.0 3ammyren, Bbl JOJKHBI YBUJIETH MPOIECC C UMEHEM
rdbserver u, BO3MOXKHO, Takxke rdbguard (uporecc Guardian).

Hwuxe mokazan BBIBOJ, top, OrpaHMYEHHBI grep, YTOObI 0TOOPasKaTh TOJILKO CTPOKH, COJIEpIKAIINe
CTPOKYy rdb:
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[user@centos6 ]$ top -b -nl | grep rdb
3835 firebird 20 0 31288 920 516 S 0.0 0.0 0:00.00 rdbguard
3836 firebird 20 0 127m 2468 1980 S 0.0 0.1 0:00.01 rdbserver

Kak amprepHarmBa, BMecTo KOMaHIbI top, Bbl MoXKeTe MCIOIBb30BATh PS -aX WX PS -aux, Ipu Heob-
XOJIMMOCTH IIepeHaIIPDABUB BBIBOJ grep.

Jpyroii criocob nmpoBepuTh cepBep HOCJe YCTAHOBKY - 3AIlyCTUTh KJAUEHT (HanpuMep, isql) u mouKJIo-
9UThCs K 6a3e TAHHBIX WU CO3JATh €e. DTU Olepallii OMUCAHBI Jajiee B 9TOM PYKOBOJICTBE.

Ecmm okaxkercsi, 9To cepBep He ObLI 3allyIlleH, TO ClejaiiTe 3TO BpydYHyIO. B 3aBUCHMOCTH OT THIIa
crucTeMbl Linux u BaImero yCTaHOBOYHOIO HAOOPA BBITOITHUTE CJIEIYIOIIEe:

/etc/init.d/firebird start
UInn

systemctl start firebird
systemctl enable firebird.

IIpoBepka cepBepa Ha Windows

Haxkmure Win + R, BBemuTe services.msc, 3areM Enter wmiaum OK. Vm naxmvure Iyck (mwmm Win ),
Haligure "Ciyx6m" M OTKpoiiTe npuioxkenne "Cryx6s".

B croucke cepBuco wHaitiiute cepBep RedDatabase. Ecim cepBep 1m0 KaKMM-TO IIpHUYH-
HaM He 3alylleH, MOXKeTe clejlaTrb 39TO ceiddyac, HaxkKaB IIpaBOd KHOIIKOH MbINKM Ha 3allUCh
RedDatabaseServerDefaultInstance u BoiOpaB "3anycTuTs".

IIpoBepka cepBepa Ha Windows, 3aIryIleHHOTrOo KaK ITPUJIOXKEHUE

Ecmu Pen Baza /lanubix 3amyiera u paboTaeT Kak MPUIOXKEHNE, OHa Oy/IeT MPEeICTaBIeHa 3HAYKOM B
CHUCTEMHOM Tpee:

e 3eJieHBIN U CepBIil CHMBOJI CepBepa, €cJii OH ympasisercs Guardian;
o Kpyrublit 2KeJITO-Ue€pPHBII CUMBOJI, €CJIN IIPUJIOKEHNE PabOTaeT aBTOHOMHO.

Muraomuii 3Ha90K 03HAYAET, UTO CepBep HAXOAUTCS B IIpollecce 3allycKa (WiM, 110 KpaijiHeil mepe,
[BITAETCST 9TO CIesaTh). KpacHbIil 3HAYOK MJIM 3HAUOK C PACIIOJOXKEHHBIM HAJ| HUM KDPACHBIM 3HAKOM CTOII
O3HA4aCT, 9TO 3aIlyCK HE YIaJICs.

OjtnH 13 cr1ocob0B y3HATD 3aIYIIEH CepBep WK HeT - HaykaTh Ctrl + Alt + Del, BeiOparh "[lucmeTdep
3azau" u nouckarh npoiecc RedDatabase (1, BO3MOXKHO, rdbguard) B criucke 3aa4. MoxeT moTpeboBaThCst
yCTaHOBUTH (byiazkok "I[loKa3HBaTh IPOIECCH BCEX NOIb30BaTeie", 9TOOBI TOT TPOIECC CTAJ BUIMMBIM.

B HEKOTOpBIX Cilydasix MOXKeT OTPedOBaThCs 3allyCTUTh Guardian wjiM cepBep OJUH pa3 Yepe3 MeHIO
"Myck". Nnorja TpebyeTcst niepe3arpyska.

Bpl MoXKeTe BBIKJIIOYHTH CepBEp Yepe3 MEHI0, KOTOPOe IOSABJISETCS, €CJIM HaXKaTh IIPABOM KHOIKOM
MBI Ha 3Ha4Ke B Tpee. OOparnTe BHUMaHME, YTO IIPU ITOM 3HAUOK TAKXKE HCUE3aET, TO €CTh BbI MOXKETE
nepe3anycTuTs Pen Basy Jamubrx gepes mento Ilyck.

B pexume Classic (Ho He SuperClassic) JyIs KayKJI0r0 COeMHEHNs 3aIlyCKAeTCsl HOBBIH IIPOIece, 1mo-
3TOMY KOoJM4ecTBO IpoleccoB RedDatabase Bceria paBHO KOIMYECTBY KIUCHTCKUX COCOUHEHUN ILIIOC OJHO.
3aBepiienue paboThl 4epe3 MEHIO 3HaYKa B TPee MPUBOJIUT K 3aBEPIIEHUIO TOJIBKO IIEPBOIO IPOoIecca, (CIyIa-
resist). OcTrasibHbIE IIPOIECChI, €CAM OHU IPUCYTCTBYIOT, OYIyT IPOJ0JIKATH HOPMAJILHO (DYHKIIMOHUPOBATD,
KaXKJIbIif U3 HUX 3aBEPIIUTCs, KOrJa KJANEHT OTK/IIOUATCA OT 0a3bl JAHHBIX. Pa3yMmeercs, mocjie 3aKpBhITHS
CcJyliaTe st HOBble NOAKJ/IIOYEeHNA HEeBO3MOXKHBI.
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1.2 Pacnoojioxkenue Ha JuUCKe 110 YMOJTIAHUIIO

B Tabmumax amke nokaszano, rie HaxongTcsa daitibl u katasoru Pen Baser [lanubix mocsie cranmapTHOM
YCTAHOBKH.

1.2.1 Linux

B cremyrormeit Tabuie mokasaHo pacioIoyKeHne KOMITOHEHTOB 110 YMOJTIaHuIo Tpn yeTanoBKe Pex Baswr
Hanubix B Linux. Pacmosioxkenne MoKeT OTIHIaThCst B APYTUX Unix-momo6HexX CUCTEMAX UIN JUCTPUOYTHBAX
Linux.

Tabmuma 1.1 — Pacmonoxkenne kommonenToB Pex Bazsr Jammbix #Ha Linux

Komnouent Nwmsa daiisa Pacrionoxkenue
Karasnor ycramosku (3mech | - /opt/RedDatabase (MoxeT oTmumyaThCsa B
u Jjajee OOO3HAYAETCH Kak 3aBUCHUMOCTH OT HUCTPUOYTHUBA)
$(install))
Koudwurypanuonusie daiinbr | firebird.conf, $(install)

databases.conf u
Tak Jaljee.

HokymenTtarust Paznuunrie daiinsl
Cepsep Pen Bazwr annubix rdbserver $(install) /bin
VTuanTel KOMagIHON cTpokn |isql, gbak, $(install) /bin

nbackup, gfix,
gstat m mpyrue

ILnarnas libEnginel3.so, $(install) /plugins
1ibSrp.so,
libudr_engine.so
u ppyrue

Hemoncrparmonnas 6a3a jan- | employee.fdb $(install) /examples/empbuild

HBIX

Honomaurenbuble 6ubanorekn | 1ibib_util.so $(install)/lib

cepBepa

Knnenrckne 6ubanorexkn libfbclient.s0.5.0.n} /usr/1ib[64] Ha caMoM Jejle KOMIOHEHT
Co3manTcs ObGHYHBE Haxomurca B $(install)/lib, HO HyXHO
cumnuury (% WCIONb30BaTh CCHIKU B /usr/1ib[64])

S0.2, *.S0).
YcTapeBmme CHUMINHKHI
libgds.* Takxe
yCTaHaBIMBAKNTCH .

1.2.2 Windows

B Tabuinne amxe YProgramFiles’, orHocuTCs K mnarke nporpamM Windows. O6brano 310 C:\Program
Files, HO MOXKeT OBITH U APYroit myTh, HarpuMep D:\Programs. Anasorn4so, %windir? oTHOCHTCS K Ka-
tajory Windows. OO6st3aTe/ibHO IpoUYnTAiiTe TIPUMEYaHUsT IO Tab/IuIell, 0CODEHHO ec/id BbI 3airyckaere Pen
Bazy Jlanubix na 64-6utHOlt cucreme Windows.
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Tabmuna 1.2 — Pacmosoxkenne kommonenTos Pen Baser lanubix Ha Windows

KomMmioneHT

Nwma daiina

Pacrmiosioxxkenue

Karamor ycranosku (371€ech
u jajee 00O3HAYACTCS KAk
$(install))

%ProgramFilesYFirebirdFirebird_5_0

Kondwurypamumonnsie daitnpr |firebird.conf, $(install)
databases.conf u
Tak Jajee.
Cepsep Pen Baswr JlanHbIx rdbserver $(install)
YVTuanTel KOMaHIHOI cTpokn |isql, gbak, $(install)
nbackup, gfix,
gstat u mpyrue
ILnarnas libEnginel3.so, $(install)plugins

1ibSrp.so,
libudr_engine.so
u gpyrue

Hemoncrpamuonnas 6a3a 1am-
HBIX

employee.fdb

$(install)examplesempbuild

NuTepranuonam3anus fbintl.conf, $(install)intl
fbintl.d1l1l

JormostHuTEIbHBIE ONOIMOTEKY | icu*.dll, $(install)

cepsepa ib_util.dll

Knnenrckne 6ubanorexkn fbclient.dll, $(install)
gds32.d11

Hexkoropsre neobxouMbre | msvepl40.d1l, $(install)

HCIIOJTHSIEMbIE 6ubmmoTexu | veruntime140.411

Microsoft

32-OutnHble Bepcun OHOJIMO-
TeK JIJIs UCHOJIb30BaHus ¢ 64-
outHbIM Firebird

fbclient.dll,
msvcpl140.dl1,
vcruntime140.d11

$(install)WOW64 (c mOmOJHUTENbHOM Kommei
B SysWOW64 - cM. BTOpOoe IpHUMeYaHWe IIOf,
Tabnuiei)

IIpumeganns:

Tunuanoe pacrosiokenne cucTeMHOro Karajora Windows, Kak B 32, Tak U B 64-OMTHBIX cHCTeMax -

f%windiry\System32, manpumep C:\Windows\System32.

B 64-6utnbIx cucremax Windows karasior Program Files 3ape3epBupoBaH jiuist 64-OHTHBIX IIPOTPAMM.
Ecnu BB mombiTaerech ycraHOBUTH 32-OMTHOE MPUJIOXKEHUE B 9Ty MAIKY, OHO Oy/I€T aBTOMATHYECKU IIepe-
HaIPaBJIEHO B KATAJIOT, KOTOPBI B AHIVIOSI3BIYHBIX BEPCHUAX Ha3biBaeTcsd Program Files (x86). B apyrux
A3BIKOBBIX BEPCHUSAX HAa3BaHUE MOXKET OBITH MHBIM.

Amnastornano, katajor System32 3ape3epBUpoBaH Jijist 64-6uTHBIX 6HOIHOTEK, a 32-6uTHbBIE GO THOTEKN
nomerratorcs B SysWOW64. Vmenno Tak: 64-OmTHble 6ub/moTeKkn HaxonudaTcs B System32, a 32-OurHble - B

SysWOw64.

Ecau BB He 3HAaeTe 06 3TOM, Y BAC MOTYT BO3HUKHYTH TPYAHOCTU C pa3MeIIeHneM 32-OUTHBIX KOMITO-
HeHToB Firebird B 64-6uTHOil cucreme Windows. WOW o3unayaer Windows on Windows.
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1.3 Hactpoiika n ynpaBJjieHe cepBepoOM

1.3.1 VYnpasJjeHue 1oJjb30BaTeJIsIMU

B Bepcun 5.0 ynpasieHue mMoab30BaTeIIME OCYIIECTBIAETCS ¢ IOMOINBIO KoMaHa SQL. YTuiaura gsec
MIO-TIPEKHEMY CYIIECTBYET, HO ycTapesa U €6 UCIOIb30BaTh He PEKOMEHIyeTCsI.

YueTHble 3alMCH TOJIb30BaTEse XpaHdaTcd B Oa3e JaHHBIX Oe3onacHocTu security3.fdb, xoropas
HaXOJINTCsl B KOPHEBOH JIUPEKTOPUHM YCTAHOBKH cepBepa. [lomkiroueHne K OOBIYHON Oa3e JAHHBIX BCErIa
IIPOMCXOUT C BKJIIOYEeHHEM 0a3bl JAHHBIX 0e30macHOCTH I Bepudukanun moab3oBareseit. Korneano, sro
JeJiaeTcd IPO3PAavHO U II0JIb30BATEII0 HE HY?KHO ABHO IOAK/IIOYaThCA K security3d. fdb.

Hauwnnas ¢ Pex Baser lanabix 3.0 MOXXHO MCIIO/IB30BaTh HE OIHY, a HECKOJIHKO 0a3 JaHHBIX Oe30mac-
HOCTH, KaXKJiash W3 KOTOPBIX YIIPABJISIET OIPEeJeHHBIM HabopoM 0a3 JaHHBIX. ba3a JAHHBIX MOXKET JIaXKe
BBICTYIIaTh B KAYECTBE COOCTBEHHON 0a3bl JAHHBIX OE30ITaCHOCTH.

Nzmenenue naposas SYSDBA

Opnna yuernas 3anuch Pen Baser JlaHHBIX cO3MaeTCs aBTOMATUIECKH B IIpoIiecce yecTaHOBKH - SYSDBA.
Ora yderHas 3amuch 06JAIaeT BCEMU PUBUJIEIUSIMUA HA CEPBEpE U He MOXKET ObITh yjajeHa. B 3aBucumoctn
ot Bepcuu, OC u apXUTEKTypBhI, IPOIPAMMA YCTAHOBKH CJIEJIAET CJIE TyTOTIee:

e YcranoBut mosrb3oBaresss SYSDBA ¢ maposiem masterkey;
e Ilompocut BBeCcTH MapoJb BO BpeMsl YCTAHOBKH;

e Crenepupyer ciyJailHbIl 1apoJb U COXPAHUT ero B (aite SYSDBA . password B KaTajore yCTaHOB-
KH.

Ecnu maposs nonp3oBatesns SYSDBA - masterkey, To B IeJisgX G€30IIACHOCTH CJIE/LyeT HEMEJIEHHO ero
n3MeHnTh. s aToro 3amycrure isql uiam apyroit kiauent Pen Bassl JlaHHBIX 1 TOAKIIOYUTECh K Oa3e JaH-
HBIX. B 9TOM IpuMepe ucrosb3yercs 6a3a JaHHbIX employee, IOCKOJIBKY €€ IICEBOHNM BCET/a IPUCYTCTBYET
B cBexkeycranosyiennoit Pen Baze lannbrx:

connect localhost:employee user sysdba password masterkey;
Database: localhost:employee, User: SYSDBA
Wsmennte maposib mosgb3oBaresrs SYSDBA:

alter user sysdba set password 'Pdmso3Tjdn';

BwmecTo SYSDBA Tak:ke MOXKHO ncioib3oBaTb CURRENT USER, KOTOpPBIH BCerja CChLIAeTCs Ha MOJIb-
30BaTesd, 04 KOTOPBIM BBl BOIIJIN B CACTEMY.

Ecsn koMaH1a BBIIIOJIHEHA YCIIEITHO, BBl HE IIOJIyYUTe HUKAaKuX coobinenuii. Bmecto sToro isql mpocrto
BBIBEJIET cJieytoriee coodrnenne SQL>, yKa3biBasi TEM CaMbIM, YTO BCE B MOPSJIKE U JAJIbHEHINii BBOJ He
OYKHUTAETCS.

ObpaTuTre BHUMaHUE, YTO B OTJIMYNE OT UMEH II0JIb30BaTe/el, IapOIu BCETIa IyBCTBUTEIbHBI K PErU-
CTpYy.

B 3zaBucmmoctu or Hacrpoek UserManager u AuthServer B daiiax firebird.conf wmmm
databases.conf, y Bac MOXKeT OBITb HECKOJILKO yueTHbIX 3amuceit SYSDBA. O6s3aTe/IbHO U3MEHUTE ITa-
POJIb JIJIA BCEX.

Ecisin BbI ucnosnb3oBasu Tpaunuonnyo ayrearudukanmio (Legacy_Auth), BO3MOXKHO, CTOUT yiia-

e Crp. 26



Brictprrit crapt
1.3 Hacrpoiika n ynpasiieHIe cepBepOM

JINTH yIeTHYO 3amuch SYSDBA, Tak Kak OHa HEOE30IacCHa W OIPAHUYINBAET MAKCUMAJIBHYIO JIJIMHY TAPOJIst
8 cuMBOJIAMU.

1.3.2 JlobaByieHHE I10JIH30BATEJISA

Peﬂ Baza ﬂaHHbIX IIO3BOJIAET CO3laBaTh MHO2KECTBO PAa3/IMIHBIX II0JIb30BATEJIbCKUX YYIE€THBIX 3aMuCcei.
Ilosm30BaTeb MOXKET CTaTh BJIaJdeJIbIIeM 0as3nl JaHHBIX, a TaK2K€ UMETb PAa3/IM9IHbIC BUJIbBI JJOCTyIIa K ba3zaMm
JaHHBIX 1 obbeKkTaM 0a3 JAaHHBIX, KOTOPbIEC €My He IPpUHaJJIeZKaT.

IoakmrounBniuch K 6ase JaHHBIX Kak SYSDBA, MOXKHO JI06aBUTH yYETHYIO 3aIIACH IIOJIb30BATEIS CJie-
JyIOIuM 00pa3oM:

create user testuser password 'tecmImbdl';

ITosabIil cunTaKCKHC JUId ylIpaBJIEeHNd ITOJIb30BaTE/IsIMU:

CREATE USER <uMs monb3oBaTens>
<atpubyTr> [<aTpmbyT> ...]
[TAGS (<momp3oBaTenbckasd IepeMeHHas> [, <IOIb30BaTeNIbCKAs IepeMeHHas> . ..]]

[CREATE OR] ALTER {USER <ums momb3oBaTens> | CURRENT USER}
[SET] [<aTpubyTr> [<aTpubyT> ...]]
[TAGS (<momp3oBaTenmbCKas IepeMeHHas> [, <momb30BaTenbCKas IEepeMeHHAT> .. .]]

DROP USER <uMaA HOIb30BaTENA>)
[USING PLUGIN <mmaruu>]

<aTtpubyTt> ::=
PASSWORD '<maposp>'

| FIRSTNAME '<umsz>'

| MIDDLENAME '<BTOpoe mMs>'

| LASTNAME '<damunus>'

| {GRANT | REVOKE} ADMIN ROLE

| {ACTIVE | INACTIVE}

| USING PLUGIN <mmarume>

<HOoNIb30BaTEJIbCKAad II€pEeMEHHad> ::=
<uMa Tera> = '<s3HavueHue>'

| DROP <uMa Tera>
. )

Teru - 370 HEeoOsT3aTEIbHBIE TAPHI KJIIOY-3HAYEHIE, KOTOPbIE MOTYT OBITH OIIPEe/IeHbI I0Jb30BATETIEM.

Kurou (uMs Tera) mosoken ObiTh peiicrBuresnbabiM SQL-unenTudukaropoM, a 3HadeHre - CTPOKOIl IJIMHOMN
He Gostee 255 Gaiir (me NULL).

Tosibko SYSDBA ¥ aIMAUHHUCTPATOPHI MOTYT UCIIOJH30BATh BCE 3TH KOMaH bl. OOBIYHBIE TIOJB30BATETN
MOTYT U3MEHSITh CBOM aTpubyThl (TaKume KaK MapoJb, YacTH MMeHH u Terw, HO He ACTIVE/INACTIVE) c
nomonnbio ALTER USER <uma nmonbsoBaTens> min ALTER CURRENT USER. 3mMeHUTH MM y4YeTHOI 3ammch
HEBO3MOZKHO.

IIpumep:
create user dubya password 'XwhaOO7_noma' firstname 'GW' lastname 'Shrubbery';

create user lorna password 'Mayday_domaka' tags (Street = 'Main Street', Number = '888
(npogonxerue Ha cneayroweid cTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)

s

alter user benny tags (shoesize = '8', hair = 'blond', drop weight);
alter current user set password 'SomethingEvenMoreSecretThanThis';
alter user dubya set inactive;

drop user ted;

1.3.3 Bba3za maHHBIX 0€30II1aCHOCTH

Vuaernsle 3amnucu nosb3oBareseil Pen Bazpr Jlanubix xpansarcs B 06a3e JaHHBIX 0€30I1aCHOCTH, KOTO-
pasi OOBIYHO HAXOJAUTCS B KATAJIOre YCTAHOBKM U Has3biBaercsi securityb.fdb (mcesjoHnM: security.db).
3a MCKJIIOYEeHUEM BCTPOEHHBIX COEJMHEHUl, IPH IOJK/II0YeHn: K 0a3e JAHHBIX BCerjia MCIoJIb3yeTcs Oa3a
JIAHHBIX 0€30I1aCHOCTH, 110 KOTOPOil IIPOBEPSIOTCS yUeTHbIE JIAHHbIE II0JIb30BaTENA. DTO JIeJIaeTCsl OTKPBITO,
II0JIb30BATEJIIO He HYKHO JIeJIaTh SIBHOE IOJKJIIOUeHne K 0a3e JJAHHBIX O€30I1aCHOCTH.

Hauunast ¢ Pex Bazer Jlanupix 3.0 MOXKHO UCII0JIB30BATH HECKOJIBKO 0a3 JAaHHBIX O€30IIACHOCTH, IIPUIEM
Kaxkas 0a3a JaHHBIX 0€30TACHOCTH YIIPABJISET ONpeaeeHHbIM Hab0opoM 0a3 JaHHBIX. Ba3za JaHHBIX MOMKET
Ja’Ke BBICTYIATh B KA4eCTBE COOCTBEHHOM 0a3bl TaHHLIX O€30TACHOCTH.

Ecan ucnonb3yercs HeCKoIbKO 6a3 JAHHBIX OE30IIACHOCTH, TO YIIPABICHHUE YICTHBIMHI 3AMUCIMHE ITOJIb30-
BaTesel IpH MOAKIIOYEHUN K 0a3e JAHHBIX BCETa OYIeT BAUATDH Ha yUETHBIE 3aIUCh B 0a3e MaHHbIX Oe30mac-
HOCTH, KOTOPas YIpaBjsieT 3Toit 6a30it qaHnHbIX. YTOOBI MOICTPAXOBATHC, TIePe BLIIIOJTHEHHEM OIIePaTOPOB
VIIPABJIEHUS TIOJIb30BATEISIME JIy4Ille TOJKJIIOUYATEHCA K CaMoil 6a3e JJaHHbIX Oe30IacHOCTH. B rocjieHux Bep-
cugax Pen Baspr JlaHHbIX OAKIIOUEHNE K 6a3€ JaHHBIX OE30IIacHOCTH OBLLIO 3aIIPEIIeHo, HO Teleph 3TO CHOBA
BO3MOXKHO, XOT4 IO YMOJIYaHHAIO TOJBKO JIOKAJbHO, UCIOJB3yd BCTpOeHHBI cepsep nan XNET B Windows.

1.3.4 Agmunucrparopsl ¢ poabio RDBSADMIN

SYSDBA u Jpyrue mojb30BaTesd C IIPpaBaMU aJIMHUHHUCTPATOPA MOTYT IIPEIOCTABIATH IIOJIH30BATEIIAM
poJsib RDB$ADMIN B Oaze janHbIX Oe3omacHocTn securityb.fdb. st sToro ucnoss3yercs gupektusa GRANT
ADMIN ROLE:

create user testuser password 'bigsekrit7foryou' grant admin role;
alter user john grant admin role;

IlepBast koMaHIa CO3/MAET TOJIB30BATES testuser B KauecTBe aIMIHUCTPATOPA, KOTOPBI MOXKeT 100aB-
JISITh, M3MEHATH U YAAJSTH [T0JIb30BaTesell. Bropas KoOMaHIa IpeaoCTaB/IsieT IPUBMJIErUN aIMAHACTPATOPA
CYIIECTBYIOIIEMY IIOJIB30BATENIO john.

Yr00BI 0TO3BATH MPUBMJIETHH aIMAHACTPATOPA ucmoab3yercss ALTER USER ... REVOKE ADMIN ROLE.

GRANT ADMIN ROLE m REVOKE ADMIN ROLE - 310 He onepatopbl GRANT u REVOKE, a npeajioxkeHus orie-
patopoB CREATE u ALTER USER. @aktuyeckoe mms poJid 37ech - RDBSADMIN. D1a poJib CYMIECTBYET W B
OOBIYHBIX Oa3ax JIaHHDBIX.

Kaxkaprit motb30BaTe b, TOTY YUBIIAI TPaBa aJIMIHUCTPATOPA, MOXKET IIPEJIOCTABIATDL UX JIpyrum. [lo-
3TOMY He CyIIecTByeT ABHOro BapuanTa WITH ADMIN OPTION.

Takke MOXKHO TPEJIOCTABUTH MPaBa aJIMUHUCTPATOPA CYIIECTBYIONIEMY IOJb30BATEIO, MOIKIIOUNB-
UCh K Oa3e JaHHBIX OE30MACHOCTH U BBIMOJHHUB onepaTtop GRANT:

grant rdb$admin to <uMa momb30BATEINT>
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Pasauna mexxay SYSDBA u RDBSADMIN

TlonpzoBaTenn ¢ posbio RDBSADMIN B 6a3e JaHHBIX 6€30TMACHOCTH MOTYT CO3/1aBaTh, U3MEHSATDL U y/la-
JIATD TIOJIb30BaTeseil, Ho, B oTyimdue oT SYSDBA, OHI aBTOMAaTUYECKHU He MMEIOT MPUBUJIETHH B OOBITHBIX Da3ax
JAHHBIX.

B ornmume or SYSDBA, aMUHHCTPATOPHI JOJKHBI SIBHO yKa3bIBATh poJib RDBSADMIN, 4TOOBI MCIIOJIb-
30BaTh CBOU IIpaBa CUCTEMHOI'0 aJMUHHUCTPATOPA:

connect security.db user testuser password bigsekrit7foryou role rdb$admin

Takoe mnoakmoderne kK 0Oa3e JAHHBIX OE30MACHOCTH MOXKET He CpaboTaTh, €CJIU HUCIOIb3YEeTCS
Superserver. B Windows 310 MOXKHO 00oiiTH, n06aBUB xnet:// K IyTH WU ICEBJOHUMY 0Oa3bl JTaHHBIX,
Ho Ha POSIX 9TO HEBO3MOXKHO. EJMHCTBEHHOE peIIeHue - IOJKJIOYUTHCS K OOBIMHOM 0a3e JAHHBIX Uepe3
cepBep, HallpUMep, UCIIoJIb3yd localhost:employee.

Hauunast ¢ Pex Bazwr Jlanabix 5.0 GoJibiite He Hy»KHO uMeTh npusujiernn RDBSADMIN B oObIvuHOI Oaze

JIAHHBIX, YTOOBI BBIMIOJIHATE OIEPATOPHI YIIPABJIEHUsI IOJIb30BATEIIMHI B 0a3e MaHHBIX O€30MacHOCTH, JOCTa~
TOYHO NIPUBUJIETUi B 6a3e JTaHHBIX OE30MIACHOCTH.

Posis RDB$ADMIN B 6ase maHHBLIX JaeT MoJIydare/ro npasa SYSDBA TOJBKO B 3TOi 6a3e JaHHBIX!
Ecim 310 6a3a manHBIX Ge30macHOCTH, TOTyYaTe/ b poju RDBSADMIN MOXKeT yIpaBJisiTh YI€THBIMA
3AMMCIMU TI0JIb30BATE e, HO He MMEeT IIPUBUJIErHil B APpYyrux 0a3ax IaHHBIX.

Ecsin 370 00bIuHasT 6a3a JaHHBIX, TO moJy4YaTeab posr RDBSADMIN MOXKeT yrpaBJisiTh 3TO 6a30ii
JaHHBbIX, KaK SYSDBA, HO y HEro HeT MPUBUJIETHN B APYTHUX 0a3ax MaHHBIX, 8 TAKXKE HET IIPUBUJIETHI JJIst
aIMAHACTPUPOBAHUSA ITOJIb30BaTEJICH.

Mo>KHO ITpeIOCTaBUATH TI0JIb30BaTENO POJib RDBSADMIN B HECKOIBKUX 0a3axX JAHHBIX, BKJIOYasd 63y
IAHHBIX OE30IIaCHOCTH.

YT006bI MPEIOCTABUTDH MMOJB30BATEIIO MPaBa aIMUHUCTPATOPA B OOBIYHON 06ase JTaHHBIX, MOXKHO BOC-
[TOJIB30BATHCS CJIEYIONIIM CIOCODOM:

grant rdb$admin to testuser

IIpemocraBisaTh mpaBa MoXKeT Biajeser 0a3bl aHHbIX, SYSDBA, a Tak2Ke Ji000O IPyTroil MOJIb30BATEb,
umMeroruit posib RDBSADMIN B 3T0# 6a3e JAHHBIX U YKA3ABIINN ee TP MOAKTIoUeHn. KaXK bl MoIb30BaTe b
RDB$ADMIN B 6as3e JAHHBIX MOXKET IE€PEIABATH CBOIO POJIb JIPYTUM, MOITOMY He cyInecTByeT omiuu WITH
ADMIN.

1.4 Be3omnacHocTb

Hmke npuBeieHbl HEKOTOPBIE PEKOMEHIAIINN 110 3aIluTe cepBepa u 6a3 JTaHHBIX.

3amyck cepBepa Pexa Ba3pl /laHHBIX He CUCTEMHBIM I10JIb30BaTEJIEM

B Unix-iogobusix cucremax Pen Baza Jlanapix mo ymosganmio paboTaeT OT MMEHH IOJb30BATENIS
reddatabase, a He or umenu root. Ha cepBepubix maardopmax Windows TakKe MOXKHO 3aITyCKATDH CJIYZK-
6y Pen Baser JIaHHBIX TI0J] ONIpeJIEJIEHHON yUETHON 3anmchio moab3osaresns (HanpuMmep, RedDatabase). Ilo
YMOJIMAHUIO 3aITyCK CJIY?KObI BBIITOJIHAETCS OT UMEHH HOJIb30BaTes st LocalSystem, 4TO Ipe/icTaBiisieT coboit
PHUCK J1J1s 6€3011aCHOCTH, €CJIU CUCTEMA MOJIKJIIoYeHa K VnTepHery.
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Cwmena nmapoasa SYSDBA

ECJH/I B KadeCTBE IMMapoJisi CUCTEMHOI'O a/IMUHUCTPATOPa YKa3aH masterkey, TO HGO6XO,HI/IMO N3MEHUTH
ero js1 obecriedenust GezomnacuHocTu. Iloapobuee o cmene maposis cM. pasaen HUamenenue napoas SYSDBA.

He co3gaBaiiTe nosib3oBaTesibckue 0a3bl JAHHBIX OT UMEHU
SYSDBA

SYSDBA - 3T0 y4YeTHas 3allCh, UMEIONAs TOJHBIE IIPaBa JOCTyIa KO BceM Oasam jmaHHbX Pen Baszwr
Hanmubix. [Tapoas SYSDBA 10o/7KeH OBITH M3BECTEH TOJTHBKO HECKOJIBKUM JIOBEPEHHBIM aIMUHUCTpATOpaM 6a3
naHHbIX. He cTOUT MCIIOIB30BATH 3Ty YYETHYIO 3aIUCH JJIsI CO3/IaHUS U HAIIOJTHEHHS OOBIYHBIX 6a3 JAHHBIX.
BwmecTo sToro cozpaiite oObIUHBIE yUETHBIE 3AIMCH II0JIb30BaTe el U IpeocTaBbre UM IpuBmiernto CREATE
DATABASE, a TakzKe IIpeJIOCTaBJIANTe UMEHA U IIapPOJIN 3TUX YUETHBIX 3alliceil CBOUM IIOJIb30BaTe M II0 Mepe
HeobxoauMocTr. MOXKHO CIeIaTh 3TO ¢ TOMOIIBIO OIEPATOPOB YIIPABJICHUS MOJIb30BaTe siMa SQL, KaK TMOKa-
3aHO BbIlIe (cM. pasiei Jobasaenue noab306amens), WA C ITOMOIIbI0 HHCTPYMEHTOB aJMUHUCTPUPOBAHMS.

3ammuTa 6a3bl JAaHHBIX HA yYpoBHE ailjIoBOil CUCTEMBbI

JIt000i1, y KOT0 ecThb AoCTyI K (aiiyry 0a3bl JaHHBIX HA YPOBHE (DAIOBOM CHCTEMBI, MOYKET CKOIIIPOBATH
€ro 1 W3BJIeYb U3 HEero Bce Janable. JI1000ii, y Koro ects mocTy K daiiay 6a3bl JaHHBIX HA YPOBHE (QailIoBoit
CHUCTEMbI Ha 3aIMCh, MOYKET HMOBPEIUTH €r0 WU BOBCE YJAJUTH.

Kpowme Toro, moboit 1emoBek, MMEIONTNii JOCTYT K 6a3e JaHHBIX Ha YPOBHE (PailIoBON CHCTEMBI, MOXKET
YCTAHOBUTH BCTPOEHHOE COEIMHEHMe ¢ 6a30i TaHHbIX O/ BUIOM JIIOOOTO MOJIb30BATE I (BKmoqaﬂ SYSDBA).
9T0 MOXKeT OBITH 0COOEHHO OITacCHO, €CJIN PeYb UAET O Da3e JAHHBIX OE30ITacHOCTH.

Toabko cepBepubrit mporiece Pex Bazor Jlanubix 10KeH UMeTh JOCTYI K daitiaM 6a3bl ganubix. [1ob-
30BaTesISIM HE Hy?KEH U He JIOJI?KEeH ObITh IIPEIOCTABJIEH JOCTYII K baiiiaaM, gaxe TOJbKO i dyrerust. [1osb30-
BarTesi 0OpAIAOTCS K 6a3aM JJAHHBIX Yepes3 CEPBEP, a CEPBEP CJIEJIUT 3a TeM, YTOOBI IOJIb30BATEH IIOJTY I 1
TOJIBKO Pa3PENIeHHbIl TUII HOCTya K JIFOOBIM 00beKTaM B Oa3e JTaHHBIX.

Otkirouenne BcTpoeHHbIX (embedded) coegunennii

Ecsin BaM He Hy»KeH HIPSIMOIl JIOCTYII, BbI MOXKETE IIOJIHOCTHIO OTKJIIOYUTH BCTPOEHHBIH pexKuM ([Ipsi-
MOIl JIoCTyIl Ha ypoBHE (hailjoBoit CI/ICTeMLI)7 HacTpouB mnapamerp Providers B duaitsie firebird.conf. Ilo
YMOJIYaHUIO ITapaMeTp UMeeT CJeylolnee 3HaYeHue:

[ #Providers = Remote,Enginel3,Loopback ]

PackommenTtupyiite cTpoky u ymanure Enginel3, oTBevaromuii 3a BCTPOEHHBIE COETNHEHS:

[ Providers = Remote,Loopback ]

IIpoBaiigep Remote oTBeuaeT 3a yaajenubie coequuenus. [IpoBaiinep Loopback orseuaer 3a TCP/IP co-
enuHeHUs Uepe3 localhost, a Takxke XNET coeanHenus ¢ 6a3aMu JaHHBIX Ha JOKAJIbLHONW MammuHe B Windows.
Bce 3t Tunbl coeuHeHuit TpEOYIOT MOJHOM ay TEHTUMUKAIIMYA 1 OTKPBIBAIOT (Daiiyi 6a3bl JAHHBIX CEPBEPHBIM
IIPOIIECCOM, & He IOJIb30BATEIbCKUAM.

ITapamerp Providers Takke MOKHO HACTPOHUTD JJIs KaK0# 0a3bl MaHHBIX OTIeabHO. MOXKHO ycTa-
HOBUTDH 3HAUYEHME MO yModanuio B (aitme firebird.conf, Kak mMOKa3aHO BBIMIE, & 3aTEM IIEPEOTPEIETUTD
ero Jijisi KOHKPETHBIX 0a3 JaHHbIX B (hailne databases.conf ciemayronumM oO6pa3oM:

base_alias = opt/DB/testDB.fdb
{

(npomonxerne Ha cneaytoLei CTpaHmue)
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(npo,qon»(eHme C npegblayLueit CTpaHI/ILI,bI)
Providers = Remote,Loopback

IlepBas cTpoka ompeessieT MCeBIOHNM 0a3bl JAHHBIX, 8 BCE, YTO HAXOMUTCI MEXKIY (PUTYPHBIMEU CKOO-
KaMH - 9TO IMapaMeTPhl /I KOHKpeTHoit 6a3b! manubix. Paitr databases . conf HaXoAUTCS B TOM K€ KaTaJjore,
qro u daitin firebird. conf.

Ucnonb3oBanne 11ceBIoHNMOB (aJMacoB) 6a3 JaHHbBIX

IIceBnonnMel 6a3 JAHHBIX CKPBIBAIOT OT KJIMEHTA (DU3UIECKOE PACIOJIOKeHne 6a3 JaHHbIX. Vcronb3ys
IICEBJIOHUMBI, KJIMEHT MOXKET, HAIIPUMED, IIOIKII0UNThCA K frodo:zappa, He 3Has, 9TO PeaJbHOE MECTOLO-
noxenue - frodo:/var/firebird/music/underground/mothers_of_invention.fdb. IlceBnonumsl Takxke
HIO3BOJISIOT MEHATH PacIoyIoyKeHne 0a3 JaHHBIX, B TO BpeMd KaK KJIHEHTHI IPOJOJIKAT UCHIOIb30BaTh CyIle-
CTBYIOIIHE CTPOKU IIOJKJIIOUEHNSI.

IIceBmonumbr ykasbiBaiorcs B (aitie databases.conf, B caemyoomem dopmare Ha Windows:

poker = E:\Games\Data\PokerBase.fdb
blackjack.fdb = C:\Firebird\Databases\cardgames\blkjk_2.fdb

1 ma Linux:

books /home/bookworm/database/books.fdb

zappa = /var/firebird/music/underground/mothers_of_invention.fdb
. J

Hobasisars ncesnonumy paciiupenue . fdb (um soboe agpyroe) Bosce He obsizaresnsHo. Ho, ecsu BbI ero
YKa3bIBaeTe, TO JOJI2KHBI YKa3aTb €I'0 U IIPU UCIIOJIb30BaHUU IICEBIOHUMaA JIJIsA TTOAKJ/IIOICHUA K 6&36 JIaHHBIX.

IIceBmonuMbl, BBEIEHHBIE U COXPAHEHHBIE, BCTYIIAIOT B CHJIy HeMe jieHHO. Her nHeobxonumocTu nepe3a-
IIyCKaTbh CEPBEP.

Orpanndenme goctymna K 0a3aM JaHHBIX

Cepsep Pey Basbr JlaHHBIX MOXKHO HACTPOUTH Ha pabOTy TOJIBKO C OIpeesIeHHBIMU 0a3aMy JIaHHBIX.
st 9TOr0 HEOOXOMMO yKa3aTh CIIMCOK JOCTYIIHBIX JIJIs cepBepa 6a3 JaHHBIX B KOHMUTYPAIMOHHOM daiise
cepsepa firebird.conf (napamerp DatabaseAccess). JlocTyn k 6asaMm JaHHBIX Ha CEPBEPE MOXKET ObITh
nosHbiM (Full), orpanndennbiM (Restrict) wim s3ampenieHHbiM (None). st Toro, 4roGbl 3alpeTHTD J10-
CTyII, CJIeJlyeT BBICTABUTH 3HAUEHHE mapamerpa, paBHoe None. s orpanwdenusi [IOCTyIa HMCIIOIB3YETCs
snadenue Restrict. B saTom caydae mociie ciioBa Restrict yKasbIBAIOTCS JUPEKTOPUMA, B KOTOPBIX MOTYT
OBITH COXpaHeHbl ailibl 6a3 JIaHHBIX.

[ DatabaseAccess = Restrict /db;/mnt/mirrordb ]

Ob6paruTe BHUMAHME, YTO 9TO HE TO K€ CAMOE, UTO 3AIUTa JOCTYIIa Ha ypoBHE (DAMJIOBON CUCTEMBI, O
KOTOPO# TOBOPUJIOCH pamee. Ecin 3uHatenne DatabaseAccess He paBHo Full, cepBep OTKaxKeTcss OTKPHIBATD
JI00bIe 6a3bl JAHHBIX 3 MMPeeaMu 33 IaHHOM 00/IaCTH, JaXkKe eCau y Hero JO0CTaTOYHO paB Ha (dailibl 6a3
JAHHBIX.

Boi0oepure MmeTo 1 ayTeHTUDUKAITAN

Pen Baza JlaHHBIX TO/IEP:KUBAET CJIEAYIONIE METO/IbI ay TEHTUMDUKAIIAN TTPU MOIKIIOUeHNN K 6a3am
JAHHBIX:
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1. Srp (Secure Remote Password). Ilosb3oBaresnb NO/KeH HIeHTH(MHUIUPOBATH Ce0sl € TIOMOIIBIO
WMEHHU I0JIh30BaTe sl U IMapoJisi, KOTOPhIe CepBep IIpoBepsieT 1o 6a3e JaHHBIX Oe3omacHocTu. Mak-
cuMasibHas 3DGEKTUBHAS JINHA TAPOJIs COCTaBJsieT OKoJio 20 OaiiT, XOTs BBl MOXKETe 33/1aBaTh
6oJsiee JIMHHBIE TApOsH 10 255 cumBosioB. Vcnosbayercs mudposanue cereBoro tpaduka. Cepsep
II0/IJIEPXKUBAET PA3JIMYHbIE IJIATUHBI ayTEeHTUMUKAIINN STp, [0 YMOJIYAHUIO UCIOJIb3yeTCs Srp256,
KOTOPBIN ucnoabdyeT SHA256 i1 TOATBEPKAeHNs 10JIb30BaTeJIs.

2. Win_Sspi (Windows Security Support Provider Interface). Ilosb3oBaresns aBroMarudecKu
aBTOPU3YETCs C TOMOIBIO yaeTHOH 3amucu Windows. Vcmonb3yercs mmdpoBaHmne CeTeBOTO Tpa-
duxa.

3. Legacy_Auth. HebGe3onacHblit MeTO/I, NCHOJIB3YEMBIil B Ipeablayux Bepcusax Pen Baser JlanubIx.
[Taposin MoryT 6bITH JJIuHOI He Oojice 8 HAT U MEPEJAIOTCs [0 CeTH B He3aIln(POBAHHOM BHU/IE.
ITo Bo3MOxKHOCTH M30€TaiiTe 3TOrO METOIA.

4. MHOTObakKTOpHAA ayTeHTHPUKAIIUA.
AyrenTudukarius onpe/esieTcst IByMsl HapaMeTpaMy KOH(MUTYPAIn:

e AuthServer ompejenser, Kak ITOTb30BATEIb MOXKET MOJK/IIOYATHCI K JOKaJIbHOMY cepBepy. 1o
YMOJTYAHUIO YCTAHOBJIeHO 3Haderme Srp256. Jlna Windows - Srp256, Win_Sspi. B ciayuae c
Windows mosib3oBaTes b OyIeT MPOXOIUTh AyTEHTUMUKAIINIO ¢ MOMOIILIO CBOEH YUeTHON 3amucu
Windows, ecam OH He CMOXKET IIPeJOCTABUTH CBOM IIOJIb30BaTeJIbCKHE JaHHBIE, YTO IIPUBEAET K
HEYIa9HOMY HCITOJIb30BAHUIO MeTOJa Srp256, KOTOPHIil Oy/1eT IPUMEHEH IIePBBIM.

e AuthClient onpenesiger, KaK JIOKAJIbHBIA KJIUEHT IIBITACTCH IIPOBEPUTD IIOJIMHHOCTD I10J1b30BaTeId
pu ycraHoBjeHnn coeaunenust. O0braHO 910 Srp256, Srp, Win_Sspi, Legacy_Auth.

Ecm Legacy_Auth paspemien Ha CTOpoHe cepBepa, HEOOXOIMMO TaKrKe YCTaHOBHUTH IS IIapaMeTpa
WireCrypt snayenue Enabled mym Disabled, Ho ne Required.

Eciu Legacy_Auth pasperren, Tak»ke HEOOXOJIMMO M3MEHUTH 3HadeHHe napamerpa UserManager na
Srp, Legacy_UserManager (mim Legacy_UserManager, Srp, eciim TpeGyeTcsl yIPaBJIsITh TPaIAIUOHHBIMU
YUETHBIME 3aIUCSME 110 YMOJTIAHUIO U/ WK Yepe3 gsec). B oneparopax ylpasieHHsl OJIb30BATESIMI MOXK-
HO HCI0JIb30BaTh mpejiozkeane USING PLUGIN, 9ToObl yKa3aTh HCIOJIb3yEeMblili MEHEIXKep I0JIb30BaTeIel.
ZocTymnHbl TOTBPKO MEHEKEPHI 0JIb30BaTeell, mepeuncienubie B UserManager.

[Tapamerpst AuthServer, AuthClient, WireCrypt u UserManager HacTpanBaioTcs B daiise firebird.
conf W MOTYT OBITH OIEpee/IeHBI I KaXKI0# 6a3bl JaHHBIX B (daite databases.conf.

Ob6parure BHMUMaHUE, YTO BKJIIOUYeHHe Win_Sspi Ha cepBepe aKTHBHUDPYET ILIAI'MH, HO [IOKa HE JaeT
YUIETHBIM 3amucsaM Windows HMKAKOIO JOCTyIa K 0azaM JaHHBIX. Kciau BOWTH, HAmpuMep, B 6a3y JaHHBIX
employee Ge3 y4eTHBIX JAHHBLIX (U yOEIUTHCS, 9TO HE YCTAHOBJIEHO BCTPOCHHOE COEIUHEHUE), ITO IPUBEIET
K IOSIBJICHHUIO COODIIIeHUd 00 omuoKe:

SQL> connect xnet://employee;
Statement failed, SQLSTATE = 28000
Missing security context for employee

Pemrenne 3akiouaercss B cozmanun B KadecTBe SYSDBA wim ajMUHHCTPATOpa IVIOOAJIBHOIO OTOOpa-
JKEHUsI, KOTOpPOe JaeT ydeTHoU 3anucu Windows jocTyn K Oasam JaHHBIX, HO 0e3 mpuBmieruit. ljas sroro
HUCIIOJIL3YCTC CJIEAYIOasd KOMaHa:

create global mapping trusted_auth
using plugin win_sspi
from any user to user

Trusted_auth - 3T0 TPOCTO UMSsI, BLIOPAHHOE JJIsT 0OTOOparkKeHust. MOYKHO MCIOJB30BATh JAPYTOil MIeH-
Tudukarop. FROM ANY USER o3HadaeT, ITO OTOOpakeHue JAefiCTBUTENIHLHO JIJIs JII0OOr0 MOJIb30BaTE I, TIPO-
IIEJITIEro ay TeHTUMUKAINIO C TOMOITB0 miarnHa Win_Sspi. TO USER o3HavaeT, YTO KaXK/IbIil MOJIb30BATEh
Oyner umeHTU(UIMPOBAH 0/ UMEHEM CBOeil yderHOU 3ammncyu Windows B KaxKOi 0a3e MaHHBIX, K KOTOPOi
OH MOJIKJTIOYaeTcs. Ecin BMeCTo 9Toro ykKa3arh to user bob, TO KaXKblii 10Jb30BaTe b Windows, ayTeHTH-

e Crp. 32



Brictprrit crapt
1.4 DBesonmacHoCTb

dunmpoBaHHbIl TIArMHOM Win_Sspi, Oyzer mpejcraBieH B 6a3e JAHHBIX 10/ UMEHEM bob.
C ucrnonp3oBaHreM TAKOrO OTOOparkeHust coefuuenne «Windows trusted» paboraer:
SQL> connect xnet://employee;
Database: xnet://employee, User: SOFA\PAUL

SQL> select current_user from rdb$database;

USER

SOFA\PAUL

B ciygae BcTpoenHbIX coenHeHni, TO ecTh coenuHenuii 0e3 cepsepa, obpadarsiBaembix Enginel3, Ko-
IJa KJINEHTCKUI IIPOIeCC HAIPSMYIO OTKPbIBaeT (aiil 6a3bl JaHHBIX, II0Jb30BATEIb TAKXKE BXOJIUT B CUCTEMY
OT UMEHU CBOeil yueTHOIl 3anucu Windows, ecjin OH He yKa3bIlBaeT UMsl TI0JIb30BaTe s Ipu HojkaodeHun. O -
HAKO JIJIsE 9TOTO He TpedyeTcs BKIOUYeHns Win_Sspi um SBHONO OTOOpaKEHUS:

SQL> connect employee;
Database: employee, User: PAUL

SQL> select current_user from rdb$database;

USER

PAUL

Onpeaenure, MOMXKHBI Ju aaMuHUCTpaTopbl Windows nMmerh mmpaBa
SYSDBA

B Pen Baze Jauubix 2.1 u HIKe aMUHUCTPATOPLI Windows aBTOMATHYECKHU TOIydaJn rpaBa SYSDBA
BO Bcex 0a3ax JaHHBIX, BKJIOYas 0a3y JaHHBIX Oe3onacHOCTH. B 0ojiee MO3HUX BEPCHUSX 9TO IOBEIEHUE
yopaJn.

Ecim HEobxommmo mpuMeHnTh aBToMaTndeckoe orobpaxkenne SYSDBA, BoiiuTe B CUCTEMY IO IMEHEM
SYSDBA ¥ BBIIIOJIHUTE KOMAaH/LY:

create global mapping win_admin_sysdba
using plugin win_sspi

from predefined_group domain_any_rid_admins
to user sysdba

D10 mpesocTaBUT BeeM aaMuHUCTparopaM Windows mpaBa SYSDBA B KaxKoit 6a3e MaHHBIX, BKIIIOYAs
6a3y JaHHBIX 0E30IIaCHOCTH, YTOOBI OHU MOIJIA YIIPABJISATH YIETHBIMU 3AIMCSAMU II0JIb30BaTEsEH, IIPU YCII0-
BHH, YTO OHHU IPONLIN ayTeHTUMUKAIUIO C MCIOJIb30BaHueM IiaruHa Win_Sspi. s 9TOro oHM JOJKHBI
HIOJIKJII0YATLCS 0e3 yKa3aHusl yUIeTHBIX JAHHBIX [10JIb30BaTe sl U YO InThCs, ITO posaiiaep Enginel3 me pa-
6oraer. [yt 9TOr0 MOYKHO BOCITOJIB30BATHCH CTPOKON MOAKI/IIOUYeHN: B popMaTe xnet://<IoKanbHHE IyTh
UIIX ajuac>.

Yr00BI IPEIOCTABATH OJHOMY aIMUHUCTPATOPY BCe mpaBa SYSDBA, HCIOIB3yiiTe CJIeLYOINTY 0 KOMAHTY:
create global mapping frank_sysdba
using plugin win_sspi
from user "sofa\frank"

to user sysdba

JlBoitHble KABBIYKK B IPUMEPE HEOOXOMUMBI n3-3a 00PATHOI KOCOW YePTHI B MMEHH ITOJIb30BATEIIA.
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MozKHO yIaIuTh 0TOOPaXKEHUE C TIOMOIIBI0 KOMAH TBI:

[ DROP [GLOBAL] MAPPING <uMsi oTobpaxeHus> ]

Hanpumep:

drop global mapping win_admin_sysdba;
drop global mapping frank_sysdba;

Kirouesoe cioBo GLOBAL HEOOXOMMMO, ecjii OTOOpazkeHue TyI00aIbHOE, U BbI HE ITOJIKJ/IFOYEHBI HAIIPSIMY O
K 6a3e JAHHBIX OE30ITACHOCTHU, B KOTOPOI 3apPErMCTPUPOBAHO OTOOpasKeHUeE.

1.5 Pabora c 6a30i1 JaHHBIX

1.5.1 CTpoku moaKJIIOYeHUd

Ecmu xorure nmoakmounThea K 06a3e HAHHBIX WM CO3JaTh e€e, HeOOXOIMMO, IIOMMMO BCErO IPOYero,
repesaTh KJINEHTCKOMY HPHUJIOXKEHWIO MJIN BBI3BIBAEMBIM BaMU IIPOIELypaM CTPOKY mojkJoueHus. CTpoka
MTOJIKJIFOYEHUST OJTHO3HAYHO WIEHTU(PUIINPYET MECTOIOJIOKEeHNe 6a3bl JJAHHBIX Ha KOMITBIOTEPE, B JIOKAJIBHOMN
cetu u jaxke B VlHTEpHETE.

JIokajbHBbIE CTPOKMU INIOJKJIFOYEeHU A

dBHas JIOKaabHAS CTPOKA MTOAKJIIOUYEHUs] COCTOUT M3 IyTu U uMeHn aitia B dpopmare ailyioBoit cu-
CTeMbI, UCIIOJIb3yeMOU Ha CEpBEPHOIT MAITWHE, HAITPUMEP:

e Ha Linux wiu apyrom Unix-mozmobHoM cepBepe:
/opt/firebird/examples/empbuild/employee.fdb

e Ha Windows:
C:\Biology\Data\Primates\Apes\populations.fdb

MHorue KJIMEHTHI TaKKe JOIYCKAIOT OTHOCHTEJbHbIe IyTH (Hanpumep, ..\examples\empbuild\
employee.fdb), HO X HYKHO UCIIOJBL30BATH C OCTOPOXKHOCTBIO, IIOCKOJIBKY HE BCErJIa OUEBHIHO, KAK OHU
OyyT pacuiupenbl. CiIydaifHO MOYKHO MOJIKJIIOUATHCS K JIPYTOil 6a3e JAHHBIX ¥ BHECTH M3MEHEHUs, KOTOPhIE
MOI'YT IPUBECTU K KATACTPOMUIECKUM IIOCTIEJICTBUSIM.

Bwmecto iyt K daity cTpoKa JOKAILHOTO MOAKIIOYEHUS MOYKET MPEJICTABISITh CO0OM MCeBIOHUM Oa-
3bl JAHHBIX, KOTOPbIH 3a/1aeTcs B (daitne databases.conf. PopMar NCEBIOHNMA 3aBUCUT TOJIBKO OT TOTO,
KaK OH OIIpejieJieH B KOHUrypamnuoHHoM daiije, a He oT (dailyioBoil cucrembl cepBepa. Hampumep: zappa,
blackjack.fdb, poker.

IIpu mosyveHun JIOKAJBHOM CTpOKU TOJK/IIOUeHUs KaueHT Pen Bazbr JlaHHBIX cHAvYasa MOMBITACT-
Csl YCTAHOBUTH BCTPOEHHOE COeJMHeHne ¢ paityioM 6a3bl JAHHBIX, MUHYS ayTEHTUMOUKAINIO, HO COOJIIOIast
npuBmjernu u orpanndenHus SQL 718 yKa3aHHOTO MOJIB30BATENS U POJU. BCTPOEHHOE MOIKJIIOUYEHNE YCTa-
HaBJINBAaETCH, ecyn poBaiiziep Enginel3 Bkiouen B ¢aite firebird.conf win databases.conf, uTo mo
yMosrdaHnio Tak. Ecan ¢aiin 6a3bl JAHHBIX CYIIECTBYET, HO COEIUHEHNE He YCTAHABINBAETC, TOTOMY UTO
KJIMEHTCKUI ITPOIecC He UMeeT HeOOXOIUMBIX TPUBUJIETHIH JTOCTYIIA K (haMIy, BBITOJTHIETCS MOMBITKA KJIUEHT-
CEepPBEPHOro COeINHEHUST (c HOMOIIBIO IIpoBaiijiepa Loopback), B CJICIYIOIIEM IIOPAIKE:

1. B Windows ¢ nomompio XNET Ha JIOKAJILHON MAaIllHHE;
2. Ucmonwssyss TCP/IP wepe3 localhost.

MoXHO TPUHYAMTEIBHO KCIIOIH30BATh ONPEIE/IEHHBI TPOTOKOJ U MPOIYCTUTDH IONBITKY yCTAHOBKHU
BCTPOEHHOTO COeIMHEHNUsI, J00aBUB MPOTOKOI B hopmare URL:
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e inet://zappa. TCP/IP-coefuHeHre C UCIOJIb30BAHUEM IICEBIOHUMA HA JIOKAJILHON MAIlUHe.

e inet:///opt/firebird/examples/citylife.fdb. TCP/IP-coezmuseHue C UCIOIb30BaHIEM abCO-
JIIOTHOTO TyTH Ha JokajabHOoil POSIX-Mammze. OOparure BHUMAHHE HA JOHNOJHUTEIHHYIO KOCYIO
YePTY JJIsi KOPHEBOI'O KATAJIOra.

e inet://C:\Work\Databases\Drills.fdb. TCP/IP-coenunerue 110 aOCOTIOTHOMY IIYTH HA JIOKAJIb-
Hoil mammune Windows.

e xnet://security.db. XNET-coenuHeHre C HCIIOIb30BAHUEM IICEBIOHNMA Ha JIOKAJIHHON MAIINHE
Windows.

e xnet://C:\Programmas\Firebird\Firebird_3_O\security3.fdb. XNET-coenuseHue C HCIIOJIb-
30BaHUEM IIOJIHOI'O IIyTHU Ha JIOKaJIbHOU MamnuHe Windows.

Eciun XNET-coenuHenme He ymaércsl YCTAHOBUTH, 9TO MOXKET OBITH CBA3aHO C TE€M, UTO JIOKAJLHBIN
MIPOTOKOJI He paboTaeT JOIKHBIM 00pa3oM Ha Bareit marmmmHe. Ecian ucrnomb3yere Windows ¢ BKIIOYEHHBIMU
TEePMHUHAJIBHBIME CIIY2KOaMU, 9TO MOXKHO UCIIPABUTH, yCTAaHOBUB /i IpcName 3Ha4uenne Global\FIREBIRD B
KoH(buUryparmonaom ¢aiiie firebird. conf.

Ecsu nactpoiika IpcName He IoMOIJIa, 1 HET BO3MOYKHOCTH BKJIIOYUTH JIOKAJIBHBIH TPOTOKOJI, TO MOXK-
HO 0DboiiTH TPObJIeMy, HCIIOB3ysl inet:// wim pobasiisisi localhost: mepes myreM K 0a3e JAHHBIX WA
[ICEBIIOHNUMOM, TIpeBpailras ux B cTpoku TCP/IP-coenuHenus.

TCP/IP cTpoku moAKIIOYEeHUsT

Y Pen Baszer anuabix ects a8a dhopmarta ctpok TCP/IP-coenunenus:

1. {inet|inet4|inet6}://[<xocT>[:<mopT>]/]<uyTh MM nCEBLOHWM>

2. <xoct>[/mopT] :<uyTh WM ICEeBLOHMM>

Tne:
e XocT - uMms cepBepa wiu IP-azgpec. Anpeca IPv6 cieyer 3akiouarh B KBajparabie ckobku ([ ]).
e IlopT - HOMEp IOPTa UJIM UMsI CEPBUCA.

e [lyTh MIM IICEBAOHUM - JINOO aOCOJIIOTHBIM IyTh K 6a3e JMaHHBIX U UM (ailja Ha MalllHe cepBepa,
Jimbo TICeBJOHUM 0a3bl JAHHBIX, OIIPE/IEJICHHBIN HA MAIIUHE CepBEpA.

IIpumepsnr:

Hsg Linux/Unix:

pongo:/opt/firebird/examples/empbuild/employee.fdb
inet://pongo//opt/firebird/examples/empbuild/employee.fdb
bongo/3052: fury

inet://bongo:3052/fury
112.179.0.1:/var/Firebird/databases/butterflies.fdb
inet://112.179.0.1//var/Firebird/databases/butterflies.fdb
localhost:blackjack.fdb

inet://localhost/blackjack.fdb

Hnsg Windows:

siamang:C:\Biology\Data\Primates\Apes\populations.fdb
inet://siamang/C:\Biology\Data\Primates\Apes\populations.fdb
sofa:D:\Misc\Friends\Rich\Lenders.fdb
inet://sofa/D:\Misc\Friends\Rich\Lenders.fdb
inca/fb_db:D:\Traffic\Roads.fdb
inet://inca:fb_db/D:\Traffic\Roads.fdb

127.0.0.1:Borrowers

inet://127.0.0.1/Borrowers
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Ob6paruTe BHUMaHUE, YTO [ICEBIOHNMBI B CTPOKAX MTOJKJIFOUEHNS He JIAI0T HUKAKOI'O [IPEeJICTaBIeHUsT 00
OIIepaImoHHOIl cucreme cepBepa. Jla 9T0 u He HYKHO: BBI 0DIIIaeTeCh C CepBEpOM O/ Linux TOYHO Tak XKe,
KakK u ¢ cepBepoMm of Windows. Ha camom meste, yka3aHnue SBHOTO IIyTH K 06a3€ TaHHBIX - 9TO OIUH U3 PEIKAX
cJIydaeB, KOrJla Hy2KHO 3HATh Pa3HUILY.

XNET cTpokmu coemHeHUs

Cunrakcuc XNET URL:

E xnet://<uyTb UIM ICEBIOHUM> ]

ITockonbky XNET - 3TO JIOKQJILHBIN TPOTOKOJI, HEJIb3sT YKA3BIBATH UMsI XOCTa UJIU IOPT.

1.5.2 IlomkimioyeHme K cymiecTBYIOIIeil 0a3e JaHHBIX

IIpumep 6a3bl maHHBIX ¢ UMeHeM employee.fdb HaxoauTcst B examples/empbuild Balrero KaraJjora
ycranoBku Pen Baszer Jannpix. Ona Takke JOCTYIHA O] TICEBIOHUMOM employee.

Ecnm BB IepeHoCHTE UM KOMUPYyeTe NeMOHCTPAIMOHHYIO 0a3y JaHHBIX, yOeIUTeCh, YTO OHA HAXOMUT-
Cs1 Ha JKECTKOM JIUCKe, (DU3MYECKH MOIKIIOMEHHOM K cepBepHoit MammHe. Ofmmne pecypcbl, 0ToOpazkaeMble
muckn win (B Unix) cmoHTHpOBaHHBIE (baitioBble cucreMbl SMB (Samba) He momoiimyT. DTO Ke MPABUIIO
IIPUMEHUMO K JIIOOBIM 6a3aM JTaHHBIX, KOTOPBIE BB CO3Ja€Te UM HCIOJIb3YeTe.

Tloakrouenne K 6a3e JaHHBIX TPeOyeT SBHOI Wn HessBHON ayTenTuduKanuu. /s paboTs! ¢ 00beKTaMu
6a3bl JIAHHBIX, TAKUMU KaK TAOJIUIIbI, IPEJICTaBIeHUs] U (DYHKIUH, IOJIb30BATEJIO, 10 KOTOPBIM BbI BOILIA
B CHCTEMY, Hy>KHbI sIBHBIE [IPABa JOCTYIIA K ITHUM OOBEKTaM, €CJIU TOJIBKO BbI HE sIBJISIETECh MX BJIAJIEJIBIIEM
(BBI Bi1asieeTe OOBEKTOM, €CJIM BbI €10 CO3/IAJM) UJIU He TOIKJI0YeHbl Kak SYSDBA MK [10J1630BaTE/b C POJIBIO
RDB$ADMIN. B 6aze gannbix employee. £db st PUBLIC (. e. 106010 ayTeHTUMDUIMPOBAHHOIO II0JIb30BATEI )
OBLIO BBIJIEJICHO JOCTATOYHO MPAaB, 9TOOBI MOYKHO OBLIO BUJIETh U U3MEHSITH JAHHBIE [0 CBOEMY YCMOTPEHUIO.

Pacemorpum ayrentudukarmio or mmernu SYSDBA ¢ mcmosb3oBanumeM maposis masterkey. Takxke B
npumMepax OyzmeM paboTarh € JIOKAJIBHLIMU 0a3aMU JAHHLIX M HCIOJIb30BATDH IICEBIOHUMBI Be3fE, I/e ITO
BO3MOKHO. Bce, 4TO BBl y3HaeTe B 9THX pa3fejax, MOXKHO NPUMEHHTb U K yIaJEeHHBIM 0a3aM JaHHBIX,
MIPOCTO yKazaB cTpoky TCP/IP-coenuHeHus.

Iloaksrouenue ¢ momoinpio isql

Pen Baza JlauHbIx nocraBisgercs BMecTe ¢ YTUIMTOW KomaHiaHO# crpoku isql (Interactive SQL
utility). MOXHO HCIIOIB30BATE €€ HECKOJIBKUMH CIOCODaMMU IS HOJKIIIoUeHus K Oase JaHubix. O u3
HUX - 3allyCTHTb €e B MHTEPAKTHBHOM pexkuMe. Ilepefiure B KaTajor, rie HaXOAATCA yTHIMTHL Pen Basbl
Hanubix, u BeeguTe isql (Windows) miam ./isql (Linux) B KOMaH/HOMN CTpOKE.

Hampuwmep:

C:\Programmas\Firebird\Firebird_3_0>isql
Use CONNECT or CREATE DATABASE to specify a database
SQL>connect xnet://employee user sysdba password masterkey;

B isql xaxxprit onepaTop SQL J0/KeH 3aKaHINBAThCS TOYKOM ¢ 3amaToil. Ecin npu naxxkatum Ha Enter
CTPOKa He 3aKaH4YMBaeTCd TOYKON ¢ 3algaToi, isql cuuraer, 4TO Oleparop IIPOLOJIKACTCH Ha CJeAYIOLIen
cTpoke, u coobrenne n3mennTcst ¢ SQL zHa CON. D10 03BOJIsIeT Pa3dbUBATH JJINHHBIE ONEPATOPHI Ha, HECKOJIHKO
crpok. Ecan Bel mHaxkmere Enter mocite omeparopa, HO 3a0y/ere TOUKY € 3aIgTOi, IIPOCTO BBEIUTE €€ IOCJIe
coobrernsi CON Ha cieayiomeii CTpoke W CHOBa HaxXKmuTe Enter.

Eciu crpoka mogkimoaeHnst He HAYUHAETCsT C MMEHU XOCTa, WU IIPOTOKOJIA, Oy/IeT MPEIITPUHSATA, TOMBIT-
K& YCTAHOBUTDH BCTPOEHHOE TIOKJIIOUEHUE. DTO MOXKET 3aKOHIUTHCST ONMTUOKOM, €CJIi y Ballell y9eTHON 3amcu
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B OIIEPAIIMOHHOI CHCTEMe HeT JIOCTATOYHBIX IIPaB JOCTyIa K (afiry 6a3bl TaHHbIX. B 3TOM cirydae Mo IKII0qr-
Tech K localhost:<myTh K 6ase WM ICEBIOHUM> WJIM YKAXKUTE HPOTOKOJ xnet:// (Tosibko juist Windows)
unn inet://. Torma cepsepHblil mnporece (00bMHO paboTaromuit OT UMeHH I0Jb30BaTelsa reddatabase Ha
POSIX wiu LocalSystem Ha Windows) orkpoer aiti. C apyroil CropoHbl, cereBble COEIUHEHUS MOTYT He
YCTAHOBUTbCS, €CJIH [I0JIH30BATENb CO3/1al 0a3y JaHHBIX BO BCTPOEHHOM PEXKHUME, a CEPBEpP HE MMeeT JT0CTa-
TOYHBIX IIPaB JOCTYIIA.

IIyrb, uMs 110JIb30BATEISI U NAPOJIH MOXKHO 3aKJIIOYUTh B ofuHapHble (') wiu JBoiiHble (") KABBIYKH.
Econ myTh coziepKuT Ipobesibl, KaBbIYKN 00s3aTesIbHbl. VIMeHa MosIb30BaTeseil ¢ yueToM perucTpa (Co3zaH-
HBIE CJIeyIomuM o0pa3oM: create user "Jantje" password ...) U MMEH& HOJIB30BATENEH, COMEpIKAIILE
11po0eJIbl, MEK/IYHAPOIHbIE CUMBOJIBI TAKKE JIOJKHBI OBITH 3aKJIIOUEHBI B JBONHbIE KABBIUKH.

Ha sTom srare isql COO6H_[I/IT, 9TO HOAKJIIOYEHUE yCTAHOBJICHO:

Database: xnet://employee, User: SYSDBA
SQL>

Tenreps MokHO paboTarh ¢ 6a30il JaHHBIX employee. C OMOIIBIO isql MOXKHO 3alIPAIINBATh JAHHBIE,
[OJIy4aTh MHGMOPMAIUIO O METAJaHHBIX, CO34aBATh OObEKTHI 0a3bl JAHHBIX, 3AIlyCKATh CKPUITHI M MHOI'OE
JpyToe.

Yr00bI BEpHYTHCS B KOMaHIHYIO CTPOKY OIIEPAIMOHHON CUCTEMbBI BBEIUTE CJIEIYIOIIee:
SQL> quit;

Tak:xe moxkuo BBectu EXIT BmecTo QUIT, pasuuiia B ToM, 4To EXIT cHadasa 3adUKCApPYET BCe OTKPBI-
Thle TPaH3aKIUU, CAeJIaB BHECEHHbIe U3MEHEHNUsI OKOHYATeJIbHBIMU.

Iloaksmouenue ¢ nomoibio Pen Dkcrept

Co3jaHne moaKJII0YeHus:

Pes, Oxcuepr 1103B0JIsI€T OIHOBPEMEHHO HCIIOIB30BATH HECKOJILKO IOJIKJ/IIOUeHn K 6a3e JaHHbIX. VH-
dopmarmio o noAKII0YeHn 0ToOpaKkaer Bpaysep 6a3 maHHHX.
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E.: Bpaysep Ga3 gaHHb 3

Hma nogknroueHna: | Hosoe nogrnrodeHne JDBC dpaiisep: Jaybird 4 Driver v Hoewlii gpaiisep
Hma cepsepa: localhost Cepeep: Red Database (Firebird) 3+ ~
MopT: 3050 Pone:

Maiin B Bribpate Monezoearens: |
Koanpoeka: NOME v Tapens: {79

MpWEcANTE MMeHa CELEKTOE K BEPXHEMY PETMCTRY CoxpanuTe naponk Sawnpoeate Napons

Wenenesoeate knuentoryto BuinnoTexy (native nogenmyenne)

b HoBoe OO0 AP I/I(nonusoaa‘rb S5H ToHHENE

55H ToHHens

BeeauTe NapameTpbl NOAKNIOYEHUA K yARNEHHOMY CEpBEpY Yepes S5H ToHHens.

SSHxocm | |

S5H nopm 22

Monesosatens: | |

Maponk: | ¢| CoxpaHuTs Naponk

Mpumesanue: Coxpanenne napens sgece 3awmndpyeT ero TOBKO 8 dainax kondrrypaunn npraoXeHna,
3EUJVI¢IPUEEHHbIE M COXPEHEHHBIE SHAYEHNA MOTYT BeiTe CKOMMNPOMETUPOBEHEI U HE J01KHBI CHWTATBCA NOJHOCTEHD BezonacHbIMM.

CepTudukar
Ceprudmkar X.509: BriBpate
Mapone KoHTeliHepa: %
CoxpaHuTe Naponk KoHTERHEpPS MNposepuTs ceptndukaT cepeepa
MogkntounTeca Tecr CoxpaHuT

Pucynok 1.10 — Bpayszep 6a3 mammbix

Jis co3manust TOAKIIOUEHNS BHIOEPUTE COOTBETCTBYIONIUI IYHKT B MEHIO ba3a JaHHBIX WIn HAXKMU-

T€ Ha KHOIIKY COB,T.La'I‘b IIOOKJINYEHNEe B ITaHE/JIM MHCTPYMEHTOB. 3amnonnuTe MOJaA B OTKPLIBIIEMCA OKHE 1
HaXKMHUT€ Ha KHOIIKY [lonxmoYUTHCH.

[Ipu monbITKe NOJIKIIIOYEHNS MOKET BOSHUKHYThH OIMOKAa MIN(POBAHUS CETEBOro coenuuenus. Jlis
o iepkKu  mudpoBaHust HeoOxonuMa Bepcust Java He Huke 1.8.0_161 wau ycranossienHoe JCE 10-

moTHeHWe. B poTMBHOM cirydae ciemyeT M3MEHHTH 3HadeHme mapamerpa WireCrypt = Disabled B
firebird.conf.

Ilonknrovenue K cymiecTByIoleil 6a3e JaHHBIX

i yCTaHOBKM COENWHEHHsI C CYIIECTBYIOIIEH 0a30#f JAHHBIX JIBOIHBIM KJIMKOM BBIOEDHUTE HYKHOE
MIOJIKJ/IIOYEHUE B JiepeBe MOJIKII0YeHUN:
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B Gasapansex Mpaeka Bug  Wectpymewter  Cuctema  Cnpaeka
CORQACENFRIXSE DT eSO

E‘G{ Bpayazep 6as ganHe: X

ﬂEpEMEprI NooENHKYEHWA onpefenedHbele Nonba(

Hoeoe nogkniodeHne Coaparte basy oz

MmA nogknoYeHuA

<k Hoeoe nogkntousHue

Pucynox 1.11 — JlepeBo moak/iogeHmi

BBe,ILI/ITe UM TIOJIb30BaTe/Idd U ITapoJib B OTKPBIBIIEMCH OKHE, a 3aT€éM HaXKMHUTE Ha KHOIIKY BoiiTn.

1.5.3 Cozmanue 6a3bl JaHHBIX C IIOMOINbBIO isql

CyImecTByeT HEeCKOJIBKO CIOCOOOB cO37aHust 6a3bl JAHHBIX C TOMOINBLI0 isql. 3/1eCch MBI pACCMOTPUM
OJIMH TIPOCTOM CIT0co0 co3anus 6a3bl JAHHBIX B HHTEPAKTUBHOM PEXKUME.

3anyck isql

Yrobbl co31aTh 6a3y JAHHBIX B MHTEPAKTUBHOM DEXKHMME C IIOMOIIBI0 YTUJIUTHl KOMAHJHON CTPOKH
isql, BBeguTe isql (B Windows) mum ./isql (B Linux) B KOMaHJHON CTPOKE B KaTaJore, Tjie HAXOJSTCS
yruwmtel Pen Baser Jlanubix.

C:\Programmas\RedDatabase>isql
Use CONNECT or CREATE DATABASE to specify a database

Oneparop CREATE DATABASE

Temeps MOXKHO CO37aTh HOBYIO 6a3y JaHHBIX B MHTEPAKTHUBHOM pexkume. Hampumep, HEOOXOAMMO CO-
371aTh 06a3y JaHHBIX ¢ uMeHeM test.fdb u coxpaHuThb ee B Karajore data Ha jucke D:

SQL>create database 'D:\data\test.fdb' page_size 8192
CON>user 'sysdba' password 'masterkey';
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B oneparope CREATE DATABASE 00s3aT€IbHO HY?KHO 3aKJIIOYATh B KABBIYKU (OAMHAPHbLIE UJIM JIBOM-
HbIE) IYTh U NAPOJb. 3AK/IIOYEHUE UMEHU II0JIb30BATENsl B KABBIUKH HEOOA3ATE/LHO, €CJIU TOJIBKO OHO HE
9yBCTBUTE/IHLHO K PETUCTPY WM HE COMEPKHUT MPODOESIOB, MEXKIyHAPOIHBIX CHMBOJIOB WM JIIOOBIX JIPYTHX
CHMBOJIOB, KOTOPbBIE HE JIOIYCKAIOTCs B 00bIYHOM (6€3 KaBblueK) ueHTuduKaTOpe.

Ecmu cTrpoka mopk/roueHns He HAYMHAECTCS C UMEHHM XOCTa WJIU IIPOTOKOJA, Oy/IeT MPEeIIpPUHSTA II0-
TIBITKA CO3aHust (paitaa 6a3bl JaHHBIX O] WMEHEM BJIaJesbIa OMepaIlmoOHHON cucTeMbl. Eciam mobasure
localhost: mau MPOTOKOJ K IMYyTH WU IICEBIOHUMY, CEPBEPHBINH MPOIECC CO31acT (hailil u CTaHeT ero Bja-
JIEJTBIIEM.

Baza mamubix Oymer cosmama u mosgButcsa coobrenne SQL. Temeps coemmHeHne ¢ HOBOI 0a30it JAHHBIX
YCTAHOBJIEHO ¥ MOXKHO IIPUCTYIIUTb K CO3JAaHUI0 TECTOBBIX OO'LEKTOB B HEIA.

Yro0bI yOemuThest, 9To 6a3a JaHHBIX J€HCTBUTEIBHO CYIIECTBYET, MOYKHO BBITOJIHUTD CJIEIYIOIINA 3a-
poc:

SQL>select * from rdb$relations;

DTOT 3ampoc BBHIOMPAET BCe CTPOKH B cucTreMuO# Tabsaune RDBSRELATIONS, rme Pen Basza lammbix
XpaHuT MeTrajaHHble st Tabaun. "Ilycras" 6a3a JaHHBIX Ha caMOM Jejle He IIyCTa: OHA COJMEPIKUT Psill
CHUCTEMHBIX TabJIUI] U APYrux 00bekToB. CucreMHble TaOIUIBI OY/IyT PACTH II0 MEPE TOr0, KaK B 623y JaHHBIX
OyIyT JMOOABIISITHCS MOJIB30BATEIbCKIE OO bEKTHI.

YT0o06b! BEPHYTHCSA B KOMAHIHYIO CTPOKY, BBeanTe QUIT mam EXIT.
Co3aganne 6a3bl JAHHBIX OT MMEHH MOJIb30BaTeJiss 0e3 NpuBUJIErnii

Eciu BB monbiTaerech co3marh 0a3y JAHHBIX HE BO BCTPOEHHOM DPeXKMME OT MMEHH I0JIb30BaTelIs,
KOTODBIil He sBJIAeTcs aIMUHACTPATOpoM (T.e. SYSDBA miiu 1moJib30BaTeb ¢ posibio RDB$ADMIN), pesyibrar
OyZIeT CJIETYTOTITIM:

SQL>create database 'xnet://D:\data\mydb.fdb' user 'john' password 'lennon';
Statement failed, SQLSTATE = 28000
no permission for CREATE access to DATABASE D:\DATA\MYDB.FDB

Tlonb3oBaTEM, KOTOPBIE HE SIBJSIOTCS IMAHACTPATOPAMHE, JOJKHBI SIBHO TTOJIYYINTDH MIPABO HA CO3/1a-
HHue 6a3 JAHHBIX OT aJIMUHHCTPATOPA:

SQL>grant create database to user john;

Oo6umamarens npusmiernn CREATE DATABASE, KOTODBIN IIPH 9TOM HE SIBJISIETCS aIMHHUCTPATOPOM, MO-
JKeT cO37aBaTh 0a3bl JTAHHBIX.

1.5.4 Cozmanne 6a3bl JaHHBIX C IIoMomibio Pes Dkciept

Jtst co3nanmst 6a3bl IAHHBIX BBIOEpUTE COOTBETCTBYIONIUI MYHKT B MEHIO Basa JawHNX MM HAXKMU-
Te Ha KHONKY Co3ZaTh 6a3y LAHHHX B [AHEIN WHCTPYMEHTOB. 3AIllOJHUTE IOJIsI B OTKPBIBIIEMCS OKHE U
HaXMUTe Ha KHOIIKYy Co3maTs.
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1.6 Ocobernoctu SQL

g Co3gate 6asy gaHHbx X

Wma nogknioueHua: I test JDBC dpaiieep: Jayhird 4 Driver A4 Hoewiid gpaiieep

Wma cepeepa: localhost Cepeep: Red Database (Firebird) 2.X ~

MopT: 3050 AytenTndmkaums: | basosan A

®aitn B | BriGpate Monszoeatens: | |
Kogwpoeka: UTF3 ~ | MNapone: | r/9|
Pazmep crpanmue: | 8192 w CoxpaHuTe napone 3awmndpoeate Napoie

Co3gate

Bazoeeie  PaclumpenHbie

Pucynok 1.12 — Cosanue 6a3bl JJaHHBIX

[Ipu mombiTKe co3manms 6a3bl JAHHBIX MOXKET BOSHUKHYTH OIMUOKA MU(POBAHUS CETEBOTO COEIH-
wenus. st mojepxkky mudpoBaHus HeoOxonuma Bepeus Java He ke 1.8.0_161 uin ycTaHOBJIEHHOE
JCE nomostaenne. B mpoTuBHOM ciIydae ciienyeT n3MeHUTH 3HadYeHne mapaverpa WireCrypt = Disabled
B firebird.conf.

1.6 Ocobennoctu SQL

Kaxnas cucrema ynpabiienusi 6azamMu TaHHBIX UMeeT cBou ocobernnoctu B peanusaruu SQL. Pex Basza
JaHubIX mpuaepKuBaeTcsa craggapTa SQL.

1.6.1 /leneHnue meJjioro 4mcJja Ha Iejoe YHUCJIO

Pen Baza Hammpix coorBercTByeT cranmapry SQL, oOpe3as pe3ysIbTaT BBIUYUCIECHUS JIeJIeHUs I[eJI0r0 Ha
[eJI0e JI0 CJIEIYIONIEr0 MEHBIIEro IEeJIOT0 9UCIa. DTO MOXKET IPUBECTH K HEOXKUJIAHHBIM Pe3yJIbTaTaM, eCJIn
BBI He 3HaeTe 00 3TOM.

Hampumep, 570 BbhIUncienne KoppekTHo B SQL:
1/3=0

Ecmu Bor mepexomure ¢ CYB/I, B KoTOpOii memeHne IEJ0ro Ha IEeJ0€ BBLIMOJIHIETCS C ILTaBaIOIIIM
K03 PuUImeHToM, BaM HY>KHO U3MEHUTH BCE 3aTPOHYTHIE BHIPAXKEHUsI, ITOOBI MCIIOIL30BaTh Thll float man
numeric Jiis J€IUMOTO, JTEJTUTENS NI ODOUX.

Hamnpumep, npuBeeHHbBI! BBIIIE TPAMED MOYKHO U3MEHUTb TAKIM 00Pa30M, ITOOBI IOy YUTH HEHYJIEBOH
pe3yJibTaT:

1.000 / 3 = 0.333

1.6.2 Pabora co cTrpokaMm
CumBo.t pa3aejinTelisdd CTPOK

Crpoku B Pen Base Jlanubix pasiesiorcst Napoil CUMBOJIOB OJMHAPHON KaBbluku (amocrpoda): 'I
am a string' (kox ASCII 39, a me 96). IBoiinble KaBbIUYKN HEJIB3sI NCHOIB30BATH B KAYECTBE PA3IEIINTENIS
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cTpoK B SQL-3ampocax.

Anocrpodsbl B cTpoKax

Ecmun Bam HE0OXOIMMO MCIOJIB30BATH amocTpod B CTPOKE, HY?KHO SKPAHMPOBATH CHMBOJI arnocTpoda,
[TOCTABUB [E€peJ] HUM JIPYTOil anocTpod.

Hampumep, sTa cTpoka BBIIACT OMHOKY:
'Joe's Emporium'

IToromMy 9TO CHHTAKCHYIECKUIT AaHAIN3ATOP BCTPEYAET arocTpod U HHTEPIPETUPYET CTPOKY Kak 'Joe',
3a KOTOPOH CJIEIyIOT KaKHe-TO HEM3BECTHBIE KJIIOYEBBIE CJIOBA. UTOOBI Ce/aTh 3Ty CTPOKY JIOIYCTHUMOIA,
HY>KHO TIPOIyOINpOBaTh CAMBOJI AIIOCTPOda:

'Joe''s Emporium'

Ob6paruTe BHUMAHUE, ITO ITO JBE OJMHAPHDBIE KABBLIYKY, a8 HE OJIHA JIBONHAS.

Tax>ke MOXKHO MCIOJIb30BaTh aJbT€PHATHUBHBIN JINTEPAJ CTPOKU quote, IMO3BOJIAIONINN NCIOJIH30BATh
KaBBIYKYU 03 SKPAHUPOBAHMSI:

q'{Joe's Emporium}'

KOHKaTeHaHI/IH CTPOK

CumBos koukarenaruu B SQL - aTo " | |", wim mapa cumBosioB ASCII 124 Ge3 mpobesia MeXKy HU-
mu. B SQL cumBost "+" sBiisieTcst apudMETHIECKUM OIIEPATOPOM, U €r0 UCIIOJIH30BAHUE JIJIsI KOHKATEHAIINN
cTpok npusezieT K omubke. Cremyroriee BbIpakeHue 100aBIsgeT K 3HAYEHHIO CUMBOJILHOIO CTOJIONA CTPOKY
"Reported by:":

'Reported by: ' || LastName

Pen Baza /laHHBIX BBIJIACT OMIMOKY, €CJIN PE3Y/IbTAT KOHKATEHAIINA CTPOK MPEBBICUT MaKCHUMAJIbHBIH
pasmep VARCHAR B 64 K6. Eciin TobKO TOTEHITNAIBHO BO3MOXKHBIN PE3YJIBTAT CJIUIIKOM IJIUHHBIN, BbI 10~
JIyauTe TpeaynpesKIeHne, HO olepannus OyaeT 3aBepIIeHa YCIIeITHo.

N nearndukaropbl ¢ ABOWHBIMU KAaBbIYKAMU

Ho mnosiBinennst cranmapra SQL-92 OBLIO 3allpelneHo HCIIOJb30BaTh B 0a3e JaHHBIX MMEHa OOBEKTOB
(naenTrduKaTOPDI ), KOTOPBIE J1yOINPOBAIM KIIOYEBbIE CJI0BA, ObLIM 1yBCTBUTE/ILHBI K PETUCTPY WU COLEP-
JKaJau TMpobesibl MM CIeNUaJbHble CUMBOJIBI. B SQL-92 BBeJIeH HOBBIN CHHTAKCHUC, MO3BOJISIONINI CIeIaTh
JIIOOBIE M3 HUX JOMYCTUMBIMU IIPU YCJIOBUU, UTO UACHTH(PUKATOPHI OMPeaeIeHb BHYTPH AP JBOWHBIX KABBI-
YeK (ASCII 34) U Ha HUX BCErJia CChLIAIOTCA C UCHOJIb30BAHUEM pa3jeanTesieil JBOMHBIX KaBbIUeK.

Ecnu onpenenuts nnenTnduKkaTop B ABOWHBIX KABBIYKAX, €0 IYBCTBUTEIHLHOCTh K PETUCTPY U 00si3a-
TeJIbHOE UCIIOJb30BAHNE JBOMHBIX KABBIYEK OCTAHYTCs 00si3aTEIbHBIM.

Pen Baza /lanubix [omyckaeT MCKJIIOYEHHE W3 MIPABUJI [P HEKOTOPBIX yCJIOBUsiX. Kcanm mueHTudM-
KaTOp, KOTODBI OBLI ONpeesieH B JIBOMHBIX KaBLIYKAX U OINPEIEJeH B BEPXHEM PETHUCTPE, HE SABJISETCS
KJIIOYEBBIM CJIOBOM, W COOTBETCTBYET OCTAJILHBIM I[IPABUJIAM OOBIYHBIX HUJIEHTHUMUKATOPOB, TO €r0 MOXKHO
ncrob3o8aTh B SQL 6e3 kaBbluek u 6e3 yuera perucrpa. Ho Kak TOJIBKO BOKPYTI HErO IOSIBATCH JIBOMHBIE
KaBBIYKH, HEOOXO/IMMO CHOBA IIPOBEPUTH PETUCTD.
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Ecim ects Tabsuier "TESTTABLE" u "TestTable", 0obe omnpejiesieHHbIE B JBOIHBIX KaBBIUKAX, TO
BBIIIOJITHUB KOMAaHJTY:

select * from TestTable;

B pe3yJsbTaTe nogyudnte 3anucu u3 "TESTTABLE", a He u3 "TestTable".

Ecsmn mer Beckux IIPUYMH JIJIdA OIIpeIe/IeHU A I/IﬂeHTI/I(bI/IKaTOpOB B KaBbIIKaX, PEKOMEH/IyeTC A n3beraThb
ux.

1.6.3 Bpripaxkenus, cojsepkaiiue NULL

B SQL NULL He siBjisieTcs 3HAYEHUEM. DTO COCTOSIHUE JIEMEHTA JIAHHBIX, TPH KOTOPOM €ro 3HAYEeHUe
neusBecTHO. [TockobKy 3nadenne HemdBecTHO, NULL He MOXKeT BecTu cebs Kak 3HadeHne. e/ monbITaThes
BBINOJIHUTE apudmernyeckue jeiicreust ¢ NULL min cBs3aTh €ro CO 3HAYEHUSIMU B JIPYTHX BBIPAXKEHUSIX,
pe3yIbTaTOM Oneparun modITu Beersa Oyaer NULL. D10 He HOJIb, He IIyCTOTa U He "mycTas CTpoka", u OH He
BeJeT cebst Kak J000e U3 9TUX 3HATCHHUIA.

Bcee cnenyromnue Bbipakenus Bo3BpariaioT NULL:

e 1 + 2+ 3 + NULL
e NOT (NULL)
e 'Home ' || 'sweet ' || NULL

Crenyromee Boipakenne BepHeT NULL, ecsiv FirstName myin LastName - NULL. B mporuBHOM ciiydae
OHO OObEJIMHUT J[Ba, UMEHU C IPODEJIOM MEXK]Iy HUMU, JIaXKe eCJIU JIo0asi U3 MepPeMEeHHbBIX sIBJISeTCs IIyCTON
CTPOKOI:

FirstName || | | LastName

Paccemorpum neckosibko npumepoB PSQL (Procedural SQL) ¢ if-koHCTpyKImsiMu:

e Pagencrro ('='):

if (a = b) then
MyVariable

'Equal’';
else

MyVariable = 'Not equal';

Ilocne BbImosHEHWsT maHHOrO KOoma IepeMeHHas MyVariable mpumer 3Haudenue "Not
equal", ecsim u a, u b 6yayr NULL. Ilpuunna B ToMm, uTo a = b maer NULL, eciu Xo-
T Obl omHO W3 HuX saBiasgerca NULL. Ecam tectoBoe BbIpazkeHme omepartopa if paBHO
NULL, oHO BefeT cebs Kak false: 6,10k then mpormyckaercs, a OJI0K else BBITTOTHSIETCS.

XoTs B 9TOM CJIydae BhIpaKeHHe MOKeT BecTu cebs Kak false, OHO BCe PABHO SIBJISIETCS
NULL. Eciu monbITaeTech MHBEPTUPOBATE €0 € TOMOIIBIO not (), TO MOMyYInUTe eIre OTuH
NULL, a He "true".

e He pasno ('<>'):

if (a <> b) then
MyVariable

'Not equal';
else

MyVariable 'Equal’;

B sTom ciayuae nepemennas MyVariable npumer 3Hadenue 'Equal', ecoim a = NULL, a
b - Het, uau HAOOOPOT.
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Kurouesoe cioso DISTINCT

Oyukrus IS [NOT] DISTINCT, mo3Bossmoliasi MpoBepsaTh Ha paBeHCTBO ¢ yaerom NULL. CemaHTHKA
CJIeIyIOIIad:
e /Ipa Boipaxkenus He paBHbl (DISTINCT), eciu y HUX Da3Hble 3HAYEHUS] WK €CJIU OfHO 13 HuxX NULL,
a Jpyroe - HeT;
e Omnu pasubl (NOT DISTINCT), eciiu MMEIOT OJMHAKOBOE 3HaYeHHe uin 0ba sBidTcs NULL.

Ecau un onnn us onepannos He aBistercss NULL, IS DISTINCT paboTaeT TOYHO TaK Ke, KaK OIepaTop
"<>" a IS NOT DISTINCT - Kak omepatop "=".

IS DISTINCT m IS NOT DISTINCT Bcerma Bo3BpaIalT true miu false, u aukorga NULL.

Wcnonw3yst DISTINCT, MOXKHO TepenucaTh mnepBblit mpumep ¢ PSQL creyonuM o6pa3om:

if (a is not distinct from b) then
MyVariable = 'Equal';

else
MyVariable = 'Not equal';

A Bropoii:

if (a is distinct from b) then
MyVariable = 'Not equal';
else
MyVariable = 'Equal';

1.7 Sammra JaHHBIX

1.7.1 Pe3epBHOEe KOnmmpoBaHUE

Pen Baza /laHHBIX TOCTABIIAETCS C IBYMSI YTHIMTAMU JIJIsT PE3EPBHOIO KOMMMPOBAHUS U BOCCTAHOBJIEHUS
6a3 mannbix: gbak u nbackup. O6e yTHIANTHI MOXKHO HAfTH B Karajore ycraHoBku (Ha Windows) ujm B ero
nozkarasiore bin (ma Linux). Pesepsroe konmposanue 6a3 JAHHBIX MOYKET OBITH BBIIIOJIHEHO, IOKA [0JIb30Ba-
TN TOK/IIOYUEHbI K CUCTEMe U paboTaioT ¢ 6a30#l JaHHbIX. Pe3epBHas KOmus 0TOOparKaeT COCTOSHIE 0a3bl
JAHHBIX Ha MOMEHT HadvaJja CO3JIaHUs PEe3€PBHON KOIIUMU.

Perynsproe pesepBrOe KOnmpoBaHnue u IePUOIMIECKOE BOCCTAHOBJIEHUE JIOJI?KHBI OBITH 3AIJIAHUPOBAH-
HOIT YaCThIO PabOTHI ¢ 0A30il JAHHBIX.

1.8 Kak He moBpeauTh 6a3y JTaHHBIX

1.8.1 He orkmarouaiite Forced Writes

IIo ymomuanuio Pen Basza [lamubix co3maér HOBble 0a3bl MaHHBIX CO BKJIOUEHHOI ommwmeilr forced
writes (upunyjuTesbHON 3anuchio). IIpu 3ToM JIOGBIE TOATBEPKICHHBIE U3MEHEHHs CPA3y 3allMChIBAIOT-
cs B daitsr 6a3bl JaHHBIX.

Moo macTpouTh 6a3y JaHHBIX HA WCIOJIH30BAHWE aCHHXPOHHOM 3ammcu JaHHBIX. [Ipm aToM m3me-
HEHHbIE WU HOBBIE JAHHBIE OyIyT XPAHUTHCS B KIIIIE JIJIsI TEPUOINTIECKON OTIIPABKM HA JNUCK MOJACUCTEMOMN
BBO/Ia-BBIBOJIA OllepaIlnoHHOi cucrembl. OOBIYHO TaKyr KOH(MUryparuo Ha3biBaloT forced writes off. K
Hell MHOIJa MPUOEraioT B IOIBITKE MOBBICUTH IIPOU3BOANTEILHOCTH MPU BBLIMOJHEHUN OOJBIINX TAKETHBIX
onepanuu.
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1.8 Kak #e moBpeauTh 6a3y JTaHHBIX

OTtkiarouenue forced writes ma Windows

I He orkimouaiite forced write na Windows!

Broito 3amedeno, aTo cepBepHbie MIATGOPMBI Windows He OYHUIIAIOT KIII 3aIuceil 70 TeX Iop, IMOKa
ciryxk6a RedDatabase He Oyer 3akpbiTa. Eciu Ha cepBepe Windows 94To-TO MOMIET HE TaK U CUCTEMa BBOJIA-
BBIBOJIA OKAXKETCsl HEJIOCTYITHOM, TO paboTa moJib30oBaTeseil OyaeT moTepsiHa B IIPOIECCe MTePe3arpy3KH.

Orkirouenue forced writes ma Linux

CepBepbl Linux GesomacHee B Cjydae BBIOJIHEHUS OIEpPAIMii ¢ BPEMEHHO OTKJIOYeHHBbIM forced
writes. Ho He crouT ocraBisith forced writes OTKJIFOUEHHBIM IIOCJIE 3aBepIeHns OOJIBINON MaKeTHON 3a-
Jadu.

1.8.2 He BbInoJIHSAlITE BOCCTAaHOBJIEHUE U3 PE3€PBHOII KONMUU B
paboTarorryio 6a3y JaHHBIX

OsiHa w3 onnuii BoccTaHoBJeHUs B yTusinTe gbak (gbak -repl[lace_databasel]) mossosisier BOCCTAHO-
BHUTH PE3EPBHYIO KOIHIO IIOBEPX CYIIECTBYIOImeil 6a3bl JanHbIX. [Ipr 3TOM BO3MOXKHO, YTO BOCCTAHOBJICHHE
OyZeT TpOUCXONUTh 0e3 MPeIyIPeXKIeHUsI, IOKA [TOJIb30BATENN TOIKJIIOYEeHb! K 0a3e JaHHbiX. B pe3ysibrare
IIOYTH HaBEPHsIKa IIPOU3OIJIET ITOBPEXK,ieHne 6a3bl JTaHHbBIX.

Ob6parure BHMMaHWE, 9TO KpaTkas dopma 3Toil KoMaHmbsl ghak -rep, a He ghak -r, KakK 3TO ObI-
Jgo B crapbix Bepcusx Pen Baszer Jawmmbix. Onrust gbak -r Temepb sIBJISIETCS COKpallleHHeM OT gbak
-recreate_database, KoTopoe paboTaeT Tak Ke, Kak u gbak -c[reate], u BblgaeT omubKYy, €Cau yKa3aH-
Hast 6a3a JIAHHBIX y2Ke CyIecTByeT. MOXKHO NPHUHYIUTEIBHO [IEPE3AIUCATh CYIECTBYIOILYIO 0a3y JaHHBIX,
nobasuB duiar o [verwrite]. Dror drar noaaep:kuBaerTcs TOIbKO ¢ gbak -r, HO He ¢ gbak -c.

Ecau 5T0 BO3MOYXKHO, PEKOMEHJIyeTCsl BOCCTAHOBUTH 0a3y JaHHBIX HA CBODOJHOE MECTO Ha JIUCKE C
[IOMOIIIBIO OIIMK gbak -C U IIPOTECTUPOBATH BOCCTAHOBJIEHHYIO 06a3y JAHHBIX ¢ HOMONIBIO isql min mpej-
IOYUTAEMOT0 BaMU WHCTPYMEHTa aJMUHUCTPUpOBaHusi. Kcjim BoccTaHOB/IeHHAst 0a3a IAHHBIX B IMOPSJIKE,
OTKJIIOYNTE CTapyio 0a3y MaHHbIX. I 9TOro MOXKHO HCIIOJIB30BATh MHCTPYMEHT KOMAHIHOW CTPOKH gfix.
Ha Bcaknmit cimywait caenmaiite Konmuio haitoBoil CUCTEMBI CTapOil 6a3bl JAHHBIX, 8 3aT€M CKOTMHPYyHTe dailibl
BOCCTAHOBJICHHO 6a3bl JTAHHBIX [TOBEPX UX CYNIECTBYIOIINX AHAJIOTOB.

1.8.3 He mo3BoJgiiTe mojib30BaTeJIsM BXO/JUTh B CUCTEMY BO BpeMs
BOCCTAHOBJIEHUH C OIIUEN -rep

Eciu BB HE 3a6JIOKpreTe JAOCTYIL OJIb30BaTe e IIPU BBITIOJIHEHUHN BOCCTAHOBJICHHA C ITOMOIIBIO gbak
-rep, TO HIOJb30BaTE/JI CMOL'YyT BOWUTH B CUCTEMY U BBIINOJHUTL oOlepaluu C JaHHBIMU. 9to opuBeageT K
TOBPEXKIACHUIO JaHHDBIX.
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