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PykoBojicTBO aiMUHUCTpPATOPA
1 O6mue cBefenust 0 mporpamMme

['nasa 1

Oo6miue cBeJeHns O IIporpaMme

1.1 HasHadeHue mmporpaMmbl

CYB PE/I Baza Hauusix (mamee CYB/] win PEJT Basa JTaHHBIX) UCHONB3YETCs /15T YIOPSIOUEHHOTO
XpaHeHus: u 06paboTku 6opimux oobemoB nHdpopmarinu. PE/L Baza Jlanubix npeacraBiiser coO0# MOITHYIO
cospemennyio CYBJI ¢ orkpbireiM kogoMm. Anpo PEJ] Baser JIaHHBIX TOCTPOEHO HA OCHOBE OJIHOM U3 CAMBIX
u3BeCcTHBIX u pacinpocrpaneHHbix B Mmupe CYB/ ¢ orkpeiTeim komom — Firebird, koropas ucmosnb3yercss B
PEIeHNsX PA3JNIHOIO MACIITaba: OT BCTPOEHHBIX AlIaPATHBIX CUCTEM U PEITeHuil s HeOOIbIINX KOMIIa-
unit 1o IT cucrem KpynHedmux TpaHCHAIIMOHAJIBHBIX KOPIIOpAAil ¢ pa3MepaMmu 6a3 JAaHHBIX JI0 JECATKOB
TepabalT u JecaTKaMi MUJIJIMOHOB TPAH3AKIINN B JIEHb.

1.2 ®yHKNuoHaJbHOE Ha3HAUYEHUE

CYB/I PEJI Basa /IaHHBIX [IpeOCTaBJIAET I0JI30BATEISIM CJIEIYONINE BO3SMOXKHOCTH:

® [OJJIEPXKKA BCEX OCHOBHBIX ILIAT(OPM U OIlepaIuoHHbIX cucreM (cpeau Hux: Windows, cemeiicTBo

Linux, BSD Unix, IBM AIX, HPUX, Sun Solaris u up.);
e noIepKKa 64-ONTHBIX CHCTEM;
® TIOJJIEPXKKA MHOTOIIPOIIECCOPHBIX M MHOTOSIIEPHBIX AIIAPATHBIX IIAT(OOPM;
® BBICOKOE OBICTPOJICHCTBUE;
® BO3MOXKHOCTH XpaHeHHs 06a3bl JAHHBIX B OJHOM OT/IEJILHOM daiie;

® BO3MOXKHOCTH ayTEeHTH(PUKAIINN U aBTOPU3AINN TOJIH30BATEIEH ¢ UCIOJIH30BAHNEM B KAIEeCTBE UC-
TOYHUKOB CBEJCHUI 00 yIeTHBIX 3alMcax MoJb3oBareneil 3ammummennoit B/l momb3oBaTenteit win
CHUCTEMHOI'0 KaTaJiora;

® BO3MOXKHOCTH «TOPSAYEro» pe3epBHOro KonupoBanus BJl m MHKPEMEHTHOrO pe3epBHOrO KOIMUPOBa-
HHUdA, B T.4. C IDUMEHEHUEM alllapaTHBIX PeIIeHuil JjId pe3epBHOI0 KOIIMPOBAHNSL;

® HAIMYNE MOJYJIEH COMPSKEHUs MPAKTHIECKN JJIsT BCEX UCIOJIB3YEMBIX CPEZl pa3pabOTKU, Pe3yiIb-
TATOB TECTOB ITUX MOJYJEH U TapaHTHsA CTAOUIBLHON PabOTHI;

® BO3MOXKHOCTB paboThl BO «BerpoenHom» B I10 (embedded) siokanbuom pexkume B Bujie 6ubamorexkn
DLL 6e3 ornensroit yecranosku u nacrpoiiku CYBJI PEJL Baza /lanubix, B TOM 9ucje TMOIePKKA
BCTPAWBaHUs B BUPTYAJbHYIO MAIUHY Java,

e obOpaTHasi COBMECTHMOCTD € Ha3aMu JAHHBIX OT Mpeablaymux Bepenii Firebird;

® MHOTOBEPCHOHHAS APXUTEKTYPA,;

® MOJyJIbHAsI apXUTEKTYPA;

e coorBercrBue GosbIMHCTBY TpeboBanuii cranmapra ISO/ANSI SQL;

e Hu3KHe TPeOOBAHUS K AIMAPATHOMY ODECIIEUeHUIO it HeDOIbINX 0a3 JaHHBIX;

e (oJIbINIe BO3MOXKHOCTH 110 paciupennto dpyHaknunonasa camoit CYB/I mocpemcrBoMm Moyieit;
® SIPO, M3HAYAIBHO OCHOBAHHOE Ha MHOTOBEPCHOHHON apxurekType (MGA);

® IIOJTHOE€ COOTBETCTBHUEC IIPUHIIUIIAM aTOMapPHOCTH, HEIPOTUBOPEIUBOCTH, U30JIAIINN, JOJITOBETHOCTHA

(ACID).
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PyxoBoscTBO ajmunucTpaTopa
1.3 MuHuMaJbHBII COCTAB AIlaPATHBIX CPEJICTB

1.3 MuHuMaJbHBIN COCTaB alMnapaTHbIX CPEJICTB

s ycranoBru n nopmasibHO padorer CYB/I PEJL Baza /laxubix mepcoHa bHBIN KOMITBIOTED TOJIZKEH
OBITH OCHAIEH KOMILIEKTYIONUMH CO CJIEIYIOIINMI XapaKTEPUCTUKAMU:

IIpormeccop ¢ mogmepkKoit apxuTeKTypsl x86 64, 1.6I'T'n, 2 anpa.
OneparuBHast naMsTh or 4I°6.

3aloMUHAOIIEe YCTPOUCTBO 00 beMoM He MeHee 211°6.
Krnasuarypa 101,/102-x KiaBuisas pyc/Jaar.

CereBast KapTa ¢ momamep:kkoit Ethernet.

1.4 MuHuMaJIbHBII cOCTaB IPOrPpaMMHBIX CPeJICTB

st yecranoBru u sxciutyaranun CYBJL B OC cemeiictBa Windows He TpebyeTcst yCTAaHOBKHU JIOTIOJI-
HuresabHOro mporpaMmmuoro obecredenus. st OC cemeiictBa Linux mneobxomumbr 6ubsmorexn: glibe 2.17 u
crapie, libstde++ or gee 10.2 u crapie.

1.5 TpeboBanusi K mepcoHaJy, cpejie dKCILIyaTallul 1

BHEIIIHUM MepaM Oe3011acHOCTH

A vuauctparop CYB/I nomken nmers:

6azosble HaBblku aamunucrpupoBanus OC cemeiicrBa Windows mwimm Linux (B 3aBucumoctu or
BBIODAHHOI apXUTEKTYDBhI);

HABBIKA HACTPOHKHU MPOrpaMMHBIX TPoayKToB u OC;
OIBIT paboThI ¢ KoMaHIHO# cTpokoit OC;
6a30B0€ IPEJICTABICHUE O CTPYKTyPe 6a3 JaHHLIX 1 MUHAIMAJILHBIE HABLIKA PAOOTHI 110 YIIPABJICHUIO

UMU;

HaBBIKH TIOJEPKAHNUSA B pabOTOCIIOCOOHOM COCTOSTHUN TexumdeckKux cpencts I1K.

Besonacuas skcmtyaramus CYB /I npemanosaraer, ato:

JIOJIZKHO OBITH 00ecIiedeHo OTCYyTCTBHE Ha KoMmmbioTepe ¢ ycraHopjerHoit CYBJI HemraTHbix mpo-
TPAMMHBIX CPEJCTB, IMO3BOJISIONINX OCYIIECTBUTh HECAHKIMOHUPOoBaHHY 0 Moaudukanmio CYB u
aJIMAHUACTPATOP HE MpeIpuHIMaeT monbiTok Mogaudukarm CYB/;

ycraHoBKa, kouduryparus u sxciryartanust CYBJI ocymecrsiisieTcs aaMAHACTPATOPAM COTJIACHO
COOTBETCTBYIOIIEH JTOKYMEHTAIINH;

aIMIHACTPATOPOM IIPELyCMOTPEHBI MEPOIPUSITHS, HAIIPABICHHBIE HA BOCCTAHOBJIEHUE GE30IIACHOTO
cocrosrug CYB/I B ciygae c6os (0TKa3a);

[epCOHAJI, OTBETCTBEHHBIN 3a ajgmubucTpupoBanne CYBJL, mosken npoiitu npoBepKy Ha OJiaroHa-
JIe?KHOCTh M KOMIIETEHTHOCTD;

B CBOeil JIesiTeJIbHOCTH aJIMIHICTPATOD JOJIKEH PYKOBOJCTBOBATHCSI MOJUTHKOM OE30IIaCHOCTH Op-
TaHU3aInN;

AJIMUHUCTPATOPDBI ABJIAOTCA KOMIIETEHTHBIMU, XOPOIIIO O6y‘{eHHI:IMI/I 1 3aCJIYy2KUBaIOIIUMU JTIOBEPU]

HUMeeTCsl B HAJIMYIUHU OJHO MJIM 00Jiee KOMIIETEHTHOE JIUIO, KOTOPOE HA3HAYAETCs JJIsl yIPaBJIEHUs
6esonacHoctbio CYB/I u nadopMalny B HEM. DTH JIUIA JOJ2KHBI KMETh JIMYHY0 OTBETCTBEHHOCTH
3a cyeyomue GpyHKIUT:

— yIpAaBJEHHE [0JIHb30BATEJISIMU;
— CO3/IaHUe U COMPOBOXKJEHUE POJIeit;

— YCTaHOBJIEHHE U COIPOBOXK/ICHNE OTHOIIEHUN MEKJIy POJISAMU;
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1.6 Pexum padorer CYBI PEJL Basza Jlanuabix

— Ha3Ha4YeHUe U aHHYJINPOBaHUE poneﬁ, Ha3HaYaeMbIX I10JIL30BaTeJIAM.

e jioctynn Kk CYBJl mo/mKeH OCyImeCTBIATHCS TOJBKO W3 CAHKIMOHHPOBAHHBIX TOYEK JIOCTY-
I1a, Pa3MeIeHHbIX B KOHTPOJUPYEMOil 30He, 000PY/I0BAHHOM CPEJICTBAMU U CUCTEMAMU (DU3UIECKOH
3AIIATHL U OXPAHbI (KOHTPOJIS ¥ HAOJIONEHUS) M MCKJIIOYAIONIEH BOZMOXKHOCTH GECKOHTPOJIBLHOTO
pebbIBaHUST TOCTOPOHHUX JIUI;

e obGecnieueno Banmogeiicreue CYB /I Tosbko ¢ nosepernabivu cuctemamu UT, mpapuia 6e3onacHocTr
KOTOPBIX CKOODJAMHUPOBaHKI ¢ mpaBuiamu 6ezomnacuoctu CYB/L;

o ayreHTudUKAIMS CyObEKTOB, OCYIIECTBISIONMX HONbITKY jgoctyna K CYBJL, momkHa ocyiecTs-
JIAThCS ¢ ucnojb3oBanneM Mexaunn3mos OC, mox ynpasiienneM kotopoit gpyukimornpyer CYB/I;

e dyuxnmonnposarne CYBJI nomkuO ocymectsiasaTbest B cpese dyakunonuposanust (OC), mpego-
CTaBJISIIOIIEH MeXaHU3M ayTeHTU(PUKAINY, 06eCIIeINBAIOIINI aIeKBATHYIO 3aIUTY OT IPSMOrO HJIN
YMBIIIJIEHHOTO HAPYIEeHNs Oe30IaCHOCTH HAPYIIUTESIMA C BHICOKUM TIOTEHIINAIOM HAIIAICHUST;

® BCe ceTeBble KOMIIOHEHTHI (TaKne, KaK MOCTBI M MapIIPyTU3aTOPhI) MEePeIaloT JaHHbIE IPABUIIBHO,
6e3 MopuduKauy;

e 3zarpy3ka CYBJl mpoxofuT B JIOBEpEHHOI Cpe/ie, TPEIOTBPAIIAIOIIEH HECAHKIIMOHUPOBAHHOE IPe-
peiBanue nporecca 3arpy3ku CYB/L u ucro/ib30BaHne HHCTPYMEHTAJIBHBIX CPEJICTB, TO3BOJISIIOIINX
OCYIIECTBUTH JOCTYII K 3armuimaembiM pecypcam CYBJL B 06x01 MEXaHU3MOB 3aIlATHI;

e IIpaBa IOJIL30BATEJeN JJis TOJyYeHHUsI JOCTYIIa U BBIMOJHEHUsT 00pabOTKN MHMOPMAIIUA OCHOBBI-
BAIOTCsI HA OJHON W Oojiee POJIsiX, KOTOPble UM Ha3HAYAET AIMUHUACTPATOP. DTU POJIM TOYHO
OTPAKAIOT MPOU3BOACTBEHHYIO (DYHKIHMIO, OOA3aHHOCTH, KBAJIUMUKAIAIO U/UId KOMIETEHTHOCTD
1I0JIb30BaTe el B paMKax IIPeIIPUATA.

1.6 Pexxum padorer CYB/1 PE/I Baza Jlanubix

CYB/I PEJI baza JIaHHBIX MMOAAEPXKUBAET €IMHCTBEHHBIA PEXKUM pabOThl — IITATHBIN.

IIraTHbIit pexkuM pabOTHI BKJIIOYAET B ceOs 3aIlyCK CJIY2KOBI cepBepa, KOTopasti 00ecrednBaeT J0CTYII
K 6azam nanabix CYBJI. Ilpu samycke cepepa PEJI Basa JlaHHBIX co31aeT IpoIecc, KOTOPbIA CJIyIiaeT
onpeesieHHblil nopt (10 ymosganuio 3050) 1 0XKUIAET 3AIPOCOB Ha MOJKJIOUeHHE K Gazam gannbix. Korga
KJIMEHTCKOE TIPUIOXKEHNE OTIPABJISIET 3aIlpoc Ha IMOAKII0UEeHNEe K 0a3e MaHHBIX, CEpBEp IMPOBEpSET IIPaBa
JocTyma K 6a3e JAHHBIX W, €CJIM OHM KOPPEKTHBI, YCTAHABIUBAECT COeAMHEHME ¢ 6a30if JAHHBIX W HAIMHAET
06pabaThIBATD 3aIIPOCHI.

B mraraOM pexume paborsr CYB/I ucnonb3yer daitabl 6a3 JaHHBIX, KOHMUIYPATMOHHBIE (Daiiabl 1
daityIbl XKypHAJIOB /I XpaHEHUsT HHPOPMAIINA O COOBITUIX.

Irarusiit pexkum paborer CYB/I obecnieunBaeT Bce HEOOXOMMMBIE MEXAHU3MBI DE30MACHOCTH LTS 3a-
IUTHI JJAHHBIX B 6a3e TaHHBIX.

1.7 Hactpoiika dpyHKIIT 6€30I1acCHOCTI CPeIbl
G YHKIIMOHNPOBAHNS CPeJICTBA

CYB/I obecrieunBaer 6€30MaCHOCTH JIOCTYIA MOJB30BATENEH K CepBepy IO YMOJTIAHHUIO C MOMOIIBIO
nJIeHTH(PUKATOPA I0JIb30BaTe st U 1apojs. Kak u Jitoboit apyroit cepsep 6asbl janubix, CYBI PEJl Ba-
3a JIaHHBIX UCIIOJIb3yeT COOTBETCTBYIOIINE CPEJICTBA 3alUThl (PU3MIECKOI0, CETEBOr0 JIOCTYyIa U (ailjoBoit
CHCTEMBI.

st obecneuenns: 6e3onacuoii paborsl CYB/I B OC cemeiicrsa Linux HeobxomuMo:

e YcraHOBUTH paspernierus Ha daiiibl: Bce daitiabl n karasorn, ucnojabdyemble CYB/I, momkabl
UMeTh COOTBETCTBYIOIINE pa3pelieHud. Bianesnbiem (ailios moikeH ObITh CHCTEMHBIH IIOJIb30-
Baresib RedDatabase. Cepsepubiit npornecc CYBJI jio/keH MMeTh MOJIHBINA JIOCTYI K YTEHUIO U

3anmcu (paityioB 6a3bl JaHHBIX. PekoMenryembie paspernenusi: 600 myst aitios 6asbr ganabix u 700
IS KaTajoroB. B mporecce sKCIuryaTaruu pa3periennss U IpaBa JOCTYIIa PEKOMEHIYETCS yCTa-
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PyxoBoscTBO ajmunucTpaTopa

1.8 Jlmvurer CYB/I PE/I Baza Janubix 5

HABJINBATH Yepe3 JlejiernpoBanne mpas mosb3osareasym OC go6aBiieHreM /UCKIIOUEHNEeM B IPYIILY
RedDatabase xocrsoit OC.

e Hacrpourh OpeHMaysp: JOKHBI OBITH pa3pelneHbl Bxojsdmmue coejuaenust ¢ cepsepom CYBJL
TOJIbKO M3 HAJIEKHBIX UCTOYHUKOB. Ilopt, ucnoiabzyembie CYB/L o ymosrganuio (3050), moken
OBITH OTKPBIT U JOCTYIIEH.

e AyrenTrdUIMPOBATH MOJIBL30BATEIEl: HE UCIOIb3YiiTe Jyist oAKIoueHust K ceppepy CYBJI yuer-
HYIO 3amuch cynepaamuaucTparopa root xocrosoit OC. Kax et monszosaress CYB momken
mpoiiTy ycrnemuyio apropusanuio B xoctoBoit OC ¢ ucnosb3oBanmeM BCTpoeHHBIX Mexann3MoB OC,
a BCE ero JIeHCTBUsI JIOJIZKHBI JIOTUPOBATHCS.

s peammsarun dyukmnmit MuorodgakTopuoit ayrearuduranuu B CYBJl «PEJI Baza Janabix» HE0O-
xoauMo Hasmuue kpuirronpoaiinepa Kpunrollpo CSP 5.0 (ucnosnenue 1-Base). Ycranoska u HacTpoiika
KPUOTOINPOBAaiijiepa MPOU3BOINTCS COMVIACHO SKCIUIYATAIIMOHHON TOKyMeHTauu npoussoauress. Crernuaib-
Hble HACTPOIKM, HeoOxouMble 11 Oe3omnacHoi paborel CYBII, orcyTcTByIOT.

1.8 JImvuter CYB/1 PE/I Baza /lanubix 5

Tekymue mumurer CYBJI PEJL Basza /lanubix 5:
e Paszmep 6a3br qannabix 0e3 TabauvaHbix npoctpancts - 128Th;
e MakcumayibHOE KOJIMIECTBO TabJIMIHBIX IPOCTPAHCTBA - 254;
e MakcumaJibHBIH pa3Mep BHemIHero (aiijia - HeOrpaHUYIEeH;
o MakcumauibHbI# pa3mep crpaHuisl - 32K6;
e MaxkcuMaabHOe KoJmuecTBo Tabmaull - 32768;
o MakcumasibHbIH pa3mep omHOi Tabsmip! - ~ 18TH;
o MaxkcuMaJsIbHOE UHC/IO CTPOK B OfHOMN Tabsme - 240;
o MakcumasbHbIil pa3mep 3anucu 6e3 BLOB - 64K0;
o MakcumasbHbIi pazmep BLOB - s crpanut pazmepom 8K6 - 3216, 16K6 - 2561'6, 32K6 - 20481°6;
e MakcumasibHbIil pasmep mois - 321°6;
e MaxkcuMaJsibHOE KOJIMYIECTBO CTOJIONOB B Tabsuie - 16384;
e MakcumasibHOe 9ucyIo nHAeKcoB Ha Tabiuniy - 800;
e Makcumasbhblii pazmep Kioda uagexca - ~ 8K6 (1/4 or pasmepa crpanuiip);
e MaxkcumasbHBI pa3Mep 3ampoca - 10M6;

e MakcHMaJIbHO JOIMYCTUMOE YHCIO TpaH3akmmii - 2.8 x 1014,
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PyxoBoscTBO ajmunucTpaTopa
2 Murparmun

['naBa 2
Murpanun

2.1 Ilepexon ¢ PE/I Ba3bl /lanabix 3 Ha 5

1. O6uosute Bepcuto PEJL Bazwr Jauubix 3 10 mocjemaHeii.

2. Cnenaiite 63kai 6a3 panaeix Ha PEJl Base Janubix 3:

gbak -user sysdba -pas masterkey -b {host/path}<ums 6a3b gamwx> {host/path}<umsa
backup>

3. Broimosinure pesepBHOE KOUpoBaHue 6a3bl JaHHbIX Ge3onacHocTu (security3.fdb) mox Bepcueit 3:

gbak -user sysdba -pas masterkey -b {host/path}security3.fdb security3.fbk

4. BeinosimuTe pe3epBHOE KonupoBanue 06a3bl JaHHBIX GezornacHocTu Java (java-security.fdb) nox Bep-
cmeit 3:

gbak -user sysdba -pas masterkey -b {host/path}java-security.fdb
java-security.fbk

5. Ot6unoeure PEJI Basy JlaHHBIX J10 Bepcun 5, 3allyCTUB UHCTALIsAIU0. HoBast Bepcust OyIeT yCcTaHOBJIEHA
10 IYTHU TPEKHEH ¢ 3aMeHOI Bcex (ailjioB, KpoMe:

e databases.conf

e directories.conf
e fbtrace.conf

e firebird.conf

e plugins.conf

e java-security.fdb
e security3.fdb

e fbjava.yaml

e fbtrace_dba.conf
e fbtrace_sec.conf
e jvm.args

e firebird.log (Tombko Ha Linux)

ITocne ycrmemmno#t MHCTAIIAIMN 3TH OPUTHHAJIBHBIE (Mallyibl coxpausiorcs ¢ cyddukcom .dist. Daiir
security3.fdb Oyzer nepenmenosan B security3.fdb.update.

6. BoinosnuTe BoccTaHoBjIeHNe 0a3bl JAHHBIX U3 CJIEJIAHHOIO paHee O3KaIla 110JI HOBBIM CEPBEPOM.
gbak -c -v <umma backup> <umMa 6a3m ZJaHHHX> -user sysdba -password masterkey

7. BoccranoBienue pe3epBHOi Koy 06a3bl JAHHBIX 0e30macHOCTH security3. fbk BLITOJHUTE CPEICTBAMUA
PE/I Bazer lannbix 5, He u3mensis securityb.fdb:

gbak -user sysdba -pas masterkey -c security3.fbk {path}security3\_restored.fdb

gbak -user sysdba -pas masterkey -c java-security.fbk {pathl}java-security\_
restored.fdb
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PykoBojacTBO ajgMuHuCTpaTopa
2.2 Tlepexon c Firebird 3 ma PE/I Bazy /lanubix 5

8. Ckoppekrtupyiire daiin databases.conf:
e B kauecTBe 6a3bI JaHHBIX 0€30IIACHOCTU YKaxKuTe securityb.fdb;

e Eciu B databases.conf B mapamerpax AuthClient wmim AuthServer uCHOJIB30BAJICHA ILJIATAH
Multifactor, TO B HOBOI BepCUM €ro HyKHO 3aMeHUTHb Ha GostPassword, Certificate;

e Eciu B databases.conf B mapamerpe UserManager ucnonb3oBasicd Multifactor_Manager, TO B HO-
BOIl BepCHUU €ro Hy?KHO 3aMeHUTh Ha GostPassword_Manager.

9. aJjsiee HeoOxogumo mpoulinaansnpoBath HoBY0 B/l 6e3omacHocTu ajis Bcex
wiaruHoB ayrenrudukanun (Kakue ykaszadbl B UserManager). Jljis 9T0ro Hy?KHO BBIIOJHUTDL CO-
3JaHue nosb3oBaresisd SYSDBA, nanpuMep:

echo "CREATE USER SYSDBA PASSWORD 'masterkey' USING PLUGIN GostPassword_
Manager;" | /opt/RedDatabase/bin/isql -u sysdba security.db

[Tocne wero zamycTturh CKpunT security_migrate.sql w3 nankum /misc/upgrade/security.
Ckpurnr  murpanuun  security_migrate.sql, KOTOpPBIi I[E€PEHOCHT JaHHbIe B securityb.
fdb, zamyckaercsa Ha BoccTaHoBjieHHOW cpejacrBamMu PEJL Baswer Jlamabix 5 0a3e JaHHBIX
security3_restored.fdb. Ilpu BemosHEHNU CKpUOTA Ha SKPAH OyJ/I€T BBLIBOJUTCS MPOIECC MU-
rpanuu. ITocsie BbIOIHEHNS CKPUIITA B KadecTBe 0a3bl JAHHBIX I0Jb30BaTEsel MOXKHO Oy1er mc-
HOJIb30BaTh securityb.fdb.

10. Ecrm B firebird.conf B mapamerpax AuthClient wiam AuthServer wcCHIoOIb30BaJICd TIJIATWH
Multifactor, TO B HOBOI Bepcum ero HaJi0 3aMeHUTh Ha GostPassword, Certificate.

11. Ecmn B firebird.conf B mapamerpe UserManager ucnonb3oBasics miarue Multifactor_Manager, To B
HOBOI BEPCUHU eTro HaJO 3aMeHUTh Ha GostPassword_Manager.

12. Tlepenecru napamerpsl Kouduryparmu u3 daitza fbjava.yaml B databases. conf.

13. Ecan ucnonssytorca UDF - 3amate napamerp KoHduUrypammn:

[ UDFAccess = Restrict UDF ]

14. TlepekomnuaupyiiTe Bce HPOLELYPbI, TPUITEPDI U View (ONIUOHAIBHO), 9T00bI yOeIUThCsd B KOPPEKTHOCTH
MUTPAIUH. DTO MOYXKHO CJeJIaTh ¢ moMoIbio RDBExpert.

2.2 Ilepexon c Firebird 3 na PE/I Bazy /lapapix 5

1. O6uosute Bepcuio Firebird 3 mo mociemmeii.

2. Cruenaiite 69kam 6a3 nanabix Ha Firebird 3:

gbak -user sysdba -pas masterkey -b {host/path}<ums 6asm gmamnx> {host/path}<umsa
backup>

3. Bpimosinure pesepBHOe KolmpoBaHue 6a3bl JaHHBIX Ge3onacHocTu (security3.fdb) mox Bepcueit 3:
gbak -user sysdba -pas masterkey -b {host/path}security3.fdb security3.fbk

4. Beinosinure pesepBHOe KonupoBanue 6a3bl JaHHBIX GezonacHocru Java (java-security.fdb) nox Bep-
cueit 3:

gbak -user sysdba -pas masterkey -b {host/path}java-security.fdb
java-security.fbk

5. ¥Ycranosure PE/] Bagy lanubix 5, 3amycrus nuncraursanuio. [lepenecure ¢ Firebird 3 koudurypannonmbie
daitre:
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PykoBojacTBO ajgMuHuCTpaTopa
2.2 Tlepexon c Firebird 3 ma PE/I Bazy /lanubix 5

10.

11.

12.
13.

e databases.conf

e directories.conf
e fbtrace.conf

e firebird.conf

e plugins.conf

e java-security.fdb
e security3.fdb

e fbjava.yaml

e fbtrace_dba.conf
e fbtrace_sec.conf
e jvm.args

e firebird.log (Tosbko Ha Linux)

BerirrosiHuTE BOoCccTaHOBI/IEHNE 0a3bl JJAHHBIX U3 CJEJIAHHOI'O paHee OIKalla II0J] HOBBIM CEPBEPOM.
gbak -c -v <umma backup> <umMa 6a3m mJaHHHX> -user sysdba -password masterkey

Boccranositenne pe3epBHoit Konuu 6a3bl JAHHBIX Oe30nacHOCTH security3.fbk BBIIOIHUTE CPEICTBAMA
PE/I Bazer lannbix 5, He u3mensis securityb.fdb:

gbak -user sysdba -pas masterkey -c security3.fbk {path}security3\_restored.fdb
gbak -user sysdba -pas masterkey -c java-security.fbk {pathl}java-security\_
restored.fdb

Ckoppekrupyiite ¢aiir databases.conf:
e B kauecTBe 6a3bI JaHHBIX 0€30MACHOCTH yKaxKuTe securityb.fdb;

e Fcmm B databases.conf B mapamerpax AuthClient wmam AuthServer wHCHOJB30BAJICH ILIATHTH
Multifactor, TO B HOBOIl BepCUM €ro Hy2KHO 3aMeHUThb Ha GostPassword, Certificate;

o Lcmu B databases.conf B mapamerpe UserManager ucrnonb3oBasica Multifactor_Manager, To B HO-
BOII BEPCUHU eTro Hy>KHO 3aMeHUTh Ha GostPassword_Manager.

. Hajsiee Heobxogumo mpouriuaansnpoBats HoBY0 B/l Ge3omacHocTu ajisd Bcex

wiaruHoB ayrenrudukanun (Kakue ykaszanbl B UserManager). Jljisg 9T0ro Hy»KHO BBIIOJHUTDL CO-
3JaHue noJsib3oBaresid SYSDBA, nanpuMep:

echo "CREATE USER SYSDBA PASSWORD 'masterkey' USING PLUGIN GostPassword_
Manager;" | /opt/RedDatabase/bin/isql -u sysdba security.db

Ilocsie dero 3zamycTuTh CKpHIT security_migrate.sql u3 manku /misc/upgrade/security.
Ckpunr wMurpanun security_migrate.sql, KOTODBIff NEpPEeHOCHT MJaHHbIE B securityb.
fdb, 3amyckaercsa Ha BoccTaHosjeHHOUW cpejacrBamMu PEJL Baswer Jlamaeix 5 0a3e JaHHBIX
security3_restored.fdb. IIpu BbImOHEHNN CKpUOTA HA SKPAH OYJI€T BBLIBOJUTCS MPOIECC MU-
rpanuu. ITociie BbIOIHEHNS CKPUIITA B KadecTBe 0a3bl JAHHBIX I0JIb30BaTEseH MOXKHO OyIer uc-
OJIb30BaTh security5.fdb.

Ecmm B firebird.conf B mapamerpax AuthClient wam AuthServer wucnosb30BajCAd ILIATAH
Multifactor, TO B HOBOIl BepCcuM €ro HaJl0 3aMEHUTh Ha GostPassword, Certificate.

Ecmu B firebird.conf B napamerpe UserManager ucnosnbs3oBasics mrarud Multifactor_Manager, To B
HOBOH BepCHUU €ro HaJ0 3aMCHHUTb Ha GostPassword_Manager.

[Tepenectn mapamerpsl Koudurypanun u3 daisia fbjava.yaml B databases.conf.

Ecsu ucnosssyiorcs UDF - 3azaTs napamerp KoHMUIYpAITIH:
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PyxoBoscTBO ajmunucTpaTopa
2.3 IIpob6aemsr coBmectumoctu PEJL Baser Janabix 3 u 5

[ UDFAccess = Restrict UDF ]

14. TlepekomnuaupyiiTe Bce IPOLELYPbI, TPUITEPHI U View (OIIMOHAIBHO), 9T00bI yOeIUThCsl B KOPPEKTHOCTH
MUTPAIUH. DTO MOYKHO CJIeJIaTh ¢ oMOIbio RDBExpert.

2.3 IIpo6aembr coBmectumoctu PEJI Ba3bl /lanabix 3 u 5

1. Yemapesanue UDF ¢pynryud

IIpu BoccranoBiieHNM 06a3bl JAHHBIX C BEPCUU 3 HA BEPCUIO 5 MOXKET BO3HHKHYTBH OINMMNOKa, eciiu B Hase
JIAaHHBIX ucHoab3oBasuch ycrapesiue UDF dynkiun:

gbak: WARNING:function XXX is not defined
gbak: WARNING: module name or entrypoint could not be found

IMonnepxkka remunx UDF dbyHKunii (peajn3oBaHHBIX B ANHAMAYECKUX OMOIMOTEKAX U ONPEIETEHHBIX
B 0aze JAHHBIX C MOMOIIbIO (PyHKIUi oneparopa DECLARE FUNCTION) B Bepcuu 5 ycrapena. Temepb
mo ymosrdaHuio 1y mapamerpa UdfAccess B firebird.conf 3amano 3uavenue NONE. UDF-6ubiunorekn
ib_udf u fbudf uzbaTH u3 guCTpUdyTHBA. KOHEUHO, BB MOXKETE PEATN30BATH CBOIO COOCTBEHHYIO JTMHA~
MUYEeCKYI0 6ubsmoTeky (mim ucnosb3oBarh 6ubmmorexku u3 npensiayieil Bepcun PEJ] Basbr lanubix),
HACTPOUTH KOHMUTYPAIHIO U paboTaTh ¢ ycrapesmuMmu pyukiusamu. Ho aToro fgenath He peKOMeHIyeT-
cs — BaM JIydllle [MepeKIYnThCst Ha ucnojb3oBanne Gyt UDR mwim PSQL. YTobsr mepexos crast
[IpoIIe, B JUCTPUOYTUB BKJIOUYEH cKpunT udf_replace.sql, BBIIOJIHSIOMNN COOTBETCTBYIOILYIO 3aMEHY
ycrapeBmux QyHKImIA. K 9TuM QyHKITUAM OTHOCATCS:

ADDDAY ADDDAY?2 ADDHOUR
ADDMILLISECOND ADDMINUTE ADDMONTH
ADDSECOND ADDWEEK ADDYEAR

DIV DNULLIF DNVL

DOW DPOWER GETEXACTTIMESTAMP
GETEXACTTIMESTAMPUTC I64NULLIF I64NVL

I64R0OUND I64TRUNCATE INULLIF

INVL ISLEAPYEAR LTRIM

ROUND RTRIM SDOW

SNULLIF SNVL SRIGHT
STRING2BLOB STRLEN SUBSTR

SUBSTRLEN TRUNCATE UDF_FRAC umm FRAC

IIpocTo 3amycTuTe CKpUIT:
isql -user sysdba -pas masterkey -i udf_replace.sql <6asa maHHHX>

u UDF, pacnpocrpansiembre B ib_udf u fbudf, OyayT 3aMeHEHbI COOTBETCTBYONIUMU HOBBIMU (DYHKITH-
SIMH.

2. Hsmenenus 6 DDL uw DML u3-3a noddepoicku 4aco8vx noicos

IlommepskKa 9aCOBBIX MMOSICOB BHOCUT HeKOTOpble n3Menenuss B DDL u DML, koTopbie MOryT TOBIUATH
Ha COBMECTHUMOCTDHb C CyHIeCTBYIOIIUMN 6a3aMI/I JI@HHBIX U IIPpUJIOKEHUAMMU.

e Cunrakcuc jyisi 00bsBjeHns TUoB Janubix TIMESTAMP u TIME 6bL1 paciimpeH, 9To0bl BKIIIOYUTD ap-
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PyxoBoscTBO ajmunucTpaTopa
2.3 IIpob6aemsr coBmectumoctu PEJL Baser Janabix 3 u 5

TYMEHTBI, OlIpe/JiesIsAonine, J0JI2KHbBI JIA CTOJI6€I_L7 JIOMEH, ITapaMeTp UJIN IIepeMeHHaAd 6I)ITb OIIpeJieJICHbI
C YCTAHOBKOIl 1acoBOro mosica ujan 6e3 Hero:

TIME [ {WITHOUT|WITH} TIME ZONE ]
TIMESTAMP [ {WITHOUT|WITH} TIME ZONE ]

ITo ymomuanuio ucrob3yercs aprymenT WITHOUT TIME ZONE.

e B Bepcun 5 nepemennbie CURRENT_TIME u CURRENT_TIMESTAMP m3MeHEHBI: TEIEPh OHU BO3BPAIIAIOT
3Hadenud tuna TIME WITH TIME ZONE u TIMESTAMP WITH TIME ZONE ¢ 4aCOBBIM IIOSICOM, YCTaHOB-
JICHHBIM YaCOBBIM ITOsICOM ceaHca. B npeapraymux Bepcusix CURRENT _TIME u CURRENT_TIMESTAMP Bo3-
BpaIlla/Jii COOTBETCTBYIOIINE THUIIbI B COOTBETCTBUU C CUCTEMHBIMHM YaCaAMM, TO eCTh 0e3 KaKOro-jmbo
YaCOBOI'0O IIOLCA.

[Tepemennbie LOCALTIMESTAMP u LOCALTIME Terepb 3aMEHSIIOT IpeXKHUE (DYyHKIIMOHAIBHBIE BO3MOXK-
"HocTtu CURRENT_TIMESTAMP n CURRENT_TIME COOTBETCTBEHHO.

3. Coxpawennoe npeobpasosanue HEASHBIT AUMEPAAOE 0ambL/Gpement, He NoJOEPIHCUBAEMCH

CHHTaKCUC COKPAIEHHOTO PeodPa30BaHUs THIIOB, UCIOJIb3YEeMbIl BMECTE C HESIBHBIMU JINTEPAJIAME A~
ThI/BPEMEHH, TaKOI KakK, HAIIPUMED:

TIMESTAMP 'NOW'
DATE 'TODAY'
DATE 'YESTERDAY'

MOTI' IIpDUBECTU K HEO2KNTaHHBIM pe3yJibTaTaM:

® B XPAHMMBIX NPOIEAYPaX U DYHKIUAX BBIUHC/IEHNE ITUX BBIPAKEHU OyJIeT IIPOUCXOIUTH BO BPEMsi
KOMITMJISTINY, 8 HEe BO BpEMsI BBI30Ba, IIPOIIE/IyPbI Wn (pYHKINH, coxpaHss pe3yabrar B BLR u uzsiekast
9TO yCcTapeBlllee 3HAYEHNE BO BPEMsl BBIIIOJIHEHUST;

e B DSQL Bbruncsenne 3Tux BBIPAyKEHUI IIPOUCXOIUT BO BPEMsl MOJIOTOBKH 3aIPOCOB, a HE Ha KaxK-
JIOf WTepaIuy OIepaTopa, KaK MOXKHO ObLJIO OBl OKUJIATH P IPABUJIBHOM UCIOJIb30BAHUN HESIBHBIX
JIUTEPAJIOB JIATHI/BpeMeHu. PasHuIla BO BPEMEHU MEXKJY IIOJIIOTOBKON ¥ BBHIIOJHEHUEM OIIEPaTOpa
MOXKET OBITH CJIMIIKOM MaJjia, 9TOOBI 0OHAPYXKUTH npobsemy. [losb30BaTesnn MOy OBITH BBEIEHBI B
3a0JIy2KJIeHre, T0JIarasl, 9TO BbIPAYKEHUE BBIUUCIISETCS HA KAXKJIOW HUTEpAIUU OlepaTopa BO BpeMs
BBITIOJIHEHWSI, XOTsI Ha CAMOM JIeJIe 9TO IPOUCXOJUT BO BPEMsI ITOJIIOTOBKH.

Eciu aro-to Bpome TIMESTAMP NOW ucniosib3oBasioch B SQL 3ampocax B kojie mpuioxkenust win B PSQL,
BO3HHUKHeT 11pobsiema coBmectumocTu ¢ Pen Bazoit Janubix 5. Tereps 1BmKOK Oy/1eT BBIIABATH OMIAOKY.

B Toxke Bpemsi cokpariieHHOe Ipeodpa3oBaHne sIBHBIX JINTEPAJIOB, Takux kKak DATE 2019.02.20 gomycru-
mo. Taxxke mpeobpazoBanme CAST (NOW AS TIMESTAMP) mpomosKaeT paboTaTh KaK PaHbIIe.

4. Cmapmoegoe 3naverue nocaedosamesvHocmu
o Bepcuu 5 nocsienoBaTeIbHOCTH (generator/sequence) CO34aBaIUCh C TEKYIIUM 3HATCHIEM PABHBIM
CTapTOBOMY 3HaueHHo (mm 0 Mo yMOJTYAHHUIO).
Ciieyrolmunm 3HAUEHUEM TI0CJIEI0BATEILHOCTH CO CTApTOBbIM 3HavYeHrneM 0 u npupaiiesuem 1 6bu10 1.

B Bepcun 5 mocsie10BaTEIbHOCTH CO3/IAIOTCS C TEKYIIUM 3HAYEHUEM PABHBIM CTAPTOBOMY MUHYC MHKpPE-
MeHT. 1l HavuaIbHBIM 3HAUEHHEM [0 yMOJIYaHuIo siBisercs 1 (a we 0).

To ects pe3ysbrar oneparopa NEXT VALUES FOR jj1d mOC/I€10BaTEIBHOCTH CO CTAPTOBBIM 3HadenueM 100
u npupamennem 10 Gymer 100 (a He 110, xak 6buto panbine). Ananmornuno dbyakuus GEN_ID(SEQ, 1)
Boseparut 91 (a He 101, Kak GBLIO paHbIIe).

5. Cosmecmumocms ¢ HOBBIMU MUNAMU OGHHDLT

[Tapamerp DataTypeCompatibility 3ajaeT ypOBEHb COBMECTUMOCTH, OIPEIEISIIONTII, KAKNE TUIIBI JTAH-
HbIX jocrynabl KineHTckoMy API. B macrositiee Bpems joctymnnbl JjBa Bapuanta: 3.0 m 2.5. Pexuwm
smyJrsarun 3.0 CKpbIBaeT THUIIBI JIAHHBIX, ITOgBUBIIIHECH 110cje Bepcuu 3.0, a nmenno DECIMAL u NUMERIC c
touHocThio 19 u Bbime, DECFLOAT, TIME WITH TIME ZONE, TIMESTAMP WITH TIME ZONE. CoorBercrBYy-
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PyxoBoscTBO ajmunucTpaTopa
2.4 Ilepexon ¢ PE/I Ba3wr Jlanabix 5 Ha 3

7.

OIIe 3HAYEHUsI BO3BPAIIAIOTCST depe3 THUIIbI JIAaHHBIX, Mo/ IepKuBaeMbie Bepeueil 3.0. Pexxum smysisrun
2.5 mpeobpaszyer emé u tun gaHabrx BOOLEAN. 9ToT mapaMeTp MO3BOJISIET yCTAPEBIITNUM KJIMEHTCKUM ITPU-
JIOXKEHUSIM PaboTaTh ¢ Bepcueil 5 663 MepeKOMITIIAINY st 00pabOTKN HOBBIX TUIIOB JAHHBIX.

. Iapamempo, pensurayuu

Cirenyromue mapamerpsl periukaiuu B PEJ] Base Janubix 5 6bLin niepenvenoBanbl. Jjist obeciiedenust
COBMECTUMOCTH MOXKHO WHCITOJIb30BaTh HaszBaHus u3 Bepcuu 3. B PEJl Baze /lanubix 6 Hemb3s OyaeT
HCIIOJIb30BATDH CTApble HA3BAHUSI.

Tabsmna 2.2 — CoBMECTUMOCTH MTAPAMETPOB PEIINKAIIH

HaszBanue oIl B Bepcum HaszBanue oIl B Bepcum 3

5

sync_replica

replica_database

journal _segment_size

log_segment_size

journal _segment_count

log_segment_count

journal_directory

log_directory

journal _file_prefix

log_file_prefix

journal _group_flush_delay

log_group_flush_delay

journal _archive_directory

log_archive_directory

journal _archive_command

log_archive_command

journal_archive_timeout

log_archive_timeout

journal _source_directory

log_directory

verbose_logging

verbose

Hsmernunocov ums noav306amMeENnA, 0mM KOMOpPoz20 3aNYCcracmcs CeEpeep

I Cepsep PEJI Baser Janubix 5 paboraeT or mojb3oBareis reddatabase.

2.4 Ilepexon ¢ PE/l bBa3bl /lanubix 5 Ha 3

1.
2.

IIpekparure paborsl ¢ 6a30#1 TAHHBIX U CIAeIaliTe €€ KOIHIO.

SamycTuTe MUTPAIAIO:

rdbsvcmgr service_mgr -user SYSDBA -action_migrate -mig_version rdb3.0 -dbname
<baza OaHHHX>

. Craenaiite pe3epBHYIO KON 0a3bl JaHHBIX Ha Bepcuu b yruiuroii ghak or Bepcun 3. Jljist 3Toro ckoru-

pyiire daitner PEI Bazer Janubix 3 B karasor /opt/rdb_3.0. 3aTeM BBIIOJHATE:

export FIREBIRD=/opt/rdb_3.0

export LD_LIBRARY_PATH=/opt/rdb_3.0/1lib

gbak -user sysdba -password masterkey -b -v -g 127.0.0.1:<6a3a mamHHX> <pann
63Kama> -y <moyTek K JOory 63Kama> -ignore

. Coxpannre Kormun KOH(MUTYPAITHOHHBIX (DAlIoB

cp /opt/RedDatabase/*.conf /home/firebird
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PyxoBoscTBO ajmunucTpaTopa
2.4 Ilepexon ¢ PE/I Ba3wr Jlanabix 5 Ha 3

5. Ynamure PE/I Ba3y /lanubix 5.
6. Ycranosure PEJI Bazy lannbix 3.

7. BoccramoBure 0a3y HaHHBIX U3 PE3€PBHOIN KOIIMH:

10.

11.

12.

gbak -user sysdba -password masterkey -c -v <opaitm 63kama> <6asza maHHHX 3> -y <OyTb
K JIOTy pecTopa>

ITpu sTOM MOTyT BO3HUKHYTH coobmienusi -bad debug info m madopmamnms o6 ommbkax blr. Dtu mpe-
JLYTIPEXKICHIST Hy>KHO UTHOPUPOBATH.

. Boirpysure ckpunrel ¢ HecopmMectuMbiMu 00bekTamu (/home/firebird/prefix_permanent.sql) u 06b-

exramu, Tpebyomumu nepekoMmisiun (/home/firebird/prefix_restore.sql):

isql -user SYSDBA -password masterkey -ch <rkomupoBka> <6asa pmamHHX 3> -extract -
incompatible /home/firebird/prefix -MIGVER 30 -nodbtrig

Karanor /home/firebird nomxen cymecrsoBars. Ecsiu ero Her, T0o co3iaiite ero upeiaBapuTesbHo.

. Heobxomumo uctpasuts SQL, cofepzkariuiics B prefix_permanent.sql, 4ToObl OH ObLI COBMECTHUM C

Bepcueit 3. Iloce ncnpaBieHUs BBITIOJHUTE CKPUIIT:

isql -user SYSDBA -password masterkey -ch <komupoBka> -i /home/firebird/prefix_
permantnt.sql <6asa zamHHX 3> -nodbtrig

[TepekommmupyiiTe OOBEKTHI:

isql -user SYSDBA -password masterkey -ch <komupoBka> -i /home/firebird/prefix_
restore.sql <6aza mammHx 3> -nodbtrig

IIpu sTOM MOryT BO3HUKHYTH co0OIeHns bad debug info. DTO npeyNnpekIeHns U OHU HE BIMAIOT Ha
pe3yJIbTaT.

Boccranosure mapamerpsl koudurypanun PEJL Bazer Jamaeix 5. Heobxomumo uist kaxkgoro daitia
KOH(UTYpAIMH, COXPAHEHHOIO Ha Iare 4, MepeHecT aKTUBHBIE OIIUU B COOTBETCTBYIOMUi (ailia KOH-
durypamuu Bepcuu 3. Eciin 8 PEJI Baze /lanubix 3 Her nmapamerpa, KOTOPBIN IPUCYTCTBOBAJI B BEpCUU
5, HEOOXOAUMO JIMO0 HANTH MOAXOSIIMIA 110 CMbICIY (T.e. cilydail, KOrja U3MEHHJIOCh UMs IapaMeTpa),
Jb0 HE TIEPEHOCHUTD ero (Takoro IapaMerpa B BEPCHU 3 IIPOCTO HeT).

Ilepezamycture cepsep.
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3 Pepmakmuu CYB/] PEJI Basza lauubix 5

['naBa 3

Penakmun CYB/I PE/I baza /Jlanubix 5

CYB/I PE/I Basza /lanubIX BbITyCKAETCsI CTAHIAPTHON 1 poMbItieHHoi. OT BRIOOpA pelaKkiing 3aBu-
CUT COJEPKUMOE JTUCTPUOY THBA.

Cmarndapmmas peakiys IpeHa3HadeHa JJIs UCIIOIH30BaHNs B OM3HEC-IPUJIOKEHUAX Ha [IPEIIPUs-
THAX CpejiHero u maJjoro ousneca. Ona Bxomgut B peectp poccuiickoro 110 u umeer ceprudpurar PCTIK. B
CTAHJIAPTHYIO PEJAKITUIO BKJIIOUEHBIL:

[Mommep:xka cranmapra SQL-2016

BosmoxkHOCTh XpaHnenus 6a3bl JJAHHBIX B €MHCTBEHHOM (aiiie
NukpeMeHTaNbHBII GIKATT

[TapaJsesibHOE pe3epBHOE KOMUPOBAHUE U BOCCTAHOBJICHHE
MHOromoToYHoe Co3JaHne NHIEKCOB

Macmrrabupyemast SMP apxurekrypa SuperServer
64-6UTHDBIN CIETIUK TPAHIAKITAI

Omnaita Bamugamusa BJ1

Oxkonuble OyHKIUN

Tpurrepst mist DDL oneparuit

Makcumasbaas juinHa SQL-3anpoca 10M6

[Tys1 TOArOTOBJIEHHBIX 3AIIPOCOB

CHUHXpOHHAS U ACUHXPOHHAS PEILINKAIIS

[Tpodaitnep SQL u PSQL

[Momiep:kka MaKeTHBIX OmepaIuil Ijisi BCTABKYU JIAHHBIX
[TapasutesbabIl COOP CTATUCTUKH

Aymur uaMeHeHus TIpaB JOCTYIIA

Ayrentudukanust mo 'OCT asropurmam

[Momepkka 0TKA30yCTONIMBOrO KJiacTepa
Ayrentuduranus vepes LDAP/AD/GSS API
Bosmozknocts paborst ¢ JSON

XpaHeHre BpeMeHHBIX 0JJ000B BHE OCHOBHOM 6a3bl JAHHBIX

Ipomviurernyto peTaKIIMIO TPEJIAraeTCs UCIOIb30BATh B MPUIOKEHUAX HA MPEIIPUITAAX KPYITHO-
ro Om3Heca, HA y4acTKax, IJle IEHHOCTh JAHHBIX U CTOMMOCTH OTKAa3a CHUCTEMBI YPE3BLIYAIHO BeJnKd. B
JIOTIOJTHEHHE K COJIEP2KUMOMY CTaHJIAPTHOM PeJIaKIINU B IIOCTABKY BKJIIOYEHBI:

[Tommeprkka aganTUBHON pETLTUKATIIT
IToHOTEKCTOBBIH TIOMCK

Konnekrop CDC

TabymmaHbIe TPOCTPAHCTBA

CpaBHenne MacTepa W PEIUIUKU OHJIANH
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4  Ycranoska, obuossienne u 3amyck cepsepa CYB/l PEJI Baza lanabix

['naBa 4

YcraHOBKa, OOHOBJIEHUE U 3aIlyCK

cepsepa CYDB/I PEJI Baza /lanHabIx

4.1 IlopnepkmBaembie OC

CYB/I PE/I Ba3za /Tanubix MoxkeT DyHKIIHOHHPOBATH Ha cieyomnmx OC:
e Microsoft Windows (x64);
e Linux x86 64 nucTpubyTHBbI, UCIOJb3YOIINE:
— glibc 2.17 u crapre;
— libstdc++ ot gee 10.2 u crapie;

e Linux gucrpubyrusel, nomaepxusaiomue Linux Standard Base ISO/TEC 23360, nauunas ¢ Bepcun
3.0

Pekomenryembie OC cemeiicrBa Linux:
e PEJI OC 7.3 u crapie;

e Auybr 8 CII u crapiie;

4.2 IIpuemka mocrajenHoro cepsepa CYB/I PE/I ba3za
JlaHHbIX

[IpaBusia npuemku onucanbl B pazjese 4 rexandeckux yciaosuit Crucrema yrupaBiieHus 6a3aMu JTAHHBIX
«PE/JI Baza Jannerx» TV 502120-001-29926343-2015.

4.3 ¥YcranoBka B OC Windows

Ckagare muctpudbyruB PEJl Bazwr Jamasix moxuO ¢ odunmaasuoro caiita CYB/[ - RedDatabase.
3arpyska JOCTYIIHA TOJBKO aBTOPHU30BAHHOMY MOJIH30BATEIIO.

Bamycrure ycranoBky CYBJ/l PEJl Baza [lamubix ¢ nomorpio daitia RedDatabase-0E-5.0.X.X-
windows-X.exe, OpenenB pa3psaIHOCTD UCIIOJIB3YEeMON OIePAIlMOHHON CUCTEMBI.

Nucramnsamus CYBJ] PEJL Baza JIaHHBIX OCYIIECTBIISIETCS C ITOMOIIBI0 CTAHIAPTHOINO MACTEPa yCTa-
HOBKH IIpOrpaMM. B xoje ycTaHOBKHM MacTep coOMpaer BCK HEOOXOIUMYIO Jisi YCTAHOBKHU CepBepa MHMOP-
MAITUIO, TPOU3BOIUT KOIMPOBaHue (HailyloB M PECUCTPAIMIO TPOTPAMMHBIX MOJyJIeil B peectpe Windows.

I st ycranoBku PEJL Baza Jlanubix 5 HeoOXOMUMBI ITpaBa aIMIHICTPATOPA.

Bribepure s13b1k ycranosku. [Ipemycmorpena ycTaHOBKa HA PYCCKOM W aHTJIMIICKOM SI3bIKAX.
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4.3 VYcranoska B OC Windows

# Language Sele..

OK

Please select the installation language

Russian - Pycoxwi w

Cancel

Pucynoxk 4.1 — Breibop si3bika

# ¥cTaHoBeka

al
BREDSOFT

Ycranoexka - Red Database 5.1.0-SMAPSHOT.50

JoBpo noxanoeate B uHcTannatop Red Database (Mpomeiunednan pegakuna)

5.1.0-5NAPSHOT.S0.

Red Database 370 MoLHaA, BBICOKONPOWSECAMTENBHAA PENALMOHHEA KPOCCNAATHOpMEHHER

CYBA

< Hazag

OTmeHa
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4.3 VYcranoska B OC Windows

# ¥cTaHoeka — »

HHLIEHSHOHHOE CornaweHe .

|_||‘JD|-ITI.‘|TE CAEqyLLIEE NMLEHINOHHOE COrnaLleHne.
Bel ACM#HEl NPWHATE Erd YCAOBEWA 4NA Npodcn#sedHnA MHCTANAALKMA.

JHMIEHSHCOHHOE COTJANEHE ]
HEIC'IC.FEI]:EE JHMIeHSMOHHOE COoT'JIameHMe ': Oanee — wCormamesmes :I ocOpenellAeT FCIOBMA, Ha HOTOPEDD
OFmecTEC © OTpaMMYeHHON OTESTCTEeHHOCTRD #«Pen Codrs (mamee — «PEL C04Tw) npenocTasnder Bawm

HEMCHIIENMMTENEHES NIPaEa Ha MCOONEIC0ESHME OROTRaMM ONA SMeRTPOHHEN ENMMCOMMTENRHEN MalMH |(Oanses —
«SBM» ), onpemensHHEEY = CODNameHMM.

fopma CoOrMameHMA OpMIHaeToAd HaOleXamel = ToOM CTeOeHM, = HOTOROH SancHOoOaTenscT=Eo Poocolgicmoi
fegepalisd OONYCHAET IaRIDY¥eHHMe OOTOBOPa O Nepefade NPpaE Ha MCOONBIOEaHME Nporpada nonAa SBM =
YOpOomeHHoM nopAaoxe (.5 cr.l283§ wactn 4 TH P#) . Cornmamesie OefICTEMTENsHO, eCiDi Du A=IAeTecCh
fHIMHecEID MM DRMIIYeCHMM JIMI0M, EOTOpoe Npnobfpenc NpasoMepHO EEeleHHme B PpaxaaHcrrdl oBopor
FEN COfT mnM1 © B8P0 COTNACHA TRETEMMM JIMIIAMM SESEMINAPH OpoTpams oA SBM, onpememensmx =
Cormamesrnot. B srom cmay4wae Ba 1 FEN C02T AEnAerTeck HANNeEANNMMd CTOpOoHawd CormameHMA (Dansee —
«CrmopoHED | .

$LETOM SATDYVIEM WD VCIAHCERM B [AMATE SBEM. EOCHPCHMSBENEHMA WIM JEECH IDYTCH $0DMH e

Bbl NpMHWMAETE YCAOBMS (®) | A npuHUMatD YCNOBMA COrNaLLEHNS;

?
MULEHINOHHOMD COMNALEHNAT () § He NpUHNMAD YCNOBMA COMNAaLIEHINA

< Hazag Hanee = Otmena

Bo Bpems wunHcTamaaimum Bam  Oymer mpemiokeHO BBIOpATh apXUTEKTYPY cepsepa: Classic,
SuperClassic niu SuperServer.

e Classic
— HCHOJIB3YeT OTACTHHBIN MPOIECC Ha KayKI0e MOJTb30BATE/IHCKOE COCINHEHNE;

— KaXKJIBI! [IPOIECC COJIEPKUT B cebe BCe UTO HYXKHO JjIst paboThI ¢ 6a30ii TaHHBIX: 00JIACTH
MTAMSITH JIJTsi METAAHHBIX, KIIIT TaHHBIX JIJIsi MUHIMHU3AIIN TOBTOPHBIX 9TeHu 13 daiira
B; mamsaTs 171 COPTUPOBOK;

— ecJu mpoucxoauT cHoil, Apyrue CoeMHEeHNs] OCTAIOTCS PAOOTOCIIOCOOHBIMU

— IOJJIEPYKKA MYJIBTUIIPOIIECCOPHOCTU: B MHOTOIpoIlieccopHbix cucremax OC apromarmde-
CKHU pacIpeiesisieT IIPOIECChl [0 MPOLEccopaM /siipam

e Superserver
— OJIMH TIPOIECC ¢ 00MIel 0BIACTHIO TAMSITH IS BCEX MOJIb30BATENBLCKAX COEJIMHEHNIH;

— ToJJIepKKa MYJIBTUIIPOIIECCOPHOCTH: MapaJljiejIbHble 3aIIPOCHI I0JIb30BaTe el BBIIOJIHS-
I0TCA Ha Pa3HbIX A]Ipax;

— BO3MOXKHBIIT COOIf B OJTHOM IIPOIECCE PA3OPBET BCE MOMKJIIOUCHUS
e SuperClassic
— eJUWHBII TPOIECC Ha BCEX IOJIb30BaTe el ¢ 00IIel maMsIThIO O/, COPTHPOBKI;

— wucnosb3yercs mya morokoB OC jyist 06paboTKM 3AITPOCOB OT COEUHEHU, TAKUM 00pa30M
KayKkJi0e coejuHeHue paboraer B orjeabHOM 1moToke yipasisiemoM OC, a HeaKTHBHBIE
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4.3 VYcranoska B OC Windows

COeJIMHEHUS] HE OT'hEJIAI0T PECYPCHI ITIOTOKOB;
— KaXK/IbI!l IOTOK CO CBOMM KOIIIEM JIAHHBIX U 00JIACTHIO METAIaHHBIX;

— mojiepKKa Mysbruriporeccopaoctu: moroku OC Jierko pacrnapaiie/imBaioTCs;
— BO3MOXKHBIH €cOOIl B OJHOM IIPOIIECCE PA30PBET BCE OIKJIIOUEHUSI.

Kaxkmprit u3 pe2KuMOB cTabUJIeH, 1 HET IIPUYINH ITOJTHOCTHIO OTIABATD MIPEJIIOYUTEHUE KAKOMY TO OJTHOMY.
Koneuno, y Bac MoryT ObITH CBOM COOCTBEHHBIE KOHKPETHBIe cooOpaxkeHusi. Fciim Ber comHeBaeTech, mpocto
ciey#iTe 3a yCTaHOBKOI o ymoadanuio. [1032ke BbI MOXKeTe U3MEHUTh apXUTEKTYPy depe3 daita KoHdury-
paruu firebird.conf (napamerp ServerMode), uro norpebyer 1epe3arpys3Ku, HO HE II€PEyCTAHOBKHU.

Pexxum cepBepa MozkeT ObITH HACTPOEH JIJIsi KaXK 10 0a3bl JAHHBIX OTIEIHHO.

# YcTaHoexa — ot

BeiGop nyTk ycTaHoBKK .

MoxanyicTa, yrasmnte, Kyaa Byger ycradoenena Red Database 5.1.0-5NAPSHOT.50

I S a LRI C:\ Program Files'RedDatabase | e

< Hazag Hanee = Otmena
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4.3 VYcranoska B OC Windows

# ¥cTaHoeka — »

Beibop apxuTerTyphl cepeepa .

BuiGepuTe enaemyro apxUTEKTYpy CEpEEpA

(®) Super / ThreadedDedicated

Bazkl JaHHbX OTKPBIEAHITCA IKCKNKEMEHT EMHCTEEHHBIM NPOLECcomM cepBepa. MoAKNHIYEHHA MCNOAEIYHOT E4MHEIA
CTRAHWYHBIRA K3LL,

() SuperClassic / ThreadedShared

Bazbl JdHHBIX OTKQBIBAHOTCA EAMHCTEEHHBIM NPOUECCOM CEQBEQDE, HO 3T HE NPENATCTEYET OTKPBITHHD MX 40T
ApoUECccami. KE)K,{I,DE NoAKAHYEHWE WMEET CBON CTFIEHW—IHbII;i K3LL.

i) Classic / MultiProcess

Ana kaxaoro NoARNOYEHMA CO3A3ETCA OTAENBHEIA Npouece, Kaxaan 6a3a 4aHHBIX MOXET BbITe OTKPBITE HECKONBKAMK
npoueccamn (BKN0Yan nokaneHbie nan embedded). Kaxgoe nogentodedne MMEET CBON CTPaHMYHBIN K3LL.

M3navaabHO B cucTeMe CyIIEeCTBYeT TOJBLKO OJUH TOJIH30BATENb — aJIMUHUCTPATOP cepBepa SYSDBA.
DTOT 10JIb30BaTE/b 00JIaAeT OJHBIMU [IPABAME Ha BBINOJIHEHNE BCeX (DYHKIMIA 110 yIIPaBJIEHUIO PaboTOoi
cepBepa u pabore ¢ bazaMn JIAHHBIX. B mporecce MHCTAIIAIINN HEOOXOMMO YKa3aTh I1apOJb I JAHHOTO
TOJIb30BATEJIS.
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4.3 VYcranoska B OC Windows

" ¥cTaHoeka

YcranoBute naponb CHCTEMHOND d4MHUHKCTRATOpA

BeeauTe napone CHCTEMHOMD agMUHKCTRaTepa (No ymMondanuo masterkey)

Mapons CUCTEMHORS 3AMUHNCTRATOPE  |LLiii

(=)E =
LI
[l

< Hasag ” Hanee = ” OTmeHa

-
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4.3 VYcranoska B OC Windows

. " ¥cTaHoeka EI?@T

Oxonyanme pabotel nporpammel yeranoekk Red Database (Cranpaptian pepakuma)

3aeepwena ycraHoeka Red Database (CrangapTHas pegakuna) Ha BaLL KOMNBHITER.

]
BREDSOFT

< Hasap OTmena

ITo oxoHUaHUIO mpoIEcca YCTAHOBKU OYIET 3allyIleH cepBepHBIil mporecc rdbserver, KOTOpbIil Oymer
3aIlyCKaTbCsl aBTOMATUYIECKHU IIPH rrepe3arpy3ke cepsepa. Cepsep Oyzer paboTars KakK CHCTEMHAs CIIyKOa.

CepBep MoxkeT paboTaTbh M B KA4eCTBE IIPUJIOKEHUs (ITO MeHee IPEeINOYTUTEIbHbI BapuanT). s
3allycKa UCHOJb3YHTe C/IeyIONIyI0 KOMaHY:

rdbserver -a

Wcnonusiemsrit aitn rdbserver . exe pacrojiokeH B KopHeBoM KaTasiore ycranosku PEJL Bazwr Jlan-
HBIX.

OcraHOBKa BBIIOJIHAETCS Yepe3 NKOHKY B cucTeMHOM Tpee (Shutdown).

Ha odurmansaom caitte CYB PEJL Baser Janubix - RedDatabase - MOXXKHO 3arpy3uTh HUCXOJHBIE
KOJIbI CepBepa. JTH UCXOIHBIE KOJIBI MOXKHO BIIOCJIEJICTBUU UCIIOJIB30BaTh JjIsl PYYHON COOPKY M KOMITUJISIITAN
O6uHAPHBIX (DANJIOB cepBepa ¢ MTOMOIIBI0 KOMAHIbL:

builds\win32\run_all.bat

st 3TOro HEOOXOMUMO UMETh KOMIUAITOp C++ Visual Studio me mmxe 2017-it Bepcun.

Henncramisanus cepBepa OCYIIECTBIISIETCST 3alIyCKOM MTPOrpaMMbl uninstall.exe, pacHoJIOXKeHHON B
kopuesoit manke ycranoBku PEJl Baswr Janubix. [locite 3amycka cKpuiita mob30BaTe b JOIKEH MTOITBEP-
JUTh, 9TO JleficTBUTENbHO XoueT ynaauTb PEJl Basy Jlanubix, mocie dero Oy/1eT mpou3BeIeHa JTEMHCTALIISATIHS
cepBepa.
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4.4 YcranoBka B Unix-cucremax

4.4.1 YctaHoBKa B rpaduieckoM pekKmMe

Qaitnor PEJL Baser JlaHHBIX 5 TTOCTABIASIOTCSA B BUJe OMHAPHOTO MakeTa. lIpm 3amycke ero u3 o000
rpaduueckoii cucrems! (Hanpumep, KDE) Gyer BbI3BaH MacTep yCTAHOBKHU, KOTODBIH IIPOU3BEeT cO0p Beei
neobxoumoit nadopmarun u ycranosutr CYBJI PEJL Baza /lanubix 5 Ha Bam kommbooTep.

s ycranosku CYBJl PEJ/l Baza JlanabIXx HEOOXOIMMO CKOIUPOBATH JUCTPUOYTUBHBIN daila
rdb50-1linux-X-<pegpakmnusa>-5.X.X.bin Ha XKeCTKHIl IUCK, a B OIICPAIIMOHHON CUCTeMEe Ha3HAYNTDh B IIpaBax
aToro daiiia paspelreHne Ha UCIOJIHEHIE:

# chmod +x rdb50-linux-x86_64-standard-5.1.0.bin

ITocae sroro 3anycrurh ycranopky CYBJI PEJL Basza JlanHbIx:

# ./rdb50-linux-x86_64-standard-5.1.0.bin

I st ycranosku cepsepa PEJ] Baza lauubix 5 HeoGXOAUMBI [IpaBa, CYLEpIOIb30BaTess (root).

NMucramnsamus CYBJ] PEJL Baza JlaHHBIX OCYyIIECTBIISIETCS C ITOMOIIBIO CTAHIAPTHOIO MACTEPa yCTa-
HOBKU miporpaMm. [Ipexk e Bcero mpejjiaraercsi BBIOPATH sI3bIK YCTAHOBKU. [IpeaycMOTpeHa HHCTAISINS Ha
PYCCKOM W aHIVIMMCKOM A3bIKAX.
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

YcraHoBka - Red Database 5.0.3

al
BREDSOFT

Jobpo noxanoeates B wHcTannATop Red Database (MpomeiwnerHan pegakuma) 5.0.3.

Red Database 370 MOLLHARA, BEICOKONPOWBOAUTENEHAR PENALMOHHAER
kpoccnnarhopmerHan CYEB/S

o - Brepén ® OTMEeHUTL
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YcTaHoBKa (0T cynepnonb3oBaTens) - B8

Bulbop apxuTeKTypLl cepBepa =

BrifepiTe xenaenmyro apXxUTeKTypy CepBepa

& super/ ThreadedDedicated

Baztl faHHLIX OTKPEIBAKITCA IKCKTHIZWBHO 8MHCTEEHHLIM
npoueccom cepeepa. NogkAyeHnA MCNOAbL3YIOT eWHLIA
CTpaHWUYHBIA K3LL.

superClassic / ThreadedShared

Bazbl AaHHEIX OTKPEIBAKITCA e4UHCTEEHHEIM

npoUgccoMm Cepeepa, Ho 3TO He NPenATCTEYeT
OTEPEITWID WX APYTUMIA Npoueccamin. Kaxaoe
NoAKAHYEHWE MMeeT CEO CTRaHWYHEIA K3LL.

Classic f MultiProcess

ANA Kaxa0ro NogkakYeHns COZA3eTCR OTAeNbBHEIA NMpoLect.
Kaxpnan Baza JaHHBIX MOXKET OBITh OTKPLITa HECKOEKWUMIA
MpoLeccamit (BKIHOUAA NoKaNEHEE MK embedded). Kaxgoe
NoAKMAKUEHWUE UMEET CEOR CTPAHMYHEIR K3LLI.

VMware InstallBuilder

€ Hazag - Bnepég ® OTMEeHUTL

Bo Bpems uncrauisiiun Bam Oyjier mpeiozkeHo BeIOpaTh apxurektypy cepsepa: Classic, SuperClassic
nin SuperServer. Ilogpobree 0 KaxK10il apXUTEKType OBLIO OIMUCAHO GbLULE.

M3naganpbHO B cECTEMe CYIIECTBYeT TOJIBKO OIWH IOJIB30BATENIb — aJIMUHHCTPATOD cepBepa SYSDBA.
DTOT MOIB30BaTENb 0OJAIAET MOJTHBIMI PABAME Ha BBITIOJHEHUE BCeX (QYHKIMN [0 yIPABICHHIO paboToi
cepBepa u pabore ¢ 6azaMm JaHHBIX. B mporecce mHCTAIANMH Bac monpocsar ykKasaTh IapoJib JAHHOI'O
[I0JIB30BATEJISI B IEJISX OE30ITaCHOCTH.
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4.4 VYcranoska B Unix-cucreMax

YcTaHoBKa (0T cynepnonb3oBaTens)

YcraHoeuTE napoib CUCTEMHOIO aAMWHWCTRATOPRAa

Beegute napones CACTEMHOMD agMHUHIMCTDAaToPa

Maponk CUCTEMHOr D 3AMUHWCTRATOPA

nUEITUpHTE napoib CUCTEMHOMO 3gMMHICTRDaTopa

VMware InstallBuilder
€ Hazag - Bnepég ® OTMEeHUTL
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4.4 Ycranoska B Unix-cucremMax

YcTaHoBKa (0T cynepnonb3oBaTens) - B8

OkoH4YaHWe paboTel NporpaMMmel yctaHoBku Red Database

al
BREDSOFT

3aeeplieHa ycraHoeka Red Database Ha Baw komneoTep.

& 3aBeplUnTh &

ITocne ycranoBku cepBep aBTOMATHYECKHU HE 3aIlyCKAeTCH. BaMm mMoHAI00UTCs CIeIaTh 9TO BPYJHYIO B
3aBUCHUMOCTH OT THIIA CUCTEMBI Linux u BaIero yCTaHOBOYHOT'O TAKeTa. ¥ IPABJIEHNE 3aIIyCKOM U OCTAHOBKOI
cepBepa OCYIIeCTBJIeT IeMOH HHUIa/IN3alun systemd

systemctl start firebird
systemctl stop firebird

nian init ckpumnt:

/etc/init.d/firebird start
/etc/init.d/firebird stop

Henncramisanust cepBepa OCYIIECTBIISETCS 3aIyCKOM MPOrpaMMbl uninstall, pacmoJ/ioyKeHHOH B KOp-
uepoit manke ycranosku PEJl Basor lannbix. [locse 3amycka CKpUITa mMoJib30BaTEeIb JTOKEH TOITBEPIUTD,
qro geiictBurenbHo xoder yiasuth PEJl Basy /lanabix, mocje dero Oymer mMpou3BeleHA JIEMHCTAJLISIINS
cepBepa.

e Crp. 31



PyxoBoscTBO ajmunucTpaTopa
4.4 VYcranoska B Unix-cucremMax

4.4.2 YcTtaHOBKA B TEKCTOBOM pPeXKNMe

Ecau mporpaMmma mHCTAIIATME 3aIyIieHa B TEKCTOBOM PEXKUME (C KJIIOUOM --mode text):
# ./rdbb50-linux-X-<pegmakuus>-5.X.X.bin --mode text

TO OHA TOCJEIOBATEJHHO OyIeT BBIBOAUTH 3aIIPOCHI HA IOJTBEPKCHUE TE€X WA HUHBIX IapaMeTPOB
YCTAHOBKM, TaKMX KaK BBIOOP KOMIIOHEHTOB WM TApPOJb TMojb3oBaresns SYSDBA. B cayuae, ecam Ha TOT
UM MHOM 3aIpoc MacTepa yCTAaHOBKH IIPEyCMOTPEH OTBET II0 YMOJIYAHUIO, TO TAKOH BapuaHT 0DO3HAYEH
3aryiaBHOU OyKBOif, U B 9TOM CJIydae TOT BapHUAHT MOXKHO TOJITBEP/IUTL HaxKaTweM Kjasummu «BBomy, B
cJIydae 2Ke, eCJId BhIOOp 10 YMOJITYAHUIO He MPEeIyCMOTPEH, TO HeOOXOAMMO 00si3aTe/IbHO OTBETUTh HA BOIIPOC

«a» (Y) wmn «Her» (N).

ASH NaHHHK OTEPHEAD
ThreadedShared: BasSH OaHEHX OTKDHE EMMHCTESHHEM ODOLE
ess: JIIA KasgoTo OOOKINYSHMA C aeTCA OTASAbHEIY OpOIle

= TD& HMY HETA

subepure ommwm [1] :

CTAHOBMTE Napoib TEMHOTO aIMMHMCTDAaTopa
BeEemguTe napollk CMCTEMHOTO &JMHH aTopa (no yMomuanmo master

Mapoltk CHMCTEMHOTO aIMMHMCTPaTOopa [Wiiioie]

cranoexa Red Database (C

Mocrmeguisi mar nepexn : EK e ¢ CTanmapTHas pefakKlmMs)
MoxalyHcTa NpoBEpLTE CISOYRIYD MHbOpMAaIMD:

IyTe yCTaAHOBEM: / 'RedDatabase

ApXMTEKTYD epEepa: Super

Haxmmre [BEom] OnMs DpoOoiiEeHMT

;, NOJOXOMTE NOKa Op

penaKiMa) HAa Ball KOMIBETED.

( 50% 10

FEEFFFEFFFFEFFFEFFFE S TR FFE IS S FFF R F5H

Sapepmena ycTaHobBka Red Database (CTamgapTHad pemakiMsa) Ha Ball KOMOLETED.

Pucynox 4.2 — Ilpumep ycranosku PE/] Baza /lanubIXx 5 B TEKCTOBOM peKuMe

VrnaneHune cepBepa OCYIIECTBIISIETCS, [0 AHAJOTUN C TPAMUIECKAM PEKUMOM, 3aIIYCKOM ITPOTPAMMBI
uninstall u3 katasora ycranosku PEJl Baza /lannbix.

4.4.3 YcTraHOBKa OTJIaJIOYHBIX CUIMBOJIOB

1. CkauaiiTe apxuB ¢ OTJIaJ0YHBIMU cuMBOJaMu ¢ odurmainbuoro caiita CYBI — RedDatabase
Bepcust oTaqouHbIX CHMBOJIOB JIOIPKHA COBITAIATD ¢ Bepeueit ycranosaennoit PEJI Baswr /lannbix.
3arpyska J0CTYIIHA TOJbKO aBTOPU30BAHHOMY IIOJIH30BATEIIO.

e Crp. 32


https://rdb.red-soft.ru/downloads/rdb50/

PyxkoBoacTso agMuHnCTpaTopa
4.5 Ilponemypsl nocje yCTaHOBKHI

2. Pacmakyiite comepknmMoe apxuBa B nanky /opt/RedDatabase.

tar -xvf rdb50-linux-x86_64-dbg-5.X.X.tar.gz -strip-components 1

4.5 Ilponeaypsl nocjie yCTaHOBKH

ITocne ycranoBKu HEOOXOIMMO HACTPOUTDH IOJUTHKY OE30IMACHOCTH 110 yMOJIIAHUIO, BBIITOJHUB CJIEITY-
IONLYI0 KOMaHTy:

ALTER POLICY "DEFAULT" AS
PSWD_MIN_LEN = 8,
PSWD_NEED_DIFF_CASE = true,
PSWD_NEED_CHAR = 5,
PSWD_NEED_DIGIT = 2,
MAX_FAILED_COUNT = 4;

ITomuruka 6e30MACHOCTH 110 YMOJTIAHUIO:
e J[yiHa mmapoJsist He MeHee 8 CHUMBOJIOB;
e IJaposb TO2KEH COMEepPKaTh CHMBOJIBI B PA3HBIX PETUCTPAX;
e Ilaposb omKeH cofepKaTh MUHAMYM 5 OYKB;
e Ilaposib ToMmKeEH Cofep:KaTh MUHUMYM 2 TUQPHI;
o MakcumaJibHOE KOJIMYECTBO HEYCIIEITHBIX MOMBITOK ayTeHTU(MUKAINN JI0 OJIOKMPOBKUA PABHO 4.

g BK/IIOYeHUST TOJUTUK B KoHuUryparuonnom daitsie firebird.conf ykakure rarua Policy B
nmapamerpe PolicyPlugin:

[ PolicyPlugin = Policy ]

,B;JIH obecreyeHmst KOHTPOJIA OEJIOCTHOCTHU BBIIIOJIHUTE CJICAYIOIIee:

1. Hobasbre B cexmuio Service ¢aiia /1ib/systemd/system/firebird. service npoBepky 1eaoCT-
HOCTH TIPOIEIYP:

ExecStartPost=sh -c'LD_PRELOAD=""/opt/RedDatabase/bin/mint -M check -d <myTsr k
datinmy 6a3m maHHEX> -0 procedures -u sysdba -p masterkey -C <ammac>-R 80 -i
<uyTh K Qaiiny coxpamemuss> -1 AT_SIGNATURE|| true'

3arpy3ure U3MeHEHUsI CJIyKOBbI:
systemctl daemon-reload

2. Coszpaiite 3a1a4y cron, KOTopas OyJIeT BBIIOIHATH IIPOBEPKY IIEJIOCTHOCTH KaxKJble 12 4acos:

crontab -e
0 */12 * * *x /opt/RedDatabase/bin/mint -M check -d <uyTws K daiiny 6a3H LAHHHX>
-0 procedures -u sysdba -p masterkey -C "CN_cert,CN_issuer,CN_serial" -R 80 -I

AT_SIGNATURE -i <myTe K Qalmy coxpaHeHus>

st macTpoiiku peructparmn cobniTuit 6e3onacuoctu B firebird. conf HeoOX0aMMO yKa3aTh MapaMeTp
AuditTraceConfigFiles = fbtrace_sec.conf:
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[ AuditTraceConfigFiles = fbtrace_sec.conf; ]

4.6 OGHOBJIEHHE cepBepa

Ob6HoBIeHEE cepBepa MexK 1y MUHOPHBIMEU- U naTd-Bepcusmu PEJ] Bazer Jamabix mponcxoaut ¢ moMo-
B0 CTAHAPTHOTO MacTepa ycTaHOBKHY mporpamuM. Ilepes ycraHoBKOI HOBO# Bepcuu He TpebyeTcst By IHY IO
YIAJISATH CTapyIo.

Y1066 OOHOBUTH CEPBEp, MPOCTO CKadaiiTe HyKHY0 Bepcuio B 3apucuMoct o7 OC u pazpsiiHOCTH U
3aIlyCTUTE YCTAHOBKY, KaK OBLIO OIMCAHO B mojpasjene Yemanoska 6 Uniz-cucmemazr u Yemanoska 6 OC
Windows.

ITepe s obHOBIIEHHEM yOEIUTECH, YTO BCE MOJIH30BATENN OTKJIIOYEHBI OT 6a3 JaHHbIX. C IOMOIIBIO
KOMAHIbI:

gfix -shut -force <n>

MOZKHO 3aKPBbITh BC€ INOAKJ/IIOYECHNA U 3allPETUTH IIOCJIEAYIOIIHNE.

B upouecce uncrauisiuu (o6HoBeHus) Bam GyzeT 1peiiozKeHo BbIOPATh TOJIBKO S3bIK YCTAHOBKU U
IPUHATH JIUIEH3noHHOoe corviamenne. HoBast Bepcust OyjieT yCTaHOBJIEHA TI0 IMYTH IIPEYKHEH ¢ 3aMeHON Bcex
daitsioB, KpoMme:

e databases.conf

e directories.conf

e fbtrace.conf

e firebird.conf

e plugins.conf

e java-security.fdb

e securityb.fdb

e fbtrace_dba.conf

e fbtrace_sec.conf

e jvm.args

e firebird.log (Tosmbko Ha Linux)
Ilocsie ycmemHoit HHCTAIATINE 9TU OPUTHHAJIBHDBIE (halIbl cOXpaHaioTest ¢ cyddurcom .dist.

ITocne obHOBEHUS cepBepa HEOOXOMMMO OCIEIOBATEIHHO BBIIOJHATH CKPUNIT OOHOBJICHUS OA3bI JaH-
HBIX 0E30MACHOCTH JIjII KarKI0M ITPOMEKYTOUHON BEPCUN MEXK Iy TEKYIel u 1e/IeBoii.

Hampuwmep, s obmnosierus security5.fdb ¢ 5.0 Ha 5.2 Hy2KHO BBIIOJHUTH CJIEIYIOIIEE:

./isql security.db -u sysdba -i ../misc/upgrade/security_database_5.1.sql
./isql security.db -u sysdba -i ../misc/upgrade/security_database_5.2.sql

4.7 3amycK m OCTaHOBKa cepBepa

ITocse okornuanust mporiecca ycranosku Ha Windows cepsep PEJT Bazbr JlaHHBIX J10/12KeH ObITH 3aIIyIIEH
kak cepsuc. Ha Linux cepsuc Bbl m0/KHBI 3aIlyCTUTE BPYYIHYIO.
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4.7.1 Ha Linux

WcnonpayiiTe KOMaHIy top KOMAaHIHOW CTPOKH JJIsi IIPOBEPKHU BAIIYIEHHBIX MIPOIECCOB B HMHTEPAK-
tuBHOM pexkume. Ecmu cepsep PEJL Bazwr Jlanubix 5 3amyineH, Bbl JOJKHBI YBUJIETH IIPOIECC C UMEHEM
rdbserver u, BO3MOXKHO, Tak>ke rdbguard (Hpouecc Guardian).

Ha xaprunke nmokaszan BbIBO tOp, OrPAHIHYEHHBINA grep, YTOObI 0TOOPAYKATH TOJBKO CTPOKH, COIEPIKa-
e CTpoKy rdb:

[user@redos8 ]$ top -b -nl | grep rdb
2886 reddatabase 20 O 12608 1556 1656 S 0,0 0,0 0:00.00 rdbguard
2887 reddatabase 20 0 4667748 806780 34488 S 0,0 3,3 617:28.64 rdbserver

Kak aJIbTepHaTUBa, BMECTO KOMaH/IbI tOp, Brr moxkere ucrnosb3oBarh Ps -aX ujau ps -aux, IIpu He00-
XOAUMOCTHU II€epeHalIpaBUB BbIBO/L grep.

Jpyroit criocob NpoBEepUTH CepBep TOCJIe YCTAaHOBKY - 3aIllyCTUTh KJIMEHT (Hampumep, isql) u moaKJIo-
9uThCs K 0a3e JaHHBIX WM CO3/IaTh €e. JTH Olepaluu onucanbl B Pykosomacrse mo SQL.

Ec/n okaxkercst, 4TO cpejiu 3aIlylIeHHBIX NPOIECCOB He OKAXKETCs cepiuca rdbserver, 3allyCTUTE Cep-
BEp BPYUHYIO (CM. viwe).

4.7.2 Ha Windows

Orkpoiire Ianeav ynpasienus — Admurnucmpuposanue — Cayorcho.. Ha KapTUHKE TIpEICTaBIeH BUT,
anrera Services (Ciyx6n1) Ha Windows 7. BHemHuii Buj MOXKeT M3MEHSIThCSI B 3aBUCUMOCTH OT BEPCUM

Windows.

< CoywcBel =8 = 5

Qain  Jdeiicteme  Buwg  Cnpaska

@ |EE o= HEI > anp

. CoyowBe (nokane . CnyxBel (nokankHeIe)

RedDatabase Server - Hran ‘ Onuncanne CocToaHne Twnz =

Defaultlnstance S Net.Pipe Listener Adapter Receives a... Orin
Lo Net.Tep Listener Adapter Receives a... OTin

Octanoents cnyx6y ) . R

MepesanycTuTe cyxby S Net.Tep Port Sharing Service Provides a... Orin|[—
L Office Source Engine CoxpaHeH... Bpyu| =
. Office Software Protection Platform Enables th... Bpyw —

Onucanne: . .

Red Database Server - www.red- ; OpenVPN Service Bpyy

soft.ru . Parental Controls 31a cnyxb.., Bpyu
% Plug-and-Play Moseonser.. PaBoraer AsTol
S Pl Driver HPZ12 PaBoTaer AeTol
S Quality Windews Audic Video Experience  Quality Wi.. Bpyu
2 itabese Sever- Deautintance —Red Datab..._Paboraer ———erl
5 5QL Active Directory Helper Service Enables int... Otkn
5 SQL Server (SQLEXPRESS) Provides st... ApTol
5 SQL Server Agent (SOLEXPRESS) Executes jo... Cin
5 SQL Server Browser Provides 5., Orin
5 SOL Server VS5 Writer Provides th... PaBoraer AgTol
S Superfetch Moagepswm.. PaBoraer AsTol
L TeamViewer 11 TeamView... PaBoraer AeTol
S VMware Authorization Service Authorizati.. PaBoraer AgTol
S VMiware DHCP Service DHCP =ervi... PaBoraer AeTol
S VMware NAT Service Network a...  PaGotaer ApTOl ~
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B cmmcke cepBucos Bl moskubl Haiitu cepBep RedDatabase. Ecim cepBep mo kakmm TO mpu-
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YUHaM H€ 3allyIIeH, Bbl MOXKeTe CclejJaTb 3TO ceﬁqac, MMIEJIKHYB HpaBOfI KHOIIKOM MBI 3alHuCh
RedDatabaseServerDefaultInstance n naxas «3amycTuTbs.

4.8 Coopka cepBepa PE/I ba3za /lauHbIX 5 13 MCXOOHBIX
daiiioB

Huctpubyrus CYBJI PEJL Baza /lanabx, caMOCTOSITEIBHO COOPAHHBIN U3 TIPEIOCTABISEMbBIX UCXOIHBIX
daitioB, HE CINTAETCS CEPTUMUITMPOBAHHBIM.

B xommiekT nocrasku CYB /I PEJI Baza Jlanubix BxogsaT ucxojnbie daitisl cepsepa. [Ipu cbopke cep-
Bepa BPYYHYIO MOXKHO U3MEHUTH KaTaJIOI YCTAHOBKH cepBepa (1o ymosrdanuio /opt/RedDatabase), cobparhb
oTIaouHY0 («1e6aropyo») cb6opky u T.n. Bo Bpemst ¢GOPKH MOTIYyT BO3HUKHYTBH OIMOKHU, €CJIU B CHCTEME
HE YCTAHOBJIEHBI HEOOXOIMMbIE IIAKEThI WM UX BEPCHU OTJIUYAIOTCH OT Tpebyembix. B sToM ciiydae cepsep
He Oyzner ycranoBjeH. Pyunas coopka n kommnuisius cepsepa PEJl Baza /lanubix 3amyckaercst CKpUITOM
autogen.sh. Ecim 3anycrurs ckpunt ¢ mapamerpoM --help, To OyzeT BblIaHa CIIPABKA O IOCTYITHBIX OIIU-
X COOPKH, B 9aCTHOCTH — apPXUTEKTYPa CePBepa, IIyTh [IJIsi YCTAHOBKU cepBepa u T. 1. [Ipu cbopke cepsepa
BPYYHYIO MOYKHO M3MEHHUTH KATAJOr YyCTAHOBKH cepiepa (mo ymosmuanuio /opt/RedDatabase), cobparb or-
nagounyo («1ebaropyo») c60pky u T.Ji. Bo Bpemsi cOOPKM MOI'YT BO3HUKHYTH OINHOKH, €CJIU B CHCTEME
HE YCTAHOBJIEHBI HEOOXOIMMBbIE TAKETHI WM WX BEPCHU OTJIUYAIOTCA OT Tpebyembix. B sToM ciydae cepsep
e Oyzner ycranoBjeH. Pyunas cbopka n xkommnuisius cepsepa PEJl Baza /lanubix 3amyckaercs CKPUITOM
autogen. sh. Ecsu 3amycturs ckpunT ¢ mapamerpom --help, To 6yJeT BbIJaHa CIIPABKA O JOCTYIIHBIX OIIIUAIX
cOOpKH, B YACTHOCTU — apPXUTEKTYPa CEPBEPA, IIyTh JIJIsi YCTAHOBKU CEPBEPA U T. .

s coopku cepBepa HEOOXOAMMO BBIIOJHUATE CJIEYIONINE TIIATH:
1. ¥Ycramosurh 6ubmoreku libtommath u ICU;

Ycranosuts JRE 11;

YcranoButh g+, autools, make;

VeranoBuTh nepemenuyio cpeasl JAVA_HOME (uponucars myTh j10 daiios JDK);

DA

BemonanTs:
./autogen.sh -enable-java -enable-binreloc

6. BommosmnTs make.

Ecin yecranaBimBaercst apxurektypa Classic, To Oyer HacTpoeH cepBuC xinetd, yIPaBJISIONIHIL 3aITyC-
KOM TIporieccoB cepsepa. [Ipu ycranoske apxurektyp Super u SuperClassic 6ymer 3amyiiesn J1eMOH cepBepa.
Kpowme Toro, B xo/1e ycTaHOBKHU OyIeT CO3/AH MOJIH30BaTeNb ¢ nMeHeM reddatabase.
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5 CocraB QaiilioB cepepa

['maBa 5

CoctaB aiijioB cepBepa

5.1 ®Daiibl KoHpUrypamun, Jor-aiabsl 1 6a3bl JaHHBIX

databases.conf
B srom TekcroBOoM dailsie MOXKHO COIMOCTABUTH KOHKPETHBIN 1yTh K B/l u miceBmornmM, 9To0b! 3aTeM B
NPUKJIAIHBIX KOZAX HCIOIL30BaTh 00JIee KOPOTKMIA U YAOOHbIH IICEBIOHNM I OOpaIleHus K Hy»KHOMI
0aze maHHbIX. TakzKe 3/1eCh YKA3bIBAIOTCS WHIMBULYaIbHbIE HACTPORKY ISl KazKI0i KOHKPETHOH Oa3bl
Janabix. HacTpoiiku cauThiBaioTCs u3 aiiyia Ipu KaxKJI0M coeTuHeHnn ¢ 6a30i JTaHHbIX.

directories.conf
B mammoMm daite 3amar0TCsT aamnachl KATajaoroB, B KOTOPBIX XPAHATCH:

e bailel, 3amosHeHHble BLOB-gmaHHEME, K KOTOpbIM obparmiatorcs (yrkimn CREATE_FILE,
READ_FILE u DELETE_FILE;

e bailtbl TAOJUIHBIX TPOCTPAHCTB.

Crpykrypa daiiia:

e N
database [= </myTs/k/6m> | <mceBmoHUM 6a3b HAHHHX>]
{
blobs
{
<ammac_xaranora_gnsa_BLOB> = <cymecTBywowuil/nyTs/K/KaTanory>
}
tablespaces
{
<ammac_xaranora_misi_tablespace> = <cymecTByowwil/IyTsh/K/KaTanory>
}
}
\ J

Cekrmnn database cocTodaT U3 AByX IMOJICeKInil: blobs n tablespaces. B ceknun blobs yka3bpIBaOTCs
[ICEBJIOHUMBI TUPeKTOpuil s xpanuenus BLOB. B cekiuu tablespaces yKa3blBalOTCS IICEBIOHUMBI
JUPEKTOPUH /It XpaHUEHUsT TaOJIUIHBIX ITPOCTPAHCTB.

AJnachl KaTajorop MOXKHO HACTPOUTH JIJII KOHKPETHOI 0a3bl JaHHBIX OTHAE/bHO. [ljist 9T0ro Hy»KHO
yKa3aTh IIyTh K HYXKHOU 0a3e JaHHBLIX. [I[pr 3TOM B KadecTBe MMeHHU 0a3bl JIAHHBIX MOXKHO yKa3aTh
peryisipHoe Bbipaxkenue Ha ocHoBe SIMILAR TO. Cunrakcuc SIMILAR TO cm. B PykoBomcrse mo SQL.

B crapeix Bepcusx PEJ] Bazwr /lanubix daitn directories.conf umes aApyryro CTpyKTypy:

database

{

<anmac_xartanora_musg_BLOB> = <cymecTByoumuil/nyTh/K/KaTanory>

}

rJe B ceknuit database Mmepednc/IsIuCh aanachl U IyTH K KaTajaoraM Jjist XpaHeHust ¢aitios ¢ BLOB
(HO He daiiyIoB TAGIMIHBIX IPOCTPAHCTB). 3allUCH TAKOIO TUIIA HO/JIEPKUBAIOTCS U cefidac. Takum
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5.1 @aiisbl KOHGMUTYpaIU, JOr-Qaityibl U 0a3bl TAHHBIX

obpaszom, myTr K KaTajgoram ¢ BLOB daitiaMu MOXKHO 33/IaBaTh KaK B IMOJICeKIny blobs, Tak u BHe
e€.

HaCTpOIU/IKI/I IIepeIuThbIBaCTCA JIJId KazKJI0r'o IMOAKJ/IIOYCHUA K basze JaHHBIX.

fbtrace.conf
Qaiiyi ¢ mabsioHOM HacTpoek fbtrace.conf HAXOMUTCS B KOPHEBOM KaTAJOre U COJEPIKUT CIIMCOK
OTCJIEXKMBAEMbBIX COOBITHII U yKA3bIBAET PA3MEIEHNE JIOTOB TPACCUPOBKH It KAXKJIOTO COOBITHS. DTO
[TO3BOJISIET JOCTATOYHO TMOKO HACTPOUTDH [APAMETPHI ayJINTa PA3JIMIHBIX COOBITHI iisi 10001 Ga3bl
JIAHHBIX, [IPU 9TOM JIOTHPOBAHUE OYJIET OCYIIECTBIIATHCI B OT/IJbHbBIE (hailIbl.

Hacrpoiiku mnepeunTsiBatorcsi mpu crapre ceccun ayaura. Ceccum CHUCTEMHOTO ayauTa 3alryc-
KAIOTCs CEPBEPOM B COOTBETCTBHE C daiijiamMn KOHMUIYPAIWil, MePEINCICHHBIMI B IIapaMeTpe
AuditTraceConfigFiles B firebird.conf. ITosp30BaTesbCKyIO ceccHIO ayauTa HEOOXOINMO 3allyc-
KaTh gBHO. [lepes 3ammchio KaxKioro cobbrrust dait fbtrace.conf mpoBepsieTcst Ha HAJIMYNE U3MEHe-
Huii. Eciin oHE ecTh, TO HACTPOWKM OYIyT MEPEeUNTAHBI.

fbtrace dba.conf
QPaitn KoudUTYypUpPOBAHUS I ayanuTa AeficTBuil mosb3oBaTesst SYSDBA. VimeeT Takyio ke CTPYKTYPY,
qyTo u fbtrace.conf, u Ha ero ocHOBe co3/aeTcsl JOMOJTHATEIbHAs CUCTEMHASI CECCUSl ay/IUTa.

fbtrace sec.conf
Qaitn KoHDUTYPUPOBAHUS IS ayIuTa COOBITHIT Oe3omacHoCcTH. MeeT Takyio »Ke CTPYyKTypy, 9TO U
fbtrace.conf, u Ha ero ocHOBEe CO3Ja€TCA JOIOJHUATEIbHAA CUCTEMHAsA CECCUA AyAUTA.

firebird.conf
QDait comep:KUT MapaMeTpbl HACTPOUKH cepBepa. [lapaMeTpnl, pacIpoCTpaHSIIONIIecs Ha COeINHEHIE
(per-connection) nepeYnTHIBAIOTCS IIPU KaXKJIOM COeJMHEHUH. Bce ocrasbHble apaMerpbl CUUThIBa-
FOTCsI TIPH 3aILyCKe CEPBEpPA.

plugins.conf
Daiiy1 UCIOIb3yeTCs JJIsT HACTPOMKY PA3INIHBIX arnHoB. Eciin B daitie He ykazana KoHMUTYpaIus
JTSI TIJTArvHA, TO JJI Hero Oy/yT HefCTBOBATH HACTPONKY 10 yMOJTYaHuio. HacTpoiiku cauraiorest ojiuH
pas mpu crapTe cepBepa.

replication.conf
Wcnonwszyercst pyist HacTpoiiku cucreMbl pervmkanuu. Ha Bemymeit B macTpoiiku mepeduThiBaloTCs
[IPU KaXKJIOM TOJKJIIOYeHNN K Heil. Ha peruinke HACTPOWKU CAUTHIBAIOTCS OJIMH Pa3 IIPU CTapTe cepBepa.

scheduler.conf
@Pajiiy ¢ HACTPONKAMU TJIAHUPOBIIUKA 33 IaHUA.

scheduler.fdb
Baza jaHHBIX IJIAHUPOBIMKA 3aJ@aHuil. B Hell XpaHsATCs caMy 3aJaHUsl U PErUCTPUPYeMble COOBITHUSI,
CBsI3aHHBIE ¢ HUMH. HacTpoiiKu cauTaioTcst OJMH pa3 IIPU cTapTe cepBepa.

java-security.fdb
Baza manubix 6e30nacHOCTH JJIs T0JIb30BaTe ell Java. 31ech XpaHsaTcs IpaBa J0CTYIIa I0JIb30BaTe/Iel,
UCIIOIB3YIONINX KO/ Java.

I Mexanusm java-security ycrapes u Oyzer yrnanen B PEJ] Baze /lanubix 6.

security5.fdb
Basza mammabix 6e3omacunoctr. B 310t 6a3e XxpaHATCs mapaMeTphbl MOJIb30BaTe/e CUCTEMbBI U TOJTUTUKH
JIOCTYTIA.

jvm.args
Crucok aprymenTtoB mjs JVM.

firebird.msg
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Daitsr ¢ coobeHusiMu cepepa (B OCHOBHOM 00 ONIMOKAX ).

firebird.log
Jlor-daiisn cepsepa.

5.2 HCTpyMeHTbI aJIMUHUCTPUPOBaHUA U cepBuchbl PE/I
ba3nr /lanHbIX

rdblogmgr [.exe]
VTuanra HaCTPOWKHM KypHasa pervinkaruu. /laHHas yTuianTa IpejHa3HadYeHa JJIs BBIBOJA JIETAJIN-
3alUK TeKyIIero COCTOSHUs YKypHaJsa JJIs 33JaHHOH 6asbl (0blee COCTOsIHUE KypHAaJa, HACTPOHKH
PEIUIMKAIAY, CIIMCOK MCIOJIL3yeMbIX CErMEHTOB). Jlonoaurensio yruimTa rdblogmgr O3BOJISAET BbI-
HOJIHATH PYIHOE apXMBUPOBAHUE 33JAHHOTO CEIMEHTA JKYDPHAJIA WM BCEX CEIMEHTOB, & TAKIKE NIPUHY-
JIATETHHO TIOMETAeT UCIOJIb3yeMblil CErMEHT KaK IMOJIHBII JJIsT BOSMOKHOCTH €r0 apXUBUPOBAHMSI.

rdbrepldiff [.exe]
Yrwmra cpaBuenud Beayineir b/l u perumky.

rdbreplmgr [.exe]
Yruimra 115 IPIMEHEHUs] Y)KYPHAJIOB K PeIlIUKe B pyYHOM pexkuMe. Takzke BBIBOIUT MH(MOPMAIIUIO O
COCTOSTHIH aCHHXPOHHOU PEIUIMKaIlnu, co3jaeT Konmio Beaymieit BJI, ecim onpesesnen napaMerp KOH-
duryparun db_copy_command.

gbak [.exe]
YruimTa npeHa3HAUeHA JUTsT CO3/aHNs Pe3ePBHBIX KOIH 6a3 JJaHHBIX U BOCCTAHOBJIEHU U3 PE3€PBHBIX
konuit. II03BosIsIeT cO31aTh IEPEHOCUMYIO PE3EPBHYIO KOIHUIO.

gfix [.exe]
Vrunmura aIMAHACTPUPOBAHUS 0a3bl JAHHBIX. ¥ TUJINTA BBIIOJTHSIET TPOBEPKY 0a3bl JAHHBIX U MCIIPAB-
JISIET HEKOTOPbIE OITUOKH, TO3BOJISET 3AIYCTUTh IPUHYIUTEIHLHYI0O COOPKY MYyCOpa, YIIPaBJISITh 3aBUC-
mumu (1imbo) TpaH3aKIMsSIME, CO3JABATH U YJIAJSITh T€HEBble KOIINH, I€PEBOJUTH 6a3y JaHHBIX B pe-
»KuM shutdown u T.1.

gpre [.exe]
DTO IPEeNpoIEeccop, KOTOPhIi KOHBEPTUPYET MCXOJHBINA KOJI, HAIIMCAHHBIN Ha PA3JIMYHBIX SI3bIKAX, B
KOPPEKTHBII 0T(OPMATHPOBAHHBIN BbI30B (pyHKIM Firebird API.

gsec [.exe]
DTOT UHCTPYMEHT TOJIEPKKN CIIMCKA MMOJIH30BaTeNell 1 UX mapoJieil siByisieTcst mHTepdeicoM KOMaH/I-
HO# CTPOKHM /st 0a3bl JaHHBIX security5.fdb; oH ymnpapiser 3amucsaMU II0JIB30BATENE Ha CEPBEpE.
Yrunmura GSEC ycrapena. Bmecto Heé sytie ucmoap308aTh SQl-KOMaHIE JIjIs YIIPABJICHUS MTOJIb30Ba-
TesisMUu niu Services API.

gstat [.exe]
DTOT MHCTPYMEHT HOJIyYeHNs] CTATHCTUKHE COOMPAET M OTOOPArKAaeT CTATUCTHYECKUE CBEJICHNs 110 UH-
JIEKCAM U JIAHHBIM 6a3bl JIAHHDIX.

hashgen [.exe]
Ucnonbayercst mitst iposepku niesiocraoctu kommornentoB CYBJI PE/] Basa Jlanubix Ha BHENTHUX Ha-
KOIUTEJISX ¥ B ONMEPATUBHON MAMITH BO BPEMsI 3arPY3KHU U JUHAMIIECKH.

instclient.exe
Hasznagenwne ytuimTol instclient cOCTOUT B TOM, UTO OHAa:

® 1I03BOJIIeT yCTAHOBUTH KinmeHTCKyo uacTb PEJI Baser Jamubix ogHO KOMaHIOM;
® II03BOJISIET YCTAHOBUTDH KJIMEHTCKYIO YacTh Kak fbclient.dll, jmbo kak gds32.d11;
® TI03BOJISIET IIPOBEPUTH HAJIMYNE YCTAHOBJIEHHOH O6ubanorexku fbclient mim gds32;

® II03BOJIACT YAAJINTH yzKe YCTAaHOBJICHHBIA B cucreMe fbclient nim gds32.
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instreg.exe
OTa yTUInTa MPONKUCHIBAET Heobxommmyto mHpopMarmio B peectp Windows, yKasbiBas CTaHIAPTHOE
pAacCIoIoyKeHne OCTAIbBHBIX (PailioB cepBepa.

instsvc.exe
VTuanTa 3alKUChbIBaET, yIajseT Wil MeHsieT WH(OPMAIUo 0 3allycKe cepBepa B 6a3e CEPBUCOB Ollepa-
nuoHHOI cucrembl Windows.

isql [.exe]
WHTEepakTUBHBII MHCTPYMEHT, KOTOPBII MTO3BOJISIET BBIIOIHATE 3aIIPOCHl K 6a3e JIaHHbBIX.

mint [.exe]
VTuanra ocymecTBIsSeT KOHTPOJIb 32 IEJOCTHOCThIO MeTaaHHbX B BJI. Dr1a yrmimra npeanasnadena
JIUTsT U3BJICUEHUST ¥ XIMIMPOBAHUS METAAHHBIX U3 6a3 JIAHHBIX, a TAKKe JIJIsi TPOBEPKH PaHee MOy YeH-
HOTO X3ITIa MeTaIaHHbBIX.

nbackup <.exe>
YVruwimra mo3BoJsieT CO3/IaBATh Pe3EPBHBIE KON M BOCCTAHABINBATE U3 PE3EPBHBIX KOMUIT TAKKE, KAK
gbak, U JIONOJTHATEHHO TTO3BOJISIET CO3/IaBATH MHKPEMEHTHBIE KOIMN ¥ BOCCTAHABINBATH n3 HUX B/l

rdbguard [.exe]
Ucnonasiembrit daitn nputoxkenus Guardian. O KOHTpPOJUPYET coCcTosiHUE cepBepa. Keym cepsep 6611
OCTAHOBJIEH 110 KaKoii-1u6o npuanne, Guardian aBromMaTndeckn nepe3aiycKaeT ero.

rdbserver [.exe]
Wcnonusemsrit daitn B caydae apxurekrypst Classic, SuperClassic mim SuperServer.

rdb_lock print [.exe]
Ata yruimra HOpMUPYET CTATUCTHYECKHE JaHHbIE (hailia GJIOKHPOBOK, KOTOPBIH MO/JIEPKUBAETCH B
PE/I Base [JaHHBIX /i yHIpaBJIEHUs! MOCIEI0BATEIBHOCTLIO N3MEHEHUH 6a3bl JAHHBIX HECKOJBKAMU
rpanzakiusMu. OHa MOXKET GBITh MOJIE3HBIM HHCTPYMEHTOM aHAJIN34 MPOOJIEM B3AUMHON GJIOKHPOBKH.

rdbsvemgr [.exe]
Yruinra npegocrasiaser unrepdeiic komangHo# crpoku mysa Services API, obecredmBast gocTyn K
Jioboit citykb6e, koropas peasmdyercst B8 CYB/L.

rdbtracemgr [.exe]
Yrumara st paboThl B MHTEPAKTHUBHOM PEXKUME C TPACCUPOBKOIL.

5.3 Ilnarunsl PE/I ba3bl /lanHbIX

aggtrace.dll
[Lnarun arperaTHoro ayura.

certificate.dll
ILnarun ayrentudukaum mo cepTuduKary.

chacha.dll
ILnarws aaa mmdpoBaHust JAHHBIX, TEpeIaBaeMbIX MO ceTH, ajropurMom ChaCha.
crypto_api.dll
IInarun kpunrorpaduaeckoro MeHemKepa.
default profiler.dll
ITLnarun PSQL-podaitrepa.
enginel3.dll
Anpo CYB/I

extauth.dll
ILnarwa noBeperHoit ayTenTrduKanmmn ExtAuth.

fbtrace.dll
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ILnarun Tpeiica.

gostpassword.dll
[Tnarun ayrenrudukanun ¢ mudposanuem mo ['OCT.

gostpassword manager.dll
Ilnarun yupasienus moiab3oBareismu ¢ naposem ¢ mudposanueMm o ['OCT.

gss.dll
[Inarun ayrenTudukanum 1o npoTokory GSSAPI.

Idap.dll

Ilnarun pis B3ammoeiictBust ¢ cepsepom LDAP.

legacy auth.dll
ITnarun ayrenTuduKauy Mo TPAIUIUOHHOMY IIpoToKosy (Legacy).

legacy usermanager.dll
[lnarvn ymnpaBiieHUs TOJIB30BATEISIMU € TPATUIIHOHHBIM TTAPOJIEM.

license.dll
[Lmarun suneH3un.

policy.dll
ILnarus, peaausyomuii TOJUTHKHE JTOCTYIIa I0JIb30BaTEIE.

rdbcrypt.dll
[Inarun mudposanus mo 'OCT-amaropurmy.

srp.dll
Bubimoreka, comepKammas IUIArMHBL - ayTeHTHUKAIMN, peajusyomue npoTokos SRP  (Srp,
SrpArgon2id).

udr _engine.dll
IInarun BLI30Ba MOJIL30BaTEbCKUX Hporenyp (UDR).

verifyserver.dll
[rarvs npoBepKH MOIMHHOCTH CEPBEPa CO CTOPOHBI KJIMEHTA IIPU MHOTOMAKTOPHON ay TeHTH()UKAIIH.

wire wincrypt.dll
ILnarun mudposanus rpaduka no ['OCT-amropurmy.

zlibcompressor.dll
ILnarun cxkatus o anroputmy deflate.

zstd.dll

Ilnarun cxxarus mo ajgroputmy Zstandard.
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['1aBa 6

Hacrpoiika cepBepa PLE/I bas3br /lanabix

Hnsa macrpoiiku cepsepa PE/I Basza amubix ncnosnb3yercs daitn firebird.conf. [lapamerpsr, pac-
IPOCTPAHAIONINECs] Ha CcoeluHeHue (per-connection) NepevUTHIBAIOTCA IPU KAXKIOM COeJUHEHHH. Bce
OCTaJIbHbIE TIAPAMETPHI CUUTHIBAIOTCA IIPHU 3aILYCKE CEPBEPA.

ITo ymomuanuio Bce mapaMmerpsl B daiie KOHMUTYpAIMH 3aKOMMEHTAPOBAHbBL. {151 0003HAYEHNST KOM-
MEHTapUEB UCHOJIB3YeTC s CUMBOJI «#£». TeKCT, CJIeIyIoImuil mocjie CUMBOJIA «#», JI0 KOHIIA CTPOKU SIBJISICTCST
KOMMEHTapUEM, HAIIPUMED:

#xoMMeHTapuit
DefaultDbCachePages = 32768 #xoMMeHTapuit

HepBoe CJIOBO B CTPOKe, Ha‘lHHaIOH.[efICSI HE C CUMBOJIa KOMMEHTapud, CANTaeTCA Ha3BaHUEM IIapaMeTpa.
CHpaBa OT UMEHU ITapaMeTpa, IIOCJIE CUMBOJI& «=», YKa3bIBa€TCs 3HAYCHUE ITapaMeTpa.

B daitne koudurypaiun mpucyTCTBYIOT apaMeTpbl TPEX TUTIOB:
e IlenouncieHnsrit;
o CTpOKOBHI;

e Jlormueckuit (Gysies).

SHadeHHsT TAPaMETPOB, OIPEJIEISIONINX 00beM aMATH, YKa3bIBaIOTCs B Oaiirax. B KoHIle Takmux
3HAYEHUN MOXKHO CTaBUTh COKpAINeHus K, m 1 g, COOTBETCTBYIOIINE Kuobaiiram, MerabaiiraM u
ruradamiTam.

Hexoropbie mapaMerpbl IOMEYEHbI KAK HACTPAUBAEMble JJIsl KOHKPETHBIX 06a3 janubix (per-database)
WA JIJIS TIOJIKJTIOYEeHU (per—connection). Hacrpoiiku s 6a3 maHHBIX 3a7maioTcs B (paitme databases.
conf. Hactpoiiku s coequHeHnst - MpexKJae BCEro KJIMEHTCKUH MWHCTPYMEHT W BBIMOJHSIETCS C ITOMOIIBIO
napamerpa isc_dpb_config B DPB (mm, mus Services, isc_spb_config). O6parurte BHUMaHNE Ha TO, UTO
HaCTPOWKK i 6a3 HAHHBIX MOTYT BBINOJIHATHCA 1pu momon DPB B ciaydae Embedded cepsepa, mpu
MOAKIIOYEHNN K 0a3e JaHHbIX B IEPBLIA pas.

Cy1iecTByeT psii [PEeIOIPeIe/IEHHBIX IEPEMEHHbBIX, KOTOPbIE MOI'YT OBITh KCIIOJIB30BaHbI B (baiiiax
KoH(Uryparuu, riae Tpedyercst uMs KaTajora. [{oJHbI UX CIIMCOK BBITVISIIUT CJIEAYIOMIAM 00pPa3oM:

e $(root) — KOpHEBOIl KaTayor

e $(install) — mupekropus, Kyma ycranoiena CYBJI. Uznauanasuo $(root) u $(install) omm-
nakoBble. $(root) MoxkKeT OBITH IEpeOIpeieieHa YCTAHOBKONW MJIM U3MEHEHUEM ITePEeMEeHHOH OKpPY-
xkenusi FIREBIRD, B TakOM cjIydae 9Ta repeMeHHas orimdHa orT $(install).

e $(this) — Karajor, B KOTOPOM HAXOAUTCS TEKYTIuil (bailnm Kounduryparmn.

e $(dir_conf) — mupekropus, rie pacmnojaraercd firebird.conf u databases.conf.

e $(dir_secdb) — gupekTopus, Ilie pacrojaraercs 6a3a JaHHBIX OE30IACHOCTH T0-yMOJTIAHUIO.
e $(dir_plugins) — KaTaJsor pacnoJoxkeHus miaruHos (plugins).

e $(dir_udf) — mupexropus, rae pacunojaraiorcs Gyakuun UDF no-ymomuanuio (udf).

e $(dir_sample) — kaTajyor ¢ npumepamu (examples).

e $(dir_sampledb) — mupekTopus, Ije JeKUT IpuMep 6a3bl JaHHbx (examples/empbuild).

e $(dir_intl) — jaupeKTOpHsi, B KOTOPOil PACIIOJIOKEHBI MEeXKIYHAPOIHbIe MOLyIu (intl).

e $(dir_msg) — xaraJjor, riae Haxogurcs daila ¢ coobmenusimu cepsepa firebird.msg. O6bIYHO OH
coBmajiaet ¢ $(root), HO MOXKeET OBITH TIEpPEOTIPEIEIeH IepeMenHoit okpyKennss FIREBIRD_MSG.

e $(dir_schedulerDb) — mumpekTOpusA, Te HAXOAUTCA 0a3a JaHHBIX IIJIAHHPOBINKA 33 aHWH
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scheduler.fdb.

Ojiua KoHUTYPAIMOHHBIN (Dailjl MOXKET BKJIIOYATH JPYTOil ¢ MOMOIIBIO JUPEKTUBhI include:
include some_file.conf

OTHOCHUTENIBHBIN TyTh TPEJCTaB/IsseT cOOOH IyTh MO OTHONIEHWIO K TekylneMy daiiry kondurypa-
nuu. Tak, B upumepe Bbirte daitsr /opt/config/master.conf ccpuraerca na daitr o mytu /opt/config/
some_file.conf.

I HnpekTrBa include mojIepKUBAET I'PYIIIOBBIE CUMBOJIBI * U 7.

6.1 OOimme HacTpOIiKHI

DatabaseAccess

ITapamerp DatabaseAccess 1mo3BoJIsIeT 00€CIIEUNTD yIIPaBJIEHHE 0E30IIACHOCTBIO IIPU JIOCTYIIE K daii-
naMm 6a3 gaHHBIX. JJocTynm K 6a3aM JIaHHBIX Ha cepBepe MOXKeT ObITh HOJIHBIM (Full), OorpaHMYeHHBIM
(Restrict) nim 3anperientsiM (None).

IIapamerp DatabaseAccess mMeeT CTPOKOBBIN THUIT; IO YMOJTIAHUIO 3HAYEHNUE apaMeTpa paBHo Full
- MOJHBIA moctyi. st Toro, 9T00BI 3alPEeTUTh JOCTYII, CJIEIyeT BHICTABATH 3HAUEHUE ITapaMeTpa, PaBHOE
None. /Ij1s1 orpanutenns: JOCTyIIa UCIOIb3yeTcs 3Hadenne Restrict. B aTom ciywae mocse cioBa Restrict
YKa3bIBAIOTCS TUPEKTOPUH, B KOTOPBIX MOT'YT OBITH COXpaHEHb! (aflapl 6a3 TaHHBIX.

IIpu ykazsanmm KarTaoroB MOryT OBITH HCIIOJIH30BAHBI KaK aOCOJIOTHBIE, TAK U OTHOCHTE/IbHBIE IIy-
. OTHOCHUTEJIbHBIE TIyTH OEPYTCsl OT KOpHEBOro Karajora wHctawuisiun cepsepa PEJT Baser Jlanupix. B
KaveCcTBe Pas3fe/InTelisl IUPEKTOPUIl HCIOJIb3yeTCsT CUMBOIL «}».

DatabaseAccess = None

DatabaseAccess = Restrict C:\DataBase
DatabaseAccess = Restrict C:\DataBase;D:\Mirror
DatabaseAccess = Restrict /db;/mnt/mirrordb
DatabaseAccess = Full

HexkonTposmpyemsriit mocTyn K 6a3aM JaHHBIX MOXKET ITOCTABUTH O] yTPO3y OE30MIACHOCTD BaIlleit
cucreMbl. [109TOMY HACTOATEIFHO PEKOMEHYEeTCsI OFPAHNYNBATE JUPEKTOPUN JJIs pa3Melnenns 6a3
JAHHBIX.

RemoteAccess (per-database)

ITapameTp mpemocTaBisier Wi OTMEHSIET YIAAJEHHBIN OCTY K 6a3aM JaHHBIX.

[ RemoteAccess = true ]

Ilo-ymomaanuio RemoteAccess BKJIOUEH JJIsT BCeX 0a3 JAHHBIX, 3a HUCKJIIOYEHHEM 0a3bl JaHHLIX Oe3-
onacHoCTH. Ec/in BB HaMepeBaeTeCh MCIOJIB30BATH OOJIBINE OIHON CIEINaIn3uPOBAHHON 6a3bl JAHHBIX 0e3-
OIIACHOCTH, TO PEKOMEH/IyeM OTKJIIOYUTh YAAJEHHBIN TOCTY K HUM B (daityie databases. conf.

st TOBBITITEHHOT 6€30TACHOCTH CJIeIyeT OTKJ/IIOUNTL RemoteAccess B firebird.conf um BKJIIOYUTH
ero B databases.conf 9 HEKOTOPBIX OT/EIbHBIX Oa3.

ITapamerp mmeer Tum Boolean n MOXKET IpUHUMATDL 3HaUYeHus true/false, 1/0 umm Yes/No.
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ExternalFileAccess (per-database)

ITapamerp ExternalFileAccess 103BoJisieT 00eCIEYNTDb yIIpaBJIeHE IpaBaMyU Ha CO3JaHKe TabJIMI] BO
BremHux aitiax. Paspemenue ua qoctyn K BHEIHUM (aitiaM MoKeT 6bITh 1ostHbiM (Full), orpanndenHbM
(Restrict) nim 3anperiensbiM (None).

ITapamerp ExternalFileAccess mMeeT CTPOKOBBII THUIT; 3HAYEHHE IO YMOJYAHHUIO paBHO None - 3a-
[peTr Ha co3/anue BHemHux Tabdsmir. st Toro, 9To0bI pa3penuTh CO3MaHue U JOCTYII K BHEITHUM (daiiiam,
cJIelyeT BBICTABUTD 3HAYEHNE TapamMeTpa paBHbiM Full. Jlis orpaHnYeHus JOCTYIA UCIOJIb3yeTCs 3HAYeHNe
Restrict. B artom ciyuae mocse cioBa Restrict yKa3bIBalOTCA AUPEKTOPHUU, B KOTOPBIX MOTYT OBITH CO-
XpaneHbl dailypl BHENTHUX Tadsul. IIpn ykazannm karajgoroB MOI'yT OBITH UCIIOJIB30BaHBI KaK abOCOJIIOTHBIE,
TaK M OTHOCHTeJbHBIE ITyTu. OTHOCHTE/IBHBIE IIyTH GepyTcs oT KopHeBoro Katajora PEJ] Baswr /lanubix. B
Ka4uecTBe Pa3/IeJIUTeNsT JUPEKTOPHUI NCHOIB3YETCsS CUMBOJL «;».

None

Restrict C:\DataBase

Restrict C:\DataBase;D:\Mirror
Restrict /db;/mnt/mirrordb
Full

ExternalFileAccess

ExternalFileAccess

ExternalFileAccess
ExternalFileAccess
ExternalFileAccess

HexkouTposmmpyemasi BOSMOXKHOCTh UCIIOIb30BAHUS BHEIITHIX TAOJIUI] MOXKET IIOCTABUTD II0JI YTPO3Y
6e301macHOCTD Baileit cucreMmbl. [[09TOMYy HACTOATEIHPHO PEKOMEHIYETCS MCIIOIH30BATH ITOT MAPaMETP
JIJIsT OTPAHWYEHNs JTUPEKTOPHIl pa3MeIleH!s] BHEITHIX TAOJIHUII.

BackupAccess

ITapamerp BackupAccess 3a/1a€T CIIMCOK KATAJIOIOB, B KOTOPBIX PA3PENIEHO CO3JaHNE PE3EPBHBIX KOt
B/I. IIpu coznanuu pe3epBHBIX KONl IEPBLIM IIpOBepsieTcs napameTp BackupAccess. Eciu coznanne konmit
[0 YKa3aHHOMY B [IapaMeTpe Iy TH Pa3PeIeHo - CO37aeTCsl 3aJaHHbIH KaTasior (IIpu HeOOXOAUMOCTH - CO BCEMU
POJIUTEIICKUMH ).

ITapamerp BackupAccess mmeer cTpOKOBBIH Tuil. [TapameTp MOXKeT NPUHUMATH 3HAYEHUS: MTOJIHBII
(Full), orpanuuenssiii (Restrict) wim 3anpenienssiii (None). Ilo ymMosganuio 3HaYeHNe IapaMeTpa pABHO
Full - mousmbiit moctyn. st Toro, 4To0ObI 3ampeTuTh JOCTYI, CJAEAyeT BHICTABUTH 3HAYEHUE MapaMerpa,
paBuoe None. [l orpanmdenus J0CTyIia HUCIOIb3yeTcs 3Hadenne Restrict. B sTom ciaydae mocse cioBa
Restrict yKa3wIBAIOTCs IUPEKTOPHUH, B KOTOPHIX MOT'YT OBITH COXpaHEHbI (bailibl pesepBHBIX Kommit B/I.

IIpu ykasaHmm KaTajoroB MOryT OBITH HCIIOJIH30BAHBI KaK abCOJIOTHBIE, TAK U OTHOCHUTE/IbHBIE IIy-
t. OTHOCUTEIbHBIE IIyTU GEPYTCs OT KOPHEBOIO KaraJora uHcTauisiuu cepeepa «PEJ Baza Jannbix». B
KavyeCcTBe Pas3fe/InTelis IMPEKTOPUIl HCIIOJIb3yeTCsT CUMBOIL «;».

BackupAccess = None

BackupAccess = Restrict C:\DataBase
BackupAccess = Restrict C:\DataBase;D:\Mirror
BackupAccess = Restrict /db;/mnt/mirrordb
BackupAccess = Full

Il

UdfAccess

I B PEJI Baze Jaunbix 5 UDF o6bsiBiensr yerapesuiumu u OyayT ynastensl B PEJL Baze /lannbix 6.
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ITapamerp UdfAccess mpegHasHAYEH JJIsl ONPEJIEIEHNs JUPEKTOPHl, B KOTOPBIX MOTYT OBITh COXPa-
wenbl 6ubmorekun UDF. Paspermenune na mocryn Kk 6ubjimorekaM BHEMTHUX (DYHKIIANA MOXKET OBITH ITOJTHBIM
(Full), orpanudeHubiM (Restrict) nim 3amnperienssiM (None).

IMTapamerp UdfAccess mMeeT CTPOKOBBIN THI; 3HAUEHNE [0 YMOJYaHUIO PaBHO None (B IpeIbLILyIuX
BEPCHsIX 3HAUEHNE 110 yMOJIYaHuo Oblio Restrict UDF).

IIpu ykasaHWm KaTajIOrOB MOI'YT OBITH HCIIOJIB30BAHBI KaK abCOJIIOTHBIE, TAK U OTHOCHUTEJIbHBIE IIy-
tu. OTHOCHTEIbHBIE IIyTH OEpyTCs OT KOPHEBOTO KaraJora wacrasuisiun cepeepa «PEJl Baza lanabixs. B
KadecTBe Pa3JeuTeNs TUPEKTOPUN UCIIOTb3YETCS CHUMBOJI ;.

I IIytn x Karamoram xpanenus BHeITHUX Tabaui 1 UDF He JOIKHBI COBIAIATE.

[ UdfAccess = None ]

HexkonTposmpyemasi BOSMOXXHOCTh HCIIOJIb30BAHUST BHENTHUX (DYHKIIANA MOXKET ObITh MCIIOIH30BAHA JIJIsT
TOr0, 9TOOBI TTOCTABUTH IO yTPOo3y 6e30MacHOCTh Kak 6a3 JaHHBIX, TaK U BCeil cucTeMbl. [loaTomy
HACTOSITEJILHO PEKOMEH/IyeTCsI UCIIOIH30BaTh JAHHBINA TTAPAMETD JIJIsi OIPAHUIEHUs] JTUPEKTOPUI
pa3mertiennst udf-6ubJIMOTEK.

TempDirectories

C nomormpio mapamerpa TempDirectories MOXKHO 3a11aTh KaraJjor, B KoropoMm cepsep «PEJI Baza /lan-
HBIX» OyZeT XPAHUTh BPEMEHHbBIE JaHHbIE, JOIYCKAIOIINe Pa3drenne Ha YacTH. DTO KIII Kypcopos, Oydepon
zamnuceit, undo-yoros, a tak:ke Bpemerasle BLOB, 610k cOpTHPOBOK, JIAHHBIE MOHUTOPUHTA.

ITapamerp TempDirectories mMeeT CTPOKOBBINA THII; 3HAYEHHWE IO YMOJYIAHWUIO PABHO IIYCTOH CTPO-
ke. Eciim mapamerp TempDirectories He ompeneséH, TO HyTb K BPEMEHHOMY KATAJIOTy OIPEIesIseTcCst
UCXOJsI W3 3HAaYeHUs TepeMeHHbIX OKpyxKenmsi FIREBIRD_TMP, TEMP, TMP. Eciu me yKa3aH mapameTp
TempDirectories u He 3a/1aHBI IepEMEHHBIE OKPY2KEHUsI, TO BPEMEHHBIE JTaHHBbIE OYIYT XPaHUTbCA B /tmp/
Ha Linux u B C:\temp\ Ha Windows.

B kadectBe 3HadeHus mapameTrpa MOXKET OBITH 33J[aH MYyTh K OJHOMY WU HECKOJBKHM KATAJIOTaM.
JlJ1si marmoK JOIyCKATC KaK abCOJIFOTHBIE, TaK U OTHOCUTE/bHBIE myTH. OTHOCHTE IbHBIE IIyTH 6EPYTCs OT
KOpHeBoro karajora nuacrauianuu cepepa «PEJL Baza Hawmwabixy. Ecim Tpebyercst onpemenTs HECKOIBKO
BPEMEHHBIX KaTaJIOTOB, TO B KAUeCTBE Pa3JeIUTeNs UCIOJIb3YeTCI CUMBO «;».

Ecnu ykazana o/iHa M HECKOJBKO JMPEKTOPHUI, TO BHI'PY3KaA BPEMEHHbBIX JAHHBIX OYJIET OCYIIECTB-
JIAThCA B YKa3aHHbIE KATAJIOTH 110 04epeau (ec/iu B TeKyllell BpeMEHHON JUPEKTOPUH HE OCTAJIOCh MeCTa, TO
BpeMeHHbIe (DallyIbl OYIyT COXPAHATHCS B CJIELYIOIIYIO 110 CIIUCKY )

TempDirectories = c:\temp

TempDirectories = c:\temp;d:\temp
TempDirectories = /home/test
TempDirectories = /home/test;/home/testl

TempTableDirectory

ITapamerp TempTableDirectory 3ajaer Karasor, B KoropoMm cepsep «Pen Baza Jlanubix» Oyner xpa-
HUThH JIaHHBIE BpeMEHHBIX Tab il u 6,10608. K napamerp He 3a/laH WIN YKa3aHHBIA KaTaJIOT HEJOCTYIIEH,
OyJeT MCIOJIb30BAaH KATAJIOr U3 IepeMeHHbIX OKpyKennss FIREBIRD_TMP, TEMP, TMP.
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BlobTempSpace (per-database)

[Tapamerp BlobTempSpace ycTaHABINBAET MECTO, B KOTOPOM Oy IyT coxpaHsaThcs nannbie BLOB. [lapa-
MeTp uMmeeT jormdeckuii Tun. [lo ymomyanuio ero 3nadenne paBuo false. Eciu 3nayenun paBHO true, TO
BLOB, /y1si KOTOPBIX BHO HE 3a/IaH0 XPAHUJIMIIE, OYIyT CO31aBATHCS BO BDEMEHHOM IIPOCTPAHCTBE (TaKOM Ke,
Kak Juid Jauabix GTT). Eciu 3navenue false, To BLOB, Jyisi KOTOPBIX SIBHO HE 33J[aHO XPAHUJIMIIE, OYILyT CO-
3nmarorcs B (paite 6a3bl JaHHBIX. BLOB, cO3/1aHHbIE MTOIH30BATEILCKIMI TPUIOXKEHUSMH, He 3aTPATUBAIOTCS,
Jlazke ec/ld XpaHuJulle He yka3aHo B BPB.

[ BlobTempSpace = false }

SeparateTempTableFiles (per-database)

ITapamerp SeparateTempTableFiles B daitse konduryparnun firebird. conf mo3BosisieT HCIOIB30-
BaTh U Pa3HBIX COENMHEHMII pa3Hble (ailjibl BPeMEHHBIX TabJInIl, YTOObl YMEHBIIUTh UX pa3pacTaHue.
Oka3pIBaeT BJIMSHUE TOJIBKO IIPU HCIOJIB30BAHUM apXUTEKTyphl Super. Ilapamerp mmeer jorudeckuil Tui.
Ilo ymosraanuio ero 3uadenne pasuo 1. B arom ciydae nannbie 1yi00aIbHBIX BPEMEHHBIX TaOJIAIL U BPEMEH-
HbIx BLOB OyayT pasMemarhbcs B OTHEAbHOM (aitme [y KaxKI0ro coequHeHns. Kean BhICTABUTD 3HATEHUE
mapameTrpa paBubIM 0, TO JIJIsT BCEX COeTUHEHNN OYIeT MCIIOIb30BATHCS OMUH (ailr.

[ SeparateTempTableFiles = 1 ]

AuditTraceConfigFiles

ITapamerp AuditTraceConfigFiles B daiiie Koudurypamnun firebird. conf 3amaeT uMsi U pacIojo-
»keHre daitia ¢ HaCTPOUKAMHI CHCTEMHOIO ay/uTa. DTOT MAapaMeTp UMeeT CTPOKOBBINH THUIl U 110 YMOJIAHUIO
yka3biBaeT Ha fbtrace.conf. IlycToe 3nadenune mapaMerpa 03HAYMAET, ITO CUCTEMHBIN ayIUT BLIKJIIOYECH.

Ectb BO3MOXKHOCTBIO yKa3aHUS CCBIIOK Ha JIpyrue Kondurypamuonusie daitibr. Kaxkaprit n3 Hux nmeer
TaKyIo JKe CTPYKTYypY, 9To u fbtrace.conf, n HA UX OCHOBE CO3/IAIOTCS JOMOJHUTEIbHBIE CUCTEMHBIE CeCCUN
aynuta. VIMeroTcss Tpu TaKux HaOOpa KOHMUTYPAIU /I pa3IebHOTrO ayInTa:

e ITpoussopuresnsuoctu (fbtrace.conf)
o Cobbrrnit 6e3omacHoctn (fbtrace_sec.conf)

o JleiicTsuit nosb3oBaTes SYSDBA (fbtrace_dba.conf)

[ AuditTraceConfigFiles = fbtrace.conf; fbtrace_sec.conf; ]

MaxUserTraceLogSize

3aaer MaKCUMAJIbHbBI CyMMapHbIil pa3mep (B MerabaiiTax) BpeMEHHBIX (DallIoB, CO37aBAEMBIX CEC-
cueit mosib3oBarenbckoil Tpaccupoku Services API. Tlocsie mpourenust BpeMeHHOTO baiiia TpHIOKeHTeM
OH aBTOMATHYECKH ynaJjsercd. llapamerp mmeer nesnouncienusiii tun. Enuanna mamepenus - merabaiThl.
Ilo ymosruanmio MakCHMaJIbHBIN pasmep daiiyia BeiBoja orpanunder 10 MB. Eciu 3navenusi orpanudenust
MaxUserTracelogSize IOCTUIHYTO, TO CepBEP aBTOMATHYCCKU NPUOCTAHABIUBACT CCCCUIO CJIC?KCHUA.

[ MaxUserTracelLogSize = 10 ]
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DefaultDbCachePages (per-database)

ITapamerp DefaultDbCachePages onpesesseT KOJINIECTBO CTPAHUIL OTHOI 6a3bI TAHHBIX, KOTOPHBIE MO-
I'yT OJHOBPEMEHHO HAXOJAUTHCA B Ka1re. [1o ymorganuio SuperServer BoiiesseT 32768 cTpaHull A KaxKI0U
6a3bl JaHHBIX, a Classic u SuperClassic mo ymMoa4anuio BeiAeasaoT 1024 cTpaHUIBI Ha KaXKI0€ KINEHTCKOe
coeuHEeHne JTsT KayKI01 0a3bl JaHHBIX.

IIpu w3MeHeHWHU MAHHBIX TAPAMETPOB CJIEIyEeT YIUTHIBATH OCODEHHOCTH AallapaTHO-IIPOTPAMMHOMN
waTdopMbl, Apyrux Hacrpoek cepBepa (TempBlockSize). Takuke, onpejiesieHue ONTUMAJIBLHBIX JIJIS KOH-
KPETHO 3a/1a91 HACTPOEK X3mnpoBanns Janubix cepsepoM «PEJI Baza JlaHHbIX» MOXKET OBITH MPONU3BEIEHO
9KCIIEpUMEHTAJbHBIM IIYyTEM.

ITapameTp mMeer meI09nCAeHHBIN T, EanAnma n3Meperns: — cTpanuiia 06a3bl JaHHBIX. 110 yMoraannio
rmapameTp uMmeer 3Hatdenne 32768. Makcumanabnoe 3uavenue 2147483647 crpanut. MunumaibHoe 3HaYEHNE
napamerpa — 50.

[ DefaultDbCachePages = 32768 }

DatabaseGrowthIncrement (per-database)

[TapameTp nozBoJisieT yKa3aTh 00bEM JUCKOBOIO MPOCTPAHCTBA, KOTOPOE MOXKET OBITH BBIJIEJIEHO IO,
6a3y JaHHBIX. JIMCKOBOE IIPOCTPAHCTBO PE3E€PBUPYETCS B CHCTEME, UTO ITO3BOJISIET B JaJIbHENIEM CHU3UTH
dusnueckyo dparmenTanuo daiina (-0B) 6a3bl JAHHBIX U JaeT BO3MOXKHOCTD IIPOJIOJIKUTH PAGOTy B yCJIO-
BUSX HEJOCTATKA MeCTa Ha Jucke. Eciu pexkuM pe3epBUPOBaHUS BKJIIOYEH, TO cepBep pesepsupyer 1/16
9acTh OT y2Ke€ HCIOJIb3yeMOr0 JIMCKOBOIO IIPOCTPAHCTBA JJIsi OJHOTO coelnHeHus, HO He MenbIne 128 KB u
He GoJIbllle, YeM 3HavYeHMe, 3a/laHHoe 1apaMerpoM DatabaseGrowthIncrement (mo ymosuanuio 128 MB).

I OTKIIOUEHUS] PEe3epBUPOBAHUS JIUCKOBOI'O IPOCTPAHCTBA HEOOXOMMMO BBICTABUTH 3HAYEHUE
DatabaseGrowthIncrement paBHbIM (.

[ DatabaseGrowthIncrement = 134217728 ]

I IIpocTpancTBO MOM, TeHEBBIE KON 0a3 JAHHBIX HE PE3EPBUPYETCS.

FileSystemCacheThreshold (per-database)

ITapamerp FileSystemCacheThreshold ycTaHaBjJWBaeT IIOPOI'  WCIOJIB30BAHUS  CUCTEMHOTO
kama cepBepom <«PEJl Basa Jlanabix» g apxurekrypbl  CyliepcepBep. 3HadyeHHe IapaMerpa
FileSystemCacheThreshold ompeaensgeT MaKCUMaJIbHO JIOIIyCTUMOE KOJIMYECTBO CTPAHUIl, KOTODPLIE
MOI'YT HAXOJUTHCH B KIM-TIAMATH OfHOBpeMeHHO. CHCTEeMHBII K31 OyIeT UCI0/Ih30BaThCs 10 TeX 0P, IOKa
KOJIMYECTBO 3aK3IMPOBAHHBIX CTPAHWUIl MEHBIIE, YeM 3HadeHue napamerpa FileSystemCacheThreshold.

ITapamerp FileSystemCacheThreshold yuuTBEIBaeTCs, TOJIBKO €CIM He 3aJaH IapaMerp
UseFileSystemCache.

[Mapamerp uMeeT 1eI0UuC/IeHHbI Tuil. Eununa usmepenus — crpanuia 6a3bl JAHHBIX (OIPEeIesIaeTcs
upu cozganuu BJI, moxer umers paszmep or 8K g0 32K). Ilo ymosvyanuio mapamerp umeer 3HaYeHUE -
65536 crpanun. MakcuMaJbHO OIMyCcTUMOE 3HaYeHume mapamerpa — 9223372036854775807. Munumasnbaoe
sunadenne mnapaverpa — 0. Eciu 3navyenne napamerpa FileSystemCacheThreshold pasno 0, To cepBep He
OyJIeT UCIOJIH30BATh CUCTEMHBIN KIIII.

[ FileSystemCacheThreshold = 65536 ]
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ValidatePageChecksums (per-database)

ITapamerp noaaepxkuBaercs Haunuasi ¢ sepcuu PEJl Basbr /lannabix 5.1.

[Tapamerp ValidatePageChecksums omnpesesisieT IpoBepsiTh Jii (PU3UIECKYIO COTVIACOBAHHOCTH 0a3bl
JAHHBIX C MOMOIBIO BBIYUCEHUSI KOHTPOJIBHBIX CYMM Ha ypPOBHE cTpaHull. B ciydae HECOOTBETCTBUS KOH-
TPOJILHBIX CYMM B JioT-aili Oyer 3amnucana onmbka, HO paboTa IPOIOIKUTCS.

ITapamerp mmeer Jsiormveckuii Tum. [lo ymomdanuio 3unavdenne true, TO €CTh KOHTPOJLHBIE CyMMBI Ha
YPOBHE CTPAHUIL BEIYUCIAIOTCS.

[ ValidatePageChecksums = true J

UseFileSystemCache (per-database)

[Tapamerp UseFileSystemCache ormpejeisieT HCIOJIb30BATH JIU K3 (DailIoBON CHCTEMBI CEPBEPOM
«PEJI Baza /lannbixs». ITapamerp mmeer sormvdeckwmii Tum. 1lapamerp FileSystemCacheThreshold yunThi-
BaeTcd, TOJIBKO ecan He 3amaH napaMerp UseFileSystemCache.

[ UseFileSystemCache = true ]

InlineSortThreshold

ITapamerp InlineSortThreshold ompejenser, Kak 00padATHIBAIOTCS HEKJIIOUEBBIE TI0JIsi BO BPEMSI COP-
THUPOBKU: COXPAHSIOTCS BHYTPHU OJIOKA COPTUPOBKY WJIM IIOBTOPHO M3BJIEKAIOTCS CO CTPAHMUIL TIOCE COPTUPOB-
ku. [Tapamerp umeer nestoanciaennniii Tui. 3uadenue mapamerpa InlineSortThreshold ompejessier Mak-
CUMAJIbHBIA pasmep 3ammceil (B 6aiiTax), KOTOPBI MOXKET OBITH COXpaHEH BHYTPH 0JIOKa COPTUPOBKH. Ecim
3nadenue napamerpa InlineSortThreshold pasuo 0, TO HEK/TIOUEBBIE TIOJIST OY/IYT U3BIEKAIOTCS CO CTPAHUIL
ocje COPTUPOBKU.

[ InlineSortThreshold = 1000 ]

FileSystemCacheSize

ITapamerp FileSystemCacheSize ycraHaB/IMBaeT MAaKCUMAJBHBIA pa3sMep OMEPATHBHON MaMATH, UC-
OJIb3yeMbIil cucTeMHBIM baiiioBbiM KarieM 64-6urapiMu Windows XP winm Windows Server 2003 ¢ Service
Pack 1 wiu Bime.

[Tapamerp COIEPKUT 1I€JI0€ IUCJIIO, [IPEJICTABILIONIee COO0 KOIMIecTBO (B IPOIEHTAX) ONEPATUBHOM
MaMATH, KOTOPOE MOYXKET OBITH HMCIIOJIB30BAHO MO (GailIoBBIi KoMl 3HadeHne MoxkeT OuITh or 10 mo 95%.
Eciau 3amaTe 3Hadenue 0, onmepannontas cucreMa caMa OyIeT orpejesisiTh pa3Mep dailjioBoro kara. 9To u
€CTh 3HAYEHUE 110 YMOJIIAHUIO.

[ FileSystemCacheSize = 0O }

Windows Tpebyer obsananus npusuierueir SeIncreaseQuotaPrivilege /s ynpaBjieHns HACTPONKAME
daityioBoro Ka3ma. JTa MPUBUJIETHs JIOCTYIIHA 10 YMOJYAHUIO aJIMIHICTPATOPAM U CJIyK0aM, a TakKe
BbIJaeTcs y4yeTHoi 3anucu reddatabase npu ycranoske u3 guctpubyrusa Windows Installer.

Ecmu PE/L Baza /lannbix 3amyineHa Kak OpujioKeHue min B pexkuMe Embedded min ycTaHOBJIEH He
u3 opUIMAIBLHOTO JIUCTPUOYTHBA, YUIETHAs 3allUCh MOXKET He MMETb JAaHHON npusmjerun. IIporecc He
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BBIJIACT OIMHUOKY IIPU 3allyCKe, a IIPOCTO 3alMIIET COOTBETCTBYIOIee coobienne B daitr firebird.log
u OyzmeT paboTaTh ¢ HACTPONKAMM OIMEPAITMOHHON CHCTEMBI.

RemoteFileOpenAbility

ITapamerp umeer jormdeckuii tun. Ilo ymomuanuio ero 3madenume paBuo 1. B stom ciiydae cepsep
«PEJ] Baza /laHHBIX» MOYXKET OTKPBLITH 6a3y JAHHBIX, TOJbKO €CJIM OHA COXpaHEHA Ha (PU3UIECKOM JINCKE
KOMIIBIOTEpa, HA KOTOPOM 3allyIleH cepBep. 3alpochl Ha MOJIKJIIOUEHUSX ¢ Da3aMu JTAHHBIX, COXPAHEHHBIMUI
Ha CeTeBBIX MMCKaX, mepeaapecoBbiBaioTcs Ha cepep «PEJl Baza /lanabixs, paborarommnii Ha KOMILIOTEPE,
KOTOPOMY IIPUHAJJIEXKUT JIACK.

DTO OrpaHUYEHHUE MPEIOTBPAIIAET BO3MOXKHOCTD TOTO, YTOOBI JBE PA3JINIHBIX KOIMH CEPBEPA OTKPbI-
JII OJTHOBPEMEHHO OJIHY U Ty 2Ke 6a3y JaHHbiX. HecKoopInHNPOBAHHBIN JOCTYII HECKOJIBKUX KOIHUI cepBepa
K ONHOI 0a3e JAHHBIX MOXKET IIPUBECTH K €e IMOBPEeXK/IeHu. BiokupoBka daiisia HA CHCTEMHOM YpPOBHE
IIPEIOTBPAIIAeT HECKOOPIMHUPOBAHHBIN JOCTYH K (haiiry 6a3bl JaHHBIX. /19 OTKII0UeHnsT 9TOH OIITUU CJie-
JlyeT BLICTABUTH 3HadYeHue napamerpa RemoteFileOpenAbility pasubim 0 (JI0XKD).

Orotr IIapaMeTp MO2KET BbISBAThb HEUCIIPABUMOE ITIOBPEXKJICHUE 0a3nl JaHHDBIX. He HCHOﬂb3yﬁTe ATy
OIIIIUIO, €CJIN Bbl HE IIOHNMAaeTe PUCKOB IIOTEPpU JaHHBIX.

CereBas daitioBasi cucremMa He 00ECIEUMBAET HAIEKHOTO CIIOCODOA KOOPIUHAINK JOCTYIIA K (aitam.
Ecin Bropast Konmsi cepBepa COeIuHUTCS ¢ 6a30il JTAHHBIX COXPAHEHHON Ha CETEBOM JCKE, TO TO
MOYKET MTOBPEINTH 0a3y JaHHBIX

[ RemoteFileOpenAbility = 0O ]

TempBlockSize

ITapamerp TempBlockSize wmcmosb3yercss Ay yHIpaBJIeHHUS TPOCTPAHCTBOM BPEMEHHBIX KaTaJIOI'OB.
BpeMeHHbIe KaTaJI0ru UCIOJIb3YIOTCS JJIs BBIIPY3KHU Pe3yJIbTaToB 06paboTKu 60BN 06bEeMOB JAHHBIX (Ha-
npuMep, Opu COPTHPOBKe JaHHbIX). [lapamerp TempBlockSize ompeiesisier MUHUMAJBHDI pasmep OJI0Ka,
BBIJIeJII€MOI0 Ha OJMH 3allpOC C COPTUPOBKOIL.

ITapamerp nmeer nesrouncenubit Tum. Eauanna namepenns - 6aiiter. [lo ymorganuio mapamerp nmeer
suadenne 1048576 Oaitt. Makcumasbmno pomycrumoe 3HadeHue 2147483647 Gaitr. Munumaabnoe 3nadenue
napamerpa — 0.

[ TempBlockSize = 1048576 ]

TempCacheLimit (per-database)

ITapamerp TempCacheLimit mcmoJib3yeTcs JJjis OrpaHUYeHns 00bEMA BPEMEHHOTO IPOCTPAHCTBA, KO-
TOPOE MOKET OBITH KIIIMPOBAHO B OIIEPATUBHON aMATH. B 9TOM mpocTpancTBe OYAyT COXPAHATHCS JAHHBIE
COPTHUPOBOK, OydepoB 3amucu, HeOOIbITNX BPEeMEHHBIX 0JI000B IIepe]; MaTepuain3anneil u T.7.

ITapameTp nmeer megoanciaeHnslit Tum. B apxurekType Kimaccuk 310 orpanudenne Ha OTHO MOIKJTIOTE-
HIUe€ U 110 YMOJIYaHuio 3HadeHne pasHo 8 M6. B apxurekrype Cytep 310 orpaHndeHre Ha BCe MOIKJIIOUEHUs U
110 yMOJTYaHUIO 3HadeHue pasuHo 64 M6. MakcuMabHO JOMyCTHMOE 3HAYEHIE (264 — 1) Gaitt. MurnMaIBHOE
3HadeHue napaMerpa paBHO 0.
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B messix yBesimueHust TpOU3BOIUTEILHOCTH KEJATEIBHO YCTAHOBUTH 9TO 3HaYeHUe OOJIbIe CyMMap-
HOTO pa3Mepa BpPeMeHHbBIX (hailyioB B Karajorax TempDirectories, eciim 9TO MO3BOJIIET 0OBEM JIOCTYITHOMN
ONIEPATUBHOI IMaMSTH.

[ TempCachelLimit = 67108864 j

MaxIdentifierByteLength (per-database)

MaxkcumajibHO JAO0IIyCTUMad JIJINHA UMEHU I/I‘ZLeHTI/I(bI/IKaTOpa B OaiiTax.

VYeraHOBKa 9TOTO 3HAUEHUs! JJIsl BCeX 0a3 JaHHBIX (BKJIOUas 6a3y JAHHBIX GE30MACHOCTH) MOYKET BbI-
3BaTh MPOOJIEMBI.

[ MaxIdentifierByteLength = 252 ]

MaxIdentifierCharLength (per-database)

MakcnmaabHO JAO0IIyCTUMad JIJINHA NMEHU I/I,B;eHTI/I(bI/IKa.TOpa B CUMBOJIaX.

YcraHOBKA 9TOTO 3HAYECHHS IS BeeX 6a3 JaHHBIX (BK/IIO4Yas 6a3y JaHHBIX GE30MACHOCTH) MOXKET BbI-
3BaTh MPODOJIEMBI.

[ MaxIdentifierCharLength = 63 j

AuthServer /AuthClient (per-database/per-connection,
per-database)

IMapamerp AuthServer - HaGoOp METOIOB ayTeHTUMUKAIMU, PA3PEIIEHHBbIX HA cepBepe (OIpeessaeTcs
B dailsie Koudurypanuu cepsepa).

IMapamerp AuthClient - HaGoOp METOIOB ayTeHTUMUKAINU, IOJIEPKUBAEMBIX KJIUEHTOM (OIIpejiesis-
ercs B dailie KOHbUIYpAIUU Ha KIIUEHTE).

BkitrouenHble METOBI IEPEYUCIEHBI B BUJIE CTPOKOBBIX CUMBOJIOB, PA3/I€JEHHBIX 3AIIATBIMI, TOUKAMEI
¢ 3amaToit wiam mpobesamu. Eciam mpoBepUTH MOJIMHHOCTH C IIOMOINBIO IIEPBOTO METOJA HE YIAJIOCh, TO
cepBep MePexXOuT K CAeyIoneMy u T.71. Fciu Hu 0InH MeTO/1, He TIOATBEPANII HOAIMHHOCTE, TO TOJb30BaTe b
roJty<aeT coobienne 06 ommoke.

CYB/I PEJI Basza /IanHbIX 5 HOAEPKUBAET CJIELYIONINE METOALI Ay TeHTH(DUKAIIAN:

e Besonacuast napoJibHasi ayTeHTH(MUKAIN, OCHOBAHHAs HA IIPOTOKoJIe SRP, MCIOIB3YIONas ajiro-
putMm xammpoBanus SHA mna nmepemaan mamueix: Srp, Srp224, Srp256, Srp384, Srp512. Ilo
YMOJIYaHUIO UCIIOJb3yeTcsa Srp256;

e DBeszonacuast maposbHast ayTeHTHUKAINS, OCHOBaHHAsT HA TPOTOKOJE€ SRP 1 MCIOJIB3YIOIIas ajaro-
purMm Argon2id gy dopMupoBaHUs U XpaHeHus BepudukaTopa napos: SrpArgon2id.

e TpamunnonHas (Legacy_Auth) ayreHTuduUKAIMS;
e Jlosepurenbhas (Win_Sspi) ayrenruduranus qig OC Windows;

e Metox GostPassword obecrrieanBaeT ayTeHTU(MUKAINIO C UCIIOIb30BAHNEM aJTOPUTMOB MM poBa-
Hust u3 kpunrorpaduaeckoro mwiarnaa (Crypto  API);

e Iliarun Certificate mo3BosisieT ayTeHTHMOUIMPOBATH 0Jb30BaTeseil o ceprudukaram X5H09;
o Ilarun VerifyServer mo3BoJisieT KJIUEHTY IMPOBEPUTH CEPTUMUKAT CEPBEPA;

e Jlosepennas ayrenrudukaimsa depe3 mexanusm GSSAPI (Gss);
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e JloBepeHHasi ayTeHTudUKanuu Jisi BeinosHenusi Execute Statement On External Ges ykazanus
sgoruHa 1 naposs (ExtAuth).

AuthServer = Srp256
AuthClient = Srp256, Srp, Win_Sspi, Legacy_Auth, Gss, ExtAuth

Ecsu BBl X0THTE UCIIOIB30BATH IJIATUHBI Ay TEHTHU(MUKAIINNA, KOTOPbIE HE IIPEIOCTABIIAIOT KJII04Ya Mud-
posanust (Win_Sspi, Legacy_Auth, GostPassword, Gss), TO cieJyeT OTKIIOYNTE 0bsi3aTesbHOe (Required)
mndpoBaHre KaHAJIOB Iepesadn JaHHbIX (mapaMerp WireCrypt), Kpome ciydaes, KOTya Bbl paboTaere ¢
nporokojioM XNET.

Yr100bI OTKJIIOYUTH KAKOH-HUOY/Ib U3 METOJ/I0B, PACKOMMEHTHPYUTE CTPOKY U YIAJUTe HeXKeJIaTeJIbHbII
MEeTOJ| U3 CIIUCKA.

O6a mapamerpa MOr'yT OBITH HCIIOJIb30BaHbl B databases.conf. AuthClient MOXKeT HCIIOJIb30BATHCSI
kak B DPB, Tak u B SPB /11 KOHKpPETHBIX HACTPOEK COEINHECHMUSI.

PolicyPlugin (per-database/per-connection, per-database)

ITapamerp PolicyPlugin omnpe/iesnisieT, HCIOIB30BATD JIU MOJIUTUKN Oe3onacHocTu. [lo ymomyanuio na-
paMeTp He yKa3aH, TO €CTh IOJIUTUKH HE MCIIOJIb3YIOTCS.

Jns BKIOYeHUns NOJIUTUK Oe3omacHocTu ykaxkure PolicyPlugin = Policy, Torja IOIBITKA IPOHTH
ayTeHTU(DUKAITIIO OY/IeT OCYIIECTBITHCS JIJIs KaXKJIOTO IJIarnHa, ykazaHuoro B AuthServer, a pernrenue o
[IPEIOCTABJICHIN JIOCTYTIa Oy/eT MPUHSATO IurarnuoM Policy.

PolicyPlugin =

UserManager (per-database)

YceranaBauBaeT IUIATWH, KOTOPI Oyjer paboraTh ¢ 6a30i JaHHBIX GE30MACHOCTUA. DTO MOXKET OBITh
CHUCOK € TpobesiaMi, 3asThIMA U TOYKAMHU C 3aISITON B KaUeCTBE pa3JIeUTeeil: UCIIOIb3YeTCsl TepBbIit
[TOJIKJIFOYAEMBII MOJLYJIb U3 CIIUCKa. BCero CymecTByer Cjeyoniue IIaruHbl:

o Srp;

SrpArgon2id;

Legacy UserManager;

GostPassword Manager;
e Ldap.

s moamepKKu crapoit 6a3bl JaHHBIX O€30IIACHOCTH U YIIPABJICHUS MTOJIB30BATE/ISIMHA B HEll, ciemyer
YCTaHOBUTH 3HadeHHe ITapamerpa Legacy_UserManager.

s co3mannsi MHOTOMAKTOPHBIX TOJIB30BaTE el U yIPABICHUS UMH CJIEAyeT yCTAHOBUTH 3HAYEHUE
napaMerpa GostPassword_Manager.

Jlyis oty aeHust CIUCKa oJIb3oBare el karajora LDAP ¢ momorsio mcesaotadbmisl SEC3USERS ciiemyer
YCTAHOBUTH 3HadYeHHe ITapamerpa Ldap.

B SQL orrepaTopax yIlpaBJICHHA ITOJIb30BaTEC/IsAAMU MO2KHO fIBHO YyKa3aTb KaKO! MJIaruH 6y,ZLeT HCIIOJIb-
30BaTbhCA.

[ UserManager = Srp ]

O,ILHOI/IMGHHI)IG T0JIb30BaTE/I, CO3JaHHbIE C TIOMOMIBIO PA3HBIX IIJIAT'MHOB YIIPABJICHUSA MOJIb30BATC/ISIMN
— 3TO Pa3HbI€ ITOJIB30BaTECJ/IN.
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ITapamerp UserManager MOXKHO MCIOJIb30BaTh B database. conf s mepeonpe iesieHnsl B KOHKPETHOH
0ase JAHHDIX.

DefaultUserManagers (per-database)

ITozBossteT ykazaTh HAOOP CTAHJIAPTHBIX ILJIATHHOB.

Ecan npemnoxxenne USING PLUGIN He yka3aHO, TO IPU CO3JAHUH IOJIH30BATEIsT OH CaM JI0DABJISIETCS
BO BCE CTaHJAPTHBIE IJIAMMHBL (CO BCEMU YKA3AHHBIMU aTPUOYTAMH).

HpI/I U3MEHEHUU I1apOoJid MMOJb30BaTesisd OH MEHAEeTCA BO BCEX CTaHJaPTHBIX IIJIarnHaX. Eciu B kakoMm-
Jb0o CTaHJIapTHOM IlJIarmHe HET I10JIb30BaTeJid, TO OH ,HO6&B.TIH€TCH.

Ecnu mensercs kakoit-1ubo Ipyroit arpudyT, TO OH TaKyKe MEHSETCS U B JIPYI'UX CTAHJIAPTHBIX IIJIATrU-
Hax, HO €CJIU II0JIb30BaTe/b OTCYTCTBYeT, TO OH He CO3JAETCH.

HpI/I VAaJIeHUHU I10JIb30BaTeJId OH TaK2Ke YAaJIUTCA U3 BCEX CTaHAaPTHBIX IIJIArMHOB.

IIpumep ucmonb3oBaHuUs:

UserManager = Srp Legacy_UserManager GostPassword_Manager
DefaultUserManagers = Legacy_UserManager GostPassword_Manager

3uagenue 10 YMOJI9YaHUIO:

[ DefaultUserManagers = j

I Mo2KkHO KCII0IB30BATE TOJBKO T€ IJIarudbl, KOTOPbIE ObLIN YKa3aHbI B IIapaMeTpe UserManager

TrustedUser

Jloruu JI0BEpEHHOTO TI0IH30BATEI JJIsI Ay TEHTUMUKAIIH 110 [TAPOJIIO ¢ IMEHEM JPYTOro HOJb30BATES.
Ilpu KoHHEKTe KpOMe MMEeHHU I10Jib30BaTess (isc_dpb_user_name) MOXKHO yKazaTh d(MQEKTUBHBIH JOrUH
(isc_dpb_effective_login). B isql mua sroro mobasien xiod -1. Ecsiu 3amam sToT JjioruH, TO 1ocie
YCIENIHOH ayTeHTH(MUKAINN [IPOBEPIeTC 3aJaH JIH HapaMeTp KOH(MUTYPAIIH

e FEcim me 3aman - ommbKa ayTeHTH(UKAIMHA: TOMBITKA TOAMEHDBI JJOTHHA, ¢ OTKJIIOYEHHO OIITHeii.

e Ecim mapamerp 3ajaH, HO IOJIB30BATEIb TAM YKa3aH JAPYTOil - TOXKe OMIMOKA: MTOMBITKA [TOIMEHbI
JIOTMHA HE JIOBEPEHHBIM ITOJIb30BATEIEM.

e Ecju mosib3oBaTes b B KOH(MUIYPAIUH COBIAIAET C TEKYIIUM, TO €CTh IOAKIYAETCsI JOBEPEHHbII
MIOJIb30BATENIb, TO NpH MOoAKMIoYeHnn K B/l ero mmsi 3aMensiercs Ha yKa3aHHBIH UM 3()HEKTHB-
woiit sorus. st sapa CYB/I aTo nmonkiodenne OyaeT BBIMISAETh KaK OOBIIHOE, HHPOPMAIAA O
[TOJIMEHE JIOTUHA, JIO HETO He JIOXOIWT.

Paboraer qy1a Bcex IIarnHOB ay TEHTU(DUKAIIIN.

TracePlugin

3asaer MIATHH, UCIOIB3YeMbIil (DYHKIMEH TPACCUPOBKU JJIsd OTIPABKY JAHHBIX TPACCUPOBKU B IIPU-
JIO2KEHUE KJIMEHTAa WA JAHHBIX ayJuTa B Jor (aii.

[ TracePlugin = fbtrace ]
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WireCryptPlugin (per-connection)

ITapameTp ompejiesisieT IJIArMH, KOTOPBIA OyIeT MUCIOJIB30BaThCs JJIsl MU(MPOBaHUS JAHHBIX, [T€Pea-
BaeMbBIX II0 CETH.

[ WireCryptPlugin = ChaCha64, ChaCha, Arc4 ]

Ilo ymomyanuio nannbie mudpyiorcs ¢ noMoinbio ChaCha ninn Alleged RC4. Kirou mosmken ObITH cre-
HepupOBaH maarnuoM ayrentudurarun. s ChaCha ucrob3yercs 16 uan 32 OUTHBIN KO, B 3aBUCUMOCTH
OT TOT'O, YTO IPEJOCTABJISIET IJIAIMH ayTEeHTU(DUKAIIAN.

st mudposanus ceresoro Tpaduka mo 'OCT anropurmam moctyreH miarnd wire_wincrypt. [Tma-
T'HH UCIOJIb3YeT METO/IbI, yKa3aHHbIE B IapaMeTpax SymmetricMethod u ProviderName. /715 ncrosp30Banns
wire_wincrypt mHeobxommmo Hasjudue kpunromnposaiiiepa Kpunrollpo.

VKazaHHBIH [JTAIMH MOXKeT OBbITH IepeorpejiesieH B API Jijisi KOHKPETHOIO coefuHeHus dyepe3 DPB wmiu
SPB.

KeyHolderPlugin

DTOT mapaMerp IMPeJCTaB/IsieT co0ON HEKOTOPYIO (OpMy BPEMEHHOI'O XPAHUJIUINA JJIsi KJIOUei -
poBaHus 6a3bI JAHHBIX.

Peanmuzosannoro msarmHa I0-yMOJIYAHHMIO HET, HO oOpazer /uig Linux mnonx Ha3BaHUEM
1libCryptKeyHolder_example.so MOXKHO HaiiTu B manke /plugins/.
LdapPlugin

Ucnosibayerest 1iist oty derus uagopmanuu 06 ydyerHoit 3amnucu ¢ cepsepa LDAP BMecTo 6a3bl JaHHBIX

0€e30I1aCHOCTH.

LdapLibrary

O6mumit karasor LDAP (TosbKo Jyist Linux).

[ LdapLibrary = libldap-2.4.s0.2 ]

AllowEncryptedSecurityDatabase (per-database)

DTOT mapaMeTp MO3BOJISET HCIIOJIb30BaTh 3aIlM(PPOBAHHYO 6a3y JaHHBIX OE30IIaCHOCTH.

Eciu nosararbes na mudpoBanme ceTeBOro KaHaja IOCPEICTBOM KJII0Ya, CTEHEPHPOBAHHOIO ILJIATH-
HOM ayTenTndukarmuu (Hanpumep, SRP), aTo6sr nepenasars kimoun mudpoBaHus 6a3bl JAHHBIX 110 3TOMY
KaHaJIy, TO HUCIOJb30BaHUE 3aIMn@POBAHHBIX 0a3 JAHHBIX OE30IACHOCTH SIBJISIETCSI CBOETO POJIA MTOPOTHBIM
kpyrom. Jjisi Toro, 9roObl OTIPABUTH KJIHOY I pOBaHust Oa3bl JAHHBIX 110 CETEBOMY KaHAJY 0e30IacHBIM
IyTeM, KaHaj JOJKEH ObITh y2Ke 3aIlmdpPOBaH, HO I 9TOr0 TpebyeTcs CeTeBOil KJIY IMU(POBAHUS OT
IUTATMHA, &y TeHTU(OUKAINN, KOTOPOMY HEOOXOINMO OTKPBITh 0a3y MaHHBIX 0E30IMACHOCTH [JIs TPOBEPKHU X3-
1a, KOTopasi, B CBOIO o4epeib, Tpebyer Kitoua mudposanus B/l. K cuacTbio, B OOJBITUHCTBE CIy9IaeB HET
HeoOXoMMOCTH mudpoBaTh 6a3y JaHHBIX OE30IIACHOCTH - OHA HEIJIOXO 3alllUINeHa caMa II0 ceDe, ecJi BbI
HCIOJIb3yeTe KPUIITOCTONKUE naposn. Ho B HEKOTOPBIX CIIyUasix KeJaTeJIbHO UMETh 3aIndpoBaHHYI0 6a3y
JaHHBIX OE30MACHOCTHU, HAIIPUMED, €CJIM KTO-TO XOYeT UCIIOJIb30BaTh B KadecTBe coOcTBennoit BJI bezomac-
vocTu 3amudpoBaHHyio 6a3y. B sTom citygae ciemyer 3amudpoBaTh KIIIOY, IPEXKIe YeM [IePeJaBaTh €ro Ha
cepBep C MOMOIIBI0 PYHKIINE 0OPATHOTO BHI30BA. llepesi BKIIIOMEHNEM 3TOTO IMapaMeTpa yoeuTech, ITO Ba-
U KJIFOYU XOPOINO 3amudpPoBaHbl. Y YTUTE, YTO IIPU BKJIIOYEHUH ITOH oniuu He3amudpOBaHHAA Ieperada
KJTIOYA MOYKET CJIYUIUThCS Jlaxke ¢ Hesammudposannoit B/l 6e3omacuocTn.
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OTa (QyHKIUS He MOIIeP>KUBAETCS TPAIUIIUNOHHBIM IIJIATMHOM ayTeHTU(MUKAIMY - €CJTH Bbl 3a00TUTECH
0 06e30MaCHOCTH, HUKOTJA HE UCIIOJIb3YITe TPAIAUIMOHHYIO ay TeHTU(DUKAIINIO.

[ AllowEncryptedSecurityDatabase = false ]

Providers (per-database, per-connection)

IIpoBaitfiepnl - 3TO MPAKTUYECKA TO, ITO MBI IMOJPA3yMEBAEM IIOJT CIIOCOOAMY, UCIOIb3YEMBIMU JIJIsI
COeJIMHEHUsI KJIUEHTa C CEPBEPOM, T.e. Yepe3 MHTEPHET; Ha TOM Ke KoMIibiorepe depe3 localhost; miu depes
MIPSIMOE COEINHEHNE B JIOKAJILHOI CeTH.

B firebird.conf mOCTYyNHBI TO-YMOJYAHUIO CJIEIYIONINE TTPOBAaiIephI:

[ Providers = Remote,Enginel3,Loopback ]

B databases.conf oauH wIM HECKOJBKO IIPOBAIEPOB MOTYT OBITH 3a0/IOKUPOBAHDI, €CJIM BCTABATH U
PaCKOMMEHTUPOBaTh CTPOKy u3 firebird.conf u yganuTs HexKesaTe/IbHbIE IIPOBAiepPHI.

IIposaiinepsi, peasmmzoanubie B PEJ] Base [lanubIx 5, O3BOISIOT TOIEPXKUBATH YIAJECHHBIE COEIN-
Henus, 6a3bl ganubix ¢ pasubivu ODS, a tak:ke 3ambikanue (chaining) nposaiizepoB. 3aMbIKaHue - 3TO
TEPMUH JJIsI CUTYAIINHN, KOT/Ia IIPOBaiiIep UCIOIb3yeT 00paTHbIi BbI30B cranapTaoro API npu BbimonHennn
orepanuu HaJ 6230t JaHHBIX.

I'maBHBIM 3J1eMEHTOM apXUTEKTYpPhl IIPOBaii/lepoB sBiisieTcst y-valve. Ha HavaapHOM 3Tale BbI30Ba
attach mim create database y-valve npocmarpuBaeT CIUCOK U3BECTHBIX IIPOBaliIepOB U BBI3bIBAET UX I10
OJTHOMY, ITOKa OJIVH M3 HUX HE 3aBEPIINUT 3AIIPOIIEHHYIO OIEPAIINIO yCIenrHo. JIs coenHenns, KOTOpoe yxKe
YCTaHOBJICHO, COOTBETCTBYIOIMAHA IPOBAXAED BBI3BIBACTCA CPA3y € MIOYTU HYJICBBIMHU HAKJIAQIHBIMHA DACXOIAMMU.

Paccmorpum npumep paboThl y-valve, KOrjia OH BBIOUPAET ITOAXOJSIIET0 IIPOBaiijiepa IPHU ITOIKIII0Ye-
Hun K 6aze manabix. [lo-yMosrgannio nMeercst Tpu npoBaiijiepa: Remote, Enginel3, Loopback.

Tunuunast KoHGUrypalus KIneHTa paboTaeT TaKIM 00pa3oM: IIpHU MOJKJIIOYEHNH K 6a3e JaHHbIX C UMe-
HeM RemoteHost: dbname (cunrakcuc TCP/IP) nian \\RemoteHost\dbname (NetBios), nposaitnep Remote
OOHapy?KWBaeT SABHBII CUHTAKCHC CETEBOTO IMPOTOKOJIA U MEPEeHANPaBIseT Bbi3oB RemoteHost.

Korna <ums 6a3s ZaHHEX> HE COJIEPAKUT CETEBOIO IIPOTOKOJIA, & TOJIBKO UMsI 6a3bl JAHHBIX, IIPOBANIED
Remote OTKJIOHsIET ero, a nposaiizep Enginel3 BBIXOAWUT Ha MEPBBIH IUIAH U IBITAETCH OTKPLITH dailr ¢
MMEHOBAHHOI 0a30#1 maHHBIX. ECin 9TO MPOXOIUT YCIEITHO, CO3MAeTCs MOIKIIIOUYeHne K 0a3e JTaHHbIX.

Ho uro npoucxomut, ecsiu CYBJI Bo3Bpalaer omubKy IIPU MOMBITKE MOJK/IIOYeHNs K 0a3e JaHHbBIX !

e Eciu daitn 6a3bl JaHHBIX, K KOTOPOMY HYKHO MOJKJIIOUYATHCs, HE CYIIECTBYeT, TO B 9TOM HET
nHTepeca.

e BcerpoeHHoe coefimHeHnE MOXKET He paboTaTh, €CJIN T0JIH30BaTe/b, MOJIKIIOUUBINANCT K HEMY, He
UMeeT JIOCTATOYHBIX IIPaB JIJIs OTKPBITHS (paiiyia 6a3bl JaHHBIX. JTO ObLIO OBl OOBIYHON CUTYAIUEH,
ecan Obl 6a3a JAHHBIX HE ObLIA CO3/IaHA STUM IOJH30BATEIEM BO BCTPOEHHOM PEXKHUME WA €CIIH
eMy sBHO He ObLau npemocranienbl mpaBa OC Ha BCTPOEHHBIN HOCTYI K Oa3aM JaHHBIX.

e Ilocne orkaza mposaiiiepa Enginel3 B mosydeHuu Jocryna K 6a3e JAHHBIX, [IBITAETCS HOIKIIIO-
anThes nposaiizep Loopback. OH He ovueHb OT/IMYaeTCs OT Remote, 3a MCKJIOYEHHEM TOTO, UTO
OH TIBITAETCS TOJYIUTh JOCTYI K MMEHOBAHHON Oa3e maHHBIX <dbname> Ha cepBepe C CETEBBIM
unrepdeiicom «BHyTpenneii netin» (loopback) B cereBom nporokose TCP/IP.

ApxurekTypa TpOBaiiIepoB Je/iaeT BO3MOXKHBIM JIOCTYII K CTApbIM 0a3aM JaHHBIX MPU TIEPEXOJe Ha
6ostee BoIcOKyTO Bepcuio PEJl Baser /lannbix.
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DeadlockTimeout (per-database)
Suavenne napamerpa DeadlockTimeout ompesessieT, CKOJIBKO CEKyHJ OyIeT K 1aTh MeHezKep OJIOKU-
POBOK IOCJIe BOSHUKHOBEHUsT KOH(MDJINKTA JI0 €r0 Pa3peIieHus .

HapaMeTp nmMeer HeJIO‘—IHCJIeHHLIfI THII. EILI/IHI/IL[a nusMepeHus - CEKyH/bl. 3uadenue 1o YMOJI9aHUIO PDaB-
HO 10 CEeKYH/I. Munumanbao JAO0IIYCTUMO€E 3Ha9CHUE ITapaMeTpa paBHO 0. MakcumaJjbHO JO0IIYCTUMO€E 3Ha9CHUE

paBHO 2147483647.

I CummkoM 60JIbIIoe 3HAYEHUE mapaMeTpa MOZKET YXYAUIUTHL ITPOU3BOJUTEIBHOCTDh CUCTEMBIL.

[ DeadlockTimeout = 10 ]

StatementTimeout (per-database)

DTO KOJIMIECTBO CEKYH/JI, II0 UCTCYCHNN KOTOPbBIX BBLIIIOJIHEHUE OllepaTopa 6yﬂeT ABTOMAaTUYECKH IIpEe-
KpalleHO ABU2KKOM. Houn O3Ha4YaeT, 9TO BpeMdA OKNJaHUd HE YCTAHOBJICHO. 3Hauenue 1o YMO/JI9aHUIO paBHO

0.

[ StatementTimeout = 0 ]

ConnectionldleTimeout (per-database)

DTO KOJIMIECTBO MUHYT, TI0 UCTEYEHUN KOTOPHIX O€3/efICTBYIOIIEe COeIMHEeHNEe OYIeT OTKIIIOUEHO TBUK-
koM. Hosb o3Ha9aeT, 9T0 BpeMst OXKUIAHUS HE YCTAHOBJIEHO. 3HAYEHHUE [0 yMOJIIAHUIO paBHO 0.

[ ConnectionIdleTimeout = O ]

ConnectionSuspendTimeout (per-database)

I Hauunas ¢ Bepcun PEJL Baser JHamaeix 5.0.3 mapamerp HemIOCTyIEH.

ITapamerp ConnectionSuspendTimeout ycTaHaBIMBaeT KOJIHYIECTBO CEKYHJ, IO WCTEUCHUH
KOTODBIX ceccusi Oe3IefCTBYIONIEro IOJb30BaTesis Oymer 3abmokupoBaHa. Eciam 3aad  mapamerp
ConnectionIdleTimeout, To 3Hadenue ConnectionSuspendTimeout He [IO/KHO ero mpesbimaTh. 1lo
YMOJITYAHUIO IIEePHOJ] OJIOKUPOBKHU OTKJIIOYEH, TO ecTh ConnectionSuspendTimeout = O.

[ ConnectionSuspendTimeout = 0 ]

MaxUnflushedWrites (per-database)

ITapamerp MaxUnflushedWrites omnpemenser, KAk 9aCTO CTPAHUITHI U3 KIII TAMSITH OYIyT BBITPY2KaTh-
sl Ha YKEeCTKUil INCK (AKTUBEH TOJBKO IIPU 3HavYeHnu napamerpa ForcedWrites=0£f).

Suaduenue mapamerpa MaxUnflushedWrites ompejessieT MAaKCUMAIbLHOE KOJUIECTBO HE BBIIPYKEHHBIX
Ha JIUCK CTPaHUIl, HAKOIMBIINXCH B K3MI-IIAMATH JO IOJATBEPK/ICHIA TPAH3aKIIUU.
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[TapameTp mMeeT IEJIOYUCACHHBIH THUII U U3MePAETCsS B CTPAHUIAX. JHAYEHHE 10 YMOJYAHHUIO PABHO
100 crpanun. Jdust ve Win32 cucrem 3HaveHne mo ymoadaHuio siisiercst -1(Orkioueno). MakcnmasbHO
JOIyCTHMOe 3HadYeHne paBHO 2147483647.

[ MaxUnflushedWrites = 100 j

qu 60.HI)HI€ 3Ha4YeHHre ImapaMeTpa, TEM BbIIIC BEPOATHOCTD IIOTEPU JTaHHBIX IIPU BOSHUKHOBEHUN
amnmapaTHOro cbost B CHCTEME.

MaxUnflushedWriteTime (per-database)

ITapamerp MaxUnflushedWriteTime ompefessieT, KaK 9acTO CTPAHUIIBI U3 KIIII MaMsITH OYIyT BBIIPY-
JKaThCs Ha YKECTKUH AUCK (aKTUBEH TOJIKO IPU 3HAYeHUH IapaMerpa ForcedWrites=0ff).

Suavenne nmapamerpa MaxUnflushedWriteTime ompejessieT BpeMsi, 10 HCTEIEHUA KOTOPOI'O CTPAHUIILI
JAHHBIX, OXKUJIAIONINE [TOITBEPAKICHNST TPAH3AKIINN B KIII-TIAMATH, OYIyT BBIIDY2KEHBI HA JIACK.

ITapameTp uMeeT 1eI0YNCTIEHHBIN TUIT U U3MEPSIETCs B CEKYHIAX. SHAYEHME [0 YMOJTYAHUIO PABHO D ce-
kyuz. st ne Win32 cucrem 3uadenue 1o ymosrdanuio asigercs -1 (Orkimodeno). MakcumaibHO J0MycTUMOe
3HaveHne paBHO 2147483647.

[ MaxUnflushedWriteTime = 5 ]

Yewm GoJibIite 3HAYEHNE TTAPAMETPA, TEM BBINIE BEPOSTHOCTh MOTEPH JAHHBIX TPU BO3HUKHOBEHUH
amnmapaTHO! OIINOKYW B CHCTEME.

BugcheckAbort

Ommus BugcheckAbort ompejienisier, IpepbiBaTh i paboTy cepBepa MPU BO3HUKHOBEHUH BHYTpPEHHEH
omubku (3nadenue () WM CHUMATH JAMII sIJ[pa JJIsl [OCJIe/yIOero anaimusa (3uadexue 1).

ITapamerp mmeetr siormdeckunii Tur. Bozmoxkubre 3nadenns 0 u 1. 3HadeHne MO yMOTIAHUIO PABHO 1.

[ BugcheckAbort = 0 ]

ClearGTTAtRetaining (per-database)

Omneparopsr COMMIT RETAINING m ROLLBACK RETAINING cOXpaHSIIOT JaHHBIE B TJIOOATBHBIX BPEMEHHBIX
Tabsinax oObsBiaeHHBIX Kak ON COMMIT DELETE ROWS. B Bepcusix 2.x ObLia ommubOka: COMMIT RETAINING u
ROLLBACK RETAINING mesajid 3aluCH HE BUIAMMBIMU [IJIsi TeKyIledl Tpam3aknuu. st BO3BpaTa MOBEIEeHUsT
2.x ycranoBuTe napamerp ClearGTTAtRetaining pasubIM 1.

Relaxed AliasChecking

ITapamerp RelaxedAliasChecking TO3BOJISIET CHSTH OIPAHWYEHNE HA HCIOJIL30BAHUE IICEBIOHIMOB
rMeH TabsuIl B 3ampocax. VIcmonb30Banme MCeBIOHNMOB UMEH TaOJIUI] TI03BOJISIET BBIMOJIHATE HOJ00HBIE 3a-
MPOCHI:

[ SELECT TABLE.X FROM TABLE A ]
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HapaMeTp nMeeT JIorndeckuil Tun. 3HadeHue mo YMOJI9aHUIO PaBHO 0. Eciiu 3nayenue ITapaMeTpa paBHO
1, TO OI'PaHHYCHHE Ha HCIIOJIb30OBaHUE IICE€BIOHNMOB Ta6.HI/II_[ B 3aIlIpoCcax CHUMAaETCH.

[ RelaxedAliasChecking = 0O ]

ReadConsistency

ITapamerp obeciieqnBaeT COrIaCOBAHHOCTDH UTEHUS JIAHHBIX JIJIs 3aIPOCcOB B pexkume READ COMMITTED.
IIpu 3amycke Takoro 3ampoca Jijisi Hero JejiaeTcst CHUMOK BEPCHii, KOTOPBIH Oy/1eT UCIOIb30BATHCS 3aIIPOCOM
JJIs 9TeHWsl MaHHBIX. B 3TOoM pexxume dJarm TpaH3akIuil rec_version / no_rec_version He JeHCTBY-
1071: j11060#1 READ COMMITTED TpaH3aKIuU [0 yMOJTIAHUIO HA3HATAIOTCS PeKUMbI read consistency record
version; 3HaYeHUe no_rec_version MoJ/da UTHOPUPYETCA.

[ ReadConsistency = 1 j

DefaultlIsolationLevel (per-database)

ITapamerp DefaultIsolationLevel ompesesseT YPOBEHb U30JISIUN TPAH3AKIUHN M0 yMordanuio. Mo-
JKeT NPUHUMATH OJHO UX TPEX 3Hadenuii: SNAPSHOT, SNAPSHOT TABLE STABILITY, READ COMMITTED. Ilo
YMOJIYaHUIO yCTAaHOBJIEHO 3HadeHne SNAPSHOT.

[ DefaultIsolationLevel = SNAPSHOT ]

Tabauna 6.1 — CoBmectumocTs mapamerpoB DefaultIsolationLevel u ReadConsistency

DefaultIsolationLevel ReadConsistency YpoBeHb U30JISIINN
SNAPSHQOT 1 SNAPSHOT
SNAPSHOT 0 SNAPSHOT
SNAPSHOT TABLE STABILITY 1 SNAPSHOT TABLE STABILITY
SNAPSHOT TABLE STABILITY 0 SNAPSHOT TABLE STABILITY
READ COMMITTED 1 READ COMMITTED READ CONSISTENCY
READ COMMITTED 0 READ COMMITTED NO RECORD_VERSION

ConnectionTimeout (per-connection)

C momormbio mapamerpa ConnectionTimeout ycTaHABIMBAETCsI OPPDAHUYEHUE HA BPEMsi OXKUJIAHUS CO-
enunenns. [locae TOro Kax mopor, yCTaHOBJIEHHBI 3HAYEHWEM HapaMeTpa, Oy/eT MPEBLIIIEH, MOMBITKA CO-
e/uHeHns OyJieT TPU3HAHA HEYIAYHOM.

ITapamerp ConnectionTimeout mMeeT IEJIOYUCIECHHBIN TUII U M3MEPSETCH B CEKyHIAX. JHAYEHUE II0
yMorganuio pasao 180 cekyua. Munnmasabnoe 3uadenue pasuo 0. MakcuMaibHO AOIyCTHMOE 3HAYEHIE PABHO

2147483647.

[ ConnectionTimeout = 180 ]
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WireCrypt (per-connection)

[TapameTp ycTaHaBIHBAaeT, CIeLyeT JU MN@POBaTh cereBoe coemuuHerre. OH MOXKeT NPUHUMATH TPU
BO3MOXKHBIX 3HadeHus: Required, Enabled, Disabled. Ilo-ymodanuio ycTaHOBIIEHO, ITO NIM(MPOBAHUE SB-
nstercst obsizaresbHbIM (Required) juist OAKITIOYEHHMIT, TTOCTYIAIOINX Ha cepBep M BKJodeHHbIM (Enabled)
JUIS MOJKJIIOYCHUM, UCXOIAIINAX C CePBEPa.

[ WireCrypt = Enabled (for client) / Required (for server) ]

YT06bI MOIYYUTH JIOCTYII K CEPBEPY C MCIOIL30BAHUEM 0oJjiee CTapoil KINEHTCKOW O6MbJIMOTeKH, na-
pamerp WireCrypt B dailie Kondurypamum ceppepa JI0JZKeH OBITh BKJIIOYEH (Enabled) WIN BBIKJIIOYECH
(Disabled).

IIpaButa 04eHb MPOCTHI: €CJIM Ha OJHON CTOPOHE CTOUT 3HadeHNe WireCrypt = Required, a Ha apyroit
ycTaHoBJaeHO 3HadeHue Disabled, To mepBad CTOPOHA OTKJ/IOHAET COCAMHEHHE M OHO HE YCTAHABJIUBACTC.
Ecmu na ommoit cropone crour 3nadenne WireCrypt = Enabled, To ma apyroit mmdpoBaHUS MOXKET U He
OBITH BOBCE.

OrcyTcTByIOMUil MOAKIIIOYaeMbIil MOy b WireCrypt wiiu K04 MdPOBAHAS B CJIYyUIaAX, KOTIA KAHAJ
JIOJI7KeH OBITH 3@ poBaH, TAKXKE IPEISITCTBYET COEINHEHUIO.

Bo Bcex ocrasbHBIX caydasx cOeIUHEHNE yCTAaHABINBAETCH Oe3 MmudpOBaHMs, eC/ii XOTs Obl OJHA CTO-
pona umeer WireCrypt = Disabled. B apyrux ciaydasx ycranaBiamBaeTcs MMMOPOBAHHOE COEIUHEHUE.

Tabmumna 6.2 — CoBMmecTuMOCTh mapameTpoB WireCrypt Ha KJHMEHTE U Ha cepBepe

DISABLED ENABLED REQUIRED
DISABLED |IIMudposanue otkioue- | [Iudposanne orkioaeno Ommbka coeIMHEHMsT
HO
ENABLED IMMudposanne otkioue- | [[Tudposanne BraoueHo, ec- | [Iudposanue BKJIIOY€EHO,
HO JM IUIATWH —AyTeHTU(QUKAIWMY | €CJI  IUIATUH — ayTeHTudUKa-
[IPEJIOCTABJIAET KJII0Y Mmudpo- [IMA  IPEJIOCTABISLET  KJIIOY
Banusi. Muave mudposanus |mudposanus. VHade ommbka
HET. [TOJIKJTFOYEHU .
REQUIRED |OmmbKa coequHeHnst IMMudposanne BKJI04eHO, | [ITudpoBanne BKJIIOYEHO,
ecau  IUIATMH — ayTeHTH(UKa- | eCju  IUIATMH — ayTeHTuUKa-
WA OPefOCTaBJIsieT  KJIIOY |[IMA  IIPEeJOCTABJISeT  KJIIOU
mudpoBanusg. Wnrade omubdka |mmdpoBanus. Vaade ommbka
[TO/IKJTIOYCHUSA. [TO/IKJTIOYCHHU .

WireCompression (per-connection)

ITapameTp BKJIIOUAET WJIM OTKJIIOYAET CXKATHE CETEBOTO TpaduKa.

HO—yl\lO.H‘{a,HI/IIO IHapaMeTp OTKJ/IIOYEH.

[ WireCompression = false ]

[TapameTp HacTpamBaeTCsi TOIHKO It KJIMEHTA - CEPBEP JOJI2KEH CJIEI0BATH HACTPONKAM KIIMEHTA, €CJIH
OH TIOJIKJIIOUEH M0 TPABIJILHOMY TIPOTOKOITy (> = 13)
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DummyPacketInterval (per-connection)

[Tapamerp DummyPacketInterval HCIIOIb3yeTCs JIJIst TOTO, YTOOBI YCTAHOBUTD YUCJIO CEKYH/T OXKUTAHUS
B «TUXOM» PEXKHNMe, IIPEXKJe YeM CepBep HAYHET IIOChLIATH IIyCThIe ITaKeThI JJId OATBEPKIEHNS COeTMHEHNSI.

ITapameTp mMeeT I€JIOYUCTEHHBI TUII U U3MEPSIETCsl B CEKYHIAX. JHAYEHUE 10 YMOJYaHUI0 paBHO 0
cekyHJI. MakcuMaIbHO JOMyCcTHMOe 3HadeHne paBHO 2147483647 cexywH.

[ DummyPacketInterval = 0 ]

B Windows 370 - eguacTBEeHHBIN CIIOCOO 0OHAPYKUTH U PA3BEIMHUTH HEAKTUBHBIX KJIUEHTOB IIPHU HC-
nosib3oBanuu XNET niu IPC 1poTOKOJIOB.

Cepsep «PE/I Basza /lanubix» ucmosb3yer onmuio pazbema SO_KEEPALIVE, 9T00bI CIEIUTH 38 AKTHB-
HBIMU TOKI0oYeHusiMu 1o TCP/IP mpoTokosy. Ecin Bac He ycTpamBaeT 3aIaHHOE [T0 YMOJTIAHUIO 2-9aCOBOE
BpeMs oxuyanust (keepalive), To cileyer U3MEHNUTH apaMeTPhl HACTPONKU CBOEi OLlePAIMOHHO CHCTeMbI
COOTBETCTBEHHO:

B omneparnmonnbix cucremax cemefictBa Posix orpemakTupyiite daii:

/proc/sys/net/ipv4/tcp_keepalive\_*.

DefaultTimeZone

YHacoBoil 1osic ceaHca WM KJIMEHTA.

Ecan mapamerp He ycTaHOB/IEH, TO IaCOBOM MOSIC CeaHnca OYIeT TeM K€, UTO UCIIOJIb3YeTCs OlepaIiinoH-
HOM CUCTEMOIA.

IIpu ycramoBke 3HAYEHUS Ha CEpBEpPEe OH OIPEIE/IsIeT JacOBOM IOSIC CEAHCa MO YMOJIIAHUIO JJIsI TOI-
KJIIOUEHUN.

Korna on ycranoB/ieH Ha KJIMEHTE, OH OIPEJIEJIsieT YaCOBOM MOsIC TI0 YMOTIaHUIO, UCIOJIb3yeMbIil (DyHK-
nusiMu API Ha cropoHe KimeHTa.

RemoteServiceName/RemoteServicePort (per-connection)

ITapamerpnl RemoteServiceName u RemoteServicePort UCHoNB3yIOTCS JJIsl YCTAHOBKH HOMEPA TOPTa
WM UMEHU CEPBUCA, KOTOPbIe Oy/IyT UCIOJIB30BATHCS JJIs KJINEHTCKAX 0a3 JaHHDIX.

[TapameTrp RemoteServiceName nmMeeT CTPOKOBBIH ThIl. HAUEHHE 110 yMOJIaHUIO paBHO gds_db.

[Tapamerp RemoteServicePort nmeer 1esi09ncaeHHbBIN THII. 3HAaUEHHE IO yMordanuio pasao 3050.

RemoteServiceName = gds_db
RemoteServicePort = 3050

W3MeHATH cilejiyeT TOJIBKO OJWH M3 9TUX [IapaMeTpoB, He 0ba cpa3y. CepBep HIeT HOMep MopTa JJIs
KJIMEHTCKUX COEJIMHEHUN B CJIEIYIOIIeM IOpsiJiIKe — cHadaJsia RemoteServiceName (COOTBeTCTBonmasI
3HAYEHUIO ITapaMeTpa 3aIliCh UINEeTCs B (aiime <<services>>), 3aTeM RemoteServicePort.

RemoteAuxPort (per-connection)

ITapamerp RemoteAuxPort ompepessier Homep TCP-mmopTa, KOTOpBIH OYIET UCIIOIB30BATHCS JIJIs Tepe-
JIad¥ YBEIOMJIEHHIT O COOBITUSIX cepBepa.

ITapamerp RemoteAuxPort mmeer IeI0YMC/IEHHBIN TUIl. 3HadyeHWe 10 ymoJrdanuio pagHo 0. B srom
cJlydae HOMep IopTa OyJeT BhIOMPATHCs CJIydaifHo.
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[ RemoteAuxPort = 0 ]

st cepepa «PEJL Baza /lanubix» apxurekrypa Kiaccuk HOMep mopra B JitoOOM cirydae Oyier
BBIOMPATHCS CIyJailHO, HE3ABUCUMO OT 3HavYeHUs mapaMerpa RemoteAuxPort.

TcpRemoteBufferSize

IMapamerp TcpRemoteBufferSize ompenensier pasmep TCP/IP nakera st obmeHa coOBIIEHUSME
MEXK/Iy CePBEpOM M KjueHTOM. dem 6oJible pasmep IakeTa, TeM OoJibIlle JAaHHBIX OyIeT MepellaBaThbCs 3a
OJIHY TIepe/Iady.

ITapameTp mMeeT 11eJIOYUC/IEHHBIN TUIT U U3MepsieTcs B Daiitax. 3HaUYeHre 10 YMOJYaHWIO paBHO 8192.
Munumanbao JomycTuMoe 3uadenue paBHo 1448. MakcumaabHoe 3HavMeHne paBHO 32767.

[ TcpRemoteBufferSize = 8192 ]

TcpNoNagle (per-connection)

ITapamerp TcpNoNagle ucnosbsyercs st HacTpoiiku nakeroB B TCP/IP cerax. B Linux no ymosrua-
HUIO OMOIMOTEKA COKETOB MUHMMU3UPYET KOJUYIECTBO (DUIUIECKUX 3aluceit myTteM Oydepusamun 3amnuceit
repe] paKTUIeCKO mepeadeil JaHHbIX. JIjIs 9TOro MCIo/Ib3yeTcsi BCTPOEHHBIN aJIrTOPUTM, W3BECTHBIN Kak
Nagles Algorithm. On 6pL1 pazpaboraH, Jyisi TOrO, 9TOOBI U30EKATH TPOOIEM C MAJIEHBKUMU ITaKeTaMu B
MEJIJIEHHBIX CEeTSIX.

IMapamerp umeer jormveckuii Tum. [To ymosyanuio 3HadeHue napamerpa pasuo 1 (ucruna). B sTom
ciydae Oydepusanus He UCmoib3yercs. Ha MemieHHBIX ceTsix B Linux 3TO MO3BOJISIET YBEJUIUTH CKOPOCTH
rnepesiadu.

[ TcpNoNagle = 1 ]

IPv6V60nly

TlosBossieT ycramoBuTh mapameTp cokera IPV6_VE0ONLY. Bxiriowuenne mapamMeTpa OrpaHUINBAET HUCIIOJ b
30BaHUE COKETa MUCKJIIOYNTETbHO MPoToKoIoM [Pv6; mys IPv4 u IPv6 m0/mKHBI UCIIOIB30BATHCS OT/IeIbHbBIE
cokeTsl. Ilo ymorganuio ycranosiieHo 3HadeHne false.

IMo-ymomuanmio, cepep npocaymmbaer nycroit IPv6 azgpec (::) n npuHMMaeT Bee BXOJAIINE TTOIKITIO-
venust, 6yab 10 IPv4 nim IPv6 (IPv6V60nly = false). Ecsin napamerp ycTaHOBIIEH B true, cepsep, IPOCIy-
UBas sIBHO WK HesiBHO mycToit IPv6 aapec, mpuaumaer Tobko [Pv6 moakovuenus.

A ipeca IPv6 oroGparkarorcst Kak BOCEMb YE€THIPEX3HAUHBIX IECTHAIIATEPUIHBIX IUCe (TO €CTh TPYIII
[0 YeThIpe CUMBOJIA), PA3JIEJEHHBIX JBOETOYNEM. B CTpPOKe MOJKIIIOUeHNs HeoOX0AuMO 3aKmodars IPv6 a-
pec B KBaJpaTHbIE CKOOKM, YTOOBI PAa3peNInTh HEOJHO3HAYHOCTH C WCIIOJb30BAHUEM JBOETOUNSI B KAYECTBE
pasnesnmresns mexay [P agpecom xocra m myreM K Oaze mamubX. K nmpumepy:

connect '[2014:1234::5] :test';
connect '[2014:1234::5]/3049:/srv/firebird/test.fdb"';
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RemoteBind Address

ITapamerp RemoteBindAddress ykas3bIBaeT aJipec CETEBOTrO MHTEPdEiica, ¢ KOTOPOro Oy1yT pa3penieHbl
BXO/IsiIIUe TOAKJIOUeHust. [Ipu 3TOM BCe BXOMsIUe COEIUHEHUs Yepe3 JAPyrue ceTeBble nHTepdeiichl OyIyT
3aMpeneHbl.

IMapamerp umeeT cTpOKOBbIH Tuil. 1o yMOIUaHUIO €ro 3HAYEHHE PABHO IIYCTOH CTpOKEe (paspelieHbl
coeJMHEHUsI C JII000ro cereBoro unrepdeiica).

[ RemoteBindAddress = J

LockMemSize (per-database)

Suavenne napamerpa LockMemSize ompejesisier 00beM MaMsITH, KOTOpasi OyJIeT BbIJIeIeHa MeHeIKePY
610kupoBOK. B apxurekrype Kitaccuk naHHBIN mapamMeTp HCIOIb3yeTCsi JjIs HAYAJIHLHOTO PACIIPEe/IeHus,
JaJjiee TabJIAIA PACIIINPSIETCS AMHAMAYIECKH 10 Tpejesa naMaru. B apxurekrype Cyrep 3HaUeHNe mapaMerpa
onpejesdeT HadaJIbHOe paclipejiesieHue U IIpejesl BblesdeMoil naMATH.

ITapamerp nmeer nestounciennsiii Tun. Ennanmna ndmeperns — 6aiiTel. 3HAYEHUE IO YMOJTIAHAIO PABHO
1048576 6aitt. MunnmasbHoe 3HaYeHne paBHO (.

MakcumaabHO JomycTuMoe 3HadeHne paBHo 2147483647.

[ LockMemSize = 1048576 ]

Pazmep Tabmuibl 6,TOKUPOBOK BJIASAET HA:

1. Pasmep ksma crpanurn 6a3bl ganabix. CTpannuia, MOMEIEHHAS B K31, OJIOKUPYETCs, KAK MUHU-
MyM, OJIUH pa3, CTPAHUIIBI, KOTOPbIE UUTAIOTCS HECKOJbKUMU KJIMEHTAMHU, MOTYT OJIOKHPOBATHCS
HECKOJIbKO pa3 (apxurekTypa Kaccuk).

2. Ywucsio omHOBpeMeHHBIX Tpan3akmuit. Kakias Tpan3aknus nMeeT OJIOKHPOBKY, KOTOPAs €€ WIEHTH-
dunupyer. BIoOKUpOBKa UCIIOIB3yeTCs I CHHXPOHU3AINN TPAH3AKIUi, & TAK¥Ke JJIs TOrO, YTOObI
PACIIO3HATD CJIyUaM, KOI/Ia TPAH3AKIN 3aBEPIUIach 6€3 T0ITBEPKJICHIS I OTKATa.

3. CobbiTusi. MexaHU3M OIOBENIEHNsT O COOBITHSIX OCHOBBIBAETCS HA OJIOKUPOBKAX. Uncsio cobbITuii n
YUCJIO KJIMEHTOB, OXKUJIAIOIINX 9TU COOBITUSI, BJIUSIOT Ha pa3Mep TabJuibl OJIOKHPOBOK.

LockAcquireSpins (per-database)

B apxurekType cepBepa KJIACCHK TOJBKO OJHO KJIMEHTCKOE COeIMHEHIE MOYKET 00PATUTHCS K TabJIUIe
OGJIOKUPOBKHU B OJIHO U TO 2Ke Bpemsi. JlocTymr K Tabjuie GJIOKUPOBKH yIIPABJISETCsl C IMOMOIIbI0 mutex (a).
Mutex MoxKeT OBITH 32TPE0OBaH B YCJIOBHOM, JInOO Oe3ycioBHOM pexkuMe. K mutex 3aTpeboBaH B YCJIOBHOM
peKrMe, TO OXKUJIAHWUE ABJISETCH OTKA30M, U 3aIlpOC JIOJI?KEH ITOBTOPUTHCHA. B 6e3yC/IOBHOM pexKmMe mutex
OyIeT OXKUIATHCS IO TeX TOP, MOKa He OyIeT MOJyIeH.

ITapameTp LockAcquireSpins mMmeer mesounciaeHublil Tun. Ero 3navenne ycTanaBInBaeT KOJIUIECTBO
[IOTIBITOK, KOTOPBIE OyIIyT CIeJaHbl B ycjoBHOM pexkuMe. [lo ymorganuio 3nadenue mapamerpa pasmo 0, B
9TOM cJiydae Oy/IeT MCIOIb30BATHCS OE3YCAOBHBIN PEIKIM.

I [Mapamerp umeer acdbdekr Toabko Ha SMP (cMMMETPUYHBIX MYJIBTUIIPOIECCOPHBIX) CUCTEMAX.

[ LockAcquireSpins = 0 ]
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LockHashSlots (per-database)

ITapamerp LockHashSlots mcrnoJib3yeTcs Jjisd HACTPOMKHU UUCJIA CJIOTOB XIIMTUPOBAHUS OJOKHPOBOK.
Yewm 60JIbIIIE CTIOTOB UCIOJB3YETCsI, TEM KOPOUYe IOy JAIOTCs ETOYKY XIMUPOBAHNS, ITO YBEJIMINBAET IIPO-
U3BOJUTEJIBHOCTD IIPU NOBBIIIECHHOI HAarpy3Ke.

ITapameTp umeet neounciaennsit Tumn. [lo ymoryanuio 3nadenue mapamerpa pasao 65521. B kadecTse
3HAYEHUs] PEKOMEH/IyeTCsl YKA3bIBATh IPOCTOE UUCJIO0, ITOOBI XIMI-AJTOPUTM IIPOU3BO/IMII XOPOIIIEe pacIipe-
JeJieHue.

[ LockHashSlots = 65521 ]

VYBesnveHre 3HAUEHNUS TAHHOTO [IapaMeTpa HeoOGXOIMMO TOJIBKO IPU BBICOKOI 3arpy3Kke (0JHOBPEMEHHO
C HUM CJIeJIyeT yBeJudnTh 1 napamerp LockMemSize na ToT ke mporent). OH BBIYUC/ISETCI ¢ UCHOIb30Ba-
HueM yTmiuThl Lock Print mo cienyromemy IPUHIIAILY.

3alyckaeM yTHIATY
rdb_lock_print -d <database> | <alias>

B rpyumue 3aronoska 6sioka (LOCK_HEADER BLOCK), KOTOpasi OLUCHIBAET OCHOBHYIO KOH(UIYPAIUIO U
cocTostHre TabJyHIBl OJIOKMPOBOK, CMOTPUM 3HadeHHe 3jieMeHTa Hash lengths (,aJH/IHa MEII0YKYU XIIMUPOBa-
HUs). DTOT JEMEHT COOOIIAET MUHUMAJBLHYIO, CPEIHIO U MAKCUMAJbHYIO JJIMHY HENOYKHA CJIOTOB. dem
JJIMHHEe OyIyT MEMOYKM, TeM MejjieHHee OymeT paborarh MeHeKep OJOKMpOBOK. Eciu cpemanee 3HadeHme
6osbire 3 wum MakcuMasibHOe Oostbiie 10, TO 9TO O3HAYAeT, 4TO CJIOTOB HejocTtaTodHo. 1losromy cremyer
yBesmauTh napamerp LockHashSlots B 2-3 pasa (mpw 9TOM B3sITh IIPOCTOE THCJIO).

Jljisi npuMeHeHnus TapaMerpa HeobX0AuMO, ITOObI cepBep Iepeco3as Tabuily GJI0KUPOBOK (IIpU 3TOM
B CUCTeME He JIOJIZKHO OCTaThCs IIOIKJIIOYEHUI U CTapOoil TabJIuilbl GJIOKHPOBOK ).

EventMemSize (per-database)

Suagenne mapamerpa EventMemSize ompesessier 00beM pa3iessieMoil maMsATH, KOTopasi OyIeT Bblie-
JIEHa, MEHEIZKEPY COOBITHIA.

ITapamerp EventMemSize mMeeT NeJIOUUCICHHBIA THI. EauHWNA mM3MepeHus: — OaitThl. 3HAYEHHE IO
yMorganuio paBHo 65356. Munmmasnbao momyctumoe 3uadenne paBuHO 0. MakcmmasibHOe 3HaUEHHE PABHO

2147483647.

[ EventMemSize = 65536 ]

OptimizationStrategy

Suauenue napamerpa OptimizationStrategy ompeseiisieT cTpaTernio onTuMu3aiuu 3amnpocos. [Tapa-
METp UMeeT CTPOKOBBIH Tuil. MoxKeT mpUHUMATE CJIEYIONINe 3HATCHUS:

e default - MCIIOIB3yeTCs CTPATErHsl TI0 YMOIIAHUIO (SIBJISIETCs] 3HAUEHUEM TI0 YMOJTIAHUIO);

e first - mIs 3aIpPOCOB BHIOMPAETCS TAKOH IIJIAH JOCTYIIA, KOTOPBIN MO3BOJISET MAKCUMAJIHLHO OBICTPO
[IOJIYYUTH IIEPBbIE 3aIICH B BHIOODKE;

e all - jy1d 3aIIPOCOB BHIOMPAETCsT TAKOI IIJIAH JIOCTYIIA, KOTOPBIHA [IPEJIII0IAaraeT, YTo B 3a1Ipoce OyayT
BBIOpAHBI BCE 3AITHCH.

[ OptimizationStrategy = default ]
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SnapshotsMemSize (per-database)

Kos-Bo mamsitu 1151 xpasenus: cHammoToB. OHO 6yj1eT pacTh aBTOMaTUYECKH, €CJIM Bbl HE UCIIOJIb3yeTe
9K30TUYECKYIO IaTdopMy, KoTopas He siBjsercd an Windows, HU O/Iep:KUBaeT CUCTEMHBIN BBI30B mmap.
Kaxxaprit aktusnbrit shapshot uconssyer 16 6aitroB mamsita.

[ SnapshotsMemSize = 64K ]

ClientBatchBuffer

Omnpegnensier pasmep Oydepa, UCIONb3yeMOTr0 KJINEHTCKUAM TIOJK/IIOUEHIEM JIJIsT TAKETHOM Iepeiady Ha
cepBep ([IpH UCIOJIb30BAHUK I1aKeTHOro APTI).

[ ClientBatchBuffer = 131072 ]

DataTypeCompatibility

3asaeT ypoBEeHb COBMECTUMOCTH, OIIPEEJISIIONNI, KAKNE TUIBI JAHHBIX JOCTYITHBI KJINEHTCKOMY APT.
B nacrosimiee Bpemst moctynusl aBa BapuanTa: 3.0 u 2.5. Pexxum smystsitiun 3.0 CKpBIBA€T TUIIBI JAHHBIX, 0~
saBuBIKecd nocie Bepcun 3.0, a nmerHo DECIMAL u NUMERIC ¢ TouHocTbhio 19 u Bbime, DECFLOAT, TIME WITH
TIME ZONE, TIMESTAMP WITH TIME ZONE). CooTBeTCTByIOIIME 3HAYEHUsI BO3BDAIAIOTCS Uepe3 THUIIbl JaH-
HBIX, o iep:kuBaemble Bepcueit 3.0. Pexxum smysisiiuu 2.5 npeobpasyer emmé u tuit Janabx BOOLEAN. DTor
rmapaMerp IO3BOJISeT YCTAPEBIINM KJIMEHTCKUM ITPUJIOKEHUSIM PabOTaTh ¢ Bepcueil 5 06e3 mepeKOMITUISIIIUT
J7IsT 00pabOTKN HOBBIX THUIIOB JTAHHBIX.

[ DataTypeCompatibility = ]

OutputRedirectionFile

IlozBossteT mepeHanpaB/IsiTh TOTOKK cepBepa stdout/stderr B nmonb3oBarensekuii daita. [lo ymomaa-
HUIO 9TH TOTOKYM OTKPBIBAIOTCSI CEPBEPOM, HO BBIXOJIHBIE JJAHHBIE OTOPACHIBAIOTCS.

[ OutputRedirectionFile = " " ]

TipCacheBlockSize (per-database)

KommraecTBo Bblze/isieMoit maMsaTh st Katra, Kaxkaoro o1oka TIP. Tlonusbre 9T0 3HAYMEHMS, €CIT ¥ BaC
uwebosibmoit TIP u Bel xoTHTE COEpedh MaMsATh. ¥ BeJIMYbTE 3TO 3HAYEHUE, €CJIM BaM HYKEeH OYeHb OOJIBIION
K3 U OPAHUYEHUS] JOCTYIA K OOBEKTaM siipa, BBIAEIEHHBIM il KazKI0ro 6j10Ka ((hailsibl, MbIOTEKChL U T.
n.). Kaxas kammpoBanHas TpaH3aKIHsl UCIOJIb3YeT 8 GANTOB maMsTH.

[ TipCacheBlockSize = 4M ]

OnDisconnectTriggerTimeout (per-database)

ITapamerp OnDisconnectTriggerTimeout ycTaHaBIMBaET YHCJIO CEKYH/I, II0 NCTEYEHUN KOTOPBIX BBI-
nojiHeHWe Tpurrepa Ha cobbitue DISCONNECT Oymer mpekpaitiero. [lapamerp mmeer Ie/IOUNCIEHHBIN THUII.
Suagenne o ymosrganuio paBHo 180. 3uadenne 0 03HAYAET, IYTO BpeMsl BBIIIOJIHEHUsI TPUITEPA HA COOBITHE
DISCONNECT ne orpaHudYeHO.
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6.1 O6mue HacTpoOiKM

[ OnDisconnectTriggerTimeout = 180 ]

SecurityLog
[Tapamerp SecurityLog onpesessier, Ijie PerucTpupoBaTh cOObITHs 6e301macHOCTH. Bo3MOXKHbBIE 3HA-
YCHUA IIapaMeTpa:

e local - perucTpupoBaTh COOBITHsI HE30TIACHOCTH B JIOKAIHHBIX JIOTAX CEPBEPA (f irebird.log, XXyp-
HAaJIbl ayJIuTa);

e syslog - perucTpupoBaTh coObITUs Oe30macHOCTU B syslog;

e both - perucrpupoBaTh coOObITUSI GE30MACHOCTHU B JIOKAJIbHBIX Jiorax cepsepa (firebird.log, XKyp-
HaJIBI aysuTa) U B syslog.

[ SecurityLog = local ]

MaxStatementCacheSize

OrnpeniesisieT MAaKCUMAJIBHBIN 0ObeM MAaMITH, UCIIOJIH3YEMbI JJIs KMMUPOBAHIS HEUCIIOJIb3yEMbIX CKOM-
NUIUPOBaHHBIX oniepaTopoB DSQL. 3HadueHne HOJIb 03HAYAET, YTO KIIMIUPOBAHNE HE MCIIOJIb3yeTCs. SHAUCHIEe
110 YMOJTIaHUIO - 2 MerabaiiTa.

[ MaxStatementCacheSize = 2M6 ]

DefaultProfilerPlugin

Onpenesnsier mtarun npodaiiiepa Mo yMOTIAHIIO, UCIOJb3YyEeMbIH 1jisi TPOoMUINPOBAHUS C TOMOIIBIO
rrakera RDB$PROFILER.

[ DefaultProfilerPlugin = Default_Profiler ]

OptimizeForFirst Rows

Orpeie/isieT CTPATErnio ONTUMUBAIMK 3AIIPOCOB: YCKOPUTH II0JIyYEHUE [TEPBBIX CTPOK UJIU BCEX.
Suauenue false coorBercTByer crparernn ALL ROWS, a true coorBercTByer crparernun FIRST ROWS.

ITo ymomuannio onTUMU3ATODP HAIIPABJIEH HA IOJyYEHHE BCEX CTPOK.

[ OptimizeForFirstRows = false ]

OuterJoinConversion

OrpeiesisieT, MOXKeT Jiu ONTUMU3ATOP 1peobpa3oBbiBaTh OUTER-coenuuenus B INNER-coenuueHus mpu
YCJIOBHHM, UTO TaKOe MPeoOpa30BaHNe BO3MOXKHO C TOYKH 3PEHUS PE3YJIbTATOB 3aIPOCA.

ITo ymosganuio BKjOYeHO. MoOXKeT OBITH OTKJIFOUEHO JIJIsl YIIPOIIEHUsI IIPOIECCa MUTPAIUU, €CJIH
OUTER-coenunenus HAMEPEHHO MCIOJIb3yIOTCa B SQL-3anpocax (Hampumep, B KadecTBe IIOJCKA30K OIITH-
MU3ATOPA), JIAYKe eCJU U3BECTHO, YTO OHU CEMAHTHYECKH IKBUBajeHTHbI INNER-coenuneHusM.
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6.2 Hactpoiiku sapa

[ OuterJoinConversion = true ]

SubQueryConversion

ITapamerp onpegessier, ciaegayer Jin 00beuHATh moa3anpockl IN/ANY/EXISTS ¢ BHEITHUM 3aIllPOCOM C
[IOMOIIIBIO AJITOPUTMA Semi-join, ecyin Takoe Ipeodpa3zoBaHme BO3MOXKHO.

BkuiouuB 3Ty ONIUI0 MOXKHO YJIYUIIUTH MTPOU3BOIUTEIBHOCTh 33 CUYET TOrO, UTO Ioj3ampoc obpaba-
TBIBAETCsI TOJILKO OJMH pa3 u 3areM Ka3mupyercsi. OJHAKO B HEKOTOPBIX CJIy4asiX 3TO MOXKET IPUBECTUH K
VXYJIIIEHUIO TPOU3BOAUTEIHFHOCTH, HAIIPUMED, KOTJIa MO/I3aIpOC BO3Bpamaer MHOTo cTpok. [lo ymomaanuio
BKJIIOYEHO.

[ SubQueryConversion = true J

LoginLockoutTime

[Tapamerp LoginLockoutTime ycTaHaBiIMBaeT BpeMsl B MHUHyTaX, Ha KOTOpoe OyleT 3abJoKu-
pPOBaH IOJIb30BATENb, €CIU KOJMIECTBO HEYIAUHBIX IIOMBITOK ayTEeHTU(DUKAIINN IIPEBBINACT 3HAYCHUE
MAX_FAILED_COUNT, 3a/JaHHOE B TOJTUTUKE OE30IACHOCTH.

[Tapamerp LoginLockoutTime paboTaeT, TOJIBKO €CJIM HACTPOEHO UCIIOJIH30BAHKE ITOJIUTHK OE301acHO-
CTH.

ITo ymosmganuio LoginLockoutTime = 0, 4TO O3HaYaeT HOCTOSTHHYIO OJOKHMPOBKY. Pa3bsiokupoBarh
[TOJTb30BATEII MOYKHO C TOMOIIBI0 oneparopa RESET USER. BeimmoHUTE 9TOT OniepaTop MO2KET TOJIBKO IIO0JIb-
30BaTe b, 00JIAIAIOMNA aIMIHUCTPATUBHBIME puBmierusymu B b/l 6e3omacHocTn.

[ LoginLockoutTime = 0O ]

6.2 Hactpoiiknu sjapa
CpuAffinityMask

[Tapamerp CpulAffinityMask 11o3BoIsIeT yKa3aTh, KAKNE IPOIECCOPHI OY/IyT UCIIOIB30BATHCS CEPBEPOM
(st OC Windows).

I IMapamerp umeer apdekt TobK0 B SMP (CHMMETPHYHBIX MYJIBTHIIPOIECCOPHBIX ) CUCTEMAX.

[TapameTp umeer meo9ncaeHHbIH THI. 3HAYEHNE TApAMETPa COOTBETCTBYET JIeMEHTaM OUTOBOIO MAaC-
CHBAa, B KOTOPOM KaXKJIbIif OUT IIPEICTABIISAET IEHTPAIbHBIN mporeccop. Takmm 06pa3oM, ITOOBI UCIIOIH30BATD
TOJILKO TIEPBBII MIPOIECCOP, 3HAUEHNE TTapaMeTpa, JIOKHO ObITh paBHO 1. UTOOBI MCIOIB30BATH U MEHTPAIb-
HBII mporieccop 1, W MEeHTpaJbHbBIN mporeccop 2 - 3. UToObl HCIOIB30BATh NMEHTPAJIbHBIN IIPOIECCOP 2, U
[EHTPAJIbHBIN TIporieccop 3 - 6. 3HadyeHwre Mo yMo9aHuo paBHo 0.

Ilpu wmanuyuuum B cucTteMe TPOU3BOIUTEHHBIX (Performance) u 9HEProdpHEKTUBHBIX (Eff icient)

s1ep, 3HadeHre IapaMeTpa IO YMOJITAHHIO O3HaYaeT UCIOJIL30BAHNE CEPBEPOM TOJIBLKO IPOH3BOAUTEILHBIX
siiep (st Windows 10 w Bblme).

[ CpulAffinityMask = 0 j
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6.3 Hacrpoiiku jj1s8 MHOIOITOTOYHOI pabOTHI

GCPolicy (per-database)

[Tapamerp GCPolicy mcmonb3yercs Ui yipaBjenus paboToil «cbopimuka Mycopay. [lapamerp nmeer
CTPOKOBBI Tutl. Bo3MOXKHBIE 3HAUEHUsT TApAMETPA:
e background - cOopiuk mMycopa paboTaer Kak (pOHOBBIN, COOUPAasi MyCOpP B OT/IEJIBHOM IIOTOKE;
e cooperative - cOOpIIUK Mycopa pabOTaeT B OIIEPATUBHOM peKHMe, cOOMpasi MycoOp HEMEIJIEHHO

I[P YTEHUU MYCOPHBIX BEPCUIi;

e combined - cOOPIIUK MycOpa pabOTAET B OLEPATUBHOM PEXKUME, HO €CJIH MYCOp COOpaTh He YIAeTCs,
TO O 3aMYCOPEHHBIX CTPAHUIIAX CUTHAJIU3UPYETCA (POHOBOMY COOPIIUKY MYCOPA.

ITo ymomganuio B apxurekrype Cymep cepBepa «cHOPIIUK Mycopas paboTaeT B KOMOMHUPOBAHHOM
pexkume. B apxurekrype Kitaccmk cepBepa TOT mapameTp UTHOPHDPYETCs, & «COOPIIHK Mycopas BCerja
paboTaeTr B OIEPATUBHOM PEXKHME.

[ GCPolicy = combined ]

SecurityDatabase (per-database)

Ormpesiesisier UMsI ¥ PACIOJIOXKEHNe 0a3bl JIAHHBIX OE30MAaCHOCTH, B KOTOPO# XPAHSITCS MMEHA MOJIb30-
BaTeJIell U IapoJid, UCIOJIb3yeMble CEPBEPOM /I IIPOBEPKU Y IAJIEHHBIX ITOJKJIIOYCHHIA.

Ilo-ymomuanmuio B firebird. conf:

[ SecurityDatabase = $(dir_secDb)/security5.fdb ]

ITapameTp MoXKeT OBITH IEPEOIIPeIeseH JIjisl OlPeIeJIeHHON 6a3bl JaHHBIX B (haiiine databases.conf.

6.3 Hactpoiiku Jijisi MHOTOIIOTOYHOII pabOThI

MaxParallelWorkers

MakcuMaabHOe KOJIUIeCTBO TOTOKOB, KOTOPOE CEPBEP MOYKET MCIOJIb30BATh IIPU BBIIOJTHEHUH PE3€PB-
HOTO KOIIMPOBAHWS WJIM BOCCTAHOBJIEHNUs OAa3bl JAHHBIX YyTUINTOMN ghak, 3amymienHoit vepe3 Service Manager.

[Tapamerp He mpumensiercs, eciau ghak 3amyiieHa HAIPSAMYIO, 0€3 MCIOJIB30BaHUS CEPBUCOB. VICKiro-
YEeHUEM $BJIS€TCH JTAll [TOCTPOEHUs] WHIEKCOB IIPU BOCCTAHOBJIEHHU 0a3bl [AHHBIX: B ITOM CIIydae
MaxParallelWorkers MOXKeT OIPAHUYINBATEH KOJMIECTBO MaPaAJIETbHBIX PAOOUINX ITPOIIECCOB.

Ilo ymomrganmio MaxParallelWorkers = 1, T.e. mapaJsiesbHas 0OpabOTKa OTKIIIOYEHA, JAaXKe eCJIU TP
zamycke ghak ykasana onmus -PAR. Ecsin 3nadenue mapamerpa Oouiblite 1, pe3epBHOe KOIIMPOBAHUE U BOC-
CTaHOBJIEHHE MOTYT BBINOJHATHCI B HECKOJIBKO MOTOKOB. IIpm BoccTaHOB/IEHUM TapaJsiiesibHas 00pabOTKa
HUCHOJIb3YyeTCsl KaK IIPU BOCCTAHOBJIEHUN JIAHHBIX, TAK W IIPU ITIOCTPOEHUN HH/JIEKCOB.

Homnyctumble 3HaveHus: oT 1 no 64. Ecim yka3zaHo 3Ha4YeHHe BHE TOrO JMAIa30HA, HCIIOIB3YeTCs
3Ha4YEHUE 110 YMOT4aHuo — 1.

E MaxParallelWorkers = 8 ]
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6.4 Hacrpoitku gua Windows-cucrem

ParallelWorkers

KosnmaecTBo OTOKOB, NCIOJIB3YEMBIX IO YMOJJIIAHUIO IIPU BBHIIOJHEHUN PE3€PBHOIO KOIMMPOBAHUS HJIH
BOCCTAHOBJICHUsT 0a3bl JIAHHBIX YTUJIUTON gbak, 3amymeHHoit depe3 Service Manager.

[Tapamerp He npumensiercs, eciaum gbak 3amynieHa HaIpsAMYyIO, 0e3 HCIOJIb30BaHUsS cepBucos. Mc-
KJIIOY€HUEM <BJIAETCA I3Tall ITOCTPOEHUsA HHJIEKCOB IIpU BOCCTaHOBJIEHUN 6&3])1 JaHHBIX: B 9TOM CJIy-
vae ParallelWorkers MOXKET OrpaHMYMBATH KOJUYECTBO IaPAJIIEIbLHBIX PabOUYMX IPOIECCOB, €CJIN
-par[allel] me ykazan

ITapameTp mcrob3yercst TOJIBKO B TOM CJIydae, €CJIM IIPU 3aIycke gbak He yka3aHa omius -PAR <n>.

Honycrumbie 3nadenust: oT 1 10 MaxParallelWorkers. Eciu yka3amo 3nadenne BHE JOMYCTUMOTO JTHA-
I1a30Ha, UCIO/Ib3yeTcsl 3HaUeHue 110 yMOJIJaHuo — 1.

[ ParallelWorkers = 4 ]

6.4 Hactpoiikn ajs Windows-cucrem

GuardianOption

ITapamerp ompenessier goskeH Jjin Guardian mepe3ayckaTb CepBEp IIOC/Ie TOrO, Kak ero pabora ObLIa
3aBepIeHa HellPaBUJIbHO.

IMapamerp uMeer JjorudeckKuii Tui. 3HadeHue 1m0 yMoadanuio pasuHo 1 (ucruna). Ijist Toro, 9robbl
OTKJIIOUNTH Guardian ciiejyer BBICTABUTDH 3HaUeHUE HapaMeTpa paBHbIM 0 (JIOXKD).

[ GuardianOption = 1 ]

ProcessPriorityLevel

ITapamerp ompeznessier ypoBenb npuoputeToB mporeccoB cepBepa «PEJl Baza Hammeix». [lapamerp
UMeET IEJIOYNCIEHHBII THIT U MOXKET MPUHUMATH 3HAUCHMUSI:

e () — HOpMAJIBHBIIT TPUOPUTET;
® II0JIO’KUTEIbHOE 3HaYEHNE — IOBBIIIEHHBIII IPUOPUTET;

® OTpullaTe/IbHOC 3HAYCHUEC — TTOHU2KEHHBIT IIpUOPUTET.

Bce U3MEHEHUA JJTaHHOI'O ITapaMeTpa J0JI2KHBI 6bITI) TIITATEJIBHO IIPOBEPEHDI, tITO6I:I rapaHTupoBaTb, 9TO
cepBep MPOIoJKaeT 06pabaTbiBaTh 3alPOCHI.

[ ProcessPriorityLevel = 0 ]

IpcName

[Tapamerp IpcName omnpeseiisieT uMsi 0OJACTA Pa3/esieMOil TaMsATH UCIOIb3YeMOl B KadeCTBE TPAHC-
IIOPTHOTO KAHAJIA B JIOKAJBHOM IMPOTOKOJe. [lapamMerp mMmeeT CTPOKOBBIN THI. 3HAYEHHE [0 yMOJIIAHUIO
pasuo FIREBIRD.
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6.5 Hacrpoiiku qyis Unix/Linux cucrem

[ IpcName = FIREBIRD ]

CepBep MOXKeT perucTpupoBaTh OOBEKTHI B IIPOCTPAHCTBE UMeH Global, TOJIBKO €CJI OH BBIIIOJIHSETCSI
10JT y4eTHO 3anuckio ¢ npuBmierneii SE_CREATE_GLOBAL_NAME. DTo o3HadYaeT, 9TO, €CJIii BB paboraere
I10JT OTPAHWIEHHON y4aeTHOH 3ammchio B Vista, XP SP2 uwan 2000 SP4, Bo3MOXKHOCTH UCIIOJIb30BAHUS
JIOKAJIBHOT'O IIPOTOKOJIA JIJIsi APYTUX CEAHCOB OyJ/ieT HEIOCTYIIHA.

6.5 Hactpoiiku niisi Unix/Linux cucrem

Redirection

ITapameTp Redirection ucCmob3yeTcs Jijis OTK/IIOUEHUS 3AIUTHI OT epeaipecalini 3ampocoB Ha JIpy-
rue ceppepa. BO3MOXKHOCTB Ilepeajipecaliui 3alpocoB Ha JIPyTHe CepBepbl M3HAYAJIbHO IIPUCYTCTBOBAJIA B
InterBase. Ho ona 6bur1a nckmouena koprnoparueit Borland B InterBase 6.0 mocse mopaborku mobaBuBIIEi
SQL-mnasrekTsr. Bo3aMoKHOCTH TIepeHanpaBeHns 3anpocoB ObuTa BoccraHoBieHa B Firebird 2.0. Ho na ce-
POJHSAIIHU JeHb UCIIOJIBb30BAHKUE TON BO3MOXKHOCTHU (IIPOKCH CEPBEP) IPEICTABJISIET YIPO3y 6e30I1aCHOCTH.
Hampuwmep, Bo1 ucnosb3yere 3amumiennbiit cepsep «PEJL Baza JlaHHbIX», TOCTYIT K KOTOPOMY OCYIIIECTB-
Jisiercst U3 1yI06asIbHOM ceTr. B 3TOM cilydae, eciin y cepBepa eCTh JIOCTYI K JIOKAJIBHOW CEeTH, TO OH Oyer
WCIIOJTHATD POJIb MII03a JJIsi BXOAAIIUX 3AIIPOCOB THIIA!

firebird.your.domain.com:internal_server:/private/database.fdb

IIpu 3TOM 37I0yMBIIIJIEHHUKY JTOCTATOYHO 3HATH UM min [P-aapec xocTa Bareii JIOKaJIbHOI ceTH, IOTO-
My 9TO JIJIsI COeIMHEHHST He TPeOyeTCsl 3HATH JIOTUH U 11apOJib HA BHEITHEM cepBepe. TaKoil MIII03 HO3BOJISET
00OMTH CHCTEMY CeTeBOIl 3aIlUThI, yCTAHOBJIEHHYIO B Balllell JIOKAJILHOW CeTH.

IMTapamerp umeer jorudeckuii Turm. 3HadeHne no ymordanuto pasao 0 (710xkb). B aroMm ciryyae Bo3Moxk-
HOCTB II€pEHAIIPABJIEHNS 3aIIPOCOB OTKJIIIOYEHA. JIJIg BKIIIOUEHNS 3TOH ONITUH CJIeIyeT 3HAUYEHHE ITapamMerpa
BBICTABATH PABHBIM 1 (MCTHHA).

[ Redirection = 0O J

6.6 HacTpoiik;m apXuTeKTyphbl

ServerMode

OrmpenesisieT apxXUTEKTYPY cepBepa.

e Super: HUCKJIOYUTENHHO OJWH CEPBEPHBIN MPONECC OOCIYYKUBAET BCE IOJKJIOUEHUS, UCIOJIb3Ys
IIOTOKMY J1jTst 00pabOTKHU 3aIIPOCOB; OOIIHUIA ITyJT JJTst BCEX COeIMHEHMIT; OOl KIIII CTPaHUI] Ha, YPOBHE
6asbl.

e Superclassic: 6a3bl JTaHHBIX OTKPBIBAIOTCS OJHIM CEPBEPHBIM IIPOIECCOM, HO JIOCTYII He MCKJIIOYUM-
TebHBIN - embedded mporiecc MOYXKeT OTKPBITh OTHOBPEMEHHO Ty 2Ke 0a3y; MOIKJII0YeHns 00padbaThI-
BAIOTCs IOTOKAMU, 3AILYIIEHHBIMEI U3 ODIIEro Iyja, KaXKIblil 13 KOTOPHIX UMEET CBOM COOCTBEHHBIH
CTPAHUYIHBIN KA1 0a3bl JJAHHBIX.

e Classic: ormenpmbI TIporiece Ha Kazkmoe coeambenne ¢ BJI; kaxkmas 6a3a JaHHBIX MOXKET OBITH
OTKPBITA HECKOJIbKUMU IporeccaMu (BKJOYas JioKasbhble g embedded mocryna); ormesbHbIi
K3III CTPaHUI] Ha KaXK0€ COeInHEeHNe
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6.7 Hactpoitku mysia BHENTHUX TOJIKTIOYEHUN

[ ServerMode = Super ]

6.7 Hactpoiikm 1yjia BHEIITHUX MOAKJJIIOYEeHUIA

ExtConnPoolSize

YcraHaBIMBaET MaKCUMAaJIbHOE KOJIMYECTBO O€3/elCTBYIONINX COEJUHEHNI B IIyJle BHEIIHUX COeMHe-
uuit. Jonycrumele 3aadenus ot 0 go 1000. Hyneoe 3HadyeHne 0003HaYAET UTO IIYJI BBIKJIIOYEH.

[ ExtConnPoolSize = 0 ]

ExtConnPoolLifeTime

VeranapnupaeT BpeMsl XKU3HU 6e3/1efiCTBYIONUX COeIMHeHuil B IIyJle BHEIIHUX coeguHenuii. Jlomycru-
Mble 3HavdeHust OT 1 cexyHpl 10 24 qacos (86400 cekyHn).

[ ExtConnPoolLifeTime = 7200 ]

MemoryWipePasses

ITapamerp MemoryWipePasses ncrnosb3yercs i HACTPOMKYN HEOOXOINMOCTH U METO/1a 00€3 TN INBAHUS
0OCBODOXKIA€MOil CEPBEPOM OIEPATHBHON MAMSTU M JINCKOBOI'O IPOCTPAHCTBA.

[Tpu HeoOXOAUMOCTU 0OE3INYNBAHUS [IAMSITA TPEOYETCsl YKA3bIBATD IIOJIHBINA CETEBOI IIyTh IIpU
coequaenun ¢ BJI.

[TapameTp mMeeT TEJOUUCTECHHBINA TUI. 3HAYEHNE TI0 YMOJIYaHUo paBHO (), 970 03HAYAET, YTO 00e3Ju-
qUBaHUE TTAMSITUA OTKJIIOUeHO. BO3MOXKHbIE 3HAYEHMUS:

e () — obe3MYMBaHNE HE IIPOUCXOINUT;
e 1 — mpoucXomuT OOHYyJIEHHE TAMSTH;

e >1 — mpoucxoaut uepenosanue 3amucu 0xFF u 0x00 B 0cBOOOXK TaeMy 0 TAMSATH, TIOCJIETHUHN IPOXO/T
[IPX 9TOM B JIFOOOM CJIy9ae 3aIoJIHsAeT OJIOK HYJISIMHU.

[ MemoryWipePasses = 0 j

MaxOpenFileBlobs

ITapamerp MaxOpenFileBlobs orpaHMYuBaeT YKCJIO OJHOBpeMeHHO OTKpPbITHIX (aitioB BLOB. Korma
KOJIMYECTBO OTKPBITHIX (DAMJIOB JTOCTUTHET ITOTO MpeJesa, HEKOTOpble W3 HuX OyayT 3akpbiThl. HymeBoe
3HaYeHNe O3HAYAeT, 9TO IIpejiesia HeT.

[ MaxOpenFileBlobs = 0O ]
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6.8 Hacrpoiiku LDAP

6.8 Hacrtpoiikm LDAP
LDAPServer

Samaér agpec cepsBepa LDAP, MCHOIB3yeMblil Jisi XpaHeHWs YIETHONH WHMOPMAIME T0JIH30BaTEIEH.
Moo yKa3aTh HECKOJILKO CEPBEPOB, UCHOIB3Ys " ;" B KadecTBe pasjeauTesid. [[pn HeyCIenHOM MOIKITIO-
qeHun OyJ1eT BBITOJTHEHA IMONBITKA COEJUHUTHCST CO CJIEYIOIM cepBepoM B crucke. [lo ymoyanuio 3a1aH0
IycToe 3HaJdeHune, T.e. cepBep LDAP He mcmosb3yercs, n y4éTHas nHdOpMaIus umercs ToJabko B B/ be3omac-
HOCTH.

[ LDAPServer = 192.168.1.1 ]

LDAPConnectionRetries

ITapamerp LDAPConnectionRetries 3aaéT MaKCHUMAJIbHOE KOJMIECTBO IOMBITOK MOAK/IIOUEHUST K
cepBepaM, ykKazaHHbIM B LDAPServer. IlombITKa cumTaeTcss HEYCIEITHOHM, €ciu He VIAJOCh TOIKJIIO-
YUTHC HU K OJIHOMY CepBepy u3 crucka. MunmMmasibHOoe 3Hadenue paHo 1. Ilo ymosrganurio 3aj1aHO
LDAPConnectionRetries = 3.

[ LDAPConnectionRetries = 3 ]

LDAPDomain

3aaéT uMsl JIOMEHA, B KOTOPOM IIPOMCXOJUT ayTeHTuduKanus. Ecau ayreHTrduKaIms BbIIOJHIETCS
merogom bind, To CYBJI cHadaja mombITaeTcs MOAKIIOUYATHCS ¢ UMEHEM TI0JIb30BaTE s B TOM BHJIE, B KOTO-
poM ero nepejal Kianent (Hapumep, Ivan.Petrov). Eciu Takum cniocoboM HOIKIIOUUTHCS HE TI0JIY 9UJI0Ch,
To Tipu 3aaHHOM napamerpe LDAPDomain CYB/I ciesaer bind emé pa3 ¢ mMeneM moJsib3oBaresis B hopmare
<uMs monb3oBaTens>Q<smavenwe LDAPDomain> (mampumep, Ivan.Petrov@example.com).

Taxke Berka, ornpejesnsemas JoMeHOM B mapamerpe LDAPDomain, Oy/eT nCIioIb30BaHa Kak 0asa s
HOMCKAa II0Jb30BaTe e, ecan He 3aJaH napaMeTrp LDAPUserBase.

[ LDAPDomain = example.com ]

LDAPEncryption

Tun mudpoBanus, NCIOIB3yEMBbI IPU MOAKIIOYeHNN K cepBepy LDAP. MoxeT mpuHUMATD TPU 3HATE-
uus: None, SSL, TLS.

e None — He3aNUIIEHHOE MOJKIIOUEHNE K TTOPTY 389.

e SSL — nojksodenne K LDAP yepes SSL k noprty 636.

e TLS — noak/odenue ¢ TLS-mudpoBanueM K mopty 389.
ITo ymomuannio uCob3yeTcs HE3AMUIIEHHOE TOAKTI0YCHIIE.

Ceprudurar cepsepa LDAP 6ymer nposepsiTbest, ecin napamerp VerifyLdapServer He OTKJIIOYEH.

[ LDAPEncryption = None ]
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VerifyLdapServer

Brurowaer uim orkiiogaer mpoBepKy ceprudukara cepsepa LDAP npu Briiouernnn LDAPEncryption.

[ VerifyLdapServer = 1 ]

LDAPUserDN

DN moJib30BaTeNIsl, OT UMEHU KOTOPOTO cepBep OyaeT Moak/IovYaTbcss K LDAP s ayTeHTudUKAIT
JIPYTHUX [TOJIb30BaTe e, DTOT [10JIb30BATEIb JI0JI2KEH UMETD IIpaBa Ha dreHne aTpudbyToB LDAP, HCIIO/Ib3yeMBbIX
cepepom «PEJI Baza lanubix». Fcim mapamerp we 3ajaH, cepep Oyuer mejarh bind k LDAP ¢ umeneM u
[IapoJieM TI0JIb30BaTeIsl, YKA3aHHBIM KJIMEHTOM, YTOOBI IPOATH ayTeHTU(MDUKAIIIO.

LDAPUserDN
LDAPUserDN

uid=rdb, ou=people,dc=example,dc=com
cn=rdb, cn=users,dc=example,dc=com

LDAPPassword

ITaposs monp30BaTesisi, ompesesieHHOr0 B arpudbyre LDAPUserDN, oT mMeHH KOTOPOTO cepBep Oyier
MOKJTI0YaThCs K LDAP 11t ayTeHTH(MUKAIINNA APYTUX HOJIb30BATEEH.

[ LDAPPassword = 123qwe ]

BmecTto mapamerpa LDAPPassword MOXKHO WCIIOJIB30BaTh mapameTpbl LDAPPasswordEnv wu
LDAPPasswordFile,m03BOJISIFONIUE ITOJIyYaTh I[apoJib U3 ITEPEMEHHON OKPYXKEeHHs WU TEKCTOBOIO aii-
Jia COOTBETCTBEHHO.

Ecim mapamerp LDAPPassword He 3ajaH, 11apoJjib OyJEeT IOJIyYeH U3 IePeMEeHHON OKPYKEeHUSs, YKa-
3anHOil B LDAPPasswordEnv. Eciu oHa Tak:ke HeIOCTYyIHA, MapoJib Oymer canTaH u3 (paiiia, yKa3aHHOTO B
LDAPPasswordFile.

LDAPPasswordEnv

NMmsa mepeMeHHON OKPY2KEHUSsI, cojepKarieil maposb rmojb3oBaress. Vcmomab3yercs, eciu mapamMerp
LDAPPassword He 3aJiaH.

[ LDAPPasswordEnv = FB_LDAP_PWD }

LDAPPasswordFile

Ilyts K TexkcToBOMY aiily, CoAepKaIeMy MMapoJb MOoJb3oBaTe s, Vcmomp3yercs, ecan mapaMeTrphl
LDAPPassword u LDAPPasswordEnv He 3a/IaHBI.

[ LDAPPasswordFile = ldap_pwd.txt ]

W3 draitna canTpiBaeTcs mepBast HEIlyCcTas CTPOKA.

Ecnn 3navuenne napamerpa LDAPPasswordFile gBJisieTCS OTHOCUTE/IBLHBIM IIyTEM, OH Pa3PeIIaeTcs OT-
HOCHTEJILHO KOPHEBOTO Karajora ycraHoBku Pen Baswr Jammerx. Hanpumep, myTts ldap_pwd.txt coorser-
crByeT dailny /opt/RedDatabase/ldap_pwd.txt.
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LDAPUserBase

Berka B LDAP, KoTOpas OYJIET UCIOJIb30BaHa KaK CTApTOBAs JjIsl TIOUCKA ToIb3oBaTeseit. [Ipu ayrenTu-
dukanuu nMeHa MoJIb30BaTe el OyIyT UCKATHCS B 9TON BETKE W PEKYPCHUBHO BO BCEX BETKAX, HAXOISIIAXCS
B HeEl /10 IePBOTO COBIaIeHNs. TakkKe OHA OyJeT MCIIOIB30BAHA JJIsl IONCKA [TOIH30BATEEN IPY MOy 9€HUN
UX TPYII WU aTPpUOyTOB.

Ecmu sror mapamerp He 3ajaH, TO B KadecTBe 0a3bl Jjis MOUCKA OJIB30BaTEIEH OyIeT MCIOIb30BaHA
BeTKa, ollpejiesisgeMas JOMeHOM B napaMerpe LDAPDomain.

LDAPUserBase = ou=people,dc=example,dc=com
LDAPUserBase = cn=users,dc=example,dc=com

LDAPUserPrefix

Hazpanme arpubyra, B KOTOPOM XpAHUTCS WMs I[OJb30Baresss B ero DN B LDAP. B ocuos-
HOM WCIIOJIb3yeTcst, Korjga He 3ajaH LDAPUserDN. Eciam mapamerp He 3ajaH, KJIHEHTCKas OMOIMOTEKA
fbclient Oymer mudpoBaThH MAPOIL MOJIL30BATENS U JIJIs ayTeHTH(MUKAINH OY/IyT UCIOJb30BATLCS Ia-
poau B arpubyrax: "rdbPassword"; "rdbSrpVerifier"; "rdbSrpSalt"; "rdbSrpArgon2idVerifier"
"rdbSrpArgon2idSalt"; "rdbSecurePassword"; "rdbPasswordAlgorithm".

LDAPUserPrefix = uid
LDAPUserBase = cn

LDAPUserFilter

QuibTp 1715 IOUCKA YIETHBIX 3aluceil moJjib3oBareieil. 31ech mabJioH %u OyaeT 3aMeHeH Ha UMsl [T0JIhb-
30BaTesIs, YKA3AHHOE B MPOIIECCE ayTEeHTH(DUKAIINN.

LDAPUserFilter = &(objectClass=user) (cn=yu)
LDAPUserFilter = uid=Yu

LDAPGroupBase

Berka B LDAP, kKoTOpas OyJIeT NCIIOIb30BaHa KaK CTApPTOBAasi JJIsl IIOMCKa Py noJib3oBaTeeii. [Tonck
TPy OYIeT BBIIOJHITHCH PEKYPCUBHO. [ py bl mosib30BaTe st OyIyT Ipeodpa30BaHbl B €r0 POJIU Ha CEPBEPE.

LDAPGroupBase
LDAPGroupBase = cn=users,dc=example,dc=com

ou=group,dc=example,dc=com

LDAPMembershipFilter

QubTp, KOTOPBIH OyJIeT UCIIOIH30BaH IpU MOUCKe B LDAP rpymim, K KOTOPBIM MPUHAIJIEKHAT MOJIB30-
BATEJIb.

Cy1iecTByeT Tpu OCHOBHBIE CXEMBI, UCIOJIb3yeMble B LDAP j1st yKasaHus YIEHCTBa B Irpynmax. B coor-
BETCTBUH C UCIIOJIB3YEMO CXeMOil Hy2KHO popMUPOBATh GUIbTP. B HEM B Ka4eCTBE MMEHU IIPEIIOIATAEMOTO
TIOJIb30BaTe/ I YKa3bIBaeTCs MabJ/IoH %u, a B KadecTBe DN mosib3oBaTe st yKasbiBaercs %d. Ecan ykazano my-
CTO€e 3HaYeHUe, TPUHAJJIEKHOCTD [TOJIH30BATEsI K TPYIIAM He OMPeIesIsieTcs.
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LDAPMembershipFilter = memberUid=Yu
LDAPMembershipFilter
LDAPMembershipFilter

member=cn=%u, cn=users,dc=example,dc=com
member=%d

LDAPUserCertificate

ATpubyr LDAP, B KOTOpOM Oy/eT XpaHUTbCs cepTuduKaT MoJb30BaTe s, Ko JaHHblii mapaMerp 3a-
JIaH, TO Ipu MHOrO(aKTOPHOM MOAK/IIOYEHIN CEPTUMUKAT, IPEIbIBIEHHDIN 0Jb30BATEIEM, JOJIKEH COOT-
BETCTBOBATH ero ceprudukary B LDAP (ecqm HACTPOEHBI TapaMeTphl MojKIoueHns K LDAP-cepsepy). Cep-
TuduKaT 10/KeH XpaHuThes B apondHoM dopmare (DER).

[ LDAPUserCertificate = userCertificate; ]

LDAPPasswordSync

JlaHubIi TapaMeTp 33/1aéT CHHXPOHI3AINIO TapoJis mosb3osaress B B/l 6esomacnoctu u B LDAP. 3ech
TIEPEIUCTSIOTCA aTPUOYTHI, KOTOPBIE JOJKHBI MEHSAThCsd B LDAP mipu cMene mapoJisi mojib3oBaress B Bl
6esomnacuHocTu. Jlomyckaercsi yKazaHue depes «;» CJAeAyIIuX aTpudyToB:

e rdbPassword — TpaaulMOHHbIH aposb nosb3oBareis B CYB/l «PE/ Baza JaHHbix»;

e rdbSecurePassword — 3amuménnbIii maposs noib3oBaress B CYBJL «Pesx Baza Jlanubix»;
e userPassword — mapoJib I0JIb30BaTeIs1, UCOIb3yeMblil 00braHO B UNIX-cucremax;

e sambalMPassword — mapoJib I0Jib30BaTe/isi, uciojb3yembiii SAMBA-porokosoMm;

e rdbSrpVerifier — mapoJib HOJIbL30BATEIS ISl METOIa SIp;

e rdbSrpArgon2idVerifier — maposb moab30BaTeNIA Aj1d MeTOna SrpArgon2id;

e sambaNTPassword — mapoJib IOJIb30BaTelIs, ucnoyib3yeMblit SAMBA-nporokosom.

Ilo YMOJ/IT9aHUIO BBIIIOJIHAECTCA CUHXPOHU3AIUA BCEX naponef/i.

[ LDAPPasswordSync = rdbPassword;userPassword ]

LDAPReadOnly

Bagannbiii napamerp Moxer nepesectu LDAP-cepsep B pexkuMm TOJMBKO Jjisi urenus (3Hadenue 1).
Torna napamerp LDAPPasswordSync Oyzer uraopupoBarbes. [lo ymomuannio ucmonb3yercs 3uagdenne 0.

[ LDAPReadOnly = O ]

6.9 Hactpoiiku 6e3onacHoOCTH

LoginFailureDelay

3asaér BpeMsl B CEKYHJIaX, Ha KOTOpPOe 3aJiepKuBaeTcs mojk/aodenne K B/l 6e3omacHocTu. 3ajepKKa
J06aBIIsIeTCsI, KOT/Ia KOJIMYECTBO HEYIAYHBIX IMONBITOK Jjis KOHKDPETHOTO IOJIh30BATE/IsI MIPEBBIMAET MaK-
CHMAJIbHOE YUCJIO HEYJIAUHBIX IONBITOK (HA JAHHBIT MOMEHT 4) uju Korja obliee KOJMYECTBO HEYIAYHBIX
HOIBITOK BXOJIA JJIsl BCEX II0JIb30BATEJIEl IIPEBBINAeT MAKCHMAJIbHOE YUCJIO OJHOBPEMEHHbBIX cboeB (Ha JaH-
Hblil MoMeHT 16). CueTdymK HeyJadYHbIX [OUBITOK COpPaCHIBACTCH, €CJId B yKa3aHHOM HHTepBaje HeT cHoeB
BXOJIa B CUCTEMY.
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[ LoginFailureDelay = 8 ]

ServerCertificate

BamaéT asmac cepruduKaTa, KOTOPHIM CepBEP OYAET YIO0CTOBEPITH CBOIO HOJIMHHOCTD KJIUEHTY. DTOT
cepTudUKaAT JT0JKEH ObITh CBI3aH C COOTBETCTBYIOIIMM 3aKPBITHIM KJIIOYEM. AJIMAC — 3TO CTPOKA, B KO-
TOpOIl Yepe3 3algATyi0 HEePeYncJieHbl UM BJajeibiia ceprudukara (SubjectCN), uzmarens ceprudukara
(IssuerCN) u cepuiinplii HOMep ceprudukara B ecTHaqarepudnoM Buje. Cepsep OyueT MCKaThb TAKON
cepTudUKAT B XPAHUJIUIIE [T0Ib30BATEIA, OT UMEHN KOTOPOrO OH 3AIIYINEH U B XPAHUJIUIIE KOMIIBIOTEDA.

[ ServerCertificate = test,Test Center CRYPTO-PRO,143dd54900020002b231 ]

ServerPrivatePin

B sTom IrapaMeTpe 3a;1a'éT051 IIapoJib 3aKPBITOI'O KJII0Ya U3 KJIFOYEBOI'O KOHT€I7IHepa.7 HCIIOJIB3yeMOI'O
CepBEPOM. Ecnu 3aKprTbII7'I KJIIO4 He SaHLI/IH_IéH IIapoJieM, yKa3bIBa€TCsd IIyCTasd CTPOKa.

[ ServerPrivatePin = mypass ]

TrustedCertificate

VKasblBaeT ajnac J0BepeHHOro ceprudukara. Ecin nmosbp3oBaTesb nperbaBiiseT cepTuduKaT, COBIa-
JIAIOIUI € JIOBEPEHHBIM, JIJIsl 9TOTO CepTU(UKATA HE BBINOJHIETCS BepUUKAIWSI, & [0JIb30BaTE/b MOXKET
YKa3bIBATh CBOE nMsi Oe3 mapoJisi. [lo ymorgaHuio qoBepeHHbIil cepTudukar He yKa3aH.

[ TrustedCertificate = test,Test Center CRYPTO-PRO,143dd54900020002b231 ]

CertUsernameDN

Sanaér HasBaHue aTpubyTa B cekuuu Subject y ceprudukrara, KOTOPBII CONEPKHUT UM BJIAJE/IbIIA.
ITo ymosrqanuio ucrosib3yercst arpudyT CN.

[ CertUsernameDN = CN ]

CertUsernamePattern

31ech yKa3blBaeTCs peryJsipHoe BbipaxkeHue B cuHTakcuce SQL, KoTropoe mcmosb3yercs: st U3BJe-
YeHnsl UMEHHU 0JIb30BaTe IsI U3 arpudyTa Biafeabia B ceprudukare. [Io yMOTIaHnio yKa3bIBAETCS MyCTast
CTPOKa, YTO O3HAYAET HCIIOJIb30BAHNE 3HAYEHUS aTPUOYTa IEJIUKOM.

[ CertUsernamePattern = [a-zA-Z0-9.]+ ]
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VerifyCertificateChain

VKas3bIBaeTCs HY?KHO JIM BBIMIOJIHATH IIPOBEPKY IEIOYKHA CEPTUMUKAINN [IPEIbIBJIEHHOTO MOJIb30Ba~
Tesiem ceprudukaTa. UToObl IPOBEPKa MOIJIa ObITH BBIMOJHEHA, CEPBEP JIOJ2KEH MMETH JIOCTYI K IEHTPY,
BBIJIABIIEMY CePTU(MUKAT MOIB30BATES WK JTOCTYII K JIOKAJTBHOMY CIIACKY OT3bIBa ceprudukaros. [1o ymos-
YaHUIO WUCIIOJIb3YeTCsl 3HAUeHne 1, T.e. IpOBEpPKA BKJIOUEHA.

[ VerifyCertificateChain = 1 ]

TraceAuthentication

Bxkarogaer / OTKJIIOYAET 3aliCh OTJIAJ0YHBIX COODIIEHM O mporiecce ayTenTuduKanuy B firebird. log.

[ TraceAuthentication = 0 }

HashesFile

Jl1st TOro, 9TOOBI BKIIOYUTH KOHTPOJIH 1ETOCTHOCTH (DAIoB cepBepa, HeoOX0o MO yKa3aTh uMs daitia
€ X3III-CyMMaMHU IOJAKOHTPOJIbHBIX (aitioB cepepa «PEJl Baza Jlanabix». OTHOCHTEIBHBIH Iy Th Oepercs: OT
KOPHEBOH JTMPEKTOPHUU CEPBEPA.

ITapameTp mMeeT CTPOKOBBIN THII. 3HAYEHHE 110 yMOJIYaHUIO paBHO hashes.

I AJII‘OpI/ITMI)I X3IMUPOBAHUA 3aBUCAT OT UCHOJIB3YEMOr'0 KPpUNITOILJIATUHA.

[ HashesFile = hashes ]

IntegrityChecklInterval

3ajsiaeT UHTEPBAJI BPEMEHH DEeryJIsipHOU MPOBEPKU IesiocTHOCTH (paityioB. HysreBoe 3HaveHne mapamer-
pa OTKJIIOYAeT PETYJISIpHYIO TPOoBepKy. llapaMeTp MMeeT IEJIOYUCTIEHHBIA TN W U3MEPSETCS B CEKYHIAX.
3HadeHue o yMOTIaHuio paBHO (.

I Dtor napamerp He Oyzer paborarh 6e3 mapamerpa, ykazaHHoro B HashesFile.

[ IntegrityCheckInterval = 10 ]

IntegrityShutdownAttempts

3asaeT KOJIUIECTBO HOMBITOK IpekparuTb pabory CYB/I 6e3omacHbIMu CpecTBaMU B CIIydae HECOB-
nasienns xameit. [Tapamerp nMeer nemounceHublit Tui. 3HAYEHWE TI0 YMOJYAHUIO PABHO 5.

I Dtor napamerp He Oyzer paborarh 6e3 mapamerpa, yka3aHHOro B IntegrityCheckInterval.

[ IntegrityShutdownAttempts = 2 ]
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GssServerKeyfile

VcranapiauBaer IyTh K (haity Kiroda, koropbiM cepuc CYB/I ayrentudunupyercs B Kerberos. ITo
YMOJTYaHUIO ITyTh HE 3a/IaH.

[ KrbServerKeyfile = /etc/krbb5.keytab ]

GssServiceName

VcranapiuBaer Haspanue cepuca CYBJI Ha cepsepe Kerberos. I[To ymMo9annio ycTaHOBJIEHO CJIEIyIO-
1ee 3HaYEHUe:

[ GssServiceName = rdb_server ]

GssHostName

YceranapiuBaer nmMs xocta cepsepa CYBJI qns ayrenrudukanun gepes GSS. [To ymomganuio ucmominb-
gyercst localhost.

[ GssHostName = ]

GSSLibrary

IMonmepxkuBaeTcst Takke bnbaMoTeKa libvas-gssapi.so or One Identity Authentication Services. ITpu
eé ucnosbzoBannu CYB/I mnocie ayrenTudukamnmum onpeeisier rpyIibl, Ha3HAYEHHbIE [I0JIb30BATEI0 B J10-
MeHe, U Ha3HAJYaeT eMy OJJHOMMEHHBIE DOJIH, CYIIEeCTBYIOIINe B 6a3e JTaHHbBIX.

[ GSSLibrary = libgssapi_krbb.so ]

Classpath

B sTom napamerpe ykasbIBaloTCd IyTH K jar-daiiaM, XpaHAIUM II0JIb30BATEILCKUE KJIACChI C METO-
JIaMH, KOTOpbIe OyJIyT HCIIOJIH30BAThCSA B Ka4eCTBE TeJa BHEIIHUX IPOIELyDP, MDYHKIUI U TPUTTEPOB HJIH
KOTOpBbIe peayn3yioT MYHKIUH [TOJHOTEKCTOBOIO ITOUCKA.

[ Classpath = ["/path/to/jars", "myjar"] ]

DTOT mapaMeTp MOXKHO HACTPOUTH OTHEIbHO IS KaxKAOH 0a3bl JAHHBIX. JHAYEHHS YKa3aHHDIE
B Classpath B databases.conf nobaBigioTcd K 3HA4YeHHsAM yKa3aHHbIM B firebird.conf. Ecam crum-
COK jar Jyisi Kakof-imbo 06a3bl JaHHBIX HYXKHO IIOJIHOCTBIO 3aMEHHTH, TO HYKHO HCIIOJIH30BATDH OIIINIO
OverrideClasspath B databases.conf.

6.10 Hactpoiiku mmdppoBanus

Hactpoitku yka3bsiBaioTcss B KoHduUryparmonaom ¢aitae firebird. conf.
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CryptoPlugin

[Tapamerp CryptoPlugin ompejessieT UMsI KPUIITOILIATUHA, KOTOPBI Oy/IeT HCIIOIB30BATHCS CEpBe-
poMm g B3ammogeiictBust ¢ Kpunrollpo. Ilapamerp mmeer crpokosbiil Tumr. 1o yMoadanuio ucnosib3yercs
KPHUIITOIJIArMH Crypto_api, KOTOPBI pa3MelleH B KaraJore plugins.

[ CryptoPlugin = Crypto_API j

ProviderName

SagaéT uMs Wi UACHTHMUKATOD UCIIOIH3YEeMOI'0 CepBEPOM KpHUIITONpOoBaiiepa. JloykeH mojepxKu-
BaThCdA KpunrorjgaruaoM. Ecim 3a1aé1cst mMeHeM ajJirOpuT™Ma ¢ CUMBOJIAMU KUPUJLIUIBI, OHU JTOJI2KHBI OBITH
ykazanbl B URL-encoding. Ilo ymosrganuio ucnons3yercs nposaitaep «GOST R 34.10-2012 Signature with
Diffie-Hellman Key Exchange».

[ ProviderName = 81 ]

HashMethod

3amaér Ha3BaHWE WM UICHTU(MHUKATOP AJTOPUTMA XIIMUPOBAHUS, UCIIOJIB3yeMOro cepsepom. Jloyken
[IO/I/IEPYKUBATHCS KPUNITOILIATMHOM. Ecin 3a1aéTcst nMeHeM aJropuTMa ¢ CHMBOJIAMA KHPHUJIIUIBI, OHH JTOJI2K-
HbI ObITh yKa3ausl B URL-encoding. Ilo ymomyanuio mcrosib3yercs ajropuT™ XSIIMPOBAHUS, 33 aHHBIN B
TOCT P 34.11-2012.

[ HashMethod = 32802 }

SymmetricMethod

Sajaér Ha3BaHUe WU UICHTH(MUKATOP AJITOPUTMa CUMMETPUYHOIO MU(POBAHUS, UCIIOJIb3yEMOIO Cep-
BepoM. JlosKeH MoiepKNBaThCs KpUIToriarnuoM. Eciin 3aa8Tcst UMeHeM ajifOPUTMa ¢ CHMBOJIAMU KUPUJI-
JIMIBI, OHU JIOJI2KHBI ObITH yKa3aHbl B URL-encoding. 1o yMOTIaHUIO UCIIOIB3YETCs AJITOPUTM UMD POBAHUS,
3ajsanabiit B [OCT 28147-89.

[ SymmetricMethod = 26142 ]

6.10.1 locTtynHble aJITOPUTMbI U MPOBaiigephbl

Tabmuna 6.3 — JocTymHble aJlrOpUTMBL U ITPOBaiIephI

ID Onucanue
32798 TF'OCT P 34.11/34.10-2001
32801 I'OCT P 34.11-2012/34.10-2012 256 6ur
32802 IF'OCT P 34.11-2012/34.10-2012 512 6ur
26142 I'OCT 28147-89
75 GOST R 34.10-2001 Signature with Diffie-Hellman Key Exchange

(pa3pbis Tabauupl)
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(pa3pbiB Tabnuupl)

ID Omnucanue
80 GOST R 34.10-2012 (256) Signature with Diffie-Hellman Key Exchange
81 GOST R 34.10-2012 (512) Signature with Diffie-Hellman Key Exchange

6.11 Hactpoiika ¢ ydeToMm obopyoBaHnsI 1 HArPY3KN Ha
CYb/1

Ha mpouzsomuressrocts CYBJL MOryT HOBIMATE CJIeAyIONIHEe apaMeTPhL:

FileSystemCacheThreshold
Il apXuTeKTyphl KJIACCHK PEKOMEHIYeTCS yYCTAHOBUTH ITO 3HAUEHME OOJIbIIE CTPAHUIHOIO KAIIIA,
9TOOBI BKJIOYUTH KIMTUPOBAHUE Ha YPOoBHE PaityloBoit cucreMbl. [ apXUTEeKTyphl CylepcepBep Ipu
HaAJIMIUH JOCTATOYHOTO 00 beMa OTIEPATUBHON MaMATH TaKKe PEKOMEHIYyeTCs YCTAHOBUTD 9TO 3HATEHHE
OOJIBITIE CTPAHUIHOTO K3Ma. Ecan maMsaTh HeJO0CTATOYHO, TO JIyHUIe BBIKIIOYUTHL KINUPOBAHUE HA
ypoBHe dailsoBoil cucreMbl, ycTaHoBUB 3HadeHne FileSystemCacheThreshold B 0.

FileSystemCacheSize
B Windows npu u30bITOYHOM HCHOIBL30BAHUM ITAMSITH 10 (hallyIOBBIH K31 PEKOMEH/IYETCsI OTPAHUYNTh
9TO UCIHOJIH30BAHUE, YCTAHOBUB 3HAYEHUE JAHHOIO Napamerpa, Hanpumep B 60%.

TempBlockSize
MunuManbHBI pa3Mep OJI0Ka COPTHUPOBKU U IAr €ro pacimmupeHus mpu HeobxommmocTu. IlozBossger
HECKOJIBKO YCKOPUTH paboTy aJIrOPUTMa COPTUPOBKHU 33 CUET BbIJIEJIEHUS TAMSTH OOJIBITAME OJIOKAMU.
IIpu Ham9YMM GOJIBIIUX COPTUPOBOK PEKOMEH IyeTCsl YBEJIUYNTH 3HadeHne mapamerpa 10 2097152,

TempCachelLimit = 4194304000
MakcuMaJsbHBIH pa3Mep BPEMEHHOI'O MPOCTPAHCTBA, KOTOPBI MOXKeT ObITh 3akamupoBaH. [Ipu Hasm-
YU JIOCTATOYHOrO 00'beMa aMsITH MIO03BOJISIET XPAHUTH B Hell (BMECTO BBITPY3KHU HA JUCK) PE3yJIBTATHI
COPTUPOBOK, BBII'PY30K blob-oB u T.7. T.K. y KaxXKJI0r0 mporecca cepBepa COOCTBEHHBIN K3II, MOXKET
TOTPEOJIATH OOJIBIIE 00bEMBI TAMSATH HA, KJIACCHIECKOU apXUTEKTYPE.

Suavenne napamerpa TempCachelimit pekoMmeHyecs ciesiaTh OOJIbIle CYMMAaPHOTO pa3Mepa BpeMeH-
ubix daiinoB B kKartanorax TempDirectories. Ilpm masmyaum cBOOOMHON NMAMSITH MOYKHO YBEJIWYUTH
3HAYEHUE IMapaMerpa U IMOHADIIONATH 32 3P HEKTOM € IOMOIIBIO AYIUTA.

DeadlockTimeout = 100

Ecan usBecTHO, UTO apXUTEKTypa MPUJIOKEHUS HE JIOMYCKAET JEJIOKOB, MOXKHO YBEJIUYIUTDH STOT Ia-
pameTp 9TOOBI CepBep HE CKAHUPOBAJ TADJUILy OJIOKMPOBOK Kaxkjble 10 CEeKyHI Mpu MOJO3PEHUU Ha
[TOTEHITUAJIBHBIHN J1e/7TOK. KoIm4ecTBO CKAaHNPOBAHUN U HAMIEHHBIX JIE/IJIOKOB OTODOPAYKAETCS B 3aro-
soBKe rdb_lock_print. Ecsu nepsblit mapaMerp 3HaYUTEILHO OOIBIIE HYJIsS, & BTOPOI - OYeHb OJIM30K
K HEMY, 3HAYHUT XapakKTep paOOThl IIPUKJIAIHON YaCTU IIPEAIIOJIaraeT CUTYaluu OJIOKHPOBOK, KOTOPBIE
JIeJIJTOKaMU He sIBJISIOTCs, HO BbIHY)K1at0T CYBJI BBINOIHSATH UX MOUCK. B 3TOM cilyuae MOXKHO yBe-
JmanTh 3Hadenrne DeadlockTimeout 9TOOBI cepBep HE BBIMOJIHSI JIMITHIO paboTy.

DefaultDbCachePages = 32768
KosnmyaecTBo crpaHuil, UCIOIb3yeMbIX IIPOIECCOM B KadecTBe K3ma. Classic u SuperClassic Bblje-
Jgsitior 1024 cTpaHMIBl HA KaXkJi0e KJIMEHTCKOe COEJIMHEHUe JJIsi KaXKJioil 6a3bl JAHHBIX. Y BeJUYEeHUe
ITO3BOJISIET JI0 OIPEEIEHHON CTENeHN COKPATUTH OOMEH JAHHBIMU C JACKOM. 1.K. y KaXXJOr0 IPOIec-
ca KJjaccuka OysieT COOCTBEHHBIH K3II, Hy?KHO YUIUTHIBATH 00IIIee MOTpebIeHrne TaMATH. SHAYNTETbHOE
yBeJrUIeHne O0bITHO He 1aéT addekTa.

ITo ymosraanuio SuperServer Boizesnsier 32768 cTpanutr jis KaxK a0 6a3bl faHHbIX. L1 apXuTeKTyphl
cymepcepBep 3HadYeHne MapaMeTpa PEKOMEHIYeTCs PACCIUTATh 0 PopMyJIe:

MemorySize
DefaultDbCachePages = —————,
4xPageSize
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rie MemorySize - oOImumit 00bEM ITAMSTH;

PageSize
O06bém crpanunbl. JIjist apXuTeKTyphbl KJIACCHK 3HAYEHHE MapaMeTrpa PEeKOMEHJIyeTCsl PACCIYUTATH 110
dopwmyite:

MemorySize

DefaultDbCachePages = T
4xConnNum*PageSize

rie MemorySize - obmmit 00béM mamsaTn; PageSize - o0béM crpanuiipr; ConnNum - mpezmoaraemoe
MaKCHUMaJIbHOE KOJIMYeCTBO COeJIMHEHUN.

LockAcquireSpins = 100
ITozBosIsteT TpU HETOCTYITHOCTH MBIOTEKCA Ha TAOJIUILy OJIOKMPOBOK HE YCHIILISTD 3aIPAIUBAIOIIII ero
uporece (JOporocTosias olnepalys), & NPOBePATh ITOT MBIOTEKC HA JOCTYIHOCTH YKA3AHHOE KOJIU-
9eCcTBO pa3 mepes ycblienneM. [Ipu OOJIBIIIOM KOJIMYECTBE MPOIECCOB C KOPOTKUMH OJIOKMPOBKAME
(OLTP-narpyska) mo3BoJjisieT HECKOJIbKO YBEJIMYUTH [IPOM3BOAUTEILHOCTE CepBepa 3a cueT Gojiee aK-
TuBHOTO ucnob3oBanust CPU.

JIst apXUTEKTYPBI KIACCUK TIPH OOJIBIIOM 3HaueHnn Mutex wait B BeiBOgie Tdb_lock_print (>20 %)
PEKOMEH,1yeTCsl BKJIIOUUTH 3Ty HACTPOIKY U IIOCJIE [Iepe3arpy3Ku cepBepa IIOCMOTPETh YMEHBIITUTCS JIH
3HayeHue Mutex wait.

WireCrypt = Disabled
Orkrouaer mudpoBaHue CeTEBOTO TpaduKa.

LockMemSize
3HadeHre mapaMerpa OIpeessieT 00beM MaMsTH, KOTopasi OyJIeT BbIJIeJIeHa MeHeKePY OJOKIPOBOK.
st apXuTeKTypbl KJIacCUK pekoMen ryercs 3uadenne 20971520. s cynmepcepBepa n3MeHATh HE Tpe-
Oyercs.

6.12 Hactpoiika Linux

g yBesmdaenust gomycrumoro dncia mnporeccoB CYB/I n kommdecTBa OTKPBITHIX UMHU (DAIIOB:

e B /lib/systemd/system/firebird.service jumuram LimitNPROC u LimitNOFILE HeoOXomumo
yctanoBuTh 3uadenne 10000

e IapaMeTp sjipa vm.max _map count HeoOXOMMO yBeJIMYNTh KaK MHHUMYM J0 256000, Hanucas
B /etc/sysctl.conf cTpoKy:

vm.max_map_count=256000
e Jura systemd-cucrem B /usr/1lib/systemd/firebird.service:
Environment = FIREBIRD_TMP=/path/to/tmp

IIpu Haymmuum jgocrarodHoro oobema RAM MOXKHO CMOHTHPOBATH B IIAMSITh BPEMEHHBII KaTaJjor, Ky/ia
cepBep OyJieT BbIIPYKaTh (DallJIbl:

e jonmcaTh B /etc/fstab cTpoky
tmpfs /tmp tmpfs size=32G 0 O
rae 32G - MaKCHUMAJIbHBIN Pa3Mep, 10 KOTOPOrO MOYXKET PACIIUPUTHCH BPEMEHHBIN KATAJIOT B IIaMsi-

T™H;

e Hacrpours Transparent Huge Pages:
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echo madvise >/sys/kernel/mm/transparent_hugepage/enabled
echo madvise >/sys/kernel/mm/transparent_hugepage/defrag

co3garhb daits /etc/rc.d/rc.local, 106aBUTH B HErO:

echo madvise > /sys/kernel/mm/transparent_hugepage/enabled
echo madvise > /sys/kernel/mm/transparent_hugepage/defrag

II0CJI€ Y€er'0 BLIIIOJIHUTDL:

chmod u+x /etc/rc.d/rc.local

6.13 Hactpoiika paborsl ¢ Java meTomaMu

I Mexanusm java-security ycrapen u Oyner yrnanen B PEJ] Baze /lanubix 6.

B «PE/I Baza Jlanubix» peaam3oBaHa BO3MOXKHOCTH CO3JAHUs BHEITHUX MIPOTEAY D, PYHKIUI U TPUTTE-
POB C UCHOJIB30BAHUEM $I3bIKa ITporpaMMupoBanus Java. OHu MoryT pacrnosiaratbes B jar-dairax. B «PE/]
Baza Jlannubix» 1ya paboTsl ¢ sTuME haillaMy HUCHOJIb3yeTCs IBUKOK JavaEngine, KOTOPBIH IIO3BOJISET
3aIycKaTh (PYHKIMH, [IPOIE/yPhl U TPUITEPHI Ha miaTrdopMe Java.

st ux wmcnosib3oBanust HeoOxoauMo ycranoeuTb JRE He Himke 11. A Takike HaCTpOUTH HapaMeTPHI
BlanmoJieiicTBus cepepa «PEJL Baza /lanubix» ¢ BUpTyaJbHOM MaInHON Java.

B firebird.conf nHeobxoaumo ykazars myTh K JAVA_HOME:

BMmecTo moJiHOro myTH K KaTraJiory java PeKOMEHJIyeTcs yKasblBaTb cuMBoJudeckue mytu (/usr/lib/
jvm/java-11-openjdk u T.11.), KOTOpbIE He U3MEHAIOTCS IIPU OOHOBJICHUM BEPCHU java.

[ JavaHome = /usr/1lib/jvm/java-11-openjdk j

B plugins.conf, KOTOpBIif PacHOJIOKEH B KOPHEBOM KaTaJjore YCTAHOBKH CepBepa, HEOOXO/INMO pac-
KOMMEHTHPOBATh CEKIMU OTHOCsImecs: K JavaEngine m ykasaTh IyTh 10 Karajora ¢ jar-daitiamu (nepe-
MeHHasi JarDirs):

( N\
Plugin = JAVA {
Module = $(dir_plugins)/javaengine
Config = JAVA_config
}

Config = JAVA_config {
SecurityDatabase = $(this)/java-security.fdb
JvmArgsFile = $(this)/jvm.args
JarDirs = $(this)/jar

Buyrpennne knaccol, Heodxoaumble i JavaEngine, Haxonsarcest B manke /jar ycTaHOBKH cepBepa.

Kiaccel, comepaKariye MeTO/IbI, KOTOPBIE OY/IyT HCIIOJIb30BATHCS B KAYECTBE TeJia BHEIIHUX IIPOIELy],
GbYHKIMIT ¥ TPUITEPOB, HEOOXOAWMO CKOIMPOBATH B KATAJIOT, YKAa3aHHBI B mepeMeHHoi JarDirs B Bujue
jar-cbaitra.
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Kiaccer B daiisioBoit cucreme TOCTYIHBI BceM 6a3aM JaHHBIX, oOpabarbiBaeMbiMu riporieccom RDB. ITo
AHAJIOTUU C CEPBEPOM IPUJIOKEHUN OHU ABJISIOTCS CUCTEMHBIMU KJIACCAMU.

Bosee monpobuo o B3amMmoseiicTBusx ¢ Java Merojgamu u3 6a3bl JIAHHBIX ONMUcaHO B PyKOBO/CTBE 1O

SQL.

6.14 IlepemeHHBbIe OKPY2KeHUs, CIIy>KeOHbIe I BpeMeHHbIEe
daiinbl

6.14.1 IlepemeHHBIE OKPY2KE€HUSI

Kanenrckue mpumoxkenns PE/I Basbr JlaHHBIX MOTYT UCIOIB30BATD ITIEPEMEHHBIE CPEJIBI I YCTAHOBKH
apaMeTpoB IPOrpaMMBbl. DTH [T€PEMEHHBIE JTOJKHBI OBITh YCTAHOBJIEHBI TAKUM 00OpPA30M, YTOOBI OHU OBLIN
JIOCTYIIHBI [IPUJIOXKEHUIO BO BpPeMsl €ro PabOThI.

Cretytomuii CIiMCoK COJIEP’KUT KPATKOE OIMMCAHNE ITUX MMEPEMEHHBIX U UX UCIOJb30BaHUE:

ISC_USER
Wms monp3oBaTests 6a3bl JAHHBIX IO YMOJIYAHIIO. Kciu 3T70T napamMeTp yCTaHOBJIEH, UMs TI0JIb30BATES
MO2KHO He yKa3bIBATh IIPU IOJKJIIOYEHNN K 0a3e JJTaHHBIX Yepe3 KJINEeHTCKIEe IPUJIOZKEHIS U IIPU 3aIlyCKe
Pa3IUYHBIX yTUJIAT (gfix, gbak, gstat u ,qp.).

YcranapiauBaercs B mape ¢ ISC_PASSWORD (1oJ/ib30BaTesIb ¢ TAKUM MMEHEM U IapoJieM JIOJIKeH ObITh
3apaHee co3/aH B 6a3e JAHHBIX).

set ISC_USER = Hermes

ISC_PASSWORD
ITaposb osIb30BaTeNs 6a3bl JAHHBIX 10 yMOJTIAHUIO. ECIm 3TOT napaMeTp yCTaHOBJIEH, HApPOJIb MOJIb-
30BaTessI MOYKHO HE YKA3BIBATH NTPH MOJIKIIOYEHAN K 06a3€¢ JAHHBIX 9e€pe3 KJINEHTCKUE MPUIOKEHUS 1
IpHU 3alycKe pa3iudHbix yruinT (gfix, gbak, gstat u ap.).

Ycranasiausaercsa B nape ¢ ISC_USER (1osib30BaTesb ¢ TAKUM UMEHEM U HapoJieM J0JIZKeH ObITh 3apaHee
co3zial B 6a3e JaHHBIX).

set ISC_PASSWORD = Ichneumon

FIREBIRD
Kopuesoit karajor cepsepa PEJl Basbr /lannbix.

Eciu PEJT Baza Jauubix ycranasiuBaercs (Wid KOIUPYETCs) B KATAJIOL, OTIMYHBI OT KaTajora 110
ymourdanuio (B POSIX - /opt/RedDatabase), yka3anue nepemenHoil cpejpl FIREBIRD nomoraer Kiiu-
E€HTCKOMY IIPUJIOZKEHUIO CBS3aThCsI C IIPABUJIBHBIM 9K3EMILISIPOM CepBeEpa.

set FIREBIRD = C:\mydir\RedDatabase

export FIREBIRD = /mydir/RDB

FIREBIRD_LOCK
Karautor ¢ daitmamu tabimipt 6;0kuposok [1] . Tlo ymorraanuio Bee cirykebHbIe (aiiiibl pa3MeaTes
B ozaoM Kartasiore. Jliast Windows sro karasior C: \ProgramData\reddatabase, a mist POSIX — /tmp/
reddatabase. JlocTym K 9TOMy KaTaJOTy OrpaHWYEH IpaBaMu (pailjioBOil CHCTEMBI.

Bce mporteccrr, KOTOpble OTKPBIBAIOT OIWMH U TOT 2Ke (ailyi 0a3bl JAHHBIX JIOJKHBI PAbOTATH C
omanMm u TeMm ke FIREBIRD_LOCK. Hecoburomenue 3Toro npasmiia rapaHTUPYeT TOBPeXIeHe (daitia
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6a3bl. [1o 910 MpuIKHe JIydIle HUKOI/Ia He MEHSATh MECTOIOJIOKEHHUE 110 YMOTYAHUIO PA3/IeIAeMbIX
caykebHbIX daiinos. Ecim Bbl XoTHTE 910 CIeaTh — BOCIOIb3YHATECh CHMBOIMYECKAMHA CCHIIKAMY
(yrmmmrel mklink va Windows miam 1n jyis POSIX).

set FIREBIRD_LOCK = C:\mydir\RedDatabase\lockfiles

FIREBIRD_MSG
Karasior, rie naxonurces dair ¢ coobimenusimu cepsepa firebird.msg. OOBIMHO OH HAXOIUTCS B KOD-
HeBoM Karajiore ycranosku cepsepa (B POSIX - /opt/RedDatabase), HO MOXKET ObITh [IEPEOIIPEIESICH
9TOU MEPEMEHHON OKPYKEHUS.

set FIREBIRD_MSG = C:\mydir\RedDatabase\msg

FIREBIRD_TMP, TEMP, TMP
Karamor ¢ BpemennbiMu aitiamMu [2]_. Eciu He 3ajaHbl mapaMeTpbl KOHQUIYpPAIUN
TempDirectories u TempTableDirectory, CYB/l PEJ] Baza /launubix co3maér BpemeHHble (hallibl B
KaTaJjore, 3aJlaBA€MOM IIePeMEHHbIMU OKpy»keHust FIREBIRD_TMP, TEMP, TMP (B sroMm nopsiike), Eciu
HUA OJHA U3 ITHUX I[IEPEMEHHBIX HE YCTAHOBJIEHA, TO 10 YMOJIYAHUIO BpPeMeHHBbIE (allibl CO3/IAI0TCSI
B karasore c:\temp (Windows) miu /tmp (POSIX). Ha Windows nponeccst cepsuca PEJl Basor
JIaHHBIX MCHOJIB3YIOT, KaK ITPABUJIO, CHCTEMHBIN KAaTaJIOT BPEMEHHBIX (hailjioB (C : \Windows\TEMP).

set FIREBIRD_TMP = C:\RDBTEMP

LC_CTYPE
Ycranapiaupaer cucreMuyio koaupoBky (cm. UNIX-yruinury locale). OHa CYMTBIBAETCS DU 3AILYCKE
cepBepa U yTHJIUT U UCIOJIB3YeTcs Jisi KOHBePTHpOoBaHus cucreMHoil koguposku B UTF-8 (manpumep
PA3IMIHBIX IyTel).

export LC_CTYPE=ru_RU.UTF-8

ISC_MSGS
BagaéT mosHbI My Th K (aiiry firebird.msg. OGBIYHO OH HAXOUTCS B KOPHEBOM KATAJIOTE YCTAHOBKH
cepsepa (B POSIX - /opt/RedDatabase).

set ISC_MSGS = C:\mydir\RedDatabase\msg\firebird.msg

ICU_TIMEZONE_FILES_DIR
Bamaér myTh K nanke ¢ daillaMu, KOTOPbIe COJEPKAT aKTyaJbHble JacoBble Hoszca (timezone).
ITo ymourganuio sro Karajgor tzdata B KOpHeBOM Karajore ycraHoBku cepsepa (B POSIX - /opt/
RedDatabase/tzdata).

export ICU_TIMEZONE_FILES_DIR = /mydir/RDB/timezone

ISC_PATH
3amaéT myTh K KaTaJory 0a3bl JaHHBIX 110 YMOJIAHUIO JJIsT aBTOMATHIECKOTO MOJKIIOUEHNS Ha YIa-
JIEHHOM CepBepe.

B meit yka3piBaeTcs MOTHBIN IyTh K Hy’KHOMY KaTaJIOTy, BKIIOUas UM XOCTA.

Ecim IIepeMeHHad 3a/laHa, MO2KHO OTKPbIBATb 6a3y JaHHDBIX oe3 YKa3aHus IIOJIHOTO ITYTH.

set ISC_PATH = localhost:D:\Databases
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VISUAL, EDITOR
Ilepemennbie myst paboTel B isql.

B mux ykaszbiBaeTcss KOMaH/a BbI30Ba PEIAKTOPA WU MOJHBIN MyTh K PEJAKTOPY, KOTOPBIH OTKPbHIBa-
ercs JUist KoMaHapl edit; B isql.

ITo ymosrganuio - vi B POSIX u Notepad B Windows.

export EDITOR = kate

ISQL_HISTSIZE
Ilepemennast st paborsr B isql.

B unTepakTuBHOM pexkmme paborhl isql mcropusi komanz mumercs B dair. [lo ymomuanuo makcu-
MaabHBIN paszmep uctopun orpanmder 1000 crpok. I3MeHHTH 9TO OrpaHHYeHHE MOXKHO C IIOMOIIBIO
9TOIl mepeMeHHo# cpeabl. B makeTHOM pekuMe UCTOpUS HE MUIIETCS.

set ISQL_HISTSIZE = 2000

ENV_AUTH_CERT_ALTIAS
Anmac ceprudukara moab30BaTeNA A Ay TEHTHMUKAIMA HA KJIUEHTE.

Ecim annac CepTI/ICbI/IKaTa fABHO He 3a/laH IIPpU ITOAKJJIIOYCHUUN K basze JAaHHBIX Yepe3 KJINEHTCKOe ITPpUJIO-
2KeHue, To OH MOXKeT OLITHL CUMTAH U3 3TOH HepeMeHHOﬁ.

Ycranasnusaercs B nape ¢ ENV_AUTH_STORE_PIN (eciu PIN HeoGxomum).

set ENV_AUTH_CERT_ALIAS = test,Test Center CRYPTO-PRO,143dd54900020002b231

ENV_AUTH_STORE_PIN
PIN (mapoJib 3aKPBITOTO KJII0Ya), €CAU OH HEOOT00UM JJIsl IIOJIYYCHUS 3aKPBITOTO KJII04a cepTH(hUKATA
[IOJI30BATEIIs I ayTeHTU(MUKAINYA HA KIIUEHTE.

VcranasiauBaercs: B mape ¢ ENV_AUTH_CERT_ALIAS.

set ENV_AUTH_STORE_PIN = 123456

RDB_0ID_TOKEN
Token st ayTerTHdUKAIMNA IO TIPOTOKOJIY OpenIDConnect.

Ecnu Token He 3ajaH Py NOJKIIIOYEHNN K 0a3€e MaHHBIX Yepe3 KJIMeHTCKOe IPHUJIOXKEHNEe, TO OH MOXKeT
OBITH CYMTAH U3 TOI IIepeMeHHOiA.

set RDB_OID_TOKEN = "<Token>"

6.14.2 CiyxkebHble (paitiabl

s padorer PEJL Baser /larabix MoKeT TpebOBaThCsI JIOCTATOYHO OOJIBIIOE ITPOCTPAHCTBO HA JUCKE
JITsl pa3MeITeHnsT BDEMEHHBIX U CJIyKeOHBIX (dailioB.

B ocHoBHOM, cymmapHBIii pa3mep pasjelsieMbix ciiykebubix daitio CYBJL PEJ/l Baza /lanubix He
[IPEBBIINAET COTeH MerabaiT — eaunun ruradaiit. Jloctarouno HaaéKHast OlEHKA CBEPXY — OT ISTH JI0 JIECATH
rurabaiT.

Bce cirykebubie daitsibl pazmeriaiores B ojHoM KaTasore. s Windows sTo kartasor C: \ProgramData\
reddatabase, a jys1 POSIX — /tmp/reddatabase. JlocTyn K 9TOMy KaTaJjory orpaHunden pasaMu GpaitsioBoi
CHCTEMBIL.

Bce ciyxebubie n Bpemennsnie daitiet CYBJ/L PEJ Basa /lanubix ucnosnb3yor mpedukcst rdb_ win
rdbUUCTI0_, rue YACTO — cokpaménubiii Homep Bepcun (50).
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B kareroputo ciayKeGHBIX BXOaAT aiiiabl MeHe pKepa 6iaokupoBok (lock manager), mannble Tabuui
MOHUTOPHUHTa, Oydepbl COOBITHII U CECCHiT TPACCUPOBOK, TaK>Ke HEKOTOPBIE ApyTue (Dailyibl, BKJIOYAS CIIEIH-
aJbHbIe ailIbl-darn HyJIeBOro pa3mepa.

®Daitabl MeHeIKepa BJIOKUPOBOK
Havasbubiii pazmep daiiioB Menemkepa 60kupoBok (npeduke rdb_lock_) 3aIaércd napaMeTrpoMm
LockMemSize. ApxurekType SuperServer TpeOyeTcsi XpaHUTb B 9TOM aiijie MEHbIe JaHHBIX, IeM
apxurekrypam Classic u SuperClassic. Tunmanbiit pasmep JgokdaiioB Haxonurcs B mpegenax 20-150
MB, HO npu GoJibIlIOM KOJIMUecTBe MOAKJO4YeHuil, B apxurekrypax Classic u SuperClassic, pa3zmep
JIOK-(pailjia MOXKeT MPUOJIMKATHCS K JIBYM rurabaiitam.

JIok-daitn co3maéTes nMpu OTKPLITHE (afina 6a3bl U yaaaseTcss Ipu ero 3akpuiTuu. 11o ymosrdanuio
dait 6a3bl 3aKPHIBACTCS MOCTIE OTKJIIOUYEHUH TIOCIeIHer0 KinenTa, Ho Haunaas ¢ PEJL Bazwr Jlanabix
3 MOXKHO yCTAHOBUTH «BpeMs yjaepxkanugy (linger time) DDL-komanmoii.

DaiisTbl TaGUI MOHUTOPUHTA
Bce Tabiuiel MOHUTOPHHTA (BUPTYaJIbHBIE) 3allOJIHSIOTCS [IPH IIEPBOM OOpalleHny K JII000# U3 HUX U
COXpaHEHHBIE JIAHHBbIE HEe MEHSIFOTCSI JI0 3aBepIIeHUs TPAaH3aKINi. PasMep «CHUMKOB» TabJIMI] MOHUTO-
punra (upedukc rdb_monitor_) 3aBUCUT OT IIPUJIOKEHHUSI, €M0 AKTUBHOCTU U OT KOJIMIECTBA O0paIie-
HUl K Tab/ImMIaM MOHUTOPUHTA U3 PA3HBIX IOIK/IIOYEHU 1 TPaH3aKIUiA.

®DaiisTbl TpacCUPOBKU
QPaiin rdbUUCII0_trace COMEPKUT «CCHUIKY» HA aKTUBHBIN (aill ¢ mHpoOpMaIueir 0 ceaHcax TPacCH-
POBKHU.

Qaitn ¢ npedurcom rdb_trace_ couep:KUT UHAOOPMAIUIO O CeaHCaxX TPACCUPOBKHU. Takmx daii-
JIOB MOXeT OBbITh MHOXECTBO, HO <«aKTHUBEeH» Oyjer TOJbKO ojuH u3 Hux. Dailnbl ¢ npedurcom
rdb_trace. — Oydepsl ceccuit TpaccupoBkm. X MakCHMAaJIbHBIA pasMep OTpaHUYEH HapaMeTpPOM
MaxUserTracelLogSize. Ecin kimeHT He ycneBaeT BBIYUTHIBATD JAHHBIE, TO IO JOCTUXKEHUU IIPee-
aa (10 MB 1o ymon4anuio), TpacCupOBKa aBTOMATHYECKH IIPUOCTAHABIMBACTCS.

®Daitabl cCOOBITHUI
Daiiibl ¢ npedurcom rdb_event_ mpencraBiisiior coboit Oydepbl, XpaHsIIye HeJ0CTABJIeHHbIE COOBITHS,
€CJIU TIPWIOXKEHNE Ha, HUX IOJIIHACAHO.

®@aiisbl K3I11a COIIOCTABJIEHNS UMEH
Qaitn rdbUUCJI0_user_mapping HCIOJIb3yeTCs I yIPAaBICHUS KIIIIEM CONOCTaB/IEHUsI IMEH B IIPOIIEC-

cax CYB/I PE/I Bazwr Jlanubrx.

Daiisb1 piiaru
B POSIX-cucremax JIOMOJHUTENBHO UCIOJB3YIOTCH ClielUaJibHble (bailyibl-(byiaru HyJIeBOrO pasMepa
— fb_rename_guard, rdb_init u rdb_port_HOMEP. OTu dailisl TpeOyioTcs Ipu 3aIrycKe MPOIECCOB
CYB/I PEJl bBazbr JaHHbIX.

6.14.3 BpewmenHble dailirbl

MecrononoxKeHne BpeMeHHBIX 0OBEKTOB (KPOME JIAHHBIX BPEMEHHBIX TabJuI 1 6J000B) yIpaBJIseTcs
napamerpoMm koHdurypamnun TempDirectories, a Takxke napamerpom TempTableDirectory (,QJIH JIAHHBIX
BPEMEHHBIX TabJuIL 1 6J1060B).

Ecisin Kakoi-10 u3 91X mapamerpoB (min 06a) He 3a/J[aH WM YKa3aHHBIA KATAJIOr HeJOCTYyIIeH, OyIer
UCIIOJIH30BAH KATAJIOr U3 [EePEeMEHHbIX OKpy2Kenust FIREBIRD_TMP, TEMP, TMP (B 9TOM HOpPSIJIKE).

Eciu Hu onHAa W3 9THUX IEpEMEHHBIX HE YCTAHOBJIEHA, TO 10 YMOJIYAHUIO BpeMeHHBbIe (hallyibl co37a-
1orcst B kKarasiore C:\temp (Windows) wiu /tmp (POSIX). Ha Windows nponecc(ni) cepsuca RedDatabase
UCIIOJIB3YIOT, KAK IIPABIJIO, CUCTEMHBINH KaTajor BpeMeHHbIX (aitios (C:\Windows\TEMP).

IIpedukcer BpeMeHHBIX (DailIoB:
e rdb_table_ - jaHHbIe BPEMEHHDBIX TAOJINIL;

e rdb_blob_ - JaHHBbIE BPEMEHHBIX OJI000B;
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e rdb_undo_ - undo-Jyoru;

e rdb_recbuf_ - Kam Kypcopos;

e rdb_merge_ - X3UI-COCIUHEHUST;

e rdb_sort_ - GJIOKH COPTUPOBOK;

e rdb_tpc_ - HOBblE PEXKUMBI U30JISIUU B TPAH3AKIINAX;

e rdb_snap_ - CHUMKH, COIVIACOBAHHBIC IO YTEHUIO JJI PA3HBIX HOMKJIIOYEHUIT.
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['naBa 7

PexomMmennamum mo 0e3omacHOI

Hactpoiike CYDB/I

7.1 OOiue peKoMeHaaIu

e IIposepsiite akTyansHOocTh Bepcuu CYB/]

Komnanusg "PEJL CODPT" nocrostaro paboTaer HaJI, yIydIIeHHEeM KadeCTBa CBOUX MPOJYKTOB, ITOITOMY
PEryJISIPHO BBIIIYCKAIOTCST HOBble COOPKM, KOTOPBIE UCIPABJSIIOT MMEIOIINECS ONUIMOKM, YIYUIIAIOT IIPU-
KJIaHOM (DYHKIIMOHAJ UJTH JIO0ABJISIIOT HOBBIE BO3MOXKHOCTH TI0 MCIIOJB30BAHUIO. PeKOMEH/IyeMble BEpCUH
nybmukyiorcs na caiite PEJL Baser lanusix: RedDatabase.

e BriGupaiiTe npaBuibuyo apxurektypy CYB/I
CyIrecTByeT deTbipe pas3jindHbIX B3aNMO3aMEHSIEMbIX ApXUTEKTYDbI cepBepa

— ClassicServer — oauH IpoIece Ha OJHO COSIMHEHNE; TOIIEP>KKa MHOTOIIPOITECCOPHBIX MamuH. [loaxo-
JIAT JIJIsT MOITHBIX cucTeM ¢ HeckoJbkuMmu LIITY u 6osnbmmum kommaectsom O3Y. JlanHast apXuTekTypa
HE BBI3BIBAET OTKA3 B OOCIYXKWBAHUM BCEX KJIHEHTOB IpH €OOE OHOIO CEPBEPHOIO IMPOIECca, W Kak
ciejicTBre H60JIee HaJIEXKHA.

— SuperServer — Bce COeIMHEHMS UCIOJIL3YIOT OJIWH IPOIECC, MEHbINNE TPeOOBaHUS K MAMSITH IIPU
GosbIiemM GBICTPOsIEHiCTBIN; 1711 MHOTONIpOIneccopHbix MamuH (10 PEJT Bassr JlaHHBIX 3 /17151 OZHOIIPO-
[IECCOPHBIX). DTO KOMIIAKTHAS U BBICOKOIIPOM3BOJUTEIbHAS BEPCHsl JIJIsi BCTPAUBAHUS B PACIPOCTPa-
ustemoe I10.

— SuperClassic Server — onuH mporecc, HO CBOM ITOTOK Ha KaKj1oe coenHenne. KoMOuHAIMS JIy d11ero
ot SuperServer u Classic. UneaapH0 MOAXOAUT JJIsi BUPTYATU3AIIAN.

— Embedded (scTpanBaemasi) Bepcust — BeCh JIBUXKOK COJEPXKUTCS B OJHON GMOIMOTEKE ¢ UMEHEM KJIH-
€HTCKOIl OHOJIMOTEKU CcepBepa, MUIEAJBHO IMOAXOIUT JJIsi OJIHOIIOJBb30BATEIbCKAX CHCTEM, HE Tpebyer
nHcTa LA B Windows.

Eciiz BBl He 3HaeTe Kakasi apXUTEKTypa MOAXOAUT UMEHHO BaM, TO UCHOJIb3yiTe Super Server. Ilosmnee
BBl CMOXKETE U3MEHUTHh apXUTEKTYPy cepBepa.

° 3aIJ_[I/ITI/ITe KaTaJjiorn

[IpaBupHO HacTpoiiTe TIpaBa JIoCTyIa K Kartajoram, rie pasmernaercs cama CYBJI, 6a3bl JaHHBIX, KOH-
duryparnuonnbie daiyIbl 1 KYPHAJILI ayIATA.

JIr060i#1, KTO mMeeT MOCTyI K (DAilyIOBO#l cucTeMe Ha ypPOBHE YTEHUS MOXKET cKonupoBarh B/l u m3Biedn
Bee janHble u3 Heé. JI100oi, KTo NMeeT IIpaBa Ha 3allUCh MOYKET YHUITOKUTH HH(POPMAIIHIO, ITOJIMEHUTH ee
win caesnark BJI Heunraemoii. Kak mpaBujio, TOJBKO IPOIECC CepBepa J0JIXKEH UMEeTh JOCTYII K (paiiiaM u
karajoram. [losb30BaTe M He JIOJKHBI UMETh JOCTYIIA JlaXke HA YPOBHE TOJIBKO jjis drenus. OHu OyIyT
BBINIOJIHATD 3arpockl K B/l gepes cepsep, a cepBep rapaHTUPYET, UTO MOJH30BATENH IOJIYIAIOT TOJIHKO
DPa3peIIeHHbIil THII JTOCTYa K KAKIM-IT00 00beKTaM B Oa3e JTaHHBIX.

IIpaBa ma xarasor ¢ CYB/l u kouduryparuontbie ailyibl HACTPANBAIOTCS ABTOMATHIECKN WHCTAJIJISTO-
pom. Ux Biagensiiem cranoBurcs root. Ho daier firebird.log, *.fdb, rdb_guard mocTynHBI Jist
3alMCU 10JIb30BaTe o reddatabase:reddatabase.

Braanesnbrem karasiora ¢ 6a30i JaHHBIX U C KypPHAJIAMU AyAATA JOJZKEH OBITH MTOJB30BATE/b, OT UMEHU
KOTOPOro 3amyckaercs cepsep (B Linux o ymosrganuio 31o noab3osareisb firebird: firebird, B Windows
- System). TobKO BIIaJEIIBILY KATAJIOTa NOJKHBL OBbITH IIPEIOCTABJIEHBI [IPABa Ha 3aIUCh U YTCHUE.

e JlenaiiTe peryJjsipHble KOIUU

PezepBHOe KOTTMpOBaHNE HEOOXOIUMO JIIsT BOSMOXKHOCTU OBICTPOrO M HEJIOPOTOTO BOCCTAHOBJIEHNS MH(MOP-
Maruu ([I0JIb30BaTeLCKUX 6a3 JaHHbIX, 6a3bl qanubix 6esonacaocru CYBII, kondurypanuonusix daitios
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nacrpoexk CYBJI, xxypuasos ayaura CYBJI) B ciryuae yrepu paboueii Koy nadOpMaIyi 1o Kakoi-amu6o
[IpUYAHE.

HepI/IOﬂI/I‘{HOCTL PE3EPBHOI0 KOIIMPOBaAHUSA OIIpeaesIdAeTCd NCXO/Id U3 Ba>KHOCTU XPaHUMBIX JTaHHBIX. ﬂJIH
I/IH(bOpl\/IaLLI/II/I I/IMGIOHJ,GP’I OCO6€HHyIO IMEeHHOCTb IIePUOJUIHOCTD JTOJIZKHa OBLITL HE pexe 9eM 1 pa3 B CYTKH.

Yrmwimra Nbackup, Bxojsmas B KomiuiekT rnocraBku CYBJI, mozsosisier co37aBaTh pe3epBHbBIE KOIIHH,
BOCCTAHABJINBATH M3 PE3EPBHBIX KOMUI M JIOMOJHUTEIHLHO MO3BOJISIET CO3AaBAaTh MHKPEMEHTHbLIEC KOIIMH U
BoccTaHaBInBaTh u3 Hux b/l NHKpeMeHnTHAs pe3epBHAast KOMUsSI COAEPKUT TOJHKO M3MEHEHUsT CO BPEMEHI
CO3/TaHUS OIIPE/IEIEHHOI, paHee CO3IAHHON pe3epBHOiT Kommn. Nbackup mo3BoJisieT 6JI0KIpOoBaTh (aiti 6a3bl
JAHHBIX U MOYXKET PabOTaTh ¢ AaKTUBHOM 0301 JaHHBIX, HE MEIas MOIK/IIOTIEHHBIM K Heil TOIb30BATEISIM.
CozanHast pe3epBHast KON 0a3bl JAHHBIX BCEra OyIeT 0To0pazkaTh COCTOsiHuE 6a3bl JAHHBIX Ha MOMEHT
HavaJja CO3JaHus pe3epBHOI Konuu. Ecjin BBl UCIOJIb3yeTe MHKPEMEHTHOe KOIMpOBaHMe He 3abbIBaiiTe
MIePUOIUIECKH Jle/IaTh MoJiHbIe Kormu B /1.

TunUIHBI TOPSAIOK CO3MaHUA PE3EePBHON Konun: BJIOKNpoBaTh 6a3y JAaHHBIX ¢ IMOMOIIBIO apaMerpa -L
(Lock):

nbackup [-U <mompsoBaTens> -P <mapoms>] -L <6a3a_zmaHHHX>

CozaTh pe3epBHYIO KOIUIO, C2KATh (Dailil 6a3bl JAHHBIX, HCIIOJIb3Ys JIOObIE JPyrue IporpaMMbl.
IIpocToe xommpoBanue (aitaa TakKe JOMYCTHMO.

PasbimokupoBars 6a3y maHHBIX ¢ moMoIIb0 nmapamerpa -UN (UNlock):
nbackup [-U <mompsoBaTtens> -P <mapomnb>] -UN <6a3a_maHHEX>

Boutee 110/1po6HO 06 UCIIOIB30BAHUN YTUJINT PE3EPBHOIO KONMPOBAHUSI MOXKHO IIPOYUTATH B TJIaBe YMmu-
AUMDL KOMAHOHOT CMPOKU.

HacrpoiiTe perimkamuio

Perntukanus npegnasnadena /st oOecriedenns MOBBIIIEHHO 0TKA30yCTONINBOCTH B CIydae IOBPEXK IEHUs
dusuteckoit CTpyKTypbl aitiaa 6a3bl JAHHBIX, BHI3BAHHON TEXHUIECKUM cO0eM 000PY/I0BaHNUsI, TPOrPAMM-
HbIM cO0eM oneparmoHHoil cucrembl uim camoit CYB /1. Periukariust — oHa 13 TEXHUK MACIITAOUPOBAHUST
6a3 manabix. OHA [MOIPA3yMEBAET MEPEHOC JIFOObIX M3MEHEHU JIAHHBIX B PEAJIBHOM BPEMEHU C OCHOBHO-
ro pabovero cepsepa Ha OJWH WJIM HECKOJIbKO DPE3EPBHBIX CEPBEPOB, TAPAHTHUPYs, TAKHM 00pa3oM, UX
UJIEHTUYIHOCTD C TOYKU 3PEHHs XPAHANINXCS HA HUAX JAHHLIX. B Iporecce MOJKJIIOYEHNS K OCHOBHOMY
cepBepy IIPOBEPHAETC HAJIMYNE U JOCTYIIHOCTh PE3EPBHBIX CEPBEPOB, IIOCJIE YEro YCTAHABINBAETCS C HUIMU
TIOCTOSTHHOE coesinHenHue. JI1o0bie ceTeBbie TPObIEMBI C JAHHBIM COeJMHEHNEM, OOHAPYKEHHDBIE B IIPOIIECCe
PeIUINKAIINY, CINTAIOTCA CO0EM pe3epBHOro cepBepa. HacTpoiika cucTeMbl peIIMKAIY [TPUBEICHA, B TJIaBe
Penaurauyus.

3amnyckaiite CYB/I or nMeHr HECMCTEMHOTO MOJb30BaTEJIs

Ha Unix-iogobueix cucremax, CYB/I o0bIYHO y2Ke 3allyllleHa OT MMeHH I10Jib30oBarejiss reddatabase 1o
YMOJTIYaHHIO, & HEe root.

Ha Windows mnardopmax Takxke Heobxomumo 3amyctuThb ceppuc CYB/I 1o/ 3a1aHHOl yUeTHON 3aIiChI0
(manpumep, reddatabase). Ha npakTuke 3aiyck ciyKObl OT MMEHH NOJIb30BaTess localsystem mpen-
CTaBJIeT yrpody 6e30macHOCTH, TeM Oosiee ecIu Ballla CUCTeMa MTOJIKJI0YeHa K cetn VHTepHeT.

He coszpaBaiiTe mosb3oBareabckue B/I or mosnb3oBaTedsisi sysdba

IMomw3oBarens sysdba - 9T0 aKKayHT ¢ IMOJIHBIMHU [TPABAMU JIOCTYIIA JiIsl BCeX Bamux 6a3 jgaHHbIX. Ero
[1apoJib JIOJI?KEH OBITh M3BECTEH TOJIBKO HECKOJBKHUM JIOBEPEHHBIM aJIMHUHHCTpaTropaM. He ucrosb3yiiTe
9TOr0 CyIEep-TI0JIb30BaTe s JJist peryaspuoii padborel ¢ BJI. BmecTo sToro, cosmaiite ydeTHbIE 3amucu
MOJIb30BaTe el 1 HaJeIuTe UX HeOOXOAUMBIMU ITPABAMU.
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7.2 Pekomenaanum mo Hactpoiike CYB/I

e Cwmenure maposib SYSDBA

Eciu BBI emmie He ciesiain 9TOrO Ha STAIe YCTAHOBKH, CMEHUTE MMapojb aJMuHuCTpaTropa sysdba. s
9TOro UCHOJL3yhTe onepaTop SQL:

ALTER USER SYSDBA PASSWORD '<mapoxab>';

e Ncmoan3yiiTe nceBaouuMbl ajisi B/1

B kouduryparmonnom daiiie databases. conf MOKHO COIOCTABUTD peasibHbIM yTh K B/l 1 crienmaibHbIi
[ICEBIIOHUM, 9TOOBI 3aTEM UCII0JIH30BAThH 0OJIee KOPOTKU U yIOOHBII IICEBIOHUM J[jist OOPAIEHUs K HY KHOMI
basze JAaHHBIX.

WcnonbzoBanne ncepnounmoB B/l mo3BosiseT ckpbiBaTh GU3NIECKOE PACIIOIOXKeHNe 0a3 JAHHBIX OT KO-
HEYHBIX mTojIb30Bareseit. Hampumep, nobasus cTpoky B databases.conf:

personal = C:\DB\WORK\personal.fdb

TonbzoBaresnsy s moakiodenust K b/ 6ymer mocrarouno 3uars ncepionuM Bl - personal.

HCeBﬂ‘OHI/Il\H:I TaK>Ke IIO3BOJIAT BaM Oe3 HpO6JIeM IepeMeniaTb 0a3bl JIaHHBIX, B€JIb KJIMEHTBI ITPOJOJIZKAT
HCIIOJIB30BaTh CBOU CYHIECTBYIOHNINE CTPOKU ITOAKJ/IIOYCHUS.

IlceBmonnMbl HAUMHAIOT PAbOTATH HEMEJJIEHHO KaK TOJBKO ObLIN JI0OABJIEHBI 1 COXPAHEHBI - HET HEOOXO-
JIUMOCTHU B TIepe3arpy3Ke cepBepa.

o I3menurte meron ayTreHTUDUKAIINA
CYB/I PE/I Ba3za /laHHBIX MOIIEPKUBAET CJICAYIONIME PEKUMBI &y TeHTU(DUKAIIIL:

— Bezonacnast naposibaast ayrenTudUKaMs, OCHOBaHHAs Ha IIPOTOKOJIe SRP, MCIOIB3YIONAst aJIrOPUTM
xammupoBanus SHA 171 nepegaan gaunabix: Srp, Srp224, Srp256, Srp384, Srpb512. Ilo ymomwgamuio
HCIIOJIB3yeTCa Srp256;

— DBesonacunas napospHas ayrenTrdUKAIUs, OCHOBaHHAs HA MPOTOKOJEe SRP M MCIOJIBb3YIONas ajJrOPUTM
Argon2id mrs dopmMupoBanus U XpaHenus: BepudukaTopa maposisa: SrpArgon2id.

— Tpamunuonnas (Legacy_Auth) ayrenTudukanus, yHac/ae[0BaHHAS OT UPEIBIAYIIAX BEPCHUI;
— HosepurenbHas (Win_Sspi) ayrenrudukams qyst OC Windows;

— Metom GostPassword obecriednBaeT ayTEeHTU(PUKAIINIO C MCIIOJIH30BAHNEM aJTOPUTMOB MM POBAHUST
u3 kpunrorpaduueckoro miarnsa (Crypto  API);

— Ilnarun Certificate mo3BosisteT ayTeHTUMUIUPOBATH I0/Ib30BaTesell 10 cepruduraram X509;
— Ilnarun VerifyServer mo3BoJisieT KJIMEHTY IPOBEPUTDH CEPTUMUKAT CepBepa;
— JoBsepennas ayrentudukanusa depes mexanusm GSSAPI (Gss).

M3menenne pexkrMa ayTeHTHMOUKAINN TPOM3BOUTCS € IOMOIIBIO TapaMeTpos AuthServer, AuthClient
B Qaiiste Kordurypanuu firebird. conf.

o N3menure CTaH,Z[apTHbIﬁ IIOPT IIOAKJIIOYIEeHUA

Usmenure ums  cepuca  (RemoteServiceName) —wiM — CraHfapTHBIA — [OPT  HOJKJIIOYEHUS
(RemoteServicePort), Koropble OyJIyT HCHOIB30BATLCA Il KJIMEHTCKUX 0a3 JaHHbIX. lI3MeHsdTb
cJIeJlyeT TOJIBKO OJINH U3 9THX IIapaMeTPOB, He 00a cpasy.

RemoteServicePort = 49156

OTH nmapaMerphl IHO3BOJISIIOT YCIOXKHUTH UAEHTU(MUKAINIO 310y MBIIIJIEHHIKOM Balllero CePBEPa B JIOKAIb-
HOIT ceTH.

e 3aIuTUTE cepBEp OT aTakKu mepebopom mapoJieii

ITosm3oBaTesiM MOXKHO Ha3HAIUTD TIOJIUTUKY, KOTOpasd 6y,ILeT OTBE€YaTh 3a MaKCHMaJIbHOE€ KOJINYECTBO
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HEYIAYHBIX MOMBITOK BXOJIA, MOCJIE KOTOPBIX yUeTHAs 3aIllUCh OyJeT 3a0JI0KIPOBAHA.
CREATE POLICY BanPolicy AS MAX_FAILED_COUNT=5;

IIpu 3azanHOit 1yiHe 1 HAOOPE BO3MOYKHBIX CHMBOJIOB TDYJIHEE BCEIO B3JIOMATh MAPOJIU B BUJIE CTPOKHU
caydaiiHbIx cuMBoI0B. OHE TOCTATOYHO JIOJITO BBIAEPKUBAIOT aTaKy MOJHBIM I1epe6opoM (13-3a BBICOKOM
SHTPOINHN), HO UX U TPy/Hee Bcero 3anoMuuTh. Cozpaiite MOJUTUKY 6e30IaCHOCTH, KOTOPasd HE IIO3BOJIUT
I10JIb30BATENISAM HCIIOJIb30BaTh IIPOCThIE IIaPOJIU.

— PSWD_NEED_CHAR — MUHUMAJIbHOE KOJUIECTBO OYKB B IIAPOJIE;

— PSWD_NEED_DIGIT — MHUHUMAJIbHOE KOJUIECTBO (P B TAPOJIE;

— PSWD_NEED_DIFF_CASE — TpeboBaHUe HCIOIL30BAHNS PA3INIHBIX PETUCTPOB OYKB B IAPOJIE;
— PSWD_MIN_LEN — MuHUMAaJbHAA AJIMHA IIapOJIs;

— PSWD_VALID_DAYS — cpok JeiicTBus IapoJis;

— PSWD_UNIQUE_COUNT — KOJIMYEeCTBO IIOCJICJHUX HE IHOBTOPAIONIUXCA I1apOJICii;

CREATE POLICY PasswordPolicy AS PSWD_NEED_CHAR=7,
PSWD_NEED_DIGIT=5, PSWD_MIN_LEN=12, PSWD_NEED_DIFF_CASE=true,
PSWD_VALID_DAYS=30, PSWD_UNIQUE_COUNT=3;

Byner cosmana mouTuKa KOTOpPAasi, 3alIPETUT UCIIOIBL30BAHUE MapoJiell JJIMHOI0 MeHee 12 CUMBOJIOB, T/
JIOJIZKHO ObITh He MeHee 7 OyKB u b mudp. JLoJKHBI MCIIOIB30BaThCsd OYKBBI B pa3HoM perucrpe. Cpok
naetictBud maposd 30 qHel. 3 moceIHIX TapoJIsd He JIOMZKHBI TOBTOPAThCA. HazHaubTe MOJMTUKY TIO/TB30-
BATEJIO0 U CMEHUATE €My MMapoJb. [lomnTuka T0IKHa TPUMEHUTHC.

o KoHTpOJMpYiTEe aKTUBHOCTD I10OJIb30BaTEJI€i

A iMuHUCTPATOPBI MOTYT BJIQJIETh HEAKTYAJIBbHOM HH(MOpMaIineil 06 HCIOIb3yeMbIX yIeTHBIX 3amucsX. 11o-
JIe3HO OJIOKMPOBATH TE€ Y4YETHBIE 3aIMCH ITOJIb30BaTeNel, KOTOPhle He HCIOJb3YIOTCS IIPOJIOJIZKNTEIHHOE
BpeMsl.

CREATE POLICY AccPolicy AS MAX_UNUSED_DAYS=45;

By,ILeT CO3/1[aHa IIOJIMTUKa, KOTOpad 3&6.HOKI/IpyeT Y49€eTHYIO 3allUCh IIOJIb30BaTeJ/Id ITOCJIe 45 JHeln 663ﬂef/'1-
CTBUA.

o KoHTpo/upyiiTe 1eJJ0OCTHOCTh Bamux ¢paitjios

KouTposb 3a daiinamu cepBepa 03HAYAET, YTO JJId BCEX KPUTUUECKU BaKHBIX (hailiioB cepsepa (GuHap-
uble daitnbl, daitiel kKorduUrypanum, 6asa TaHHBIX GesomacHocTn security5.fdb u T. 1.) MOXKeT GBITH
BBIUKCJIEH W IPOBEPEH X3III.

Jlst rerepanuu xa1eit ucrnosb3yercs yruinta hashgen, Bxossmmas B komiuiekT noctasku CYB /1. ITpumep
UCIOJIB30BAHMUs YTHINTHL hashgen:

hashgen generate -S 32801 ../firebird.conf > hash.sign

DToit KOMaHJIO creHepupoBaHa u coxpaneHa B ¢aita hash.sign KoHTpoJbHas cymma firebird. conf.

s Toro, 9T00BI BKJIIOYNTH KOHTPOJIB IEJIOCTHOCTH (HailjIoB cepBepa, HEOOXOIMMO yKa3aTh uMs daiiia,
COJIEPKAIIEI0 KOHTPOJILHBIE CYMMBI (X3I1H) 3a1iuinaeMblx hailjioB ceppepa B KOHMUI'YpArMOHHOM baiijie
firebird.conf. Mg sToro daitra 3amaerca napamerpom HashesFile:

HashesFile = hash.sign
Ecnn 3aaH0 3HaUeHne 3TOrO rapamMeTpa, TO KaXK/Iblil pa3 IIPH 3allyCKe CepBepa M PEryJIsIPHO B IIPOIIECCe

paborst CYB/I B coorBeTcTBUN cO 3HadeHneM napamerpa IntegrityCheckInterval daiiia koudurypa-
nuu firebird.conf, NIPOUCXOAUT IIPOBEPKA IEJIOCTHOCTH (hailyloB cepBepa.
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7.2 Pexkomenmarun mo nacrpoiike CYBJI

IntegrityCheckInterval = 10

Paz B 10 cexyns cepBep O6yner npoBepsith B/l security5.fdb. Ecau xsmm npu npoBepke He COBIAYT, TO
CYB/]I nomnbiTaercsi mpeKpaTuTh padboTy OE30MaCHBIMU CpeacTBaMu. KoJiMaecTBO MOMBITOK 0e3011acHOTO
pekparnenusi paboThl 3a7aercst mapamerpom IntegrityShutdownAttempts:

IntegrityShutdownAttempts = 2

o OO6ezimuuBaiiTe maMsaTb

ITapamerp MemoryWipePasses daiina kondurypanun firebird. conf ucrnosbp3yercs 11t HACTPONRKU HEOD-
XOJMMOCTH U METO/[a 00E3IMINBAHUSI OCBOOOYKIAEMON CEPBEPOM OIEPATUBHOM MAMATH U JIUCKOBOTO IIPO-
CTPAHCTBa. JHAYEHUE 110 YMOJMAaHWIO paBHO 0, 9TO 03HAYAET, YTO O0E3JIMIUBAHUE ITAMSITH OTKJIIOUYEHO.
Bosmoxkuble 3navuenus:

— 0 — obezuuuBaHUe HE ITPOUCXOJINT;
— 1 — upoucxoaut oOHYyJIEHUE AMATH;

— >1 — npoucxoaut yepenopanue 3amnucu 0xFF nu 0x00 B 0cBOOOXKIaeMyIO MAMSATh, HOCIEIHUI TPOXO
IIPY 9TOM B JIIOOOM CJIyvae 3amo/THsIeT OJI0K HYJISTMH.

s OpICTpOI OYUCTKY ITaMaTh ycranoBure MemoryWipePasses = 1.
¢ Bkuirodute ayauT coObITHU

Aymur cobbiTnit peasm3oBaH Ha ocHOBe 1utarnHa FBTrace. CpescTBa ayauTa MO3BOJISIOT CEepPBEPY OTCJIE-
JKUBATh U 3aIlUCBIBATH B JIOr-(aiiljibl Takue cobblTus: coequnenns u orcoepunenus or BJ1 (cosmanusa u
yaasnenust B1), onepanun DML u DDL, BbinosHenre XpaHUMBIX IPOLELYD U T.J. 3aIlKCh B JIOT IJId KarK-
qo#t koukperHoit B/l HaunHaeT BeCTHCH ¢ MOMEHTA IMOJKJIOYEHUs] K HEH W JI0 MOMEHTa OTCOEMHEHUS
OT Hee WJIN ee YJAJEHUs. PerucTpupyrorcst cOObITHsI, 3aBEPIIUBIINECT KAK YIAYHO, TaK W HeyJIadHo (¢
ormubKoit).

Ceccuio CHCTEMHOTO ay/uTa 3aIyCKaeT caM cepBep. DTO 03HAYAET, 9TO HET HEOOXOIUMOCTH B3aUMO/IEl-
cTBUs ¢ nosIb3oBaTeseM. CoOBITHSI, KOTOPbIE OYJIyT OTCIEKUBATHCS B ITOHM CECCHU, 3a/IAI0TCS B KOH(UTY-
paruoHHOM baiijie ¥ YATAIOTCS DU CTAPTe CECCUM.

QPaiin ¢ mabsionom HacTpoeK fbtrace.conf HAXOIUTCSA B KOPHEBOM KATAJOTE U COJEPIKUT CITMCOK OTCJIe-
JKUBAEMBbIX COOBITHI U yKa3bIBAET Pas3MelleHre JIONOB TPACCUPOBKHU JIJIsl KaXK0I0 COOBITHS. DTO MO3BOJIS-
€T JIOCTATOYHO I'MOKO HACTPOUTH IMapPAMETPhI ayIUTa PA3JIMIHBIX COOBITHIA JJisi JIF00OW 0a3bl JAHHBIX, IPU
9TOM JIOTUPOBaHUE OyJI€T OCYIIECTBIISITHCA B OT/IEJIbHBIE (DailjIb.

ITo ymonuanuto ayauT BbIKJIOYeH. J[jist BKIIOUEHUsT ayuTa HeOOXO[INMO U3MEHUTh B KOH(MUI'YPAITHOHHOM
daite fbtrace.conf nmapamerp enabled. Paiir KOHPUTYpaAIUKA TEPEIUTHIBACTCS JJI KAYKIIOTO MTOIKITIO-
YCHUS.

o Hcmoab3yiiTe mudpoBamue

B CYB/I PE/I Basa JIaHHBIX CyIlIeCTBYeT BO3MOXKHOCTH 3aIllM(PPOBATh JaHHbIE XpaHUMBbIE B 6a3€e JaHHBIX.
He Bech daiinn 6a3bl JaHHBIX MUGPYETCS: TOJBKO CTPAHUIILI TaHHBIX, HHIEKCOB U blob.

Y066 csresiaTh mudpoBanre 6a3bl JAHHBIX BO3MOXKHBIM, HEOOXOIMM TLTAruH mudpoBaHus 6a3bl JaAHHBIX.
PEJI Baza /laHHBIX He IPEIOCTABJSET TAKOW TJIATWH; €0 MOYKHO HAIMCATbH CAMOMY WJIU MOJYYUTH Y
CTOPOHHUX Pa3paboTInKOB. CyecTByeT BO3MOXKHOCTh TOJIBKO €r0 MOJKJIIOYATH U BOCIIOIH30BATHCS WM.

Sarem Bbl MoxkeTe 3ammmdpoBaTh CBOO 0a3y JaHHBIX C TOMOIIBIO CJIEIYIOIIEeH KOMAH B

ALTER DATABASE ENCRYPT WITH <umsa mmaruwaa> [KEY <uMsa ximoda
mudpoBaHUT>]

Taxxxe B CYBJl PEJl Baza [lanubix ecTh 3ammnra KaHaja mnepegadn gaHHbX. [lapamerp WireCrypt
YCTAHABJIUBAET, CJEAyeT Ju mudpoBarh cereBoe coejuHenre. OH MOXKET NPUHUMATH TPU BO3MOXKHBIX
3Havenns: Required, Enabled, Disabled. Ilo-ymosrganuio ycraHoB/I€HO, YTO HIH(POBAHUE SBIIAETCS
obsi3aTebHBIM (Required) jist OAK/IOYEHHMIT, OCTYHAIOMINX HA cepBep W BK/OYeHHBIM (Enabled) s
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7.3 HuanuaenTs 6€301aCHOCTH

TIOJTKJTIOUEHU, UCXOSAIINX C cepBepa.

(] HSy'—II/ITe AOKYMEHTaIuIo

Mber1 cozpanu noapobuyio gokymenrtaimio ( RedDatabaseDocs). B meit onucanst Bece He06X0AMMbIE MOMEHTEI
o npasmwibHOMY wucrosb3oBanuio CYB PEJT Baza damusix. IIpounTaiire e€, 3amaiiTe HaM BOIPOCHI
(rdb@red-soft.ru) u naunure ucnosszoBars CYBJI npsmo ceiiuac.

7.3 VIHImaeHTHI 6€30I1acHOCTHI

Omnmcanne TUMOBBIX UHIIAICHTOB NH(MOPMAIIMOHHOI 6€30TaCHOCTH MPEICTABICHO B TAOIUIE HUXKE:

Tabaumna 7.1 — MHnmaenTs 6€3011acHOCTH

NMununenT

Criocob6 obuapy2keHus

Mepsbl pearupoBaHUus

HecanknuonupoBaHHbIif
JOCTYynm K 0a3e  JaHHBIX:
U3MEHEHUe, yJaajeHne Win
KOIMPOBaHME JAHHBIX

[TosiBienne B ayaure coOBITHH C TIpe-
dukcom UNAUTHORIZED.

OmnpenesieHne 1O COOBITUSM &y U~
Ta JIOTWHA TOJb30BaTe s, [P-anpeca
y37a, Ha3BAHUA [PUJIOKEHUS Ha-
pyumTesisi. BoIsBIeHIE CKOMIIPOME-
TUPOBAHHBIX JIAHHBIX II0 TEKCTaM
SQL-3ampocoB 0T 3TOro MOJIB30BA-
TeJisi. 3a0JI0KUPOBATE TIOJIB30BATEIS
B security.fdb komampoii: ALTER
USER <USERNAME> INACTIVE.

DDos-araku, magenaus CYB L

[TosiByienne B sKypHaJie OLepPAIFOH-
HOIl cucTeMbl (HAIpUMED, XKYypHAJ
/var/log/messages) u/uim KypHa-
se CYBJL (firebird.log) samuceii
0 TIIaJleHnu Ipollecca  CepBepa:
«segfault in rdbservers, </
opt/RedDatabase/bin/rdbserver
terminated abnormallys.

Hacrpoiika cbopa HaMIoB TaJeHUS
(CM. MHCTPYKIIMIO 110 CCBLIKE), Hepe-
Jada COOPaHHBIX JIAMIIOB Pa3paboT-
qukam CYB/I. O6nopjenne CYBJIL
JIO TIOCJIeTHEN CTaOMILHON BEepPCHH.

IlompITK HEABTOPU30BAHHOTO
JOCTYIIa

[losiBtenne B ayaure  COOBITHIA
UNAUTHORIZED ATTACH_DATABASE

Omnpeneienne 1m0 COOBITHSAM AYIATA,
JIOTMHA ToJb30Barens, IP-ampeca

y37a. YCTAaHOBJIEHHE HAPYUIINTEJIs
[0 STUM JAHHBIM. 3abJIOKHPO-
BaTh IIOJIb30BATEJIS HAPYIIUTEJIsI

B security.fdb xomammoii: ALTER
USER <USERNAME> INACTIVE.

Yuuuroxkenue JaHHDBIX

Omubru B pabore KJINEHTCKUX IPU-
JIOXKEHUH, OTCYyTCTBUE JAHHBIX B Ha3e
JTAHHBIX.

OmpesiejieHne 1O COOBITUSIM  &y/IU-
Ta JIOTHHA, MT0Jib3oBaTe s, [P-aapeca
y3Jla, Ha3BaHUs MPUIOXKEHUA Hapy-
muTess. 3abJ0KHPOBATh MOJB30Ba-
TeJsl HapyluTenad B security.fdb
komaH10ii: ALTER USER <USERNAME>
INACTIVE. BoccranoBiieHne yHUITO-
JKEeHHBIX JAHHBIX W3 TOCJeTHeil pe-
3EPBHOI KOIIUU.

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

NMuanunenT

Criocob6 obuapy2keHus

Mepsbl pearupoBaHus

CHmxenue IPOU3BOAUTEC/IILHO-
CTHN

2Kamobbr mosib3oBaTeseit Ha 3aMe-
senne paborer CYBJI, ysenmuenue
BPEMEHU BBINOJHEHHUST PErJIaMeHT-
HBIX IIPOIEYP.

Anajuz  JioroB ayaura  Ha  J0J-
rue 3ampochbl (BO3MOXKHA Mepenada
00€3/IMIeHHBIX JIOTOB pa3paboT4In-
kaM CYB/I B CJI0KHBIX CATYAIIUSX).
C6op manubix npodaiinepom (perf,
bce-tools) u mepemada ux paspa-
6orunkam CYB/I mist anammza. O6-
nosJsienne CYBJI no mocienneii cra-
OMILHOM BepCHUM.

Uckaxkenne un yHUITOXKEHNE
KYPHAJIOB OE30ITacHOCTHI

Bamucu B Jore ayaura OC o HecaHk-
[IMOHUPOBAHHOM JIOCTYIIE WJIU U3Me-
HeHuu KypaaJjos ayjura CYB/I.

YcraHoBIEHUE HAPYIIATEsT 0 JIO-
ram ayaura OC. Boccranosienwue jio-
ros aymura CYB/I u3 nocienneii pe-
3€pPBHOI KOIIUU.
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8  YTHIUTHI KOMAHTHOU CTPOKH

['taBa 8
yTI/IJII/ITbI KOMaH,Z[HOﬁ CTpOKI/I

8.1 Yruaura ISQL

ISQL - 9T0 yTHIUTa KOMaHIHOW CTPOKM Jiisi paborhl ¢ Oazamu maHHbIX «PEJl Baswer /lanHbix» 1npu
HOMOIIU A3bIKa CTPYKTYDPUPOBAHHBIX 3ampocoB (Structured Query Language - SQL, moapoGnee 0 sA3bIKe
SQL cMm. «Pykosogcrso mo SQL»). ¥Yrmiura mMoxker ObITh uCHoIb30BaHA Jjid co3fnanus BJI, cozmanus u
“3MEHEHUs] METAJ[AHHBIX ¥ IS BBIIOJIHEHNs PA3INIHbIX 3a1pocoB K BJI. Yruanra MoxkeT paboraTh B JIByX
peKrMax: MaKETHOM U WHTEPAKTUBHOM.

B makerHOM pexkmme yTHINTa TOJydaeT Ha BXOH daityi co ckpunToM SQL, KOTOPBIH COMEPIKUT OTHY
I HECKOJIbKO KoMaH . 110 3aBepiiieHnnu BBIIOJIHEHNS BCEX [TEPEJIAHHBIX HA BXOJ KOMAH/T Y TUINTA 3aBEPIIAET
CBOIO PaboTy.

B nnrepakTUBHOM pexKMMe OJIH30BATENb IOCIEI0BATEHFHO BBOAUT KOMAHIbI /Iisi paboThI ¢ Oazamu
JAHHBIX U TYT K€ I0JIy4aeT pe3yJbTaT X BblojgHeHus. 1Ipu sToMm oxHa KoMaH a MOXKeT ObITH pa3dbura Ha
HECKOJIbKO CcTPOK. Ilocite 3aBepiiiernst 00pabOTKU KaXK 0l KOMAaH bl U BBIBOJIA, BCEX PE3YJILTATOB ee pabOThI
[IOJIb30BATEIb TIOJIy9YaeT MPUTJIAIIEHe BBECTH CJIEAYIONIYI0 KOMAaHJIY J0 TeX IOp, IOKa He OyrerT BBeJeHA
KOMaH/[a BBIXOJIA M3 UHTEPAKTUBHOIO pexkuMa (exit miam quit).

B unTepakTHBHOM pexkmme mcTOpus KOMaH nuinercss B daiti. [lo ymMoryanuio MakCuMabHBIN pas-
Mep uctopun orpanmded 1000 cTtpok. MI3MeHUTH 3TO OorpaHmYeHne MOYKHO € MOMOIMBIO ITEPEeMEHHOI CpeJIbl
ISQL_HISTSIZE. B makeTHOM pexKmMe UCTOPHUs He ITHUIIEeTCS.

8.1.1 3amyck ISQL

3amycK yTUIUTHI TPOU3BOIUTCS CJIEYTONTAM O0OPA30M:

e ~
isql [-u <momepzomatens>] [-p <mapoms>] [-r <poms>] [[<cmemmpumramus cepsepa>] <BI>]

<cnenmpuranus cepBepa> ::= host[\port | service]:
| \\host [@port | service]\
| <protocol>://[ host[:port | servicel/]

<protocol> ::= inet \| inet4 \| inet6 \| xnet
N J

8.1.2 Coeaunenue c 6a30ii JaHHbBIX

ITocste 3arycka yTrjanTbl HEOOXOIUMO JIHOO IIPUCOEIMHUTRCS Y2Ke K cyriecTByloleit B/, mbo co3nars
voBy10. [ly1st cozmanust 6a3er uctnosb3yercs orneparop CREATE DATABASE, jjist coefMHEHUS C y2Ke CYIIECTBYIO-
nieit 6a30it ganupix — oreparop CONNECT (noxpobuee cm. «Pykosozgcrso o SQL», riasa 6). [Ipucoeunurbest
K yKe cymectByiomieit B MOKHO HEIMOCPEICTBEHHO MIPH 3AITYCKe YTUINTHI, yKa3aB UMs 0a3bl, M, €CJIU HE00-
XOJIIMO, UMl TIOJIb30BATE/sl B Hapoisb' . Heobsa3aTe pHBII HepeKII0UaTesb ~role 3a0aéT UM POJIU, IPaBa
KOTOPO# OYIyT yUUTBHIBATHCS IIpU pabore ¢ Ha30ii JaHHBIX.

isql 127.0.0.1:c:\temp\base.fdb -user testuser -password pass -role rdb$admin

I VImst mosib30BaTeNsT M TAPOJTL MOYKHO HE yKa3blBaTh, €CIM B CHCTEME yCTAHOBJICHBI KOHTEKCTHBIE Tepemenubie ISC_USER
n ISC_PASSWORD. A Tak»Ke eCii HCIOJIb3yeTcs JoBepuTeabHas ayreHTudunkanus Windows (Win_Sspi) mim noBepeHHast depe3
mexanuaM GSSAPI (gss), u mosb3oBaTes b CHCTEMBI, OT UMEHU KOTOPOTO 3alyckaercs yrunuta [SQL, ABiseTcs 9iIeHOM IpyIIIbL
AJMUHUACTPATOPOB. DTH OIIMH TaKKe JeHCTBYIOT JJIs BCEX OIUCHIBAEMBIX HUKE YTUJINT.
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8.1.3 CumBoJ TepMHmHATOpPA

CuMBOJIOM KOHIIA CTPOKY (3aBepiieHust KoMaH 1) B ISQL 110 yMOIIaHUIO SIBIISIETCST TOUKA € 3AIISTO.
DTOT CUMBOJI MOXKHO M3MEHUTh KOMAaHJIOM:

[ SET TERM <cTpoka>; ]

rae <C'I‘pOKa> MOKeT OBITh KakK OJHHUM CHUMBOJIOM, TaK H I‘pyHHOﬁ CHMBOJIOB.

8.1.4 Tpanzakiunu B ISQL

ISQL MoKeT CHoIb30BaThCS JJIS BLIIOJTHEHNsI OLEePAIMil TPEX THUIIOB:
e usmenenue crpykrypbl B/ (DDL-onepanumn);
e usMenenue u BoiOopka Jannbix u3 Bl (DML-oneparun);
e 1pocMoTp cTpyKTyphl B/ (u3BI€9eHrE METAIAHHDBIX).

B Kaxk10M U3 3THX CjIydaeB, ecjid He 3aJiaHO0 oTjesibHO oneparopoMm SET TRANSACTION, ISQL aBroma-
THUYECKH 3aITyCKAaeT TPAH3AKIMIO [10 YMOJIYAHUIO.
IIpu Bemosmnernnun DDL-omeparun 9Ta TpaH3aKIUsd aBTOMATHIECKH TTOITBEPIKIAETCsI TTOC/Ie BBOJIA KarK-

jioro onteparopa DDL, u crapryer HOBast Tpan3akius. OTKIIOYUTH PEKUM aBTOMATHIECKOTO [IOITBEPK IEHUS
DDL-onepannit moxkao komanmoit SET AUTO[DDL] {OFF|ON}.

IIpu BbimOJIHEHNN 3a1pOca BBIOOPKHU /M3MEHEHUs JAHHBIX CTAPTYeT TPAH3aKIMA C YPOBHEM H30JISIIUN
SNAPSHOT. Takas Tpan3akius OyJieT aKTUBHON JIO0 TeX IOP, MOKa He Oy/IeT BPYUHYIO MOJITBEPKJICHA OTepa-
TopoM COMMIT mam orMeHeHa onepaTtopoM ROLLBACK.

WsBiedyenne MeTalaHHBIX IPOU3BOIUTCS ¢ MOMOIIBI0 KoMaH ikl SHOW. IIpu sTom ISQL 3amyckaer Tpas-
3aK1uio ¢ ypoBHeM n3osdaruu READ COMMITED, yTo maeT BO3MOXKHOCTb BHJETh BCE U3MEHEHUs MeTaJaHHBIX,
MOATBEPZKICHHBIE JIPYTAMHU II0JIb30BATEIAMU.

8.1.5 IlepekJrouaresan KOMaHJHOI CTPOKU

Iepexrouarein KOMaH IHOW CTPOKM HaYMHAIOTCA B cuMBosia "-". JlocTaTouno yka3aTh TOJIHLKO HAYAb-
HBIE CHMBOJIBI IIEPEKII0YaTE e,

Tabmmma 8.1 — Omnmun ISQL

Onnus Ornucanue

-a(1l) U3Biieuenne Bcex MeralaHHbIX, BKJouasd He-SQL o6bekTsl (Hampumep
pHermHEe DyHKIMN). VCIoap3yeTcss COBMECTHO ¢ KOMaH/IO extract.

-b(ail) DTOT HepeKJIoYaTe]b YKa3blBaeT yTujnuTe nopyduts onmoky OC, HO ToJIb-
KO B HakeTHOM pexkuMe (set bail on). Ilepekisrouaresb BO3Bpariaer Ko
omuOKu onepanuoHHoil cucreme. OH ObLI J106aBJIEH I IPEIOTBPAIIEHUS
BBITIOJIHEHNsI CKPUIITOB TIOCJIe OOHAPYKEHUS OMNOKH.

-c(ache) <uucno> 3ajaTh YUCJIO CTPAHUI], KOTOPbIE OYIyT KIMHUPOBATHCS MPU COEIMHEHUN C
BI.

-ce(rtificate) <ammac> Vcnonb3oBaTh ceprudukar Jjisi IPOBEPKU MTOJJIMHHOCTHU IIOJIb30BATEIS IIPU
MHOTO(aKTOPHON ayTeHTU(OUKAIIIH.

-ch(arset) <xommposkra> 3a/aTh KOAUPOBKY JIJIsl TEKYINEro coelnHeHns (set names).

-d(atabase) <6aza Sajars uMs 1 myTh K BJl, KoTOpoe 6y/1eT 3amucano B BHIXOJIHON MOTOK.

IAHHBIX>

(paspbiB Tabaunupl)
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8.1 VYrmmra ISQL

(pa3pbiB Tabnuupl)

Onmnusa Ormnucanue
-e(cho) Bxirouaer nim omasiisier 1ybmpoBaHe KOMAH HA YKA3aHHOE YCTPOCTBO
BBIBOJIa (MOHHTOD, B dailr, n T. 1.) (set echo on).
-ex(tract) WsBnieus merananubie. Unenruana onmuu -x.

-f (etch_password)

U3Bieus maposb u3 daiiia.

-i(nput) <uma daitma>

Sagare daiin ¢ SQL-3anpocamu jyis BinoJHeHus (set input).

-1(ogin) Db dexkTuBHbII JIOTUH JOBEPEHHOTO T0JIb30BaTes. s ayrenTudukannm
110 ITAPOJIIO C UMEHEM JIpyToro nosb3osaress. CM. napaMerp KOHGUrypamun
TrustedUser.

-m(erge) Ilepenamnpapienne omubOK HA TMOTOK CTAHIAPTHOIO BBIBOA.

-m2 OTnpaBiasgTs HHOOPMAIIUIO O CTATUCTUKE U ILUIAHAX B BBIXOIHOM (daiii, Ko-
TOPBII yKa3aH B repekJsoydarese -o (utput).

-n(oautocommit) OrkimounTh  aromarudeckoe noarsepxkiaenue DDL-omepanmii  (set
autoddl off).

-nod(btriggers) He zanyckarb Tpurreps! 0a3bl JaHHBIX.

-now(arnings) He mokasniBaTh mpeaynpeK IeHus.

-o(utput) <umMa oaiima>

Bazmars dailyn 11 BLIBOAA Pe3ysbTaTa BBLIIOJHEHHS 3alpocoB. Bes apry-
MEHTOB IepeHaNpaBJisieT BbIBOJ|, HA CTaHJAPTHOE YCTPOHCTBO BBIBOJAA (MO-
uuTop)(set output).

-pag(elength) <pasmep>

Pasmep crpanup.

-p(assword) <mapoms>

[Taposanb momb3oBaTess.

-pi(n) <PIN>

3agars PIN (maposib), eciiu OH HEOOXOAUM JIIsl TIOJIy Y€HUsI 3aKPBITOIO KJIIO-
4a, cepTudHUKATA TOTb30BATEIIA.

-q(uiet)

He nokaswisars coobmenue "Use CONNECT...".

-r(ole) <pomwb>

Wms posm.

-re(ad_password)

3ampaluBaeTr IapoJjib I0Jb30BATE/IS B MHTEPAKTUBHOM DPEXKUME.

Ecam ykazan nanablit mapamMeTp, yTUJIATa UTHOPUPYET MapOb, IepeJaHHbli
qepe3 mepekodaresb -p. 1locse 3amycka yTHINTBI BBIBOIUTCS IIPUTJIAIIIE-
HUe JJIs BBOJA 1apoJisd. BBoguMbIe CUMBOJIBI HE 0TOOPArKaIoTCsS Ha SKPAHE,
9TO TO3BOJISIET MPEJOTBPATUTH PACKPBITHE TTapoJisd TpU paboTe B TEPMUHA-
Je.

-r2 <pomp>

Wms ponu ¢ yueToM perucrpa.

-s(qldialect) <gumamexT>

SQL muanexr (set sql dialect).

-t(erminator) <cTpoka>

Komanna tepmunaTopa (set term).

-ti(meout) <cexynms>

Bpewms B cekyHmax, o nCcTe9e€HNN KOTOPOTO ceccusi 6€3efICTBYIOIIETO 0JIb-
3oBaTess OyaeT 3abmokupoBana. [loapobree cMm. Baokuposanue ceanca nosv-
sosamens . Hasmnas ¢ Bepcun PE/I Bazwr Jauubix 5.0.3 omniust HeI0CTYITHA.

-tr(usted)

Vcnonb30BaTh JOBEPUTEIBHYIO Ay TEHTAMDUKAIIIIO.

-to(ken) <token>

Token s ayrenTudukanuu 1o nporokoiay OpenIDConnect.

-u(ser) <momnb3oBaTENbL>

NMsa nosb3oBaTesida.

-X

NsBnevenne meramannbix. Uaentuama ommun -ex (tract).

-Xn

W3Bneun meragannabie, onyctus 610k SET TERM ~ ; ... SET TERM ;

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-Z

IlokazaTh Bepcum yTUIUTHI U CepBEPA

-v(erify) <ammac
ceptudpurara>

Aymmac ceprudukarTa, KOTOPBIM CEPBEP OYIET YIAOCTOBEPSATH CBOK IIOJJINH-
HOCTH KJIMEHTY IpH ayTeHTUuhuKamu maruaom VerifyServer.

8.1.6 OOI1ume KoMaHbI

O6H_[I/Ie KOMaH/IbI 1sql BBITIOJIHAIOT MHOXKECTBO ITIOJIE3HbIX 3a/ia4, BKJ/IIO4Yasd YTeHUue, 3alliCh U BBIIIOJIHEHUE
CKPHUIITOB CXEMBbI, a TaK?K€ BBIIIOJTHEHHNE KOMAH/ KOIVIaH,ZLHOIjI CTPOKH.

Tabauna 8.2 — Ob6mue komanapl ISQL

Komanma

Onucanue

BLOBDUMP <ID blob> <uma
daiina>

Coxpansier nanabie BLOB B ykazanHoMm daiie.

<ID blob>- naeHTHMOUKATOP, COIEPIKAIIIIT [BA MECTHAAIATEPUIHDBIX YNCTIA,
pasuesieHHBIX aBoerouneM (:). Ilepoe umcio sBisiercs uupeHTHGUKATOPOM
TaOUIBI, cofepKarieil crosiber; BLOB. Bropoe - mociieioBaTe/TbHBIN HOMED
obbekTa. Jljisi mojrydeHnst 3TOro uiaeHTuUKaTOpa BhlIalTe JII00OI onepa-
Top SELECT, koTophiil BeIOMpaer croJider BLOB. Brixon mokaker miectHa-
JIAaTepUIHbI naeHTrdukaTop BLOB BhIme mian Ha MecTe crosiona BLOB B
3aBUCUMOCTH OT TOTO, ycranosyen i SET [DISPLAY] B ON mam OFF.

BLOBVIEW <ID blob>

Orobpazkaer nanabie BLOB B TEKCTOBOM PEIAKTOPE IO yMOJIIAHUIO.

<ID blob>- umeHTHMOUKATOP, COIEPIKAIIIIT [BA MMECTHAIATEPUIHDBIX INCIIA,
Pa3JesIeHHbIX JBOETOYNEeM () Cwm. onwmcanune BLOBDUMP mjist onpezesieHnst
UAeHTU(DUKATOPA.

Samevarue: BLOBVIEW moxker BepHyTh omubky "Invalid transaction handle"
TocJIe 3aKPBITUS peslakTopa. s ncrnpaBaeHus: CATYAIINN 3aIIyCTUTE TPaH-
3aKIMIO BPY4YHYIO ¢ TOMOIbI0 KoMmaHJbl SET TRANSACTION.

EDIT [<umMsa daitna>]

Ilo3Bo/isieT OTPETAKTUPOBATD U 3aHOBO BBITIOJHUTE MPEJIBIIYIIYI0O KOMAHTY
isql mam naker KoMan B ucxoaHOM (aiiye. <uma daitna> (HEOOI3aTEIBHO) -
MIOJTHOCTBIO 3aJjaHHOe UMsl (bailia [y peJaKTUPOBaHus B (DailIoBoil cucTe-
Me.

HELP

OTobpazkaeT CIHCOK KOMaHJ, iSql ¢ UX onmcaHueM.

INput <uma daiinma>

YuraeT u BBITOJHSAET OJOK KOMAHI M3 YKA3aHHOTO TEKCTOBOrO aiima
(ckpurrra SQL). Bxogabie daiibl MOTYT CoepKaTh Apyrue KoMasasl INPUT,
[IPEJIOCTaBIsisi TAKUM 00pa30M BO3MOXKHOCTH ITPOEKTHPOBAHUSI IEIIOYHOTO
WA CTPYKTYypPUPOBaHHOTO Habopa ckpumros DDL.

0UTput [<uma daiina>]

ITepenanpapiisieT BHIXOAHBIE JaHHbe B Qailyl Ha UCKe WIK HA CTAHJAPTHOE
ycrpoiictso BbiBoga (MouuTOp). Ecam nmMst daiiia He ykazaHO, pe3y/abTaThl
HOSIBSITCSI HA CTAHJAPTHOM BBIBOJIE, HA MOHUTODE (T. €. BBIBOJ B (ailyl oT-
KJIIOYEH).

SET

Cwm. Komaroo SET

(pa3pbie Tabauub)
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(pa3pbiB Tabnuupl)

Komanma

Ormnucanue

SHELL [<xomanmzma>]

IIpemocTaBisier BpeMeHHBIH JOCTYII K OKHY KOMAHIHON CTPOKH 63 MoATBEP-
JKJIEHUsI WU OTKaTa JII0OOH TpaH3aKIuU. ApPryMeHT <KOMaHIa> sIBJISETCS
HeobsI3aTeTHHBIM, 9TO KOMAH A UJIX BHI30B, JOMYCTUMbIH B KOMaHIHON CTPO-
Ke, U3 KoTopoit 6puta 3amymena isql. Komanma 6y1eT BbIoHEeHA, a yIIpaB-
Jtenne BosBpaieHo isql. Eciin komanna He ykasaHa, isql oTKpbIBaeT mHTEpP-
aKTUBHYIO CECCUIO B KOMaHAHO# cTpoke, BBOA EXIT Bo3BpaliaeT yipaBjeHue
isql.

SHOW Cwm. Komando, SHOW

EXIT [ToaTBepKIaeT TEKYIIYIO TPAH3AKITIIO 663 MOACKA3KM, 3aKPhIBACT 0a3y JaH-
HBIX U 3aBepIIaeT ceccuio isql.

QUIT OTMeHSeT TEKYITYIO0 TPAH3AKITUIO U 3aKPBIBAET OKHO isql.

RECONNECT [ [PASSWORD
'<mapons>'] |
[CERTIFICATE

' <ammac_cepTudpuraTra>'
[PIN
<IapoJb_3aKpHTOr0_KIo4Ya>]

11

Ilo3Bosisier BO30OHOBUTL 3a0JIOKMPOBAHHOE IMOAKIIOUEHNE K 6a3e JaHHBIX.
ABTOpU3aInoOHHbIE JAHHBIE, KOTOPbIEe HEOOXOIUMO YKA3aTh, 3aBUCAT OT CIIO-
coba ayrTeHTH(]UKAINT BO BpeMs [IEPBOIO IMOJKJIIOYEHNs K 0a3e JaHHbIX. B
cJIydae WCIOJIb30BaHUsI JOBEPEHHON ayTeHTH(OUKAINN, YKA3bIBATH aBTOPH-
3aIMOHHBIE JJAHHBIE HEe Tpebyercs.

8.1.7 Komanabr SHOW

Komanapr SHOW ucmonb3yroTes Jjisi 0TOOpaXKeHUsT MEeTaIaHHbIX, BKJIIOUas TaOJIUIThI, WHIEKCHI, IPOIle-
Aypbl, Tpurrepsl u npuBmwiernu. OHU MOTYT 0TOOPAXKATH CIIMCOK MMEH BCEX OOBEKTOB YKA3AHHOTO THIIA, JIN
[IPEIOCTABIIATE AETAJbHYI0 HHPOPMAINIO O KOHKPETHOM OOBbEKTE, 33/ JAHHOM B KOMAHJIE.

[ SHOW <ob6bekT> [<uMa obbeKTa> |<mabnoH umMeHH ob6beKTa>] ]

Sajanne uMeHn 00bEKTA 10 MACKe TPOU3BOJINTCS € IIOMOIIBIO IPYIIIIOBOIO CUMBOJIA «%», KOTOPBI Oy1eT
3aJlaBaTh MacKy MMeH 00bekToB 1moo0H0 LIKE B SQL-3ampocax, To ecTh 0b603HAYAET JiI0OOE KOJUYIECTBO
JIIOOBIX CUMBOJIOB B UMEHAX OO'BLEKTOB.

Ciremyromuii TpuMep IMOKazkeT Bce TabJIUIbI, HAUNHAIONUECs C tab.

show tables tabl

Tabmuma 8.3 — Komanger SHOW

Komanga

Onucanue

SHOW ALL

ITokazker Bce MeTaJaHHbIe.

SHOW CHECKs <uMs Tabuirsr>

OrobpazkaeT IMeHa U TEKCTHI BCEX OMPEIEJICHHBIX [T0JIb30Ba-
TeseM orpanndenuit CHECK, 3a/aHHDBIX JJId YKa3aHHON TabO-
JIAIIBL.

SHOW COMMENTs

OrobpazkaeT Bce KOMMEHTAPHUH, KOTOPBIE ObLINA CO3TAHBI JJIs
pa3HbIX 00bekToB Tekyteit b1,

SHOW {COLLATIONs | COLLATION <wmmsa>} BoiBoauT crimcok Bcex OMpeeIeHHBIX TI0Jb30BATEIEM apa-
SHOW {COLLATEs | COLLATE <wuwmsa>} METPOB COpTUPOBKH Tekyteil BJI.

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanga

Ormnucanue

SHOW {DOMAINs|DOMAIN <mms>}

OrobparkaeT OIpese/ieHre OJHOTO YKAa3aHHOTO JIOMEHA
<uMs> WM 0TOOpAarKaeT CIMCOK MMEH BCEX JTOMEHOB, 00bsIB-
JIeHHBIX B Oa3e maHHbIX (DOMAINS) .

SHOW {DATABASE|DB}

Orobparkaer nHGOPMAIMIO O MOJIKJIIOUYEHHON 0a3e MaHHBIX
(umst daita, pasMep W KOJIMYECTBO BbIIEJIEHHBIX CTDa-
HUII, KHTEPBAJI OYUCTKU, HOMepa TpaHn3akimii, craryc Forced
Writes, ODS, HaGop CHUMBOJIOB 110 yMOJIUAHMUIO).

SHOW DEPENdencies <uMa obberTa>
SHOW DEPENdency <umMa ob6bekTa>

OrobpazkaeT Bce 3aBHCUMOCTH JIJIsI YKA3AHHOIO UMEHH 00b-
ekTa. Ha BBIXOJ/iE - pa3/ieJIeHHbII 3alAThIMUA CIHCOK JIPYTHUX
06bekToB B/, ¢ KOTOphIMU yKa3aHHBINT OOHEKT 3aBUCHM.

SHOW {EXCEPtions|EXCEPtion <mms>}

OrobparkaeT TEKCT OTHOTO YKA3AHHOTO WUCKJIIOYEHUsT <HUMs>
WIH OTOOPAYXKAET CIIMCOK MMEH M TeKCTOB BCEX UCKJIIOUEHUIH,
00bsiBIIeHHBIX B Oa3e nanubix (EXCEPtions).

SHOW {FILTERs | FILTER <mmMa>}

Boimaer crmcok Bcex BLOB-GmIbTpOB, O0bSABIEHHBIX OIIe-
paropom declare filter WM MOKa3bIBAET MOAPOOHYIO WH-
dopmaImio 0 KOHKPETHOM (PUIBTPE.

SHOW SYStem {FUNCtions|FUNCtion
<mMsa>}

Orobpazkaer obbsasienue ykaszanuoit UDF dyunknnn <mmsa>
wim otobpaxkaer cimcok mmeH Bcex UDF dyukimii, 00bsB-
JIEHHBIX B 0a3e janubix (FUNCtions).

SHOW {FUNCtions|FUNCtion <mMa>}

OrobpazkaerT 00bsSB/IEHHE YKA3aHHOW XpaHUMOM QyHKITIN
<EMs> WM OTOOPArKaeT CIMCOK MMEH BCEX XPAHUMBIX (DYHK-
i, 00bsABIEHHBIX B 6a3e ganubix (FUNCtions).

SHOW SYStem {GENERATORs|GENERATOR
<mMsa>}

SHOW SYStem {SEQuences|SEQuence
<mMsa>}

Ot 1Be KOMaHIbI HUACHTHYIHBI. OToOparkaioT 00bLaABICHNE
VKa3aHHOI'O CHCTEMHOI'O reHeparopa <HMs> BMECTEe C €ro Te-
KYIIIAM 3HaYeHUEM WM OTOOParkaeT CIIMCOK WMEH BCEX CH-
CTEMHBIX T€HEPATOPOB, OObLIBICHHBIX B 6a3e JAHHBIX BMECTE
C UX TeKyHIUMU 3HAUEHUSIMUI (GE‘.NERATORS | SEQuences).

SHOW {GENERATORs |GENERATOR <mms>}
SHOW {SEQuences|SEQuence <umsa>}

Otu nBe KOMaHABI uaeHTHIHBL. OTOOpaykaror 0ObABICHIE
VKa3aHHOI'O reHepaTropa <uMs> BMeECTe€ C €ro TEeKyHIIuM 3Ha-
YeHNEM WJIH OTOOparkaeT CIIMCOK MMEH BCEX HECHCTEMHBIX
IeHEePATOPOB, O0bIBICHHBIX B 0a3e JIAHHLIX BMECTE C UX Te-
KyuwMu 3HadeHnssMy (GENERATORs | SEQuences).

SHOW {GRANTs | GRANT {<ums
obbvexrTa> | <ums pomm>}}

Ecan xomanga comepkut GRANTS, TO OHa OTOOpaXKaeT CITH-
cok Bcex npupmiernit B tekymeit BJI. Nnade orobpaxkaer
MHMOPMAITUIO TPUBWIETHI U POJIEHl IO OTHOIIEHUIO K YKa-
3aHHOMY OOBEKTY B MOJKJIIOYEHHOH 0a3e MaHHBIX WU OTOO-
paXkaeT WIEHCTBO I0JIb30BaTEJEN B POJIH.

SHOW {INDexes|INDICES}

SHOW INDex <uMsa HMHIeKcCa>

SHOW {INDICES|INDexes} <uMs Tabimipr>

[TepBast popma orobparkaeT HHGOPMAIMIO 000 BCEX WHIIEK-
cax JiIs BceX TabJ/IUIT B TTOAKJIIOUEHHON Oa3e JaHHbIX. BTopast
dopma orobparkaeT HHGOPMAINIO 00 WHIAEKCAX M1 yKA3AH-
Hot Tabsunibl <ums Tabnume>. Hakoner Tperbsa ¢popma 0T0O-
paxkaeT MHMOpPMAIUO 00 YKA3aHHOM HHJIEKCE.

SHOW {MAPPING | MAPPING <umsa>}

IlokaswpiBaeT Bce CO3MaHHBIE OTOOparkKeHUsT OOBHLEKTOB 0e3-
OITACHOCTH B ITOJIKJIIOYEHHOI 06a3e JAHHBIX NN HH(MOPMAIUIO
0 KOHKDPETHOM OTODOparKeHUH.

(pa3pbie Tabnuub)
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Komanga

Ormnucanue

SHOW {PROCedures | PROCedure <uma>}

OrobparkaeT BCe MPOIELyPhI B MOJIKJIIOYEHHOM 6a3€e TaHHBIX
€ UX 3aBUCUMOCTIME U OTOGParKaeT TeKCT YKa3aHHOI IPo-
HeJypbl ¢ OObABIEHUAMH M THUIAMU (BXOIHOI /BBIXOIHOI )
KazKJIOTO apryMeHTa.

SHOW {PACKAGES | PACKAGE <mma>}

OrobpazkaeT Bce MAKEThI B MTOJIKJII0YEHHOI 6a3€e JAHHBIX C UX
3aBHCUMOCTSIMU WJIH OTOOPayKaeT COJEPKUMOE YKA3AHHOIO
IIaKeTa.

SHOW {ROLEs

| ROLE <uma>}

Orobpazkaer umena pouieit SQL B nogxIoUeHHol 6aze JaH-
HBIX WU 0TOOpayKaeT BCEX MOJIb30BATEb, IOy YUBIIUX JIAH-
HYIO POJIb.

SHOW SECCLAsses <uMa obberTa>

Orobparkaer mHPOpPMAIMIO O KJaccaxX Oe30MacHOCTH It
JAHHOI'O OO'BLEKTA.

SHOW SQL DIALECT

Orobpazkaer jguajgekTbl SQL KjneHTa U MOIK/IIOYEHHOH Oa-
3bI JJAHHBIX.

SHOW SYStem

[<uMsa Tabnuimr>]

Komana 6e3 mapamerpoB OTOOparkaeT MMeEHa CUCTEMHBIX
TabJml, QYHKIWI U COPTUPOBOK JIJIsi KOHKPETHBIX HAOOPOB
maHHbIX. 1t yTodHeHuUst meraseii 0 KOHKpPETHOH Tabsmiie
YKaXKUTE UMsT TaOTAIIHI.

SHOW {TABLEs

| TABLE <ums>}

OrobpakaeT CIMCOK MMEH BCeX TabJMIl B ajadaBUTHOM IIO-
PSAJIKE WU MOKA3BIBAECT MOAPOOHOCTH YKAZAHHONW TAOJIUIIbI.

SHOW {TABLESPACEs | TABLESPACE <umsa
TabIMYHOTO NPOCTPAHCTBA>}

OrobpazkaeT CIHMCOK UMEH BCeX TabJIMYHBIX IIPOCTPAHCTB
B ajihaBUTHOM IIOpsIJKE WU IOKa3biBaeT WHMOpMAIuo 00
YKa3aHHOM TabJIMIHOM ITPOCTPAHCTBE.

SHOW {TRIGgers | TRIGger <ums>}

OrobpazkaeT CIHCOK MMeH Bcex TabJindil BMECTe C MMEHAMU
UX TPUITEPOB B aJi(PABUTHOM IOPSIJIKE WJIM JJIsl 38 [@HHOTO
TPUITEpPa YKa3bIBaeT TaOJIUILY, K KOTOPOWl OH ITPUHAJIEXKUT,
0TOOpaXKaeT TMapaMeTpbl 3aroJIOBKa, CTATYC AKTUBHOCTH U
ucxonubiit koj PSQL Tena Tpurrepa.

SHOW USERS

BriBouT crincoxk mosb3oBateieit, coenuHenubx ¢ b/l B Ha-
CTOsIIIeE BpeM4.

SHOW VERsion

Orobpazkaer MHPOPMAIMIO O IPOrPAMMHOI Bepcuu isql u
cepsepnoii porpamMbl PE/I Baza Jlanubix, a TakkKe HOMED
crpykrypbl Ha qucke (ODS) noakmoyeHHol 6a3bl JAHHDIX.

SHOW {VIEWs

| VIEW <umms>}

OrobpazkaeT Bce IpeJiCTaBIeHns Wiin HHMOPMAINIO 00 yKa-
3aHHOM IIPEJICTABJICHUN.

SHOW {JOBs |

JOB <mms>}

OrobpazkaeT Bce 3aJlaHUsT U KPATKYIO WH(MOPMAIIUIO O HUX:
uMsl 3aJIaHUs], BN, cocTosinne. Vi moka3plBaeT moJi-
HyI0 MHQMOPMAIUI O KOHKPETHOM 3aJIaHUU: WUMsl 3aJaHUs,
COCTOsIHHE, BJIaJIeJIel], TEKCT 3aJ[aHusl, paciucanue B popma-
Te cron.

SHOW WIRE_STATistics

OrobpazkaeT CeTeBYI0 CTATHCTHKY, COOPAHHYIO C MOMEHTa
YCTAHOBKU COEJIMHEHUSI.
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8.1.8 Komananr SET

Komamapr SET M03BOMIAIOT TPOCMATPUBATE ¥ U3MEHSITh HEKOTOPBIE BEIld, CBsA3aHHble co cpenoit ISQL.
OriesibHBIE U3 HUX JOCTYIHBI B CKPHUIITAX.

Tabmumna 8.4 — Komamasr SET

Komanga Onucanne
SET BoiBoquT Ha sKpaH TeKyIue yCTaHOBJIeHHBbIE onmuu SET
SET AUTO[DDL] [on]|off] 3amaer, OyayT s oneparopsbl DLL momrBep)aarhes aBToMaTmde-

CKH II0CJIE UX BBIIOJIHEHHUS WM OYJIyT IIOJITBEPKIATHCS 1IOCJIE SIB-
woro BeinoaHenust COMMIT. Oneparop jocTyiieH B ckpunrtax. be3
apryMeHToB - IpocTo IepekaodaeT AUTODDL Mexk/1y BKJIIOYEHO U
BBIKJIFOYEHO.

SET BAIL [on|off] 3ajiaHue JIAHHOI OIIIUU ONpPeJesIsieT MOPYYIUTh WU HET OIUOKY
OC, HO TOJIbKO B MaKeTHOM perkume. [lepekirouaresb BO3BpaInaer
KOJI, OIMMOKH OllepalnoHHoil cucreme. Komanga ObLaa j106aBIeHA
JIJIsI TIPETIOTBPAIIEHUs BBITOJTHEHNSI CKPUIITOB [TOCJIE OOHADY KEHUST
OITNOKM.

SET BLOB [nl|alll|off] 3aaeT HeOOXOAUMOCTh OTOOpaXKeHus moAaTuia BLOB u orobpaxke-
HUA JaHHBIX BLOB. n - oTobpazkaTh BLOB 3a1aHHOIO MOATHIIA. JHA-
venue 110 ymosdanuio n=1 (rekcr). IlosoxkuresbHble Yucia onpe-
JieJIEHbI B CUCTEME; OTPUIATEIbHBIE YUCJIA OIPEJIEISIOTCS O30~
BaTeseM. all - orobpaxkaTh manubie BLOB siroboro moaruma. off -
OTKJII04YaeT orobpazkenue JaHHbIX BLOB. BriBo/1 HOKa3bIBaeT TOJIb-
KO uaeHTupukarop BLOB (LLBa MICCTHAIIATECPUYHBIX YUCTIa, Pas3-
JIEJIEHHBIX JIBOETOUUEM ).

SET BULK_INSERT <mogmroroBiueHHu# |lIpmMuruBHAs 00paboTKa IOIATOTOBJIEHHBIX 3aIIPOCOB HA BCTABKY.
insert sampoc> IIocne BBOsA 3TOiT KOMAH/IBI TOJIB30BATEIb BXOJIUT B HHTEPAKTHB-
uelit pexkum (BULK>), rie TpebGyercs BBECTH IapaMeTpbl B BUIE
koprexka (vall, ..., valN). Jljgs BbIXOJa W3 WHTEPAKTUBHOIO
peKrMa BBEJUTE IIYCTYIO CTPOKY WJIN JIIOOOM CHMBOJI, OTJIMIHBIIH
or '(' m '--' (MOXHO #IBHO BBIfiTH, BBesi ci0BO stop). Kop-
TEXKM JOJ?KHBI PaclojaraTbcs Ha OJHONH CTPOKE, 3a MCKJIIOYCHH-
eM TapaMeTpoB B KaBblukax. OJHAKO, eciu JO6aBUTH '+++'} 110~
cJIe 3algTol, apaMeTpbl KOpTexKa MOXKHO IIE€PEHOCUTh Ha CJIeTy-
1011y cTpoKy. Oaunodnble KomMeHTapuu ('--') MOXKHO 1006aB-
JIATH TOJIbKO MEXKy KopTexkamu. Komamabl commit miam commit
work BBOJATCA C IEPBOI'O CUMBOJIA CTPOKU U PACIOJIAraloTcs Ha
osiHOI cTpoke. JI1oOble CUMBOJIBI, HIyIIIE 38 KOPTeXKeM, Kpome ') !
u '+++' OYIAyT UTHOPUPOBATHCS.

SET COUNT [on|off] BkutrouaeT /BBIKIIIOUAeT 0TOOparkeHne KOJIMIeCTBa CTPOK, HafileH-
HBIX II0 3aIIpOCaM.

(pa3pbie TabnuLb)
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Komanma

Ormnucanue

SET DECFLOAT ROUND <pexum>

Msmenenne pexxuma okpyrienus jist Tuna DECFLOAT. IlogpoOuee
o ture DECFLOAT cMm. PykoBozacrso o SQL.
[Tomep:kuBatOTCS CJIEYIOIIIE PEXKUMBI OKPYTJIEHUS:
CEILING

HALF_UP

HALF_DOWN

REROUND

Up

HALF_EVEN

FLOOR

DOWN

SET DECFLOAT TRAPS TO <trap>[,
<trap> ...]

Nsmenenne obpaborku ommbok st Tuna DECFLOAT. IToapobuee o
turre DECFLOAT cMm. Pykosogcrso o SQL.
HckmodeHns MOTyT T€HEPUPOBATHCS IS CJIEYIONIUX CUTYaIlHi:

e Division_by_zero

e Inexact

e Invalid_operation

e (Overflow

e Underflow

SET DECFLOAT BIND <bind-type>

WNamenenne orobpazkenns 3uadennit DECFLOAT Ha npyrue JOCTYII-
Hble THUITBL JaHHbIX. [lonpobuee o Tune DECFLOAT cm. PykoBomcrso
o SQL.

JorycTuMble TUIBI 1 TPUBA3KU:

NATIVE

DOUBLE PRECISION

CHAR [ACTER]

BIGINT[,<TouHOCTBH>]

SET ECHO [on|off]

BKJIIO‘I&QT/BLIK.HIO‘I&QT OTO6pa}KeHI/Ie KOMaH/ J0 UX BbBIIIOJIHCHMA.

SET EXPLAIN [on]|off]

Bkiroyaer/BbIKIII09aeT PACHIMPEHHOTO IIOAPOOHOIO IUIAHA 3alIPO-
ca. DTOT IJIaH BBIBOIUT OoJiee TOAPOOHYI0 MH(OPMAIIUIO O METO-
Jax JOCTYIIa UCIOJIb3YEMbIX OINTHUMHU3aTOPOM, OIHAKO €r0 HeJIb3sI
BKJIIOYUTH B 3aIIPOC.

SET GENERATOR <umMs reHepaTopa>
TO <3HaueHUE>

YceranasiauBaer 3HaYCHUE Ioc/Ie10BaTe/JIbHOCTHU WUJIM I'eHepaTopa B
3a/laHHOE€ 3Ha4dYeHue.

SET HEADING [on|off]

Bkiogaer/BbIKIIIO9aeT 0TOOpazKeHNe 3ar0JIOBKOB CTOJIOIIOB.

SET KEEP_TRAN_PARAMS [on|off]

BkJiioyaer/BBIK/IIOYAaET COXpAHEHNE IIaPAMETPOB TpaH3akuuu. Fc-
s ycranoByieHo 3uadenne ON, To OymerT COXpaHEH MOJHBIA TEKCT
SQL caenyromero ycunemuoro oneparopa SET TRANSACTION, u Ho-
Bble TPAH3AKIIUN 3allyCKAIOTCSA C UCIOJIb30BaHUEM TOT'O K€ TeKCTa
SQL (Bmecro pexxuma CONCURRENCY WAIT mo ymosrdanuio). Eciau
ycranoBsieHo 3uadenne OFF, TO HOBbIE TpaH3aKIMU OyJIyT 3aIryc-
KaTbcd ¢ mapamerpamu 1o ymosmdanmio. Vms KEEP_TRAN moxKHO
HUCIIOJIb30BaTh B KadecTse cokpalnenns KEEP_TRAN_PARAMS.

(pa3pbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Komanma

Ormnucanue

SET

LIST [on|off]

Samaer dopmar orobparkerus pelyabraToB 3ampocoB SELECT. Ilo
YMOTIAHUIO JAHHDBIE HA SKPAHE BHIBOISATCHA B TAOIMIHOM BapPHUAHTE,
rJe CBepXy Ha3BaHUs CTOJIOIOB, a IO/l HUMU BCE CTPOKH, y/IOBJIE-
TBOpsitoriiue 3ampocy SELECT. 3uauenune ON 1103BOJISIET BBIBOIUTH
pesy/IbraT B JAPYroM BUJE, Tie JJid KaxKJo# cTpoku (pesyJibTa-
Ta 3aIPOCa) BBIBOAUTCS CBOS OT/e/IbHAs Tabauna (¢ 3aroJloBKaMu
CTOJIOIOB CJIEBA).

SET

LOCAL_TIMEQOUT <3HayeHue>

To3BoJIsieT yCTaHOBUTH TalM-ayT BBINOJIHEHHsI Olleparopa (B MUJI-
JICEKYHJIAX) JJisl CJIEYIONIEro omneparopa. lLlociie BBIIOJHEHUs
SQL omepaTopa 0H aBTOMaTHIECKU COPACBIBAECTCH B HOJIb.

SET

NAMES <csname>

3ajiaeT HAOOP CUMBOJIOB, KOTOPBI OyJeT aKTUBHBIM B TPAH3AKIIM-
X 6a3bl JAHHBIX.

SET PLAN [on|off] 3ajiaer, Hy>KHO JI OTOOpazkaTh IJIAH 3alIpoca ONTUMUA3ATOPA.

SET PLANONLY 3asaer TOJIBKO MOAr0TOBKY 3ampocos SELECT u orobparkeHue Iia-
Ha 0e3 BBITOJTHEHHS CAMOI'O 3aIPOCa.

SET [TRUSTED] ROLE M3mensier Texkymyio posb. Ilo3Bossier ycTaHOBUTH KOHTEKCTHOM
nepemennoii CURRENT_ROLE onHy W3 Ha3HQYEeHHBIX pOJEH s
noab3oBaTeass CURRENT_USER mim posb, IMOJYYEHHYIO B Pe3YJIb-
TaTe moBepuTenabHON ayTenTrdukanuu (SET TRUSTED ROLE).

SET {ROWCOUNT |MAXROWS} [<n>] VKa3bIBaeT KaKOe MaKCHMAJIbHOE KOJMYECTBO CTPOK Oy/eT BBIBO-
JauTcs npu BbinosiHenuu oneparopa SELECT. Suauenue 0 (croutT 110
YMOJIYAHHIO) TOBOPUT O TOM, YTO OFPAHUYIECHUN HET.

SET SQLDA_Display [on]|off] OrobpazkaeT Wi CKPbIBA€T BHyTpeHHmEe HoapobHOcTH 00 SQL-
omepaTopax, KOTOpble ObLIN BBIMOJIHEHBI isql.

SET SQL DIALECT <n> Veranapausaer SQL-anaiekT B TO 3HaAYEHME, KOTOPOE OBLIO 3a/1a-

HO JJIs ceccuu KiameHTta. n € {1,2,3}.

(pa3pbie TabnuLbl)
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(pa3pbiB Tabnuupl)

Komanma

Ormnucanue

SET STATs [on]|off]

OmpenesisieT, 0TOOPAXKATH JIA CTATUCTUKY BBIIOJHEHUs, KOTOPas
OyZeT caemoBaTh 3a BBIXOIHBIMHU JaHHBIMA 3ampoca. Popmar BbI-
BOJIa CTATUCTUKU:

e Current memory - O6bEM MaMsITH, UCIIOIH3YEMON cepBe-
pom (B Gaiirax)

e Delta memory - IlokasbiBaeT, Ha CKOJBKO OafiT u3-
MEHUJIOCh HCIOJIb30BaHue IaMaTu (3Hadenue Current
memory) 3a BpeMsl BBIIIOJIHEHHUsI 3aIIPOCa

e Max memory - MakcumasjbHOE HCIIOJIb30BAHUE IIAMSITH,

KOTOpOe OBbLIO 3a(hUKCHPOBAHO ¢ MOMEHTa 3AITyCKa Cep-

Bepa

Elapsed time - Bpems Bbimosimenust 3ampoca

Cpu - Bpewmsa ucnonszoBannsa CPU

Buffers - KosmmaecTBO KIMMPOBAHHBIX CTPAHUIL

Reads - KonngecTBO cTpaHUIl, CINTAHHBIX C JUCKa

Writes - CTpaHulipl, 3alMCcaHHble U3 K314 HA JUCK (1

B K3III OIIEPAIMOHHON cucrembl). Insert, update, delete

- BJIMSIIOT HA 3TOT IIOKA3ATeNb, TAKXKE BIUsIET COOPKA My-

copa 1pu select.

e Fetches - Unaukarop onepanuii ¢ maMsarbio (BKIOUAsT
CPU). CkosibKO ObLIO OOpaIleHuii K CTpaHWIE B KIIIE,
YTEHUE 3alliceil, YTeHne KJIo4Yeil, 4yreHue CTpaHull yKa-
3aTese, u T.IL

SET TIME [on|off]

3ajaer, orobpazxkarh Jiu BpeMst B 3Hadedun DATE (TOJIBKO JuajiekT

1).

SET TERM <cTpoxa>

3ajiaeT CUMBOJI, KOTOPbI OYJEeT UCIO0JIb30BATbCsI B KAYECTBE Tep-
MHUHATOPa KOMaHIbl Win omeparopa. OH IOCTYIIeH B CKPUIITAX.

SET TRANSACTION

3alyckaer Ha BBIIOJHEHNE TPAH3AKIINIO C 38 [AHHBIMH XapPAKTEPHU-
CTUKaMH.

SET {WARNINGS|WNG} [on|off]

3ajiaeT, BRIBOJUTD JIU MPEIYITIPEXKTIAIONTHE COODIIEHNSI.

SET WIDTH <cTombem> [<n>]

Ucnonwb3yst komany set width, mosb3oBaTesib MOXKET PETyIupO-
BaTh IIUPHUHY CTOJOIA Ha 3KpaHe. Ho Tosbko 1 character -
CTOJIOIOB. <N> - KOJUYECTBO CUMBOJIOB.

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Komanga Onucanne

SET WIRE_stats [on]|off] Bkioyaer/BbIK/IIO9aeT 0TOOpasKeHUEe CETeBOil CTATUCTUKM, KOTO-
pasi oToOpaskaeTcs MOcje BBIMONHeHus 3ampoca [lo ymoagamuio
ycranosjeHo 3nadenue OFF.

CYeTYnKy CTATUCTUKU pa3JieJieHbl Ha JIBE I'PYIIIbL: JIOTHYECKUEe U
dusudeckue. Jlorndeckue CUeTINKY MOKA3BIBAIOT KOJUIECTBO Ia-
KETOB B paMKaX CETEBOr0 IMPOTOKOJIA U KOJIMIECTBO OTIIPABICHHBIX
(/1o c2KaTHs) M HOJTyYeHHBIX (1mocste JekoMipeccnn) 6aiT. usmae-
CKHUe CUEeTYNKHU MMOKA3BIBAIOT KOJMIECTBO MTAKETOB U OaiiT, oTIpas-
JIEHHBIX M TOJIy9€HHBIX 10 ceTu. Ha KoamdecTBo GailT MOXKET Mo-
BJIMSITH CXKATHE CEeTEBOro Tpaduka, ecjau OHO BKJIIOUEHO. Takke
[TOKA3bIBAETCSI KOJMIECTBO II€PEJIatd CETEBLIX IIAKETOB: 3TO HUUCJIO
U3MEHEHU CeTeBhIX BBI30BOB ¢ "ormpasku" Ha "mosayduenue" Ce-
TeBasl CTATUCTUKA COOMPAETCS TOJIBKO YAAJEHHBIM MIPOBARIECPOM,
TO €CTh JIJIsi BCTPOEHHBIX COEJMHEHUIl OHA BCEr/a paBHA HYJIIO.
Tak Kak cereBasi CTATUCTUKA COOMPAETCsSI Ha KJINEHTCKOI CTOpPOHE,
TO HAIIPABJIEHUE CETEBOI'O BBOJA-BBIBOJA (OTIPABJIEHO, IIOJIyYEHO)
0TOOParKAeTCsl OTHOCUTEILHO KJIMEHTA.

SET EXEC_PATH_DISPLAY {BLR | Omnasiounast KoMaHa, mokassiBaomas BLR (ckoMmmminposaHHy o
OFF} cbopMy) orreparopa.

8.2 VYruaurta GBAK

Vrunnra gbak, Bxomsamas B noctaBKy PE/I Bazer JaHHbIX, ABJIsSETCA CPEJICTBOM CO3JaHNs PE3EPBHBIX
Komwmii 6a3 JAaHHBIX U BOCCTAHOBJIEHUS 0a3 JAHHBIX U3 pe3epBHBIX Komui. OHa ecTh BO BCEX AUCTPUOYTHBAX
s Beex 1wiardopm. U B oTimdme OT UHTEPAKTUBHBIX CPEJCTB, UCHoJb3yionux Services AP (manpumep,
RDB Expert), 103BOJISIET ABTOMATU3UPOBATDH IIPOLECC PE3EPBHOIO KOIMPOBAHMUS.

Tepmun "pesepBHoe KonmpoBanue' mMeeT J0CTATOIHO OOIIMIL CMBICI, TIEJIBI0 KOTOPOIO SABJISETCST ITOJLY-
JeHmre Konuu 6a3bl TAHHBIX, IPUTOIHON Jijist apxuBupoBanus. Hanpumep, "peseppryio Konuio" ObI3bI JAHHBIX
MOXKHO U3TOTOBHUTH IPOCTBIM CIIOCOOOM — CKONMPOBATH 0a3y JAHHBIX, IIPEIBAPUTEHLHO OCTAHOBUB CEPBED
PE/I Baser Jlaunbix (nHave, npu paboTaoIieM cepBepe, Kolus Oyer saBIaTbcs "moBpexkieHHbIM daitiom”,
T. K. KOIUPOBaHNE POU3BOIUTCS MIOCJIEI0BATENBHO, & 6a3a JaHHbIX — daifin nponssosbHOrO Hocryna). Ecam
JKe HY2KHO CJIeJIaTh Pe3epBHYI0 Komuio 0a3bl gaHHbIX "Ha xomay", Bo BpeMs: paboret CYB/I, To mist sToro u
npegHasHadeH gbak.

B gbak jeficTByeT NpuHIUI «00PATHOI COBMECTUMOCTH Y. DTO 3HAUUT, UTO CO3/IAHHBIE PE3ePBHbIE KOIINN
B Oosiee pamnnx Bepcusx «PEJl Basa JlaHHbIX» MOTYT OBITH BOCCTAHOBJEHBI B OOj€e MO3IHUX, HO HE
Ha000POT.

8.2.1 IIpaBa Ha 3amyck gbak

s Toro, 4ToOBI BBIIOJIHUTH JIIOOYIO Olepanuio HaJ 0a30if MaHHBIX C HOMOIIBIO ghbak, HEOOXOIMMO
[POMTH NpOIEAypPy UIAeHTU(MUKAIMN U ayTeHTH(MUKAIUN — yKa3aTh UMsl U MAPOJIb II0Jb30BATEJs, KOTO-
pBIil UMeeT IpaBoO Ha 3aIlycK cepBuca gbak. DTo MoryT cienarb SYSDBA, Biajesner; 6a3bl, aJMHHICTPATOD
¢ pouibio rdb$admin win 0G0l Apyroit mosb3oBaTesns ¢ upusmwierneit USE_GBAK_UTILITY (unoxpobHee cM.
Pacnpedeaenue cucmemmnoir npusuaeeuts ). g yka3aHus UMEHH U 0ApPOJis [OJIb30BATENS HUCIIOJIb3YIOTCS
repekJsoYaTesn -user u -pal[ssword], coorBeTcTBEHHO, HAIIPUMED:
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gbak -b employee.fdb emp.fbk -user testuser -pas pass -role rdb$admin ...

HeobszaTenbublit iepek/oyaTesib -role 3aJaéT UMs POJIU, TPaBa KOTOPOW OYIYT YUIUTBLIBATHCS IIPHU
BBINIOJIHEHUN KAKUX-JIM00 feicTBuil yruinTel. [loaTOMy ecu moJsib30BaTe b He YKA3bIBAET POJIb, TO OH II0-
JydJaeT IIpaBa TOJIBKO TeX POoJiell, KOTopble eMy HasdHadeHbl ¢ DEFAULT.

VMg mosib30BaTe It ¥ IapOJIh MOKHO HE YKA3bIBATH, €CJIA B CUCTEME YCTAHOBJIEHBI KOHTEKCTHBIE IIE€Pe-
mennble ISC_USER u ISC_PASSWORD. A TakKe €CJIN UCIIOJIb3yeTCs JoBepuTeabHas ayrentudukanus Windows
(Win_Sspi) usawm nosepennas depes mexanusm GSSAPI (gss), u mosb3oBaTesb CHCTEMbI, OT UMEHH KOTOPOLO
3AIIyCKAETCS YTUIUTA gbak, sIBISETCA WIEHOM I'PYIIIIBI aJIMUHICTPATOPOB.

Jasiee B mpuMmepax oniuu -user, -pas u -role OyeM OIyCKATD JJIsi HATISIHOCTH KOMAH]I,

8.2.2 NMwmena daiision
8.2.2.1 WNwmsa 6a3bl

ITockosbKy gbak - 9T0 porpaMma, KOTopasl YATaeT JaHHble 13 0a3bl JAHHBIX, TO caMa 0a3a JIAHHBIX U
cepBepP MOTYT HaXOIUTLCH T/E€ yTOTHO.

B cienyromem npumMepe MCHosb30BaH JIOKATBHBIN KOHHEKT:
gbak -b employee.fdb employee.fbk

HOﬂpaSyMeBaIOH_II/If/'I, qTO gbak BBITIOJIHAETCA Ha cepBepe.

Ecnu 3amyckars gbak ¢ KJIMEHTCKO# MaIIMHbBI, U 0OPAIIATLC K CEPBEPY, TO TOra BMecTO employee . fdb
HaJJ0 ObLIO OBl IIKCATH

server:c:\Firebird\bin\employee.fdb

TO €CThb IITATHYIO CTPOKY KOHHEKTa ¢ yKasaHueM cepsepa u iytu K B/l (win anuaca).

Paszymeercs, gbak co3iaBast pe3epBHYIO KOIIHIO, Oy/IeT CO3/]aBaTh ee JIOKAJIBHO, T. €. Ha KOMIIbIOTEpE TJIe
naxoqutcs gbak. U ecou cepBep — 9T0 Apyroit KOMObOTED, TO aKTUIECKH BCsA 0a3a JAHHBIX OyIeT cunTaHa
10 CeTH.

Ecsu TpebyeTcst ocyIecTBUTE pe3epBHOE KOIIMPOBaHKE B (DAl HA CTOPOHE CEPBEPA, JIyYIlle UCII0JIb30BATh
CEPBUCHL.

8.2.2.2 Wwmsa pe3epBHOIii Konuu

Mwms pesepBHO# KoMy MOYXKeT OBITH A0COJIIOTHO JII000€, BKIII0Yast jiioboe pacmupenue. Hampumep, bak,
gbk, bk, u tak gasee. Ho Jsiyurmie mmsa pesepBHOi Kommu OPMUAPOBATEH KaK: UMs 0a3bl U JaTa, IPUYEM JIATY
JIydIlle BCero yka3biBaTh B dopmaTe YYYYMMDD — Tak mMeHa haitioB OY/IyT KOPPEKTHO COPTUPOBATHCS IPU
IPOCMOTPE IaIIKU.

8.2.3 Ommuu yTHJINTHI

B Tabsmnax npuBejieHbI Bee JJOCTYITHBIE ONIINU yTUIUTHI ghak n Kparkoe onucanne K HuM. OHU crpy1-
IUPOBAHHBI 110 HA3HAYEHUIO: JJIsI PE3€PBHOIO KOIMPOBAHMS, JIJIsi BOCCTAHOBJIEHUS W OIIUHU, JIOCTYIIHBIE B
obenx omeparmsx.

Boutee momapobro 0 GoJibIMHCTBE ONIUil OyJeT PacCKa3aHO B I0JIPA3Jie/iaX, MOCBSIIEHHBIX CO3IAHIIO
PE3€PBHBIX KON W BOCCTAHOBJICHUIO N3 HUX.
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Tabauua 8.5 — O6mume onmuu GBAK (myis backup u restore)

Orus

Onucanue

-crypt <ums mimaruHa>

Nwmsa nnarnna s mmdpoBanus daiia pe3epBHON KOMMHU He3AMM(pPOBaH-
HOI 0a3bl JAHHBIX WX JJIsl mudpoBanus (aiiia 6a3bl JAHHBIX, BOCCTAHOB-
JIEHHO¥ 13 He3anmdpPOBAHHON pe3epBHOI Konuu. Ero Takke MOXKHO HCITOJIb-
30BaTh B codeTaHnu ¢ KiaodoM -KEYNAME.

Ormuio -KEYHOLDER HY?KHO yKa3bIBATH 00s13ATEBHO.

-d[irect_io]

IIpsimoit BBOA-BBIBOJ, 11t (paiiia pe3epBHON KOIUN.

-fe[tch_password]

TTonyauTts maposs u3 daiiia.

-ig[nore]

WraopupoBars OmmbOKA KOHTPOJIBHBIX CYMM.

Ecnu ykasana sTa ommusi, To B CylepcepBepe JIpyrue MOAKIIOUEHHs K
6aze JTaHHBIX OYIYT 3AIPEIIEHBI HA BPEMsl BBIMOJHEHUS OIKaIa.

-keyholder <uma mmaruwea>

DTO IJIATHH XPAHWIAIIA KJIoUeil i poBanusi, HeOOXO UMb gbak jist J10-
cTyna K 3amundpoBaHHOi 6a3e JTaHHbIX.

-keyname <umMa kioga>

fBHOE IpUCBOEHNE UMEHU KJTIOUY BMECTO KJII0Ya 110 YMOJIIAHUIO, YKA3AHHO-
ro B UCXOJHOU 6aze naHHbIX ([IPM PE3ePBHOM KONUPOBaHUHU) Wid B aiiie
pesepBHOil Konun (IIpU BOCCTAHOBJICHNUH ).

-m[eta_data]

HpOI/I3BO,ILI/IT Pe3epBHOEC KOIIMPOBAaHUE NUJIX BOCCTAHOBJICHNE TOJIBKO MeTaJdaH-
HbIX.

-pas [sword]

ITaposb moIb30BaTe s, BLIIOIHAIOMEro oneparnuio ghak (cm. IIpasa na 3a-
nyck ghak).

-ro[le]

ToncoequanThbest ¢ ucnoab3oanueM poan (cM. IIpasa Ha 3amyck gbak).

-selrvicel

Co3maér pe3epBHYI0 KONMIO HA TOM K€ KOMIBIOTEpe, TIIe HAXOIUTCS
6a3a JaHHBIX-MCTOYHWMK. Jlyisi 9TOro BBI3BIBaeTca Service Manager Ha
KOMIIBIOTEpE-CEPBEPE.

-skip_d[ata] <wabmou>

He coxpausrs B 69kan (uiu pecrop) JaHHbIe TabJIMIl, UMEHa KOTOPBIX COOT-
BETCTBYIOT YKA3aHHOMY 3JI€Ch PEryJIsipHOMY BbipaxkeHuio B SQL-cuaTakcuce
(cm. omepatop SIMILAR T0)3.

-include[_data] <mabmom>

BxkimogaTh TOJIBKO JaHHBIE TaOJIUIl, IMEHA KOTOPBIX COOTBETCTIBYIOT yKa-
3aHHOMY 3J/I€Ch PEry/IsApHOMY BbIpakeHnio B SQL-cunrakcuce (cMm. omepaTop
SIMILAR TO). ITpuuem, ecin <wmabmor> st -INCLUDE_DATA u -SKIP_DATA
COOTBETCTBYeT OJHON 1 Tolt »Ke TabJuIle, TO TabJIUIA IPOIYCKACTCH.

-st[atistics] TDRW

BriBecTu craTucTuky B 1poiecce paborsl (paboraer Bmecre ¢ -v(erbose) u
-verbi(nt)).

T — BpeMd OT Hadaja padbOTH gbak;

D — BpeMs IIPOIIIE/IIIIee C IOCJIEIHETO BhIBO/IA HA SKPAH;

R — 9MCJI0 CTPAHUI] IPOUUTAHHBIX C IOCJIE/IHETO BBIBO/IA HA SKPAH;

W — YHCJI0 CTPAHWIL 3AMMCAHHBIX C ITOCJIEIHErO BBIBOIA HA IKPAH.

-trulsted] Hcnonb30BaTh HOBEPUTEIbHYIO ayTeHTHUKanmo (Win_Sspi).

-user Wms nosb3oBaTedis, BBIIOJIHSIOMEro onepanuio gbak (cm. [Ipasa Ha 3amyck
gbak).

-v[erify] OT4er 0 KazKIOM BBITIOJTHEHOM JIEHCTBUHI

-verbi[nt] <n>

TlonpobHbIil BLIBO, JIOra, AEACTBUN C 3aJaHHBIM MHTEPBAJIOM 00pabOTAHHBIX
szannceii. Munnmaabaoe 3nadenue - 100.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-y {<uyTtp x Qaiiny> |

Boisos jtora B daits. YKasbiBaercst coBMecTHO ¢ -v (erify) mim -verbi(nt).

SUPPRESS} Ecin ykazan mapamerp suppress, He OyJeT BbIBEIEHO HUKAKOU nHMOpMA-
nuu jaxe ¢ onnueir -v(erify).
-z TlokazaTs Bepcuio gbak u Bepcuro cepsepa «PE/l Baza lanabixs.

Tabmuma 8.6 — Backup ommnu GBAK

Onmnnsa Ormnucanue
-B[ACKUP_DATABASE] OcHoBHas onmus Tpu co3maHuu pe3epBHOil kKommu. Ecin daitn pesepBHOit
[0[VERWRITE]] KOTIUU y2Ke CYIIEeCTBYEeT, TO Pe3epBHOE KOMUPOBAHUE He OyIeT BBHITOJIHEHO.
Ho ecnu ykazats ommuio O [VERWRITE], daitn 69kama OyeT 3aMeHeH.
-co[nvert] TIpeobpazosanue Bremaux Tabaun (external tables) Bo BuyTpenunue Tabiu-
TIBI.
-e[xpand] He npoussonurs cxxatue pesepproit kormu. [lo ymosrganuio pesepBHasi Ko-

nmsa 3anucbiBaercda B "cxxaTtom" Bue.

-falctor] n

HNcnonpzoBaTs 6itokupyomuii paxTop n JiJIst JEeHTOYHOT'O HAKOIIUTEJIS. YCTa-
peJL.

-glarbage_collect]

He cobupaTh Mycop BO BpeMs PE3ePBHOIO KOIHPOBAHMUA.

-1[imbo]

Urnopuposarh 3aBuciiue apyxdasubie Tpansakiuu (1imbo).

-nod [btriggers] IIpenoTBpamaer cpabaTbiBaHUEe TPUTTEPOB 0A3bI JAHHBIX BO BPEMSI pPe3epB-
HOT'O KOIIMPOBAHUSI.
-nt Co31aéT pe3epBHYIO KOIMIO B HEIIEPEHOCUMOiT (bopMaTe MexXK/ 1y allapaTHbI-

MU TIaTdOpMaMu.

-0l[d_descriptions]

IIpousBomuT pe3epBHOE KOMMPOBAHNE METAIAHHBIX B (hopMaTe CTaporo CTu-
Jisd, T.e. B PEKUME COBMECTUMOCTHU CO CTApPBIMU 0a3aMH JTAHHBIX. YCTapPeJI.

-par[allel] <n>

KosmmuaecTBo mapasuresibHbIX pabounx MOTOKOB JJTst O9Kamna. BrirogaeT MHO-
TOIIOTOYHOE BBIMIOJIHEHNE PE3€PBHOIO KOITMPOBAHUSI.

-t [ransportable]

Cosnaér TpancnoprabesbHy0 (IEPEHOCHMYI0) PE3EPBHYIO KOIMI. DTOT Ta-
paMeTp BKJIIOYEH II0 YMOJI9aHUIO, IIO9TOMY YKa3bIBaTb €O HET HUKAKOMI
HEOOXOIUMOCTH.

-zip

Cakatb dailsr pezepBHOil Konuu 1epe/ ero mudposanueM. [locie mmudposa-
Hus daila moutn He cKuMaeTcs. JIJst cxkaTus ucnosb3yercs miarni zstd ¢ b
ypoBHeM cxkartus B 1 moToK. Takoil cxkareiil daila MoxKeT ObITh pacIiakKOBaH
TOJIbKO BoccTaHoBjieHneM gbak. Kitiow -zip He Hy»KeH JIjIsl BOCCTAHOBJIEHHS,
I0TOMYy 4TO (hOpPMAT OLPEIEIISIETCS aBTOMATHIECKH.

(paspbiB Tabaunupl)

3 Buemune KJIFOY9H, CChLJIAIOIUECA Ha 9THU TaﬁJ’II/II_II)I, 6yﬂyT ACaKTUBUPOBaHbI
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(pa3pbiB Tabnuupl)

Onmnusa

Onucanue

-com[pressor] [<uma
mnarusa> [<ypoBeHb
cxaTus> [<xomn-Bo
moToxoB>]]]

Cxarp daiiyt pesepBHOil Konmu 1epel ero mudposanueMm. [locse mudpo-
Banus daitin nourn we crumaercss. C PEJ] Bazoit JlaHHbIX MOCTABIAIOT-
¢ wiarnesl zstd u zlibcompressor. Cxkarne mIarnHoM zstd BBITOJIHSIET-
csl OBICTpee, NTOTrOBBIM pa3Mep pPe3epBHON Konnu Oy/eT MeHbIIe, YeM IIPU
nucronb3oBaHnn zlibcompressor. Ilnarne zstd nogmepkuBaer 22 ypoBHS
ckaTud, a zlibcompressor 9.

Yewm BbIlte ypOBEHDb C2KATHUsI, TEM OOJIBIIIE OMIEPATUBHON TAMATH TPEOyeT-
cs IS CyKaTHs pe3epBHOi Koruu. iist mtarnna zstd He PEKOMEH/ IyeTCst
WCIIOJIF30BATh YPOBEHD C2KATUs OoJibie 19.

Ilnarun zlibcompressor BBINOJIHSET CKaTve B 1 MOTOK W IIPOUTHOPUPY-
eT YyKa3aHHOE KOJIMYECTBO MOTOKOB. MOXKHO HAMUCATH COOCTBEHHBIN IIjIa-
TWH CXKaTWs, TPUMEpP I CO3MaHWs HAaXoauTcs 1o myTu RedDatabase/
examples/compression_plugin/. Ilo ymosrqanuio wucrosb3yercsd ILIArUH
zstd ¢ 5 ypoeHem cxkarusi B 1 morok. Takoit cxkarbiii daiia Moxker ObITH
pacIakoBaH TOJILKO BOCcCTaHOBJIeHHEeM gbak. Kitiou -com He Hy2KeH /1151 BOC-
CTAHOBJIEHUS, TIOTOMY 94TO (DOPMAT OMPEIETISTETCH ABTOMATHIECKHU.

IIpumep cxkaTust pe3epBHOIT KOIMY IJIArMHOM Zstd:

gbak -user sysdba -password masterkey -b employee.fdb employee.fbk -com zstd 3 2

IIpumep cxkaTus pe3epBHOIT KOIIMU IIArHHOM zlibcompressor:

gbak -user sysdba -password masterkey -b employee.fdb employee.fbk -com zlibcompressor

Tabmumna 8.7 — Restore ommuu GBAK

Onmus

Onucanue

-C[REATE_DATABASE]

Boccranasimsaer (co3naér) 6a3y NAHHBIX M3 G9Kala B HOBBIH (aiiir.

-R[ECREATE_DATABASE]

Cozznaér HOBYyI0 6a3y JaHHBIX WU 3aMeHseT (ecsu yKazaHa omius 0) cyiie-

[0[VERWRITE]] CTBYIOIILYIO 0a3y JAHHBIX U3 OIKaIA.

-REP [LACE_DATABASE] BoccranasinuBaer daiin 6a3bl JAHHBIX, 3aMEHsisi IMEIONTYIOCs 0a3y TaHHBIX.
-bulffers] 3ajaTb pazMep CTpaHUIHOTrO Kamia st B/1.

-fix_fss_d[ata] WcnpaBuTh KOOMPOBKY JTAHHBIX

<KOIOWPOBKa>

-fix_fss_m[etadata]
<KOIOWPOBKa>

HcnpaBuTh KOJMPOBKY METaIaHHBIX

-i[nactivel

Jleak THBNPOBATH MHIEKCHI BO BPEMsI BOCCTaHOBJIEeHUs. [Ipu ncroas3oBannn
OIIIUY B JIOT€ BOCCTAHOBJIEHU: Oy/ieT coobrenne "gbak: WARNING:Database
is not online due to inactive indexes (option -I)". Ilepen BoO3-
BpalmmenneM 6a3bl JAHHBIX B pexkuM "online" He 3a0yapTe aKTUBHPOBATH
WHJIEKCHL.

(paspbiB Tabauupl)

4 «(PEJI Basa auubix» - sro Bepcuonnasi CYBJI. Bepcun sanuceii cozgaiorcs npu update u delete >KUBYT OIIpee/IeHHOE
BpeMs (IIOKa OHM HY>KHbI aKTUBHBIM TPaH3aKIUsAM ), 1 yOUPAIOTCsl KaK MyCOp, B OlIpeJieJIeHHble MOMeHTHI. MycOopHbIe Bepcumn
3amnmceil - 9TO Te, KOTOPbhIE y>Ke He HY>KHbI HU OLHOM aKTUBHOI TPaH3aKIUU.
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(pa3pbiB Tabnuupl)

Onmnusa

Onucanue

-k[i11]

Boccranosurh 6€3 co3maHmns TEHEBbIX KOIMIA

-mo[de] <pexum mocTyma>

Pexxum jrocryna "read only" wim "read write"

-nlo_validity]

OTkioUYeHre BcexX OrpaHMYeHuil POBepKH JNaHHLIX (check) u orpaxmude-
auit NOT NULL. Ilpu wmcmo/ib30BaHUU OMITUU B JIOT€ BOCCTAHOBJIEHHS Oy/IeT
coobrienne "gbak: WARNING:Database is not online due to skipped
restoring of validity conditions (option -N)". Ilepen Bo3BpareHu-
eM 0a3bl JAHHBIX B peKuM "online" He 3a0y1bTe MEPECO3IATH OTKJIIOUEHHBIE
OrpaHUYCHUH.

-o[ne_at_a_time]

HOﬂTBep}KﬂaTb TPaH3aKIUIO IIOCJIE BOCCTaAHOBJICHU A Ka}KﬂOIU/I Ta6JIHLLbI.

-plage_size]

YcTaHOBUTH pa3sMep CTPAHUIILI

-replica <pexum>

HacrpamBaer pexXuM pemmku BOCCTaHABIUBAEMOIl Oa3bl JAaHHBIX: "none",
"read_only" niam "read_write".

-par[allel] <n>

KosnuecTBo napasuiesibHbIX pabounx IOTOKOB [IJIsi pecTopa. Briirouaer MHO-
TOTIOTOYHOE BBITIOTHEeHNE BoccTaHoBenns b1, ecmu MaxParallelWorkers >
1 (em. firebird.conf). BmecTo ar0oro nmapaMerpa yTHIATH MOXKHO YKAa3aTh
mapamerp KoHdurypannn ParallelWorkers.

-use_[all_space]

He pesepsuposarh MecTo mon Bepcuu 3amuceil. MaKcIMaJIbHO 3aIlOJIHSATh
crpanunpl JaaHbx (as read-only 6a3).

-rdb_map [ping_file]
<daitn c oTobpaxeHuem>

s xkoppekTHOro BoccTaHoBeHus B/ ¢ Bepcun 2.X, ecou ee 63Kam comep-
»KuT BHemHue Java GyHKIuN niin nporeypbl. HeobxoumocTsb B 910 onmun
BO3HHKJIA 110 IPUUIMHE U3MEHEHHs CHHTaKcuca: B Bepcuu 2.X 1pu o0bsiBie-
HuK BHerIHe# DyHKImK(Iponeayphbl) He YKa3bIBAJIUCh €e apryMeHThl, B OT-
Jiranu ot Bepcun 3.0 u Boie. [Tosromy, eciu dyHnkimu (poreypor) nMeT
apryMeHTBI, CJIe/lyeT CO3/I1aTh TEKCTOBBIH dailin <paitn ¢ oTobpaxeHmeM>,
rjie 1epBblii crosber - ums byHKIUI(OPOIEIYPHI) B java, a BO BTOPOM -
THIIBI APTYMEHTOB:

package.class.Functionl argl,arg2,arg3

package.class.Function2 argl,arg2,arg3

B srom cayuae myxkuag java dynkuus (nporenypa) 6yaer noaoupaTbes Ha
JIETY MPOCTO IO UMEHH.

-ts_map [ping] <¢aiin c
oTobpaxeHueM>

st koppekTHOro BoccTaHoBsieHust B/, ecam ee Gskar cojep:kur Tabiu-
Ibl MM UHJEKCHI, COXPAHEHHbIe B TAOJUYIHBIX [IPOCTPAHCTBAX. TeKCTOBBIi
daitn <dpaitn ¢ oTobpaxeHHeM> JIOJIKEH COCTOATH U3 CTPOK C JABYyMs 3Ha-
YeHUsIMU: TIEPBBI CTOJIOEI - UMsI TAOJIUIHOrO IIPOCTPAHCTBA, BTOPOil - HO-
BOE PACIIOJIOXKEHNE TaOIMYHOrO ITPOCTPAHCTBA JIJIsT BOCCTAHOBJIEHHOH 0a3bl
JaHHBIX. MOYXKHO yKa3bplBaTh Kak abCOJIIOTHBIA IyTb, TaK U OTHOCUTEJIb-
HBII, B TOM YHCJIE C UCIOJIb30BAHUEM IICEBIOHUMA JUPEKTOPHUU, 33IAHHOTO
B directories.conf B ceknuu tablespaces.

tablespacel d:\db\restore\tsl.dat
tablespace2 d:\db\restore\ts2.dat

B srom cirydae Tabindnble IPOCTPAHCTBA KOMUPYIOTCS C HOBBIMU Iy TSMU.

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Onmnusa Ormnucanue
-ts <uMa TabIMIHOTO TlosBonsieT 3a0aThb Iy Th A1 TAOJIMIHOIO IPOCTPAHCTBA. MOXKHO YKa3blBaTh
IpoCTpaHcTBa> <IyTh> KaK a0COJIIOTHBIN IIyTh, TAK W OTHOCUTEILHBIN, B TOM YHCJIE C UCIIOIb30Ba-

HUEM I[ICEeBJOHUMA JUPEKTOPUHU, 3aJ]aHHOI0 B directories.conf B cexuuu
tablespaces. Omuiumo MOYKHO HUCIOJIB30BATH CTOJBKO Pa3, CKOJBKO TpeDy-
ercs. Takke ee MO2KHO HCITOJIb30BaTh COBMECTHO C -ts_map.

-ts_origlinal_paths] st BoccTaHOB/IeHHST TAOJIUIHBIX ITPOCTPAHCTB IO TIEPBOHAYAILHBIM Iy TSIM,
I10 KOTOPBIM OHHU PacCIIoJIaraJiiCb B MOMEHT CO31aHUA 63KaHa. HpI/I 9TOM BCe
€I11e MOYKHO IIEePEOIIPEJICNIATh Iy TH JIJIsI HEKOTOPBIX TaOJUIHBIX IIPOCTPAHCTB
C IOMOIIBIO oNIuil -ts n -ts_map.

8.2.4 Co3panme pe3epBHOII KOTMNI

Yrunura gbak sBJsieTcs IPOrPaMMOIi, KOTOpast TIOJICOEIMHSETCS K 6a3e JaHHBIX, CTAPTYeT TPAH3AKIIUIO
snapshot, u 3areM coxpaHsieT B crenuaabHblil daiin MeraganHble (OnucaHust TabiInIL, IPOIEILyD, TPUITEPOB
u T. 1) u gandble (3anpocamu select * from tablename).

Brarogapst ToMy, 9TO CUMTHIBAHUE TAHHBIX TPOMCXOIUT B TpaH3aKIuu snapshot, gbak Ha mMpoTsKeHNN
mporecca YTeHus JAHHbIX "BuauT" HeM3MEHHbIE JaHHble 6JIAroIaps BEPCHOHHOCTH. 1O ecTh, BO BpeMsi pa-
60THI gbak JIpyrue MPWIOXKEHHWs] MOTYT paboTarh ¢ 6a30il JaHHbIX. OHAKO, T€ M3MEHEHUsI, KOTOpble ObLIN
[IPOU3BEJICHBI TPUJIOKEHUSIMI BO BpeMst paboTel gbak, pa3yMeeTcs: He Oy/IyT COXPAHEHBI B PE3€PBHYIO KOITHIO

B/I.

PopmMaT KOMAHIHOW CTPOKH JIJIsT CO3aHMS PE3EPBHOM KOINM:

gbak -B[ACKUP_DATABASE] [O[VERWRITE]] [backup ommum] [obmme omummm] <6asa manHEX> <daiin
pe3epBHOH# KoImMM>

OcHoBHag onlus UPU CO3JIaHUYU Pe3ePBHOI Komuu — -b (Ipyrue ommu nogpoOHO OIUCAHBI JAJIBIIE).
IIpuyem onruu MoryT OBITH yKa3aHBI KAK B HadaJe, TAK U B KOHIIE.

Kirou -b o3mHagaer, 9T0 HEOOXOAMMO BBIIOJHUATH PE3€PBHOE KONMMPOBaHWE 0a3bl JTAHHBIX, IyTh K KO-
TOPO#1 yKa3aH KakK <6asa NaHHHX>, a Pe3yJIbTaThl PE3EPBHOIO KOMUPOBAHUS COXPAHUTD B (hailyl, yKa3aHHbII
KaK <daiin pezsepBHo#l komum>. IIpm 3TOM, €cjiu IyTh MOCJIEIHETO COJMEPXKUT HECYIIECTBYIOIINE KATaJIOrH,
oHU OY/IYT CO3/IaHbI ABTOMATUIECKH.

Ecin <paiin pesepBHOZ xomum> yrKe CyIIECTBYET, TO PE3EPBHOE KONMPOBAHUE HE OY/ET BBHITOJIHEHO.
Ho econ ykazars oo 0 [VERWRITE], daiin 6akama 6y1eT 3aMeHer”.

gbak -b o employee.fdb employee.fbk
Temneps momoapobHee OCTAHOBUMCS Ha APYTHX OMITUAAX OIKATIA.

-v[erify], -verbi[nt] <n>

Hoanwili 6v600 no02a deticmeudi.

OTH ONIUNU SIBJISIETCS B3aMMOHUCKJIIOUaouMu. Vcrosib3oBanue -verify aHAJOTHYIHO yKa3a-
Huio -verbint 10000.

5 Jlst 03HAKOMJIEHUS C YTHIMTON ¥ CAMOCTOSTEILHOIO BBIIOIHEHIS OIIEPAIMil U3 MPUMEPOB, PEKOMEHIYEM B3ATh TECTOBYIO
6a3y maHHBIX employee.fdb u3 manku ycranoBku RedDatabase u ckonuposaTs 5Ty 6a3y B KaTaJsor bin, psaoMm c gbak.
B npumepax onmuu -user, -pas u -role OIyCcKaeM HAMEDPEHHO i HariaaHoctu koMmaud. Cum. [Ipasa na sanyck gbak.
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Bes ykazannit atux omnmuit gbak He BBIBOIUT HUKAKUX COOOINEHUIl IPU BBIIOTHEHNN PE3E€PBHOIO
KOIUpoBaHusl (/M BOCCTAHOBJICHUS ), KPOME COOOIIEHUIT 00 OmubKax, ecjiu TakKue BO3HUKJIN.

C ykazaHueM ONIHil BBIBOAUTCS GOJIBINOI 00beM nHGOPMAIMH O BBIIOJTHEHHBIX JeficTBusx. 11o
YMOJIIAHUIO BBIXOJHBIE JIAHHBIE OTOOPAXKAIOTC Ha IKpaHe, HO Bbl MOXKETE IIePEeHAPABUTH JIOT B
dait1 ¢ moMoIbo KiIova -y.

BupouewMm, misi cucreMm ¢ peryssipHbIM Pe3e€pPBHBIM KOIIMPOBaHWEM, a TakKe Korja backup BbI-
IIOJIHSIETCH JIOJITO, JIydIlle Cpa3y yKa3aThb OIIIMIO [TOJIHOTO BBIBOJA Jiora JeiicTBuil. Jaxe B ciaydae
[TOSIBJICHUS ONTAOKY KOHTEKCT TOH OrmuOKu Oy/1eT BUJIEH YeTue, U TaKKe OyIeT BUIHO YTO UMEHHO
cepBep yCIesl IOMECTUTh B PE3EPBHYIO KOIHIO JI0 OIMIHOKH.

Tax BBITVIAIUT KOMaH/a C KJIIOYOM -V

gbak -b employee.fdb employee.fbk -v

[TapameTp -v B cupaBke, BblJlaBaeMoil gbak, onucan kak -v[erify]. Bonpeku cBoemy nazsa-
HUIO, 9Ta OMIM HUYero He mposepsier. CKopee, STOT TapaMeTp JIOKEH PACIIi(POBBIBATHCS
kak "verbose".

EnuacrBenubiil crrocob MPOBEPUTH PE3EPBHYIO KOIMHUIO — BOCCTAHOBUTHL €€, MPOBEPUTH, HE
COJIEPKUT JIM OHA, OIMIMOOK, ¥, BO3MOXKHO, BBIITOJIHUTH HECKOJIHKO 3aIPOCOB JJIsi MTPOBEPKU
PabOTOCIIOCOOHOCTH.

Ecnu -v[erify] BeiBomuT nadopmMaIiuio o Kaxx oM obpaboTaHHoM feficTBuu, To -verbi[nt] <n>
- € 33JIaHHBIM MHTEPBAJIOM 00paboTaHHbIX 3ammceil. VlnrepBast ynpasiser TeM, CKOJIbKO 3aIncei
OysieT BbIBeIeHO gbak; JPYrUMHU CJIOBaMH, OH KOHTPOJIMPYET YacCTOTY BBIBOIA COOOIIeHHUit ". . .
records written". Munumansnoe 3uadenue - 100.

Tak BBIIVISIIUT KOMaHIa ¢ KJIFOUOM -verbi:

gbak -b employee.fdb employee.fbk -verbi 200

-y { <uma ¢a#ima> | SUPPRESS }

Ieperanpasaenue 1026 8 Patin Uil NOAHOE NOJABAEHUE 3ANUCU A02Q.
YKa3bIBaeTcsl COBMECTHO ¢ omryeii -v(erify) mwim -verbi(nt).

Ecnu 3aman mapamerp -y <umsa daitma>, TO BBIBOJ Jjora Oyier 3amucaH B (aiin <ums daitma>,
6e3 Kakoro-mmbo BBIBO/A Ha IKPAH.

gbak -b employee.fdb employee.fbk -v -y e_bak.txt

Ecmm ykazam mapamerp -y suppress, TO HE3aBHCHUMO OT YKa3aHUS O -V mwim -verbi, He
OyZeT BBIBEICHO HUKAKUX COOOINEHUiT HU B (ailyl, HU Ha KPAH:

gbak -b employee.fdb employee.fbk -v -y suppress

Jlor-caiir He TOIXKeH CyIeCTBOBATD. FKC/Ii OH €CTh, Orepanus pe3ePBHOTO KOIIMPOBAHUS MJIN
BOCCTAHOBJIEHUSI 3aBEPITUTCS HeyIadeii:

gbak -backup employee.fdb employee.fbk -y e_bak.txt -v

gbak:cannot open status and error output file e_bak.txt
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gbak:Exiting before completion due to errors

Nmsa daitna stora MoxkeT OBITH JI1000€, BKIIIOYas pacliupeHne. Pacimupenne jora UMeeT CMBICT
BBIOPATH TAKUM, ITOOBI 110 YMOTIAHUIO Paill OTKPBIBAJICH BIIOKHOTOM UJIH IIPOrPaMMOii, KOTOPOit
BBI IIPUBBIKJIN IPOCMATPUBATH TEKCTOBBIE (DAIIBI.

-glarbage_collect]

Omxarowaem cObopky mycopa

Ecnu mogpobuee, TO 9TOT mapaMerp 3aIperiaeT CepBepy MPOBEPSTh YNTAEMbIE 3AIINCH Ha, HAJIUINE
MYCOPHBIX, 9TO yCKOpsieT mporecc 69kamna. @akrtuaeckn gbak -b 6e3 Kitoda -g OyaeT BbI3BIBATH
cpabaThIBaHue KOOIEPATUBHON COOPKH MyCcOpa, IPUIeM JJIs BCeX JAHHBIX, T. K. OyJIyT MpOYnTa-
HBbI Bce jaHHble Bcex Tabsui. Co3/aHne pe3epBHOI KOIUU JIOJI?KHO BBINOJIHITHCST MaKCUMAaJIbHO
OBICTPO, & COOTBETCTBEHHO JIyHUIlie He 3arpyzKaTh CepBep B 3TO BpeMs cOopKoil mycopa. [losromy
PEKOMEH,1yeTCsl BCEr/Ia UCIIOIb30BaTh TAKOE HAYAJIO0 KOMAH/HON CTPOKH OIKama:

gbak -backup -garbage_collect employee.fdb employee.fbk

[Ipu pesepBHOM KOnMpoBaHUM HUKAKON "Mycop" Hukornma we momajaer B haitn backup, Hu
[IPU KAKUX YCJIOBUSX.

-t [ransportable]

Cosdarue mpancnopmabeavnoli (nepenocumoti) pesepsnot xonuu.

DTOT IapamMeTp JAeHCTBYET 0 YMOJYAHIIO, [I09TOMY YKA3bIBATH €I'0 HET HUKAKONH HEOOXOIUMOCTH.
OHn o3HAaYaET, 9TO MOJIy YeHHbIH (Dailsl pe3epBHOI KOITUN MOYKHO BOCCTAHOBUTDH HA AJIBTEPHATHBHOMN
anmapaTHOl 11aT(opMe, Tje MOPsJIOK OAlT B IEJIBIX YHUCJIaX OTJINYaeTcs. 10 eCcTh, HAIIPUMED,
mexy Intel u Sparc, wau HP-UX u Intel, u rak nanee. Ho mexxiay Windows u Linux (uam apyroit
OC) na Intel daiin pesepBHOit Koy GyIeT U TAK NEPEHOCUMBIM, JaKe [IPU yKA3aHUU KJI04a -0t
(non-transportable). Tak 4T0, po -t, KaK U IPO -nt MOXKHO 3a0bIThb, ¥ HUKOIJA HE yKA3bIBATH
X B KOMaHJHOII CTpOKe gbak.

-e[xpand]

Corcamue (huskol cmenenu) dating peseperots Konuu
ITo ymosganuio gbak -b IpOM3BOJAUT HEKYIO JIETKYIO KOMIIPECCHIO TAaHHBIX. OTKIIIOUATH €€ MOYKHO
napamMerpoM -expand.

BbI.HI/I IIPOBE/Ibl TECTHI PE3EPBHOI'O KOIIMPOBaHUA C ITapaMeTpPpOM —expand, KOTOpPbIE IIOKa3aJIn
HeboJIbIIoE yCKopenue mporecca 6akan (ra 5-7.5%), HO cuiIbHOE yBeIMYeHne pa3Mepa Pe3ePBHO
kormu (o 30%). Tak 4ro HmpaKTHYECKYIO MOJE3HOCTh HapamMerpa -expand, YIUTHIBas CUIBHOE
yBeJIMYEHNE pa3Mepa Pe3epPBHOI KON, MOYKHO CUMTATH PABHOU HYJIIO.

JLJTst Ty Imero cxKaTus pe3epBHOI KONMUU UCIOIb3yiTe onmnuio -ZIP.
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-co[nvert]

IIpeobpasosanue eHeuwHUT MabAul, 6 00biUHbIE TNADAULDL.

Ecsin B 6ase JaHHBIX co3MaHbl BHemHe Tabaunsl (external tables), To npu cosnanun pesepBHOIL
KOIIUY OHU Oy Iy T MMOMEIIEHBI BHYTPb 09Kala Kak 0ObIdHble TabauIbl. Bes napamerpa -co BHEITHHIE
TabJIUIBI B PE3€PBHYIO KOIUIO HE TTOIAIAOT.

MoKHO cKa3aTh, 9TO -CO HYKEH TOrjia, Korjua Bam Tpebyercs: "B3gTh ¢ coboit" He TOBKO Oazy,
HO ¥ BHemHue aitianl. I[Ipasia, B 3aBUCUMOCTH OT Ha3HAYEHUs 9TU (pailjibl MOTYT UMETh Pa3HBIN
pasMep, U MOXKET OKa3aThCsl, YTO CaMu OHU OyyT OoJiblie, dem Oa3a maHHBIX. [[jisi 0OBIYHOTO,
peryispHoro backup, mapamerp -co He Tpedyercs.

-ig[nore]

HUenopuposarue owubor KOHMPONLHBL CYMM CMPAHULY,

Ecyin npousonio nospexkjenne 6a3bl JaHHBIX, U JaHHble Ha crpaHunax B/l nckaxkenbl (Hysin
UM Apyras IMPOU3BOJbHAsA UH(MOPMAIHs ), TO CEPBEP DU YTEHUU TAKON CTPAHUIIbI OyIeT IHucaTh
nadopMaIuio 06 ommndke KOHTPOJHHON CYMMBI B JIOT.

[TapameTp -ig HO3BOJIsIET UTHOPUPOBATH OIMMNOKNA KOHTPOJBHBIX CYyMM cTpaHuil. Ecim Bo BpeMs
PEe3epPBHOIO KONMMPOBAHUS BO3HUKJIA OMUOKA 1pu uTeHnn 6J100a, To 0100 OyIeT IpOIyINeH, eCn
YCTaHOBJIEH KJIIOY -1ig.

ITosToMy, B OOBITHOM KOMAHIHOI CTPOKE I CO3/IaHus pe3epBHoi Koruu B /I kaTeropuaeckn
He PEKOMEHJIyeTcs YKa3blBaTh napaMeTp -ig. Ecin 6a3a qaHHBIX BAPYT OKaKeTCs TOBPEXKIe-
Ha, TO C 9TUM IIapaMeTpPOM BbI MoxkeTe "He yBuyeTh" moBpexenue. Tak |qro, -ig mis gbak
HCHOJIb3YETCsI TOJLKO B KpailHeM ciiydae — KOIJia HOBPEeKJeHHAs 0a3a MOYMHEHa yTUIUTON
gfix, mo oObruHBIN backup me mpoxomut. ToabKO TOrIA WMEET CMBICI TOBTOPHUTH OIKAI C
ommueit -ig.

Ecin ykazana sTa ommumsi, T0 B cylepcepBepe Apyrue MOAKIOYEHUsS K 6a3e JAHHBIX OyIIyT
3aImpenteHbl Ha BPeMsl BBIIIOJHEHUS OIKAIa.

-m[eta_data]

Buimoansemcs pe3epeHoe KONUpPosaHUE UAU 60CCTMAHOBAEHUE TMOADBKO MEMADAHHDIL.

CoxpaHsgieT TOJbKO MeTajaHHble (onucanus TabJuil, IPOLELypPbl, TpUrrepsl u T. J.). Janubie B
pe3epBHYIO KONUIO He rmonaaioT. [Ipu pecTope BOCCTAHABIMBAIOTCS TOJIHKO METAIAHHBIE OA3bI
JIAaHHBIX, & JII00ble JaHHbIe n3 dailyla pe3epBHOI Konu He BoccTaHaBiaupaioTcsd. Vcmonb3yercs
KOTJIa, BaM HYKHO cJiesiaTh Komuio myctoit BJI1.

gbak -backup -meta_data employee.fdb employee.meta.fbk

gbak -create employee.fbk mytest.fdb -meta_data

-1[imbo]

Henopuposanue limbo-mpansaryul

He coxpamsier B pesepsuoit konuu BJI Bepcun 3ammceit, KOTOpble CO3aHbI TPAH3AKIIUAME, HAXO-
JdamuMucs B cocrosiiun in limbo. Takoe cocTosiHue MOXKeT OBITH TOJBKO Y HE 3aBEpIIUBIIAXCS
rTpamsakiumii geyxdasznoro kommura (2PC).
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Hanpumep: ecan 1ByxdasHast TpaH3aKIWsl (HAIIPIMED, MK Ly JBYMsl Da3HBIMU 6a3aM1 JIAHHBIX ),
3aBePINIIacCh HEYJIAIHO U3-3a TOrO, 9TO cepBep ymaJs o commit man rollback, Ho mocse Toro, kak
n3MeHeHus OBLIN TOATOTOBJIEHBI, TO 3TO limbo-Tpan3akius. ITOT MEPEKTIOYATEh 3aCTABIIAET
mporecc 69Kara UTHOPUPOBATD JAHHBIE TAKUX TPAH3AKITUI.

Eé ne cieayer ncnosib30BaTh Jjist OOBITHOTO PE3EPBHOTO KOMMMPOBAHUS, & UCIOJIb30BAThH, KAK KJTFOU
-IG[NORE], TOJIBKO /IJIsi TIOTIBITKH BOCCTAHOBJIEHUS IIOCJE COOH.

-crypt <umMdA nOjuaruHa>

HUms naceuna das wudposarus gdaiisg pe3eperot KONuU uit 60CCMAHOBACHHOT 643t daHHbBIT

Omrio -crypt yKasslBaroT coBMecTHO ¢ onnueil ~-KEYHOLDER (o6si3aresibHO). Takske MOXKeT yKa-
3pIBaThcsa onmusi ~-KEYNAME.

[Ipu coznanuu pe3epBHON KOIHUH He3auudposariot 6a3v. 0aMHbLT B ONIUU -Crypt yKasbIBaeT-
¢S TJIArUH MU@POBAHNS, KOTOPbIH OyIeT MCIIOIb30BAThCA /i mudpoBaHus ¢aiiaa pe3epBHOT
KOITUH.

IIpu coznmanum pe3epBHOI KONUU 3awupposannoti 6a3v, 0aHHHL YKA3bIBATH -Crypt He HYKHO,
ITOCKOJIBKY TI0 YMOJIYaHUIO OYIET UCIOJb30BATHCS TOT YK€ IUIArMH U KJIF0Y, YTO U JJIs CaMOii Oa3bl
JAHHBIX. HEBO3MOXKHO CO3/1aTh PE3EPBHYIO KOMHUIO 3arn(POBAHHON 0a3bl JAHHBIX B HE3AIH(MPO-
BaHHBIN (ail pe3epBHOIT KOIUH.

IIpu BoccraHOBICHUE HE3QWUPPOBAHHOT Pe3eperoti Konuy ONIUs -crypt 3ammdpyeT HOBYIO
6a3y JAHHBIX C UCIOJIb30BAHUEM YKA3AHHOIO IIJIATUHA.

IIpu BoccTaHOBIEHNY 6A3BI TAHHBIX U3 3GUWUPPOSAHHOT PE3epeHoll Konuy YKa3biBaTh -crypt He
HY?KHO, MOCKOJIBKY 0 YMOJIYaHWIO OYJIET MCHOJB30BATHCS TOT K€ IJIATUH U KJIIOY, 9TO U JIJIst
camoit pe3epBHOiT Konuu. HeBO3MOXKHO BOCCTAHOBUTDH 3aIudPOBAHHBIN (ailyi pe3epBHON KOIIMH
B He3alu(pPOBaHHYIO 0a3y JTaHHBIX.

IIpumep
Yro0bI cienarh 3ammudpPOBAHHYI0 PE3EPBHYIO KOIMHUIO HE3aNTM(MPOBAHHON 0a3bl NAHHBIX, BBHIIOJI-
HUTE:

gbak -b -keyholder MyKeyHolderPlugin -crypt MyDbCryptPlugin -keyname
SomeKey host:dbname encrypted_backup_file

-keyholder <umMa nmaruzHa>

HUma nagzura rparuiuwe karoved wudposarus 6a3v. 0aHHbLT.
Omuruio 06BIMHO UCHOIB3YIOT B codeTanuu ¢ ounusamu -CRYPT un -KEYNAME (Heo6s13aT€esIbHO).
Omnmnus -keyholder moiKHA yKa3bIBATHCH:
® DU CO3JIAHWUN Pe3epPBHON Kolnu 3ammdpoBaHHON 6a3bl JAHHBIX (COOTBETCTBEHHO, 0€3
omIuu -crypt);
® IIpU CO3JAHUH 3amudPOBAHHOI pe3epBHON KonuM He3amudpOBAaHHON 6a3bl JAHHBIX
(coBMecTHO ¢ omiueii -crypt);

® [IpM BOCCTAHOBJICHNH W3 3aln(POBAHHON pe3epBHOl Konmu B 3ammdpoBaHHyO0 0a3y
JaHHBIX (6e3 omiuu -crypt);

® IIPU BOCCTAHOBJIEHMH 13 He3amndPOBaHHON PE3ePBHOIl KoUK B 3alIMdpPOBaHHYIO 6a3y
JIAHHBIX (COBMECTHO € omIumeii -crypt).

IIpumep 1

Yro0nI caenars O9Kan 3ammdpPOBAHHON OA3bI TAHHBIX, BLITOJHATE MOJA00HYI0 KOMAHIY:
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gbak -b -keyholder MyKeyHolderPlugin host:dbname backup_file_name

Qaiiyi pe3epBHOIl Konuu Oyjer 3aImmdpoBaH € HUCIOJb30BAHHEM TOTO Ke ILIATMHA U KJIH0Ua
mudpoBaHUsl, KOTOPhIE UCIIOIB3YIOTCS Jjis mudpoBaHus 6a3bl JaHHBIX. JTO FapAHTUPYET, ITO
YKpacTh JaHHbIE U3 (ailaa pe3epBHON Komuu OyIeT He Jierde, deM nu3 0a3bl JaHHBIX.

ITpumep 2

YT006b! CO3/1ATH CXKATYIO 3aITU(PPOBAHHYIO PE3EPBHYIO KOIIHUIO, BLIITOJIHUATE:

gbak -b -keyholder MyKeyHolderPlugin -zip host:dbname backup_file_name

QDaiin pe3epBHOT KoM OYIET CXKAT 0 TOTO, KaK OH Oy/eT 3ammn@poBaH ¢ UCIOJIb30BAHIEM TOTO
JKe IJIAruHa MH@POBAHUS U TOTO K€ KJII0Ya, KOTOPBIH HCIIOJIb3yeTcs it mudpoBaHust 6a3bl
JIAHHBIX.

IIpumep 3
Yr00BI BOCCTAHOBUTH 0a3y JAHHBIX, KOTOpas ObLIa paHee 3amndPOBaHa, BHIIIOJIHUTE CJIEILYIONTY IO
KOMAH/Ty:

gbak -c -keyholder MyKeyHolderPlugin backup_file_name host:dbname

Boccranosiiennas 6a3a manabix Oymer 3ammdpoBaHa ¢ UCIOJb30BAHIEM TOTO K€ IIJIATTHA U KJTIO-
4ga, 970 U (ailyl pesepBHON Komuu. B JTaHHOM MpuUMepe 5TO TOT Ke IJIAMH U KJII0Y, 9TO U B
HMCXOJIHON 6a3e NaHHBIX.

-keyname <umMsa xiwoya>

HUms xaroua, xomopoild 6ydem ucnosb3osamves OAL WUPPOSaHUS.

Onnust -keyname MOXKeT yKa3blBaTbCd (HEOOSI3aTEIbHO, €Cl 9TOro Tpebyer miarud mudpoBa-

HUs):
e IIpU CO3JaHMM 3aImu(POBAHHON pPe3epBHOIT KOMMKM He3aIlmndPOBAHHON 6a3bl JTAHHBIX
(coBMecTHO ¢ onmueii -crypt u -keyholder);
® 1IpU BOCCTAHOBJIEHWW U3 3ammpPOBAHHON pe3epBHOI Kommu B 3amudpPOBaHHYIO Oazy
JAHHBIX ¢ UMEHEM KJII04Ya, OTJIMYHBIM OT 3HAYEHUs 110 yMosdanuio (6e3 onmnuu -crypt,
HO ¢ ounweii -keyholder);
® IIpU BOCCTAHOBJIEHUH 13 He3amundPOBAHHON PE3€PBHOI KoMK B 3aImdpPOBAHHYIO Oa3y
JAHHBIX (COBMECTHO ¢ omnueii -crypt u -keyholder).
ITpumep

C 1oMoInpio cjieIyrommeil KOMaH bl MOXKHO:
e OO0 BOCCTAHOBUTH 6a3y JMAHHBIX U3 (hailja pe3epBHON KOMUHU, CO3TAHHOTO C

HCIOJIb30BaHUEM HEeCTAaHIAaPTHHIX miarnaos mudposanus Crypt u Keyholder, ncmomns-
3ys ToT ke Keyname, KOTOPBIl UCIIOIH30BAJICS JIJISI PE3EPBHOTO KOITMPOBAHMS;

e b0 BOCCTAHOBUTH He3AMU(MPOBAHHYIO PE3EPBHYIO KOMUIO KaK 3aInMPOBAHHYIO

6a3y JaHHBIX.

gbak -c -keyholder MyKeyHolderPlugin -crypt MyDbCryptPlugin -keyname
SomeKey non_encrypted_backup_file host:dbname
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-d[irect_io]

Ipamas s3anucv-wmenue Paiinoe pe3eperoti KONUL.

ITpu BRITTOUEeHNN 3TOi omruu gbak cozmaer (Ipu GIKare) Wik OTKPhIBAET (IIPM BOCCTAHOBJIEHNH ),
aiisn pesepBHOil KoMK B pexkuMe IpsiMOii 3anmcu-urenust (6e3 Gydepusanun). B aToM pexxume
He 3aJeficTByeTcs K31 (BailsIoBON CUCTEMBI.

O6I)ILIHO pe3epBHa5{ KOIIN4A 3alliChbIBaETCHd (HpI/I 63Kane) NJIN CHUTHIBAETCHA (HpI/I BOCCTaHOBHeHI/II/I)
BCEro OJINH pPa3, U HET PEeaJIbHOHM BBITOJIBI OT KIITUPOBAHUS ee cojiep:kumoro. IIpoussoauresn-
HOCTDH He JIOJKHA 11a/1aTh, TaK Kak gbak unrtaer dail win 3aluchbBaeT B HETO [10CJI€0BATEIHHO,
HCIIOIb3YsT OTHOCUTEIHHO OOJIBITNE MOPIINH JTAHHBIX.

Pexxum IpsiMOil 3alucn-4TeHust UTHOPUPYeTCs, ecyn (aili pe3epBHOI KOIMK 3alHiChIBACTCS B
CTAHIAPTHBINA BBIBOJ| MJIM CUUTHIBACTCS M3 CTAHJIAPTHOIO BBOJA (T.€. ecyiu uMst dailia pe3epBHOIl
Koruu - stdout wim stdin).

-fe[tch_password]

Cuumamsv napoav u3 gatisa

[ -FE[TCH_PASSWORD] { <wmma daitma> | stdin | /dev/tty } j

C 370i1 onmueit naposb COOTBETCTBYIONIErO OJIb30BaTe sl (YKA3aHHOTO B ~USeT ) CYMTHIBATLCS U3
daiina, a He yKa3bIBATHCA B KOMAHHOM CTPOKE. Y Ka3aHHOe nMs (haiijia He 3aKJII0UYEHO B KABBIIKHI
U JOJIZKHO OBITH JOCTYITHO It ITE€HUsI T0JIb30BATENIO, 3aIlyCTUBIIEMY gbak.

Ecim nms daitra ykazaHo Kak stdin, moJb3oBaTesio Oyuer IpejjioyKeHO BBeCTH MapoJib. B cu-
cremax POSIX umsa daiia /dev/tty Takke IPUBEIET K 3aMPOCY TAPOJIS.

-par[allel] <n>

Koauvecmeso nomoxoes, ucnosb3yemuvir ons cosdanus, p636p6H0’[Z ronuu.

PEJl Basa Jauseix (HaunHasi ¢ Bepcun 3.0) HOIJep:KuBaeT MHOrOHoTOuHbI Gakan. OH moKa-
3aJi cebst 10 5 pa3 ObicTpee OOBIYHOTO OdKama B OJUH IOTOK. PeajibHOE yCKOpEHWE 3aBUCUT OT
IIPOTIECCOPA, AUCKOBOI MOICUCTEMBI U CTPYKTYPHI 0a3bl JAHHBIX.

Ilo YMOJT9aHUIO UCHOJIB3YeTCA OJINH IIOTOK.

IIpu cozmanum pe3epBHOI KOMHUU 3T OMIU KOHTPOJIUPYET KOJUIECTBO COEINMHEHUI, UCTIOIb3Ye-
MBIX JIJIST YTEHUs TOJIb30BATEIbCKUX JaHHbIX. KarKIblii TONOJIHATEIbHBIA pabovuril IOTOK CO31aeT
OTJIEJTLHOE COEJIMHEHME TSI ITEHUS JIAHHBIX OJHOBPEMEHHO C JIDYTUMU MOTOKaMu. Bee coeTnHeHn s
HCIIONIB3YIOT OJUH U TOT YK€ CHUMOK 0a3bI JAHHBIX JJIsT 00eCIeIeHnsT KOHCUCTEHTHOCTH PEe3ePBHO
kormu. [loroku co3marorcss u ynpasisiiorcs camuM gbak. Meragannbie 6a3bl JaHHBIX 9ATAIOTCS
OJIHUM IIOTOKOM.

s BKIIOUEHUs paciapaJjuiesinBanus B ghak BBITOTHUTE KOMAHLY:

gbak -b employee.fdb employee.fbk -par 8 ...

Ecnu gbak 3amymena depe3 Service Manager, 3HadeHne mapaMeTpa -par He MOXKET IPEBBI-
maTh 3HAYEHHEe napamerpa KoHduryparun MaxParallelWorkers. FEcim ykazano Gosbliee
3HaveHne, OyIeT NCIOJb30BaHO 3HadeHne MaxParallelWorkers.

Ecin npu 3amycke gbak gepes Service Manager omus -par He yKa3aHa, KOJXIECTBO PaboInx
IIOTOKOB OITPEJIEJISIETCS TapaMeTpoM KoHduryparun ParallelWorkers.

Ecin gbak 3amymiena HamnpsiMylo, 0e3 wucrosib3oBanust Service Manager, mapameTpbl
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MaxParallelWorkers m ParallelWorkers He IIDUMEHSAIOTCA, U 3HAQUCHUE -par HE OIDAHU-
4uBaeTCcd HaCTPOHKaMM cepBepa.

Tak Kak KakJpIil paboduil MMOTOK CO31aéT coOCTBEeHHOE MOojKJIfoueHne K bJl, HeBo3MOKeH
HapaJulebHbIil 69Kar 6a3bl JaHHBIX B pekuMe single shutdown. B ciryuae 3amanust napa-
Merpa -par 2 win 60see, BO3HUKHeT ommOka "ERROR: database ... shutdown".

-skip_d[ata] <wabmom>

Hcxnrowaem dannvie YKa3anHvir mabiuy u3 pe3epsHots KOnUY Uil 60CCMAHOBAEHOT 0a3b, OGHHBIL.
B 6oKaI (nim pecTop) He IIONAJIAIOT JaHHBIE TaOJIHIl, IMEHA KOTOPBIX COOTBETCTBYIOT YKA3aHHOMY
3/1eChb peryJsisipHoMy Bbipaxkeruio B SQL-cunrakcuce. Meragamubie TabIUIbI BKIIOYAIOTCS.

IIporuBomnonoxkuasi omrust -INCLUDE_DATA. YToOBbI TPOMYCTUTH BCE JaHHBIE, HCIOJIL3YyHTE
-META_DATA.

gbak -b employee.fdb employee.fbk -skip_d tablel|table2]|

Uckiirouenne JaHHBIX TAOJIUI] U3 PE3EPBHOM KOIMK WJIM BOCCTAHOBJIEHHOW 0a3bI TAHHBIX MO-
2KE€T BBI3BATH ONMTUOKM BO BPEMsI BOCCTAHOBJICHU S, €CJIU CYIIECTBYET BHEITHUN KJTIOY B TaDJIHUIIE,
KOTOpast He ObLIa UCKJII0YEHA, CBSI3aHHBIN ¢ TaOIuIeil, KoTopast ObLIa MCKIIIOYEHA.

Mo>kHO HCIIOJIB30BaTh OMIUKD BoccraHoBjeHnst - INACTIVE, 4ToObI OTK/IIOYUTH BCE MHIIEKCHI,
[epBUYHbBIE, YHUKAJIbHBIE U BHENIHNE KJIoun. Ecin ects orpanmdenns CHECK, 3aBucsmiue ot
WCKJ/IIOYEHHBIX JAHHBIX, BO3MOXKHO, TIOTPEOyeTCsT TakkKe ykasaTh ommuio -NO_VALIDITY.

-include[_data] <mabmom>

B pesepsnyio konuio usu soccmanosaenyro B/l exatonaomes moavko danmnsie YKA3AHHBLT MAOAUY,.

B 69kan (mim pecTop) IONAJAIOT JAHHBIE TOJIBKO TeX Tab/Iuil, UMEHa KOTOPBIX COOTBETCTBYIOT
YKa3aHHOMY 3/1eCh DeryJisipHoMy BbipakeHuio B SQL-cunrakcuce (cM. omeparop SIMILAR TO).
MerajaHHBIE OCTAJIBHBIX TAOJIHIIBI BKIIIOYAIOTCH, a JAaHHBIE IIPOILYCKAIOTCS.

IIporuBomnomoxkuas omrus -SKIP_D[ATA].

Ecmm <wabmor> mrs -INCLUDE_DATA u -SKIP_DATA cOOTBETCTBYET OIHOI U TOIi ke TabJmiie, TO
TabJIAIIA TTPOILYCKAETCS.

Bribopouynoe BkIIIOUEHNE MAHHBIX TAOJIAI, B PE3EPBHYIO KOMUIO WJIM BOCCTAHOBJIEHHYIO 0a3y
JIAHHBIX MOXKET BBI3BATH OIMOKK BO BPEMSI BOCCTAHOBJIEHUSI, €CJIA CYIIECTBYET BHEITHII KJTI0T
B TaOJIHUIle, KOTOpas OblLIa BKJIIOUEHA, CBI3aHHBIN ¢ TAOJIUIEH, KOTOpas He ObLIa BKIIOYEHA.

Mo2KHO MCITOB30BATH OMIUI0 BoccTaHOBeHNsT —~ INACTIVE, 9TOOBI OTKIIOYUTH BCE WHIEKCHI,
IIepBUYHbIE, YHUKAJIbHBIE U BHEITHUE KJoun. Ecan ecth orpannyvenus CHECK, 3aBucsmire oT
He BKJIIOYMEHHBIX JIAHHBIX, BO3MOXKHO, TIOTpedyeTCst TakKe ykKa3aTh ommuio -NO_VALIDITY.
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3amMeyaHud

PezepBHOe KonmpoBaHre MOXKET OBITH BBIIIOJIHEHO B JIFOOOI MOMEHT, BO BpeMsi pabOThI 0JIb30BaTe e
¢ 6a30it JaHHBIX. DTy OIEPAINI0 MOXKHO U HY>KHO aBTOMATH3UPOBATH, C/IEJIAB PE3EPBHOE KOITMPOBAHUE PETY-
JspHbIM. Be3 pe3epBHBIX KONIWiT €CTh PUCK MOTEPSTH [TaHHBIE, €Cau 0a3a JAHHBIX OKAYKETCH MOBPEXKICHHON
110 KaKOMW-InO0 MpUInHe.

Kareropmueckn nenb3s JgeaTh pe3epBHbIE KOMMMNA HA TOT K€ CAMBIN JJOTMYECKUl TUCK, TJIe HAXOIUTCS
6aza mamabix. Eime jydime gejarh pe3epBHBbIE KOMUW HA APYTroit (DU3MIECKUN TUCK, TMOCKOJbKY UTEHHE U
3amuck OyIyT pasJesieHbl, U 3TO nacT Kak MuHuMyM 30% yCKOpeHWe TpOoIecca pe3epBHOTO KONMUPOBAHUS.

8.2.5 BoccranoBjienne 6a3bl JaHHBIX N3 PE3€PBHOI KON

s BoccTanoBJIeHNs 0a3bl U3 PE3EPBHON KOIUU JEHCTBYET CJIELYIOasi KOMAaHIa:

gbak -C[REATE_DATABASE] [restore ommum] [obmme ommumu] <baiin pesepBHO# komum> <b6asa
IAHHBIX>

Kirou -C o3nagaer, 9T0 HEOOXOIMMO BOCCTAHOBUTD 0a3y JAHHBIX U3 PE3EPBHON KOINH, IIyTh K KOTOPOit
yKa3aH KakK <$paiia pe3epBHOM Komuw>, a Pe3yJIbTaThl BOCCTAHOBJIEHWS COXPAHUTH B (haiiyl, yKa3aHHbLII Kak
<6asza_ganuex>. Hemocraioiue KaTaJoru, eciim Takue UMEIOTCs, B IyTH K Qailiay OyayT aBTOMaTHYECKH
cosnanbl. Paiin <6aza_maHHHX> HE JIOJKEH CYIIEeCTBOBATH, NHAYE IPOU30HAET OIIIOKA.

BMmecro naHHO# KOMaH/Ibl MOXKHO HCIIO/Ib30BaTh -R[ECREATE_DATABASE] [0[VERWRITE]] (Boccranas-
suBaer B/I B HOBBIA aiiyl MM BOCCTaHABIMBAET €e BMECTO CTApOil, €CJHM HCIIOJIb3YeTCs IapaMerp 0) U
-REP[LACE_DATABASE] (Boccranasmusaer BJI, 3aMeHsiss uMeronlyiocs 6a3y JaHHbIX).

gbak -c emp.fbk emp.fdb

Baza emp.fdb Oymer BOCCTaHOBJIEHA U3 pe3epBHOil Konuu emp.fbk. Ilponecc BoccranoBIeHNs Ga3bI
JIAHHBIX U3 PE3€PBHOI KOIIMH IIPOUCXOIUT CJIEIYIOMUM 00Pa30oM:

1. Cepsep cozmaer mycryio 6a3y manabix emp.fdb. ODS 6a3bl JaHHBIX Oy/IET ONPEIEISITHCS Bepcueit
cepBepa, a He Bepcueil gbak, T. K. TOJIBKO cepBep co3iaer 06a3y JaHHBIX, a gbak mpu restore Bcero
JIIITb €€ HAIIOJIHAET MEeTAJIAaHHBIMUA U JTAHHBIMU.

ITycrast 6a3a naHHBIX Oyzer comepkarb Bce Tabiuipl rdb$ (moka mycreie), u OymeT MMeThb DS
[apaMeTpoB, HaIlpUMep, TaKue Kak pa3Mmep crpaHuilsl, forced write u T. 1., KOTOpBIE WM B3sIThI U3
Pe3epBHOI KOIINY, WA YCTAHOBJIEHBI B KOMaHIHON CTpOKe gbak.

2. Cepsep CUNTHIBAET MeTAIaHHBIE (OIMCAHWsI TAOJIUI] ¥ HHIEKCOB, TIPOIEYD) U3 PE3EePBHOM KON 1
[IEPEHOCUT X B 6a3y JaHHBIX.

3. CepBep CUNTBHIBAET JAHHBIE U3 PE3€PBHON KOIHMU U IIEPEHOCUT UX B 6a3y JAHHDIX.
CepBep cuuThIBaeT OCTaJbHbIE MeTaJaHHble (Tpurrepsl, rpantsl, check constraints u t. 1.) u3 pe-
3€PBHOIl KOIIMY U IEPEHOCUT UX B 0a3y JAHHBIX

5. Cepsep cozzaer (akTuBuUpyer) Bce UHIEKCHI Tabimll (KOTOpble ObLIM AKTUBHBI B MOMEHT CO3/IAHUs
pe3epBHOIT KomuH).

To ecTb, BoccTaHOBIEHHAST U3 PE3EPBHOI KON 6a3a JAHHBIX OyIeT Ha caMOM Jejie He KOIMel CTapoit

6a3bl, a COBEPIITEHHO HOBOM 0a30il JaHHBIX, HAIIOJTHEHHON CTAPBIME JTAHHBIMHA.

Ecnu B mporiecce BoccTaHOBIICHNS M3 PE3EPBHOI KOMK BO3HUKAET OmnOKa B BLR mrporiery pbl, Oy HKITIH
WIA TPUTTEPA, TO PECTOP IIPOJOIKUTCS, & B JIOI Oyzaer mo0aBjeHo Ipeaynpexiaenne. BLR Takoro oobekTa
OyJler oTMeYeH, Kak HeBaJuHblii (1oje RDBSVALID_BLR ycranasiusaercd B 0). ITocie 3aBepiienus: pecropa
HeBaJIHbIE OObEKThI HEOOXO/IMMO II€PEKOMIIIINPOBATD.
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[TommmTE, 9TO €CITH BBI JleJlaeTe BOCCTAHOBJIEHE Ha HOBOU BEPCHUU CEPBEPA, HAIPUMED, PE3EPBHYIO KOITUIO
nenanu Ha PEJ] Baze Jannbix 3 (dopmar B ODS 12.3), a Boccranasausaere Ha PEJ] Base JlaHHBIX
5 (dopmar BT ODS 13.1), To 6a3a Gyzer cozmana B dbopmare, HONIEPKUBAEMOM 10 yMoadanuo PEJ]
Bazoit lanubix 5, u PEJL Basza Jlanuabix 3 ¢ 9T0it 6a30if paboTaTh HE CMOXKET.

Vsuars Bepcuio ODS momozkeT KoMaH1a:

gstat -h <6asa_paHHBX>

PezepBHble Konnu ToXKe UMEIOT CBOil hopMaT, M pe3epBHAs KOIUs 0a3bl JAHHBIX, CIeJaHHAS, HAIIPUMED,
B PEJI Baze /lannbix 5 yruiauToii gbak 9Toi »Ke BepcUU, He MOXKET ObITh BOCCTAHOBJIEHA YTHJINTOH ghak
ot PE/I Ba3wr Jlanabix 3.

Tenepb nonopobHee 0OCTAHOBIMCS Ha onnusax 6skama. O HEKOTOPBIX 00ImX onmusx (Jyisi 6aKama 1 pe-
cropa) : -crypt, -keyholder , -keyname, -d[irect _io|, -fe[tch password], -ig[nore|, -m[eta_datal, -skip _d[atal,
-include| _datal, -v[erify], -verbi|nt], -y yxe nuia peus B upempiiymeM paziene. O JOIOJIHUTENBHBIX Hapa-
MeTpax restore pacckazaHo HUZKE.

-R[ECREATE_DATABASE] [O[VERWRITE]]

Bocecmanosaenue 6 nosyro B/, npu neobrodumocmu nodsosss nepesanucams cywecmeyrowyro BT

OTa KoMaH a aHajorndHa Komanae -C[REATE_DATABASE], KoTopasi BBIIIOJIHSIET BOCCTAHOBJICHUE
6a3bl maHHbIX B HOBGI daityi. Ho ecnim ykazannbiit daiti yKe cyiecTByeT, OyJIeT BbIIAHO CO00-
menne oo ommnodxKe.

N36exkaTh Takyro omubKy moMmoxker onrus o [verwrite] . B rakom cirygae daiin ¢ cymecTByormeit
6a30il JaHHBIX Oy/eT MOJTYa YIaJeH U BMECTO HErO CO3JIaH HOBBIN C TeM Ke MMEHEeM. DTOrO J10-
IIyCKaTh HEJIb3sI, IOTOMY YTO 10 PA3HBIM IIPUYMHAM BOCCTAHOBJIEHHE U3 PE3EPBHOI KOIINU MOXKET
HE COCTOSITBbCsI, U TOTJIa BBl OCTAHETECh O€3 OPUIMHAJIBLHON 6a3bl JAHHBIX U C HEBOCCTAHOBUMOIL
Pe3epBHOI KOIIUEH.

Eciu Bbl 3aMeHnTE OTKPLITYIO M paboTaloNiyio 6a3y JaHHBIX, €CTb OOJIbIAasg BEPOSTHOCTH, ITO
BBI ee ucrioptute. s qOCTUXKEHUST HAMIY YUK PEe3yIbTaTOB U MUHUMAJILHOW BEPOSITHOCTH T10-
BpeXkKJieHnsT 0a3bl JAHHBIX CJIEyeT 3aKPBITh ee mepes 3aMeHoil. UTobbl 3aKpbITh a3y TaHHBIX,
ucosp3yiiTe gfix ciemyomuM 06pa3oM:

gfix -shut -tran 60 employee.fdb

B npuBeenHOM BBIIIIe TPUMEDPE TIPEIOTBPAINAETCS 3aIyCK JIF000 HOBOI TPAH3AKITIH, UTO IIPEI0T-
BPAIIaeT BBIIOJHEHNE HOBBIX 3aIIPOCOB MJIN HOBBIX CEAHCOB MOJKJIIOUEHNS K Oa3e manubx. [Ipex-
Jle 4eM 3aBepIIuTh pabory 6a3bl Janubix, gfix Oymer xkaarh 10 60 cexymH/, IOKa BCe BBIAAYT uU3
CHCTEMBI M 3aBEPIINTCS BCE TEKyIre TpaH3akiuu. Kcin kakne-aubo JIuTesbHbIE TPAHIAKIII
He 3aBepmiarcs 1o ucredenun 60 ceKyH], BpeMs 3aBepIlleHHus PabOThl UCTeYeT, a 0a3a JaHHBIX
OCTaHEeTCA OTKPLITOM.

He pekomenyercst ncnonb3oBaTh Komaudy -r[ecreate_database] ol[verwrite] c mesbio
n30eKaHUs IOTEPU JIAHHDIX.

WcnonwzoBanne -r[ecreate_database] ol[verwrite] dakTuyeckn aHAJIOIMYIHO WCIIOTH30BA~
uuto -rep[lace_database].
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-REP[LACE_DATABASE]

Bocemarosaenue 6 6a3y 0aHHBLL, NO360AAL NEPEZANUCAMD CYULLCMEYIOULYIO 6a3Y OGHHHLL.

Ecin 6a3a JaHHBIX y2Ke CYIIECTBYET, TO OHa Oy/eT yjajieHa mepeji BOCCTAHOBJIEHHEM. DTOTO J10-
IIyCKaTh HEJIb3s, IOTOMY YTO II0 Pa3HbIM IPUYMHAM BOCCTAHOBJIEHUE U3 PE3EPBHOI KOIIMU MOXKET
HE COCTOSITBCsI, W TOTJ[a BBl OCTAHETECh O€3 OPUIMHAJBLHON 6a3bl JAHHBIX U C HEBOCCTAHOBUMOI
Pe3€epBHOIT KoNueii.

KOMaHﬂa -rep IIOJIHOCThIO aHaJIOT'U9Ha -¥ O.

I He PEKOMEH/IyeTCd HCIIOJIb30BaTh KOMaH/y -rep C IeJIbIO n30erKaHms IIoTeEpU JaHHBIX.

-bul[ffers] <n>

Hzmenaem pasmep xawa 6a3vi OGHHBIT.

ITo ymomuanmio ka1 6a3bl jJaHHBIX 3ajgaH B daiine Koudwurypamuu cepsepa (mapamerp
DefaultDbCachePages B firebird.conf), u pasen 1024 crpanui. J10 3HAYEHME JEHCTBYET JIsI
Bcex 0a3 JTaHHBIX, y KOTOPBIX pa3Mep K3Illa 3aJaH HesiBHO. EC/M BBl UCHOJIB3yeTe Ha CepBepe
HECKOJIBKO 0a3 JAHHBIX, TO MOXKET MOTPeDOBATHCS YKA3aTbh JJId HUX PA3HBI pa3Mep KIIIa, B
3aBUCUMOCTHU OT HA3HAYEHUSI ITUX 0a3.

VY3HATH TeKyNuil pa3Mep K3IIa IOMOXKET KOMaH7a gstat -h <6asa maHHEX>.

[Tapamerp -bu <n> M03BOJISIET IIPU BOCCTAHOBJIEHUN 6a3bl JAHHBIX 33JIaTh UM MU3MEHUTb 3TOT
pasmep. K coxkasennto, y gbak MOXKHO yKa3aTh 3HaUYeHHE -bu TOIBKO 6osbire 0. Eciaun BbI 06HA-
PYKWIH, 9T0 B 6IKAIE yKe OIpPeIeJIeHO 3HadYeHne KaIa, To "cOpocuTs" ero npu BOCCTAHOBJIEHUN
ue nosygnrcsd. s ybupanus pasmepa ksma B B/l npugercs ncmonbs3osBars gfix.

Ecsn pasmep xama Boobime 3anaid B BJl (a B GOJIBIIMHCTBE CIy9aeB 9TO HE JEIAIOT), TO 9TOT
mapaMeTp UCIOJIb3YeTC sl OOBITHO MpH IepeHoce 6a3bl JaHHBIX, HAIPUMED, CO CTapOro cepBepa Ha
HOBBIH, wym nipu nepenoce B mexy apxurexktypamu Classic u SuperServer.

OKBHUBaJIEHTHO KOMaH/e gfix -bu <n>.

gstat -h employee.fdb | grep -i buffer # IlpoBepuTb TeKymuil pasMep K3lia
Page buffers 0

gbak -c -buffer 200 /backups/employee.fbk employee.fdb

gstat -h employee.fdb | grep -i buffer
Page buffers 200

-fix_fss_d[atal, -fix_fss_m[etadata]

Hsmenerue nabopa cumeonros mMemadanuvix (u 0anmwix)

Onuuu -fix_fss_metadata u -fix_fss_data npemHasHadeHb! JJjis UCIPABJIEHUs HADOPaA CHM-
B0JIOB (charset) MeTamaHHbIX (M JAHHBIX ), KOTOPbIE ObLIU 3AIIMCAHBI B HEKOPPEKTHON KOJIUPOBKE.
Hampumep, npu pelak THpOBaHUHT MPOIEAYP WM TPUTTEPOB B KOJI MOIUIH MOMACTH KOMMEHTAPUHI
WA KOHCTAHTBI B KOJAWPOBKE none, B TO BpeMs KOIJla OHI Ha CaMOM JiejIe ABJISIOTCA CUMBOJIAMUA
Windows-1251.

B mrrarHOl cuTyanum ykaswplBaTh 9TH OMIUK HE TPeOyeTcsi, HO €CJIM IPU BOCCTAHOBJIEHUHU gbak
BBIBOJUAT COODIIEHNE 00 OIIMOKE:

Malformed string
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TO HY2KHO IPDUHYAUTEJIbHO YKa3aThb HY?KHYIO KOJAUPOBKY IIPU IIOMOIIN YKa3aHHBIX OHHI/IfI. ITocae
sroro B crojbnax Unicode manuble Oy/yT 3amncanbl KOPPEKTHO.

gbak Tak:Ke MOXKET BBIJIaBATh COOOIEHIE:
gbak:Invalid metadata detected. Use -FIX_FSS_METADATA option.

9TO CUTHAJU3UPYET 00 aHAJOTWYHON CHUTyaruu, U TpedyeT SBHOTO yKa3aHUs JAHHOM OMIUU C
HY2KHOI KOJIMPOBKOIA.

VYkasweBarh omiuu -fix... MOXKHO TOJIBKO OJIWH pa3. Ecium BBl cleaere eme pas
backup/restore aroit ke 6a3bl JAHHBIX ¢ ITUMH OIIUIMHU, TO MCXOAHBIE TEKCTHI IIPOIELYD
U TPUITEPOB OYIyT UCIIOPYEHBI.

VYkazanue HEIIPpaBUJIbHOI'O UMEHU Ha6opa CUMBOJIOB MOZKET IPUBECTU K JIOTUICCKOMY TOBPEZKJIIe-
HUIO BallluX JAaHHBIX.

He ucnonpayiiTe a1y omiuio 6€3 9€TKOTO IMOHMMAHUSI TOrO, YTO OHA JesaeT. HempaBuibHOe
WCIOJb30BAHUE MOXKET MIOBPEIUTH BAIIHU JIAHHBIE BMECTO TOTO, YTOOBI 9TO-TO UCIIPABUTE. Bee-
[J1a COXPaHSNATE KOIHMIO UCXOIHOM 6a3bl JTAHHBIX U €€ PE3EPBHYIO KOIIHIO.

-i[nactive]

He svnoanamo cosdanue (axmusayuro) undexcos (nociednan $asa 60ccmaHosAeHus,).

Iocsie BoccTanoB/IeHUsT 6a3bl JAHHBIX BCE WHJEKCHI B HEll OCTAHYTCs OTKJIIOYEHDbI (HEAKTHUBHDI).
DaKTUIECKH ¢ TaKoi 6a301i JAHHBIX PAOOTATDH HEJIB3s, T. K. IIPU OTKJIIOYEHHBIX MHJIEKCax Primary
key, Foreign key m Unique BO3MOXKHBI HADYIIIEHUS METOCTHOCTH JAHHBIX B Tabsmmax (ry0mm-
pOBaHWe MEPBUYHBIX KJIOUe u T. J1.).

JlaHHbII TapaMeTp UMeeT CMBIC/ UCIOIb30BaTh pa3Be UTO B CHEIUPUIECKUAX MEITX — HAPUMED,
BOCCTAHOBUTD TOJBKO JAHHBIE U3 OIKAIA 38 MAKCUMAJILHO OBICTPOE BPEMsI, WU ONPEJICIUTD TN~
TEJIbHOCTD CO3/IaHMs BCEX MHJIEKCOB (3aMepuTh BpeMsi ghak -c, 3aTeM 3aMepuTh BpeMsi gbak -c
-1, mocJie 4ero BLIYECTh OLHO BpeMd U3 APYI'Oro — IIOJMyduTe NJIMTEJbHOCThL aKTUBAIUN BCEX UH-
JIEKCOB), ITOOBI OLPEIEIUTh UM TEKYIIYIO IPOU3BOAUTEIbHOCTD KATAJIOra temp, Wi CPaBHUTH
€e C SIBHO 33/IAHHBIM B KOH(MUTYPAIUU PACIOJIOXKEHNN temp HA JPYyTroM (PU3UIECKOM IHCKE.
Eciau BBI BoccTamoBmIM G9Kamm ¢ ommmeil -i, MHAEKCHI MOXKHO aKTHBHPOBATH KOMaHION alter
index <uma mHZexrca> active (JIg KayKJIOro WHIEKCA).

-k[il1]

Bocecmanosumnv 6a3y dannoix 6e3 cozdarus mernesvill kKonut

OTa onrus BOCCTAHABIUBAET 0a3y JAHHBIX, HO HE BOCCO3JAET paHee CYIECTBOBABIIIE TEHEBBIE
kormu. Ha camom mesie aTor mapamerp He TObKO "ue cozmaer" shadow, wo u eme ynmassier
CylIecTBYIOIIMe, HAUpUMep B BapuaHTe ¢ backup/restore ¢ mpoMeKyTOYHBIM HEPEUMEHOBAHIEM
0a3bl JJAHHBIX.

gbak -b -kill /backups/employee.fbk employee.fdb

OKBuUBaeHTHO KoMaHzAe gfix -kill.
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-mo [de] <pexuMm mocTyma>

Bocemanasausaem 6a3y dannoixr 6 pestcume read__write uay read_ only

[ -MO[DE] { READ_ONLY | READ_WRITE } J

ITo ymomganuio pexxkum 6epercs oT 6a3bl JAHHBIX, [IJIsi KOTOPOil ObLIa CO3/IaHa Pe3ePBHASA KOIIHUS.

gbak -b -mode read_only employee.fbk employee.fdb

OKBHBaJIeHTHO KOMauze gfix -mode read_write/read_only.

DTy ONIMIO HE CJIEYeT IyTaTh C PEXKMMOM DPEILINKU, HACTPOECHHBIM ¢ HoMOIbio ~REPLICA.
Hampumep, 6a3a maHHBIX, co3janHas ¢ napamerpom -REPLICA READ_ONLY, mo-mipe:kKHEMY
JIOCTYITHA JIJIsI 3aIIACU TIPU TOJKJIIOUYEHUN PEIInKaTopa, a 0a3a JaHHBIX, CO3JaHHAs C I1apa-
MerpoMm -MODE READ_ONLY, BOOOIIe HE JOCTYITHA JIJIsT 3AIUCH.

-nlo_validity]

Omxarovwaem oeparuvenus CHECK

Ora onnus aHajgorndia -il[nactivel, 3a UCKIIOYEHHEM TOrO, YTO OHA OTKJIOYAET OrPAHUIEHUS
CHECK B BOCTaHaBJIMBAEMOI 6a3e JaHHbBIX.

-o[ne_at_a_timel

Hodmeepotcdams mpan3axyuro nocae 80CCMAHOBAECHUA KANHCOOT MAOAULDL.

DTa ONIMs BOCCTAHABIMBAET JAHHBIE TIOTAOJIMIHO, UCTIOL3Ys TPAH3AKITUIO JJIsT KasK 0 TabJiu-
nbl. OHa MOXKeT OBITH MOJIE3HA, €CJIM MPEJIbLIyINee BOCCTAHOBJIEHNE He YJIAJIOCh M3-3a OIIHOOK
JJaHHBIX. O6quHO BOCCTaHOBJIEHNE BBIIIOJIHACTCA 3a OHY TPaH3aKIUIO C OJJHUM KOMMUTOM B KOH-
Ile BOCCTAHOBJIeHUsI. Kcm BOCCTaHOBJIEHHE 10 KaKOH-IMO0 IPUYUHE [TPEPLIBAETCS, KOHEUHBIM
pe3yJIbTaToOM siBJisieTcs Irycrast 6a3a maHHbIX. C ommumeit -o[ne_at_a_time] 3amyckaercss TpaH-
BaKIUs JJIs KaXK 0N TabJINIBI U TIOCJIe BOCCTAHOBJICHUS KAXK 0 TaOJIUIIBI BBIMIOTHIETCA KOMMUT.

-plage_size] <pasmMep cTpanum>

Iossonaem zadamov Ho8vITE Pa3MeED cmparulvs 6a3v, QGHHYIT.

ITo ymosraanuio 6a3a JJaHHBIX BOCCTAHABJINBAETCS C TEM K€ pa3MepOM CTPAHUIILI 0a3bl JAHHBIX,
9TO U UCXOJHAsdA 0a3a JAaHHBIX (Kak 3anucaHo B (ailje pe3epBHON KOIum).

ITocmoTpeTs pa3mep cTpaHUIbl 6a3bI TAHHBIX MOYKHO C HOMOIIBIO KOMAH/IbI gstat -h.

gstat -h employee | grep -i "page size"
Page size 4096

gbak -b -page_size 8192 /backups/employee.fbk employee.fdb

gstat -h employee | grep -i "page size"
Page size 8192

CresiaTh pecTop ¢ mapaMeTpoM -p - 9TO €IUHCTBEHHBIH CII0cO0, KOTOPBIM MOYKHO U3MEHHUTH Pa3-
Mep CTpaHUIbl 06a3bl JTAHHBIX. B 3aBUCHUMOCTHA OT BEPCUU JIOIYCTUMbIe pa3Mepbl crpaHull: 1024,
2048, 4096, 8192, 16384 u 32768 Gaiit. Eciim y 6a3b1 manubix pasmep crpanunsl 1024 man 2048
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GaiiT — pekoMeH IyeTcs1 ciiesiaTh backup u restore ¢ ykazanmem pasmepa crpanuibl 4096, 8192
unn 16384 Gaiir (ecsu Bala Bepcus cepBepa MOIIepKUBaeT crpanuipl B 16K). Ilotomy uro ga-
Ke HeDOJIbImIe 6a3bl JAHHBIX C TAKUM HEOOJIBINNM pa3MepOM CTPAHUIIBI UMEIOT SIBHO XYIIIYIO
MIPOM3BOINTEILHOCTD, YeM 0a3bl O cTpanurei 4 KuaobaiTa 1 BbIIIE.

-par[allel] <n>

Koauvecmso nomoxos, ucnosLb3lyemuvir 0AA 60CCTNANOBAECHUA U3 pe3ep6H012 ronuu.

PE/ Basza launbix (Hadunas ¢ epeun 3.0) MOIJIEPKUBACT MHOTOIIOTOYHOE BOCCTAHOBJICHUE 6a3bI
nmarabix. OHO MOXKET BBIMIOJIHITHCS JI0 IBYX pa3 ObICTpeE M0 CPABHEHUIO C OJTHOMIOTOYHBIM BOCCTa-
HoBJieHueM. PeasibHOe yCKODeHMe 3aBHUCUT OT IIPOIECCOPA, MUCKOBOU IOJCUCTEMBI U CTPYKTYPBI
0a3bl JJAHHBIX.

ITo ymomuanuio ncmosb3yercs onauH moToK. IIpn sToM oTcyTcTBHe omruu -PAR He SKBUBAJEHTHO
ABHOMY ykazaHuio -PAR 1.

JLJIs1 BKJIIOYEeHNs] MHOT'OIIOTOYHOI'O BOCCTAHOBJIEHUS! MCIIOJIb3Yy{iTe ONIUIO -par <n>:
gbak -c backup database -par 8 ...

IIpu BoccTanOB/IEHNY TTapasLIeIbHAsS 00pabOTKA UCIOJIb3YETCS KAK /)i BOCCTAHOBJICHUS JAHHBIX,
TaK U JJIsi IIOCTPOCHUS UHIEKCOB.

Bo Bpemst mocTpoeHust HHIEKCOB pabovune MOTOKU OJHOBPEMEHHO YUTAIOT TAOJIUILy U COPTUPYIOT
€€ 3armmcn, mocJie Yero OCHOBHOM MOTOK CTPOUT JepeBo B+tree m co3zmaér muaekc.

Eciu gbak 3amymena depe3 Service Manager, kosimaecTBO pabodInX MOTOKOB OMPEIEISAETCsT
CJTEIYIONIAM 00Pa30M:

® eC/M yKa3aHa OIS -par, MCIOJIb3yeTcs €€ 3HadeHwe, HO He OOJIbIle 3HAYCHUS
mapamerpa Koudurypamun MaxParallelWorkers;

® eC/IM OMIUs -par He yKa3aHa, UCIOJIb3YeTCs 3HAYeHUEe MapaMeTpa KOH(UTY AU
ParallelWorkers.

Ecmun gbak 3amymiena HamnpsiMyio, 0e3 wmcmosib3oBanust Service Manager, mapameTpbl
MaxParallelWorkers u ParallelWorkers He NIPDUMEHSIOTCA, U 3HAYCHNUE -par He OrpaHUIU-
BaeTCs HACTPOMKamu cepBepa. VICKIIIOUeHneM sIBJIAETCS STAIl MOCTPOEHUsI HHIEKCOB: B 9TOM
ciaygae mapamerp MaxParallelWorkers orpaHndmBaeT MaKCHMAaJIbHOE KOJIUIECTBO PabOInx
IIOTOKOB, a ItapaMeTp ParallelWorkers olpenesidger UX KOJIUYECTBO (eCJ‘II/I Olllus -par He
YKa3aHa).

T.x. mpu mapajebHOM CO3JIAHUN WHJEKCOB padovre MOTOKH BHYTPHU dA/Ipa CO3JAIOT COO-
CTBEHHBIE MOJKJ/IIOYEHUs K 0a3e, OHA HE MOXKET ObITb BOCCTAHOBJIEHA B pexknuMe single
shutdown kak 3710 ObLIO panbIne. [[03TOMy IpPU MCIIOIHL30BAHUU ONIMKM -PAr MPU PECTOPE
6aza co3maércs B pexkumMe multi shutdown, T.e. B mpoIiecce pecTopa K Heil MOXKET IIOIKJIIO-
gyuThcd SYSDBA min BJiajesien] 0a3bl U CIeaTh C Hell 9TO XOYeT.

-replica

Hacmpaueaem PEHCUM DENAUKU 60CCMAHABAUBAEMOT 0a3bL JAHHDIT.

[ -REPLICA { NONE | READ_ONLY | READ_WRITE } J
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Pexkum permku 6a3bl JaHHBIX XpaHUTCs B paitjie pe3epBHOM Komuu. [Ipun BocCcTaHOB/IEHUU IO
YMOJTIAHUIO ITOT PEXKUM PEIINKU YCTAHABJINBAETCS JIJIsi BHOBb CO3/IAHHON 0a3bl JAHHBIX.

Onmust -REPLICA 9BHO yCTaHABJIMBAaEeT PEXXUM PEIIMKH, IIePeolpejielissi 3HAUYeHNe, YHACIeI0-
BaHHOe OT pe3epBHOil Konmuu. Hanpumep, 3nadenue NONE cuesaer 6a3y JAQHHBIX OCHOBHON (wjin
006brunoii), READ_ONLY nomevaer 6a3y JaHHBIX KaK PEIUIMKY, JOCTYIHYIO TOJIBKO JIJIs YTEHUdd, a
READ_WRITE — Kak PEIUIUKY [JIsl YT€HHs /3allUCH.

ITocste BoccTaHOBIIEHUSI PEXKHMM PEIUIMKHM 0a3bl JIAHHBIX MOXKHO H3MEHUTH C IOMOIIbIo gfix
-replica { NONE | READ_ONLY | READ_WRITE } <6a3a manHBX>.

-use_[all_space]

Maxcumarvro 3anoansmo cmparuys, danmvix (das read-only 6a3).

ITo ymomuanuio 6a3bl ganabix PEJI Basbl Janabix peseppupytor npumepno 30% mnpocrpancrsa
Ha CTPAHUNAX JAHHBIX, JJIs Pa3MEINeHUs BEPCHUil mpu Oy/yIuX BCTaBKAaX, yIAJEHUSX WA 00-
HOBJIeHUsiX 3armceil. Ecan mpeanosaraercs: 3anuck 6a3bl JaHHBIX HA JUCK, TO JIydine 0a3y JTaH-
HBIX HECKOJIbKO "Ckarh', yka3aB mapamerp -use_ Ipu restore (ogHOBpeMeHHO yka3as -mode
read_only).

OkBuBaJIeHTHO KoMaH e gfix -use full. O6parHast KOMaHa (CHATHE PEKIMA MAKCHMAJIBLHOTO
3anosiHenus crpanul) — gfix -use reserve.

3amMeuyaHnd

Boccranosienue (HaupuMep, IPOBEPOYHOE) Ha TOT Ke CAMBIN JIUCK, TJe HAXOIUTCA PE3ePBHAs KOIIUS,
HE TaK OIIACHO, KakK B cjydae backup (koryga cBoGoiHOE MECTO MOXKET KOHUMTCH, U Pe3epPBHAsd KOUUs OymeT
HEIIOJIHOM, 1a eme u 6a3a JAaHHBIX MOXKeT ObITh mnoBpexkieHa). Ho pasymeercs mmeer Te »Ke camble IIPO-
6JIEMBI C TPOU3BOJINTENBHOCTHIO, KOIJIa BOCCTAHOBJIEHUE ITPOBOJIATCS HA TOT YK€ CaMbIil (DU3MYECKHIT JTHCK
(rmoouepeiHbIe YTEHNE U 3allUCh C PA3HBIX yUACTKOB JncKa). [[03ToMy IIpr BOCCTAHOBJIEHNN Ga3bl IAHHBIX U3
PEe3EeBHOI KOINK PEKOMEHIYyeTCsl UCIIOIb30BATh Pa3Hble (DU3MIECKUE JIUCKU.

8.2.6 Pabora c GBAK uepe3 Services API

Kak yxxe Ob1710 cKa3aHo, gbak - 9T0 porpamMma, KOTopast caMa BBIIIOJIHIET KOMAH/Ly PE3ePBHOIO KOIIU-
poBanus, "mpokauyuBas" ganubie Yepe3 cebst. Ho yruimra Moxer paboTaTh U B IPYTOM PEXKUME, UCIOJIb3YsT
Services API jiy1st BBITIOSIHEHUST cCEpPBEPOM 110 KOMAaH/IE JIeHCTBHI, AaHAJOIMIHBIX gbak. YTmimra gbak, HCIOJIb-
sytomast Services API, oTmpaBiisieT cepsepy KOMaHILy, & cepBep ee BBIOJHseT caM (To ecTh He gbak, a cam
cepBep GyJIeT BBINOJIHSTH PE3EPBHOE KOUPOBaHue). B 9ToM cirydae mporpaMmma, OTJIABINasT KOMaHLY, MOXKET
[TOJIy9aTh JIOT BBIMIOJIHEHUsI OT CEPBEPa U BBIIABATH BCE, YTO COODIIUT O mporecce cepep. dTobbl BKIOUATH
pabory gbak B 9TOM peKHMMe, HCIIOJIb3YyiTe ONIINIO -Se:

gbak -b -g -se server:service_mgr c:\db\e.fdb d:\bak\e.fbk ...

gbak -c -se server:service_mgr d:\e.fbk c:\db\e.fdb
server — MMs KOMIIbIoTepa, rue Haxogurcs cepsep PEJl Basbl Janubix (ecjim Ha 3TOM Ke, TO MOXKHO
yKazaTh localhost). server MOXKHO HE YKa3blBaTh, €cju cepBep "JOKaJbHBIN", 1 paboraer JIOKAJIbHBII
IIPOTOKOJT:

gbak -b -g -se service_mgr c:\db\e.fdb d:\bak\e.fbk ...

service_mgr — ums uHTepdeiica Services API, oHo 06si3aTesbHO, HEM3MEHHO, U TIOKA TOJBKO OJHO
(MOkKeT ObITh B JAJbHENIIEM IIOSIBUTCS YTO-TO €IIE).
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ITockosibKy He gbak, a caMm cepBep Telepb BBINOJHSIET PE3ePBHOE KOMMPOBAHUE, TO €CTh HECKOJIBKO
TpebOBaHMIA:

e 1yTH K 6asaM (MM AJHMACH) JOJKHBI OBITH YKA3aHBI TOJBKO CEPBEPHBIE, KAK JIsl 0a3bl TaK ¥ JIJIs
daiisa pe3epBHOIl KON,

e uMd cepBepa K MMeHH 0a3bl JAHHBIX JO0ABJIATH HE HYKHO, T. K. OHO yKe JIOJKHO OBITh YKa3aHO
KaK ONINS KOMaHJIbl -Se.

e y cepBepa JIOMKHBI OBITH TIpaBa Ha 3alliCh TY/Ia, Kyda coxpaHseTcs pedepHas Komus. Ha Windows
cepBep 10 YMOJIYAHUIO CTApTyeT 1o ydueTHoil 3ammcbio LocalSystem, Koropas He umeer u He MO-
JKET MMETh IIPaB HAa BHEIIHWE PECYPChl (HAIpUMep, Manku ¢ obmum goctymnom). [losromy, ecin
BBl XOTHTE COXPAHATH pe3epBHbIe Koruu B/l Ha Apyroit KOMIbIOTED Cpa3y, & HE IIyTeM KOIIMPO-
BaHUs NOJIy4HBIIErocs Ha cepsepe (aila backup — HY:KHO €O3HaTh NOJIB30BATENA (HAIPUMED,
reddatabase), 1aTb STOMY OJIH30BATENIO [IPABa HA NAIKU YCTAHOBKHU CepBepa, MAlKU ¢ 6a3aMu
JIAHHBIX W ITAIIKU C PE3EPBHBIMU KOIUSIMU, U 3aT€M OCTAHOBUTH CEPBEP M 3aIlyCTUTh €r0 yKa3aB B
rnapamMeTpax CepBHCa HOBOE MMsl [TOJIb30BATEI.

ITo pesynbratam TecTupoBaHUsl pe3epBHOe KommpoBaHue depe3 Services API sBisiercss cambiM ObICT-
PBIM, [I0 CPABHEHUIO € JIOKAJILHBIM [IPOTOKOJIOM WK tcp/ip (pesyiabrarsl TecrupoBanus). OqHako, eciau
moTpebyeTcs IPeKPaTuTh mporecc backup mian restore, To:

e st gbak -b/-C JOCTATOYHO NPHUHYIUTEIBHO CHSTH (3aBEPIINTH) Ipolece gbak.exe, MM ec-
Jin OH 3amyineH mHTepakTuBHO, HaXxkaTh B okHe cmd Ctrl-C. ITockonsky backup wmmm restore
BBIIIOJIHSIETCS HE CEPBEPOM, a YTUJIUTOH gbak, 3TOT mporecc OymeT IpeKpaIeH.

e Jutst backup u restore, BomoHsIeMbIx depe3 Services API, 970 BO3MOXKHO TOJBKO OCTAHOBKOM
cepBepa, T. K. IMEHHO OH BBIIIOJIHSIET ITOT IIPOIIECC.

8.3 Yruaurta NBACKUP

Nbackup mo3BOJIAeT CO37aBaTh pe3epBHBble KOINHM U BOCCTAHABJINBATH U3 PE3ePBHBIX KONNHU TaK Ke,
KaK gbak, U JONOJHATEIHHO MO3BOJISET CO3JaBATh MHKPEMEHTHBIE KONMH M BOCCTAHABINBAThH n3 HUX BJI.
MukpemenTHas pesepBHAs KOIMA COIAEPXKUAT TOJBKO U3MEHEHHS CO BPEMEHU CO3/IaHUS OIPEJIeJIEHHOM, panee
CO3/IaHHOI pEe3epBHOI KOIINU.

Bropoe naznaduenne Nbackup — OsokupoBarh daiin 6a3bl JaHHBIX. TakuMm obpaszom, Bbr mocsie sToro
CMOYKeTe CaMU CO3/aBaTh OOBIYHBIE KOIUHU WJIM PE3EPBHBIE KOMUU C IMIOMOMIBIO YTHIAT 110 Baremy BbIOODY.
B srom pexkume Nbackup HUUErO HE pe3epBUPYET, a JIUIIL CO3/AeT HOAXO/SINNE YCIOBHs, YTOOBI Bbl Moriim
6e3 Kakux ObI TO HU OBLIO IPODOJIEM CO3/IABATH PE3EPBHBIE KOIIUU.

Tabmuma 8.8 — Onunun OCHOBHBIX 3a7a49 yTuauThl NBACKUP

Ormus Ormnucanune

-L(0OCK) <6aza IaHHHX> Biokuposka 6a3bl JAHHBIX JIJISI PE3€PBUPOBAHUsI. DTO O3HA-
9aeT, 9TO OCHOBHO# (aiti 6a3bl MTaHHBIX BPEMEHHO 3aMOpa-
JKHUBAETCS ¢ BO3MOXKHOCTBIO BHeceHUsI usMeHenuii. Kak u B
peKuMe pe3epBUPOBAHNSA, M3MEeHeH!sl (DUKCUPYIOTCS BO Bpe-
MeHHOM (paiijie JIeJIbThI.

-UN(LOCK) <6a3a maHHHX> PasbnokupoBka panee 3a0/IOKMPOBAHHONW 0a3bl JAHHBIX.
Cuadajia onpejiesisieTcsi HaJudue JIIOObIX M3MEHEHW ¢ MO-
MeHTa OJIOKUPOBaHMs 0a3bl JAHHBIX U TPOU3BOIUTCS 00bETH-
HEHUE BPEeMEHHOro (baiijia /1eJIbThl U OCHOBHOI'O (baiiia Ga3bl
nmanHbixX. [locse aToro 6a3a JTaHHBIX IEPEBOIUTCS B HOPMAJIb-
HBIH PEXKUM YTEHHUsI/3aIIUCH, & BPEMEHHBIN (pailsl yuaJsercs.

(pa3pbiB Tabnuupl)
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(pa3pbiB Tabnuupl)

Onus

Ormnucanue

-F(IXUP) <6asa maHHHX>

PazbnokupoBka 6a3bl JAHHBIX [TOCJIE CAMOCTOATETHHOTO BOC-
CTAHOBJIEHNS U3 OJIOKUPOBAHHOM pe3epBHOM Kommu. Tak Kak
KOsl OJIOKHPOBAHHOM 0a3bl TAHHBIX SIBJISETCS TaK Ke 0J10-
KUPOBAHHOI, TI09TOMY He IOJIyYMTCS UCIOJIB30BaTh KOIIMIO
Kak pabouyio 0azy maHHbIX. [loaToMmy, ecim mcxoanas 6a3a
JIAHHBIX TOBPEXKJEHA UJIN YTEePsiHA, TO HYKHO BOCCTAHOBUTH-
/Pa3apXuBUPOBATH/CKONUPOBATH 06a3y JAHHBIX U3 KOUUU U
pa36JI0KMpOBaTh ee ¢ napamerpoM -F (Ho He -UN).

-B(ACKUP) <ypoBenb>|<GUID> <6a3a
LauHbX> [<pesepBHbil daiin>]

Coznanne pe3epBHOI KoMK BCell Oa3bl JAHHBIX WJIM WHKPE-
MEHTHBIX PE3ePBHBIX Komuil. BMecTo ypoBHS MHKpEMEHTHOM
pesepBHOIT Koy MOXKHO yKazarh GUID Gakama u3 tabim-
bl B RDB$BACKUP_HISTORY. On dopMupyeTcs: IpU KazKI0M
Oskare. B sTOM cilyyae MHKpPEMEHTHBIN O3Kal MOXKHO Jle-
JIATH OTHOCUTEJIHHO JIIO60H Konnn (& HE TOJIBKO OTHOCHTE b
HO Tpe by TIero yposHs)©

-R(ESTORE) <6aza nauHHX> [<pesepBHbIi
daitn 0> [<pezsepsHbil daiim 1>...]]

Boccranosiienne u3 pesepBHON Kommm Bcero daiina 06as3bl
JIAHHBIX WA U3 WHKPEMEHTHBIX PE3E€PBHBIX KOMUIit

-SEQ [UENCE]

Coxpaunsier cymiecrByonuit GUID u mocsie0BaTeIbHOCTD Pe-
IUTIKATAN UCXOIHON 6a3bl NAHHBIX (B IPOTUBHOM CJIydae OHU
cOpachIBAIOTCs ). DTa ONIUs JOJKHA HUCIOJIb30BATHCS DU
CO3/TAHUY PEIUINKU, ITOOBI ACHHXPOHHAS PEIINKAIAS MOT-
Jia OBITH ABTOMATHUYECKHU IMIPOJIOJIKEHA C TOTO MOMEHTA, KO-
r7a OBLIO BBIMOJHEHO (PU3MIECKOE PEe3epPBHOE KOMMPOBAHNE
Ha, OCHOBHOIT 6a3e

Tabmuna 8.9 — Cuenuasnbable onnuu yTuanTsl NBACKUP

Onmnus

Onucanue

-D(IRECT) [ON | OFF] Brkurouaer/Boikirouaer HeOyhepu30BaHHbIN BBOJI/BBIBOJ Ipu YTeHnn B/

-I(NPLACE) BoccranasinBaeT MHKPEMEHTHYIO KOIHUIO B CYIIECTBYIOIIYIO 6a3y JTaHHBIX

7

Omnmust -I MoXKeT HOBpeauTh 6a3y JAHHBIX, €CJIU OHA ObLIa M3MEHEHA
CO BpEMEHN IIPEbIIYIIEr0 BOCCTAHOBJIEHNsI. KpoMe Toro, 3Ta omust
IIOCJIe BOCCTAHOBJIEHUSI MHKPEMEHTHOIO 63Kana mepesoaut BJ/1 B
pexum "TobKO M dreHus".

-S(IZE) BBIBECTH KOJMYECTBO CTPAHHIL B 6a3e 1mocJe 60KupoBKu BJIS.

-DE(COMPRESS) <xomauma> |Komanma mjs pasapxuBupoBanusi 63Kaita BO BpeMmst BoccTanoBjeHus. Cum-
BOJI @ B KOMaHJIe COOTBETCTBYeT (aiiry OIkara.

6 GUID 6asb JaHHBIX MOYKHO y3HATH M3 BBIBOJA yTHJINTHI gstat ¢ mapaMerpoM -h

7 PaBoraeT TOIBKO C ONIUEH -R
8 PaGoraer TobKo ¢ ommnueil -L(0CK)
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Tabuna 8.10 — O6rue omruu yruiutbl NBACKUP

Onnust Onucanue

-NOD (BTRIGGERS) He 3anyckaTrs Tpurrepsl 6a3bl JaHHBIX

-U(SER) <umMs HOIB30BaTENT> WNms momp3oBaTesis

-P(ASSWORD) <mapoib MONb30BATENA> ITapose nomp3oBaTess

-RO(LE) <pomw> Pouss monbzoBaTens

-FETCH_PASSWORD <¢aiin> CunrbiBaeT mapoJib u3 daitaa

-Z Bruigaer Bepcuto CYB/]

-CLEAN_HISTORY Ouucrurs Tabauiyy RDBSHISTORY

-KEEP_DAYS <umcimo> Omnpenensier CKOJILKO JIHEH, HAYMHAsS ¢ CECOHSIIHErO JHs,
JIOJI?KHO XPaHUTHCA B MCTOPHUA

-KEEP_ROWS <umcmo> OmnpeiesisieT CKOJIBKO 3aIrceil T0JIKHO XPAHUTHCS B HICTOPUH

8.3.1 CoszpaHune pe3epBHOII KON Bceil 6a3bl JaHHBIX

Nbackup MOKeT pabOTaTh ¢ AKTUBHOMN 0623011 TAHHBIX, HE MeIllas MOAKII0YEHHBIM K HEll TI0JIb30BATEISM.
CoznanHasi pe3epBHasl KOIKs 0a3bl JJAHHBIX Beeria OyieT orobparkaTh COCTOsIHUE 0a3bl JAHHBIX Ha MOMEHT
HaYaJla CO3JaHUs PE3ePBHOI KON,

Cunrakcuc nbackup it cO3/1aHUsT pe3ePBHOI KON Beeil 6a3bl JAHHBIX:

nbackup [-U <mompzoBarens> -P <maposb> [-RO <pomb>]] -B 0 <6asa_manHbX>
[<pesepBusiii_daiin>]

Hampuwmep:

nbackup -user testuser -password pass -role rdb$admin -b O base.fdb
base_10_04_17.nbk

Vms monp30BaTesst 1 Tapojib MOXKHO HE YKa3bIBATD, €CJIM B CHCTEME YCTAHOBJIEHBI KOHTEKCTHBIE ITepe-
menuble ISC_USER u ISC_PASSWORD. A Tak»Ke ecjiu UCHOJB3YeTCs JJOBepUuTeabHas ayrenTrdukanus Windows
(Win_Sspi) mim gosepennas depes mexannsm GSSAPI (gss), n nmosib3oBaTesb CUCTEMBI, OT UMEHH KOTOPOIO
zamyckaercs yruauta [SQL, siBisiercst 9ieHOM IPYIIIbl aJMUHACTPATOPOB.

HeobszaTenpublit iepek/odaTesib ~-role 3aJa6T UMs POJIH, TpaBa KOTOPOH OYIYT YIUTHIBATHCS TIPH
BBITIOJTHEHUN KaKUX-JTU00 JIefcTBUil yTuauThl. 11o9TOMYy €cin moJib30BaTe b He YKa3bIBaeT POJIb, TO OH IIO-
JIydaeT TIpaBa TOJILKO TeX PoJieil, KoTopble eMy HasnadeHbl ¢ DEFAULT. Hampumep, eciii B KOMaHJIEe BBIIIIE
HE yKa3aTh POJIb I0JIb30BaTe s (IPeanoIoKuM pob rdb$admin we Obuia Hasuadena emy ¢ DEFAULT), To
BBLIACTCS cooDIIeHne 06 omuoKe:

-ALTER DATABASE failed
-no permission for ALTER access to DATABASE

Vposenb pesepsHoit kornu () 03HAYAET CO3JAHNE PE3EPBHOI KOIMHU BCeil 0a3bl JAHHBIX. Y DOBHU De-
3€PBHBIX KOMUil 60Jibire () UCHOIB3YIOTCS /I CO3/AHNA NHKPEMEHTHBIX PE3E€PBHBIX KOIIHI.

Bmecro umenu daiiia 6a3bl JAHHBIX MOYKHO yKa3arThb rcesnonuM (alias, uz daiina databases. conf).

Bwmecro umenn daiisia pesepBHOI KOMM MOXKHO yKa3aTh stdout. DTo mepeHanpaBUT Pe3EPBHYIO KO-
A0 B CTAHJAPTHBIA MOTOK BBIBOIA, OTKYy/Ja BBl CMOXKETe IEepEeHAIPABUTH €e, HAIPUMEDP, Ha JICHTOYHBIN
HAKOIIUTEJIb WJIM Ha BXOJ[ YTUJIUTHI I C2KATHUs II0JIy4vaeMoil pe3epBHOM KOIIHM.
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8.3.2 BoccranoBjieHne u3 pe3epBHOiI Konmuu Bcero aiijia 6a3bl
JaHHBIX

PezepBras komust Beeit 6a3bl JaHHBIX BOCCTAHABINBACTCH CJIEAYIOMIAM 00Pa30M:

nbackup [-U <mompzoBaTems> -P <mapoms> [-RO <pomp>]] -R <6azsa_naHHHX>
[<pezepsHbi_daitn>]

Hampumep:
nbackup -user sysdba -password masterkey -r base.fdb base_10_04_17.nbk

VpoBeHb He yKa3bIBaeTCs Ipu BoccTaHopsenun. [lapamerp -R /10/2keH ObITh YKA3aH [TOCJIEITHUAM.

Eciu ykazanHas 6a3a JAHHBIX y2Ke CYIIECTBYET M HET aKTUBHBIX COEIUHEHUil, OHA Oy/eT Iepe3anncana
6e3 npexynpexaenus! Eciu ecTh aKTUBHBIE COEIUHEHNS, BOCCTAHOBJIEHUE HE COCTOUTCS, U BbI
moJryanTe coobierne o6 ormmoke.

8.3.3 Co3panme MHKPEMEHTHBIX pPe3epPBHBLIX KOMUit

NukpemenTHast pesepBHasi Komus 6a3bl JAHHBIX COAEPXKUT TOJHBKO U3MEHEHUS C MOMEHTa CO3IAHUSI
ocsieiaelt pesepBHOit Konuu. CyIecTByeT IBa MOIX0Aa K CO3/IaHNs NHKPEMEHTHON pPe3epPBHOI KOIWH:

e Ilo ypoHio pesepBHOii Kormu (Gosbrie 0);

e C nomompio GUID mocseHel co3IaHHON pe3epBHOI KO 0a3bl JJaHHBIX.

Co3tanre HHKPEMEHTHBIX PE3EPBHBIX KON JijisT MHOTOMAMIOBBIX 6a3 JTAHHBIX €Ile He
IOJIJIEP2KUBAETCS.

MNukpemenTHas pe3epBHas Konus ypoBHA N COIEPXKUT n3MeHEHUs 0a3bl JJAHHBIX C MOMEHTA CO3/IaHUS
rocyesinelt pesepBHoi Kormu yposasg N — 1.

IIpumepnt
Yepes jieHb 110CJI€ CO3IaHUA pe3epBHOI Komuu Beell 6a3bl ganubix (yposHs 0) co3zaercs pe3epBHAas
KOIus ypoBHH 1:

nbackup -B 1 base.fdb base_11_04_17.nbk

OTa pesepBHas KOIus OyJeT comep:KaTh TOJHKO M3MEHEHUsT 0a3bl JAHHBIX 3a MOCIeTHUN eHb. Ecan
qepe3 JiIeHb BHOBb CO3/IATh PE3EPBHYIO KOIUIO YPOBHSA 1:

nbackup -B 1 base.fdb base_12_04_17.nbk

OTa Komus OYJIeT COIepKaTh U3MEHEHUs 32 TOCIeHIE /IBA JTHSI, TO €CTh C MOMEHTA, CO3/IaHus PE3E€PBHOIT
KoMy Beeil 0a3bl JAHHDBIX, & HE TOJIBKO C MOMEHTA CO3/IAHUS MPEIbIAYIIell MHKPEMEHTHO! KONN YPOBHS 1.

Hasiee, npy co3manuy pe3epBHON KOIMU yPOBHS 2 (JIOIYCTUM, B TOT YK€ JIEHb):
nbackup -B 2 base.fdb base_12_04_17_2.nbk

DTa pe3epBHAas KOIHs OYIeT COJepKaTh N3MEHEHUs TOJILKO ¢ MOMEHTa CO3JAHUSI TOCJIeHEl Pe3ePBHOI
Koruu ypoBHg 1 (TO €CTh 32 HECKOJIBKO 9acoB).

CozaTh MHKPEMEHTHYIO PE3ePBHYI0 KOIMIO 6a3bl JIAHHBIX MOYKHO HMCIO/b3yss GUID. Takoii crocob He
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Tpe6yeT 3HaHUA YPOBHSA peSepBHOﬁ Konuu JIJj1gd CO3JaHns MHKpEMEHTa. Pe3epBHaﬂ KOITnA 6y,ueT CO/IepzKaThb
TOJIBKO U3MEHEHUA C MOMEHTa CO3IaHUA IIOC.He,HHefI pe3epBHof/I KOIINH.

TMocsie co3manusi pe3epBHON Kommu Beeil 6a3bl faHHBIX (YpOBHsI () MOYXKHO CO3/ATh MHKPEMEHTHYIO
pesepBHyIo Komwmioo. [ljist aTOoro crHadasia HeobxoauMo y3HaTb GUID mociieiHeil pe3epBHOM KOmuu (Database
backup GUID). DTO MOXKHO CJIEJIATh C OMOIIBIO YTUINTH gstat ¢ mapamMeTpoM -h.

Cunraxcuc JJId CO3JaHM A HHerMeHTHOfI pe3epBHOIU/I KoK 0a3nl JaHHBIX:

nbackup [-U <mompzoBaTens> -P <mapons> [-RO <poms>]] -B <GUID>
<6asza_nmaHHHX> [<pesepBHbi_daiin>]

Hampuwmep:

Iocue coznanus pesepBHOit Kouu Beeit 6a3bl Janubix (yposHs 0) y3uaém eé GUID:
gstat -h base.fdb

B BriBOsIE Oyster GUID mocieiHell pe3epBHON KOIUU (Database backup GUID):

Variable header data:
Database backup GUID: {DEESECBE-3731-4FB4-4693-2D96439FD746}
Database GUID: {6A03998A-33B5-2BCC-BS8CB12CAA7ED}

asnee co3maéM NHKPEMEHTHYIO PE3€PBHYIO KOIIUIO:
nbackup -B {DEESECBE-3731-4FB4-4693-} base.fdb base_11_04_17.nbk

ITocse sToro GUID B BbIBO/IE YTHIUTHI gStat U3MEHUTCH U MOYKHO OyIeT CO3/IaTh HHKPEMEHTHYIO Pe3€PB-
HYIO KOIIUIO, KOTOpast Oy/IeT CO/IepKaTh U3MEHEHHUsI, BHECEHHBIE C MOMEHTA, CO3/IaHUs TOC/eTHEN pe3epBHON
KOIINU.

8.3.4 BoccraHoBJIeHNEe U3 MHKPEMEHTHBIX pPe3epPBHBIX KONUU

IIpu BoccTanoBIeHNN Oa3bl JIAHHBIX U3 WHKPEMEHTHBIX PE3€PBHBIX KOIMIT HEOOXOIUMO OOECIIeYnTh Ha-
JITYUE TOJTHOM IENMOYKN WHKPEMEHTHBIX PE3EPBHBIX KOIW, HaUYWHAas ¢ ypoBHA (0 W JI0 yPOBHS, KOTOPBIM
HEeO0OXOIMMO 3aBEPIIUTH BOCCTAHOBJICHUE.

Cunrakcuc:

nbackup [-U <mompzoBaTens> -P <mapoms> -RO <poms>] -R <6aza_nmaHHbX>
[<pezepBras_romms0> [<pesepBHas komual> [...] ] ]

Taxum 06pa3oM, BOCCTAHOBJIEHHE JJIsl IIPEIBLIYINEro IIPUMepa JI0 YPOBHS 2 OYJeT BBIIVIAIETH TaK:

nbackup -R base.fdb base_10_04_17.nbk base_12_04_17.nbk base_11_04_17_2.nbk

Nbackup cunraeTr Bce apryMeHTHI IIOC/Ie IapaMeTpa nMeHaMu (hailyioB ¢ pe3epBHbIMU Konusmu. 1lo
9TOM IPUIMHE HUKaKue Jpyrue napaMerpsl (-U mim -P) He MOTYT CiieJj0BaTh 3a CHUCKOM (Haiiion
napamMmerpa -R.

He cymectByer dpopmasibHOrO OrpaHnveHs Ha yPOBEHb PE3EPBHOI KONNM, OJTHAKO HA MPAKTUKE PEJIKO
MeeT CMBICJI CO3/IaBaTh KOINK yPOBHel 6obine 3 mim 4.
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8.3.5 DBbuokupoBka 6a3a JJAaHHBIX U CAMOCTOSATEJIbHOE pe3epBHOE
KON POBaHUE

Ecau Ber npeanounTtaere UCHOIB30BATh KAKWE-TO JIPYTHE YTUIUTHI JJISI CO3IAHUS PE3EPBHBIX KOMUI
6a3bl JAHHBIX WX IIPOCTO JEJIaTh OOBIYHYIO KOINIO 6a3bl JIAHHBIX KaK PE3EPBHYIO, TO JIJIsl 3TOIO CYIIECTBYET
peskuM GJIIOKUPOBKH / pa3bJIOKMPOBKY IPOrpaMMbl nbackup. «BJIOKHPOBKa» B JAHHOM CJIydae O3HAYAET, UTO
OCHOBHOI1 (baityr 6a3bl JAHHBIX BPEMEHHO 3aMOPaXKMBAETCs, & HE HEBO3MOYKHOCTh BHECEHUS M3MEHEHMIT B a3y
maHHbIX. Kak U B pekuMe pe3epBUPOBAHUS, M3MEeHeHnsT (DUKCUPYIOTCS BO BPEMEHHOM dailie JeabThl; Ipu
pazbyiokupoBanun aita AeabThl 00bEINHIETCS ¢ OCHOBHBIM (paifjiom 6a3bl TaHHbIX.

CaMocCTosITe/IbHOE Pe3ePBHOE KONMMPOBAHIE OOBITHO ITPOUCXOMUT IO CJIEIYIOIMIEMY CIEHAPHUIO:

1. BirokupoBka 6a3bl JaHHBIX C TOMOIIBI0 mapamerpa -L(0CK):

[ nbackup [-U <momepsoBaTenb> -P <mapoms> [-RO <poms>]] -L <6asa_naHHbX> ]

2. Coszmanue pe3epBHOI Komnu, cxkaTue daira 6a3bl JAHHBIX, UCHOJb3Ysl JIOObIE
Jpyrue mporpaMMbl WX IIPOCTOe KonupoBaHue daiiaa ¢ 6a3oii.

3. PaszbiiokupoBka 6a3bl JaHHBIX C TOMOIIBIO Hapamerpa -UN(LOCK):

[ nbackup [-U <mompsoBaTens> -P <mapoms> [-RO <pomp>]] -UN <6a3a_gmaHHNX> J

8.3.6 BoccraHoBJ/iIeHHEe U3 pe3epPBHOI1 KOIIUU,CAEJIaHHOM MocCe
OJIOKUPOBKU

Komust 6/10kupoBanHO#l 6a3bl JTAHHBIX sIBJISETCsl TaK Ke OJIOKMPOBAHHOM, 1o3TOMY BbI He cMmoxkere
IIPOCTO MCIOJIB30BATh KOIHMIO KaK pabouyio 06a3y JaHHbIX. B ciaydae, ecsin Bama ncxojnas 6a3a JaHHBIX
TOBPEXKIEHA UJIH yTEPSHA, U HY2KHO BOCCTAHOBUTH 0a3y JaHHBIX M3 KOIUH, cIejaannoit BamMu camMmocTosTesbHO,
JeficTBy#iTe CeayIonuM 06pa3oMm:

1. PazapxuBupyiite/ckonupyiire /BoccranoBure baiia 6a3bl JAHHBIX C [IOMOIIHIO
HCIOJIb3yeMbIX Bamu yruimt.

1. Teneps pazdaokupyiiTe 6a3y JaHHbIX, HO He ¢ mapaMerpoM -UN(LOCK), a ¢ mapamerpom -F (IXUP):

[ nbackup -F <6asa_gauHNX> ]

IIpu ucronp3oBanuu napamerpa -UN cHavYaa Onpee/IsieTcsi HaJudne JTI00bIX N3MEHEHU ¢ MOMEH- Ta
6JI0KMpOBaHUs 6a3bl JAHHBIX (II0CJIE UCIIOJIL30BaHUs IIapaMeTpa -L) 1 Ipou3BoauTCs 00beInHEeHIe BPEeMeH-
Horo (aitsia 1eJbTH 1 OCHOBHOTO (haita 6a3bl mannbix. Ilocse aToro 6a3a JTaHHBIX MEPEBOIUTCS B HOPMaJIb-
HBIIl PEXKUM UTEHHUsI/3alucH, a BpeMeHHBIN daitn yaamnsiercst. Ilpn ucnons3oBannm napamerpa -F TOJBKO
U3MEHSETCSI B «HOPMAJIbHOE» 3HavUeHUe (hjlara COCTOSHUS CAMOCTOSITEIbHO BOCCTAHOBJICHHO! 6a3bl TaHHBIX.

8.4 Yruaura GFIX

OTa yTUIUTA SIBJISETCS OJHUM M3 OCHOBHBIX MHCTPpYMeHTOB ajMuHuCTparopa B, Yruiura GFIX mos-
BOJISET:

e BBINOIHATH IPUHYUTENBHYIO COOPKY Mycopa (sweep);
e ll3MeHaTh MHTEPBAI aBTOMATHYIECKON COOPKU Mycopa;

L] BaKpI)IBaTb 6a3y JaHHBIX JJId MMOJIy9Y€HUd MOHOIIOJBHOTO JIOCTYIIa, U 3aT€M CHOBa OTKPBIBATDL €€;

HepeBO,HI/ITI) 6a3y B PEe2KUMBI <<‘IT€HI/I€/3&HI/ICB>> NJIN «TOJIBKO YTEHUE» |

e TlepekouaThCst MEXK/Ly CHHXPOHHBIM U acHHXPOHHBIM BBOsToM (Forced Writes);
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o U3menars jguanexkt b/l;

e YcTaHABIUBATH Pa3MepP K3IIA;

o Nzmensts GUID 6a3b1 mannbx;

e lckarh 3aBuCIUEe TPAH3AKIMKA U OTMEHSATH UJIU IOATBEPKIATH UX;
e AKTHBUPOBATH WM yJIaJIsITh TEHEBbIE KOIIUU;

e [IpowsBouTH PEMOHT TOBPEKICHHBIX 0a3 JTAHHBIX.

Samyck GFIX OCyIECTBIISIETCS CJIEIYIONIIM 00pa30M:

[ gfix [<ommmm>] <mMs 6a3b DaHHHX> ]

Eciu 6a3a maHHBIX cOCTOUT M3 HECKOJIBKUX (hailios, To npu 3amycke gfix HEOOXOIMMO yKa3aTh IIep-
BUYHBIA (ailr.

s Toro, 4TOOBI BBIIOJIHUTH JIIOOYIO Olepanuio HaJ 0a30i MaHHBIX ¢ HOMOIIBIO gfix, HeoOXOomMMO
[IPOMTH IPOLELy Py UACHTU(MDUKAIIN U Ay TEeHTUMUKAINA — yKa3aTh UMsI U IapOJib I0JIb30BATE s, KOTOPBII
UMeeT [IPaBo Ha 3aIycK cepsuca gfix (mogpobuee cMm. Pacnpedesenue cucmemnoiz npususezud ). dng ykaza-
HUsI IMEHH U [APOJIs [OJIH30BaTE s UCIIOIL3YIOTCS TepeKIIrodaTen ~user u -pa[ssword], coorBeTCTBEHHO,
HaIIPUMED:

gfix -user testuser -pas pass -role rdb$admin [ommumu] <umMs 6a3H HaHHHX>

Heobs3arepabiil nepekmodaresib ~-role 3a7aéT UMsi POJIH, IPaBa KOTOPOl OYIyT YIUTHIBATHCA TPU
BBINIOJTHEHUN KAKUX-JIM00 neiicTBuil yrmintel. [losToMy eciu mosipb30BaTeb HE YKA3BIBAET POJIb, TO OH II0-
JydaeT IIpaBa TOJbKO TeX poJiell, KoTopble eMy HazHauyeHbl ¢ DEFAULT.

Vms monp30BaTenst 1 mapojib MOXKHO HE YKa3bIBATD, €CJIM B CHCTEME YCTAHOBJIEHBI KOHTEKCTHBIE TTepe-
menubie ISC_USER u ISC_PASSWORD. A Tak»Ke ecjiu UCHOJIB3YeTCs JJoBepuTeabHas ayrenTudukanus Windows
(Win_Sspi) mm nosepennas depes mexannsm GSSAPI (gss), n nmosnb3oBaTesb CUCTEMBI, OT UMEHH KOTOPOIO
zamyckaercs: yruaura [SQL, siBisiercst 9WIeHOM IpyIIIbl aJMUHACTPATOPOB.

Habop Bcex BO3MOXKHBIX onmuil yTuanuThl GFIX, mpeacTaBieH HIXKeE.

Tabmumna 8.11 — Ommun GFIX

Ormus Onucanne
-ac(tivate_shadow) <TeHeBasa IlapameTp mnpeaHasHAYEH JjIs AKTUBAIIUMA TEHEBON  KOIUMU.
KOIus> <TeHeBas KOIMA> - ajipec U nMsl (dailra TeHeBoil Komuu (MiIu mep-

Boro u3 daitios).

-at(tach) <n> HonoauTebHbIN MapameTp K -shut. IIpegrnasnaden ajis 3ampera
HOBBIX coeuHenuit ¢ BJI. <n> yKasbiBaeT KOJIUYECTBO CEKYHJI, Ue-
pe3 Koropoe mpousoitaer orkaodenne b, OTkiaodenne oTMeHNT-
Csl, €CJTU K 9TOMY BPEMEHWU €IIle OCTAHYTCS AKTUBHBIE COEIMHEHMS.

-b(uffers) <n> VcranaBuBaeT HOBBIM pa3Mmep cTpaHudHOro Ksma B/l B crpanu-
Iax. <n> - KOJIMYECTBO CTPAHHUII.

-co(mmit) {<ID> | all} 3aBepInaer MOATBEPKJICHUEM 3aBUCIIYI0 TPAH3AKIIUIO C WJIEHTHU-
duxaropom <ID>, nin Bece 3aBucHme Tpanzaknuu (all).

-ca(che) ITapamerp He mcmosib3yercs.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-ch(ecksums) {on | off}

Bkiiogaer/oTKIIIOUAET  BBIYUCJICHHE KOHTPOJIBHBIX CYMM HA
YPOBHE CTpaHWI 6a3bl JAHHBLIX. I1loc/ie BKIIOYEHHS KOHTPOJILHBIC
CyMMBI HAYHYT II€PECUNTBIBATHCS IIPU IOCIEAYIOIEi 3aIlCh CTpa-
HuI 6a3bl JJAaHHBIX Ha JIUCK. B cilydae HECOOTBETCTBUS KOHTPOJIb-
HBIX CyMM B Jior-aiiyi Oymer 3amucana ommubKa, HO paboTa Mpo-
JOJIZKUTCS.

-conf (ig_validate)
<firebird.conf>

IIpoussout BAJIHTAITATIO KOH(MUTYPAITTOHHOTO daitna
firebird.conf. Bo Bpemsi Bajuganuu TPOBEpPsieTCsI KOPPEKT-
HOCTb YKA3aHHBIX [MapaMeTPOB W PEryJISPHBIX BBIPAXKEHUIA,
OTCYTCTBHE IyOJMKATOB, IpaBa AOCTyna K daiiaaM u JIUPEKTO-
pHUsIM, MEPEYNCTEHHBIM B 3HAYEHUSAX [IAPAMETPOB, B TOM YHCJIE C
ucrosib3oBanneM wildcards.

-fu(1l)

Wcnonb3yercss Bmecte ¢ -validate gy 6osiee TiryOOKOI mTpoBeEp-
KI Ha yPOBHE 3aInceil; 0CBOOOXKIaeT HeHA3HAYEHHbIE (DPATMEHTHI
3aImcei.

-fo(rce_shutdown) <n>

HonomanTtenpublit napameTp K -shut. llpennaznaven mjis mpumy-
JUTEILHOTO 3aKPBITHs 0a3bl JAHHBIX. <N> YKA3bIBAET KOJIMIECTBO
CEKYHJI, Yepe3 KOTOpoe Ipon30iifeT 3akpbiTue. Eciu ocramuch ak-
TUBHBIE MTOJIH30BATE/HM, OHU OTKJIOYATCH, TOCJETHIE PE3YIbTATHI
ux paboThl OyayT HOoTepsiHbl. Takoe cpesIcTBO HYKHO IIPUMEHSITD C
OCTOPOXKHOCTBIO, KaK IMOCTIETHIOI0 BO3MOYKHOCTD.

-fe(tch_password)

3Bnekaer naposis u3 daitia.

-g(uid)

Msmensier GUID 6a3bl gaHubix. GUID reHepupyeTcs CJIydaifHo.

-h(ousekeeping) <n>

3mensier mHTepBas TpaH3aKIWH I aBTOMATUYECKONH YHCTKH
sweep. <n> ycTaHaBJIUBaeT HOBBII MHTepBajd. Ecam n = 0, aBTO-
MaTH4YecKasd YACTKa 3allPelleHa.

-i(gnore) WraopupoBars OmMuOKM KOHTPOJBHBIX CYMM IIPU IIPOBEPKE WJIM
YUCTKE.
-icu Ucnpasister 6a3y JaHHBIX /I pabOThI ¢ TeKyIeit Bepcueit ICU.

-include[_data] <mabmom>

IIpoBepsiTh maHHBIE 3amuceil TOJBKO TeX TAOJINI], UMEHA KOTOPBIX
COOTBETCTBYIOT YKa3aHHOMY PEryJIspHOMY Bblpaykennio B SQL-
cuaTakcuce (cM. omeparop SIMILAR TO0). Ecam <ma6mom> st
-INCLUDE_DATA u -SKIP_DATA coOTBeTCTByeT OJHOIl M TOI Ke
Tabsuie, TO JaHHBbIE 9TOW TAaOIHUIBI IporyckaoTcs. Vmena Tab-
JINI] CPABHUBAIOTCS 0e3 yuéTa perucrpa. Vcnoap3yercs COBMECTHO
c onnusiMu -v(alidate) -f(ull) m -mend.

-k(ill_shadow) <6a3a IaHHHX>

yﬂaJIHeT BC€ HEHUCIIOJIb3yEMbI€ TCHEBbIC KOIINN 0as3nl JaHHBbIX.

-1(ist)

ITokasbiBaeT HEKOTOPBIE cBejieHus (B ToM 4ucse ID) 0 Beex 3aBHC-
IIMX TPAH3AKIUIX.

-me (nd)

TloaroraBmuBaer moBpeXAEHHYIO 0a3y MAHHBIX [JIsi PE3EPBHOTO
konmpoBanusg. [lomeyaer NMOBpekKIEHHBIE 3AIMNCH KAK HEUCIIOJIb-
3yeMble.

-mo(de) {read_write | read_only}

YcranaBauBaeT PEKUM 3aIllUCHU JJId 06as3bl JaHHBIX - TOJIBKO IJId
YTCeHUA NJIN ‘{TGHI/IE/B&HHCB. rtor ImapaMeTp MOXKeT IIPpUHUMaTb
JBa 3HAYCHUA.

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Onmnusa

Ormnucanue

-nol(inger)

OcranaBiamBaeT yKa3aHHYIO 0a3y JAHHBIX, [TOCJIE TOIO KAK ITOCTIe]I-
HEro COeJIMHEHUd He CTaJIO0, HE3aBUCHUMO OT ycTaHOBOK LINGER B
Oa3ze JIaHHDIX.

-n(o_update)

Wcnonbsyercss Bmecre ¢ -v(alidate) 1y IpPOBEPKH pa3pyIIeH-
HBIX WM HEPA3MEIEHHBIX CTPYKTYp. Kcjum TakoBble e€CTh, OHH
0TOOPA3ATCS B COODINEHNH, HO He OY/IyT UCIPABJICHDI.

-o(nline) {single|multi|normall}

Bozspamaer B pexxum "online" 6a3y, OCTAHOBJIEHHYIO C IIOMO-
mpio -shut. Onnust normal TO3BOJISIET YCTAHABIUBATL COEJIHE-
ure ¢ B/I a100bIM aBTOPU30BAHHBIM TTOJIH30BATESIM, & HE TOJHKO
SYSDBA u BitagiesbiieM BJI. Onrust multi 1mo3BoJisier ycTaHaBJIM-
BaTh coeauaenue ¢ B/l Tosbko SYSDBA u BaagenniieMm b/, Onmust
single moxoxka Ha multi, 3a TeM UCKJIIOYEHHEM, YTO TOJIBLKO OJIMH
n3 nosb3oBareseit - SYSDBA uin Biasesten B/1 - MoxkeT coenHUTD-
csl.

-pr (ompt)

Wcnonbsyercst BMecre ¢ -1(ist). BeiBogur mojckasku mpu Boc-
CTAHOBJIEHUU TPAaH3aKITAM.

-pa(ssword) <mapomus>

IIaposs mosb30BaTENS JUIsA paboTh! ¢ gfix.

-par(allel) <n>

KonuyectBo mapasienbHbIx  paboOdux MOTOKOB JIIst  COOPKHU
Mycopa. BKirodaeT MHOrOIMOTOYHYIO COOPKY Mycopa, ecjn
MaxParallelWorkers > 1 (cMm. firebird.conf). Bmecro sroro
rnapamMeTrpa yTHJINTBHl MOXKHO yKa3aTb IapaMeTp KOHMUIYpaIuu
ParallelWorkers.

-replica
{none|read_only|read_write}

BuiGparb pexKuM periuky - TOJbKO jlst urenus (read_only) min
JUtst aTeHust u 3anucu (read_write). Pexxum none orkirouaer pe-
IUINKAIWIO U [TEPEBOJIUT PEILINKY B pexkum read_write. Kak mpa-
BHUJIO, 9TOT PEXKUM JIOJIPKEH HMCIIOJIB30BATHCA MOCe cOOs BeIyImeit
ba3e JIAHHBIX, KOTJA 3Ta PEIUINKA MEPEXOJUT B CTATYC BeIyIeit
Bl. lnu eciu Hy»XKHO ceiaTh (puU3NIECKUe pe3epBHbIE KOTUU U3
PeILINKH.

-role

Posb monb3oBaTens s pabors: ¢ gfix.

-r(ollback) {<ID> | all}

3apepInaer 0TKATOM 3aBUCILYIO TPAH3AKIHUIO C HJIEHTH(MDUKATOPOM
<ID>, min BCe 3aBucime TpaHsaknun (all).

-skip_d[ata] <mabmom>

He mpoeepsite jjaHHBbIe 3anmceil TabJidIl, WMEHA KOTOPBIX CO-
OTBETCTBYIOT YKa3aHHOMY peryJisipHOMY BbIpaxkeHuio B SQL-
cunrakcuce (cM. oneparop SIMILAR TO). Mmena tabmaui, cpaBHU-
BaroTcst 6e3 yuéra perucrpa. Vcmonb3yercs COBMECTHO C ONIASAMME
-v(alidate) -f(ull) m -mend.

-sq(1l_dialect) <n>

Nsmenser nuaiekT 6a3bl JAHHBIX. <n> MOXKET ObITH 1 mam 3.

-sw(eep)

Samyckaer cbopky mycopa B BII.

-sh(utdown) {single|multi|full}

OcranaBiauBaeT 6a3y TaHHBIX. VICIIOIB3yeTCsT ¢ OHIM U3 JOTIOTHU-
TeJIbHBIX MapamMeTpoB -attach, -force mwinm -tran. Ommus multi
TI03BOJIsIET YCTAHABINBATE coenuaenue ¢ b/l Tospko SYSDBA u Bi1a-
nenbiem BJI. Omust single moxoxka Ha multi, 3a Tem HCKJIIOYe-
HUEM, YTO TOJBKO OJINH U3 IoJb30BaTeseit - SYSDBA unu Bjia/jiestert
B/I - moxker coequnanThest. Omiust full He TO3BOJIAET COSTUHUTHCS
¢ B/ aukomy, maxxe SYSDBA u Brazesnbiy BJI.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Onmnusa Ormnucanue

-tw(o_phase) {<ID> | all} Asromaruaeckoe Byxda3Hoe BOCCTaHOBJeHNE 1imbo TpaH3aKII
¢ HoMepoM <ID>, mwiu Bcex Tpanzakiuii (all).

-tra(nsaction) <n> JonoauTe bHbBIM mapaMmerp K -shut. [Ipennasnaden jyist 3ampera
3aITyCKa HOBBIX TPAH3AKIH. <n> yKa3bIBAET KOJUIECTBO CEKYH],
gepe3 KoTopoe mpou3soiiier orkiaodenne BJI. OTkiaodyenne orme-
HUTCSI, €CJIN K 9TOMY BPEMEHH eIl OCTAHYTCS AKTUBHBIE TPAH3AK-

IIUU.
-tru(sted) Wcnonbsyercs trusted aBropusariusi.
-upgrade ObuoBysIeT 6a3y JAHHBIX JI0 MOCJeaHell MuHOpHOI Bepcuu 0DS B

npegesaax IIOAJIePKUBAEMOA MazKOPHON BepCUU.

-u(se) {full | reserve} Brurouaer 100% sanosnenne crpanun, BJI (full) wm 80% 3a-
nosiHeHue 1o ymosdanuio (reserve). 100%-e 3amosiHeHne nmeer
CMBICJT /I 623 TOJILKO JJIsT 9TEHMUS.

-user Wmsa nmonp3oBaresns s paboTsl ¢ gfix.

-v(alidate) IIpoBepsier 6a3y maHHBIX HA YPOBHE CTPAHUIL U OCBODOXKIAET CTpa-
HUIBI, IOMEYEHHbIE KAaK HCIOJIb3yeMble, HO HUKOMY H€ MPUHAJI-
nexarmue (orphans). Tak:ke BBIOIHSAET TPOBEPKY KOHTPOJIBHBIX
cyMM 0a3sbl JIaHHBIX. B cilydyae mX HECOOTBETCTBUsI B JIOT (aiir
Oyzer 3anmcaHa OmMOKHU ¥, €CJIM HE yKa3aHa oInus no_update,
KOHTPOJIbHAsT CyMMa, OyJIeT UCIIPaBJICHA.

-w(rite) {synclasync} TepekrovaeT pesKUMbI CHHXPOHHOI /aCHHXPOHHOI 3amicu Forced
Writes.
-z Brisogur Bepcuio PEJL Bassr Jdanubix u yruauts! gfix.

8.4.1 AxTuBaIusi TeHeBOIl (ONepaTuBHOI) KON

Daii TEHEBOW KOIUM SIBJISIETCS JOIOJHUTEIBHON Koluneil nepsuanoro daiiia(os) 6aspl manubix. s
JII0001 JAHHOM 6a3bl MTAHHBIX MOXKET CYIIECTBOBATH HECKOJBKO TEHEBBIX KONUIl, KOTOPbIE MOTYT OBITh aKTH-
BAPOBAHBI U NEAKTUBAPOBAHBI 110 YMOJTIAHUIO C IIOMOIIBIO YTAINATEI gfix.

s akTUBaIUN TEHEBOW KOIWNU MCIOJIb3yeTcs KoMaHaa -ac [tivate]:

[ gfix -activate <daiin TemeBO¥ KomMM> j

D10 mesaer daiiyr TeHEeBOI KOy HOBBIM (hailiioM 6a3bl JAHHBIX, U [TOJIB30BATENN MOTYT POJOJIKATD
HOPMAJIBHYIO 00pabOTKY JAHHBIX U 0e3 M0TePh.

B ciyuae, ecin Bam ocHOBHO# (baitn(bl) 6a3bl NJAHHBIX TIOBPEXKIEH NN HeauTabeseH, aJMAHACTPATOD
6a3bl JAHHBIX MOXKET aKTUBHPOBaTb TeHeBoil (baiiyi. Ilociie akTuBaruu daiti GoJibllle He SIBJISIETCS TeHe-
BbIM (pailjloM, U JJIsl €ro 3aMeHbl HeOOXOJIMMO CO31aTh HOBbIH. Kpome Toro, teHeBoil dail j10KeH ObITh
[IeEPENMEHOBAH Ha UMsi cTaporo daitia 6a3bl JaHHBIX, KOTOPBI OH 3aMEHSIET.

Cremyer OTMETUTh, 9YTO AKTUBAIMS TEHEBOIl KOIUHU, B TO BpeMs Kak caMa 0a3a JaHHBIX aKTHBHA,
MO2KET IIPUBECTH K HOBpexkaenuio Tenu. Ilepen ee akruBamumeii yoeanrech, 9To daityr 6a3bl JAHHBIX
JIeICTBUTEILHO HEJTOCTYIIEH.
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A vuaucTpaTop 6a3bl JIAHHBIX MOXKET HACTPOUTH 0a3y JAHHBIX JJIs ABTOMATHIECKOTO CO3JIAHUS
HOBOT'O TEHEBOrO haitlyia B CIydae aKTUBAIIAN TEKYIEH TEHU. JTO IMO3BOJIAET 00ECIIEYNTh HEIPEPHIBHYIO
ITOCTABKY TEHEBBIX (DAMIOB W MPeIoTBpaIaeT paboTy 0a3bl JaHHLIX Oe3 Hee.

8.4.2 VYgajieHne TeHeBbIX KON

Viasienre BceX HEMIOCTYITHBIX TEHEBBIX KON KOHKPETHON 06a3bl JAHHBIX ITPOU3BOINTCS KOMAHIOM:

[ gfix -kill <6az3a maHHHX> ]

B cayuae, eciim 6a3a JaHHBIX, paboTaroliasi ¢ TEHEBbIME (hailjlaMu, TepsieT TeHb, WA 110 KaKOU-Iub0
[IpUYUHE TE€Hb CTAHOBUTCS HEIPUTOJIHOM, 0a3a JAHHBIX ITEPECTAHET MPUHUMATH HOBBIE COEIUHEHUS JI0 TeX
1I0p, ITOKa aMUHUCTPATOP 0a3bl HE YHUITOKUT IIOBPEXKIEHHYIO TEHb U, B UJI€AJe, CO3IACT HOBYIO TE€HDb JJIsi
3aMeHbI CJIOMAaHHOM.

IIpu coenuHeHuu ¢ JIOKaIbHOM 0a30ii JAHHBIX II0JIb30BATEIbL MOXKET He 00J1a/1aTh [IPABOM Ha 3aILyCK
ceppuca gfix. OHAKO OH CMOXKET BBIIOJHUTD Ty WA HHYIO OIEPAINIO, TOJHKO €CJIA Y HEro ecThb
COOTBETCTBYOIIUE MpaBa. Hamnpumep, 1isi yiajeHusl TEHEBON KOIIUU TI0JIb30BATE b J0J2KEH 00J1a/1aTh
npaBoMm Ha DDL-oneparuio DROP SHADOW— mozmpobuee cMm. Pacnpedeserue npas na DDL-onepayuu .

8.4.3 VYcrtaHOBKa pa3Mepa K3I11a 0a3bl JaHHBIX

Kom (nnm 6ydep) 6a3bl JAaHHBIX - 9TO OllepATUBHAS [IAMSITh, BbIEJIsieMast CepBEPOM JIJIsl PaBOThI ¢ Ba-
3011 maHHbIX. Oepal B ONEPATHBHON IaMATH IIPOUCXOIAT TOpa3i0 ObICTPee, YeM eCJIH JAHHBIE ITOCTOSTHHO
CUHUTBIBAIOTCA C JincKa. Pa3Mep kamma ykKasbiBaeTcd B crpanurax B/l Eciam pazmep cTpaHWIBI yCTaHOBJIEH
8192, to kamr B 5000 crpanur 3aitmer npumepno 40 meradaiit O3Y. Eciu cpa3y MHOTO TOIB30BaTE e OJTHO-
BPEMEHHO 00PAIAIOTCs K 0a3€e JAHHBIX, MOYXKET CJIYIUTHCS, YTO CEPBEPY HE XBATHUT BbIJIEJIEHHON OIIEPATUBHOMN
nmaMaTu. B 3ToM ciydae oH HadHeT paboTaTh C JUCKOM, UTO 3aMeJIUT Tpou3BoauTe bH0cTh Bb/1. M3MennTs
pa3mMep KaIia s 0a3bl JaHHBIX MOXKHO KOMAaHJIO:

[ gfix -b[uffers] <xom-Bo cTpanun> <6asa HaHHHX> ]

D10 JeficTBIE MPUMEHSIETCS TOJBKO K yKa3aHHON Bamu Oasze manubix. Ha npyrue 6a3nl JaHHBIX, PabO-
TAoINEe HA TOM Ke CepBepe, 9TO U3MEHEHUE He MMOBJIHSIET.

Jpyrum crrocoboM yCTaHOBUTH pa3Mep KIIMa M0 YMOJIAHUIO JIJIsT BCEX BHOBD co3/maBaeMbix B/I, siBiis-
ercs n3MeneHne Kounurypamuonnoro daina firebird. conf, a umenno napamerpa DefaultDbCachePages.

Opnaxo 6oJsiee IPEIOYTATENBHBIM CIOCOO0M JIJISt TUX IeJieil sBisercs yTuianTa gfix, Tak Kak OHA
[TO3BOJISIET YCTAHOBUTH COOCTBEHHBIN pa3Mep KIIIa [T KayK10# 0a3bl JaHHBIX. KeIu KaKOi-To 6a30ii JTAHHBIX
MIOJIB3YIOTCSL PeXKe, pa3Mep K3IIIa JIJIsi Hee MOYKHO OCTABUTH [0 YMOJIAHUIO, WJIN JIaXKe YMEHBIIUTh.

8.4.4 Ymupapienue limbo TpaH3aKnusMu

«BacrpsBiieii» («3aBucmieil» ) Tpanzaknueit (limbo) Ha3BIBAIOT TPAH3AKIIMIO, KOTOpas paboTaer OIHO-
BPEMEHHO C JAByMs mim OoJiee Gazamu mauHbbix. [lpm 3aBeprmennn Takoit Tpamdakmuu, PEJ Baza /lanabix
coBepimaetT jiByxdasnoe noarsepxkaearne Commit, rapaHTUpysi, 9TO U3MEHEHUsI Oy/IyT BHECEHBI JINOO BO BCe
B/1, 6o uHu B onny. Ilpu sToM moarBepKaeHnst B 0a3ax JAHHBIX OYIYT JaBaTbCs 1O odepeau. Ecjim B 310
BpeMsl BO3HUKHET COOIl CHCTEMBI, TO MOXKET IOJIyIUThCsI, YTO B Kakux TO B/l m3meneHus: ObLIN cresiaHbl, a
B Kakux TO HeT. IIpym 3TOM TpaH3aKnus MepexoauT B HEOIPEIEeJEHHOE COCTOSHEE, KOTa CepBep He 3HAET,
CJIEIyeT JIM TMOATBEPINTD 3Ty TPAH3AKIINIO, WA OTKATUTD.

Gfix mpemocTaBisieT HECKOJIBKO KOMAaHJ Jjisl yIIPABJIeHNs TpaH3akiusaMu limbo.

e Cp. 135



PykoBojacTBO ajgMuHuCTpaTopa
8.4 VYruaura GFIX

Komanga gfix -1[ist] Oymer oTobparkaTh cBesenus o limbo rpamsaknusax. Ecin kKomaHa He BbIIaIA
pe3y/ibraTa, TO 3aBUCIINX TPAH3AKIUNN HET, U JajIbHeiIe JeficTBus He TPeOyIoTCs:

[ gfix -1[ist] <6a3a mamHbX> ]

DTy KOMaHJy MOXKHO JIOTIOJTHUTEH KJIOUOM -pr [ompt], m Torjga Bam OyJeT MpeIoyKEHO BBINOJHUTD
Commit mu Rollback mjs Kaxk10it oOHapy2KeHHON Tpan3akiun limbo. B arom ciiyaae Komamaa 6y1eT Takoit:

[ gfix -1[ist] -prlompt] <basza mammmx> ]

Ecnu obrapykeno 60bIe OIHOM TPAH3aKIMU B COCTOSTHAN in-1imbo, TO aJMUHUCTPATOP MOYKET ITOJI-
TBepIUTH (MM OTKATUTH) Bee limbo TpaHzakiuy wim Kakyro-TO OJHY, yKa3aB UIeHTU(MUKATOD:

gfix -commit {all | <ID>} <6a3sa LaHHHX>
gfix -rollback {all | <ID>} <6a3a HaHHHX>

ITocite cpabaThIBaHUST STUX KOMAH]I CJIEYET 3aHOBO 3aIllyCTUTh KOMAH/Y -1ist, 9T06bl yOeuThes, 9To
limbo Tpanzakmmit 60JIbIIIE HE OCTAJIOCH.

Gfix MO>KHO HMCIIOJIb30BaTh JJIgd aBTOMATHUYIE€CKOI'O ‘HBde)a3HOI‘O BOCCTaHOBJICHU A hmbo TpaH3aKIUuu C
UJIEHTU(OUKATOPOM, MJIA BCEX TPAH3AKIIHIA:

[ gfix -twlo_phase] {all | <ID>} <6a3a ZaHHHX> ]

OTH TPU KOMAHIbI MOKHO TaKKe MCIOIH30BAThL BMECTE C KJII0YOM -pr [ompt].

Tak Kak npu 3amycke gfix MOXKHO yKa3aTh TOJILKO OJHY Hapy UM II0Jb30BaTe s/ IaPOJb, TO IIPHU
BOCCTAHOBJIEHUH 3aBUCIINX IBYX(A3HBIX TPAHIAKINI, KOTOPble PAabOoTa M ¢ 0a3aMU TAHHBIX HA PA3HBIX
cepBepax, JIOTUH U apoJib II0Jb30BaTes, BBIIOIHAIONIEI0 BOCCTAaHOBJICHNE, JTOJI2KHBI COBIIAIATh Ha
BCEX cepBepax.

8.4.5 VYcraHOBKa pexXnMa JOCTYyIIa JJisd 0a3bl JaHHBIX

Baza JaHHBIX MOXKeT pa6OTaTI) B OJHOM H3 ABYX DPEKMUMOB JIOCTYyIIa: TOJIBKO JJIgd YTE€HHA, WX JIJId
YTeHUA / 3alliuCu (HO yl\lO.H‘{aHI/IIO). Ecsmu Bam HOHa,ILO6I/I.HOCI) IIOMEHATH PE>KUM, BBIIIOJIHUTE KOMaH/1Y:

[ gfix -mo {read_only | read_write} <6a3a mamHHBHX> ]

Haupumep, ecsiu Bbl xoTure pasmectuth 6a3y ganubix Ha CD mucke, y Bac He HOJLy9UTCs 9TO CHEJIATH B
pexuMe «UTeHus-3ammcn». [locse Toro, Kak 6a3a JaHHBIX OyJIeT 3all0JIHeHa JAHHBIMHA, €€ CJIEIyeT N3MEHUTh
B PEXKUM TOJIBKO JJIsl YTeHHsI, a 3aTeM ncnosb3osarh Ha CD aucke (mam apyrux GailyioBeIX cucTeMax TOJBKO
Jist urenusi) 6e3 mpobieM.

8.4.6 Cobopka mycopa

Benencrsue toro, uro CYBII «PEJl Baza /lanupix» mMeeT BEPCHOHHYIO apXUTEKTYPY, CO BPEMEHEM
B Hell MOI'yT HAKallJIMBAaTbCA YCTapEBIINE BEPCUU 3allMCell, KOTOPble HEe HYXKHBI HU OJHOIl aKTUBHOU TpaH-
3aKIyu. B OOBIYHBIX YCJIOBUSIX TAKMe 3allUCU YCIIEITHO YIAJISIOTCS «COOPIIMKOM MycOpas, HO IPU BO3HUK-
uosenuu ommbok B pabore cepsepa «PEJl Baza Hanubix» (Hampumep, uz-3a annaparHoro cbos), B Gase
JAHHBIX MOTYT OCTAThCS 3aBUCIIHE TPAH3AKINN WK (PPArMEHTHI 3aICeli, KOTOPbIE HE MOT'YT OBITH y/IaJIeHbI
OOBIYHBIM «COOPIIIUKOM MYCOpa». DOJIBIIOE YUCI0 TAKUX «MYCOPHBIX» 3AIMCEll MOXKET MPUBECTH K 3HAYM-
TesibHOMY pocTy pa3Mmepa B/l u nasienuio npousBoauTesbHocTH. JJ1a yaasenns Takux 3ammceil IpuMeHsIeTCst
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nporeypa IucTku (sweep). YuCTKa MOMXKET NPOU3BOJUTCS B PYYHOM U aBTOMATHYECKOM pexknMe. B ab-
TOMaTHIECKOM DPEXUMe aJIMUHACTPATOP 3aJaeT WHTepBaJ uncTku — paszauiyy mexay Oldest Transaction
(nmu Oldest Interesting Transaction, OIT — maxomurcs B JIIOGOM COCTOSIHUM, KPOME MOATBEPXKIEHHOTO) U
Oldest Snapshot Transaction (OST). ITo ymosganuio sror unrepsasn pasen 20000 rpanzakuuii. Vzmenursb
9TOT HapaMeTp JJIs KOHKPEeTHO! 6a3bl JAHHBIX MOXKHO C roMmoribio onrun -h[ouskeeping]:

[ gfix -h[ouskeeping] <mHTepBam> <6a3a HAHHHX> ]

Ecim unrepBas pasen 0, TO B 3TOM cjIydae aBTOMaTHYIECKas YUCTKA OyJIeT OTMeHeHa.

pr‘{HyIO TIUCTKY MOXKHO IIPOU3BECTHU C IIOMONIbIO KOMaH/Ibl -Sweep:

[ gfix -sweep [-il[gnore]] <6asza mauHHX> ]

Kirou -i[gnore] zacraBaser PEJl Basy /lanHbix urHopmpoBarh OMIMOKM KOHTPOJIBHOI CYMMBI Ha
cTpaHuIax 6a3pl JaHHbIX. Jlydimne He nCIo/Ib30BaTh ITY OIIIUIO, OJTHAKO, €CJIU B Baleil 6a3e JaHHBIX BO3HUKJIIN
HEKOTOpBIE TPOOJIEMBI, BO3MOXKHO, 9Ta OIIUs CTAHET HEOOXOMMOiA.

8.4.7 3BakprbiTne (6JIOKMPOBKA) 6a3bl JTAHHBIX

SakpbiTre 6a3bl JAHHBIX 03HAYAET, UYTO Oa3a JIAHHBIX MEPEBOJIUTCS B OCOOBIN PEXKIM, B KOTOPOM K Heil
3amIpereHbl HeKOTOPbIe MOJKJIIOUEHNs, B 3aBUCHMOCTH OT YKa3aHHOrO cocTosHus. llosHoreHuas pabora c
3aKPBITON 623011 JAHHBIX BO3MOYKHA TOJIBKO IIOCJIE OOPATHOIO €€ TEPEeBOJIa B OTKPBITHIN PEXKUM.

BaKprTI/Ie 0a3nl JaHHbIX MOXKeT OBITH HGO6XO,ELI/IMO JJIA TIOJTy9YeHUd MOHOIIOJIBHOI'O JIOCTYIla K Hell u
IIpOBEICHU A ,HGIU/ICTBI/Iﬁ 110 BOCCTAHOBJICHUIO CTPYKTYPBbI 0a3nl I/I/I/I.HI/I XPaHAIIUXCA B Hel JaHHDbIX.

st sakpeitust B/l ncnosibsyercs komanaa -sh [ut]. CoBMecTHO € 9TOI KOMaHI0#l YKa3bIBAETCH PEKUM
OTKJIOUEHNS CYIIECTBYIONMX COeJMHEHNI 1 BpeMst oxKuIaHust (B CeKyH/ax) J10 IIOJHON GIOKUPOBKIM:

gfix -shlut] {fulllsingle|multi} {-at[tach]|-tr[an]|-f[orcel} <Talimayr> <6aza
LaHHHX>

Cocrosiane full O3HAYaET, YTO 3alPeEIleHbl JIIOObIE MMOAK/II0YeHus, Jaxke SYSDBA u Biiajesbia Oasbl
JTaHHBIX.

Cocrostare multi o3Hagaet, 9To mosib3oBaresn SYSDBA u Biiatesert 6a3bl JJAHHBIX MOI'YT HEOIDAHUIEHHO
[IOJIKJTI0YATLCS K 0a3e MaHHBIX. Bce oCTaIbHBIE COEIMHEHUSI 3aIPeNneHbl. DTO COCTOSHIE HMCIOJIb3yeTCs 0
YMOJTIaHUIO TIPpU OJIOKUPOBKE 0a3bI JTAHHDIX.

Cocrostane single o3HaYaET, 9TO MOJIb30BaTe 0 SYSDBA mtH BJIaiesibily 6a3bl JAHHBIX TO3BOJIEHO OJTHO
MIOIKJIIOUEeHNe K 0a3e JaHHBIX. Bee ocTanmbHble COeIUHEHNsT 3AITPEIeHbI.

Pexum -at [tach] o3nauaer, 94TO BCe HOBbIE COeIMHEHUS K Ha3e JAHHBIX 3amperennbl. CymecTByonme
COEJIMHEHNUsI TIPU 9TOM He Pa3phIBAIOTCA. UnCI0 <TaliMayT> OnpeessieT KOJIMIeCTBO CeKyHI, KOTOPOe cepBep
Oy/leT *KJIaTh JI0 3aBEPINEHHUsT BCeX aKTUBHBIX COEIMHEHUN K 06a3e JAHHBIX. ECJU MOCjIe 9TOro He OCTAHETCs
HU OJIHOTO aKTHUBHOT'O COEJMHEHUSsI, TO Oa3a JIaHHBIX OyneT 3akpblTa. B mporuBHOM ciydae, 3akpbitue B/1
OyIeT OTMEHEHO.

IIpu ykazanum pekuma -tra[nsaction] cepBep 3ab/IOKHpyeT 3allyCK HOBBIX TPAH3AKIW B 3aKpPbl-
BaeMoil 6a3e jaHHBIX. Ecim mo ncredennn <TtaiiMayT> CceKyHJ[ K 06a3e He OCTaHETCs HU OJHOIO aKTHBHOI'O
TOJIKJTIOYEHNs, TO 0a3a JaHHBIX OyeT 3akpbiTa. B nmporuBHOM cirydae 3akpeitTue bl 6ymer oTMeHeHO.

B pexum -fol[rce_shutdown] cepsep Oyzer KJIaTh 3aBepINeHUs] BCEX aKTUBHBIX COEIUHEHUI K Oaze
nauubiX. [lo ucreyennn Bpemenu <raiiMayT> Oa3a OyIeT 3aKpbITa BHE 3aBUCHUMOCTUA OT TOT'O, €CTh JIU €IMe K
Heil aKTUBHBIE COEMHEHNs. B 9TOM pekuMe BO3MOXKHA [TOTEPsI TAHHBIX, HO OH FAPAHTUPYET, B OTJIMIHAE OT
JABYX HPEAbIAYIINX, 4To 6a3a Oyer nepeBejieHa B 3aKPBITOE COCTOSHIE.

IlepeBecTn 3akpbITyI0 6a3y CHOBa B OTKPBITOE COCTOSTHME MOYKHO TOJBKO C ITOMOIIBIO KOMAHIBI
-on[line]
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[ gfix -o[nline] {single|multil|normal} <6asza maHHHX> ]

Cocrosnne normal O3Ha4vaeT, 9TO K basze JaHHBIX MOT'YT IIOAKJ/IIOIAaTHCA JIFOOBIE ABTOPU30BaHHBIE ITI0JIb-
30BaTeIA. DTOT PEXKUM HUCIOJIB3YETCd 110 YMOJIYaHUIO IIPU BKJIIOYECHUN 0a3bl JaHHDBIX.

8.4.8 Hcmiosib30BaHME NPOCTPAHCTBA CTPAHUIL 0a3bl JJAHHBIX

V3MeHaTh pekuM 3aIloTHEHUsT CTPAHUIL ¢ JAHHBIMUA MOXKHO TOJIHKO, €CJIu 6a3a HAXOMUTCS B PEXKUME
read_write.

Korma numerca crpanuna 6a3bl gannbix, PEJL Baza Jannbix pesepsupyer 20% crpannist s Gyry-
IIIETO UCIIOIb30BAHUS.

Jlj1st MCIIOJIb30BAHUSI BCEI'O JOCTYITHOTO IIPOCTPAHCTBA CTPAHUIIBI 6a3bl JAHHBIX Bbl MOYKETE HMCIIOJIb30-
BaTh KOMaH1y -use full. Ecjm BmocjecTBum BBl 3aXOTUTE BEPHYTHCS K PEXKUMY TI0 YMOJTIAHUIO, BBEIUTE
KOMaH/y -use reserve, 4TOOBI HCIOIL30BaTh TOJLKO 80% KaxKI0il CTpaHuUIb.

[ gfix -use {full|reserve} <6asa maHHHX> ]

8.4.9 IIpoBepka um mcrnpanJjieHue 06a3 JaHHbBIX

IIpu HEKOPPEKTHOM 3aBeplIeHNU PabOThI CepBepa, AIIapaTHOM WJIM IIPOrPAMMHOM cOOe BO3MOXKHO
[OsIBJIEHNE PA3JIMYHBIX OMUOOK B 6a3e jaHHbIX. [IpoBepka 6a3bl JAHHBIX C MOMOIILIO YTUJIATHI TOMOXKET
HaiiTu Takue pparMeHThl B 6a3e JAaHHBIX U BBIOPATh CIIOCOD MCIpaBJieHus TOi mim wHoi ommobku. [IpoBepky
6a3bl JAHHBIX PEKOMEH/IYeTCs ITPOU3BOAUTH HE TOJIBKO IIOCJIE AIMMAPATHBIX WJIM MPOrPAMMHBIX COOEB B pa-
b6oTe cepBepa, HO U IIpW BO3ZHUKHOBEHWM JII00O0I OIMUOKHU pu pabore ¢ 6a30ii JAaHHBIX, KOTOpas HEe CBA3aHA
C HEKOPPEKTHO IMOCTPOEHHBIM 3alIpOCOM HJIN IIpO6ﬂeMal\lI/I C CeTblo, IpHn OIHI/I6Ka.X PE3€ePBHOTO KOIIUPOBaHU-
s1/BOCCTAHOBJICHHUSI, 8 TAKXKE C OIPEJIEICHHON MEPUOANIHOCTHIO B IPOMUIAKTUICCKUX [EJISIX.

ITepesn npoBepkoit (1M ncnpaBiIeHreM — CM. Jajee) 6as3bl JAHHBIX HEOOXOIMMO TOJIYIUTh SKCKIIO3UB-
HBII JIOCTYII K Hell, KaK 9TO OIKMCAHO B Tojipa3jene 8.4.7.

IIpoBepka 6a3bl JAHHBIX BBITOJTHSIETCS C TOMOIIBIO KOMaHIbI -v [alidate]:

[ gfix -v[alidate] <6asa maHmEX> ]

ITo ymosrganuio npu npoBepke 0a3bl JAHHBIX gfix OCBOOOXKTAET HEUCIIOIb3yeMble CTPAHUIILI B Oaze

JaHHBXY, a TakyKe OOHADYKUBAET PaspyIIeHHLIC CTPYKTYPHI JAHHEIX.

ITo ymosganuio mpoBepka paboraerT Ha ypoBHe crpaHwmil. JIis IpOBEpKH U HA YPOBHE CTPAHUI] U HA
YPOBHe 3aluceil UCIOoJIb3yiiTe KOMaHIy:

[ gfix -v[alidate] -full <6asza maHHHX> ]

KOTOpasi 0CBOOOXKIA€T HEHUCIIOIb3yeMble (hParMeHThI 3aITHCe.

g npomycka,/or6opa OT1esIbHBIX TabJIUIL IIPU IIPOBEPKe JAHHBIX UCIOJIb3YIOTCs onnun -skip_data u
-include_data, KOTOpble MOXKHO HCIIOJIb30BaTh COBMECTHO:

gfix -user SYSDBA -password masterkey -v -full -skip_data T_SKIP /tmp/test.fdb

9 CTpaumpsl, KOTOPbIE GBI HA3HAYEHbI KAKOH-TH60 CTPYKTYPe JAHHBIX, HO He ObLITH UCIOTb30BAHbI BCJIEICTBHE ATITAPATHBIX
MJIM IIPOTPaMMHBIX COOEB.
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gfix -user SYSDBA -password masterkey -v -full -include_data T_KEEP /tmp/test.fdb

st Toro, aTo0bl gfix MPOM3BOIUI TOJIBKO IPOBEPKY 0a3bl MAHHBIX 0€3 OCBODOXKIEHUSI HEUCIIOIb3Ye-
MBIX CTPAHUIL, HEOOXOIUMO yKa3arh omiuio -n[o_update]:

[ gfix -v[alidate] -n[o_update] <6asa mamHBHX> ]

Iyt Toro, uToObl gfixX He MpOBeps OMMOKH KOHTPOJIBLHBIX CYyMM, HCIOJIb3yeTcs ommnus -i[gnore]!'?

KoMman bl -v[alidate]:

[ gfix -v[alidate] -il[gnore] <6asa maHHHX> ]

Pesynbrarer pabors! yruinTsl gfix coxpansiiorcs B Jjior-daitie cepBepa — firebird. log.

ITocne npoBepku 6a3bl JAHHBIX, €CJIM OBLIM HalJIEHbI OIMMUOKM, MOXKHO IOIBITATHCA UCIPABUTH 0Oazy
mauubIX. [Ins sroro cymecryer omrus -mend. OQHAKO W OHA HE B COCTOSIHUU WCIIPABUTH BCE OMIUOKU U
MOKET IPUBECTU K [OTEPe JAHHBIX ([IOBPEXKICHHBIX 3aInCeil).

[ gfix -mend <6aza maHHHX> j

IIpu ncnonb3oBannn -mend MOYKHO OTPAHUYUTD HAOOP TAOJIUII, JaHHBIE KOTOPBIX OY/IyT 00pabaTbiBaTh-
cs1, ¢ ToMoInbio omruii -skip_data u -include_data. DT ONIUN MOXKHO HCIOJIB30BATH COBMECTHO.

JIyammit criocob n3bekaTh MOTEPU JAHHBIX - PETYJISIPHO JIeJIaTh Pe3ePBHOE KOIMMPOBAHIE U IIPOBEPITH
KOIIUU Ha BO3MOXKHOCTb BOCCTAHOBJIeHUS. [IpU TMOMBITKE MCIPaBUTH MOBPEXKJCHHYIO 06a3y JAHHBIX BCErIA
paboTaiiTe ¢ Kommeit OCHOBHOTO baiiyia, a He ¢ opuruHayoM. Vcnosib3oBanue ommun -mend MOYXKET IIPUBECTH
K «DeCIIyMHOMY» YIAJEHUIO TAHHBIX.

8.4.10 Il3meHeHue pexkuUMa 3alliCU Ha JAUCK

Muorune OC mpuMeHSIIOT K3MMPOBAaHUE ONepanuii BBOJa-BbiBoma. llpu stom mis Oydepusanuu mc-
[OJIb3YETCsl HEKOTOPBIA 00beM ObICTPOoil amMaTu (KOTOPBIA MOXKET ObITh KaK YacCThI0 OLNEPATUBHON HAMITH
cepBepa, Tak ¥ CHElUAaJIbHON HaMIThIO, BCTDOEHHON B caM JIUCK). DTO IOBBIIIAET IIPOU3BOIUTEIHHOCTD [IPH-
JIOXKEHUH, NX NHTEHCUBHOCTH 3aIUCH, HO TI0JIh30BATEIb HE OyJ/IeT yBepeH, KOT/ia €ro JaHHbIe OYIyT 3aHeCEeHbI
Ha (PU3MIECKUN JTUCK.

IIpu pabore ¢ 6a30it JaHHBIX KpaiiHe KeJlaTe/IbHO, YTOOBI JanHble Obln 6e3omacto coxpanenbl. B PEJL
Baze /lanHbIX MOXKHO yKa3aTh JOJIXKHBI JI JAaHHBIE CPa3y 3allChIBATHCS HA (PU3NIECKHUI JUCK 10 commit
wim ke JoBeputh 3amck OC.

[ gfix -write {synclasync} <6asa mamHBHX> ]

ITo ymoumganuto, Bce BJI paboraror ¢ Bkiodenubim Forced Writes (sync) u oTKIII04aTh 9TOT PEXKUM He
pekomen tyercsi. Eciin Bce 2Ke BbI He YIOBJIETBOPEHDI TPOU3BOINTENBHOCTHIO B/l 1 Ipr 9TOM CTOIPOIEHTHO
YBEPEHBI B CBOEM CEpBEPHOM ODOPY/IOBAHMM, MOXKETe TOIpoboBaTh OTKIH0YNTh Forced Writes.

8.4.11 AKTuBaIUs pe>KnMa pPerIimKaIli

ILHSI AKTUBaIIUN PE2KHUMa PEILJINKAIIUU JIJId 0a3nl JI@HHBIX HCIIOJIB3YEeTCA KOMaH/1a:

[ gfix -replica { NONE | READ_ONLY | READ_WRITE } <6asa maHHHX> ]

10 TIpu urenuu 3amucu cepsep nepebupaer He Gosee 10 MIIH. BepCHil 3aIIHCH, UTOObI HCKJIIOYATH BO3MOKHOCTH GECKOHEIHOTO
LUKJIA.
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3nech ykaswiBaercss GUID eemymeit B/1. GUID sTo yrukaasubIil ngenTudukarop B/, nucnosnbsyembrit
JUIsl €€ OLO3HABAHMS B CUCTEME PEIUIMKAIMU. Y3HATH €ro MOYKHO C IOMOIIBIO YTHJINTE gstat -h. Oun reme-
pupyeTcs npu coznanun 6a3bl (b0 IpU [IepBOM KOHHEKTE, eciiu emle He 3ajan). OH OyJer aBroMaTudecKu
[IEPECO3/IaH [IPU BOCCTAHOBJIEHUU 0a3bl u3 69Kala U [PH BBIIOJHEHUU KOMaHIbl nbackup -f (BbIXOI u3 pe-
JKuMa GIIOKMPOBKHU 6a3bl 6€3 BIWTHST N3MeHeHui u3 nenbra-daiina). Takzke ero MoXKHO CMEHHUTB € TOMOIIBIO
KOMaHbI gfix -g, KOTOpasl JIOJIZKHA BBIOJHATHCS B 9KCKJIIO3MBHOM PEXKUME C IIpaBaMU aIMHUHACTPATOPA.
D710 MOXKeT ObITH TOJIe3HO TIpu KomupoBanuu B/l cpejacrBaMu daitjioBoil cuCcTeMbi.

Vnansercs GUID juis PEIVIMKH B MOMEHT OTKJIIOUEHUS PEXKNMa PEIIUKH.

Cuarue pPeKUMa PEIJIMKHA IITPOU3BOJAUTCA C IIOMOIIbIO KOMaHIbI:

[ gfix -replica {} <uma 6a3sn maHHEX> ]

8.5 ¥Yruiaura GSTAT

Yrumra gstat mpeiHasHaYeHa Ui HOJYyYEeHUS IIOJHON I/IHdpopMauHH o Oase maHHbIX. Gstat maér
nHGOPMAIIAIO O JaTe cOo3daHust 6a3bl JAHHBIX, pa3Mepe CTPaHUI] 0a3bl JaHHBIX, KOJUYECTBE TEHEBBIX KOIIHI,
TabIUIaX U JIPYTYIO.

s Toro, 4ToObI paboraTh ¢ gstat, HeoOXOMMMO IPOITH IPOLENYPY HACHTUDUKAIMY U ayTeHTudu-
KAl — YKa3aTh UMl U [AaPOJIb [I0JIb30BaTe/ I, KOTOPbI UMEET MPaBo Ha 3aIlyCK cepBuca gstat (mogpobHee
cM. Pacnpedeaenue cucmemmnux npusuaeeud ). g yKazaHus MMEHU U IaPOJIsl HOJIb30BATEIS UCIOIb3YIOTCs
[IEPEKJIIOYIATEIN ~USer U -password, COOTBETCTBEHHO, HAIIPUMED:

gstat -u testuser -p pass -role rdb$admin [<ommum>] <6a3a maHHBHX>

Heobsi3aresbablil epekrodaresib ~-role 3a1aéT UMsi POJIH, IPaBa KOTOPO OYIyT YUNTHIBATHCA TPHU
BBITIOJIHEHUN KAKUX-JIM00 fmeiicTBuil yruintel. [losToMy eciu mosib30BaTe/ b HE YKA3BIBAET POJIb, TO OH II0-
JydaeT IIpaBa TOJIBKO TeX POJel, KOTophle eMy HasdHadeHbl ¢ DEFAULT.

Wmsa mosib30BaTeIst M MApOIb MOXKHO He YKa3bIBaTh, €CIM B CHCTEME YCTAHOBJIEHBI KOHTEKCTHBIE
nepemennblie ISC_USER m ISC_PASSWORD. A Takke, €CJIU WCIIOJIB3YeTCs JOBEPUTEIbHAS ayTeHTH(DUKAIINS
Windows (Win_Sspi) umn goBepennas depe3 mexann3M GSSAPI (Gss), n mosb30BaTesib CUCTEMBI, OT HMEHH
KOTOPOI'o 3allycKaercd yrunnra ISQL, aBidercda 4JIeHOM IPYIIIbl aJMUHUCTPATOPOB.

Bamyck GSTAT OCYINECTBIISIETCS OJHUM U3 CJIEJIYIONIUX CIIOCOOOB:

gstat [<ommuwm>] <6azsa_nmaHHHX>
gstat <6asa_pammbx> [<ommum>]

Tabmma 8.12 — Omrum GSTAT

HGPEKJIIO‘IaTEJIb Omnucanue ImepeKJIrovarTreid

-a(1l) DTO 3HAYEHUE TI0 YMOJIIAHUIO, €CJIM BbI HE 3ampocuwin -index, -data win
-all. OTeicKHBaeT U OTOOPaXKaeT CTATHCTUKY 10 -index u -data.

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

IlepekiiouaTesib

Omnucanne IIepeKJJgarvaTread

-b(1lob) TABLE.COLUMN
[TABLE.COLUMN] ...

3a mepekJiodaTesieM -b caeayeT CIUCOK UMEH TabJIuI] U CTOJIOIOB, T/1e Xpa-
HSTCS CCHUIKA Ha (baitioBbie 6,100b1. CIIUCOK JTOJIKEH ObITH B BEPXHEM PEri-
crpe, n Kazkgass TABLE . COLUMN pa3zzensiercs mpobesom. BeiBoaurces wrdOp-
Malus JjIs Kazk10ro 3jemenTa TABLE.COLUMN: obIree KOJMYIECTBO CCHLIOK,
KOJIMYECTBO OTCYTCTBYIOMuUX dhaiiios (CehliKa ecThb, (aiiia Her), obumii pas-
Mep bailjIoB 0 ITUM CCBLIKAM, HEKOPPEKTHBIE CCBUIKU (CCHLIKM, JJIs KO-
TOPBIX HE YIaJIOCh YCTAHOBUTL IyTh K aiiiy). Eciu ykazano HeCKOIBKO
TabJIUI, — BBIBOJINTCS TaKKe CyMMapHasi CTATUCTUKA, 110 BCEM yKa3aHHBIM
TaOJIUIIAM.

-d(ata) CraTucTka CTPAHUIL JAHHBIX — HH(MOPMAIUS O TAOIUIAX COMEPIKAIIUXCS B
6as3e mannbix. [lomb30BaTEHCKIE U CHCTEMHDBIE MHIEKCHI, CHCTEMHbBIE TaOJ -
bl HE AHAJU3UPYIOTCH.

-e(ncryption) Cratuctrka 1o 3amudpoBaHHBIM U He3armmdpoBanubiM cTparuam bl

-h(eader) CraTucTuka 3aroJIOBOYHON CTPAHUIBI - 3TO WHEMOpPMAIUs O IJIOOAJIBHBIX
cBoiicTBax Bceil 6a3bl JAHHBIX, XPAHSINASCS HA 3ar0JIOBOYHON CTPaHUIIHI
KaxKI0#1 6a3bl JAHHBIX. DTa WHMOPMAIU TaKKe BBIBOIUTCSA, €CJIH UCIOJIb-
30BaTh JI000I IPYroil EpeKII0YaTe/b gstat.

-i(ndex) CrarucTuka MHIEKCOB — nHMopMalms 06 nHaeKcax B 6ase JaHHbIX. [loan30-
BATEJIbCKIE U CUCTEMHbBIE TaOJIUIThI, CHCTEMHBIE WH/IEKChHI HE aHAJIU3UPYIOTCS.

-s(ystem) DKBUBaJIEHT Tepekaodaresasm -a[1l] -s[ystem]. Dro momudurarop, Ko-
TOPBIi JIOMOJTHSIET BBIBOBI ~data uin -index aHaJIu30M CUCTEMHBIX TAOJIUIL
(nHsIEKCOB).

-u(sername) WNwms monb30BaTe .

-p(assword) ITaposs nmonb3oBaTests.

-par(allel) <n>

KomumdectBo mnapasurenbHbIX  paboumMx I[OTOKOB It cOOpa  CTATHUCTH-
Ki. BKJIOYaeT MHOIOIOTOYHOCTb, eciau MaxParallelWorkers > 1 (oM.
firebird.conf). BmecTo TOr0 mapamerpa yTUIATHI MOXKHO YKa3aTb IIa-
pamerp Komdurypanuu ParallelWorkers.

-fetch <uma
daiina>|stdin|/dev/tty

(Dafm, U3 KOTOPOIro 6y,ZL€T CUYUTaH IIapOJib IIOJIB30BaTEJIAd.

-r(ecord)

Momundukarop misa nepekiaouareseil -data m system. /lobasisier craTu-
CTHKY O CPEIHHUX JJIMHAX 3alluceil, KOJudecTBe BepCUil U MH(POPMAIHIIO O
BLOB.

-t(able) <TABIMIA>
[<TABJIMLIA>]

AHaju3 TabJIUIbI UK CIIUCKa TabJINIL U JIFOOBIX MHJIEKCOB, IPUHAJIEXKAIINX
YKa3aHHBIM TaDJIMIIAM, & TaKXKe CTPAaHUI[ JAHHBIX TUX TaOJUIl. 3a ITUM
mapaMeTrpoM CJIeyeT CIUCOK MMEH TabJINI], KOTOPhIE BbI XOTUTE TPOAHAJIU-
3upoBaTh. CHMCOK JIOJI2KEH OBITH B BEPXHEM DPErHCTPE, W KarXKJas TabJ/ImIa,
pasgensiercst pobesiom. Eciim ncmoap30BaTh OMIU0 -t COBMECTHO € -1, TO
OyzmeT oTobpazkeHa CTATUCTUKA IO WHIEKCaM, HO He OyraeT mH(MOpMAINH O
CTPaHUIAX JAHHBIX. KCJIM MCIIOIb30BATH OIIUIO ~t COBMECTHO ¢ -d, TO OyIeT
0oTOOpaXkeHa CTATUCTUKA IO CTPAHUIIAM JAHHBIX, HO He Oyjer nHbOopMaImn
00 MHIEeKCaxX.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

[<Ms TABJIMYHOTO
[IPOCTPAHCTBA>. . .] |

ITepekaioyarens Onucanue nepekJsrovYaTesst
-ts [<VMS TABJIMYHOTO BriBon mrdopmarun 06 00beKTaX, HAXOIAMMXCA B TAOIMIHBIX TPOCTPaH-
[TPOCTPAHCTBA> crBax. Ilpm yKaszanmm crnmcka MMEH TAOJIWYIHBIX MPOCTAHCTB wiau PRIMARY

(ocHoBHOII daiin 6as3bl JaHHBIX) Oyger orobpazkeHa uHdopMarus 06 00beK-
TaxX, HAXOISIIUXCS B 33/ [aHHBIX TabJIMYHBIX IpocTpaHcTBaxX. CIUCOK JOJIKEH

<PRIMARY>] OBITH B BEpXHEM DErUCTpE, a MMeHa TabJIMIHBIX ITPOCTPAHCTB JIOJIXKHBI Pa3-
nensaTbes npobesom. FKeimm He yKasbBaTh MMeHa TAOJUIHBIX IIPOCTPAHCTB
mwim PRIMARY, To Oymer orobpakena mudopmanus 060 Bcex o0beKTax, Ha-
XOJSAIINCI B IIOJIb30BATEILCKUX TaOJINIHBIX IPOCTPAHCTBAX.

-role Poub.

-tr Wcnonb30BaTh HOBEPUTENHHYIO Ay TEHTU(MDUKAIIHIO.

-z TlokazaTh Bepcuio cepBepa U yTHIATHI.

8.5.1 CrarucTuKa 3aroJJOBOYHOI CTPAHUIIBI

3amycTuB yTUIUTy gstat ¢ KJouoM -header MOXKHO [TOJIYIUTh CTATHCTHYECKHE JIAHHBIE O Halleil ba3e
naHHbIX. JacTh nHMOPMAINY SIBJISETCS CTATHIHOM, 9acTh — MEHSIETCsl B 3aBHCUMOCTH OT IIPOUCXOJIAIINX B
6a3e jgaHHBIX U3MeHeHni. [Ipumep nHbOpPMaNINN ¢ 3ar0JI0BOYHOM CTPAHUIILI IPUBOJUTCS HIKE:

Database "d:\RedDatadase\testdb.fdb"
Database header page information:

Flags 0
Checksum 65417
Generation 103
System Change Number 3
Page size 8192
Server RedDatabase
0DS version 13.1
Oldest transaction 91
Oldest active 92
Oldest snapshot 92
Next transaction 92
Autosweep gap 1
Sequence number 0
Next attachment ID 65

Implementation
Shadow count
Page buffers
Next header page
Database dialect
Creation date

HW=AMD/Intel/x64 little-endian 0S=WindowsCC=MSVC

0
0
0
3

Attributes

Variable header data:

Sep 6, 2017 16:58:58 (Europe/Moscow)
force write, checksums enabled

Database backup GUID: {49E55285-939F-4960-94A3-3681659D2341}
Database GUID: {F87421F8-92F4-49C0-3D8F-3B88FDA010C1}

*END*

Flags:

He ncnonb3yecs B 3arooBOTHOM cTpaHuIe 0a3bl JaHHBIX.

Checksum:
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KonTposbHast cymMMa 3arojI0BOYHONM CTPAHUILI OA3bI JTaHHBIX.
Generation:

DTO CIETYNK, KOTOPBIil YBEJININBAETCS HA €IMHUILY BCAKWIT Pa3, KO/l 3aroJOBOYHAS CTPAHUIA
3AIMCHIBAETCS HA JIACK.

Page size:
Pasmep crpanuiel 6a3bl JaHHBIX, UCUYHCIsieTcs B Oaiitax. Bee daityibl oj1HOI 6a3bl JAHHBIX COCTOSIT U3
CTPaHUI OAMHAKOBOI'O pa3Mepa, KOTOPBIIl yCTAHABINBAETCS IIPU CO3JAHUM 0a3bl JAHHBIX U IIPU
BOCCTAHOBJIEHUU 0a3bl JAHHBIX U3 PE3€PBHOI KOMUHU. MHOXKECTBO BaXKHEUIINX ITapaMeTpOB CEPBEPa
3aBUCAT OT pa3Mepa CTPAHUIILI - HAITPUMED, KT 6a3bl JAaHHBIX. PEKOMEHIYIOT cO3/1aBaTh 0a3y
JIAHHBIX ¢ pa3MepoM crpanui] He MeHee 4096 Gaiit, a ayurie 8192 nim 16384 Gaiira.

System Change Number:

Mapxkep (uucsio ot 0 710 3), KOTOPBIM IIOMEYAIOTCSI CTPAHUIBI 6a3bl JAHHBIX [IPU CO3AHUY
MHKPEMEHTHBIX KON ¢ IMOMOIIBI0 YTUINTEI nbackup. Nbackup BBINIOJIHAET pe3epBHOE KOIIMPOBaHUe
crpaHul] 6a3bl JAHHBIX, KOMUPYs CTPAHUIBI, KOTOPbIe ObLIN M3MEHEHBI C MOMEHTA OC/IETHEN
PE3EpPBHOM KOIUN HEITOCPEICTBEHHO MPEIIeCTBYIONEr0 YpoBHs. Kean memaeTcs pe3epBHAs KOIUST
ypoBHs 0, KOUPYIOTCA BCE CTPAHUIIBI, & €CJIU YPOBHSA 1 — KOIIUPYIOTCS TOJILKO T€ CTPAHUIIBI, KOTOPHIE
OBLIN M3MEHEHBI Tocye rnocseanero yposus 0. YToObl mMeTh BO3MOXKHOCTH HAXOIUTH U3MEHEHHDIE
crpanuisl, PE/] Baza /lanHbIX HCIOJIB3yeT MapKep, KOTOPbIii HasbiBaeTcs SCN. DTo 4ucjio
YBEJINUUBAECTCA IIPU KarKJI0OM HU3MEHEHHN COCTOSIHHUS Pe3EPBHOU KOIMM U He 3aBHCHUT OT YPOBHS
PE3€PBHOTO KOIIMPOBAHUS.

0 — cTpaHUIbI IEpPeJT PE3EPBHBIM KOIIMPOBAHUEM;

1 — cTpaHunpl, 3aUCaAHHbIE B JIeJ1bTa~-(Dailll BO BpeMs Pe3EPBHOIO KOIMPOBAHNUS;

2 — cTpaHWUIIBI, 3AIIMCAHHBIE BO BPEMs CJIUSHUS Jiejibra-daiiyia ¢ OCHOBHOW Pe3epBHOI KOIHUeit;
3 — CTpaHUIlbI, 3alMCaHHbIE [TOC/IE OKOHYAHUSI IEPBOrO O9KAIa U CJIMSTHIUS.

PesepBHOE KOMMpoOBaHUEe U BOCCTAHOBJIEHUE C ITOMOIIBIO gbak HE BOCCTAHABIMBAET COJIEPKIMOE
tabsiniibl RDB$BACKUP_HISTORY u cOpaceiBaer SCN Becex crpanmui] obparuo Ha (. Takum obpasom,
BOCCTAHOBJIEHHE C [IOMOINBIO gbak Iepenumer BCo 6a3y JaHHBIX (M MOXKET JaKe U3MEHHUTb PasMep
cTpaHuIpl). DTOo Jesaer IPEeIbIIyIHe Pe3epBHble KoUK ¢ IIOMONIbio nbackup 6eccMbiCieHHbIME B
KadecTBe OTIPABHON TOYKHM JJIs IOCJIEIYIONINX PE3EPBHBIX KOIMIl: HY?KHO HAYaTh 3aHOBO ¢ ypoBHs 0.

Server:
Ysum cepBepoM ObLTa co3mana 0a3a mannbix: RedDatabase wiau Firebird.
0DS version:

Bepcus crpykTypbl 6a3bl JaHHbIX Ha jqucke (On-Disk Structure). Ipeacrasiser coboit nsa ducia,
paznenennbie Toukoil. "lenas" gacTeb - 910 ocHOBHAast Bepcust 0DS, KOTOpasi 3aBUCAT OT BEPCUH
cepBepa, CO3JABIINEro JaHHyIo 0a3y JaHHbIX. [JIaBHAS BEpPCHs OMpeJesisieT OCHOBHBIE BO3MOYKHOCTH
paboThl ¢ 6a30ii JAHHBIX, U €€ 3HAYEHNE [IPUCBANBACTCH [IPH CO3JaHUN (BOCCTAHOBJIEHUN) 6a3bl
JIAaHHBIX.

" Npobuas" dacTp (1ocjie TOYKM) - 970 MUHOPHAast Bepcusi 0DS, KoTopas MOXKeT MEHAThCs (TodHee,
YBEJIMYINBATHLCS) B TEUEHHUE YKU3HU 6A3bl JJAHHBIX B 3aBHCHMOCTHU OT TOTO, TIOJ| YIIPABJIEHUEM KAKOH
BepCcUU cepBepa paboTaloT ¢ 3Toi 6a30il JaHHBIX.

Oldest transaction:
Unenrudukarop crapeiieii 3anaTepecoBanioii Tpansakiuu B 6a3e gannbix (0ldest Interesting
Transaction uswm 0IT). IlepBasg TpaH3aKIus ¢ COCTOAHUEM, OTIMIHBIM OT commit. Ha npakTuke 5T0:
- Oldest Active Transaction;
- HOMEp caMoii cTapoil TpaH3aKIuu, 3aBepiieHHoil "Hacroamum" rollback

(BBIIOJIHSAETCSI €CIIH TI0JIb30BATEb B OJHON TpaH3akiuu Mojudunuposai toaee 100000
3anmceit);

- TpaH3aKIKsl B COCTOAHMU in-limbo (mosysasepinennas) AByx(a3zHoro commit.

3HaueHre 9TOro MapaMeTpa JacTo cpaBHuBaercs ¢ Next transaction. Pazmuiia stux mapameTpos
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ITOKa3bIBAET KOJIMYECTBO Mycopa B 0a3e JaHHBIX U MOXKHO CYJIUTH O I€JIeCO00Pa3HOCTh BBITIOJTHEHUSI
PE3EePBHOTO KOIIMPOBAHUS.

Oldest active:
Crapeiimiast TpaH3aKI¥sI, KOTOPYIO MOJb30BATEIb CTAPTOBAJ, U JI0 CUX [Op He 3aBepINuI 110 commit
i rollback (Oldest Active Transaction msm OAT).

Oldest snapshot:
Howmep nocsiezmedi Tpanzaknuu , KOTopas BJugeT Ha mporece cbopku mycopa (0ldest Snapshot
Transaction uswm 0ST). leso B TOM, 9TO TOJHKO TPAH3AKIUU C YPOBHEM U30Jisud snapshot
BBI3BIBAIOT TIOSIBJIEHIE MYCOPHBIX Bepcuil 3amnmceit B 6ase maHubix. 0ST — 9T0 crapeimmii «HOMED
snapshot» myis Bcex akTUBHBIX Tpansakiuili. Tpan3akiua read-only, read committed He mmeer
«HOoMepa snapshoty. Tpansakuus read-write, read committed nmeer «HoMep snapshoty» paBHBIil
cBoemy cobcTBeHHOMY HOMEDY. [ljist Tpan3akiuu snapshot «HoMep snapshot» — 310 HOMep 0ldest
Active Transaction ma mMomeHT ee ctapra. Homep Oldest Snapshot Transactio obHOBJIsieTCH,
KOIJIa CTapTyeT HOBasl TPaH3aKIus (MU BBIIOJHAETCS commit retaining) wim Korzja crapryer
sweep.

Autosweep gap:
Paznuna mex iy Oldest transaction um Oldest snapshot. IlokasbiBaeT HEOOXOIUMOCTH COOPKH
mycopa. Korma 3nadenue jgocruraer Sweep interval (mo ymosdanuio 3uadenue Sweep interval
pasuo 20000) 3amyckaeTcs aBroMaTudeckas cO0pKa Mycopa.3HaueHne MOXKeT ObITh OTPHUIATEbHBIM
IIPU JIOJNOXKUBYIIUX TPAH3aKIUAX snapshot.

Next transaction:
DTO IPOCTO HOMED, KOTOPBIN Oy/IeT IPUCBOEH CJIEAYIONIeH TPAH3AKIIUH [IPU €€ CTapTe.
Ecau Bo1 3amernsin, uto pazuuiia mexk iy 0IT u Next transaction Bce yBeIHYIUBAETCS, 3HATUT
KaKWe-TO TPAH3AKIIUKA HE IMOTBEPXKIAIOTCS JOJIZKHBIM 00Pa30M U CJIe0BaTe/IbHO MOYXKET
HAKaIJIUBATbCS BCe DOJIbIIIEe 9MC/I0 MYCOPHBIX 3ammceil. B KOHIIE KOHIOB Bbl yBUJIUTE, ITO BPEMSI
3aIrycka 0a3bl JJAHHBIX yBEJIUINBAECTCS, & MPOM3BOIUTEIbHOCTD MafaeT. B TakoM cjIydae BO3MOXKHO
caesyer 3arycTuTh gfix 118 cOOPKU Mycopa BPYJIHYIO.

Sequence number:
ITopsikosbrit HOMep baiiia 6a3bl qaHHBIX. [lj1s 6a3bl JaHHBIX, COCTOMAIIEH 13 ogHOrO dailia, OH
Bcerja paBeH HyJt0. Bropoit daiin B 6a3e manabix Oymer uMerh HOMED 1 U T. 1.

Next attachment ID:
Howmep cnemyrorero coemnuenust K 9Toi 6a3e JaHHBIX. KaxK bl pa3, Koraa MpuaoKeHne
MIOJIKJTIOYAETCs K 6a3e JIAHHBIX, 9TO YUCJIO YBEJIHIUBACTCH Ha OJMH. 3aIlyCK M 3aBEPIIeHNEe PAOOTHI
6a3bl JAHHBIX TAKXKE YBEJIUIUBAET ITOT HOMED. 3alyCK gstat He M3MeHsIeT UJIeHTU(UKATOP.

Implementation:
ApxurekTypa anmmaparypbl, Ha KOTOPOii ObLIa co3/iana ba3a JTaHHbIX.

Shadow count:
Yucso daitioB omepaTUBHBIX KOIN, KOTOPBIE ONPE/ICJIEHbBI /I JTaHHON 0a3bl JTaHHDIX.

Page buffers:
Pasmep kama 6a3pr qaHHBIXB cTpanuiax. Hoib o3nadaeT, 410 6a3a JaHHBIX UCIOJIb3yeT 3HAYEHUE 110
ymourganuio cepsepa (DefaultDbCachePages B firebird.conf).

Next header page:
Howmep cienytotneit 3arostoBounol crpanutibl. Beerjia pasen nyio. CoOCTBEHHO roBOpst, JT00ast
cTpaHuIa B 6a3e JaHHBIX MMEeT CCHLIKY Ha HOMED CJIEYIOIIeil CTPaHUIbI TAKOI'O YKe TUIa, HO TaK
KaK 3aroJIOBOYHAsI CTPAHUIIA BCEra eIMHCTBEHHAS B KaXKJI0M (haiiie 0a3bl JAHHBIX, TO Y HEE 3Ta
CCBHLIKA OOHyJIeHA.

Database dialect:
Huanekt SQL 6a3bI JaHHBIX.

Creation date:
Hara co3manus 6a3bl JAHHBIX WX OCJIEIHETO BOCCTAHOBJIEHUS U3 PE3EPBHON KOIUU.
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Attributes:

D10 Habop ¢JIaros, OIpPe eIl BaXKHble 0COOEHHOCTH II0BeIeHns 6a3bl JaHHbIX. Djaru
YCTaHABJINUBAIOTCS TOJBKO C TIOMOIIBIO CIIEIUAIBHBIX HHCTPYMEHTOB, HAIpuMep, gfix. 3HaueHus
d1arop MOXKHO TOCMOTpeTh B Tabjure 8.13.

Variable header data:

Ilepemennble jaHHble 3aroJ0BOYHON cTpaHulpl. Hampumep, uarepsan ounctku (sweep interval),
GUID 6a3bl ganbix, GUID mocse/meil pe3epBHON KOIMHU U JIPYTOE.

Tabmuna 8.13 — Arpubyrs! u dutaru daiiia 6a3bl TaAHHBIX

ATpubyr 3uavenue Pacimndposka
daara
active shadow 0x1 1 Daiin siBsisiercst akTuBHBIM Shadow-daitaom.
checksums enabled 0x8000 Bkutroueno BeraucieHne KOHTPOJIbHBIX CyMM Ha YPOBHE CTPa-
32768 HUIL Oa3bl JAHHBIX.

force write 0x2 2 Pexxum npunyauresnbHol 3anucn BriodeH (forced write
on).

crypt process, plugin 0x4 4 Waet nportecc mudpoBanms B GOHOBOM PEXKIME YKAZAHHBIM

<uMs IIaruHa> ILJIATTHOM.

no reserve 0x8 8 VKa3bIBaeT, YTO HA CTPAHUIAX HE PE3EPBUPYETCS] MECTO JIJIst
CTapbIX BEPCHil JAHHBIX. DTO MO3BOJIsIET OoJiee MJIOTHO yIia-
KOBBIBATh JIaHHBbIE HAa KaXKJIOH CTpaHUIlE, B CHJIy 4Yero Oa-
3a JIAHHBIX 3aHUMAET MEHBIIE JINCKOBOTO IPOCTPAHCTBA. DTO
njieadt it 0a3 JaHHBIX TOJBKO JIJIsl YTEHUs.

read only 0x20 32 Baza nannbix padoraer B pexxume Read Only. Eciu daar e
YCTAQHOBJIEH, TO JOIIYCTUMBI KaK UTE€HHE, TaK U 3aIlUCh.

encrypted, plugin <umsa 0x40 64 Baza mannbix 3ammdpoBana yKa3aHHBIM [LJIATTHOM.

IjaruHa>

replica 0x100 256 Basa naHHBIX sBJIsteTCst OOBEKTOM PEIIMKAINK (PEIINKOI).

multi-user maintenance 0x80 128 Baza mannabix 6/10KMpoBaHa B pexkume multi.

single-user maintenance

0x1080 4224

Baza mannbix 6s0kupoBaHa B pexkume single.

full shutdown

0x1000 4096

Baza nannabix 6j0kupoBana B pexkume full.

backup lock 0x400 1024 | OcHoBHOI1 daiis 6a3bl JAHHBIX BpeMeHHO 3a010kupoBaH. 13-
MeHeHUsI (PUKCUPYIOTCS BO BPEMEHHOM aiisie JeIbThI.
backup merge 0x800 2048 |OO0bemunenue daiiaa IeIbBTHI C OCHOBHBIM (ailloM 6a3bl

JaHHBIX.

8.5.2 CrarmcTuka 1Mo TabJUIHBIM IIPOCTPAHCTBAM

st BBIBOMA MHMOPMAIIUN TOJBKO 006 00bEKTaX, HAXOMSIIUXCI B TaOJINYHBIX IMPOCTPAHCTBAX, BBIIOJI-

HUTE KOMaH/JLy:

[ gstat <6aza maHHBEX> -ts

Jlarubie 0 TaOJIUIHBIX TPOCTPAHCTBAX B OOIIEM BBIBOJE OTOOPAXKAIOTCS TaK:

Tablespaces:
PRIMARY (1)

(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
Full path: /home/test/employee.fdb
Tables:
COUNTRY
JOB
Indices:
RDB$PRIMARY1 (COUNTRY)
RDB$FOREIGN23 (CUSTOMER)
RDB$PRIMARY22 (CUSTOMER)
TS1 (2)
Full path: /home/test/ts.ts
Tables:
EMPLOYEE
PROJECT
SALES
Indices:
CUSTNAMEX (CUSTOMER)
MAXSALX (JOB)
NEEDX (SALES)
QTYX (SALES)
TS2 (3)
Full path: /home/test/ts2.ts
Tables:
CUSTOMER
Indices:
CUSTREGION (CUSTOMER)
TS3 (4)
Full path: /home/test/ts3.ts
Tablespace is empty

8.5.3 Amnajm3 Bceii 6a3bl JaHHBIX

Ecim He 3a7aHBI HUKaKWe ONIMU yTUJIATHI gstat 10 yMOJIYAHHWIO BBIIIOJIHSIETCS aHAJN3 BCell 0Oa3bl
JaHHBIX. Bymer cobpana naboOpMaIus 0 TabIMIAX W WHIEKCAX, COIEpKAIUXCsS B Oaze gaHHBIX. [10CKOIBKY
BBIBOJI, CKOpee BCEro, OyaeT o4eHb OOJIBIITNM, PEKOMEHIYETCs IepeaaTh BhIBOM B (haii:

gstat d:\RedDataBases\testdb.fdb > d:\RedDataBases\testdb.txt

8.5.4 CrarucTuka CTpaHUIL JAHHBIX

Cremymomast KOMaHIa

[ gstat -data <6asa mamHHX> ]

IpOCMAaTPUBAET B 6a3e JaHHBIX TabJnIly 3a TabJuieit, 0ToOparkas NTOrOBYI0 HH(MOPMAIHMIO O CTPAHUIIAX
maHHbIX. [lj1s BKIIIOYeHNs B OTYET CHCTEMHBIX TaOJIHI] 00ABbTE MEPEKII0YATENh ~-SysStem.

IIpu ykazanum omruu -d COBMECTHO ¢ -t Oyzmer cOpMHUpOBaHA CTATHCTHKA 10 CTPAHUIIAM JAHHBIX
TOJIBKO JIJIS YKA3aHHOM TabIuIbl. Bl MOXKeTe 3amucars pa3ie/leHHbIl mpobesiaM U CIIUCOK MMEH TaOJIUIL JJTst
TIOJTyIeHUsT PE3yIbTATOB OoJIee 1eM 1O OIHOI Tab/uIie.

BeiBoz 0 kaxkmoit Tabsuie OyeT TPUMEPHO CJIeTy FOITHIA:
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TEST_TABLE (338)

Primary pointer page: 734, Index root page: 735

Pointer pages:

7, data page slots: 20448

Data pages: 20448, average fill: 85}

Primary pages:

13998, secondary pages: 6450, swept pages: 13998

Empty pages: 0, full pages: 20446

Big record pages: 8

Blobs: 463, total length: 248371310, blob pages: 15410
Level O: 463, Level 1: O, Level 2: 0

Fill distribution:

0 - 19%
20 - 39%
40 - 59Y
60 - 79%
80 - 99%

(@]

Tabmmmna 8.14 — BeiBoj gstat -d[atal

DjieMeHT

Onucanue

Tablespace

TabauyHoe WPOCTPAHCTBO, B KOTOPOM HAaXOAUTCst OObeKT. KEciaum ykazaHo
PRIMARY, TO 0OBEKT PaCIIOIOKEH B OCHOBHOM (haiiiae 6a3bl JaHHBIX.

Primary pointer page

Howmep 1miepBoit cTpaHUITbI KOCBEHHBIX yKa3aTe el Ha CTPAHUIILI, XPAHAIINE TaH-
HbIe TaOJIAIIHI

Index root page

Howmep crpanuiisl, KoTopast IBJISETCS TEPBOi CTPAHUIIECH yKa3aTe el Ha NHIeK-
CblI TabJINAIBI

Pointer pages

Ob61mee KOMYIECTBO CTPAHUI] KOCBEHHBIX yKa3aTesell Ha CTPAHWIIHI, XPAHSIIIE
JTAHHBIE TAOJIHAIIHI

data page slots

KosnmmuecTBo yKasaresieil Ha CTpaHUIBl Oa3bl JAHHBIX, COIAEPXKAIIUXCS HA CTPa-
HATIAX yKazaTesed. JomKHO paBHATHCS YHUC/IY CTPAHUI] JAHHBIX

Data pages

O011e€ KOJIMYECTBO CTPAHUIL, B KOTOPBIX XPAHSITCS JAHHBIE TAOJIUIBI. DTOT CUeT-
YUK BKJIIOYAET CTPAHUIIBI, XPAHSIINE HEIIOITBEPKIeHHbBIE BEPCUN 3aITUCEll U My-
COp, IOTOMY 4TO gstat He MOXKeT UX OTJIMYUTBH APYL OT ApyTa

Average fill

O06ob1aroIas rucTorpaMMa PaclpeesieHIsl UCII0JIb30BAHNS TaMSITH JIJIs BCEX
CTPaHUIl, BbIJIEJIEHHBIX B TaOJIUIIE.

Primary pages

Kosnmuecrso crpanui, pasuoe (Data pages - Secondary pages)

Secondary pages

Kosmuaecrso CTpaHHUIl, Ha KOTOPBIX HE XPAHATCA II€PBUYIHbIC BEPCUN 3anucen.

Swept pages

KomnuuecTBo crpanuil, KOTopble HMEIOT TOJIBKO IIEPBHYHBbIE BEPCUU 3AIIHCENH, U
BCe OHM OBLIN CO3JIAHBI MOATBEPXKJICHHBIMUA TPAH3AKIUAMU. TaKue CTPAHUIIHI
JIAHHBIX JIOJIZKHBI OBITH IIPOITYIIEHbI IIPOIEIyPOil Sweep.

Empty pages

KomnuuecTBo crpanunil, Ha KOTOPBIX HET 3amuceit

Full pages

KomiaecTBo m0/IHOCTHIO 3aII0/IHEHHBIX CTPaHHIT

Fill distribution

D10 rucrorpamma u3 ustu 20-mpoueHTHBIX "mosioc", KaxKiaasi U3 KOTOPBIX I10-
Ka3bIBAET KOJIMYECTBO CTPAHUI] JAHHBIX, Ybe CPEJHEee 3alOoJHEHHUE TONaIAeT B
9TOT JMana3oH. [IpOIeHT 3amoTHeHnsT ONPeIESIeTCsl COOTHOIEHNEM TPOCTPaH-
CTBa KayKJON CTpaHUIBI, comepxKaiei qanuabie. CyMMa 9TUX Juces jgaer obriee
KOJIMYECTEO CTPAHMUIIL, COJEPIKAIIUX JIAHHBIE.
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8.5.5 AHaJn3 MHIEKCOB

Caenymomast KOMaHIa

[ gstat -i[ndex] <6asa mamHHX> J

OTBICKIBAET U 0TOOparkaeT CTATUCTHKY 110 HHJeKcaM B 6a3e JJAaHHBIX: CPeIHsIsl JUInHA Kiova (B 6aiiTax),
o0I1iee KOJIMIECTBO JIyOJIMKATOB M MAKCHMAJIBHOE KOJMIECTBO JIyOJIMKATOB OJHOIO KJIOYa U Jpyroe. Bbr
MOXKeTe JT00ABUTDH MEPEKII0UATEh ~sSystem, ITOObI BKJIIOUATH CBEJICHUS O CUCTEMHBIX WHJIEKCAX B OTYET.

K coxasienuto, He cyIecTByeT crocoba MoJIyIuTh CTATUCTUKY 0 OdHOMY uHIeKCy. OIHAKO BbI MOYKETE
OTPAHUYUTH PE3YJILTAT OJHON TAbJINIIEl, UCIIOIb3Ysl MEPEKJII0IATETb ~t, 38 KOTOPBIM CJIeJyeT UMsi TaOJIUIIbI.
Bor moxkere 3ammcare pasmesieHHBIN pobesaM M CIUCOK MMEH TaOJIUIl JIJTsl MOJIyJIeHus Pe3yJIbTaToB OoJiee
4eM 1O OJIHOI TabJjimie.

JlaHHBIE MHIEKCHOW CTPAHUITBI OTOOPAYKAIOTCS TaK:

TEST_TABLE (128)
Index IND1 (O)
Root page: 756595, depth: 4, leaf buckets: 232528, nodes: 50422773
Average node length: 11.90, total dup: O, max dup: O
Average key length: 8.11, compression ratio: 1.11
Average prefix length: 3.89, average data length: 5.11
Clustering factor: 6485823, ratio: 0.13
Fill distribution:

0 -19% =1
20 - 39% =0
40 - 59% =0
60 - 79% =0

80 - 99% = 232527

Tabimmna 8.15 — BeiBojg gstat -i[ndex]

DJjieMeHT Onucanue

Tablespace TabsmaHOEe TPOCTPAHCTBO, B KOTOPOM HAXOAUTCA OOBLEKT. KEcam ykazaHo
PRIMARY, TO 00BEKT PACIIOJIOKEH B OCHOBHOM (haiise 6a3bl JTaHHDIX.

Root page Howmep kopmeBoit cTpaHUIbl HHAEKCA

Depth KosmmuecTBo ypoBHEil B cTpaHulle WHIEKCHOTO jiepeBa. Eciu rirybuna nepeBa uH-
JIEKCHOU CTPAHWUIIBI IIPEBBIMIAET 3, TO JOCTYII K 3AIIACSIM Yepe3 WHJEKC He OyJeT
MakcuMaabHO 3 derTuBHbIM. s yMEHBIIEHUS TUIyOWHBI JIepeBa WHIEKCHON
CTPAHUIIBI YBEJIUIbTE Pa3Mep CTpaHuIlbl. Kcim yBesmduenne pazmepa CTPAHUIIBI
HE yMEHbBIIaeT IIYOUHBI, CHOBA YBEJIUIbTE PA3Mep CTPAHUIIHI.

Leaf buckets KonuuecTBo crpanui; caMoro HU3KOro ypoBH# (JIMCTOBBIX) B JIepEBe HHJIEKCA.
DTO CTpaHMIIBI, KOTOPBIE COJIEpKAT yKa3aTean Ha 3anucu. CTpaHUIbI BHICOKOTO
YPOBHA COJEPKaT KOCBEHHbIE CBS3MU.

Nodes Ob6imee KOIMIECTBO 3amuceil, MHIACKCUPOBAHHBIX B Jepese. JlomKHO ObITh paB-
HO KOJIMYECTBY HWHIEKCHPOBAHHBIX CTPOK B JePEBE, XOTA OTYET gstat MOxKeT
BKJIIOYATH y3JIbI, KOTOPbIE ObLIN yJIAJIEHBI, HO He BBIYUINEHBI B IIporiecce cOop-
Ki Mycopa. MoxKeT TakKe BKJIIOYATH MHOYKECTBO JIEMEHTOB sl 3allUCeil, y
KOTOPBIX ObLI U3MEHEH WHJIEKCHBIN KJIFOY.

Average node length Cpemauii pasmep y370B B baiftax

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

DiieMmeHT Onucanue
Total dup O6I111ee KOIMIECTBO CTPOK AyOINKATOB WHIECKCA
Max dup KosmmuecTBo aybaupyromux y3j0B B "erouke" , uMeronmx HanboibIiee KoJimdae-

cTBO J1ybsmmKkaToB. Beerma Oyier Hy1eM Jiisl yHUKAJIbHBIX HHIEKCOB. FKem auciio
BEJIUKO II0 CpaBHEHUIO ¢ 4ucjoM B Total dup, TO 9TO IpU3HAK ILJIOXOU CeJICK-
TABHOCTH.

Average key length

Cpennuit pasMep Kjo4a B Haiitax ¢ yaerom cxkartus. K imHe KaXKa0ro KJoda,
npubasisgercsa or 1 10 5 6aiiT B 3aBUCUMOCTH OT pa3Mepa KJIIo4a W IpeduKca.
3areM BBICIUTHIBAETCS CPEIHUN pa3Mep KJIIOYa.

Compression ratio

OtHomreHne cpejHeil JUIMHBL Kioda 6e3 ydera cxkarusi (Average prefix
length + Average data length) K cpejHeii JIMHE KJIIOYa C YIETOM CXKATHS
(Average key length).

Average prefix length

Cpeauit pasmep, 3aHUMAaeMbIil peduUKcamMu y3J10B, B baiiTax.

Average data length

Cpenusis JumHa KaxkJ0ro Kjioda B Oaiitax. OHa, cKOpee BCEro, MeHbIIE, YeM
daxTuIeckas cymMMa pa3mMepoB cToso1oB, mockoabKy PEJL Baza lanmbrx nc-
[I0JIb3YeT WHJEKCHOE CXKATHUE JIJIs YMEHbIIEeHUsI 00beMa JIaHHBIX, XPAHSAIIUXCS
Ha CTPaHUIE JINCTA WHIIEKCA.

Clustering factor

9T0 Mepa TOro, HACKOJIBLKO MHOTO OIlepAIUil BBOJIa-BbIBO/IA OYIET OCYIIECTBIISITD
0a3a JaHHBIX, €CJIU ObI el IPUIIJIOCh YUTATH KaXKYI0 CTPOKY TAOJIUIILI [TOCPE/I-
CTBOM WHJIEKCA, B MOPsJIKe UHIEKCa. 10 ecTh OHA ITOKA3bIBAET, HACKOJIBKO YIIO-
PSAIOYEHBI CTPOKK B TabJIUIle O 3HAYEHUSM WHIAEKCca. Kcym 3HaveHue OJIu3KO
K OOITeMy KOJIMYeCTBY CTPAHUIL, 3HAYUT TAOJIUIA OYEHb XOPOIIO YIOPsIOIeHA.
B sToMm ciyuae 3ammcn WHJIEKCA HA OJHOIM CTPAHUIIE JINCTA WHIEKCA OOBITHO
VKa3bIBAIOT HA CTPOKH, HAXOJSIIUECS B OJIHAX M TEX XK€ CTPAHWIAX JAHHBIX.
Eciin 3Hadenne 6/iM3K0 K 06IEMY KOJUYIECTBY CTPOK, 3HAYHUT, TabJIMIA BEChMa,
HEyIopsifiovueHa. B 9ToM ciydae MaJIOBEPOATHO, YTO 3aIMCH MHJEKCA Ha OJHOMN
CTpaHUIlE JINCTA WHEKCA YKA3BIBAIOT HA T€ K& CTPAHUIIHI JTAHHBIX.

Ratio

Ornomenne Clustering factor k o0IIeMy KOJUYECTBY y3JIOB B MHJEKCE.

Fill distribution

D10 rucrorpaMMa C IaTbio 20-IPOLEHTHBIMY IIOJOCAME, KarKaas U3 KOTOPBIX
IIOKa3bIBaeT KOJIMIECTBO WHJIEKCHBIX CTPAHUII, Yell CpeJIHUil MPOIEHT 3alloJIHe-
HUS HAXOJUTCS B YKA3aHHOM Juana3one. [IporeHT 3amosiHeHns: ompeessieTcst
COOTHOIIIEHUEM ITPOCTPAHCTBA KAXKJION CTPAHUIIBI, comepxKaieil gjanuabie. Cymma
TaKAX YUCEJT JAET 00IIee KOJTMIECTBO CTPAHNIL, COIEPIKAIINX MHIACKCHBIE TaHHbIe

8.5.6 CrarmcTuka 1o pasMepaM U BepCHUsM 3aIuceit

Ciremymomast KOMaHIa:

[ gstat -rlecord] [-d] <6asza mammsx> ]

0TOOpaXkaer CTATUCTUKY TI0 Pa3MepaM U BEPCUSIM 3aluceil.

Tabsmna 8.16 — BriBoy gstat -r[ecord]

DJjieMeHT

Onucanue

Total formats

Ob6ee kommdecTBo hopmaToB B Tabsmie RDBSFORMATS

Used formats

KommgecTBo ucmos3yemMbix (popMaTon

(paspbie Tabaunupl)
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(pa3pbiB Tabnuupl)

DJieMeHT Onucanue
Average record length Cpemauit pasmep ckaToit 3amucu B Haiitax
Total records O06i1iee KOJIMYECTBO CTPOK B TAbJIMIIE.
Average version length Cpe/iHee 3HaMeHNE JIJINHBI CTAPBIX Bepcuil B Gafitax
Total versions OO6111ee KOIMYECTBO CTAPBIX BEPCUl B TabJIUIe
Max versions MaxkcumaJstbHas IMeNoYKa CTapbIX BEPCHil M1 3aIucu
Average fragment length Cpennnit pasmep dpparmenTa B baiitax
Total fragments KonmgecTBo Bcex pparMeHTOB BO BCEX 3aIACIX
Max fragments MaxkcumaabHOe KOJImaecTBO (PpArMeHTOB B OHON 3aIucu
Average unpacked length Cpenunii pasmep sanucu B Gaiitax (6e3 cxkarus)
Compression ratio OTHolleHne HECXKATHIX JAHHBIX K CZKATBIM
Big record pages KonmaecTBo cTpanmIy, KOTOpble MOJTHOCTBIO 3aHSATHI TOIBKO OJTHOM 3a-
IIUCHIO
Blobs Kosnugecrso Beex 6510608 (0, 1 1 2 yposHsi)
Total length Pasmep, zannmaembrit 6;106aMu, B HGaiitax
Blob pages Kosmmuecrso crpanurn ¢ 6;100aMu
Level <n> KommaecTBo 671000B KaK10r0 ypOBHS

8.5.7 Crarucruka no (aiijioBbiM 6J100aM

B yrunure gstat MOXKXKHO BOCIIO/IB30BATHCH OIIHEN, B KOTOPOI YKA3bIBAIOTCH TAOJINIIBI, T/I€ XPAHITCI
cChLIKKM Ha (aityioBble 6/I00BI M KOTOpas OyIeT MOJACUUTBHIBATH I KaXKJIONH yKA3aHHOW TaOIUIIBI KOJIMIe-
CTBO W o0IMilt pasmep ailjioB M0 CChLIKAM, KOJINIECTBO HEHAMIEeHHBIX (hailaon (ccmnKa ecTh, Qaiiia HeT)7
HEKOPPEKTHBIE CChUIKU (He YJIAJI0Ch YCTAHOBUTH HyTh K baiiry). Null, mycrble CTPOKM, a TaKyKe CTPOKH,
COCTOSIINE TOJBHKO U3 MPOOEIOB, CCHIIKAMI HE CIUTAIOTCS W HE YBEJIUIUBAIOT CIETINK CCHITOK.

[ gstat <6asa pmamHEX> -b <Tabnuma>.<cTonbem> [<Tabmuma>.<cTombem>] ... j

Eciin ykazaHO HECKOJIBKO CTOJIOIOB OJHON TabJIMIBI, TO IPHU BBIBOJE MPOM3ONIAET IPYIIIUPOBKA IIO
Tabsue. Eciiu riepeano GoJIbIie OJHOTO TOJIsI, TO BBIBEJIETCS CyMMapHas CTATUCTUKA.

QaitsoBble 6J00BI XpAHSITCA B KaTajorax, HacTpamBaeMbiX B (aitiie directories.conf. Ouu ymnpas-
JIAIOTCS TpeMs cucteMubIME MyHKinsamu: CREATE_FILE, READ_FILE, DELETE_FILE.

CREATE_FILE cozmaér daiin n3 yKazaHHOrO 6,008 1 BO3BPAIAET CCBLIKY HA HEr0. DTa CCHLIKA MOXKET
OBITH coXpaHeHa B TabJynre B OOLITHOM TEeKCTOBOM 1ojie. READ_FILE MOKET I10 9TOit CChLIKE MPOYNTATh (hailit
U BEPHYTH €ro COJEPKUMOe B Buje 0J100a.

Omrust -b npy BBI30Be gstat yKasblBaeTcs mocje myTn K 6aze JanHbiX. OMIio -b MOXKHO COBMEIIATh
CO BCEMU ITapaMeTpaMu, Kpome -e 1 -b.

gstat d:/work/test.fdb -b BAT.VCHAR BAT.BL LINKS.B1 LINKS.B2 LINKS.B3

Database file sequence:
File D:\WORK\TEST.FDB is the only file

Analyzing file blobs
BAT (130)

(npoponketne Ha cnepytoLeil cTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
'VCHAR' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: O
Blob files'size: 26 bytes

'BL' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: O
Blob files'size: 22 bytes

LINKS (128)
'B1' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: 1
Blob files'size: 7 bytes

'B2' field:
Links'count: 2
Missing files'count: 1
Unresolved links'count: 1
Blob files'size: O bytes

'B3' field:
Links'count: 2
Missing files'count: O
Unresolved links'count: 1
Blob files'size: 13 bytes

Total links'count: 10

Total missing files'count: 1
Total unresolved links'count: 3
Total blob files'size: 68 bytes

8.6 Yruaura GSEC

GSEC — 310 yTuiuTa Jjid paboThl ¢ 6a30il JaHHBIX Ge3onacHocTy (comepKalieil HHGOPMAIIUIO O MOJIb-
zoBaresisx CYB/I). Ona 1o3Bosisier NpuBUIErMPOBAHHOMY II0JIb30BATEIIO YIPABJIATH YIETHBIMA 3AIIUCIMA
[IOJIb30BATEJIEH It PA3INIHBIX 6a3 JaHHbIX. VIConmb3yst pa3indHble ONIUNA, MOYXKHO JT00ABJISITH, U3MEHSTH
WINA YJIAJIATH YIeTHbIE 3allUCU TI0Jb30BaTejeil n3 6a3bl JaHHBIX OE30IIaCHOCTH.

VYrunura GSEC ycrapesna. BmecTo Heé Jiydlie nucosib3oBark SQl-KOMaHIbI sl yIIPABJIEHUST
IIOJIb30BaTeIAMU Miu Services API.

WMudopmariust 0 Bcex M0JIb30BaTEsIX XPAHUTCS B OOBIYHON Oa3e JIaHHBIX, Ha3bIBaeMOM 6a30il JaHHBIX
6ezonacuoctu. [lo ymomganuto 6a3a marubIx Oe3omacHocTu pacnosiaraercs B gupekropun «PEJL Baszbr Jlan-
HBbIX» M Ha3bIBaeTCsd security_version (cM. Basa dannwx 6esonachocmu).

GSEC MmoxkeT 6bITI) 3alyIneHa KaK B MTHTEPaKTUBHOM, TaK 1 B KOMAaH/THOM DeXXKnMe, 1 MOZKET OTO6pa)KaTB
IIOACKA3KHU C IIEPEIUCIICHHEM BCEX OHHHﬁ.
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Cunrakcuc GSEC:

{ gsec [ <ommmm> ... ] <xomamzma> [ <mapameTpr> ... ] ]

Tabmumna 8.17 — Ommun GSEC

Onust

Onucanue

-user <uMdA [IOJIb30BaTeENIA>

Ima nosb3oBaresis

-password <mapoib>

ITaposs mosb30BaTE S

-fetch_password <dairm>

CD&I‘/'IJI7 n3 KOTOPOIro 6y,aeT CYUTaH IIapOJib IIOJIb30BaTeJId

-role <mMa pomm>

Hazanue posu, ubu npasa Oy/1eT HCIIOIB30BATH YKA3AHHBIN [I0JIH30Ba~
TeJlb

-trusted

HWcrosib30BaTh JI0BEPUTEILHYIO ayTeHTU(MUKAIUIO

-database <B]/l_6ezomacHocTu>

IIyTe x daiiry 6a3bl JaHHBIX 0€30IACHOCTH

-Z

Orobpasuts Bepcuio GSEC u cepepa PEJL Bazwr /Jannbix.

Ta6suna 8.18 — Komamns: GSECH

Komanga

Onucanue

add <ums> [ <mapameTp> ... ]

JobaBiienre HOBOTO MMOJIb30BATE IS

delete <uma>

y,[(aﬂeHI/Ie II0JIb30BaTEJIA

display

BriBoa undopmarum 060 Bcex 3aperucTPUPOBAHHBIX MTOIH30BATEISIX

display <mmsa>

BeiBon nadopmanyum 0 KOHKPETHOM TI0JIb30BATENIE

modify <ums> <mapameTrp> [
<mapaMeTp> ... ]

N3menenne nndopmalum o moab30BaTe e

mapping {set | drop}

Bxumowaer wam Boikmouaer ¢urar AUTO ADMIN MAPPING it aBTO-
MaTHUIECKOTO TIpejocTaBjeHust poju RDBSADMIN a MUHHCTPATOPAM
Windows B Tekyeit 6a3e JaHHBIX, €CJIU UCIIOJIB3YETCs JOBEPUTEIbHAST
ABTOPU3AIUS

{? | help} Orobpazkaer Bce onnuu U KoMasbl GSEC
z Orobpazuts Bepcuto GSEC u cepsepa PEJ Bazer lanubx
quit Broixo n3 MHTEPAKTUBHOIO PEXKUMA.

Tabauna 8.19 — ITapamerpsr GSEC

Komanga Omnucanue
-pw <mapous> ITaposb mosib3oBaTes st
-uid <uid> W nentudukarop moap30BaTE s
-gid <uid> W nentudurarop rpymist
-fname <umsa> TlostHOE MMSs TTOTB30BATE IS
-mname <O0TYeCTBO> OTuectBO
-lname <dammmmsa> Damuns

(pa3pbie TabnuLb)

11 B He MHTePAaKTUBHOM PEXKHME KOMAHIbI BBOAATCH C IPEdUKCOM «-», HAIpuMep -add.

e CTp. 152



PyxoBosCTBO aMHHUCTPATOPA
8.7 VYrmmura rdb_lock print

(pa3pbiB Tabnuupl)

Komanaa Omnucanne

-admin {yes | no} VcranoBka diara, ©MeeT JIU T0JIb30BaTe/ b pojabs RDBSADMIN

st Toro, 9ToOBI BBIIOJHUTH JIIOOYIO OHEPAINIO C IIOMOIIBIO gSec, HeOOXOAUMO IIPOUTH HPOIEIAYPY
AIEHTUOUKAINA U ayTeHTU(UKAIINNT — YKAa3aTh UMsI U TAPOJhb IOJIb30BaTe s, KOTOPBI MMeeT IpaBo Ha
3alycK cepsuca gsec (moapobuee cMm. Pacnpedenenue cucmemnox npusuaezud ). st yKazaHus MMeHU U
IApOJIs TIOJIB30BATEIST UCTIOIB3YIOTCS MepeKJoJaren ~-user u -pal[ssword], coOOTBETCTBEHHO, HATIpUMED:

gsec -user testuser -password pass -role rdb$admin <komanmma> [<mapameTpsr>. . .]

HeobszaTenpubtit iepek/odaTes b ~-role 3aJa6T UMs POJIM, IpaBa KOTOPOH OYAYT YIUTHIBATHCS TP
BBITIOJTHEHUN KaKUX-JTU00 JeHCTBUil yTuauThl. 1109TOMY €cin moJIb30BaTe b He YKA3bIBAET POJIb, TO OH II0-
JIydaeT TMpaBa TOJBKO TeX poJeit, KoTopble emy HasHadenbl ¢ DEFAULT. IlpaBa Ha BHeceHWe M3MEHEHUI B
0a3y JTaHHBIX 0E30MMACHOCTUA MMEIOT MOJb30BaTe/H ¢ aJIMUHUCTPATUBHBIME NpuBmiIeruamu. [Ipu sTom posb
RDB$ADMIN soskHa OBITH yKa3aHa B mepekjovarese -role. OcrajbHbIE TOJb30BATEIN UMEIOT IIPAaBa TOJIHKO
Ha U3MEHEHHE CBOEeil yYeTHOI 3aliCH.

NwMmsa nob30BaTe s M TAPOJIb MOXKHO HE YKAa3bIBaTh, €CJIM B CUCTEME YCTaHOBJIEHBI KOHTEKCTHBIE TI€pe-
mennbie ISC_USER u ISC_PASSWORD. A Tak»Ke ecjiu UCHOJIB3YeTCs JOBepuTeabHas ayrenrudukanus Windows
(Win_Sspi) usanm nosepennas depes mexanusm GSSAPI (gss), u mosib3oBaTesb CHCTEMbI, OT UMEHH KOTOPOTO
3anyckaercd yruiauta ISQL, gBiigeTcd 4JIeHOM I'DYUIIBI & IMUHUCTPATOPOB.

IIpumep 3anmycka yrunuTsl GSEC B HHTEPAKTHUBHOM PEKHUME:
gsec -user sysdba -password masterkey
[Ipumep BBIBOIA nHGMOPMAIUH O HOJb30BATENSIX:

GSEC> display
user name uid gid full name

SYSDBA 0 0 Sql Server Administrator
TEST_USER O O John Smith

GSEC MOKHO MCIIOJIH30BATE I YIIPaBIeHns 06a30it JaHHBIX OE30ITaCHOCTH Ha, yaajaeHHoM cepsepe. s
9TOro HEOOXOIMMO yKa3aTh B KOMAHJIHOM CTPOKE MMs:

gsec -database 192.168.10.1:C:\RedDatabase\security5.fdb -user sysdba -password
masterkey

s BBIXO/Ia U3 MHTEPAKTUBHOIO pexknMa yTHIuThl GSEC ucrnosb3yercsa komanga qluit]:

GSEC> quit

8.7 ¥Yrunura rdb lock print

Yruaura rdb_lock_print siBjisiercss HHCTPYMEHTOM, (PDOPMUPYIOIIUM CTATHUCTHYECKNE JaHHbIE (Daiiia
GJIOKUPOBOK, ITO IIOMOTAET IIPU PEIIEHUN CJIOXKHBIX PO0JIEM B3aUMHBIX OJIOKMPOBOK.

Wcnonusiemsrit moyib rdb_lock_print Haxoaurcs B Karajore bin ycranosku CYB/I PE/I Basza Jlan-
vbix. CHHTaKCHUC BBI30Ba YTUJIUTHI MOYKET BBITJISIIETH OJHUM W3 CJIEIYIONINX CIIOCOOOB:
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rdb_lock_print -d <database_name> [<ommum>...]
rdb_lock_print -f <lock_file> [<ommmm>...]

T'ne mapamerp <database_name> 3ajsaeT umsa u nyTh K b/l. Ilapamerp lock_file 3asaeT uMs u myTh
K lock - dairy. Ilyre K daitmy Tabauisl 6J10KUPOBOK mpoxonut dYepe3 /tmp/firebird B OC Linux u C:/
ProgramData/firebird 8 OC Windows.

C nomoripio yruautsl rdb_lock_print MoxkeT OBITH BbIBe/IeHA TaOHIIA OIOKUPOBOK B YI00HOM ITOJIb-
zoBaresto popmare. OTder BeIBOJA Pa30UT Ha OJIOKU B CJIEIYIOIIEH MOC/IEI0BATEIbHOCTH:

1. LOCK_HEADER BLOCK: 3aroJyioBok 0JI0Ka;
OWNER BLOCK: rpyunbl BJa/IeJIbIEB;
REQUEST BLOCK: rpymmb! 3ampocoB. KaxKp1it Braies1er BBIBOJUTCS C €r0 3aIpPOCaAME;

LOCK BLOCK: rpymibl OJIOKHPOBOK;

AN

History: ucropusi coOBITHII.

Vruanra rdb_lock_print mmeeT HECKOJBKO OIInil, HpuBeIeHHbIX B Tabsmie 8.20. Ecim mukaknx
oMU He 33JIaH0, TO BBIBOJUTCS 3arooBoK Oj0ka LOCK_HEADER BLOCK, B KOTOPOM OIMCAHO OCHOBHAsT KOH-
durypalyst 1 COCTOsiHIE TabJIUIBI OJIOKUPOBOK.

Tabaumna 8.20 — Onmuu rdb_lock_print

Omust Omnucanue

-a BoiBomuT comep:KuMoe TaOJIUIBI OJOKMPOBOK: 3aroJiIOBOK OJIOKa (LOCK_HEADER
BLOCK), rpyumnst 6iokos (LOCK BLOCK), rpynust Biagesbies (OWNER BLOCK), rpyu-
et 3anpocos (REQUEST BLOCK) u ucropuio cobbituii (History).

-c BamnparmmuBaer MbOTEKC (mutex) MeHe/Kepa GJIOKHPOBOK PACIEUaTaTh IIEJIbHOE MO~
CJIeIOBATEILHOE IPEACTABICHIE TaOIUIIbI OJOKIPOBOK. IIpu 3TOM ocTaHaBIMBAIOTCS
BCe MIPOIIECCHI JOCTYTa K 06a3e JaHHBIX.

-h BoiBoauT HeIaBHIOI UCTOPUIO COOBITHUIA
-i [a,0,t,w] Boimaer nHTEpAKTUBHBIN OTYET, OTCIEKUBAIONINAN TEKYIIYIO JeATeIbHOCTh TaOJIHIITHI
[<N> [<M>]] O6JTOKUPOBOK. BBIBOUT BhIOpaHHDbIE TTapaMeTphl MeHeKepa OJIOKUPOBOK B T€UEHHE N

CEKYHJI C THTEPBAJIOM N CEKYHJ. SHAYEHUSI IT0 yMOJIYaHUIO 1 ceK jjist 000UX 3HAYEHUIA.
FEcim ykazaHO TOJIBKO -1 - BBIBOJUTCS BCA HWH(MOPMAIIVS.

-1 BoiBoguT rpymmbr 6710K0B
-m Boisog 8 HTML dopmare
-n BBIBOAUT TOJIBKO OKUJAMOIINX 3aBEPIIEHNUs BIIAJIEIIBIER (€CIN yKA3aHO -0) WJIH OXKNI-

JIAIOIIUX 3aBEPINEeHNs! IPYIIT GJIOKOB (ecsn yKazaHo -1)

-o | -p BoiBoauT rpymnmbl BiIaIe/IbIEB

-q <N> Haxonur Brajesblues B3auMHbIX 6710KUPOBOK 1 nedaraer ux PID (N - unrepsas cka-
HUPOBAHUA)

-r BriBosuT nHpOpMAaImio 0 rpyiie 0JI0Ka 3alpocoB

-s <HOMep> BoiBonuT rpyniubl 6JIOKHPOBOK DECYPCOB 3aJ@HHON cepuu (IeHCTBYET TOJBKO €CJI

ykasaH crerudnkarop -1)

-w BbiBoauT BpeMeHHBIH CIIMCOK GJOKUPOBOK (IPYIIIL 3alIPOCOB), GIOKUPYIONUX JIPYIUe
3aIpOChl Ha GJIOKUPOBKY, JJId KAaXKJOro Biajesbla (JIelCTBYeT TOJIBKO ¢ yKa3aHUeM

_o)

PesynbraTsl ncnoab30BaHust yTUINTB MOTYT OKA3aThCsl JIOCTATOYHO OOJILIIUME, [TI03TOMY y/I00Hee OT-
9eT BBIBOAUTDH B dailil, yKasas: > <myTb K daiimy>.
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8.7.1 busok LOCK HEADER

IlepBas rpymnma Bcex orderoB rdb_lock_print. Kaxkiprif order BBIBOAUT TOJBKO OIHY T'DYIIILY 3aro-
sgoBka. Ha pucynke 8.1 npejcrasiieno, Kak MOKeT BbIIvIsAneTh 010Kk LOCK_HEADER.

Version:
Howmep Bepcun Mmenemkepa O6JIOKHPOBOK.

Active owner:
Baanetert, koTopslit ypasiisier Tabsuieil OJIOKHPOBOK B HACTOSINUI MOMeHT. Kcu B Tabinity OJ10Ku-
POBOK He THINEeT HU OJWH MIPOIECC, TO aKTUBHBIM BiaaeabieM oymer 0.

Length:
O6mwmit 06beM namMsTH, BbIIEJICHHBIH Tabuuie 6J10KUpoBoK (B GafiTax).
Used:
Hawunbombimass Bemumanta cMelnienns B TabanIe OJJOKUPOBOK, KOTOPas UCIOIb3YeTCs B HACTOAIIMI MO-
MEHT.
LOCK_HEADER ELOCK
Version: 145, Active owner: 0, Length: 104857&, Used: 231238
Flags: 0x0001
Engs: 18, Converts: 40, Bejects: 0, Blocks: 4]
Deadlock scans: 0, Deadlocks: 0, Scan interwval: 10
Acoguires: 109, Acgquire blocks: 0, 5pin count: 4]
Mutex wait: 0.0%
Hash =lots: 1009, Hash lengths (min/avg/max): of of 3
Eemove node: 0, Inmsert gueue: 0, Insert prior: 4]
Cwners (1): forward: 20840, backward: 20840
Free owners: *empty*®
Free locks (2): forward: 22808, backward: 23064
Free regquests (2): forward: 22744, backward: 23000
Lock Ordering: Enabled
Pucynok 8.1 — [Ipumep rpyrtisr 3aroioBka 6/10Ka
Flags:

OmpeneieHnr 1Ba 6GUTOBBIX diiara:
e LHB_shut_manager — moka3wiBaeT, uTo B/l ocranosieHa;
e LHB_lock_ordering — OJIOKHPOBKN Ha3HAYAIOTCs B ropsijke 3ampocoB FIFO.
Engs:
Yucsio 3a1pocoB, MOy YeHHBIX Ha GJIOKUPOBKY (He BKJIIOYAET 3aIIPOChl, KOTODPbIE IPUIIIIA U YIIUJIH).

Converts:
3ampochl Ha MOBBINIEHNE YPOBHS OJIOKUPOBKU.

Rejects:
3ampocekl, KOTOpbIe He MOTYT OBIThH Y/I0BJIETBOPEHHI.

Blocks:
3ampochl, KOTOPbIe HE MOI'YT OBITH Y/IOBJIETBOPEHBI HEMEJJIEHHO.

Deadlock scans:
ITokaszbiBaeT 9UCIO IPOCMOTPOB MEHEZKEPOM OJIOKUPOBOK IEIMOYKH OJIOKUPOBOK U BJIAJEJIBIEB s
ITOMCKA B3aMMHBIX OJIOKMPOBOK. MeHeKep IpUCTyaeT K MPOCMOTPY, KOT/Ia IIPOIECC OXKMUIAET OJIOKU-
POBKH B TedeHHe Scan interval cekyH[,.

Deadlocks:
Yucmo HallIeHHBIX B3aMMHBIX OJIOKHPOBOK.

Scan interval:
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BpeM;{ (B CeKyH,HaX)7 KOTOpPOE OXKHUJTaeT MEHe2KepD 6JIOKI/IpOBOK J10 TOTO KaK 3allyCTUThb K IIOUCKY
B3alMHBIX 6.HOKI/IpOBOK.

Acquires:
CKOJIBKO pa3 BJIa/IeJIel] 3aIIPAIINBAET NCKIIIOINTEIbHOE YIIPaBIeHne Tabmiet OJIOKHPOBOK, YTOOBI BBI-
IIOJIHUTH U3MEHEHUS.

Acquire blocks:
CKOJIBKO pa3 BIIaJIeJIel] HAXO/IUJICS B COCTOSTHUY OXKUJIAHUST [IPU 3AITPOCE UCKJTIOUUTEHHOTO YIIPABJICHUS
TabsuIeit 6JIOKUPOBOK.

Spin count:
Pexxum okunanust B3auMHO# OJIOKMPOBKY, KOI/IA ITOBTOPSETCs 3ampoc K Tabsmie O010KupoBok. Ilo
YMOJTYaHHIO OTKJIoYeH0(paso 0).

Mutex wait:
IIporeHT TOMBITOK, KOTOPhIe ObLIN 3a0JIOKMPOBAHBI, KOTJA BJIaJIEIel CTApaJIcsd O0PATUTHCS K TaOJIuIe
6J10kMpPOBOK. CKOJIBKO pa3 (B IPOIEHTAX) BIIaJIEIel] HAXOIUICA B COCTOSHUU OXKUIAHMs, KOTJA [IBITAJICS
obpaTuThCa K Tabsmre OJTOKIPOBOK.

Hash slots:
YHucio ¢JIoTOB KIMUPOBaHUS OJIOKHPOBOK.

Hash lengths:
JlTMHA IEeNOYKYU K3IINPOBaHUSI.

Remove node:
Braaneitert coobmaer 0 HaMepeHUH YA uTh y3es u3 TabJInIbl, KOTr/a 3aBUCAET IIPU 3aIpoce K TadIuIe
OJIOKMPOBOK.

Insert queue:
Baanestert coobriaer o Hamepernn 100aBUTH y3€J1 B TAOJIUILY, KOTJA 3aBUCAET IIPU 3AIIpOCe K TaOJIuIe
GJIOKHPOBOK.

Insert prior:
YKa3bIBaeT, IJle Pa3MEIaeTcs ONIHO0YHOe Jo0aBIICHNE Y3IIa.

Owners:
KomrgecTBo B1a1e/1bI1€B, COEIUHEHHBIX C TAOIUIEH OJJOKUPOBOK.

Free owners:
KommrgecTBo 6J10KOB BIadeabIEB, BEIICTEHHBIX BJIAIE/IbIIAM, KOTOPBIE 3aBEPIIIIN UX COSTMHEHNsT, OCTa-
BUB OJIOKM HEUCIIOJIb30BaHHBIMU.

Free locks:
KosmmaecTBo rpyin 6JI0KMPOBOK, KOTOPhIe ObLIN OCBOOOXK/IEHBI M HE MCIIOJIb30BAHBI TIOBTOPHO.

Free requests:
KommaecTso rpymir 3anpocos, KOToOpble ObLIM 0CBOOOXK/EHBI M HE HCIIOJIb30BaHbI IIOBTOPHO.

Lock ordering:
Oupeesisier TOPSIOK MOJIyYeHre 3aIPOCOB HA OJIOKUPOBKY (B MOPsJKe UX IOCTYIUIeHus ). BKiroyeno,
ecau ycranoBsieH diar LHB_lock_ordering.

Creation timestamp:
Bpewmst coznanus.

Hash lengths distribution:
Pacmupenenenue mun x31eit.

Pending request count:
KosmgaecTBo 0:KHIAIOMAX 3aIIPOCOB.
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8.7.2 Baok OWNER

I/LHGHTI/I(I)I/IL[I/IpyeT KOHKPETHOT'O BJIaJeJIbIla. BJIa,HeJIbL[bI JeJIATCA Ha HECKOJIbBKO TUIIOB, KOTOPBLIM CO-
MOCTABJIAIOTCS Ynca: 1 — mporece, 2 — 6a3a JaHHBLIX, 3 — KJIHEHTCKOE COeauHeHne, 4 — TpaH3akius, 255 —
(UKTUBHBIA IPOIECC.

3aroI0BOK GJIOKA COMEPIKUT UUCIIO, KOTOPOE HCIIOJIB3YeTCs B KadecTBEe MJICHTHMUKATOPA BJIAJICIbIA B
TabJiniie OJIOKIPOBOK.

CWNER BLOCE 20840

Cwner id: 26834955665412, type: 1, pending: 0
Process id: 62483 (Alive), thread id: 8928
Flag=: 0x00

Request=s (15): forward: 20952, backward: 22872

Elocks: *empty*®

Pucynok 8.2 — Ilpumep rpymib BIaIeIbIieB

Owner id::
WNnentudurarop BIaae bIA.
Type:
Tumn Biagenna
Pending:
Oxxujtanne 3aBepiiieHns OJIOKMPOBKH, 3aIIPOIIEHHYIO BJIAJI/IbIIEM, HO He MojydeHHyI0. [loka3biBaer
CMeIIeHre I'PYIIIbI 3al1poca, OJIOKUPOBKHU.

Process id:
WNaentudukarop mporecca.

Thread id:
WNaentudurarop moToxa.

Flags:
Butsi, koTopsie onpegensior cocrosinue. IIporiece B 0/1HO 1 TO 2Ke BpeMst MOXKET HAXOAUTHCs 6ojiee dem
B OJIHOM COCTOSHHU.

Requests:
3anpocs! Ha 67I0KUPOBKY (06pabOTAHHbIE NN OYKUAOIIIE 3aBEPIIEHNs) CBSI3QHHBIE C STUM TIPOIIECCOM.

Forward:
CcplmaeTcst Ha TOCTEIYIONINI 9JIEMEHT B OUEpPEIN 3aIIPOCOB, IPUHAJIEIKAIIIX STOMY Iporeccy. Jucao
3a/1aeT CMeIleHue.

Backward:
CchutaeTcst Ha TPEABIAYIIUI 9JIEMEHT B OY€peIU 3allPOCOB, MIPUHAJIEXKAIINX ITOMY mporeccy. ducsio
3aJaeT CMeIleHnE.

Blocks:
Bpemennbiit cincok G6JIOKHPOBOK (rpynn 3anp00013), OJIOKUPYIONIUX JIPYTUe 3aIPOChl HA OJIOKUPOBKY,
KOTOPBIMH BJIJIEET TOT MPOIECC.

e Cp. 157



PyxoBosCTBO aMHHUCTPATOPA
8.7 Yrmmra rdb_lock print

8.7.3 baok REQUEST

Brisomut Bce 3ampocs! Biajenbiia. Ha pucyrke 8.3 mokazano Kak BbINIsuT 6,10k REQUEST BLOCK.

REQUEST BLOCE 23000
Cwner: 20840, Lock: 23064, State: &, Mode: &, Flags:
AST: 0Ox0000000000000000, argument: O0x000000000483R2F0
lrg own_regquests: *empty®

0x00

lrg 1bl reguests: forward: 24, backward: 22744

lrg own blocks *empty*

Pucynok 8.3 — Ilpumep 6s10ka KOHKPETHOTO 3a1IPOCa

Owner:
CwerneHre TPyIIBL BJIAE/IbIa B TaOuIEe OJIOKAPOBOK, BBIIOJTHUBIIETO 3aIIPOC.

Lock:
CwereHne Ipymibl 6JIOKUPOBKK, KOTOPas OIKUCHIBAET OJIOKMUPYEMBI pecypc.

State:
Cocrosinne GJIOKIPOBKY, KOTOPOE HA3HAYEHO ITOMY DPECypCy.

Mode:
Pexxum 6JI0KUPOBKHU — cOCTOsIHIE, KOTOPOE OBLIO 3aIlPOIIEHO JIJIsT OJIOKMPOBKH.

Flags:
®jrar 3ampoca cofepKuT 6uThl: 1 — OyTOKupoBamue, 2 — OXKUIaHNEe 3aBepIleHus, 4 — KOHBEpTUPOBaHUE,
8 — ormena. OHE MOI'yT KOMOMHUDPOBATBHCS.

AST:
Anpec mopmporpaMMbl, KOTOPasi BBI3BIBAETCs, KOTIA KTO-IM0O0 €Ile XOUeT IIOJIydnTh OJOKHPOBKY HA
pecypc, UCIOJIb3YeMbIA HACTOANIMM 3aIIPOCOM.

Argument:

Ajipec aprymenTa, KOTOpPbIi MOXKeT moHa06uThes moamporpamve AST.

8.7.4 Baox LOCK

I'pynmer 6JI0KMPOBOK TIPECTABISIOT OJIOKHPYEMBIE PECYPCHI PAa3JIUYHBIX THUIIOB, COOTBETCTBYIOIIUX
OIIPE/ICTIEHHBIM CEePHUAM:

Tabmuma 8.21 — Tumnsr pecypcos

Cepus CumBout Twun pecypca
1 LCK_database Cama 6a3a JTaHHBIX
2 LCK_relation OrHormenne
3 LCK_bdb Crpanmniia 6a3bl JaHHBIX
4 LCK_tra Tpanzakius
5 LCK_rel_exist Cy1riecTBOBaHNE OTHOIIEHUS
6 LCK_idx_exist Cy1ecTBoBaHne NHIEKCA,
7 LCK_attachment Tlonkmrouenne
8 LCK_shadow Tenesast komust
9 LCK_sweep Coopxka Mycopa

(pa3pbiB Tabnuupl)
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(pa3pbiB Tabnuupl)

Cepus CumMBoJI Tun pecypca
10 LCK_expression Mexanusm K3MUPOBaHUS UHIEKCA 10 BHIPAXKEHUIO
11 LCK_prc_exist CyiecTBOBaHUE MIPOIELYPBI
12 LCK_update_shadow CHHXpOHHOE N3MEHEHNe TEHEBOH KOMNn
13 LCK_backup_alloc Crpanuniia pasMerneHus TabIulbl B pe3epBHOM (daiiie
14 LCK_backup_database Samura 3anucu B daitn B/
15 LCK_backup_end 3ammTa COrIacOBAHHOTO yAaJIeHUs Pe3ePBHOTO (daiiia
16 LCK_rel_partners Cast3annbie TabIUIIBI
17 LCK_page_space N nentudukaTop CTpaHUIHOTO TPOCTPAHCTBA
18 LCK_dsql_cache DSQL xam
19 LCK_monitor_state CopacbiBaHue JAHHBIX MOHUTOPWUHTA,
20 LCK_tt_exist CymecrBoBanue TextType
21 LCK_cancel OrMmeHa orepanym
22 LCK_btr_dont_gc IIpenorBparnenue ymajgenns cTpaHuilbl B-mepeBa u3 nHIeKca
23 LCK_rel_gc Paspemenne coopku Mycopa JjIsi OTHOIIEHUS
24 LCK_tpc_init Nuanmumanuzanus TPC
25 LCK_tpc_block CymecrBoBanue daiiyia tpc-6J10Ka IaMATH
26 LCK_fun_exist CyrecrBoBanne (DyHKIINT
27 LCK_rel_rescan IIpunyauTesibHOE TOBTOPHOE CKAHUPOBAHUE OTHOIICHUS
28 LCK_crypt OpomorouHoe g poBaHue
29 LCK_crypt_status Coobrmiaer 06 n3MeneHnn craryca mudpoBaHus Oa3bl TAHHBIX
30 LCK_record_gc C6opka Mycopa Ha YPOBHE 3allMCH
31 LCK_alter_database ALTER DATABASE
32 LCK_repl_state CocrosiHre permKanmm
33 LCK_repl_tables Penmummposanubiit Habop
34 LCK_dsql_statement_cache |Ksm DSQL omneparopos
35 LCK_profiler_listener Caymaress cereBoro mnpodaiiiepa
36 LCK_tablespace_exist CymmecrBoBanne TabJIMIHOTO TTPOCTPAHCTBA
37 LCK_repl_txn TpaHzakius penIuKainm

Ha pucynke 8.4 mpejictaBiieH BBIBOJI IPYIIIbI OJIOKUPOBKH pecypca cepum 8. Byiok LOCK_BLOCK wmieH-
TUUIUPYeT IPYIILY OIMUCAHUs 3a0JJOKMPOBAHHOIO pecypca.

Series:

LOCKE BLOCE 22552

Series: 20, Parent:
Key: 000000, Flags:

Hash gque (3):
Requests (1) :

forward:
forward: 22488, backward: 22488

21016, S5tate: 2, size: 8 length: 4 data: 0
0x00, Pending request count: 1]

380, backward: 22424

Request 22488, Owner: 20840, S5tate: 2 (2), Flags: 0x00

Pucynok 8.4 — Ilpumep rpymmnb 6JIOKHPOBOK

Tum pecypca.
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Parent:

Ponurens mjis Bcex GJIOKMPOBOK, CBA3aHHBIX C KOHKPETHBIM THUIIOM PECYPCA.

State:
Hawusnicitiee Tekytee cocTosinre OJJOKHPOBKU.

Size:
Jumna gactu rpyuisl GJI0KUPOBKH, cojepKalieil ki (B 6aiitax).

Length:
QakTruecKas JJIMHA KJII0Ya.

Data:
Jamubie. SIBASIIOTCS TEIBIM THCIOM.

Key:
N nentudurarop 3ab0I0KHPOBAHHOTO PECypca.

Hash queue:
Hauano n KoHer ovepein X311 JjIsI KIIOUeld PeCypCOB.

Requests:

ITokazbpiBaeT 9mC/IO 3aIPOCOB Ha OJIOKHPOBKY TOTO PECYpPCa U yKa3aTesd BIIEPE U HA3aJ HA TPYIIILI

OJIOKIPOBOK.

Request:

Crucok 3armpocos. [lokaspiBaeT miaeHTHMOUKATOP 3AMPAIIMBAEMOI T'PYIIIBI, IPOIECC, BBIMOTHSIONIII
3anpoc U GaKTHIECKOe COCTOsHNE GJIOKMPOBKY C 3AlIPANIMBAEMBIM (B KPYIVIBIX CKOOKAX).

Flags:

@Jiar 3ampoca coiaepKuT OuTh: 1 — 6IOKUpOBaHue, 2 — OXKUJIAHNEe 3aBepIieHns, 4 — KOHBEPTUPOBaHUE,

8 — ormena. OHu MOryT KOMOMHUPOBATHCSI.

8.7.5 bBbuaoxk History

MeHe/:pKep 6JIOKI/IpOBOK 3allOMHUHaeT ﬂeﬁCTBI/ISL KOTOpbI€ OH BBIIIOJIHAJI

JeficTBHSA MOXKHO IIPOCMOTpPeTh B Oj10Ke History u Gsioke Event log.

JJIA Ka2KJ10I'0 BJIaJeJIbIa. Ot

History:
ENQ: owner = 20840, lock = 0, request = 20852
GRANT: owner = 20840, lock = 21016, request = 20852
ENQ: owner = 20840, lock = 0, request = 21088
GRANT: owner = 20840, lock = 21152, request = 21088
ENQ: owner = 20840, lock = 0, request = 21208
GRANT: owner = 20840, lock = 21272, request = 21208
CONVERT : owner = 20840, lock = 21272, request = 21208
GRANT: owner = 20840, lock = 21272, request = 21208
CONVERT : owner = 20840, lock = 21272, request = 21208
GRANT: owner = 20840, lock = 21272, request = 21208

Pucynok 8.5 — IIpumep BoIBO#a 3amuceit ncropun

GRANT:
IIpemocTaBienne 6JIOKUPOBKH Ha PeCypcC.

ENQ:
Tlomermenue B odepennb 3ampoc.

DENY:
Orka3 B 3ampoce Ha pecypc.

POST:
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OTrnpaBka coobIIeHUsT BJIaIE/IbILy IO TIOBOIY pecypca.
DEQ:
CHsiTue GJIOKUPOBKU BJIAIEJIBIIEM.

SCAN:
CkaHMpOBaHNe B3aUMHBIX OJIOKIPOBOK.

WAIT:
Buaanesen B cocrossHun oxKujiaHus.

CONVERT:
IloBbimenne ypoBHS OJIOKAPOBKH.

8.8 ¥Yrumura rdbsvemgr

Vruaura npegocTaBisieT MHTepdeic KOMaHIHOM CcTpOoKH st Services API, obecriedmBasi JOCTYII K
JI000H city2k0e, Kotopas peaymsyercst B CYB/L.

Services API - uporpaMMHbIil nHTEpdEiic AJis 3aIlycKa CJyKeOHbIX 3a1a4 (HanpuMep, 69Kall, pecrop,
npoBepka 0a3bl JAHHBIX, COOP CTATUCTUKU U T.1.) 6e3 mncnosib3osanus ytuiaut. CYB/] BeinosnHsier aTH 3a-
Jla9M ¢ TOMOIIBIO MEHeKepa cepBUcoB (service manager). Yrusmra rdbsvemgr o0ecrnednBaeT JA0CTYIl K
CepBHUCaM.

CuHTakcuc BLI30Ba, YTUJINTHI:

[ rdbsvcemgr <uMsa cepBuca> <OIIUM> ]

Wwmst cepBuca HOJKHO ObITH service_mgr, MOXKeT UMEThb IpedUKC ¢ IMEHEM XOCTa B COOTBETCTBHUHU C
o6mumu npasutamu (host:service_mgr, \\\host\service_mgr).

Onmuu B TOYHOCTH COOTBETCTBYIOT Teram SPB, mcmonmp3yeMbIM B COKpAIEHHOM BHIE. YAaJud-
Te YacTu Tera isc_, spb_, svc_ W Bbl noJydure omruio. Hampumep, isc_action_svc_backup HyXK-
HO yKa3aThb Kak action_backup, isc_spb_dbname kak dbname, isc_info_svc_implementation Kak
info_implementation, isc_spb_prp_db_online Kak prp_db_online u Tak JaJjee.

B oxnoMm BBI30BE rdbsvemgr MOXKHO yKa3aTh Jub0 OIHO JeiicTBre, TNO0 HECKOIHKO HHPOPMAIINOH- HBIX
3JICMEHTOB.

8.8.1 IlojakiarovueHue K MeHeI2KEPY CEPBUCOB

YT006bI TOAKIIOUATHC K YIAJIEHHOMY MEHEPKEPY CEPBUCOB HYKHO yKa3aTh MMsl JJOKAJbHON WU yJia-
JIEHHOM CJIy2KOBI. DTa CTPOKA IOXO0XKA HA CTPOKU IOIKIIOUYEHUs K 0a3e JaHHBIX, TOCKOJIbKY CHHTAKCUC OIIpe-
JeJIsleT CEeTEBOI IPOTOKOJI, UCIOIb3YEeMBbIi /I8 TIOAKJIIOYEeHN KJINEHTCKOI0 IIPUJIOZKEHNS K MEHEJ?Kepy cep-
BHCOB Ha XOCT€ cepBepa.

Tabmuna 8.22 — I[loakioueHne K MEHEZKEPY CEPBUCOB

Orust Omnucanue
user | user_name <uMsa ma nmonb3oBaredis.
II0JIb30BaTeNIA>

role | sql_role_name <pomb> |Poub.

password <mapoin> ITIaposs.
fetch_password <daitm> Cunrars naposs u3 daiia.
trusted_auth Vcnonb30BaTh JOBEPUTEIHHYIO Ay TEHTU(DUKAIIIIO.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

Omus

Omnucanue

expected_db <6asa maHHBX>

Baza jaHHBIX 6€30HACHOCTH, €CIH OHA OTJAMYAETCst OT 0as3bl M0 yMOJ-
yaHuio (security5.fdb).

key_holder <uma niaruzHa>

Kitrou, HeoOxomuMblii Jjisi 1OCTyIa K 3amndpPOBaHHON 0a3e JTaHHBIX.

SBamyck rdbrepldiff wepes cepBuc:

./rdbsvcemgr localhost:service_mgr -user SYSDBA -password masterkey -action_diff
-dbname localhost:/my/other/database.fdb -dif_simple -dif_replica
john:smith@/my/replica/database2.fdb

8.8.2 IMudopmanmoHHbIe 3aIPOChI

Bro1 MozkeTe uCIoib30BaTh CJIEIYIONTIE O JIJIsI TTOJIy Y€Hus] HHPOPMAINY O KOH(MUTYPAINH CePBepa.

Tabauna 8.23 — Nudopmannonmbie

3aIIPOCHI

Ornnust

Omnucanue

info_server_version

Bepcus cepsepa.

info_implementation

Amnmaparnas miardopMa, Ha KOTOpPOil 6bliIa co3aana 6a3a JTaHHbBIX.

info_user_dbpath

IIyTs K 6a3e JaHHBIX OE30ITACHOCTHU CepBepa.

info_get_env

Pacnosioxkenne KOPpHEBOI'O KaTaJiora cepBepa.

info_get_env_lock

Pacmonoxenne daitra Tabauibl 6JIOKUPOBOK Ha CepBEpeE.

info_get_env_msg

Pacnosoxxenne daiina coobrennit Ha cepBepe.

info_svr_db_info

KonndgecTo noakirrouennit K 6a3e JaHHBIX U 0a3 JTaHHBIX, aKTUBHBIX B
JAHHBIA MOMEHT Ha CepBepe.

info_version

Bepcus Service Manager.

info_capabilities

BuroBasi Macka BOBMOXKHOCTEN, MMOJIJIEPXKUBAEMBIX CEPBEPOM.

Orobpazkenue 6a3 JIaHHBIX, UCIOJIb3YEMBIX Ha cepBepe, a Takxke Bepcuu CYB/I:

./rdbsvcemgr yourserver:service_mgr user sysdba password masterkey
info_server_version info_svr_db_info

8.8.3 /leiicTBus

B onHoM BBIZOBE MeHEmKepa CEPBUCOB MOXKHO BBIIIOJIHSATH TOJBKO OMHY 3ajady. Bbl MoxkeTe momaep-

2KBaTh HECKOJIBKO HO,Z[KJIIO‘{GHI/II‘;I K

MEHE/I2KEPY CEPBUCOB M BBIINIOJHATDH 3a/la9y B KazKJIOM IIO/IKJ/JIIOYCHUU.

JeiicTBre action_backup MO3BOJISIET BBITOJHITH PE3ePBHOE KOMUPOBaHUE 0a3bl TAHHBIX. AHAJIOTTIHO

gbak -b.

Tabnuna 8.24 — Onnuu action_backup

Onust

Onucanue

dbname <myTe Kk 61>

IIyTb kK ocHOBHOMY (hbaitay 6a3bl JaHHDLIX.

(paspbie Tabaunupl)
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(pa3pbiB Tabnuupl)

Omus

Omnucanue

verbose

Tloapobubiit BHIBOA 0 GIKAaIe.

bkp_file <daitn pesepsHOH

KOIIUuu>

IIyts k daiiny pesepsroil Konmu. Eciau daitn pe3epBHOit Komuu yke
CYIIECTBYET, TO PE3ePBHOE KOIIMPOBAaHUE He Oy/JIeT BBIIIOJIHEHO, €CIIH He
yKazaHa onuud bkp_replace.

bkp_replace

Ilepesanucars daits pe3epBHOIT KOIMH, €CJIN OH Y2K€ CYIIECTBYET.

bkp_length <n>

Hnuua daiina pesepBHOit Konuu B OaiiTax.

bkp_factor <n>

Wcnonb3oBaTh 6JIOKUPYOMINiT (hakToOp n.

bkp_ignore_checksums

WrnopupoBaTh KOHTPOJbHBIE CyMMbI, & TaKKe TMOBperKaeHHble BLOB
pu O3skarte u BLR mipu pectope.

bkp_ignore_limbo

Urnopuposars 3aBucinue apyxdasuble Tpanzakimu (1imbo).

bkp_metadata_only

HpOI/I3BO,[LI/IT pe3epBHOe KOIIMpOBaHNEe TOJIBKO MeTa/laHHbIX.

bkp_no_garbage_collect

He cobupats Mycop BO BpeMsi Pe3epBHOTO KOITMPOBAHUSI.

bkp_old_descriptions

HpOI/I3BO,ILI/IT Pe3epBHOE KOIINPpOBaHNE METAaJaHHBIX B d)opMaTe CTaporo
CTHJIA, T.€. B pe2KHME COBMECTHUMOCTH CO CTapbIMH bazaMu JaHHDBIX.

bkp_non_transportable

Coz11aéT pe3epBHYIO KOIUIO B HETPAHCIIOPTAOEIbHOM (bopMaTe.

bkp_convert

IIpeobpazoBanue BHemHuUX (HaityioB BO BHY TPEHHUE TaOJIATILL.

bkp_no_triggers

He 3allyCKaThb TPUITEPbI YPOBHSA 0a3nl JaHHBbIX.

verbint <n>

TloapobubIit BHIBOA JoTa JEHCTBUM C 33 JaHHBIM HHTEPBAJIOM 0Opabo-
TaHHBIX 3alTCEN.

bkp_skip_data <mabmom>

IIpomyckaTs manHble TAOINI], UMEHA KOTOPBIX COOTBETCTBYIOT YKa3aH-
HOMY 3/IeCh PeryJisipHoMy BbipaxkeHuio B SQL-cunrakcuce (cm. onepa-
rTop SIMILAR TO).

bkp_include_data <mabmom>

BrunogaTh TOTBKO AAHHBIE TAOJWIl, WMEHa KOTOPBIX COOTBETCTBYIOT
YKA3aHHOMY 3J1eCh PeryssipHoMy Bblpazkenuio B SQL-cunrakcuce (cM.
onieparop SIMILAR TO).

bkp_stat TDRW

BeiBecTn crarucruky B mporecce paforbl  (paboTaer BMmecTe ¢
-verbose).

T — Bpems o Havasa paboTel gbak;

D — Bpewms mporrieiiee ¢ MOCTIEHETO BBIBOJA Ha 9KPAH;

R — umcio crpaHull MIpoYNTAHHBIX C [OCIEHEr0 BBIBOJA HA SKPAH,;
W — umciio cTpaHuly 3alnCaHHbIX C IOCJIE/IHETO BBIBO/IA HA SKPAH.

bkp_keyholder <uma nmarmEa>

DT0 KJIIOY, HEOOXOAUMBI JIJIsi JOCTyIa K 3alndpoBaHHON Oa3e JaH-
HBIX.

bkp_keyname <umMa Kioda>

$IBHOE mpHUCBOeHNE UMEHHU KJI0Uy BMECTO KJII0Ya [0 YMOJIYaHUIO, YKa-
3aHHOTO B MCXOJHOM 6a3e JaHHBIX (IPU PE3€PBHOM KOIMMPOBAHUN) UJIN
B daite pesepBHOil Kormu (IIpH BOCCTAHOBJICHIH).

bkp_crypt <umMa nmarmEa>

Nwmsa mmarwaa a71st mdpoBanns daitia pe3epBHOM KOIUU WU BOCCTA-
HOBJIEHHOW 0a3bl JAHHBIX BMECTO IJIAalMHA 10 yMoJdaHuio. Ero rak-
JK€ MOXKHO KCIIOJIb30BaTh B COYETAHUU C KJI0I0oM -KEYNAME jyist mmdp-
pOBaHMsI pe3EPBHOM KON He3ammnMpPOBAHHON 0a3bl JAHHBIX WJIU IS
mudpoBaHus 0a3bl JAHHBIX, BOCCTAHOBJIEHHON 13 He3ammndpPOBAHHOMN
Pe3epBHOIT KOIINN.

(pa3pbiB Tabaunupl)

e Cp. 163



PykoBojicTBO aiMuHUICTpATOPA
8.8 Vrmimra rdbsvemgr

(pa3pbiB Tabnuupl)

Omus

Omnucanue

bkp_zip

Cxarb (haitn pesepBHOii Koruu tiepes ero mudposanueM. [locie mmd-
poBanus Gaila mouTH He CKUMaeTCs. JIsi CKATUs UCIOIb3yeTCs ILIa-
ruH zstd ¢ 5 ypoBHeM c2kaTus B 1 TIOTOK.

-bkp_compressor [<umsa
mnarusa> [<ypoBeHb cxaTus>
[<xom-BO mOTOKOB>]]]

Cxarb (haitsr pesepBHOiil Koruu niepes ero mudposaunueM. [locse mmd-
poBanus daita nourn we cxxumaercs. C PEJL Bazoit Jannbix mocras-
Jisttorcst wiarnubl zstd u zlibcompressor. [lnarun zstd nomuepkusa-
er 22 ypoBHs cxKaTus, a zlibcompressor 9. KosimdecTBO OTOKOB /15T
zstd u zlibcompressor He orpanndeHo. Ilo ymomrganuio ncnosb3yercs
mwrarue zstd ¢ 5 ypoBHEM cKaThs B 1 MOTOK.

bkp_parallel_workers <n>

KonmgecTBo mapasiiebHbIX pabovunx MOTOKOB s 09Kamna. Brirodaer
MHOT'OITOTOYHOE BBINOJIHEHNE PE3EPBHOTO KOIMPOBAHUSI.

bkp_direct_io

Otrkpbitue daila 6ekana B pexkume IpsMoro gocryua (6e3 6ydepusa-
yn).

HeiicTBre action_restore Mo3BOJIAET BHIIOJHATH BOCCTAHOBJIEHNE OA3bI TAHHBIX U3 PE3EPBHON KOIIUU.

Amnayiornano gbak -c.

Tabmumna 8.25 — Ommuu action_restore

Onus

Onucanue

bkp_file <daiin pesepBHOI
KOIINK>

IIyTo x daitay pe3epBHOI KOIUNU.

dbname <6a3a OAaHHBX>

IIyts x daitay 6a3bl JaHHBIX.

res_length <n>

KonmgecTBo crpanni; B BOCCTAHOBJIEHHOM (haiiae 6a3bl JaHHBIX.

verbose

TloxpobubIit BEIBOI O pecTope.

res_buffers <n>

3asaTh pasMep CTPAHUIHOro Katra mis b1

res_page_size <n>

VcTaHOBUTH pa3Mep CTPAHUIIB.

res_access_mode
[prp_am_readonly |
prp_am_readwritel

Pexxum jocryna "read_only" min "read_write".

res_deactivate_idx

,Z[eaKTI/IBI/IpOBaTb NHIOEKChI BO BpeMd BOCCTAHOBJICHUA.

res_no_shadow

BoccranoBuTh 6e3 co3/iaHus TeHEBBIX KOIIUIA.

res_no_validity

OTkinovenne Bcex orpaHryeHuil IpoBepku JaHubix (check) u orpaxu-
genuii NOT NULL.

res_one_at_a_time

TloarBep:kAaTh TPAH3aKIINIO TIOCJIE BOCCTAHOBICHUST KaKI0M TaOTAITHI.

res_replace

3aMeHUTh 6a3y JAHHBIX, €CJIU OHA CYIIECTBYET.

res_create

BoccranoButs, HO He mepe3anUCHIBATH CYIMIECTBYIONYO 06a3y JAHHDBIX.

res_use_all_space

He pesepBupoBaTh MeCTO 10JT BEPCUH 3aIUCEIR.

res_fix_fss_data <xommposka>

WcupaButh KOAUPOBKY JAHHBIX.

res_fix_fss_metadata
<KOOWPOBKa>

HcnpaBuTh KOIUPOBKY METAIAHHBIX.

res_metadata_only

HpOI/I3BO,ILI/IT BOCCTaHOBJIEHHE TOJIBKO MeETaJaHHbIX.

(pa3pbie TabauLbl)
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(pa3pbiB Tabnuupl)

Omus

Omnucanue

verbint <n>

TloapobubIit BBIBOZ, JOTa AEHCTBUM C 3aJaHHBIM HHTEPBAJIOM 0Opabo-
TaHHBIX 3aIINCEil.

res_skip_data <wmabmor>

IIpomyckaTs JaHHBIE TAOJINI], UMEHA KOTOPBIX COOTBETCTBYIOT YKa3aH-
HOMY 3/IeCh PeryJisgpHoMy Bbipaxkenuio B SQL-cunrakcuce (cm. onepa-
rTop SIMILAR TO).

res_include_data <mabmom>

BruntouaTh TOIBKO AaHHbIE TAOJIMI, MMEHa KOTOPBIX COOTBETCTBYIOT
YKA3aHHOMY 3JIeCh PeryJsipHoMy Bbipaxkernio B SQL-cunrakcuce (cM.
ornieparop SIMILAR TO).

res_stat TDRW

BoiBecTn craTucTHKy B mporecce paforbl  (pafoTaer BMecTe ¢
-verbose).

T — Bpems oT Hagasa paboThl gbak;

D — Bpemsa npormnesniiee ¢ IOCaeIHETO BBIBOIA HA SKPAH;

R — uwncso crpaHuI] NpOYNTAHHBIX C IIOCJIEHETO BBIBO/IA HA SKPaH,;
W — 4uciio cTpaHuIl 3anmcaHHbIX € IOCJIETHEr0 BBIBOJIA Ha SKPAH

res_keyholder <umMa njarwHa>

D10 KIIF0Y, HEOOXOMUMBIN JIIsT JIOCTYIIa K 3aimudpoBaHHoil 6a3e jiaH-
HBIX.

res_keyname <uMda KiIn4a>

fBHOE MpUCBOEHME UMEHH KJIIOMY BMECTO KJTIOUA IO YMOJTYAHUIO, yKa-
3aHHOIO B MCXOJHOM 6a3e JAHHLIX (IIPU PE3€PBHOM KOIIMPOBAHWUU) UJIH
B daiise pesepBHOil Kormu (TIpH BOCCTAHOBJICHUH).

res_ crypt <yMs miIaruHa>

WNwms mrarnna mist mudpoBanus daiijia pe3epBHO KOIIUU WK BOCCTa-
HOBJIEHHO 0a3bl JAHHBIX BMECTO IJIATMHA 10 YMOJIYaHWiO. Ero tak-
JKe MOXKHO UCIIO/Tb30BAaTh B COUETAHUN C KII0UoM -KEYNAME mys mud-
pOBaHUs PE3EPBHOM KOIMHU He3aImundPOBaAHHON 0a3bl JAHHBIX HJIH JJIsI
mugpoBaHus 06a3bl JAHHBIX, BOCCTAHOBJIEHHON M3 He3ammndpPOBaHHOM
Pe3epBHOI KOIIUU.

res_replica_mode
[prp_rm_none |
prp_rm_readonly |
prp_rm_readwrite]

BoIGpaTh peXKnM PErvIKY - TOJIbKO Jiiist uTeHust (read_only) miru mist
grenust u 3anuck (read_write). Pe:kuM none OTKIIIOUAET PENTIMKAIIIO
U TIepEeBOJUT PeIUINKy B pexkuM read_write. Kak mpasuso, aTor pe-
JKUAM JTOJI2KEH UCIOJIb30BATHCS 1ocse cOosi BeyIeil 6a3bl JAHHBIX, KO-
Ta 9Ta pernka mnepexonuT B craryc Beayeit B/I. Vnm ecian my»KHO
c/ies1aTh (DU3NIECKNe PE3EPBHBIE KOIMU M3 PEIINKH.

res_parallel_workers <n>

KonngecrBo mapasiiefbHBIX pabOdMX HOTOKOB Jist pecropa. BKiiio-
YaeT MHOIOIOTOYHOE BBLINOJHEHHE BoccTaHoBieHus BJI,  ecom
MaxParallelWorkers > 1 (cm. firebird.conf). Bwmecro sroro
rmapaMerpa YTHUJIUTBI MOXKHO yKa3aTh IapaMeTp KOH(MUIYpaIUH
ParallelWorkers.

res_direct_io

OtrkpbiTre daiina 6ekamna B pexkumMe IpsMoro gocryia (6e3 6ydepusa-
yn).

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Onrust

Omnucanue

res_ts_map <daim c
oTobpaxeHHEeM>

s koppekTHOro BocctanoBiienusi BJ1, eciin ee O9kan comepkut Tab-
JINTIBI WU MHIEKCHI, COXPAHEHHbIE B TAOJNYIHBIX IPOCTPAHCTBAX. TeK-
cTOBbIIl haiiyl <paiim ¢ oTobpaxeHHEM> JJOJKEH COCTOATH U3 CTPOK C
JIBYyMsI 3HAYEHUSIMHU: IIEPBBIN CTOJIOEIT - UM TaOJINYHOTO IIPOCTPAHCTBA,
BTOPOII - HOBOE PACIIOJIOKEHHE TabJINIHOrO IPOCTPAHCTBA JJIsi BOCCTA-
HOBJIEHHOU 0a3bl JJaHHBIX. MOXKHO yKa3bIBaTh KaK aOCOIOTHBIHN 11y Th,
TaK W OTHOCHUTEJBHBIN, B TOM YHCJE C MCHOJIb30BAHUEM IICEBIOHUMA
JUAPEKTOpUN, 33JaHHOr0 B directories.conf B ceknum tablespaces.

tablespacel d:\db\restore\tsl.dat

tablespace2 d:\db\restore\ts2.dat

B sTom ciyuae TabaumdHble TPOCTPAHCTBA KOMUPYIOTCS C

HOBBIMU Ty TSIMU.

res_ts_path <umMa TabiamuHOTO
IpoCcTpaHCcTBa> <IyTb>

TlosBossieT 3a1aTh MyTH JJIsT TAOJTUIHOTO TTpOCTpaHcTBa. MOXKHO yKa-
3bIBATh KaK abCOJIFOTHBIA IIyTh, TAK M OTHOCUTEJIbHBIN, B TOM YUCJIE C
HCIT0JIb30BaHUEM IICEBJIOHUMA JIUPEKTOPHUH, 33 1aHHOTO B directories.
conf B ceknuu tablespaces. OUIMIO MOXKHO HCIIO/IH30BATH CTOJIBKO
pa3, ckoJbKO Tpebyercs. Takke ee MOXKHO HCIIOIH30BATH COBMECTHO C
res_ts_map.

res_ts_orig

st BocCcTaHOBJIEHUST TAOJIMYHBIX IIPOCTPAHCTB IO II€PBOHAYAIHHBIM
IIyTsIM, O KOTOPBIM OHHU PACIOJIATajiiCh B MOMEHT CO3JaHusS OdKa-
ma. IIpu sTOM Bce eme MOXKHO IePEONpENeNATb IMyTH JJisi HEKOTO-
PBIX TaOJUYHBIX IPOCTPAHCTB C IOMOIIBIO ONIUil -res_ts_path u
-res_ts_map.

JleiicTBue action_properties HO3BOJISIET HACTPOUTH HApPAMETPhI 0a3bl JAHHBIX. AHajIormvHo gfix.

Tabsmna 8.26 — Onmuu action_properties

Onus

Onucanue

dbname <6aza gaHHBX>

IIyts x daitay 6a3bl JaHHBIX.

prp_page_buffers <n>

YcraHaBMBaeT HOBBIIT pa3Mep CTpaHMIHOrO kamra B/l B crpanumax.
<n> - KOJIMYECTBO CTPAHUII.

prp_sweep_interval <n>

Wsmensier maTEpPBa TPAH3AKIU JJIsT ABTOMATHIECKOH COOPKU MyCcOpa
(sweep). <n> ycranasjauBaeT HOBbI unTepBas. Eciun = 0, aBromMaru-
qeckasi COOPKU MyCcOpPa He BBITOJTHSIETCS.

prp_shutdown_db <n>

3akpbiBaeT 0a3y JAHHBIX, KOl HET COeMHeHnii ¢ 6a30il JaHHBIX, WA
110 UCTEYEeHNN yKA3aHHOTO TaiiMayTa.

prp_deny_new_transactions
<n>

SaBepiaer pabory 6a3bl JAHHBIX, €CJIU B KOHIIE YKA3aHHOIO TaiiMayTa
HET aKTUBHBIX TPAH3AKIINI; 3alpelaeT HOBble TPAH3AKIINN B TEUCHUE
9TOrO MMEPUOJIA OXKUJIAHST;, 3aBEPIIAETCs OMMMUOKO, €CI B KOHIIE TIePH-
0o/1a OKHUJIAHUS €CTh AKTUBHBIE TPAH3AKITIH.

prp_deny_new_attachments <n>

3aBepiaer paboTy 6a3bl JAHHBIX, €CJIU B KOHIIE YKA3aHHOIO TaifiMayTa
HET aKTUBHBIX IOJKJ/IIOUEHU; 3aIpelaeT HoBble TOJAKIIUEHNs K Oa3e
JAHHBIX B TCUYCHUE [IEPUOJIA OXKWIAHUS; 3aBEPIMTUTCS OMIMOKON, €CJIN B
KOHIIE TIePHNO/Ia OKUJIaHUS €CTh aKTHUBHBIE IOIKIIOUEHNS.

prp_set_sql_dialect <n>

Namenster nuajiekT 6a3bl JaHHBIX. <n> MOXKET ObITH 1 mim 3.

(pa3pbie TabnuLbl)

e Cp. 166



PykoBojicTBO aiMuHUICTpATOPA
8.8 Vrmimra rdbsvemgr
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Onrust

Omnucanue

prp_access_mode
[prp_am_readonly |
prp_am_readwritel

YcranaBauBaer PEKUM 3allUCH IJId 6as3nl JAaHHDBIX - TOJIBKO OJIgd YTCHUNA
njan ‘{TeHI/Ie/SaHHCb. dror ITapaMeTp MOXKET IIPUHUMATDh JIBa 3HAYCHUA.

prp_reserve_space
[prp_res_use_full | prp_res]

Bxumouaer 100% sanosnsenue crpanun B/ (full) nan 80% samosnnenue
no ymosdanuio (reserve). 100%-e 3amosHeHne nMeeT CMBICH JIsA 6a3
TOJILKO JJIsl ITEHUSL.

prp_write_mode [prp_wm_async
| prp_wm_sync]

Iepexiodaer peKUMBI CUHXPOHHOI /acuuxponHoil 3ammcu Forced
Writes.

prp_activate <TeHeBas KomIus>

IMTapamerp npejHA3HAYEH JJIsl AKTUBAIMA TEHEBON KOIIWN.
<TeHeBas KOIMA> - aJpec U nMs Gailia TeHeBoil Konuu (MM 1epBoro
u3 daitnos).

prp_db_online

Bosspaimaer B pexkum "online" 0a3y, OCTAHOBJIEHHYIO C ITOMOIIBIO
-shut

prp_force_shutdown <n>

IIpenna3znavyen st NPUHYIUTEILHOTO 3aKPBITUS 0a3bl JAHHBIX. <n>
YKa3bIBAE€T KOJIMYECTBO CEKYH/I, Yepe3 KOTOPOe IIPOU30iIeT 3aKPhITHE.
Ecmm ocrammce akTHBHBIE TOTB30BATEN, OHU OTKJIIOYATCH, TOCTIETHIE
pe3yIbTaThl X pabOThI Oy T MOTEPSHBI. TaKoe CPEJICTBO HYKHO IIPHU-
MEHSTh C OCTOPOYKHOCTBIO.

prp_attachments_shutdown <n>

IIpennaznatien jist 3ampera HOBBIX coepuHenuii ¢ BJI. <n> ykaspiBaeT
KOJIMIECTBO CEKYH/I, Yepe3 KoTopoe mpousoiiger orkiawdenue b/, Or-
KJTIOYU€HNEe OTMEHUTCS, €CJIA K TOMY BPEMEHM €I1le OCTAHYTCSl AaKTUBHBIE
CO€IMHEHUSI.

prp_transactions_shutdown
<n>

IIpennasnaten g 3ampeTa 3aIlyCcKa HOBBIX TPAH3AKIMH. <n> yKa3bl-
BaeT KOJIMIECTBO CEKYH]I, Yepe3 KOTOpOoe mpon3oiiier orkiodenne b1,
OTKIITOYEHE OTMEHUTCSI, €CJIM K 3TOMY BPEMEHHU eIlle OCTAHyTCs aK-
TUBHBIE TPAH3aKIINU.

prp_shutdown_mode
[prp_sm_normal |
prp_sm_multi | prp_sm_single
| prp_sm_full]

OcranaBiuBaeT 6a3y JaHHBIX. VICTIONB3yeTCs ¢ OMHUM U3 JTOIMOJTHUTE b
HBIX TTapaMeTpoB -attach, -force mau -tran. Ommust multi mo3Bois-
eT ycranaBauBaTh coegaunenne ¢ b/l Tobko SYSDBA u Baajenbiiem BJ1.
Ommus single moxoka Ha multi, 3a TeM UCKJIIOYEHHEM, 9TO TOJBKO
OJIMH U3 noJjb3oBaTesieit — SYSDBA wiu Biajenen; b1 — moxer coeu-
authesa. Omnmus full He mo3BosIsteT coenuuauThes ¢ B/ HukoMmy, maxke
SYSDBA wmsn Biasesbiy b1

prp_online_mode
[prp_sm_normal |
prp_sm_multi | prp_sm_single
| prp_sm_full]

Bospamaer B pexxum "online" 06a3y, OCTAHOBJIEHHYIO C ITOMOIIBIO
-shut. Onrmus normal MO3BOJISIET YCTAHABIUBATE coequHenue ¢ b /1 jo-
OBIM aBTOPU30BAHHBIM II0JI30BATENISIM, & He TOJbKO SYSDBA u BJ1a1e/1b-
mem B/I. Ommus multi mosBosisieT ycraHaBauBaTh coemunenue ¢ B
Tosbko SYSDBA u Biagesbrem B/l Ommust single moxoka Ha multi
3a TeM UCKJIIOYEHHEM, UTO JIOMYCKAETCsl TOJBKO OJHO ITOJKJIFOUEHNE OT
SYSDBA wsiu Biajesnbia B

prp_nolinger

OcraHaBMBaeT yKa3aHHYIO 6a3y JaHHBIX, [I0CJIE TOTO KaK IIOCJIEIHErO
COEJIMHEHUsI HE CTaJjio, He3aBucuMO oT ycraHoBok LINGER B Gase maH-
HBIX.

(pa3pbie TabnuLb)
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Omus

Omnucanue

prp_replica_mode
[prp_rm_none |
prp_rm_readonly |
prp_rm_readwrite]

Bribparh pe:KuM perviuKy - TOJIbKO it ureHus (read_only) wim s
uyreHus u 3anucu (read_write). Pexxum none oTKIIIOUAET PEILIUKAIIIO
U TIEPEBOJUT PEIINKY B pexkuM read_write. Kak mpasuio, 3ToT pe-
JKUM JIOJIPKEH MCIIOJIb30BAaThCS Tocie cOosi BeayIeit 6a3e JaHHBIX, KO-
IJIa 9Ta peryuka rnepexomuT B craryc Beaymeit b/l Wim ecian myKHO
crenarh (GU3NIECKne Pe3epBHbIE KOIUU U3 PEILIUKH.

prp_checksums [true | false]

BkirouaeT /OTKIII0OIAT BBIYUC/IEHNE KOHTPOJBHBIX CYMM Ha yDPOBHE
crpanul] 6a3bl TaHHbIX. [locse BK/IIOUEHUsT KOHTPOJIbHBIE CYMMBbI HAU-
HYT TIePEeCUYUTHIBATHCS IPU HOCIEIYIONIel 3aliuCu CTPAHUIL 0a3bl JTaH-
HBIX HA JIWUCK. B cilydae HECOOTBETCTBHS KOHTPOJIBHBIX CyMM B JIOT-
daitn Oymer 3ammcana ommubKa, HO PabOTa TMPOIOIKITCS.

HeiictBre action_repair mo3BOJIsIET WHUIMUPOBATH IPOBEPKY COIJIACOBAHHOCTHU 0a3bl JTAHHBIX U WC-
[paBJIeHne HAMIeHHBIX OmuboK. AHasorndHo gfix ¢ onmusamu -validate -full u -mend.

Tabnumna 8.27 — Onnuu action_repair

Onmus

Onucanue

dbname <6a3a ODaHHHX>

IIyts x daitay 6a3bl JaHHBIX.

rpr_commit_trans {<ID> |
all}

3aBepmiaer noATBEpXKIEHMEM 3aBuciiylo (in limbo) aByxdasmyio
TPaH3aKINIO ¢ UACHTH(PHUKATOPOM <ID>, MM BCe 3aBHCIINE TPAH3AK-
mun (all).

rpr_rollback_trans {<ID> |
all}

3asepmiaer oTkaToM 3aBucinyio (in limbo) aByxdasHyo TpaH3aKIHMIO
¢ upenruduraropom <ID> wiu Bce 3aBucmre Tpansaxiyu (all).

rpr_recover_two_phase {<ID>
| all}

Apromarmyeckoe JIByxda3HOe BOCCTAHOBJIEHHWE limbo TpaH3aKIuu C
HoMepoM <ID>, mwiu Bcex Tpanzakuuii (all).

rpr_commit_trans_64 {<ID> |
all}

3aBepimaer TOATBEpXKIeHNEM 3aBucHIylo (in limbo) aByxdasHyo
TPAH3aKINIO C UIEHTU(PUKATOPOM <ID>, WM BCe 3aBUCIINE TPAH3aK-
mun (all).

rpr_rollback_trans_64 {<ID>
| all}

Sasepiiaer oTkaToM 3aBHCIIYIO (in limbo) aByxdasnyo TpaH3aKIHIO
¢ unentuduraropom <ID>, niam Bee 3aBucmue TpaHsakimu (all).

rpr_recover_two_phase_64
{<ID> | all}

ABTromarmueckoe JByxX(da3HOe BOCCTaHOBJEHHWE limbo TpaH3akmuu C
HoMepoM <ID>, mwiu Bcex Tpanzakuuii (all).

rpr_check_db

IIpoBepka 6a3bl JaHHBIX 0€3 UCIPABIECHUS KAKUX-TUOO0 ITPODJIEM.

rpr_ignore_checksum

WruopupoBars onmbKN KOHTPOJIBHBIX CyMM IIPU IIPOBEPKE.

rpr_include_data <mab6mom>

IIpoBepaTh naHHBIE 3amuCcel TOJBLKO TeX TabJIUI, IMEHa KOTOPBIX COOT-
BETCTBYIOT yKA3aHHOMY DeryJisipHOMY BbIpaxkeHuto B SQL-cuHTakcuce
(cMm. oneparop SIMILAR TO).

Ecmm <wabmor> s rpr_include_data m rpr_skip_data coorser-
CTByeT OJIHOMU M TOIl ke Tabmie, TO JaHHbIE 3TOH TabJIUIBI IPOILYCKa-
1orcd. Vimena Tabmun cpaBHUBaIOTC 6€3 y4uéra perucrpa. Vcnons3yer-
Cd COBMECTHO ¢ onnuaMu rpr_validate_db rpr_full m rpr_mend_db.

rpr_kill_shadows

y,ZLaJIHGT BC€ HEHCIIOJIb3yEMbl€ TEHEBbIC KOIINN 0as3nl JaHHbIX.

rpr_mend_db

IloarorasmuBaer MOBPeKAEHHYIO 0a3y MAHHBIX /I PE3EPBHOTO KOIIH-
poBanus. [lomeyaer moBpeKAEHHBIE 3AIIUCU KAK HEUCIIOJIb3YEMBIE.

(paspbiB Tabaunupl)
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Omus

Omnucanue

rpr_validate_db

[IpoBepsier 6a3y JAHHBIX HAa YPOBHE CTPAHMUIL H OCBOOOXKIAET CTPAHH-
IbI, TTOMEYEHHbIE KaK UCIOJIb3yeMble, HO HUKOMY He NPHHA/IeXKAIINe
(orphans).

rpr_full

Wcnosbayercst BMecre ¢ rpr_validate_db juis Gosiee ryrybOKoit 1po-
BEPKHU HA YPOBHE 3aImceil; 0cBOOOXKIaeT HeHa3HaUeHHble (DparMeHThl
3ammncei.

rpr_skip_data <wmabmon>

He nposepsTh annble 3amuceit TabJmIl, IMeHa KOTOPBIX COOTBETCTBY-
0T YKA3aHHOMY PeryJispHOMY Bbipaxkenuio B SQL-cunrakcuce (cum. ore-
parop SIMILAR TO). MImena Tabuul cpaBHUBAIOTCS 6€3 YIETA PETUCTPA.
Wcnonwssyercsa coBMmecTHo ¢ onmusimu rpr_validate_db rpr_full u
rpr_mend_db.

rpr_sweep_db

3almyckaer IpUHYIUTEJbHYIO0 cOOPKY Mycopa B B/1.

rpr_list_limbo_trans

BBIBOJIUT CIHMCOK <«3aBUCIINX» TpaH3akimii (1imbo).

rpr_icu

Wcnpasiisier 6a3y JaHHBIX Jjis paboTel ¢ Tekyieil Bepcueit [CU.

rpr_par_workers <n>

KomumaectBo  mapajutebHbIX  pabouMx  MOTOKOB  Juist  COOPKH
Mycopa. Bxiogaer — MHOrONOTOYHYIO  COOPKY — Mycopa,  ecid
MaxParallelWorkers > 1 (cm. firebird.conf). Bwmecro sroro
nmapaMerpa yYTHJIATBL MOXKHO yKa3aTh [apaMeTp KOHMUTYDAIH
ParallelWorkers.

rpr_upgrade_db

ObHuoBIsIeT 6a3y MAHHBIX JI0 MOCJe/Hel MuHOpHOU Bepcuu 0DS B mpe-
Jejiax I0JIIep?KUBaeMOil MarKOpHOI BEpCHUM.

JeiicrBue action_db_stats BBIBOJUT CTATHUCTHUKY 0a3bl JAHHBIX. AHAJIOIMYHO gstat.

Tabmmna 8.28 — Onmun action_db_stats

Onus

Onucanue

dbname <6a3a gaHHBX>

IIyts x daitay 6a3bl JaHHBIX.

sts_record_versions

JlobaBiisieT cTATUCTUKY O CPEIHUX JJINHAX 3aIUCe, KOJMIECTBE BEPCUil
u nadopmarmio o BLOB.

sts_nocreation

He BBIBOJUTDH JJaTy CO3JaHUA.

sts_table <Tabmuma>

AHaju3 TabJIMIBI WM CIIMCKA TAOJIUI] U JIIOOBIX MHIEKCOB, IIPUHAJIE-
JKAIUX yKa3aHHBIM TabJidiaM. 3a 9TUM IapaMeTPOM CJIEIyeT CIIMCOK
MMeH TabJIUIl, KOTOPhIE BBl XOTUTE IIPOAHAIN3UPOBATh. CIIMCOK TOIPKEH
OBLITH B BEPXHEM PErUCTPE, U KaxKJIas TabJINIA Pa3Ie/IsieTcss IpoOesIoM.

sts_data_pages

CrarucTuka CTpaHUIl JAHHBIX — WHQOpPMAaIUs 0 TabJIUIaX COAEpIKa-
muxcsi B 6a3e maHHBIX. [lo/ib30BaTeIbCKIE U CUCTEMHbBIE UHJIEKChI, CHU-
CTEeMHbBIE TAOJIUIBI HE AHAJIM3UPYIOTCS.

sts_hdr_pages

CrarucTuka 3aroJIOBOYHON CTPAHUIBI - 9T0 MHAOPMAIWsS O IJI00a/Ib-
HBIX CBOMCTBAX Bcell 0a3bl JAHHDLIX, XPAHSIIIAACId Ha 3aTr0JJOBOYHOMN
CTpaHUIlEe KaXK10il 6a3bl JaHHBIX.

sts_idx_pages

CrarucTuka HMHJIEKCOB — uHMOpMalus o0 MHiekcax B 0a3e JIaHHBIX.
Ilonb30BaTelbcKe M CUCTEMHBIE TAOJIUIBI, CHCTEMHBIE HHJIEKCHI He

AHAJIU3UPYIOTCHA.

(pa3pbie TabauLbl)
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Omus

Omnucanue

sts_sys_relations

Crarucruka JJ1d CUCTEMHBIX Ta6I[I/H_[ 1 MHAEKCOB B JOIIOJTHEHHUE K IIOJIb-
30BaTE/JIbCKUM Ta6HI/IIJ;a,M " MHIEKCaM.

sts_encryption

Crarucruka 1o 3aLHI/I(1)pOBaHHbH\/I u HeSaLHI/I(prBaHHbIM CTpaHUIlaM

B/I.

sts_par_workers <n>

KonnyecTBo mapasiesbHBIX pabOvunX IOTOKOB JJjIs cOOpa CTaTHCTH-
ku. Bkjogaer MHOrOImoToYHOCTD, ecin MaxParallelWorkers > 1 (oM.
firebird.conf). Bmecro 3TOr0 napamerpa yTUIMTHI MOXKHO yKa3aTh
mapameTp KoHurypanmu ParallelWorkers.

Orobpazkerne nHGOPMAIMY 3ar0JI0BKA 0a3bl TAHHBIX employee Ha JIOKAJHHOM KOMITHIOTEDE:

./rdbsvcemgr service_mgr user sysdba password masterkey action_db_stats dbname

employee sts_hdr_pages

HeiictBue action_diff BBIMOJIHSET IPOBEPKY IEJIOCTHOCTH JAaHHBIX. Anajormano rdbrepldiff.

Tabmuma 8.29 — Ommun action_diff

Orust

Onucanue

dbname <6a3a OaHHBX>

IIyTe x daiiny 6a3bl JaHHBIX.

verbose

TloxpobHbBIit BHIBOA O TIPOBEPKE.

dif_replica

HyTb K peIlJinKe 0as3nl JaHHBbIX.

dif_config Nwmsa uzmenennoro daiiia KOHGUTYPAIUE /I BO3MOXKHOCTH CPaBHU-
BaTb HE BCE CYNIHOCTH 0a3bl JAHHBIX, 8 TOJTHKO HeobxoauMbie. [Ipu aTom
[IPOIIECC PEIIMKAINN He IIPEPhIBAETCS.

dif_sync Oxunjanne cuHxpoHu3auu Beaymeil BJ1 u periuku B TedyeHue OXHOMN

MUHYTBI WA BpeMeHH, YKa3aHHOIO B IlapaMerpe dif_timeout.

dif_metaonly

IIpouzBomUT MIPOBEPKY TOJBKO METAIAHHBIX.

dif_timeout

TaiimayT OXKUJIQHUAST CAHXPOHU3AIMA (B CEKYHJIAX).

dif_nodbtriggersoff

Bkiiouaer wumosib3oBanme TPUITEPOB IMPHU IOJKJIOYEHUN K BELyIIEi

BIL.

dif_simple

CpaBHeHEe JIByX HEPEILIUIIAPYEMbIX 0a3 JTaHHBIX.

dif_full

IlokazaTh pacIIMpeHHBIN BBIBOJ O IIPOBEPKe. PacCIMpeHHbBIH BBIBOJ,
0TOOPAaKAET:

e 3amucu, KOTOPbIE OTCYTCBYIOT Ha, PEILINKE;

o [louisi, KOTOPBIE OTIUIAIOTCS Y 3AIUCENH;

e Pazmuuiy B xKonmuecTBe 3amnuceit Ha Bemaymeir B/l n na pemuke.

dif_values

TlokaswiBaeT 3HAYMEHNs, KOTOPBIE OTJNYAIOTCA y 3amuceil. MoxXHo nc-
IOJIb30BaTh TOJIBKO COBMeCTHO ¢ ormrueit dif_full.

Mozxno ucnosib3oBath Services API st oroOpakenusi, 10OABICHUS, YIAJICHAST U M3MEHEHUS TI0JIb-

30Bareseit aHaJIOTUIHO gsec.

HeiictBue action_display_user BoIBOAUT WHAMOPMAIMIO 000 BCEX 3aPETUCTPUPOBAHHBIX ITOJIH30BATE-
sax. eticrBue action_display_user_adm [IOIOJIHATEIHHO IMOKA3BIBAET SBJISIOTCS JIM OHU aIMUHUCTPATO-

pavu B/I.
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Tabsmmna 8.30 — Onmuu action_display_user u action_display_user_adm

Orust

Onucanue

dbname <B]/l_6ezomacHoCcTH>

IIyTe k daiiny 6a3bl JaHHBIX 0E€30IIACHOCTH.

sec_username <uMdA II0JIbL30BaTEJd>

Vmsa monb3oBatess, jist KOTOPOro Oy/IeT BBIMIOTHEHA OIIEPAIIH.

sql_role_name <uma ponm>

Hazpanue PoOJin, 9bU IIpaBa 6y,aeT HCIIOJIb30BaTh yKaSaHHbeI I10JIb-
30BaTeJIb.

HeiictBue action_add_user Hy:KHO JIs J0OAaBJIEHNsI HOBOTO OJIb30BaTe 1. AHAIOrHYIHO gsec -add.

Tabmuma 8.31 — Onmun action_add_user

Onunns

Onucanue

dbname <6a3a OaHHBX>

IIyte k daitny 6a3bl JaHHBIX

sec_username <uMd [IOJIb30BaTEJIdA>

MMmsa nosis3oBaTesd

sql_role_name <uMs pomm>

Hazsanue posiu, ubu npasa Oy1eT UCIIOIB30BATH YKA3AHHBIN I0JIb-
30BaTeNb.

sec_password <mapoun> ITaposs.
sec_groupname <uMs TPYIIIb> I'pynma.
sec_firstname <umsa> Nwma.
sec_middlename <oT4ecTBO> OtuecrBo.
sec_lastname <dpammmus> Davmns.

sec_userid <uid>

NnerTndukarop nosp3osareis.

sec_groupid <gid>

U neatndnrkaTop TrpyImb.

sec_admin <umcjo>

Ecin 3navenue ve pasHo 0, 10J1b30BaTENIO OY/LyT HA3HAYEHBI IPABa
AJIMHUHUACTPATOPA

ILGIU/ICTBI/IG action_delete_user HY>XKHO I YJIaJIEHUd HOBOI'O I110JIb30BaTeJIA. AmnajiornaHo gsec

-delete.

Tabmma 8.32 — Onmun action_delete_user

Onrus

Onucanue

dbname <6aza mDaHHHX>

IIyTs x daitny 6a3bl JaHHBIX.

sec_username <uUMdA [IOJIb30BaTEJd>

ms nmonb3oBaredis.

sql_role_name <pouw>

Poib.

eiicTBre action_modify_user HY:KHO Jis y/aJleHUsI n3MeHeHUsI MH(MOPMAIINH O TIoJIb30oBaTesre. AHa-

Jorn4no gsec -modify.

Tabmumna 8.33 — Onruu action_modify_user

Ormus

Onucanue

dbname <6aza OAaHHBX>

IIyTe k daitry 6a3bl JaHHBIX.

sec_username <uMdA IIOJIb30BaTeJT>

Mmsa nonab3oBaTesis.

sql_role_name <pous>

Poab.

sec_password <mapomb>

ITapoJib.

(pa3pbie TabnuLbr)
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Onmnusa Ormnucanue
sec_groupname <uMsl CpYIIIE> I'pymma.
sec_firstname <ums> s,
sec_middlename <oT4ecTBO> OTuecTBo.
sec_lastname <dpamumua> Damuus.

sec_userid <uid>

N nenTndukaTop moIb30BATESI.

sec_groupid <gid>

W neatudurarop rpymist.

sec_admin <ymcio>

Ecnu 3nauenue ne pasuo 0, nosib3oBaTes o Oy/IyT Ha3HAYEHBI IIPABA
aJIMUHUACTPATOPA

HeitcTBre action_nbak mMo3BOJIsIET CO3/IaBATh NHKPEMEHTHBIE Pe3epBHbBIE KOIIWH.

Tabmumna 8.34 — Onmun action_nbak

Onust

Onucanue

dbname <6aza HgaHHBX>

IIyTe x daiiry 6a3bl JaHHBIX.

nbk_file <peszepBHu Qaitm>

IIyTe x dairy pe3epBHOI KOMIWH.

nbk_level <ypoBeHb>

YpoBeHb pe3epBHOI KOIHH.

nbk_guid <GUID>

GUID mpeabIayIero 6ekara, OTHOCUTETHHO KOTOPOTO HYKHO CO3/IaBaTh
MHKPEMEHT.

nbk_no_triggers

He zamyckarh Tpurrepb! 6a3b1 JaHHBIX.

nbk_direct [ON | OFF]

Bkurouaer /BoiKirouaer HeOydepru30BaHHbIH BBOJI/BBIBOJ [IPU UTEHUN

B/I.

nbk_clean_history

Ouncrurs Tabsmiyy RDBSHISTORY.

nbk_keep_days <uucmo>

Ompenesnsier CKOJBKO JHEH, HAYMHAA C CETOMHSIITHErO JHsI, TOJIXKHO
XPaHUTHCS B UCTOPUU.

nbk_keep_rows <umcmio>

OrpesiesisieT CKOJIBKO 3aIIUCEil JI0JIKHO XPAHUTHCA B UCTOPUH.

HeiictBue action_nrest Hy»KHO [JIsi BOCCTAHOBJIEHHS 6a3bl JTAHHBIX U3 MHKPEMEHTHBIX DPE3€PBHBIX

KOIINIA.

Tabmuma 8.35 — Omnmun action_nrest

Ornust

Onucanue

dbname <6aza OaHHHX>

IIyTs K daitiny 6a3bl JaHHBIX.

nbk_file <pe3epBHHI dain>

IIyTo x daitny pe3epBHOI KOIUM.

nbk_inplace

BoccranasimBaTh HHKPEMEHT B CyIIECTBYIONLYIO 6a3y JaHHBIX.

nbk_sequence

Coxpansier cymectByomuii GUID u I10C/I€I0BATEIbHOCTh PEILIUKAIIAN
UCXOHOM 6a3bl TAHHBIX (B IPOTUBHOM CJIyYae OHU COPACHIBAIOTCS ). DTa
OTIIHS JIOJIPKHA HCIIOJIB30BATHCsI IIPU CO3IAHUN PEIJIUKU, IYTOOBI aCUH-
XPOHHAST PEIIUKAIINST MOIJIA OBITH aBTOMATHIECKH IIPOIOI2KEHA C TOTO
MOMEHTA, KOIJ[a OBLJIO BBIIIOJIHEHO (PU3NIECKOE PE3EPBHOE KOMMPOBAHIE
Ha OCHOBHOII ba3ze.

Komanma action_nfix HykHa /Jist pa30JIOKHPOBKHU 0A3bI JAHHBIX IOCJIE CAMOCTOATEIHHOTO BOCCTAHOB-

JieHust u3 6JIOKUPOBAHHON pe3epBHOil Kommu. Tak Kak KOIust OJIOKHPOBAHHON 0a3bl JAHHBIX SIBJISETCS TaK Ke
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OGJIOKUPOBAHHOI, MTOITOMY He IOJIyYHUTCsl UCIIOJIh30BaTh KOIUIO KaK pabouyio 6a3y maHHBbIX. [loaTomy, eciu
ucxoHast 6a3a JAHHBIX TOBPEXKICHA UJIM YTEPIHA, TO HY?KHO BOCCTAHOBUTH/ PA3aPXUBUPOBATD/ CKOIUPOBATH
6a3y JaHHBIX U3 KOIUU U Pa3bJIOKUpPOBATh ee ¢ napamerpom -F (#o He -UN).

Tabanna 8.36 — Onnun action_nfix

Onus

Onucanue

dbname <6aza OaHHBX>

IIyTe x daitry 6a3bl JaHHBIX.

nbk_sequence

Coxpansier cymiecrByforuit GUID u I0C/IeI0BATEIbHOCTh PEILIUKAIIAN
UCXOJHOM 6a3bl JAHHBIX (B IPOTUBHOM CJIy4ae OHU COPACHIBAIOTCS ). DTa
OTIIHS JTOJIPKHA MCIIOJIB30BATHCS IIPU CO3JAHNN PEIJIUKU, IYTOOBI aCHH-
XPOHHAS PEIJIUKAINS MOTJIA OBITh ABTOMATHYIECKH IIPOJOJIZKEHA C TOTO
MOMEHTA, KOTIJIa OBLJIO BBIIIOJIHEHO (PU3NIECKOE PE3EPBHOE KOIIMPOBAHIE
Ha, OCHOBHOII 6a3e.

Tabmuma 8.37 — Onmun action_diff

Ormust

Onucanue

dbname <6a3a maHHBX>

IIyTs K daitny 6a3bl TaHHBIX.

verbose

TloapobHbBIiT BHIBOI O TIPOBEPKE.

dif_replica <dainm>

Bropas 6aza (permka).

dif_config <¢aitm>

Nwmsa uzmenennoro daityia KOHGUTYPAIUE /I BO3MOXKHOCTH CPaBHU-
BaTh HE BCE CYITHOCTH 6a3bl JAHHBIX, 8 TOJBKO HeoOxouMble. I1pu aToM
[IPOTIECC PEIINKAIMN HE TTPEPhIBAETCS.

dif_sync

Ozxunanne cunxporusalun Beayineil BI u penmkn B Tedenne ogHOI
MUHYTBI WX BpEMEHU, YKa3aHHOro B napaMerpe -dif_timeout.

dif_metaonly

IIpousBonuT MPOBEPKY TOJIBKO METAJAHHBIX.

dif_timeout <TaiimMayT>

TajiMayT OXKUJIAHUS CAHXPOHU3AIUY (B CEKYHIAX).

dif_nodbtriggersoff

Bkiiouaer wumosib3oBanme TPUITEPOB IIPU IOJKJIOYEHUN K BeJLyIIei

B/I.

dif_simple

CpaBHeHue JBYX HEPEITUIUPYEMbIX 06a3 JaHHBIX.

Tabmuma 8.38 — JleficTBUS /711 BEJIEHUS ayTUTa

HeiictBue

Onucanue

action_trace_start -trc_cfg
<KOHQUT ypalMOHHbH ¢aitr>
-trc_name <uMa ceccum>

3alycKaer Ceccuio MmoJIb30BATEIbCKON TPACCUPOBKH.

action_get_fb_log,
action_get_ib_log

Orobpazxator jgor CYB/I.

action_trace_suspend -trc_id
<ID ceccum>

IIpnocTanoBienne ceanca TPacCHPOBKMU.

action_trace_resume -trc_id
<ID ceccuwm>

Bozobuosienne ceanca TpacCUPOBKH.

action_trace_stop -trc_id
<ID ceccum>

3aBepineHne ceanca TPacCUPOBKU.

(pa3pbie TabauLb)
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(pa3pbiB Tabnuupl)

HeiictBue

Omnucanue

action_trace_list

BreiBoz crimcka cyrmiecTByOMMX CeaHCOB TPACCUPOBKH.

HeiicTBrue action_aggtrace Hy2KHO JJIsI 3aIlyCKa arpPeraTHoro ay/InuTa.

Tabuma 8.39 — Onnuu action_aggtrace

Onus

Onucanue

atrc_get

3ampocuTh METPUKN HOBBIX U OOHOBJIEHHBIX 3aIIPOCOB

atrc_get_new

3ampocuTh METPUKU TOJIHKO HOBBIX 3aIIPOCOB.

atrc_get_updated

BaHpOCI/ITb METPpHUKHU TOJIBKO OOHOBJIEHHBIX 3alIPOCOB T.€ T€X, Y KOTOPbIX
U3MEHUJ/INCH 3HAYCHUA METPUK.

atrc_get_old

3ampocuTh METPUKHU TOJIBKO CTAPBIX 3AIPOCOB, TO €CTh TEX, KOTOPBIE
y2Ke 3allpallluBajiCch paHee, HO 3HAYEHUsI METPUK He U3MEHUJIUCH.

atrc_get_all

3ampocuTh METPUKHU TI0 BCEM CTATYCAM.

atrc_clear

OuncTuTh COXpaHéHHyIO CTaTUCTHUKY.

atrc_with_query

Jo6aBIATH TEKCT 3aIIpoca B BBIBOJI.

atrc_with_plan

Jo6aBIAThH MJIaH 3alIpPOCca B BHIBOJL.

atrc_get_version

BriBecTn Bepcuio marmHa arperaTHOrO ayIuTa.

atrc_statement

Samnpocuts MeTpuku cobbiTuit. e ykazana kakasi-iaubo "get" omrumst
(atrc_get_new, atrc_get_old, atrc_get_all, atrc_with_query,
atrc_get wim atrc_get_updated), To atrc_statement Gymer mpu-
MEHEHa aBTOMATUYICCKH.

atrc_transaction

3ampocuTh METPUKU COOBITUI TPpaH3aKIHA.

atrc_text {<xam
3ampoca> | <xaw mmaHa>}

Brisectu 3alpoCc UJn IJIaH 3allpoCa IO YKa3aHHOMY X3ITY.

HeiicTBrue action_migrate BBIIOIHSET MUIPAIUIO.

Tabmmna 8.40 — Onnuu action_migrate

Onus Omnucanne
dbname []
mig_version [string value]
Tabmuna 8.41 — Pabora ¢ oTobpakeHusIMEI
HeiictBue Omnucanne

action_set_mapping
-dbname <6a3a maHHBX>
-sql_role_name <pomp>

IIpenocrapisier agmunuctparopaMm Windows posib RDBSADMIN B yKasaH-
HO# Oa3e MaHHBIX, €CJIU UCIOJIB3YETCs OBEPUTEIbHAST ABTOPU3AIINS

action_drop_mapping
-dbname <6aza maHHHX>
-sql_role_name <pomp>

Cuaumaer ¢ ajmunuctrparopa Windows posib RDBSADMIN B yKasaHHOMN
base JAHHBIX.

HeitctBre action_validate MO3BOJISIET 3aMYCTUTD OHJIANH-TTPOBEPKY 0a3bl TAHHDIX.
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Tabmumna 8.42 — Ommun action_validate

Onus

Onucanue

-dbname <6aza maHHBX>
-sql_role_name <ponp>

Cummaer ¢ agvuHucTparopa Windows poss RDBSADMIN B yKazaHHOMN
base JaHHBIX.

dbname <6a3a OgaHHHX>

IIyts x daitay 6a3bl JaHHBIX.

val_tab_incl <mabmom>

[MTa6s0u Tabmull, BKIOYEHHBIX B IpoBepKy. I1o ymMomdanuio Bce 1mosb-
30BaTEIbCKIE TAOJIHUIBI BKJIIOUEHbI, CHCTEMHbIE TabJINIbI He IIPOBEps-
10TCSL.

val_tab_excl <mabmom>

ITa6sron myist TAOJIUI], UCKJIFOYEHHBIX U3 TTPOBEPKH.

val_idx_incl <wmabmom>

ITabson /11t UHAEKCOB, BKIIOUEHHBIX B TPOBEpKY. 110 ymoraanuio % —
BCe UHJIEKCHI BKJIFOUEHBI.

val_idx_excl <mabmom>

IITaboH crMcKa WHIEKCOB I UCKIIOUEHNS U3 TPOIECCa BaJIN AT,

val_lock_timeout <umcmo>

TaiiMayT oxumanus 6JIOKUPOBKU Ha Tabiauiy (B cekyHiax). ITo ymoi-
qaruio 10 cexyH, -1 - OeCKOHETHOE OXKUIAHUE.

8.9 ¥Yruanta rdbguard

Vruanra rdbguard KOHTDPOJIHPYET COCTOsHWE cepBepa. Kcim cepBep OBLI HEIITATHO OCTAHOBJIEH,
Guardian aBTOMATUYECKU IIepe3allyCKaeT ero.

Tabuuna 8.43 — Onnun rdbguard

Ormust Omnucanue

-s(ignore) Ecan zamyck cepBepa 3aBepiiaeTcst ¢ OMMOKO#, BBITOTHATE IIOBTOPHBIE
[TOTIBITKHU 3aIyCKa.

-(0)netime Ecau 3amyck cepBepa 3aBepImmaeTcst ¢ OMMUOKOIL, He TBITATHCS 3AIyCTUTH
€ro IOBTOPHO.

-(f)orever Ecnu 3anyck win BhIOSHEHHE cepBepa 3aBEPIIAETCS C OIMMUOKOI, BbI-
HOJIHATH €0 IOBTOPHBIN 3ayCK (PEXKUM 110 YMOJIYAHUIO).

-(d)aemon 3alycKaTh CEPBEP B PEXKMME JEMOHA, OTKJ/II0YAsICh OT POJIUTETHCKOrO

TepuMHUHAJIA.

-(p)idfile myTe_x_odaiixy

WcnonbzoBars yrasauubiil daiti B kKadecrse PID-daiiia cepsepa.

-(g)uardpidfile nyTws_k_oaiiny

WcnonbzoBars ykazauusiil daiin B kagecrse PID-daitra rdbguard.

-(t) imeout TalimayT

Bpems B cekynmax, koropoe rdbguard Oyjer 0KuJaTh ¢ MOMEHTA Ha-
Jajia OCTAHOBKU CepBepa, Ipexk/ie yeM youTs ero mnporecc. [lo ymosraa-
uuio 1800 cexyuy (30 munyT). Eciiu cepep He ycrieBaeT 0OCTAHOBUTHCS
B OTBEJIEHHOE BPEMsI, TO 3TO MOYXKET IIPUBECTH K HEIOJIHOM 3aIluCh Ha
JIUCK U3MEHEHHBIX CTPAHUIL U3 K311a. B 3TOM citytiae 1meJ0CTHOCTD 6a3bl
JIAHHBIX HE HAPYIIAETCsl, HO MOXKeT HaDJII0IaThCsl CHUXKEHUE [IPOU3BO-
JUTEJHHOCTH.

8.10 Kozabl Bo3BpaTa yTHUJIUT

Hna yrumur gfix, gbak, gstat, rdbsvemgr, rdbtracemgr, rdblogmgr, rdbreplmgr, hashgen, mint,

nbackup, rdb_lock_print:

0 — ycmerHO
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1 — ommbKa

g yrunmuter gbak:
0 — ycnoernHo
1 — omubka

2 — ba3a JAHHBIX HE MEpeBeIeHa B PEXKUM online m3-3a OIMHMOKM IIPU BOCCTAHOBJIECHWH M3 PE3€PBHOM
KOIINU

Hnsa yrumure! rdbrepldiff:
0 — yenernHo (6a3bl MIEHTHIHBI )
1 — 6a3bl He WICHTUIHDI

2 — ommbKa B Iporecce paboTh

g yTunuTel gsec:
0 — ycnernaHO
15 — HEBO3MOXKHO OTKDBITH 0a3y JaHHBIX
16 — ommbKa B ONITUHU yTHIUTHI
17 — omeparnus He yKa3aHa
18 — mMs moIb30BaTEA HE YKA3aHO
19 — ommbKa J100aBJICHUS 3AIIUCH
20 — ommbKa M3MEHEHUs 3aIUCU
21 — omubKa OUCKa/U3MEHEHUsI 3AIIUCH
22 — 3alliCch He HaleHa, JJIs IT0JIb30BaTeJIsl:
23 — ommbKa y/IaeHnusT 3aIICH
24 — omubKa 1oUCKa/ yaJleHusl 3aIUCU
28 — ommbKa MoUCKa,/0TOOparXKeHHsT 3AIIICH
29 — HeJIOIYCTUMBII TTapaMeTp, ONIUs HE OINPEJIe/ICHA
30 — oneparus yxKe yKa3aHa
31 — maposb yKe yKaszaH
32 — uneHTUGUKATOD MOJIH30BATE/IsI Y2KE YKA3aH
33 — naeHTUdUKATOP TPYIIBI y2Ke yKa3aH
34 — IpOeKT yiKe yKa3aH
35 — opraHu3anus yKe yKaszaH
36 — numsa yxke ykazanoOTKpbITHE (haiiia Gekama B peKIMe IPsIMOTO JOCTYIIa,
37 — 0TYeCTBO y2Ke yKa3aHO
38 — dammns yKe yKa3aHa
40 — yka3aHa HeJOIIyCTUMAasl O
41 — yka3aHa HEOJHO3HATHAS OIIUSI
42 — He yka3zaHa OIepalus /s IapaMeTPOB
43 — HeT JOMYCTUMBIX TAPAMETPOB I STON OnepaIun
44 — ykazaHbl HECOBMECTUMBbIE OIIIUN
74 — omubKa BbIJACJICHUS IAMSITH
75 — ommbka
76 — HegoIycTUMOE MMs TI0JIb30BaTess (Homyckaercs ne 6osee 31 Gaiira)
7T — HeJIOIYCTUMBIH naposb (momyckaercs He Gosee 16 GaiiT)
78 — baza MAHHBIX y2KEe yKa3aHa

79 — uMs aMUHUCTPATOPA DA3bl TAHHBIX yXKE YKA3aHO
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80 — mapoJib aJIMIHACTPATOPa 0a3bl JAHHBIX YXKe yKa3aH

81 — pomnb yKe yKa3aHa

92 — yKazaHa HeJOIyCTHMAasi B MHTEPAKTUBHOM DEXKHME OIIIIHS

93 — ommbKa Mpu 3aKpPHITUN 636l JAHHBIX OE30IACHOCTHI

94 — ommbKa IpU BBIIOJHEHUHU 3aIpoca B 6a3e JJaHHBIX 6€3011acHOCTH

96 — ommbKa IpU MOy YeHUH [1apoJis u3 daiiia

97 — ommbka npu w3menennn AUTO ADMINS MAPPING B 0Oa3se JaHHBIX 0€30maCHOCTH
99 — nenonycruMblit napamerp Juist -MAPPING, momyckaercs Toyibko SET mnim DROP
103 — memonycTrMBIil mapamerp st -ADMIN, npuruIMaeTcs ToabKo YES nymm NO
104 — HemOCTATOYHO TIPAB JIJIsT 3aBEPIIEHAST OTIEPAITIHT

200 — mrosip30BaTe b He HaiijgeH B LDAP

200 — ommubKa npu u3MeHeHun 1apoJsist LDAP

s yrumuTel rdbserver:
0 — ycnemnrso
1 — omubka

2 — ommbKa, 3aIycKa

g yrunmute isql:
0 — ycoerHO
1 — omubKa
101 — ommbKa ayTeHTUDUKAIIHT
102 — omubka BBOsA/BBIBOIA
103 — ommbka DSQL
104 — ommubka dyukiun SHOW

e Cp. 177



PykoBojacTBO ajgMuHuCTpaTopa
9  AamunucrpupoBanue GyHKIMH 6E30MaCHOCTH

['maBa 9

A aMuHUCTpUpPOBaHNEe (PYyHKITHIA
0e30IIaCHOCTH

9.1 OcHoBHBIE TEPMUHBI U ONPeE/IeJIEHUS

Cepsep 6a3 pansbix (masee cepsep) — ycranosiennas CYBJl PEJL Basa Janubix. s coemu-
HEHHUs C CepBepOM II0 CeTH 0 YMOJIYaHuio ucnosb3yercs moprt 3050 (HacTpamBaercs uepes Iapamerp
RemoteServicePort B koudurypanuontnom daitie PE/] Bazer Jannbix).

Koudurypanuonustii daiisi cepBepa — TekcToBbiil (aitn firebird. conf, pacnosioxKeHHBI B KO-
HEBOI IMPEKTOPUN KATAJIOra YCTAHOBKU cepBepa. Pailyl COmepKUT mapaMeTpbl HACTPOUKHU CepBepa.

Baza mannbix 6e3onacHocTy — 0a3a JAHHBIX, B KOTOPOU XPAaHUTCS MHGPOPMAIINS O ITOJIH30BATEIISX,
3aperuCTpPUPOBaHHbIX it KoHKperHoro cepsepa PEJ/] Baswl aunbix - securityb.fdb (paciosioxkena B
KODHEBOIi JIMPEKTOPHHU KaTaJjiora yCTaHOBKY cepBepa). [luist Kaxk10ii 6a3bl JaHHBIX 6a3a JaHHBIX 6€3011aCHOCTH
MOXKeT Iepeoripejiesiena B (aiisie databases.conf (mapamerp SecurityDatabase). Jliobas 6a3a maHHBIX
MOZKeT OBITH 0a30it JAHHBIX OE30IIaCHOCTH JJIst caMoii cebst. B aToit 6ase xpaHsaTCs nHapaMeTphl H0JIb30BaTe el
cucreMbl U nojmruku gocryna (cm. punoxkenue T).

ITosmb30oBaTes b — CyOBEKT JOCTYIA K 6a3aM JIAHHBIX cepBepa.

ITostmTnka 6e30MaCHOCTH — COBOKYITHOCTH TPEOOBAHUI K CJIOYKHOCTHU MAPOJIsi U TapaMeTpaM CecCuit
oJ1b30BaTe ist. [loTUTHKE HA3HAYAIOTCST TIOJB30BATEISIM JIJIsI [TOBBIIIEHHsT 0011l 6€301aCHOCTH CUCTEMBI.

U nentundukanust — npebsBieHUe I0JIb30BATEIEM UMEHH (JIOPMHA) [JIs BXOJIA B CHCTEMY.

AyrenTudukalius — Oporeaypa MOATBEPKICHUS MOJb30BATEIEM TOrO, YTO OH TOT, 9Ybe UMs OH
[IPEIbSIBUII B XOJI€ UACHTU(DUKAIIIH.

DakTop ayTeHTUUKAIIUYU — METOJ, Ay TeHTUMOUKAINN U3 JIFOOOr0 ILJIATWHA.

Posb — coBOKyIHOCTB IIpaB JjIsl JOCTYIIA K TOW WM WHOM 6a3e JAaHHBIX. PoJin MOIyT Ha3HAYATH-
csl TIOJIb30BaTeNIAM. KaKIbIil T0JIb30BaTE b MOXKET UMETh IIPOU3BOJIBLHOE KOJUYIECTBO POJIEHl B OIHONW WU
HECKOJIbKHMX 0azax JMaHHbIX. Kakias posb MOXKET ObITh Ha3HAYEHA ITPOM3BOJILHOMY KOJIMIECTBY MOJIb30Ba-
teneit. Posm xpansites B Toit 6a3e JAHHBIX, B KOTOPOI OHU OBLIN CO3/IAaHBI.

A nmunucrpartop cepBepa B/l — monb3oBarens ¢ umenem SYSDBA. CosmaeTcst mpu yCTaHOBKE CepBe-
pa. ObagaeT BceMu paBaMu [0 yIIPABICHUIO paboTOo# cepBepa U MOJHBIM JOCTYIIOM KO BCeM Da3aM JaHHBIX
cepsepa. [laposns gyt SYSDBA no ymosrdanuio — masterkey.

CucreMHBIN aJIMUTHACTPATOP — I0JIb30BATE/b, KOTOPOMY HasHadeHa posib RDB$ADMIN. [Ipennasua-
YeH JIJIs PACIIPEJIeJIeH s IIPAB I10JIb30BaTe Iell, a TaKKe JJld onepaluii o6c/ayKuBanus 6a3 JaHHbIX (pe3epBHOE
KOIIMPOBAHME, BOCCTAHOBJIEHUE U T.JI.).

CucreMHBII KAaTajJor — COBOKYIIHOCTH CHCTEMHBIX TaOJIUIl, comeprkarias nadopMarumio 000 Bcex
obbekTax b6asbl gaHubIx. Co3maercs npu co3fgannn b/l u u3mensiercst Ipu M3MeHEHUN MeTaIaHHbIX B B/1.

Kpunromnposaiigep - BHemrHee mporpaMMHOe 0DeCIIedeHne, OCYIECTBIIAINee (DYHKIUA XIMTUPOBaA-
HUs, MUOPOBAHUS, KPUTITOTPAMDUICCKON 3AITUTHI.

KpunromiaruH - 6ubimoreka, KOTopas 00eCIieInBaeT B3anMOAeICTBAE MEXKIY KPUITOIPOBANIEPOM
7 CEePBEPOM WM yTUJIATAMU cepBepa. KaxKaplif KPUIITOILIATWH [PEIHAZHAYEH JJIsI B3AUMOJIEHCTBUS C OIIpe-
JIEJIEHHBIM KPHUIITOIPOBALIEPOM.
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9.2 OO1iag Moaesib 3alUThI

Moesib 3amUThl OMUCHIBAET COBOKYIHOCTh OOBEKTOB 3AIUTHI, CYObEKTOB JIOCTYIA K 3aIlUIIAeMbIM
00'bEKTaM U UCIIOJIb3yeMble MEXaHU3MbI H@30IIACHOCTH, 0DECIIEYNBAIOIINE BHITOJTHEHUE 33 IAHHBIX TPEOOBAHUI
K 6e301macHOCTH HH(MOPMAIIAH.

O6nbekramu 3amutel B PEJL Baze /Jannbix saBistioTest:
e xpaungmueca B PE/] Baze /JanHbIX n0/1b30BaTe/LCKUE JaHHBIE (3aIIUCH, [OJIA);
e JIaHHBIE CHCTEMHOIO Karajora (MeTaJaHHBIE);
e OTepaIy HaJT JAHHBIMA U METaJaHHBIMU.

CyObeKTaMu JOCTYIIa SBJISIIOTCS IIOJb30BATEIN CHCTEMBI, IIPOIIEIINNe MPOIEeCC UACHTAMDUKAIIN 1
ayTeHTHMUKAINN, & TAKXKe 3aIyIIeHHbIE OT UX UMEHU IPOIELyPhl U (PyHKIUN.

Cucrema 3aIuThl COCTOUT U3 CJIEAYIOMNX MEXAHI3MOB 0€30IacHOCTH:
o yieHTUMUKAIUS U ay TeHTH(UKAINS;
® DOJIEBOE pa3TpaHUYEHHEe JTOCTYIIA;
® pacIpejieieHre CUCTEMHDIX [TPUBUJIETHIA;
® pasrpaHWYeHne JOCTYIA K 00beKTaM 0a3bl JTaHHBIX;
® ayJInT COOBITHIA;
e mmudpoBanne HHGOPMAIINHT;
® OYNCTKA OCBODOXKIAEMBIX PECYPCOB;

® KOHTPOJIb IEJIOCTHOCTU MHMOPMAIMOHHBIX OOBEKTOB.

9.3 CrenmaJjbHble y4eTHbIE 3alCU
SYSDBA

N3navanpbao B cucTeMe CyNIECTBYET TOJBKO OJWH TOJIB30BATENb — aIMUHHACTPATOP cepBepa SYSDBA.
DTOT MONBL30BATENb 0OJAIAET MOJHBIMI TPABAME Ha BBITIOJHEHHE BCeX (QYHKIMN [0 yIPABICHUIO paboToit
cepBepa u pabore ¢ bazaMu JTAHHDIX.

IToaw3osBaresau POSIX

B POSIX cucremax, Briodas MacOSX, nms moms3osaresist POSIX Oymer nHTEpIPEeTHPOBAHO KAK MMS
nonb3oBaresns PEJl Bazor Jamnsix Embedded, ectn mMst mostb3oBaTe st He yKa3aHO SBHO.

B POSIX cucremax mosib3oBaresib root moxker BbicTynarh B posm SYSDBA. PEJI Baza lanabix
Embedded B sTom caydae OGymer TpakTOBaTh UM MOJIb30BaTes st root Kak SYSDBA, u o Oy/ieT ©METh JOCTYI
KO BCeM 0a3aM JaHHBIX CEpPBepa.

IToab3oBaresu Windows

B omepammonubix cucremax cemeiicrsa Windows N'T' Bbr TakKe MOXKETE [TOTH30BATHCHA YIETHBIMU 3AITH-
camu OC. st aToro Heobxoaumo, 4Tobbl B daiiie koudurypaiuu firebird. conf (mapamerp AuthServer)
B CIIACKE IJIATMHOB [IPUCYTCTBOBAJ IpoBaiiziep Win_Sspi. Kpome Toro, ST0T H1aruH A0JKeH IPUCY TCTBOBATH
U B CIIUCKE IIJIATMHOB KJIMEHTCKON CTOPOHBI (HapaMeTp AuthClient).

A MuHECTPATOPBI OllepaIlnoHHON cucreMbl Windows aBToMaTUYeCKH He IoJIydaioT mpasa SYSDBA mpu
MOJKJIIOUEHNN K 0a3e JAHHBIX (€C/IM, KOHETHO, paspelleHa JOBepeHHas aBropu3anus). VIMeT Jin aMuHn-
CcTpaTophl aBToMaTudeckue mpasa SYSDBA, 3aBuCHT OT yCTaHOBKHU 3HadeHus (uiara AUTO ADMIN MAPPING.

o PE/I Baswr JlanHbIx 3 1pyu BKJIFOYEHHOI JIOBEPUTEIBHON ayTeHTU(MDUKAINH, T0JIb30BATE N
IIPOIIIE/IIIINE TPOBEPKY [0 YMOJTYAHUIO aBTOMATHIeCKn orobparkasuch B CURRENT_USER. B Bepcuu 3 u
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BBIIIIE OTOOPAXKEHNE JIOJI?KHO OBITH CIIEJIAHO SBHO JJIsi CUCTEM C HECKOJIbKUMU 0a3aMu JTaHHBIX
0e30IaCHOCTH U BKJIIOYEHHOM JIOBEPUTEIBHON ay TeHTU(MDUKAIIIEI.

Baagenbnpr 6a3bl JaHHBIX

Baaneiter; 6a3b1 JaHHBIX — 9TO JIUOO TEKYIIHI 1I0JIb30BATEb (CURRENT_USER)7 KOTOPKIi OBLI B MOMEHT
co3nmanus, JUOO TOJB30BATEIb KOTOPBI ObLT yKa3an B nmapamerpax USER u PASSWORD B omeparope CREATE

DATABASE.

Bnaﬂeﬂeu 0a3nI JAHHBIX ABJIAeTCA aIMHUHUCTPATOPOM B Hell 1 UMeeT TIOJTHBIN JOCTYII KO BCEM o0 BLEeKTaM
3T0i1 6a3bl JAHHDBIX, JazKe CO3AaHHbIX APYIUMU IIOJIb30BATEC/IAMU.

A nMuHTICTPATOPHI

A IMUHECTPATOP — 39TO I0JIb30BaTE/Ib, KOTOPblE MMEET JIOCTATOYHBbIE IIpaBa JJIsi YTEHWs ¥ 3allUCH,
CO3/IaHusl, M3MEHEHUsI U yJaJIeHns JIIoboro oObekTa B 6a3e JaHHBIX. B Tabsuie moka3aHo, KaK IPUBUJIETUN
«Cymneprosb30BaTesisy BKIIOYEHBI B PA3JIMIHBIX KOHTEKCTaX OE30IaCHOCTH.

Tabauna 9.1 — AaMuHECTPATOPHI

Ilonn30BaTesd b Poss RDBSADMIN 3ameyanue

SYSDBA Asromaruaecku CyIecTByeT aBTOMATUYECKH Ha YPOBHE CepBepa.
MNmeer mosnmble mpuBmiIeruu KO BCeM OOBEKTaAM BO
Bcex 0Oazax JaHHBIX. MoXKeT co37aBaTh, M3MEHSITh U
VAAJISTh [TOJIb30BATE I,

ITonb3oBareasr root wim | ABTOMATHYECKH Takxe xkaxk SYSDBA. Tompko B PEJl Baze /lannbix

CyIIepIIOJIb30BaTEb B Embedded.

POSIX

Butazgenen 6a3pl manabx | ABromaTrndeckn Tak>ke kak SYSDBA, HO TOJIBLKO B 9TOH Oa3e [TaHHbIX.

A mvMuHECTPATOPBI YcranaBauBaeTCs B | Takke kax SYSDBA, ecyin COOJIIOJEHBI CJIEIYIOIIHE

Windows CURRENT_ROLE, €CJIH | yCTIOBUS:

BXOJI yCcIieuieH

e B daiisie xoudurypanuu firebird.conf (na-
pamerp AuthServer) B CINCKe IUIAIMHOB LPHU-
cyTcTBOBas IpoBaiinep Win_Sspi. Kpowme Toro,
9TOT IJIATWH JIOJI?KEH IPUCYTCTBOBATH M B CIIHC-
Ke ILIAIMHOB KJIMEHTCKOW CTOPOHBI (HapaMerp
AuthClient).

e Bo Bcex 06azax maHHBIX, Tje TpebyeTcs IIOJ-
HOMOYMNSI CyInIepIojb30BaTe Isd JOJIZKEeH 6bITb
BkJitoueH AUTO ADMIN MAPPING wuam  cosjia-
HO OTOOpakeHWe IIPEJIONPEIEIEHHON  TPYIIIbI
DOMAIN_ANY_RID_ADMINS ma poJsib RDBSADMIN.

e IIpu BxOmE He yKazaHa POJIb.

OOBIYHBINA I0JIL30BATE/ID

Homkaa OBITH TIPEIBAPH-
TEJILHO BBIJIAHA U JIOJIKHA,
OBITH yYKa3aHa IMPHU BXOJE

Taxke kak SYSDBA, HO TOJIBKO B Te€X 0a3ax JAHHBIX,
rJie 3Ta POJIb MIPEJIOCTABJICHA.

ITosbzosarens POSIX

Homkaa OBITH TIPEIBAPH-
TEJIbHO BBIJIAHA U JOJIZKHA
OBITH yYKa3aHa IMPHU BXOE

Taxke kak SYSDBA, HO TOJIBKO B Te€X 0a3ax JIAHHBIX,
rIe 3ra posab npemocrasiena. lompko B PEJ] Baze
Hamubix Embedded.

(paspbiB Tabaunupl)

e Cp. 180



PykoBojacTBO ajgMuHuCTpaTopa
9.4 Unentudukarus u ayTeHTH(OUKAIIAS

(pa3pbiB Tabnuupl)

ITonb3oBaTenn Poar RDBSADMIN 3aMeuanue

[TonszoBaress Windows | lomkua 661Th npeaBapu- | Takake kak SYSDBA, HO TOJIBKO B TeX 0a3ax JAHHBIX,
TEJIbHO BBIJIAHA U JOJKHA | TIe 9Ta POJIb IpejocTaBieHa. J[OCTymHO TOIBKO ec-
ObITh yKa3aHa 1pH Bxofe |Jyu B daiine kouduryparuu firebird.conf (uapa-
MeTp AuthServer) B CIUCKE IUIATUHOB IIPUCYTCTBO-
BauI mpoBaiiziep Win_Sspi. Kpome Toro, sror miaruu
JIOJKEH MPUCYTCTBOBATDL U B CIIMCKE ILTATUHOB KJIH-
eHTCKO cToponbl (napamerp AuthClient).

9.4 Nnentudukaiiysa 1 ayTeHTUOUKAIAS

B CYB PEJI Baza /laHHbBIX niaeHTH(UKAIUS U ay TeHTU(PUKAIMS OCHOBAHA HA MMEHU I10JIb30BaTe/Is,
€ro mapoJie, a Tak»e JApyrux (pakTopax ayTeHTH(DUKAIIAN.

st TOTO, YTOOBI IPONTH MIPOIEAYPY WIACHTUMUKAINHN, TTOJIH30BATEIb 00I3aH MPEIbIBUTDH CBOM JIOTHH
(umst nosbzoBatesst). OCHOBBIBasich Ha 9TOi MHbOpPMANUK, CepBEp B JaJbHENIeM OIPEIeNUT, KaK JI0XK-
Ha [POUCXOJUTDH ayTeHTHMHUKAINS TOIb30BATEA, U KaKUe IIPaBa CMOXKET HOJYYUTh II0Jb30BATE/b I10CIE
[TPOXOXKIEHUS Ay TeHTU(DUKAIIAN.

Ilon ayrentudukanmeil MOHUMAECTCH IIPOIIE/IyPa IIPOBEPKUA TOTO, YTO CYOBEKT OE30IMACHOCTH UMEHHO
TOT, 33 KOro OH cebg Bbigaer (TOT, Ybe MMsl OH IPeAbaBUI IIpu ujeHTuduKkaimn). Jannas nposepka mpous-
BOJUTCS C IIOMOIIIBIO HEKOH YHUKaJIbHOM nHdopManuu (Kak IpaBUIO, HAPOJIsl Wik cepTUudUKaTa).

Becw dynkimmonas, KOTOpbIii OTHOCUTCS K ayTeHTU(PUKAINY, PEAJM30BaH B BUJE CTOPOHHUX ILJIATH-
noB: Legacy_Auth, Gss, Srp, SrpArgon2id, Win_Sspi, GostPassword, Certificate u VerifyServer. Oun
pPeaNmn3yIoT CJEIYIOIIe MEeTOIbl &y TeHTH(MDUKAIIUN:

e Besonacuast naposibHasi ayTeHTH(UKAIUS ¢ HCIoJb30oBanueM rporokosna SRP. Ilojep:kuBarorcs
BapHUAHTHI IPOTOKOJIA, UCTIOJIL3YIONINE PA3IMIHbIe AJITOPUTMBI XermupoBanust SHA B mporecce BbI-
nosmenus ayrenrudunkanun: Srp (SHA-1), Srp224 (SHA-224), Srp256 (SHA-256), Srp384 (SHA-
384) u Srp512 (SHA-512). Ilo ymosuanuio ucnoassyercs Srp256. Bepudukarop maposs 1jist Beex
BapUAHTOB IIPOTOKOJIA (POPMUPYETCsl U XPAHUTCsI ¢ ucnoJib3oBannem SHA-1.

e Desonacnas naposbHas ayTeHTUMHUKAINS, OCHOBaAHHAs HA IPOTOKOJE SRP 1 MCIOJIB3YIOIasi ajiro-
put™m Argon2id jyis popMHUpPOBaHUS U XpAaHEHUsT BepUMUKATOPA MAPOJIS.

e Tpamunmnonnas (Legacy_Auth) ayreHTuduKalys, yHACIEIOBAHHA OT IIPEIBIILYIUX BEPCHIi;
e Jlosepuresnbhas (Win_Sspi) ayrenruduranus jnyg OC Windows;

e Meroy GostPassword obGecrieunBaer ayTeHTUMUKAIUIO C UCIIOJBL30BAHAEM AJTOPUTMOB MI(pPOBa-
Hust w3 Kpunrorpadudeckoro miarnna (Crypto  API);

o [ljiarun Certificate mosBoJisieT ayTeHTHMUIMPOBATE II0Jb30BaTe el mo ceprudukaram X509;
o Ilnarun VerifyServer mo3BoJsisieT KJIUEHTY IIPOBEPUTH CEPTUMUKAT CEPBEPA;
e Jlosepennas ayrenruduraims depes mexanuam GSSAPI (Gss);

e JloBepennast ayTeHTH(bI/IKauI/H/I J71s1 BeITTOJTHeHUsT Execute Statement On External 6e3 YKa3aHUsL
naposist (ExtAuth).

Ilnaruubl ayTeHTHMOUKAIINA COCTOST U3 TPEX 4YacTeil U BCe TPU YaCTU JIOJKHBI OBITH HACTPOEHBI OT-
nenbHO B firebird. conf:

e Kimenrckas gactsh (nmapamerp AuthClient) - moAroTaB/IMBaeT JAHHBIC Ha KJIUEHTE JJisi OTIIPABKA
Ha CepBep;

e Cepsepnas dacthb (napamerp AuthServer) - nposepseT naposib Ha NPABHJILHOCTD

I s paGorb! ganuoi byHKIMEA HEOGXOAMMO HAJINYHE KPHIITONPOBaii[epa i KPUIITOIIaruHa (TI0C/e{Huit BXOJUT B TOCTABKY
CVYB/I PE/l Baza launbix - crypto_api). Kpunronposaiinep peanusyer dpyHKImn mmdpoBaHus U XIMUPOBAHUS, & KPHIITO-
IJIArMH [IPEeJOCTaBJsieT YHUpUIIMPOBaHHbINA nHTEepdeiic mexk 1y kpunronposaiigepom u cepsepom CYB/I PEJI Baza JlanubIx.
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e Menepkep nosib3oBaresieii (mapamerp UserManager) - jo6aBiisieT, N3MeHsSIET U y/IaJIsieT MOJIb30Ba-
TeJieil Ha cepBepe. DTO He TPeOyeTCsl, eCIl UCIOJIb3YeTCsl KAaKOH-Inb0 BHEITHNN MeTOo/1 ayTeHTudu-
Kaluu, TaKOi Kak JIoBepeHHasi ayTeHTuduKarmms Windows.

ITapamerp AuthClient HacTpamBaeTcs Ha KJIUEHTCKON MAIIMHE U COJEPIKUT CIIUCOK METOJOB, IOJJEP-
KuBaeMbIX KiaueHToM. [lapamerp AuthServer macTpamBaeTcs Ha CepBepe M COMEPXKUT CIUCOK JIOCTYITHBIX
METOJIOB ayTeHTU(DUKAIINN, PA3PEIIEHHBIX cepBepoM. MeTo bl MePeInCasaioTcs B BIIE CTPOKOBBIX CHUMBOJIOB
(cy10B), pa3/IEJIEHHBIX 3alATHIMI, TOYKAME C 3aISTOH MU IPOOEIaMH.

TlomymaHOCTS TTOIBL30BATENIS TTPOBEPSIETCST METOAOM, YKA3aHHBIM MEPBLIM B chrcke. Ecim mpoBepuTh
[IOJVIMHHOCTD C IIOMOIIBIO HErO He YAAJIOCh, TO CEPBEP IIEPEXOAUT K CJIELYIOMeMy U T.1. Ecau Hu oauH MeTo
He TOTBEP/ U TOJIMHHOCTD, TO TOJIL30BATE/b MOIYyYIaeT coobiienne 06 ommoke.

CYB/l PE/l Basa Jlanubix Takxke obecrednBaeT BO3MOYKHOCTH ayTEeHTH(MUKAINU TOTB30BATEIS HA
cepBepe ¢ ucnoJibsoparuem porokosa LDAP. [Ipu ayrerTudukanymm u3 ciry>K0bl KATAJIOIOB 3AIIPAIITBAETCS
JIOTIONTHATEIbHAst MHMOPMAIUs 0 ToJab30Barese (renedoH, ajgpec, email u T.71.), 1 Ha OCHOBE THX JAHHBIX
3aII0JIHSIIOTCSI KOHTEKCTHBIE IIepeMeHHbie Ha cepepe b /1.

9.4.1 VYmnpapJjieHHEe NOJIb30BaTEJIIMU

CozaTh 1OJIB30BATENs] MOXKHO C IIOMOINBIO OJHOIO U3 IUIAIMHOB YIIPABJICHUS IIOJIB30BATEJISIMU,
yKa3aHHbIX B Iapamerpe UserManager (daiina woudurypamuun firebird.conf): Srp, SrpArgon2id,
GostPassword_Manager, Legacy_UserManager. Ilo ymosraanuio ncnosb3yercst TOT IUIArUH, KOTOPBINA ObLI
yKa3aH IIepBBbIM B CIIUCKe.

MNMudopmanust o moabp30BaTeIsIX, 32PErNCTPUPOBAHHBIX JJI KOHKpEeTHOTO cepBepa Pen Baszwbr Jlanubrx,
XpaHuTCcsa B 0co00il Oaze maHHBIX Oe3omacHocTtn — securityb.fdb. Jlng kaxkioit 6a3pl JaHHBIX Oa3a JaH-
HBIX OE30IIaCHOCTH MOXKET OBITh TIepeotnpeierniena B daiire databases.conf (mapamerp SecurityDatabase).
JIrobast 6a3a MJaHHBIX MOXKET OBITH 0a30i JaHHBIX 0E30ITACHOCTHU JIJISI caMoii ceOsl.

CﬂegyeT Y4IUThIBAaThH, YTO OAHOMMEHHLBIE IIOJIb30BaTE/IN, CO3JaHHbIC C IIOMOINBIO PA3HBIX IIJIAI'MHOB
YIIpaBJaeHUA IIOJIB30BaTEJIAMMA — I3TO PA3HBIE ITOJIB30BaTE/IN.

DTO CBS3aHO C TEM, UYTO METOBI MAPOJBHON ayTeHTU(UKAINN UCIOJIb3YIOT pa3Hble TabJaubl B Oa-
3€ JAHHBIX OE30ITaCHOCTHU [IJIsi XPAHEHUs JAHHBIX HoJib3oBareseil. [losromy st cucrembl ayrenTrduKaumn
NOJb30BaTEb, CO3JaHHbINA MeHe/zKepoM Legacy_UserManager, HUKaK He CBA3aH C II0JIL30BaTEIEM, CO3/IaH-
HBIM Srp. ¥ HUX pa3Hble [IAPOJH U Jpyras HoJb30BaTe bcKass nHdopMalns. Ho ¢ Toukn 3peHusi IBUXKKA
9THU TOJIH30BATE/N OJMHAKOBbIE, TaK KaK JIBUYKOK NJEHTUMDUIUPYET IT0IH30BATEEH 110 UMEHAM.

MoKHO yHpaBJisiTh YYETHBIMU 3aIIUCSIMU II0JIb30BaTe el cpejcrBamu oneparopoB SQL. Takas Bo3-
MOXKHOCTB IIP€JIOCTABJIEHA CJIEIYIONTUM I10JIb30BATEISIM:

e SYSDBA;

e Jlobomy moJib30BaTENIO, UMEIOIEeMy paBa Ha poiab RDBSADMIN B Gaze maHHBIX OE30MACHOCTHA U
npaBa Ha TY K€ POJIb Jijlst 6a3bl JAHHBIX B AKTUBHOM IOJKJ/IIOYEHUH (II0JIB30BATENb JOJIZKEH 107
KJIIOYAThCs K 6a3e JIaHHBIX C POJIBIO RDB$ADMIN);

e ITpu Brutouennom cuiare AUTO ADMIN MAPPING B 6a3e JaHHBIX IOJb30BaTeseii (security5.fdb
WJIM TOM, YTO yCTAHOBJIEHA JJIsi Baleil 6asbl JaHHBIX B (aiise databases.conf) — mo6oit amqvu-
HUCTPATOP OnepanuoHnoil cucrembl Windows (IIpu ycJIOBUEM UCIIOJIL30BAHUS CEPBEPOM JIOBEPEHHOM
aBropusaiuy - Win_Sspi) 6e3 ykasanug posu. IIpu 3T0M He BaXKHO, BKJIIOYEH UJIU BBIKJIIOYEH (hJiar
AUTO ADMIN MAPPING B camoii O6a3e JaHHBIX.

Henpusunernposanubie mobp30BaTe I MOTYT UCIOJIL30BATH TOMBLKO oreparop ALTER USER jjist m3me-
HeHMsI COOCTBEHHON yYETHOI 3aIncH.

,ZLHH CO3TaHUS HOBOMI y‘IeTHOIU/I 3allUCHU IIOJIb30BaTeJId UCIIOJIb3YEeTCA CJIe,HyIOH_[I/II'?'I CHUHTaKCHC:

( CREATE USER <zmormr> PASSWORD '<maponp>' W

(npomonxerne Ha cneaytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
[FIRSTNAME '<wmMsi momb3oBaTens> ']
[MIDDLENAME '<0T4YeCTBO MONIb30BaTeNs>']
[LASTNAME '<damuiaus momb3oBaTens>']
[ACTIVE | INACTIVE]
[USING PLUGIN 'mms mmarusa']
[TAGS (<aTpumbyr> [, <aTpubyr> ...] )]
[GRANT ADMIN ROLE]

<anI/I6YT> i 1= <uMd a'rpn6y'ra> S IC'I‘POKOBoe 3HayeHue '
(& J

Ilob3oBaTEND OKEH OTCYTCTBOBATH B Tekyleit 6ase manubix OeszomacHoctu PEJL Baspr Jlamabix
rHadve OyJIeT BBIJIAHO COOTBETCTBYIOIIEe coobIeHe 00 ormoKe.

Nms mob30BaTe s MOYKET COCTOATH MakcuMyM u3 63 cumBosioB. Haunnas ¢ PEJ Bassr /lanubix 3 mme-
Ha, I10JIb30BaTE el MO INHAIOTCS OOIIEMY TTPABIIIY HAMMEHOBAHUS UACHTU(MUKATOPOB 00 HEKTOB METAIAHHDIX.
Takum 06pasom, mosib30BaTENb ¢ nMeHeM "Alex" u ¢ umenem "ALEX" OyayT pasHBIMU IOJIb30BATEISIMHU.

IIpemoxkenne PASSWORD 3aaéT mapoJib moJib3oBaTe . MakcuMasbHas JJINHA TapOJisi 3aBUCHUT OT
[UIarvHa OPOBEPKH IojyInHHOCTH (AuthServer) m miarumHa yupasieHust mnodb3osaresnsiMu (UserManager).
st naruna Srp addexTuBHas JynHa maposist orpanndena 20 6aiitamu. s nutaruna Legacy_UserManager
MaKCUMAaJIbHAS JIJINHA [1apoJisi PaBHA 8 OaiiT.

Heobsizarensubie npegmoykennst FIRSTNAME, MIDDLENAME u LASTNAME 3a/a10T JOMOJIHUTEIbHBIE aTPH-
OyTBI TTOJIL30BATEISA, TAKNE KaK UM MTOJIb30BATENsI, OTIECTBO U (paMUINS COOTBETCTBEHHO.

KpOI\/Ie TOro MO2KHO 3a/iaTb HEOI'DaHUYCHHOE KOJIMYECTBO IIOJIB30BATEJIbCKUX anI/I6yTOB C IIOMOIIBIO
Heo0sI3aTeILHOTO TpeIoXKeHust TAGS.

Ecau npu cosmanum yuérroit 3anucu OyaeT ykaszan arpudyt INACTIVE, To moJsib30BaTes b OyAeT CO3IaH
B "HEAKTUBHOM COCTOSTHUE", T.€. HOJKJIIOUUTHCS C €r0 YIETHON 3a1nchio OyaeT HeBo3MOXKHO. [Ipu ykazanun
arpubyrta ACTIVE moJib3oBaTesb OyIeT CO3/aH B aKTUBHOM COCTOAHUM (II0 YMOJIYAHUIO).

C ommwmeit GRANT ADMIN ROLE cosmaércst HOBBIN IOJIb30BATE b ¢ ITpaBaMu poJiu RDBSADMIN B 6a3e jaH-
HBIX [0JIb30BaTe el (security5. £db). D10 HO3BOJIIET €My YIPABJIATH YIETHLIMUA 3AUCAMU [OJIH30BATEICH,
HO He JIaeT €My CIIEIHAJIbHBIX IOJHOMOYNN B OOBIYHBIX 0Oa3ax JAHHBIX.

Heobszaresnbnoe npeioykenne USING PLUGIN 103BOJISIET SIBHO YKA3bIBATH KAKON IUIATUH YIIPABJICHUS
[I0JIH30BATEJISIMU OyJIeT MCIIOJIL30BaH. JJOMyCTUMBIMU SIBJISIIOTCS TOJIBKO 3HAYEHUs, IIEPEINCIEHHbIE B IIapa-
merpe UserManager.

Ecmau npenmoxenne USING PLUGIN me ykasamo, TO IIpH T00ABJIEHUN IIOJIH30BATEIST OH caM J00aBIISETCS
BO BCe IIATMHBI U3 CIIMCKa rmapaMerpa DefaultUserManagers (B TOM 4mciie ero arpubyThl).

,ZLHH U3MEHCHUA cymeCTBy}omeﬁ yquHoﬁ 3allrCh TOJIb30BaTeIAd UCIIOJIB3yEeTCA CJ'IG,I[yIOH_LI/IfI CHHTaKCHC:

s N
ALTER {USER <morumm> | CURRENT USER}

{
[SET]
[PASSWORD '<mapoms>']
[FIRSTNAME '<uMa monb3oBaTens> ']
[MIDDLENAME '<0T4YecCTBO HONb30BaTels>']
[LASTNAME '<damuius momb3oBaTens>']
[ACTIVE | INACTIVE]
[TAGS (<aTpubyT>|DROP <ums aTpubyta> [, <aTpubyr>|DROP <umMs aTpubyTa>...] )]
}
[USING PLUGIN 'mMa mmaruza’]
[{GRANT | REVOKE} ADMIN ROLE];

(npomonxerne Ha cneaytoLeid CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

<aTpubyTr> ::= <mMa aTpubyTa> = 'CTpOKOBOe 3HadeHue'

B oneparope ALTER USER [MO/I2KHO TTPUCYTCTBOBATD XOTSA OBI OTHO M3 HEOOS3ATETbHBIX MPEIJIOKEHUIA.

OTO €IMHCTBEHHBIN ONEPATOP YIPABJICHUs] YIETHBIMU 3AIUCAME, KOTOPBI MOXKET TaK¥Ke HCIIOJIB30-
BATHCHA HEIPUBUJIETUPOBAHHBIMU TOJIH30BATEIISIMA Il M3MEHEHUsT UX COOCTBEHHBIX yUETHBIX 3aIuceil, OHa-
KO 9TO He OoTHOocUTCS K ommusaM GRANT/REVOKE ADMIN ROLE u aTpubyTty ACTIVE/INACTIVE a1 m3MEHEHUsT
KOTOPBIX, HEOOXOIMMBI aJMIHICTPATUBHBIE ITPUBUJIETUH.

Ecmu npemnoxenne USING PLUGIN me yKasaHO, TO NIpPH HU3MEHEHHM ATPUOYTOB IOJIH30BATE]IS
OHH CaMU CMEHSETCA Yy COOTBETCTBYIOIIMX IIOJb30BaTeleii B IJIarmHax W3 CHHCKa IIapamerpa
DefaultUserManagers.

Ecim B kakoM-71160 1jIaruHe u3 CIKCKA HET II0JIb30BaTeJid, TO OH rH‘O6a.B.HHeTCH, HO TOJIBKO €CJINn Cpeau
NU3MEHAEeMbIX anI/I6yTOB €CTb IMapOJib.

ILHSI YAaJaeHus CyH.LeCTByIOH.IefI y'—IeTHOfI 3allUCHU II0JIb30BaTeJId UCIIOJIb3YyeTC A C.He,HyIOHLI/Iﬁ CHUHTaKCHUC:

DROP USER <morum>
[USING PLUGIN 'mms mmaruma'l;

Ecmu mpenmoxkerne USING PLUGIN He yKa3aHO, TO IPHU yIAJE€HUN IIOJIB30BATEIS OH CaM yJajseTcd U3
BCEX IJIArMHOB M3 cImcKa nmapaMmerpa DefaultUserManagers.

9.4.2 BbJokupoBaHHe ceaHCa IOJIb30BaTeJIsd

I Hauunas ¢ Bepcun PEJL Baszsr Janusix 5.0.3 oneparop HemocTyneH.

Omneparop SUSPEND 1mo3BoJisieT 3abJIOKHPOBATH CEAHCHI TIOJIB30BaTE el U POJIeii:

SUSPEND { [USER <cmucok momb3oBareneir>] | [ROLE <cmmcox pomneir>] }
[DISCONNECT] | [PERMANENT];

<CIHCOK Tolb30oBaTenel> ::= "<uMa momb3oBaTensa 1>" [, "<uMa nmombzoBaTens 2>" ...]
<cmmcor pome#> ::= "<umg pomm 1>" [, "<uma pomm 2>" ...]

3abJI0OKUPOBATh CEaHC JJIsl CIIMCKA I10JIb30BaTes el Wik poJeil MoxkeT ToJabKOo SYSDBA, Biiajesier; 6a3bl
JIAHHBIX, 10JIb30BaTEIb ¢ posibio RDBSADMIN. 3absioKupoBaTh COOCTBEHHBIN CeaHC MOXKeT JIF000# 0JIb30Ba~
TeJIb.

3abJI0KNPOBAHHBIN TOJIH30BATENb OyJIeT moJydarh omuoKy "Connection suspended" Ha Bce 3ampo-
ChbI, KPOMeE ITOBTOPHOIO IOJIKJIFOYEeHNsT K 6a3e JMaHHBIX, OTKJIIOYEHUs OT 0a3bl JAHHBIX WJIM CO3/aHUsI HOBOI'O
MOAKIIOUEHNST K 0a3e JaHHBIX.

SUSPEND USER TEST_USER

ITapamerp kKoundurypanuu ConnectionSuspendTimeout MO3BOJIAET YCTAHOBUTH ISl BCETO CEPBEPa UJIH
OT/IEJIBHO J171sT 6a3bl TAHHBIX KOJIHMIECTBO CEKYH/I, 10 UCTEIEHNN KOTOPBIX ceccusi De3/1efICTBYIONIEro M0JIb30-
Baresiss Oymer 3ab/I0KMpoBaHa. V3MeHnTh 3HAYEHUE MapaMerpa JJIsi TEeKYIIEro MOJK/IIOUYeHN MOYXKHO C II0-
Moripio isc_dbp_suspend_timeout. YcTaHOBUTH TaitMayT OOJIBIIE OMPEIETIEHHOIO KOHMUIYpaIHeil MOKeT
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ToJibkO SYSDBA, Bitajiesner; 6a3bl JaHHBIX, [TOJIb30BaTEIb ¢ POJIbio RDBSADMIN.

1t BOBOOHOBJIEHUST JIOCTYIIa HEOOXOAMMO HCIOJb30BaTh API murepdeiica IAttachment ¢dyukimio
reconnect () wian isc_reconnect (), nepegaBasi Bce HEOOXOIUMBIE JIJISI TIOBTOPHOII aBTOPU3AINN JIaHHBIE.
B cityuae ucnosb3oBaHust 10BEpEHHON ayTeHTU(MUKAINY, YKA3bIBATH aBTOPU3AINOHHbBIE JJAHHBIE HE TpedyeT-
csl.

ITpumep ucronb30BaHUs (DYHKIMHU [IPY BO30OHOBJIEHUN JO0CTyIa B yruiaure 1SQL:

RECONNECT [ [PASSWORD '<mapoub>']
| [CERTIFICATE '<ammac_ceprudpurata>' [PIN <mapoib_3arphHTOro_xunda>] ]

1;

s BO30GHOBJIEHNSI BBITIOJIHEHUS TPAH3AKIIUI /3a1IPOCOB 3a0JIOKMPOBAHHDLI 0JIb30BATE b JIOJIZKEH 10~
BTOPHO BBECTU CBOU aBTOPHU3AIMOHHBIE JIAHHBIE. DTO MOYKHO CJIeJIaTh ¢ MOMOIIBIO orepaTropa RECONNECT. B
cJIydae yCIIeNTHOrO BBOJA I1apOJIs, BCE HE3ABEPIIIEHHbBIE 10 MOMEHTa OJIOKUPOBKU TPAH3AKINH OYLyT IPOI0JI-
2KEHHBI.

Ecau monb3oBaTenbeckoe MOAKIIOUEHNE 3aKPHITO BMECTO OJIOKHPOBKY WJIN TIOCTE HEE, TO BCe He3aBep-
ITeHHbIE TPAH3AKIINN OTMeHsTCs. it BO30OHOB/IeHUsT PAOOTHI, TTOJIH30BATEIO HEOOXOIMMO BBITIOJTHUTD TO/I-
KJIIOYeHre K 6a3e JaHHbIX CO BCEMHU CBOMME aBTOPU3AIIMOHHBIMY JAHHBIMHA. DTO MOYKHO CIAEJIATH C ITOMOIIBIO
onepaTopa CONNECT.

9.4.3 Besonacuas maposabHas ayrentudukanus (SRP)

PE/I Baza amabix 5 moagepKuBaeT MeTO/T ayTeHTH(DUKAIINN TI0JIb30BATEIelH, Pean30BaHHbI B Ka-
9YecTBe IUTaruHa o yMosrdanuio - Secure Remote Password (SRP) Protocol.

B pesyabrare paboThl JAHHOrO IPOTOKOJIA 00€ CTOPOHLI IOJIYYAIOT JJIMHHBIA CEKPETHDINA KJIIOY, IIPOBe-
PsieMbIil Ha COOTBETCTBHE MEXK Iy CTOPOHAMU II0CJIE [TOJIydeHus. B ciydasx, Koraa IOMUMO &y TeHTH(OUKAIUN
HeobxonuMo T poBanne Janubix, SRP mpenocrasiser 6osee nanéxune, uem SSH, u Gostee 6GbicTphIe, YeM
nporokosa duddu-Xemnmana, cpeacTsa A JocTUxKeHns 31oii mean. OH TakzKe He 3aBUCUT OT TPEThUX JIHIL,
B orsimune ot Kerberos.

SSH npotokosi Tpebyer MmpeaBapuTebHOrO OOMEHa KJIIYaMU MEXKJy CEPBEPOM U KJIUEHTOM, KOIJIA
OTKPBITHIN KJIIOY pacroJiaraercs Ha cepBepe. SRP He Hyxkmaercst B sToM. OT KjimeHTa TpebyeTcsi TOJIBKO
JIOTWH U TapoJjib. Bce 0OMEHBI IPOUCXOMIAT, KOTJIA COEINHEHUE YCTAHOBJIEHO.

Kpowme Toro, SRP ycroiiuus k arake nocpeanuka (man-in-the-middle).

st Toro, wTo6nr moss3oBaTenb PEJ] Ba3er JJaHubix cMOr mpoiiTu mapoabHYIO ayTeHTH(MUKAIIIO, OH
J0JIZKEeH 6I)ITI) npeaBapuTe/IbHO CO3/laH C IIOMOIIBIO IJIarMHa YIIPpaBJICHUA IIOJIb30BaTEIAMN Srp:

CREATE USER test PASSWORD 'pass'
USING PLUGIN Srp;

st sToro B (aiisie konduryparun firebird. conf napamerp UserManager J0/KeH COJIEPXKATH 3HA-
YeHne STrp B CIUCKE:

UserManager = Srp, Legacy_UserManager

JlaHHbBIE O HOIB30BATENIAX, CO3AAHHBIX C OMOIIBIO STP IUIATMHA, XPAHSTCS B 6a3e JAHHBIX GE30IACHO-
cru (security5.fdb) B Tabiuue PLG$SRP (cm. IIpusoxenue I').

Meme izkep mosib3oBaresieil Srp xamupyer maposb agropurmom SHA-1, npu sTom addekTuBHast AjinHA
mapoJist orpanndena 20 6aiditamu. Ha nymny naposst et orpanudenusi B 20 0aliT 1 OH MOXKET OBITH HCIIOJIb-
30BaH. X3IIHM PA3JIUYHBIX [IAPOJIEl, JJIMHA KOTOPBIX bosiee 20 baiit, Toxke pasiudHbl. [Ipenern sdpdekTuBHOCTH
HACTyIaeT U3-3a OrpaHuveHHoN JyuHbl x31ma B SHA1 parom 20 6aiit win 160 6ur. Pano wian mo3aHo Haii-
nércst 6ojiee KOPOTKHUI MMapoJib ¢ TeM 2Ke XdmeM ¢ momornbio ataku Brute Force. Mmenno mostomy wacto
roBOPAT, 9TO 3 deKkTuBHas JyuHa napoJis s aaroputMma SHA1 cocrasasier 20 Gaiir.
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st paboThI TaHHOTO MeTOoJIa HeoOX0AUMO, YTo0k B (daiije kouduryparun firebird. conf mapamerp
AuthServer B crmmcke 3HavYeHUil cojepxkaj MeTon ayreHTudukanmu Srp. Kpome Toro, sror mMeTos 1o/KeH
NPUACYTCTBOBaTh U B CIIMCKE METONOB KJIMEHTCKOU CTOPOHBI - B mapaMerpe AuthClient.

AuthServer = Srp
AuthClient = Srp

g ayrerTudukanum B pekuMe Srp HeOOXOINMO MPEIbIBUTH UMSI [TOJI30BATEIISA U MaPOJIb:

isql localhost:d:\test.fdb -user test -password pass

9.4.4 Besonacuasa mapoJsbHas ayrentudukanus (SrpArgon2id)

PE/I Baza Jamabix 5 moggepKuBaeT MeTO/T ayTeHTU(DUKAIINN TTOJIb30BATEIeH, Pean30BaHHbI B Ka-
dJecTBe ItaruHa SrpArgon2id. Jlanublil MeTox ocHOBaH Ha Iporokoie Secure Remote Password (SRP) u
UCIOJIB3YeT aJI'OPUTM XelmupoBaHus maposeit Argon2id s dopMupoBaHust U XpaHeHUsT BepuUKATOPA
1apoJIs.

IInarun SrpArgon2id He ABJISETCH CAMOCTOSTEHHON OUOIMOTEKOI U BCTPOEH B CYIIECTBYIOIIYIO OMb-
muoreky libsrp.so (Linux) nim srp.d1l (Windows).

Ilo cpaBHenuo ¢ IArnHOM STp HOBBIN METOJ UCIIOIH3YET COBPEMEHHBII AJrOPUTM XEIIIMPOBAHUS I1aPO-
Jieit Argon2id, obecrieunBaronuil 3HAYUTEHLHO 00JIee BBICOKYIO YCTONIMBOCTD K aTakKaM IepebopoM HapoJieii.
ITapameTpbl ajJropurMa BhIOpaHBI B cOOTBETCTBUU ¢ pekoMmenzarmsavmu OWASP.

st Toro uTo6n! mosb3osares b PEJL Baspr JlanHbix cMOr TpOiiTH MapoIbHYIO Ay TEeHTUMUKAITUIO C MC-
[I0JIb30BaHMEM IUTaruHa SrpArgon2id, OH JOJIKEH OBITH IIPE/IBAPUTENHHO CO3/IaH C ITOMOIIBIO OJHOUMEHHOI'O
MeHeKepa MoJIb30BaTe el

CREATE USER test PASSWORD 'pass'
USING PLUGIN SrpArgon2id;

st aToro B aiisie kouduryparun firebird. conf napamerp UserManager J0/KEH COEPXKATH 3HA-
4denune SrpArgon2id:

UserManager = SrpArgon2id, Srp

JlaHHBIE O TIOJIB30BATENISAX, CO3JAHHBIX C ITOMOIIbIO IIarnHa SrpArgon2id, xpaHATCcA B Oa3e JAHHBIX
GesonacHocTH (security5.fdb) B Tabuune PLG$SRP (cm. Ilpuioxkenne I'). st Takux nosb3oBaTeseil Bepu-
dukarop naposs popMuUpyeTcst ¢ UCHoJb30BaHueM ajropurma Argon2id.

st paboThI TaHHOTO MeTOoJIa HeoOX0AUMO, YTo0kl B (aiije kouduryparun firebird. conf mapamerp
AuthServer cozeprkan MeTo ayrenTudukanun SrpArgon2id. Kpome Toro, 3ToT Ke MeTO/| JOJKEH [IPUCYT-
CTBOBATH B CIIICKE METOJIOB KJIMEHTCKON CTOPOHBEI — B napaMerpe AuthClient.

AuthServer
AuthClient

SrpArgon2id, Srp
SrpArgon2id, Srp

st ayrentudukaiuu B pexkumMe SrpArgon2id HeOOXOAUMO IIPEIbABUTD UMSI IIOJIb30BATESI U [1aPOJIh:
isql localhost:d:\test.fdb -user test -password pass
ILmarun SrpArgon2id He 3aMeHsieT CyIIECTBYIOIINE MeTO/bI ayTeHTHdUKauun Srp, Srp224, Srp256,

Srp384 u Srp512. OHM MOT'YT HCHOJIB30BATHCS OJJHOBPEMEHHO, UTO IIO3BOJISIET IIOCTEIIEHHO IEPEBOIUTD HOJIb-
30BaTeJIell Ha HOBBII aJrOPUTM XPAaHEHUsI BEPU(MUKATOPOB HapOoJei.

e Cp. 186



PykoBojacTBO ajgMuHuCTpaTopa
9.4 Unentudukarus u ayTeHTH(OUKAIIAS

9.4.5 Tpagunuonnas (Legacy Auth) ayrentudukamnus

Tpagunuonnast ayTeHTU(MUKAIS TOIPA3yMEBAeT MCIIOJIb30BAHUE MMapoJisi B KAYECTBE eIMHCTBEHHOTO
dakropa ayrentuduranyuu. 1lapoab MoXKeT mepemaBaTbCs CepBepy B BHJE XSIIa WA B OTKPBITOM BHUJIE.
MMudposanne maposs npoucxomnut mo aaropurmy LEGACY.

Ecmu BBl cobupaerech HCIOIB30BATh JAHHBIA METOM ayTeHTUdUKauu, B dailie KOH(MUrYpaImn
firebird. conf BrICTaBUTE 3HAUECHUA CJIEAYIOIMUX IIapaMETPOB:

UserManager = Legacy_UserManager
WireCrypt = Enabled

AuthServer = Legacy_Auth, Srp, Win_Sspi
AuthClient = Legacy_Auth, Srp, Win_Sspi

Ilnarun, orseuaronuii 3a Legacy_Auth ayTeHTudHKAIUIO, He IPEIOCTABISAET KJO4a IMNU(MPOBAHUI
tpaduka. IlosTomy cienyer oTKaunTh o0s3aTenbHoe (Required) mmdposaHue ceccuii uepes mapaMeTp
WireCrypt B KoHHUIYypaIuu cepBepa, T.e. BLICTAaBUTL 3Hadenne Enabled mim Disabled.

s ayTeHTHdUKAIME B TPAJUIIMOHHOM PEKUME HEOOXOUMO TIPEIbABUTH UM IOTH30BATES U TIa-
POJIb, HAIIPUMeED:

isql localhost:d:\test.fdb -user testuser -password testpass

B srom merose ayrenTrdUKAIINN YAUTHIBAETCST TOJIBKO IIEPBbIE 8 CHMBOJIOB JIFOOOTO TTAPOJIS.

st Toro, urober mosb3oBaresb PEJl Basbr Jla#HbIX cMOr IpPOWTH TPAJUIMOHHYIO ayTeHTudu-
KaIlWi0, OH JOJKEH OBITh IPEIBAPUTEIFHO CO3[aH C IMOMOINBIO ILJIATWHA YIPABJICHUS IOJIb30BATEISIMI
Legacy_UserManager:

CREATE USER test PASSWORD 'test'
USING PLUGIN Legacy_UserManager;

Jlanubie 0 MOJIB30BATE/IAX, CO3JAHHBIX B TPAJUIUOHHOM PEXKUME, XPAHATCA B 0aze JaHHBIX Gesonac-
HocTu (security5.£fdb) B rabaune PLGSUSERS (cm. IIpumoxkenue T).

9.4.6 [loeputesibHasa (Win Sspi) ayrentudukamnms

B nosepurenpHOM peknMe ayTeHTH(MOUKAINN UCIOIb3yeTCA CUCTEMA OE30IAaCHOCTH OIEPAIMOHHON Cr-
creMbl. B omeparmonubix cucremax cemeiicrea Windows NT moxk#o nosib3oBarbest yaérabivu 3anucsayu OC.
st aTOr0 HE0OX0MMO, UYTOOLI B (haiiie konduryparun firebird. conf mapamerp AuthServer B cumcke 3Ha-
4JeHnit copepzkas Meron ayrenTudukanun Win_Sspi. Kpome Toro, sror MeTon Jo/KeH IPUCYTCTBOBATH U B
CITNCKE METOJIOB KJIUEHTCKON CTOPOHBI - B mapaMerpe AuthClient. Takke /i UCIIOIb30BAHUS JIOBEPUTEIb-
HOIl ayrenTHdUKAIME CJIeLyeT OTKIIOUUTL obgazaresnbioe (Required) mumdposanue coenunenuii (apamerp
WireCrypt), IIOCKOJIbKY ILIAIUH, peaju3yomuii Win_Sspi, He npegocrasiser Kiod umdposanusd. s sroro
JIOCTATOYHO BBICTaBUTH 3HadeHne Enabled myim Disabled.

AuthServer = Win_Sspi, Srp
AuthClient Win_Sspi, Srp
WireCrypt = Enabled

Jlo PEJI Baser Jlanabix 3 1IpU BKJIFOUYEHHON JOBEPUTEIBLHOM ay TeHTU(UKAIINH, [T0/Ib30BATE N IIPOIIIE I-
e MPOBEPKY 10 YMOJYAHWIO aBTOMATHIecKu orobpaxKajuch B CURRENT_USER. B Bepcum 5 orobparkenue
JOJIZKHO OBITH CIEIAHO sIBHO JJISi CUCTEM C HECKOJbKMMU 0a3aMU JAHHBIX 0€30MACHOCTU M BKJIIOUEHHON J10-
BEPUTEILHOI ayTeHTH(UKAIIEH.

Orobpazkenue it BKJIIOUEHUS WCIOJb30BAaHUS JIOBEPUTENbHON ayreHTudukanun Windows BO Bcex
6a3ax JAHHDBIX, KOTOPDLIE UCIIOIB3YIOT TEKYIILYIO0 0a3y JAHHBIX O0€30MAaCHOCTH:

e Cp. 187



PykoBojacTBO ajgMuHuCTpaTopa
9.4 Unentudukarus u ayTeHTH(OUKAIIAS

CREATE GLOBAL MAPPING TRUSTED_AUTH
USING PLUGIN WIN_SSPI

FROM ANY USER

TO USER;

B stom pexume mpu noakmodenun K cepepy PEJL Baszbr Jlanubix He TpedyeTcss MPeIbsBISITh UMSI
IIOJIb30BATEIA U 11apoJib. Eciin 1os1b30BaTe b JOKAJIHHOIO KOMITBIOTEPA MOJIKJII0YaeTCsA K cepBepy, paboTaro-
meMy Ha TOM Ke KOMIIbIOTepe, TO OH IojiydaeT pojib PUBLIC.

IIpu cereBOM cOelMHEHUU MPOUCXOMUT IIPOBEPKA IIPUHA/JIEIXKHOCTH IIOJIB30BATENS JIOMEHY, B COCTaB
KOTOPOT'0O BXOJUT KOMITbIOTED ¢ paborarorum cepsepom B/I. Eciu mosb30oBaTess He ABI€TCS TOMEHHBIM, TO
OH HEe MMEET MPaB Ha MOJKJIOYCHUE K CEPBEPY.

,HJIH TOTO, 9ITOOBI y3HaThb, C KaKUM HMEHEM II0JIb30BaTeJid U IIapOJIeEM Bbl IIOJKJ/JIIOYUJ/IUCH B peXKHUMe
,HOBepI/ITeJII)HOfI ayTeHTI/ICbI/IKaL[I/II/I, MOZKHO BBIIIOJIHUTDH CﬂeﬂyIOIILI/IfI 3aI1pocC:

select CURRENT_USER from rdb$database;

domain\administrator

To ecTh TOAKJIIOUMIICS TIOJIB30BaTE/ b ¢ UMeHeM administrator, KOTOPBII SIBJISIETCS YJIEHOM JIOMEHA
domain.

LITO6I>I Opu IIOAKJ/IIOYECHNHN JOBEPEHHOI'O IIOJIb30BaTEJIdl HE YKa3bIBaTh HUKAKOMI ,HOHOJIHI/ITQJH;HOI’?‘I HNH-
dopmaru o poJiu, cymectsyer onepaTrop SET TRUSTED ROLE, KOTOpBIil BKJIFOYAET JOCTYII JOBEPEHHOM POJIH.

A vmuHUCTPaTOPBI OnepaImonHoli cucteMbl Windows aBToMaTHYeCKH He TOIy4aroT npasa SYSDBA npu
MOJIKJTIOYEHNN K Oa3e JaHHBIX. VIMET Ji aJMUHHUCTPATOPHI aBTOMATHYecKue mpasa SYSDBA 3aBHCHT OT
ycTaHOBKH 3HavdeHus (aara AUTO ADMIN MAPPING. Ilocme ycmemmnoro "auto admin" mogkrodenns Tekyreit
posbio Oymer siBiaaTbCst RDBSADMIN.

Omneparop ALTER ROLE paspemnraeT min 3alpelraeT aBTOMaTHIecKoe mpeaocTasiaeHne posun RDBSADMIN
anvuHECTparopam Windows B Tekyiieil 6a3e JaHHBIX, €CIU UCIOJIB3YETCs J0BepUTeIbHas aBTropu3arus. 11o
YMOJTIaHUIO aBTOMATHIECKOe TIpeocTaBenne poan RDBSADMIN OTKIIOUEHO.

ALTER ROLE RDB$ADMIN {SET | DROP} AUTO ADMIN MAPPING

Omneparop ALTER ROLE siBjIsteTCsi yIPOIIEHHBIM BHJIOM OIIEPATOPA CO3JAHMSA OTOOPAXKEHUsI IPEeIoIpe-
Jenérnoi rpymmel DOMAIN_ANY_RID_ADMINS ma posnb RDBSADMIN.

CREATE MAPPING WIN_ADMINS
USING PLUGIN WIN_SSPI
FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS

TO ROLE RDB$ADMIN;

B obbrunbix 6a3ax ganabix craryc AUTO ADMIN MAPPING mpoBepsieTcsi TOJIBKO BO BPeMsl HOIKJIIOUEHUS.
Eciu Ajpmvunucrparop umeer pojib RDBSADMIN moromy, 9TO IPOU3OILIO aBTOMATHIECKOE OTOOpaYKeHHEe BO
BpeMsI BXOJa, TO OH OYJIET yAEep:KUBATh 3Ty POJIb HA MPOTSKEHUN BCEil CeCCHU, JTayke eCJIM OH WM KTO-TO
JPYTOI B 9TO Ke BpPeMsI BBIK/IIOUAET aBTOMAaTHIeCKoe oTobpazkenne. ToaHo Takke, BKodeHne AUTO ADMIN
MAPPING He U3MEHUT TEKYIIyiO pojib B RDBSADMIN /11 8 IMUHUCTPATOPOB, KOTOPBIE Y2Ke TOIKIIOYUNINCD.

Pekomeniyercss SBHO yKa3bIBATH Ha TO, YTO OXKUJIAETCS JOBEPUTENIbHAA ayTeHTUMHUKAIUS, UCIIOTIb3Y
JIst 3Toro K4 — tr. Hanpumep, eciiu B cucreMe yCTaHOBJIEHBI COOTBETCTBYIOIINE 3HATEHUS
nepeMeHHbIX OKpy:keHust ISC_USER u ISC_PASSWORD, u He Oyzer yKa3aH KJOY — tTr Ipu
ayTeHTUMOUKAINN, TO BMECTO KOHTEKCTa OE€30IIacCHOCTH OJIb30BATE sl HA CEpBEp OYIyT IMepelaHbl UMsi
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[TOJTH30BATEJISI U ITaPOJIb, COOTBETCTBYIOININE TIEPEMEHHBIM OKPY2KEHUS, KaK IIPU TPAUIIMOHHON
ayTeHTU(DUKAIIK, YTO TPUBEIET K OIMMOKEe, TAK KaK HA CepBepe OXKUIAETCS JTOBEPUTETHLHAS
ayTeHTUOUKAIAS.

IIpu nmoBepuTebHOMN ayTeHTH(UKAIME IIPaBa Ha JTOCTYII U OMepaIny HaJl O0beKTaMu 0a3 JaAHHBIX MOTYT
OBITH HA3HAYEHBI IT0JIH30BATEIO OTIEPAITMOHHON CHCTEMBI, KaK 00braHoMY mtosib3oBaTeio PEJI Basor Jlanubix.

IIpu moBepuresbHON ayTeHTHMUKAIMN BO3MOXKEH CJIEIYIONHi BapuanT coequuenne ¢ B/1:

isql localhost:d:\test.fdb

9.4.7 GostPassword meroa ayreHTudmnKaImm

Mertox GostPassword obecrednBaeT ayTeHTU(MUKAINIO C WCIOJb30BAHNEM AJTOPUTMOB MM POBAHIST
u3 Kpunrorpadudeckoro miarnia. [Ipu ayrenrudukanun Bce JaHHBIE [TOJH30BATENsI, KDOME UMEHHU, [epe-
JIAIOTCS TOJIBKO B 3aIllimPpoBaHHOM Buje. st paboThl JaHHOIO METO0/1a HEOOXOIUMO HAJIMYUe KPUIITOIIPO-
Baiizepa u Kpunromrarunaa. Kpunromrarun Bxoaut B nocraBky CYB/I u nasbiBaercs Crypto_API.

JLJ1st ICTIOTb30BAHNUS STOTO PEKUMA ay TeHTUMUKAIIH ciieayeT B daiine koudurypanun firebird. conf
J106aBUTH B CIIUCOK 3HadYeHUil mapamerpa AuthServer meros ayrenTudukanuu GostPassword. Kpowme toro,
9TOT METOJ, JOJI?KEH IIPUCYTCTBOBATH U B CIIUCKE METOJOB KJIMEHTCKON CTOPOHHBI - B napamerpe AuthClient.
Takxe B koHUTYparmoHHOM (haiiie cepBepa n KJINEHTa HeOOXOAMMO yKa3aTh UCIOIb3YeMbIil KPUIITOILIATTH
CryptoPlugin = Crypto_API (110 yMOJIYAHUIO).

AuthServer = GostPassword, Srp
AuthClient = GostPassword, Srp
UserManager = GostPassword_Manager
CryptoPlugin = Crypto_API

st Toro, aTobsr nmonb3oBaresasb PEJIl Baswer Jannbix cMmor mpoiitn GostPassword-ayTeHTuduKaINIO,
OH JIOJKEH OBITh IIPEIBAPUTENHHO CO3JaH C IIOMOIIBIO IJIATWMHA YIIPABJIEHUS II0JIb30BaTEISIMU
GostPassword_Manager:

CREATE USER test PASSWORD 'pass'
USING PLUGIN GostPassword_Manager;

st Toro, arobsr SYSDBA mor mpoiitu GostPassword-ayTeHTrdOUKAINIO, HEOOXOIMMO CO3IaTh HOBOTO
nojb3oBaress ¢ uMmeHneMm SYSDBA, mcnonb3ys minarun GostPassword_Manager.

JlaHHBIE O IOJIB30BATEJIAX, CO3JAHHBIX 3THUM ILIATMHOM, XPAaHATCA B 06a3e JAHHBIX OE30IacHOCTH
(security5.fdb) B tabaune PLG$MF (cm. IIpuioxkenue I'). Tam XpaHuTcs HE TOJBKO X311 HAPOJisl, HO U
Ha3BaHHUE AJTOPUTMA, C MOMOIIBI0 KOTOPOTO 3TOT X3II IIOJIyYeH.

Jns GostPassword-ayTeHTUUKAINT HEOOXOAMMO MPEIbIBATH UMsI TIOJIb30BATEISI U APOJIb, HAIIPU-
Mep:

isql localhost:d:\test.fdb -user test -password pass;

e Cp. 189



PykoBojacTBO ajgMuHuCTpaTopa
9.4 Unentudukarus u ayTeHTH(OUKAIIAS

9.4.8 Ayrentudukarmus no ceprudukary (Certificate)

PE/l Basza /lamabix 5 mojiepKuBaeT METOJ ayTeHTU(PUKAIMHA 110 CepTUUKATY € UCIOJb30BaAHHEM
AJITOPUTMOB UG POBaHUs U3 Kpunrorpadudeckoro miaruHa. J[js paboTel JaHHOTO MeTOIa HEOOXOIUMO
HaJIM9ne KPUNTOMpOoBaiifepa n Kpunromiarnda. Kpunromiarua Bxoaut B nocraBky CYB/l un mazwiBaercs
Crypto_API.

s Toro, arobsr mons3oBaress PEJ] Baser JlaHHBIX cMOT IPOATH ay TEHTUMUKAIMIO TI0 CePTUMUKATY,
B (raiine koudurypamyun firebird. conf napamerp AuthServer mosken comep:kaTh 3nadenne Certificate
B crucke. Kpome TOro, 3ToT MeTO JOJKEH IPUCYTCTBOBATH U B CIUCKE METO/OB KJIMEHTCKON CTOPOHBI -
B mapamerpe AuthClient. Takxke B KOHMUTYypannoHHOM dailjie cepBepa U KJINEHTa HEOOXOIUMO YKa3aTb
ucnosb3yemblii Kpuiromiarud CryptoPlugin = Crypto_API (o yMOJIYAHUIO).

AuthServer = Certificate, Srp
AuthClient = Certificate, Srp
WireCrypt = Disabled
CryptoPlugin = Crypto_API

Canenyer orkimounTs obsizaresnbHoe (Required) mudposanue coeuHeHN , TOCKOIBKY IUIAMMH, PeaJi-
gytoruit Certificate, He mpeIOCTABIISIET KJIIOY MudpoBanus. /[jist 9TOro 70CTATOYHO BBICTABATH 3HAYEHUE
napaMerpa WireCrypt pasubIM Enabled mam Disabled.

JlaHHbIE 0 TAKOM II0JIb30BaTENe He XpaHATCs B 6a3e JMaHHbIX Ge3onacHocTH (securityb.fdb).

IIpu mogk/IFOUYeHNN HEOOXOIUMO MPEIbABUTh aJIuac cepTudrKaTa U Hapob 3aKPhITOro Kiawda - PIN
(ecom ycranosien). Konreitnep ¢ HabopoM Kirodeil u ceprudukar coznamorcs 3apasee. Hanpumep:

isql localhost:d:\test.fdb -certificate "TESTUSER,®ezepanbHas ciayxba CymebHBX
npucTaBos, 120025bec5106c2a6b1143bac900000025bech" -pin 123456

Aumac ceprudukraTa mpecTaBisger OO0 CTPOKY CJIeIYONEro BUIA:

[ <ammac ceprtudpurara> ::= "SubjectCN,IssuerCN,SerialNumber" ]

rie SubjectCN — umsa Biaesnbna ceprudukara, IssuerCN — HazBanue n3naress ceprudukara, SerialNumber
— cepuiHbINl HOMED cepTUdUKATA B IIECTHAIIATEPUIHOM BHUJIE.

Tabuna 9.2 — [Tapamerpsl KOHGUIYPAIMOHHOTO (hailjia, UMEIUe OTHOIIEHNE K ay TeHTU(DUKAIMH 10
cepruduKaTy

ITapameTrp Bo3morkHoe 3HaveHne KomMmmenTapmuii
AuthServer, Srp, SrpArgon2id, ITapamerp AuthServer - HaboOp METOJIOB ayTEH-
AuthClient Win_Sspi, Legacy_Auth, TudUKaINN, pa3pelieHHbix Ha cepBepe. Ilapa-
Gss, GostPassword, merp AuthClient - HAOOp MeTOMOB ayTeHTH(hDU-
Certificate Kalliu, [IOAAEeP2XKUBACMbIX KJIMEHTOM.
CryptoPlugin Crypto_API NMms 6ubamorekn KpuUIITOIpOBaiigepa (pacno—
JIOXKEeHa B KaraJjore plugins cepsepa)
ServerCertificate <ammrac ceptudpumraTa> Sagaér anuac cepruduKara, KOTOPBIM CEPBED
OyJeT yII0CTOBEPSITh CBOO OJINHHOCTD KJINEH-
TYy.
CertUsernameDN <aTpubyT> ArpubyT ceprudukara, u3 KOTOpOro Oyuer us-
BJIEKATHCSI UMsI €ro BiaJienbia. [lo ymomaanuio
CN.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

ITapameTrp Bo3mokHOe 3HaYeHne KomMmmenTapwmii

CertUsernamePattern <peryindpHOe BHpaxXeHNe> Perynsiproe Bbiparkenwe, mpuMeHsieMoe K aT-
pubyTy ceprmduKaTa ¢ IMEHEM TOJIHL30BATEISA
JJIsT M3BJIEYEHHUS caMOoro 3roro umenu. Vcmoss-
gyer cuaTakcuc SQL, 1o yMoJIManuio He 33/1aH0.

VerifyCertificateChainO | 1 3aaér / OTKIII09aeT IPOBEPKY LENOYKU CePTU-
duKaIIN MOJIH30BATEILCKOTO CEPTH(hUKATA.

TrustedCertificate <ammac ceprupmraTa> Samaér anmac ceprudukara, KOTOPOMY CEPBED
Oyzner noBepsaTh. Kcim mosib30BaTe b IPEIbAB-
JIIET 3TOT CePTUGUKAT, OH OyIeT ayTeHTU(U-
[IHPOBAaH C YKA3aHHBIM MMeHeM 0e3 Iaposis u
6e3 IIPOBEPKU €ro CepTUGPUKATA.

9.4.9 TlIpoepka ceprudukara cepepa (VerifyServer)

PEJI Baza Jlanabix 5 mOJJiep:KUBAET IJIATWMH ITPOBEPKU CEPTUMUKATA CEepBEpa C HCIOJIb30BAHUEM
AJICOPUTMOB IH(MDPOBAHUsI U3 KPUIITOrpaduIeckoro miarnaa. s paboThl JTaHHOrO IJIATMHA HEODXOIUMO
HaJIM9ne KPUNTOMpoBaliiepa n Kpunromiarnda. Kpunromiarua Bxoaur B nocraBky CYB/l u mazwiBaercs
Crypto_API.

JaHHBIA IJIATHH He MMeeT CMbIC/IA UCHOJIb30BaTh 0e3 mosauTuk GesonacHoct (m. 9.4.15), KoTopbIil
IIO3BOJIET HE 3aBepIIaTh MIPOIEeCe ayTeHTUMUKAINY Ha IIEPBOM YCIEITHOM METOJE, & IPOBEPATH BCE METOIbI
ayTeHTU(M)UKAIUT U TOJIBKO IIOTOM IPUHUMATH PEIleHre O TOM, IaBaTh JIA JOCTYI IOJIb30BATEIO NI HET.

s Toro, urober mosb3oBaresb PEJI Baszer lamabix cMor mnpoBepuTh cepTudUKAT CcepBepa,
B aiine koudurypamun firebird.conf mo/okHBI OBITH yKasaHbl mnapameTpbl ServerCertificate um
ServerPrivatePin, a napamerp AuthServer nosmken comepxkarh 3HadeHue VerifyServer B crmmcke. Kpo-
Me TOrO, 3TOT METO/[ JOJI?KEH IIPUCYTCTBOBATb U B CIHCKE METOJIOB KJIMEHTCKOH CTODOHBI - B Iapamerpe
AuthClient. Takxke B KoHUryparmoHHOM (daiiyie cepBepa U KJINEHTa HEOOXOUMO YKa3aTh HCIIOJIb3YeMbIi
kpunromarut CryptoPlugin = Crypto_API (o ymosrdaHuio).

AuthServer = Srp, VerifyServer
AuthClient = Srp, VerifyServer
WireCrypt = Disabled
CryptoPlugin = Crypto_API

I

JlaHHble IIarnHa He XPaHATCA B Oa3e JAHHBIX OE30ITacHOCTH (security5 . fdb).

IIpu moak/roueHnn HEOOXOAUMO YKa3bIBATh IIapaMeTp JJisi IPOBEPKHU ceprudukara cepsepa. Harpu-
Mep:

isql localhost:d:\test.fdb -verify <ammac ceprupmraTa>

9.4.10 AyrenTtudukaliis JOBEepEHHBIM IT0JIb30BaTEIeM

B firebird.conf mgobassien napamerp kouduryparun TrustedUser jijist ayTeHTU(DUKAINN 110 TTAPOJIIO
C IMEHEM JIPYTroro mojb3oBaressd. 1o yMo9anuio mycroii.

ITpu coesmHernn ¢ 6a30ii JAHHBIX KPOMe UMEHHU HoJsib3oBaTessi (isc_dpb_user_name) MOMKHO yKa3aThb
s dexrusablil goruH (isc_dpb_effective_login). B isql juis aroro jgobasieH K09 -1.

Ecnu 3aman 3 dekTuBHBI JIOIHH, TO [IOCJIE YCIEITHON ayTeHTU(MUKAIIH JTFOO0r0 IIarnHa ITPOBEPIeTCsI
3azan u napaMerp TrustedUser:
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e Eciu ne 3a/1aH - OITINOKA, ayTeHTI/Id)I/IKaHI/II/IZ IIOIIBbITKa IIOJMEHbI JIOTHUHa C OTKJIIOYEeHHOIT OHI_[I/IefI.

e Ecim IIapaMeTp 3a/laH, HO JIOTUH II0JIb30BaTeEJId HE COBIIaJaeT C JOBEPEHHBLIM - TOXKE ommuoKa: 1o-
IIbITKa IIOJMEHBbI JIOT'MHa He JJOBEPEHHBIM II0JIb30BaTEJIEM.

e FEcim mapamerp 3aJlaH ¥ JIOTHH TOJIB30BATENIST COBIAAECT C JIOBEPEHHBIM, TO TMPH MOJAKJIIOYCHINA K
0a3e JAHHBIX €r0 MMsl 3aMEHsIeTCs Ha YKA3aHHBIN UM 3(POEKTUBHDBIN JIOTHH.

s sapa CYB/L aro nmonkiiodenne OyJaeT BBINISIETh Kak 0ObIYHOE, HHMOPMAIUS O MOJMEHEe JIOTHTHA
JIO HETO HE JIOXOJINT.

I Paboraer s Bcex TIarmHOB ay TEHTU(DUKAIIAN.

9.4.11 [loBepenHas ayreHTudukaius dyepe3d mexann3Mm GSSAPI

(Gss)

Hosepennasi ayreHTudUKaIs yepe3 Mexanu3M GSSAPI j10CTylHA TOJBKO B IIPOMBIIIJIEHHON PEIAKIIAN
CYB/I PEJI Baza [lanubix. [logpobree pasiuuust (pyHKIIMOHAIA PEIAKIIUIT OIMUCAHBI B Pa3JIesie
Pedaxuyuu CYB/ PEJ] Basa Jarnwvix 5.

PE/L Basza aunbix 5 nomuepxusaer Kerberos ayrenruduxanuio uepes GSSAPI (Generic Security
Services Application Programming Interface). GSSAPI - aro abcrpakrhbiii yposennb nan Kerberos 5, upes-
HA3HAYEHHBIN JIJTs PEIIeHnsT TPOOJIEMbI HECOBMECTUMOCTH CXOKHUX cepBucoB 6ezonacHoctn. GSSAPI obecrie-
YMBAET ABTOMATHIECKYIO ayTeHTHbUKanmio (single sign-on), myist cucTeM, KOTOPBIE €€ TMOJIePXKUBAIOT.

IIpunnun paboTs:

e Jlyisi ayreHTH(DUKAIINY KJIMEHTA UCIOJIb3yeTCsl KOHTEKCT OE30MAaCHOCTH, MOJIYUIEHHBIH TpU BXOJE B
CUCTEMY WJIM U3 JAPYTUX UCTOYHUKOB THHA Kinit.

e 13 KoHTeKCTa GE30IIACHOCTU KJIMEHT M3BJIEKaeT TOKEH, KOTOPbIil oTipasJsercs Ha cepsep CYB /L.

e Cepsep CYB/I nposepsier toker 4epes GSSAPI (mo ymosrdaHMIO 1jisi IPOBEPKH HCIIOJIB3YETCs
Mmexanu3M Kerberos).

e Eciu TOKeH IIPOXOJUT IPOBEPKY, CEPBEP M3BJIEKAET M3 HErO UM II0JIb30BATEJsA, KOTOPOe OyIeT
HCIIOJIB30BaHO JIJIsl TTOIKJ/IIOYEHHs K Oase.

K jmocromacrBaM JJaHHON ayTeHTUMUKAIME MOXKHO OTHECTH [TPEUMYIIECTBA TEXHOJIOTHH €JIHHOTO BXO/IA
(SSO):
® BBO/[ II0JIb30BATEJIEM CBOUX yUETHBIX JAHHBIX TOJHKO OJIUH Pa3;
® OTCYyTCTBUE BBOIA TAPOJIS;
e (E30IaCHOCTD;
® IIEHTPAJIM30BAHHOE XPAHEHNE YIETHBIX JAHHBIX IT0JIH30BATEIEH.

IIpu pabore ¢ Kerberos GSSAPI ucnosib3yer crangapTHble yIETHBIE 3amuc B ¢popMaTe servicename/
hostname@realm.

Wms mosmp3oBaTe st mpu Takoil ayTeHTHdUKAINA (DOPMUPYETCS U3 UMEHHN yIeTHOU 3amucu B 6a3e JaH-
HbIX KDC.

I Taxoit Buz ayrenTudUKaInu paboTaeT TOJIHKO IPH MIEPEate TAHHBIX YepPe3 CETEBOI IIPOTOKOI.

Ecsn osipb30BaTesb yKa3ail JOTUH, TO JAHHBIA METO ayTeHTH(UKaIu OyaeT MIPONTHOPUPOBAH
CEPBEPOM.
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Jlist paboThl JAHHONO METO/a ayTeHTH(MUKAIUN HeOoOXOIUMO, YTOObI B (hailie KOHMUryparuu
firebird.conf nmapamerp AuthServer B cromcke 3HaUYeHWiT comepkajl MeTon ayreHTudukanun Gss. Kpo-
Me TOrO, 3TOT MeTO/Ji JOJI?KEH IIPUCYTCTBOBATH M B CIHCKE METOJIOB KJIMEHTCKOI CTOPOHBI - B Iapamerpe
AuthClient. Tak Kaxk maarws, orBedaromunii 3a GSSAPI ayTeHTH(UKAINIO, HE MPEIOCTABIAET K049a, ud-
poBaHust Tpaduka, CIeayeT OTKIIOYNTh obs3aTenbHoe (Required) mmdpoBanme ceccuit wepes mapaMeTp
WireCrypt B KOHMbUrypauu cepsepa, T.€. BBICTAaBUTH 3HadeHHe Enabled mim Disabled.

Ecau BBl cobupaerech MCMOMB30BATH JAHHBIN METON ayTeHTuUKauu, B dailie KOHMUTYpPaIn
firebird.conf BbICTaBUTE 3HAYECHUS CJICLYIONINX IIapaMeTPOB:

( N
AuthServer = Gss, Srp
AuthClient = Gss, Srp
WireCrypt = Disabled
GssServerKeyfile =
GssServiceName =
GssHostName =
GSSLibrary =
G J
rie

e GssServerKeyfile - myTh 10 (aiiyia, comepKaniuil JOJroBpeMEHHbBIN KJIIOY CEPBUCA, KOTOPBIN 0y-
ner ucnosb3oBare CYBI mis ayrentudukamuu B Kerberos. D9ror kirodeBoit daitn co3gaéres B
nenTpe pacupezesenus kiodeir (KDC), nanpumep komannoit yruimuroii 8 Active Directory;

o GssServiceName - uMs cepBUCA (no YMOJITIaHUIO <<rdb_server>>), co3manHoe Ha cepepe Kerberos
nis ayrenrudukanun CYB/L;

e GssHostName - DNS-azpec cepsepa CYB/I (manpumep «rdb.example.com»);

e GSSLibrary - aunamuueckasi 6ubanoreka GSSAPI (1ibgssapi_krb5.so). [Tognep:kuBaercs Takxke
6ubsmoreka libvas-gssapi.so or One Identity Authentication Services. Ilpu eé ucrosbzoBanun
CYB/I nociie ayrenTudUKAIMA OIPEJIEsSeT TPYIIIbl, Ha3HAYEHHBIE [0Jb30BATEII0 B JIOMEHE, U
Ha3HAYAeT eMy OJHOMMEHHBIE POJIM, CYIIECTBYIONE B 0a3e JAHHBIX.

B PE/I Baze /lanubix 3 npu BKJIIOYEHHON JOBEPEHHONM ayTeHTU(MUKAIMN 0JIb30BATE N, TPOIIE/IIITNe
IPOBEPKY, [0 YMOJIAHUIO aBToMaTmdeckn orobparkaauck B CURRENT_USER. B PEJI Baze lanupix 5 oTobpa-
JKEHUE JIOJIPKHO OBITH CO3AHO ABHO I CUCTEM C HECKOJIBKUMU 0a3aMu JAHHBIX 0€30IaCHOCTH U BKJIIOYEHHON
JIOBEPEHHO ayTeHTuUKaIIeH.

Orobpaskenne JJTsi UCIOJIBL30BAHUS JOBEPUTEIHHON ayTeHTH(UKAIME BO BCeX 6a3ax JAHHBIX, KOTOPbIE
HCIIONIB3YIOT TEKYIILYIO0 0a3y JaHHBIX OE30MaCHOCTH:

CREATE GLOBAL MAPPING GSS_AUTH
USING PLUGIN GSS

FROM ANY USER

TO USER;

B srom pexxume npu nojkiouenun K cepeepy PEJL Baswbr /lanHbix He TpebyeTcst IpebsiBIsATh UMsI

[I0JIB30BATEJIS U 11aposb. Kcim mop30BaTeltb JTOKAJIbHOIO KOMIBIOTEPA IMOJIKJIIOUAETCsI K cepBepy, paboraro-
meMy Ha TOM 2Ke KOMIbIOTepe, TO OH ItojrydaeT posb PUBLIC.

IIpu joBepenHOl ayTeHTU(MUKAIINN BO3MOXKEH CJIEIYIONUi BapuaHT coeauHenue ¢ B/l

isql localhost:d:\test.fdb
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9.4.12 JloBepenHas ayTeHTUUKAIIMA A4 BbIlIoJHeHUus Execute

Statement On External 6e3 yka3zaHusi JIoTuHA 1 TIApOJId
(ExtAuth)

HoBepennasi ayTeHTU(UKAINY JIJIs1 BBITOJIHEHNsT Execute Statement On External 6e3 ykaszaHus
JIOTWHA U MAPOJIs JOCTYIHA TOJIBKO B mpombinuientoit pepaknun CYBJI PEJ Baza /lannbix.
IToxpobree paziuuust pyHKIMOHAIA Pejgakiuil onucanbl B pasuesne Pedaxyuu CYB/[ PE/[ Basa
Jlarnvix 5.

st Beimosinenust oneparopa EXECUTE STATEMENT ON EXTERNAL, ecjiu BHENTHUI HCTOYHUK JAHHBIX Ha-
XOIUTCA Ha JPYroM cepsepe, npeayoxkenus AS USER <uma nonbsosaTensa> 1 PASSWORD <mapoib> ABIAIOTCH
00sI3aTe/IbHBIMU.

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl' AS USER 'MYUSER' PASSWORD 'mypassword'

3HadyeHNs UMEHU TI0JIb30BATE ISl U TAPOJIs ePeJAloTCsi B OTKPBITON (hopme, uro HeGesonacHo. Hampu-
mep, ecian ESOE (cokp. or EXECUTE STATEMENT ON EXTERNAL) BBI3BIBAETCH U3 KOZA XPAHUMOIT IPOIEY PBI,
MOJKJIIOYEHHBIE MTOJIb30BATEIM MOTYT BUACTH HaPOJIb.

s 6esonacuoro monkiiodennst B PEJ] Base Jlamabix ObL1 pa3paboTaH ILIATWH ayTEeHTH(MOUKAIAN
ExtAuth cmermuanpio s ESOE, koTopblil ycraHaBInBaeT JTOBEPUTEIbHYIO CBI3b MexK Ty cepBepamu PRI
Baswer Jlanubix u Beinosiasier ayreatudukanuio ESOE 6e3 jsioruna u maposis:

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl';

It mcrmosib30BaHus JAHHONW BO3MOXKHOCTH cieayeT B aitie Komdurypamun firebird.conf moba-
BUTH B CIIUCOK 3HAUEHN mapameTrpoB AuthServer m AuthClient meros ayrentudukanun ExtAuth Ha Bcex
cepBepax, KOTopble 0yayT "1oBepsTh" Apyr Apyry.

AuthServer = Srp, ExtAuth
AuthClient = Srp, ExtAuth

3arem HEOOXOMMO CreHEPUPOBATH KJTIOUEBOI (haiiyl Jijisl IIarnaa. JTOT K04 JI0JZKEH ObITh Pa3MeIleH
na Bcex cepBepax PEJI Bazwr JlaHHBIX, KOTOPBIE JOKHBI JOBEPSITH JAPYT JAPYTY.

Yrobbl cremepupoBaTh Kiaio4ueBoit  daiin  ExtAuth.conf, 3amycrure wucmosHsSeMmbril  daiia
extauth_keygen. KiroueBoit daiin comepkut Tpu napamMerpa:
e Key - caMm KJIIOY;

e Ignorelogin - UrHOPUPOBATH ABHOE yKazanue joruta B oneparope ESOE (mo ymomuanuio jsorun
He urHopupyercs). Eciu 3nadenune napamerpa No u ykasan Jiorud, To njarui ExtAuth nepecraer
JIefiICTBOBATD.

e IgnorePassword - UrHOPUPOBATL BHOE yKazaHue naposd B oneparope ESOE (no ymonuanuio
napoJib He urHopupyercs). Ecin 3nadenne mapamerpa No u ykaszaH maposib, TO miarud ExtAuth
nepecraeT JIeHCTBOBATD.
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Mj ExtAuth.conf — BnokHoT EI@
Daiin Mpaska Qopmat Buy Cnpaeka
key = -

308204a30201000262010100a0546766ee790efof67f0a3c21dd2f22dd475479633af2c79a508c27f2477c577809959%babctbabca5fce824e7c4d250ddc09a
8c18065b288405e158f3671Ff4ddcfeff2466d309a4331303ccc282¢934ad469c3c04a27a9f0c620204bebc5d13ae3b547dc3c8906238e61910a7dd01eacsl3s
0e0df0284e090b7f74e6379e2celf7b41da285ff22c21d4d3235daBa3524532bb41a5440b25e89ddce8fef2814fddof7ca3f3eb5F623d794bbf2575e91b28¢C
bd2d70dc73b8a8594d1809317a150f1ce30e05426b27ca343f3e32ed044b65ed87fdc72f c45hef1622606b52a30dfb825F705FF5c343f6ced3eb567d4T43c1e
abbdac7d93af85b33a60e42a782c2cbd0203010001028201003e8111221eb59d6f5c26ecf9d31ddbebe3faB83604ddec83e61T03c1431bc35cdals5140958
15f94622ef2adbcd3c0002a1798192439c2ccf704734d17bdaaaB0526155750ac4b3aa5e81952b948941a3e31a95e973%9e4d1d5caf12118c72b0b022134aad
30daB5cf7168d0422cd2fdbdc4235990ablfc328c1bfaa3c94516351012877618c46c68497d67b851036db36c3b3ae328b29220912284905bdcddle46691d9
26779f90beh6a6a3415b84b92cf2438752c7b184583a96536e9ad48d44T4147Fb47314273411864e9a767 56bafhaBe054c831c567T913706dh9657e547 2880
435e059a3e27c284124c711f3f4abb4c0ad475275eald1cc549e80f0eeb902818100c82ef3103e8c4f78b3723ach6460Td2ce889391df4bedf ccbbd128f0a51b
1fb747ac12c45801dffa33a57d64554c22b09dfb7cf961002af032abc97bbeag3dce50a8f 08097 eed5ed 545aa6e34d56C65d97093e5e57893F17595181Feb5
271fe056d5fc987054blced 52859e98ech15a6c6c07Tb662d198c5F1c9282Te5304e7302818100cd08b4b0elf6cl2df1306a4a6dc2d5d95fc61e0554b8b8ar
2adaact 52fbd51307cd3ablecdafecbe30c55b7ca023ef 5444F02ae7 cdede7e5b9e29183e5161d27 2dcae? 7224 59ad 5T 9e40e7b5d9a71301f0F 08465718499
8fbl6a6ca3f286056aaa22bc25bag5414756f60c5af81lede3146efb10461647d08849a9e861b711c0f028160025631162594¢3bab7fb845e2d6cc867caochblb
44933fch22fbaad45d12c04f4d7763b5d05eeadeafaffcas8b0f47d53bd48c43f8313eac41a385¢c7d34ef 56dch4 3bbe51aeb2b198a11c6011eb41f68215d7 ¢
T02266c92e585a6d8e23e7105ed9e289%aea389d7479e0eacBa%eb645bfa8f 3b6f986aarealdbe5acalr076af6aab0281801c92a303a769c8c00b4590Ta7053
5F93dc69t293119c7077335caB80fbf2865118F431c945a5b25b4T4c41949b888678bactbl43fd475d1dcl18ade7 687 T d4df0cOcheef71423bf2a7d1654741e
31cfafacfle7blf1545c460f1662af7243c50b794c3Teb0elb70aebdeal a8bcedal6s2cd9cer9151b53c4bbc97539222¢cedf 7702818100a25053F6a2215a26
28efb03aaf04f7fbf86c8bbc694cfcobl42ba73727c3115d218b899ac041e8633d4T852ed725elefaf 3b56fbo44c78ebde3ech344aed8b79be59c9e5837956
d7688Te6e75f7e178140475d34355653bBC870e0c72b056T0cdf3262253dc69d240db17a662f0add872181Fe34333efbcaBB630a2fb2ear25f

IgnoreLogin = Yes

#IgnorePassword = No

Pucynok 9.1 — Conepxkumoe aiiia ExtAuth. conf

IToTom ckommpyiiTe daitn Kiroua Ha Bee goBepennbie cepBepa PEJ] Baser Jannbix B nanky plugins.
Kirou, cosmanubiii Ha Windows, Mo»KHO ucmo/ib3oBaTh B Linux, u Ha000pOT.

I Jlpyroe nmmst Kiiro4eBoro aiija u ero pacrojioXKeHne He JIOYCKAETCs.

Ha kakoMm cepBepe orpanmdbTe TpaBa JocTya K (dairy ExtAuth.conf cpeicTBamMu OI€pPAIMOHHOMN
cucrembl. Dailsn MOJKEH OBITH JOCTYIIEH TOJIBKO JJIs 9TeHHs IoJib3oBaresieM reddatabase, or nMenn
KoTOporo paboraetr cepep Pen Baswr Jlamabix.

Yr00bI UCITOIB30BATH IJIATUH Ay TEHTU(MDUKAIMN BHYTPU KOHKPETHONW 0a3bl JTaHHBIX, HEOOXOIUMO CO-
3/1aTh OTOOparkeHme MeXKIy IMOJIb30BaTe/aMu mtaruaa ExtAuth u obbranbivu moab3oBarensaymu PEJL Basbr
JIaHHDBIX.

Hampumep, arobsr 3amycrurs ESOE or nmenn nosis3oBaresns MYUSER:

EXECUTE STATEMENT 'SELECT * FROM RDB$DATABASE'
ON EXTERNAL 'server:dbl';

Hyxmo comocraButh moab3oBaTens MYUSER ¢ (haKTUIECKUM TOJIH30BATEIEM B IEJIEBOI Oa3e JAHHBIX
db1. JlaBaiiTe mMpeaIOIOKIM, ITO €CTh MOJIb30BaTeab MYUSER2 B 11e/1eB0it 6a3e TaHHbIX, B 9TOM CJIydae Hy2KHO
CO3/IaTh CJIEIyIoNTee OTOOparKeHue B 1ejieBoil 6a3e JaHHbIX dbl:

CREATE MAPPING cluster_auth USING PLUGIN extauth
FROM USER MYUSER TO user MYUSER2;

O6a 10Jib30BaTEIs JIOJIZKHBI CYIECTBOBATH.

Moxkmo co3maTh oToOparkeHne MeXKIy MOJIH30BATEISIME M1 BCeX 0a3 JaHHBIX Ha CepBepe.
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9.4.13 Ayrentndukarusa no mporokosry LDAP

Ayrenrudukarnus o nporokoiay LDAP mocrynna B cranmapraoit pegakiun CYB/l PEJT Baza
Haunbix. [Togpobuee pasimmans GyHKIMOHAIA PEIAKIWil omucanbl B pasjene Pedaxuyuu CYB/] PEJ]
Basa Jannwwzr 5.

PE/I Baza JlaHHBIX HOIIepKUBAET BO3MOXKHOCTb ayTeHTU(DUKAIMK [T0JIb30BaTe el cepBepa 0a3 JIaH-
HBIX C HCIIOJIb30BAHUEM CJIy?KOBI KATaJoroB depe3 nmpoTokos LDAP. Kak m3BecTHO, yIETHBIE JaHHBIE TIOJIb-
3oBareseit xpauarca B Bl 6esonacHoctu — securityb.fdb. Takzke cymecTByeT BO3MOXKHOCTH 100aBUATH
JIOTIOJTHUTEJIBHBIA UCTOYHUK yUETHOM MH(MOpPMAINN — CIy:K0y KaragoroB Ha ocHoBe cepBepa OpenLDAP u
Active Directory. IIpu sTom LDAP ucoJib3yeTcss IMEHHO KaK JIOIOJIHEHNE K TPAJIUIIMOHHON cxeMe Oe30IacHo-
cru cepBepa. [lpu nmpoBepke MOJIb30BATEIBCKUX YIETHBIX JIAHHBIX, €CJIA 33JIaHbl apaMEeTPhI MOIKJIFOUEeHUsT
K LDAP, cepBep ajid Bcex IoJib3oBaTesieil, kpome SYSDBA, cHadaJsia MbITaeTCd NMPOBEPUTH HAJWYHUE YUIEeTHOU
3almcy MOJIb30BaTeNsd B Karajsore LDAP u ecim OH TaM He Hali/eH, TO BBIIOJHSETCH TakkKe MOonucK B B
6ezonacuoctu securityb.fdb. st SYSDBA mouck BeimosHsieTcss Toabko B Bl 6e3omacnocTn.

Ecsin nosib3oBaress He Haiinen B LDAP-cepsepe(ne 3aszan ajapec LDAP-cepBepa) u npoBepka B 6ase
JAHHBIX 0E30IIACHOCTH IPOIILIA HEYCIIEITHO, BBIIAETCH COOOINeHne 00 OMmmOKe ay TeHTHMUKAINN.

C TouKM 3peHnsi KOHEYHOI'O [T0JIH30BaTe sl BCE 3TO PaboTaeT COBEPIIEHHO [IPO3PAYHO U eMy He HyZKHO
BBINIOJIHATD HUKAKUX JOMTOJTHUTEIbHBIX AEHCTBUI.

9.4.13.1 ITapamerpsl kondurypamuu LDAP

Hs ayrentudukanun mo npoTokosy LDAP B firebird.conf mo/KHBI OBITH 3aJaHbl HACTPOWKH TIO/I-
KJIIOYEHUS K CEePBEPY KaTaJoI'0OB.

Tabsmna 9.3 — [Mapamerpsr Kordurypamontoro daira, umerorue orHomenne kK LDAP

ITapameTrp BosmoxkHoe KomvmmenTapmnii
3HAYEeHUe
LDAPServer Anpec cepsepa LDAP (IP-ajpec ujim CUMBOJIBHOE UMsl)
LDAPEncryption None|SSL|TLS Tun mudpoBanus, UCIOIL3YEMbIH TPU TMOAKTI0UeHn K LDAP.

OH MOXKET IPUHUMATH TPU 3HAYCHUS:

e None — mmdpoBaHue OTCYTCTBYET, MOJIKJIIOUYEHUE K CEPBEPY
1o nopry 389 (1o yMOJIYaHuUIO);

e SSL — mojkJIroYeHue 1o nIpoTokosy LDAPS 1o mopry 636;

e TLS — mojkmodyenue ¢ komanoif START_TLS K nopty 389.

Cepsep LDAP, K KOTOPOMY BBITIOJIHSIETCS [TOJIKJIFOUEHNE,
JIOJIZKEeH OBITh HACTPOEH COOTBETCTBYIOIMIAM 00PA30M.

Ceprudurar ceppepa LDAP Gyjier MpoBepsIThCsI, €CIU
napamerp VerifylLdapServer He OTK/IIOYeH.

VerifyLdapServer true|false Eciau mapamerp BritoueH, To npu SSL/TLS-coeuHeHnsX Oy1eT
BBITIOJTHATHCsI TPpOBEpKa ceprudukaTa LDAP-cepBepa co cTOpo-
ubl cepeepa PEJL Bazwer Janubix. Ecim ceprudukar ve mpoxo-
JIAT TPOBEPKY, COeINHEHNE pas3pbiBacTcsa. Bepudukanus cep-
THdUKATA BBIIOJIHAETCS aHAJOIMYIHO IIPOBEPKE ITOIb30BATEb-
ckoro ceprudukara. Ecim napameTp OTKI/IIO4YeH, IPOBEPKa cep-
tucukara LDAP-cepBepa He BBIIIOJIHSIETCSI.

(pa3pbie TabnuLb)
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(pa3pbiB Tabnuupl)

ITapameTrp

BosmoxkHoe
3HaAYeHue

KommenTapwmii

LDAPUserDN

uid=rdb,
ou=people,
dc=example,
dc=com

DN mosib30BaTesist, OT UMEHH KOTOPOTO cepBep OyaeT MOIKJIIO-
qaThCd K LDAP 1j1a ayTeHTHUKAINT JIPYTUX [M0JIH30BaATEEH.
DTOT 10JI30BaTENIb JIOJ2KEH UMETh IIpaBa Ha YTeHue aTpuly-
ToB LDAP, ucnionib3yeMbix cepsepom PE/I Bazwr lannbix. Ecian
mapaMerp He 3aJaH, cepsep Oymer menarh bind k LDAP ¢ ume-
HEM U [1apOJIEM ITOJIb30BATEI, YKA3AHHBIM KJIMEHTOM, ITOOBI
MIPONTHU ayTeHTU(DUKAIINIO.

LDAPPassword

[Tapons  moJsib30BaTess,  OHPENEJIEHHOIO B arpudyre
LDAPUserDN, oT uMe€HH KOTOPOTO cepBep Oy/eT IIOIKJIIO-
qaThcsa K LDAP it ayTeHTH(UKAITMN IPYTUX MMOJIb30BaTEe.

LDAPPasswordEnv

FB_LDAP_PWD

Mmsa mepeMeHHOM OKPYZKEHUs, COJIepKaIeil TaposIb MOJIb30Ba-
tens. Vcnonb3yercs, ecnin napamerp LDAPPassword He 3a/1aH.

LDAPPasswordFile

ldap_pwd.txt

IIyrs K TekcToBOMY ailny, cojeprKalieMy Mapojb II0JIb30-
Barend. Ucmonw3yercd, ecom mapamerpbl LDAPPassword m
LDAPPasswordEnv e 3amanbl. 13 dailia canTbiBaeTcst iepBast
HeIrycTast CTPOKA.

Ecu 3navenune mapamerpa LDAPPasswordFile sBisieTcsa OT-
HOCHTEJIbHBIM IIyT€M, OH pa3peniaeTcs OTHOCUTEIbHO KOPHEBO-
ro karaJjora ycranosku Pen Baszpr Jlanawix. Hanpumep, nyThb
ldap_pwd.txt coorBercrByeT ailny /opt/RedDatabase/
ldap_pwd. txt.

LDAPUserBase

ou=people,
dc=example,
dc=com

Berka B LDAP karajiore B Bujie DN, KoTopast OyJIeT UCIIOJIb30Ba-
Ha KaK CTapTOBas IS TOUCKA moJib3oBaTeseit. [Ipu ayrenTn-
puKaIN UMEeHa MOJIb30BaTeIel OYIyT NCKAThCS B 9TON BETKE
U PEKYPCUBHO BO BCEX BETKAX, HAXOAAIIUXCA B HEH J10 IIEPBOrO
COBIIA/ICHUM.

LDAPUserPrefix

uid

Hazpanme aTpubyra, B KOTOPOM XPAHUTCS MMS IIOJIb30BATEJIS
B ero DN B LDAP. /It OpenLDAP o6brano uid, g AD -
cn. B ocmoBHOM mcmosb3yercs, Korga He 3ajaH LDAPUserDN.
Eciun napamerp LDAPUserPrefix He 3ajiaH, KJIUEHTCKasi OUO-
smoreka fbclient Oymer mudpoBaTh MAPOJb IOJB30BATEISI
7 IS ay TeHTU(DUKAIIY OY/IyT UCIOIb30BATHCS TAPOJIH U3 aT-
pubyTOB: rdbPassword; rdbSrpVerifier; rdbSrpSalt;
rdbSrpArgon2idVerifier; rdbSrpArgon2idSalt;
rdbSecurePassword; rdbPasswordAlgorithm. Ecin mna-
pamerp LDAPUserPrefix 3ajiaH, TO mapoJib He MUQpyeTcs: u
OTIIPABJISIETCS HA CePBEpP OTKPBLITHIM, cepBep "OuHmures" K
LDAP ¢ 3TUM MMEHEM IIOJIb30BaTesId U 3TUM IapOJIeM.

LDAPUserFilter

uid=Y%u

QubTp s IOUCKA YYEeTHBIX 3aluceil moJib3oBareseil. B
3HAYEHUU ITOr0 MApaMeTpa HCIOJIb3YeTCs IMabdIOH %u, KO-
TOPBI TIpU TIONCKE Oy/JeT 3aMeHeH Ha WUMs [OJb30Ba-
TeJisl, TpebsBiaeHHOoe Tpu ayreHTtudukanuu. [lo ymomada-
HUIO TapaMeTp WMeeT 3HadeHnme uid=ju, 9TO TUIUIHO I
cxeM karajiora Ha 0aze OpenLDAP. B cxeme, mnomuepxu-
Baemoit Active Directory, 06brYHO wuCIONB3yeTCS OUIBTP
- (objectClass=user) (cn=%u).

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

ITapameTrp

BosmoxkHoe
3HaAYeHue

KommenTapwmii

LDAPGroupBase

ou=group,
dc=example,
dc=com

Berka B LDAP, KoTOpas OymeT MCIIOIb30BaHa KAK CTapTOBas
JJIsI TIOMCKa TPYIIT TmoJsb3oBaTeseit. Ilouck rpymm OyaeT BbI-
TIOJTHATHCS PEKYyPCUBHO. ['pyTinbl moJsib3oBaTesss 6yayT mpeod-
Pa30BaHBI B €r0 POJIA Ha cepBepe. Y Ka3biBaeTcs B Buje DN.

LDAPMembershipFilter

member=%d

OuibTp, KOTOPBIH OyIeT WCHOJL30BAH MpuU IoucKe B LDAP
IPYII, K KOTOPBIM MPUHAJIEXKUT I10JI630BaTes b, CyInecTBy-
€T TPU OCHOBHBIE CXEMBbI, UCIOJIb3yeMbie B LDAP y1s1 yKasaHust
WIEHCTBA B Ipynnax. B cOOTBETCTBUU € HCIIOIB3YeMOil cxe-
MO# HYKHO (opMuUpOBaTh GUILTP. B HEM B KadecTBe MMEHH
MIPEITIOIaraeMoro TOJIH30BATEST YKA3BIBACTCSA IMAOIOH %u, a
B KadecTBe DN mosib3oBaTesis ykasbiBaercs %d. Ecim ykazano
IIyCTOe 3HaYeHMe, [IPUHAJJIEXKHOCTD I0JIb30BaTE/IsI K IPYIIIaM
HE OIIPE/IEISeTCS.

LDAPUserCertificate

Arpubyr LDAP, B KOTOpOM Oy/eT XPaHUThCS CEPTHMUKAT
mosib3oBaresisi. Ecjin JaHHBIN TapaMerp 3aJiaH, TO cepTudu-
KAT, MPEebsBJIEHHBIN TOJb30BATEIEM, JIOJIKEH COOTBETCTBO-
Barb ero ceprudukary B LDAP (eciiu HACTPOEHBI Mapamer-
pbl mojKJouenust K LDAP-cepsepy). Ecsin sTor mapamerp ne
3a7aH, cepTUMUKAT TOJIH30BATENIsT He OyIeT MPOBEPITHCI HA
coorBercTBHE ero ceprudurary u3 LDAP. Ceprudurar 10J-
JKeH XpaHuTbest B nsomuHoM dopmare (DER) B arpubyre
«userCertificates.

LDAPPasswordSync

rdbSrpVerifier;
userPassword

Jlanublil mapaMerp 3aa6T CHHXPOHU3AIUIO [1apOJIsi T0JIb30Ba-
tesist B B/ 6e3omacHocTr u B LDAP. 31eCh MEPEYUCISTIOTCS AT-
pubyTHI, KOTOPBIE JOJIKHBI MEHAThCs B LDAP mpu cMeHe mapo-
st mosib3oBaTens B B/ 6ezomacuHoctu. Jomyckaercs yka3aHue
gepe3 «;» CJAeAYIONNX aTpudyTOB:
e rdbPassword — TpaJuIUOHHBIN I1apOJIb II0JIL30BaTEId B
CYB/I PEJI Baza /lauHbIx;
rdbSrpVerifier — mapoun (Bepudukarop) Srp;
rdbSrpArgon2idVerifier — wmapoab (BepudukaTop)
SrpArgon2id;
rdbSecurePassword — nmaposis o 'OCT;
userPassword — mapoJb IIOJb30BaTENsl, HCIOJb3YyEMBIil
06br9Ho B UNIX-cucremax;
e sambalMPassword — I1apoJib IIOJIb30BaTe I, UCIIOJIbL3yEeMbIil
SAMBA-npoTokosom;
e sambaNTPassword — I1apoJib IIOJIb30BATEJI, UCIIOJIb3yEeMbIil

SAMBA-11poToKoI0M.

Ilo YMOJ/JI9aHUIO BBITIOJIHACTCA CUHXPOHU3AIUA BCEX Haponeﬁ.

LDAPReadOnly

0l1

SajanHblil mapamerp Moxker nepesectu LDAP-cepsep B pe-
JKUM TOJBKO Jjisi uTeHusi (3Hadenme 1). Torma mapamerp
LDAPPasswordSync Oyumer urxopuposarbesd. [lo ymosraanuio
ncronb3yercs 3Hadenne (.
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9.4.13.2 IIpomecc ayrenTuduKaum npu rnepejgade napoJisi B OTKPbITOM BHUE

ITonb3oBarens 1npu noak/ao4YeHnn K Bl mepenaér mapoab B omMEPLIMOM  6ude B TIre
isc_dpb_password. B daiire kondurypanun 3a1an napamerp LDAPServer.

CepBep i1 Beex mojib3oBatresieit, Kpome SYSDBA, cHadaJia MBITAETCS TIPOBEPUTDH HAJIUINME YIETHOW 3a-
MICH T0JTh30BaTe s B KaTtasore LDAP. [Tosib3oBaTesns OyieT ayreHTUdUIMPOBaTHCS B LDAP 110 €ro peajbHOMY
JIOTUHY MEeTOJIOM bind OJHUM U3 CJIEIYIONIUX CIOCOOOB:

1. Ecmu 3aman mapamerp LDAPUserDN, To cHavaJja cepBep mojakaodaercss K LDAP or 3Toro obrero
[I0JIb30BaTe isi. 3areM OH uineT DN peaJibHOIO IMOJIb30BaTeNss U OTKJo4Uaercss or LDAP. Jlasee cep-
Bep JiesiaeT bind ¢ NOJIHBIM HMMEHEM (DN) U IapoJeM peajbHOIO IOJIL30BATE/IsI. JTO IO3BOJISIET
pacupesiesiaTh yYeTHbIe 3alliCU IIOJIb30BaTe el IT0 pa3HbIM BeTKaMm LDAP.

2. Ecau LDAPUserDN He 3aJiaH, TO cepBep cpa3y JenaeT bind ¢ uMeHEM U TApoJieM PEaIbHOTO TOJTb-
30BaTeJId.

3. Ecnmu 3azman napamerp LDAPUserBase, To DN mosib3oBaTesisi hopmupyercs, Kak LDAPUserPrefix
+ <uma nmomb3oBaTens> + LDAPUserBase. B sTom ciiydae mosib30BaTesn JHOJKHBI HAXOIUTHCS B
onno#t BeTke LDAP, ykazannoit B LDAPUserBase;

4. Ecaun nmapamerp LDAPUserBase He 3ajiaH, TO cepBep CHadaJja MONBITaETCs c¢/eaTh bind ¢ umenem
IIOJIH30BATEN I B TOM BHJE, B KOTOPOM €TI0 Iepe/ial KIUEHT.

5. Ecaun ayrenTuduimpoBaThcsd He MOJYYUIOCh U 3aJaH napaMerp LDAPDomain, To Oyer
BBILIOJIHEHA TONBITKA cfearb bind wucmosb3yst UPN (UserPrincipalName) B Buue <uMd
nonb3oBaTena>0@<3Hauenme LDAPDomain>. Takoii criocob paboraer jyis Bxoma B ActiveDirectory

IIpumep vacTpoiiku g ActiveDirectory:

#Anpec cepsepa LDAP
LDAPServer=10.81.1.1

#llupposarme mo SSL
LDAPEncryption=SSL

#ATtpubyT LDAP, mo xoTopoMy 6yZeT BHIOJNHATHCHA NOMCK IOJIb30BaTENsd, MMA KOTODPOTO IeperaeT
KIILEHT
LDAPUserPrefix=sAMAccountName

#OUnETp A8 IOKWCKa IOJb30BaTend B KaTasnore LDAP
LDAPUserFilter=&(objectClass=user) (sAMAccountName=%u)

#CrapToBad BeTKa AJdA IOKCKA CPYII [HOAb30BaTens (IOHCK BHIIONHAETCH PEKYPCHBHO IO BCEM
BJIOXEHHBIM BETKaM)
LDAPGroupBase=ou=groups,dc=example,dc=com

#OUNIBTP OJIs IOKWCKa TPYII IIOJIb30BaTels
LDAPMembershipFilter=member=/d

#/lMa moMeHa
LDAPDomain = example.com

#0TKMO4YeHNe NPOBEPKH cepTudukara cepsepa LDAP
VerifyLdapServer=0

Ecmm nosp3oBaTens ne naiinen B LDAP, cepBep IBbITaeTCS MPOBEPUTH MOJIH30BATEN I depe3 securityb.

fdb. Ecam on tam HaiineH, ayTeHTUUKAINS BBITOTHIETCS 10 CINTAHHBIM U3 HeE MaHHbIM. Kcim me Haiizen
WM HaliJIeH, HO ero IMapoJib He COBIIAIAET, TO COOOIaeTcsa 00 ommnbKke ayTeHTU(DUKAIIAN.
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Ecmu B firebird. conf 3ajanbr mapamerpbl LDAPServer u LDAPUserPrefix, kimeHTCKast 6ubImoTeKa
fbclient mudpoBaTh NaPOJb HE OYIIET.

st SYSDBA mouck BbIIOJTHSIETCsE TOIbKO B BJI Ge3omacHocTH.

9.4.13.3 IlIpomecc ayrenTudukaliuu npu nepejgade napoJis B 3anmd@poBaHHOM
BUE

IlonbsoBarens npu noakJoodenun kK DB mepemaér mapoib B 3awudposannom eude B TIre
isc_dpb_password_enc. B daiise xouduryparun 3a1an napamerp LDAPServer.

CepBep 151 Bcex mosib3oBatesieit, Kpome SYSDBA, cHadaia MBITAETCS TPOBEPUTDH HAJUINE YIETHON 3a-
[IUCH TI0JIb30BaTes st B KaTasjore LDAP. CrHavasia BBINOTHSAETCS MOIKII0Yenre K LDAP-cepBepy OT nuMeHu obIre-
ro nosib3oBatess LDAPUserDN (ykasbiBaeTcst 00s13aTeIbHO). 3aTeM Ha CepPBepe MPOUCKOUT MOUCK HYKHOTO
M0JIb30BATE/ IS OTHOCUTEIHLHO yKa3aHHON BeTBu LDAPUserBase. Eciim mosb3oBaTe/b HalIEH, TO CBEPSIOTCS
X3II ero napoJssg B LDAP ¢ XamreM IIpeoCTaBJICHHOI'O UM I1apOJId.

[Taposns mosib3oBaress Jjst Legasy/Srp/SrpArgon2id/GostPassword-ayTeHTHMOUKAIIMA XPAHUTCS B
LDAP B arpubyTre rdbPassword/rdbSrpVerifier/rdbSrpArgon2idVerifier/rdbSecurePassword B TOM Ke
BHJE, B KOTOPOM OH COXpaHseTcs B securityb. fdb.

Ecsu nosnp3oBarens He Haiinen B LDAP, cepBep IbITaeTCs MPOBEPUTH ITOIL30BATEN depe3 securityb.
fdb. Ecau on Tam HailineH, ayTeHTU(UKAINS BBIIOJHIETCS 10 CINTAHHBIM U3 HEE JAHHBIM.

Ecmm nosib3oBaTens He Halinen B LDAP u He HaiifieH B securityb.fdb, nmposepka mapoJis camTaeTcs
HEeYCIEIIHOMH.

9.4.13.4 Ilpomecc ayreaTudukaum no cepTudukarty

IIpu ayrentudukaimy mo cepruduKaTy CHA4aIa IIPOBEPIETCS SABJISAETCS JIU II0JIb30BATEILCKUI CEPTU-
dbukat jJoBepeHHbIM. J[JIsT 9TOr0o OH CpaBHUBAETCS ¢ CepTUMUKATOM, 33JaHHBIM B MTapaMeTpe KOHMUrypamn
TrustedCertificate. Eciu ceprudurar He JOBEpEHHbIH, TO OH BEPUMUIIMPYETCS U IOCIE STOTO IIPOBEPSIeT-
cs, 3a7aH Ju napamerp Kougurypamnun LDAPUserCertificate. Eciin on He 3a1an, npoBepka cepTudukraTa
cunrTaerca ycrerrHoi. Eciin mapamerp 3a/aH, TO BBITOJTHSAETCH HOAKJIOUeHne K LDAP-cepBepy U CKadmBa-
HUE OTTYy/a cepTuduKaTa MoJIb30BaTe N sI. 3aTeM IOy YeHHbIA CepTHMUKAT CPABHUBAETCS C CEPTHMOUKATOM,
IIPE/IOCTaBJIEHHBIM II0JIb30BaTeseM. Fciii oHM 0/IMHAKOBBI, IIPOBEPKa cepTUdUKaTa cuuTaercs ycrenrHoi. Ec-
JII HE yJIaJI0Ch MOJKJIIOUUTHCS K LDAP, 1MOoJIyYuTh OTTY/Ia cepTuduKaT MM0JIb30BATe s WK CepTU(UKATHI HE
COBIIAIAIOT, IIPOBEPKA, CePTU(MUKATA CIUTACTCsT HEYCIIEITHO.

Ecau nposepka ceprudukara depe3 LDAP mpoIiia yCIenHo, UMsl T0JIb30BaTEsI, U3BJICIEHHOE U3 CeP-
TrdUKaTa, MOXKET OTJINYATbCS OT UMEH II0JIb30BaTeIeil, KOTOphIe 3aJlaHbl APYruMu (hpakTOpaMu ayTeHTudu-
KAIAN.

Mwmst mosb3oBarestst u3 ceprudukara (U3 ceknum Subject) M3BIEKALTCS € TTIOMOIIBIO JIBYX NAPAMETPOB
KOH(UTYpaIuu.

e CertUsernameDN — cozepxkur DN arpubyTa mojib3oBaresisi BHyTpu ceprudukara. I[lo ymosraanuio
ucrob3yercs: arpudyT CN.

o CertUsernamePattern — 3a/a€T peryssipHOe BbIpaKeHHe B cumHTakcuce SQL, KOTOpoe M3BJIEKAeT
MOJICTPOKY U3 COIEP?KUMOIO HaliieHHOTro arpubyTa. [1o yMoJMaHuo HCIoJIb3yeTcs IycToil mabJIoH,
9TO O3HAYAET UCIIOJIH30BAHME COJIEPXKUMOIO aTPHOYTA IETHKOM.

Ecin ykazannbiit arpubyT He HafijieH B cepTuduKaTe WU PE3YIbTATOM PUMEHEHUsI K HEMY PeryJsp-
HOT'O BBIPayKeHUsI OKa3aJIach IIyCcTas CTPOKA, BO3ZBPAIIAETCs OIIMOKA.

Bepudukaius ceprudukara moab30BaTe s BBIIOJTHIETCS B ABa dTamna. Ha mepBoM srare mpoBepsieTcst
HaJIM9ue y IMO0JIb30BATe IS JIOCTYIIA K 3aKPBITOMY KJIFOUY, COOTBETCTBYIOMIEMY IIPEIbsIBJIEHHOMY CePTU(DUKATY.
DTO BBINOJIHIETCS TEHEPAIMell CECCHOHHOTO KJroda 1o ajroputmy duddu-Xemmvana, B KOTOpoit yaacTBy-
IOT Tapbl OTKPBITHIX M 3aKPBITHIX KJIIOYEil KiMeHTa u cepBepa. Ha BTOpOM 3Talte BBIIOJHSAETCS MTPOBEPKA
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camMoro cepruduKaTa U €ro IMEmoYKn cepTudukarmu. Bepudukamms MoXKeT ObITh OTKJ/IIOYEHa MapaMeTPOM
kouduryparnuu VerifyLdapServer. Bepudukanus cauraercss HEyCIEITHON B CIEILYIONINUX CIydasX:

® He Y/IAaJI0Ch IOCTPOUTD IENOYKY CepTU(hUKAIINY,;

e 110001 cepTudUKAT U3 MEMOYKN OTO3BAH;

e 11000 cepTudUKAT U3 MEMOYKNA ITPOCPOUEH;

e 11000#1 cepTuduKaT U3 MENOYKHA He HIPOIIES IIPOBEPKY IOIIINCH;

e J11060i1 cepruduKaT U3 IEMNOYKH UCIOIb3YeTCd He 110 HA3HAYEHUIO;

® IIe[I0YKA OCHOBAHA HA HEJIOBEPEHHOM KOPHEBOM IIEHTDE CepPTUMUKAIII;

® TIETI0YKA CePTUMDUKAINN COIEPAKUT UK,

e IIer0YKa CepTUGUKAIUN [TOCTPOEHA HE MTOJIHOCTHIO;

® He y/aJI0Ch IIPOBEPUTH CTATYC OT3BIBA JIJIsl JIIOOOTO cepTudUKaTa U3 MEIMOIKH.

IIpu meymaumoit BepudUKAIMN MOJIB30BATEIIO COODOIaeTcs 00 ommbke MPOBEPKH (PAKTOpa ayTEHTH-
dukamun, a B firebird.log 3anucsiBaeTcsd coobiienne ¢ nHdoOpMaIueil 0 BIaesblle cepTU@UKaTa U TUIE
MIPOU3OIIIEITIeHl OIMUOKY.

9.4.13.5 UWuadopmanusa o noJjib3oBaTesisgaX, nojgy4daemada n3 LDAP

ITocne ayrentudukarun depe3 LDAP MOXKHO 3allpOCHTh WHMOPMAIUIO O IOJIH30BATENE C IIOMOIIBIO
dyukrmit LDAP_ATTR:

[ LDAP_ATTR(<ums aTpubyTra> [, <uMa momb3oBaTens> ]) ]

BaxKHO yunTBIBATE, YTO MOy IUTh aTPUOYTHI IOJIB30BATEIS, YKA3AHHOTO B HEODSI3ATEIbHOM apryMeHTe
dyurmuu LDAP_ATTR, moxer Tosibko SYSDBA, Biasesien] 6a3bl JAHHBIX, [IOJIb30BATEh C POJibio RDBSADMIN
WA NOJIb30BaTe b, IpuHaAIexKamuil rpynne LDAP_ADMIN karaJjora LDAP.

MozkHO y3HATD TJ1€ TOJIH30BATEIb PO IPOBEPKY MMOIMHHOCTH - Yepe3 6a3y MaHHBIX 0e30IaCHOCTH
nan B LDAP:

select RDB$GET_CONTEXT('AUTHDATA', 'AUTH_TYPE') from rdb$database;

U C IIOMOIIBI0 KAKOrO IJIATMHA Ay TeHTU(DUKAIIN:
select RDB$GET_CONTEXT ('AUTHDATA', 'AUTH_PLUGIN') from rdb$database;

Takke moxk#O y3HaTh PUO nosw3oBaress. [Ipu ayrenrudukanun depes LDAP sra urdopmalusi CauThI-
BaeTcd U3 aTpudOyTa mosb3oBaTess "CN":

select RDB$GET_CONTEXT ('AUTHDATA', 'USER_FIRST_NAME') from rdb$database;
select RDB$GET_CONTEXT('AUTHDATA', 'USER_MIDDLE_NAME') from rdb$database;
select RDB$GET_CONTEXT('AUTHDATA', 'USER_LAST_NAME') from rdb$database;

Ecau 3agmans mapamerpnst LDAPGroupBase u LDAPMembershipFilter, TO OCyIIECTBIISIETCS TOUCK IPYIIIL,
K KOTOPBIM IPUHAJIEKUT MOIb30BaTe b B LDAP. Ilocsie aToro eMy HazHad9aloOTCS POJIU, COOTBETCTBYIOIINE
HaAWJIEHHBIM TPyIIaM Tojb3oBaTesss w3 LDAP. 3amosnsiiorcss nepemernbie LDAP_ROLES u LDAP_ROLES_DN -
CIMCOK poviet mosb3oBatesas u DN posieit mosib3oBaTeist, TOJMyIeHHBIX 13 KaTaJjora LDAP.

Crmcok Bcex Iy, KOTOPBIM ITPUHA/JIEXKUT IOJb30BATEIb, MOXKHO MOJIYIUTH C IMTOMOIIBI0 (DYHKITIH
LDAP_USER_GROUPS:

[ LDAP_USER_GROUPS (<uMsa momp3oBaTens> [, <¢unbTp cmumcka rpymm> ]) ]
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JLJ1st TIoJTy IeHns TIOJTHOTO CITUCKA TPYIII HOJIb30BaTes el karajiora LDAP MOYKHO HCIIOJIb30BATH (DYHKITUIO
LDAP_GROUPS:

[ LDAP_GROUPS([ <¢unpTp cmucka rpymm> ]) ]

Tlomryaenue mMOTHOTO CHUCKA TPYI U CIUCKA TPYIII JJIsi KOHKPETHOTO TOJIb30BATEsI JTOCTYITHO TOJTBKO
a1t SYSDBA, BiaJiesibita 0a3bl TAHHBIX, MMOJIH30BATEI0 ¢ posibio RDBSADMIN miu 1mMOJIL30BATENIO, ITPUHAIJIE-
kareMy rpynine LDAP_ADMIN kataJsiora LDAP.

Pesynprupytomniue crincku rpyni MOXKHO OT(UIBTPOBATH BO BPEMsI 3alIpoca € IIOMOIIbIO HEOOsI3aTe b-
HBIX aprymenToB dyuknuii LDAP_GROUPS u LDAP_USER_GROUPS:

select LDAP_GROUPS('objectClass=posixGroup') from rdb$database;
select LDAP_USER_GROUPS('TEST-USER', 'objectClass=posixGroup') from rdb$database;

9.4.13.6 W3menenue naposis 8 LDAP

YT0o6bI CMEHUTHh WM 33JaTh MapoJb MoJb3oBaTesas B LDAP mcmosb3yercs mapamMerp KOH(MUTYpPAIn
LDAPPasswordSync. B HéM depe3 «;» yKasbIBAIOTCsI IIAPOJIH, KOTOPbIe HEOOXOAUMO CMEHUTD (110 yMOJIIaHUIO
— BCe BO3MOXKHBIE). [Ipn M3MeHEHUM NapoJisl YKA3aHHDBIH I0JIb30BaTelh CHAYAJA UINETCA B 0a3e JaHHBIX
6e30ITacHOCTH U, €CJM OH TaM HaiileH, ero mapojb MeHsIeTCs. 3aTeM IMO0JIb30BaTeIb HUineTcs B LDAP (eC.HI/I
3azan ajgpec LDAP-cepsepa). B LDAP MeHAIOTCS CJIEyONIue aTpUOyThL:

e userPassword — napoub nosib3oBaressi B Linux (3anmceiBaercst xamt SHAL B kopuposke BASE64).
o sambalMPassword — LMHash /151 Samba.
o sambaNTPassword — MD4 x»amr 11t Samba.

e rdbPassword — mapoJib moJsib3oBaTess Ha cepepe B/l zamudposanusbiii aaropurmom LEGACY, mc-
MMOJIb3YEMbBIM [IPU TPAIUITHOHHON Ay TeHTH(MUKAIIAN.

e rdbLegacyHistory - ucropus m3MmeHeHns naposeit Legacy.
e rdbLegacyPasswordTime - BpeMs IIOCJIe/ITHETO U3MEHEHHs naposs Legacy

e rdbSecurePassword — nmaposb o 'OCT nosb3oBarens na cepepe Bl 3ammudpoBaHHbIii KaKIM-
JInOO AJITOPUTMOM W3 KPUITOIIATTHA.

e rdbPasswordAlgorithm — asropurym mudposanus napous no ['OCT na cepsepe B/I (B koguposke
UTF-8).

e rdbPasswordHistory — ucropus cmersl OCT mapoaeii.

e rdbPasswordTime — Bpems mociemHero nudmenenus maposs ['OCT.

e rdbSrpVerifier - BepudukaTop HapoJis JJIsl IJIATHHA STp.

e rdbSrpSalt - cosb, ucHOIb3yeMas Ipu HOPMUPOBAHNY BepudHUKATOPa IJIarnHa Srp.

e rdbSrpHistory - mcropua n3MeHneHusa napoJsei Srp.

e rdbSrpPasswordTime - BpeMda IOCJIEQHEIO U3MCHCHUA IAPOJIA STp.

e rdbSrpArgon2idVerifier - BepudukaTop naposs g ninarnHa SrpArgon2id.

e rdbSrpArgon2idSalt - cousib, ucCHOJb3yeMas npu QOPMHUPOBAHUU BepudHUKATOPA ILIATHHA
SrpArgon2id.

e rdbSrpArgon2idHistory - ncropusa napoJseil SrpArgon2id.
e rdbSrpArgon2idPasswordTime - BpeMs IIOC/IEQHEIO U3MEHEeHUs Iapoysd SrpArgon2id.

Eciu cMeHnTDb KaKoi-1100 1apoJib He oIy IuIoch, B firebird. log 3amuceiBaeTcs coobrenne 06 onuo-
Ke C yKa3aHWeM MMEHU I10JIb30BaTe isl, aTpruOyTa 1 OIUCcaHUs OMMOKK. JIBa CBSI3aHHBIX € IIApOJIeM aTpubyTa
ToXKe He MeHsoTca. Hampumep, maposb He MOTydIuTCs CMEHUTh, ecjid B cxeMe LDAP HeT COOTBETCTBYIOIIETO
eMmy arpudbyTa. [Ipu omubdke cMeHBI OIHOTO U3 MAPOJIEil BHIIIOIHSIETCS HOIBITKA CMEHUTH OCTAJIbHBIE TIAPOJIH.

Ecmu arpubyT, coorBeTCTBYIOMMIT TAPOJIIO, Y MTOJIH30BATENS HE 33aJaH, HO OH nMeercsi B cxeme LDAP,
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HY?KHBII aTpuOyT cO31a€éTCs.

Ecmm mosib3oBaTess HaiifieH, HO XOTd ObI OAMH U3 HapoJjiell He IOIydHJIOCh 33JaTh, IOJb30BATEIIIO
BO3BpaIlllaeTcs ommoOKa «error changing ldap passwords.

Ecnu nonb3oBarens e HaiijieH nu B securityb.fdb, nuu B LDAP, Bo3BpalaeTcs omubKa «record not
found for user».

9.4.13.7 Cxembl LDAP

Tax kak cepsep npu pabdore ¢ LDAP ucmosb3yer psij aTpubyToB, HE BXOAMAININX B CTAHIAPTHBIE CXEMBI,
TO /I TIOJIHOIIEHHON paboThI cepBepa HeoOXOMuMMO 100aBUTh K KOoHGurypamun LDAP cxemy, aHAJOTUYHYIO
npusenennoit B [Ipumoxkenne B.

Yrobbl  cepBep WCIIO/Ib30BATh dTH aTpuOyThl, ajmMuHuUCTpaTop LDAP 1O/DKeH Ha3Ha-
9ATh OJIb30BaTesnio Kjacc rdbAuth. VY 1osbp30BaTesiss, OT WMEHH KOTOPOI'O CEPBED BBINOJIHSIET
noakaiodernrne K LDAP (LDAPUserDN) O/KHBI OBITH IpaBa HA dYTEHHE BCEX ISTUX aTPUOyTOB U
Ha 3amuch B arpuOyTel rdbPassword, rdbSrpVerifier, rdbSrpSalt, rdbSrpArgon2idVerifier
, rdbSrpArgon2idSalt, rdbSecurePassword, rdbPasswordAlgorithm, rdbLegacyHistory,
rdbSrpHistory, rdbSrpArgon2idHistory, rdbPasswordHistory, rdbLegacyPasswordTime,
rdbSrpPasswordTime, rdbSrpArgon2idPasswordTime, rdbPasswordTime, rdbActive, rdbPolicy,
rdbFailedCount, rdbAccessTime. [Ipu 3TOM cepBep CMOXKET CO3/1aBATh HYKHBIE aTPUOYTHI 3aIIPOCAMHU K
LDAP.

Mor

Tabsuna 9.4 — Arpubyrer nmosb3osarens LDAP

ATpubyt Onucanne
userPassword ITaposs monp30BaTENS, NCHIOIB3yeMBIil 066I9HO B UNIX-crucTeMax.
sambalLMPassword [Taposis monb30BaTenst, ncnosb3yembrii SAMBA-npoTokoIOM.
sambaNTPassword ITaposs monb30BaTeNs, NCHOIb3yeMblil SAMBA-IpoTOKOIIOM.
sambaPwdLastSet Bpemsi mocmennero um3Mmenenuwst arpuOyToB  sambalMPassword u

sambaNTPassword B (popmare UNIX.

rdbPassword [Taposs mis mosib3oBaTesss metoqa Legacy_Auth.
rdbSrpVerifier Bepudukarop maposis mosib3oBaTeist Ajis [JIATWHA, STP.

rdbSrpArgon2idVerifier

Bepudukarop naposis nosb3oBaresis s miarnaa SrpArgon2id.

rdbLegacyHistory

Ncropusa m3menenns naposieir Legacy.

rdbSrpHistory

Wcropusa m3menenns naposeit Srp.

rdbSrpArgon2idHistory

Ucropus mamenenus maposeit SrpArgon2id.

rdbLegacyPasswordTime

Bpewms nocsresiHero n3MeHeHust naposis Legacy.

rdbSrpPasswordTime

Bpewms mocsiennero n3ameHeHust naposs Srp.

rdbSrpArgon2idPasswordTime

Bpewmsa nocireHero n3MeneHus naposis SrpArgon2id.

rdbSrpSalt

Coub, ucnonb3yemast jiiisi GOPMHUPOBaHUs BepuMpUKATOPA TAPOJIS IIJIATH-

HOM SrTp.

rdbSrpArgon2idSalt Coub, ucnonbayemast st GOPMUPOBaHUs BepudUKATOpa TAPOJIs IIJIATH-
HOM SrpArgon2id.

rdbSecurePassword [Maposs mo T'OCT momw3oBaresnst Ha cepBepe B/, sammdbpoBanubIit
KAKUM-JIN00 AJITOPUTMOM W3 KPUITOILJIATHHA.

rdbPasswordAlgorithm Asropurm mudposanus MuOrodakTOpHOro naposs Ha cepsepe BII (B

ozmpoBke UTF-8).
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(pa3pbiB Tabnuupl)

ATpubyT Onucauune
rdbPasswordHistory Ucropust cmenbl MEHOTODAKTOPHBIX TAPOJIEH.
rdbActive ATpubyT mOKa3bIBaeT AKTUBEH IT0JIb30BATE/b WU 3aDJIOKUPOBAH. 3HA-
HeHue true, €C/IM I10J1b30BaTe/Ib akKTubBeH U false, ecim IOJIb30BaTE/Ib
3a0JIOKUPOBAH.
rdbPolicy Hazpanne nosmruku 6e3onacuoctu. Ecn y mosp3oBaTesist 3TOT aTpudbyT

HE Haﬁ,qu, JJIgd HEr'O IIpUMEHLAEeTCA ITOJIMTUKA 6630HaCHOCTI/I IO yMoOJI49a-
mmio (DEFAULT).

rdbPasswordTime Bpewmst nociienneii cmersr ['OCT-mapoiist moJib3oBaTe ieM.

rdbFailedCount Yucsio HeyZaYHBIX IONBITOK AyTEHTHMUKAINA C MOMEHTa IOCJIETHErO
YCIIeNITHOT'O BXOJA.

rdbAccessTime Bpewms, 10 KOTOPOTO BXOJT TOJB30BATEIS HA CEPBED 3AIIPEIEH.

9.4.14 Ayrenrudukarusa nmo mporokosy OpenIDConnect

s ayrenrudukanuu 1mo nporokoiry OpenIDConnect B firebird.conf HEOOXOAUMO yKa3aTh CJIEIyIO-
mue HaCTPONKU:

AuthServer = OpenIDConnect, Srp -- Ha CTOpPOHe cepBepa
AuthClient OpenIDConnect, Srp -- Ha CTOpPOHE KIHEHTa

Hna nmanbHelmeil HACTPOMKH HEOOXOIWMO IIOJNYyYUTH IIyOJIMYHBbIE JAHHBIE KJIIO4Ya IIpOBaiime-
pa (JSON Web Key - JWK). DTo MOXKHO cIeJaTh IO CCbLIKe https://<mposaitnep>/.well-known/
openid-configuration. IlyOnuunbie Kio4un nposaitjiepa XpaHsarcs B jwks_uri.

B daitne plugins.conf Hy>KHO yka3arh ucosb3oBanue OpenIDConnect u IyO/IMYHBIE JaHHbBIE KJIIOYa
nposaiinepa (wm B plugins/OpenIDConnect.conf).

( N\
Plugin = OpenIDConnect {
Module = $(dir_plugins)/OpenIDConnect
Config = OpenIDConnect_config
}
Config = OpenIDConnect_config {
jwks
{
jwk = <umMa mpoBaiizmepa>
{
kid = "<umenTudmraTop Kmpia>"
alg = "<anropuTM mmppoBaHmHA>"
kty = "<tmn kmoga>"
use = "<HCHOJIBL30BaHWE OTKPHTOIO Kimda>"
e = "<skcmnomenTa RSA xmoga>"
n = "<momyme RSA rmoga>"
xbc = "<ceprudpukaT dopmara X.509>"
by
X
}
A\ J

Onwmcanne mapaMerposB:
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e jwk - UM nposaiifepa, BbIIAIONIEr0 TOKEH;
e kid - maeHTH(MUKATOP KIII04a;

e alg - KpunTorpaduIecKuit aJITOPUTM;

e kty - THII KJ/IOYa;

® use - HCIOJb30BaHUE OTKPBITOIO KJII0Ya;

e ¢ - okcuoHeHta RSA xunoua (o6brauo AQAB (0x10001 = 65537)); ykasbiBaercsa B (opmare
base64url;

e n - MOomyab RSA KiTiova; yKa3beiBaeTcsd B (popmare baseb4url;

e x5c - ceprucukar dpopmara X.509, KOTOPBI MOXKHO yKa3aTh BMECTO [IAPAMETPOB € U N} yKa3bIBa-
erca B popmare baseb4, a He baseb4url.

CozpnaiiTe oToOpazkeHue 1MoJIb30BaTe el st ayTeHTrduKanus 1mo mporokoy OpenIDConnect Bo Bcex
6a3ax JAHHBIX, KOTOPBIE UCIIOIB3YIOT TEKYIIYI0 0a3y JaHHBIX O€30MACHOCTH:

CREATE GLOBAL MAPPING OIDC_AUTH
USING PLUGIN OPENIDCONNECT
FROM ANY USER

TO USER;

Hna ayrearudukanus o nporokoiay OpenIDConnect HEOOXOIUMO NPEIbSABUATH TOKeH. TOKeH mpes-
craBiseT coboil cTpoKy baseb4url B popmare: <header>.<payload>.<sign>. Header co/ep>KuT ajJropuTm
tokena. Ha maHHBIIT MOMEHT nmoajep>kuBaeTrcs TOJIbKO RS256. Payload COmEpKUT CIIEIYIONIAE KITIO-
9U: exXp - CPOK JeilicTBua TokeHa B UTC; sub - mosb3oBaTes b, KOTOPOMY BBIIAH TOKEH; iss - mposalizep,
BBIJIABIINI TOKEH.

IlepenaTh TOKeH MOXKHO Uepe3 IepeMeHHyIo OKpyzkeHuss RDB_OID_TOKEN wjm ¢ TOMOIIBIO YTUIUTHI
isql, ncnosp3yd onnuio -token:

isql <cmenu¢mkamnus cepBepa> -user "<uMsa momb3oBaTens>" -token "<Torem>";

Nms nonb3oBaress JOJIZKHO COBIIaJIaTh C IIOJIb30BaTeJieM, YKa3aHHBIM B sub IT0JIE3HOI YaCTU TOKEHA.

9.4.15 TlosmTukm 6e30IMacHOCTH
9.4.15.1 OO6uiue cBegeHus

TMonuTuku GezonacHOCTH (IIOJUTUKK YIETHBIX 3aIHCEii) TO3BOJISIFOT KOHTPOJIMPOBATH CJIEYIOIIHE Ma~
paMeTpbl 6€30IMaCHOCTH CHCTEMBI:

® CJIOXKHOCTB IIapoJisl IIPU €ro 3a/JaHuu;
® KOJIMYECTBO IIPEBbLIYIINX 1apoJieil, KOTopble He JI0JI2KeH IIOBTOPATh BHOBb 3a/IaHHbIH;
® CDOK JeficTBUASA HapPOJId;

® KOJIMYECTBO JIOMYCTUMBIX HEYJIAIHBIX MOIBITOK ayTeHTH(OUKAIUN;

® KOJIMYECTBO OJIHOBPEMEHHO OTKPBITHIX CECCHUIl TTOJIb30BATEJS;

® IIPOJIOJIZKUTEJIbHOCTD IIPOCTOA I10JIb30BaTeNId /10 OTKJIIOYECHHST;

® IIepHOJ], BPEMEHH HEUCIIOJIb30BaHUS YUYETHBIX 3aluceil 1oJIb30BaTesell;

e HabOP METOJIOB ayTeHTU(MUKAIINN, KOTOPHIE IOJIb30BATE/ b JO0JXKEH ITPOITH.

[TosuTrKY yUeTHBIX 3aIKCeil CO3AI0TCS U XpaHaTcs B 6a3e maHHbIX 6e3onacHocTh (securitys. £db uiun
Jr060it ipyroit 3ananHoil) B Tabaune PLGSPOLICIES (cm. Ilpunoxenne I') niam B LDAP. Undopmarnust o Ha-
3HAYEHHBIX [TOJIb30BATEJISIM [TOJIUTUKAX XPAHUTCS B Oa3e maHHbIX be3omacHocTr B Tabsuie PLGSUSER_POLICY.
i KOHTPOJIST YHUKAJIHHOCTH IAPOJIEHl XM CTapbix maposeit xpansrcs B PLG$PASSWD_HISTORY. [lara
U BpeMs CO3JaHUs MapoJisi coxpamsiercss B mosie PLG$PASSWD_TIME B TabsmIle COOTBETCTBYIONMIENO METOIA
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(PLG$SRP, PLG$USERS, PLG$MF).

Jist ymobHOro MpOCMOTpPa BCEX CO3MAHHBIX IOJUTUK CYIIECTBYET TICeBIOTabsmia 0e30ImacHOCTH
SEC$POLICIES (cMm. ITpusoxkenne B), anamornunas PLG$POLICIES.

I ITonunTukm 6e30macHOCTH PabOTAIOT CO BCEMU M3BECTHBIMU METOJIAMY Ay TEHTU(DUKAIII.
IlonuTuku peanusyercs B Buje njaruxHa Policy.
I Jsis1 BKITIOYEHUs MOJIUTUK IIaruH Policy mosken ObITH yKa3aH B PolicyPlugin.

Ecmm PolicyPlugin = Policy, TO HONBITKA HPOUTH ayTeHTU(MUKAIMIO OyIeT OCYIIECTBIATHCS I
KaXKJI0TO TIJTarmHa, yKa3anHoro B AuthServer, a mmdopmalus 00 yCIEITHOM MPOXOXKICHUU OyaeT m100aB-
aarbest B AuthBlock. 3arem marusa Policy, ykaszanubiii B PolicyPlugin, nposepsier AuthBlock u permnaer
JaTh JIA JOCTYII II0JIb30BATEJIIO.

Ecnu PolicyPlugin He yka3aH, TO ayTeHTU(DUKAINA 3aBEPIIAETCs IIPHU IIEPBOM YCIIEIITHOM IIPOXO0XK J1e-
HHUU II0 METOJly, YKa3aHHOMY B AuthServer.

9.4.15.2 Co3ganue moJuTUK 6e30I1aCHOCTH

Jtst co3manmsi, U3MEHEHUsSI WK YIAJIEHHUS MOJTUTHKA OE30IACHOCTH aIMUHUCTPATOPY HEOOXOIIMO CO-
€IMHUTHCA ¢ KaKoi-11mbo 6a30il JTaHHbIX.

XoTsI caMu MMOJTUTUKA XPAHATCH B 6a3e maHHBIX Oe3omacHocTH securityb.fdb, co3mars ux MOXKHO,
COEJIMHMBINUCH C JI000it 6a30it HaHHbIX. OHAKO [TOJIH30BATEJb IIPU STOM JIOJIKEH UMETh IIpaBa Ha
3amuch B 6a3y JaHHBIX OE30IIAaCHOCTH.

st co3paHme MOJIMTUKU UcHoJib3yercs oneparop CREATE POLICY. CuHTAKCHC 3TOrO OIEpaTropa Ipu-
BeJICH HUXKe:

( N
CREATE POLICY <umMsa momumTuku> [AS <mapameTp>=<sHaueHue> [,<napamMeTp>=<3HadeHue>...]]

<mapameTp> ::= AUTH_FACTORS
| PSWD_NEED_CHAR

| PSWD_NEED_DIGIT

| PSWD_NEED_DIFF_CASE
| PSWD_MIN_LEN

| PSWD_VALID_DAYS

| PSWD_UNIQUE_COUNT

| PSWD_NEED_SPECIAL

| MAX_FAILED_COUNT

| MAX_UNUSED_DAYS

Omnuncanne NOJUTUK IIPUBEIAEHO B CeLylolneil Tabiuie:
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Tabuna 9.5 — [Mapamerpsr mosmTuk

ITapamerp Tun Onucanue

AUTH_FACTORS VARCHAR (64) | @akrops! ayreHTUdDUKAIMA (38JAI0TCA B KPYIVIBIX CKOOKAX e~
pes 3amTyo):
e SRP - naposib (Bepudukarop) Srp

SRPARGON2ID - napouib (Bepudukarop) SrpArgon2id
LEGACY - maposs Legacy

WIN_SSPI

GSS

CERTIFICATE - cepruduKaTr MOJIH30BATEIS
VERIFYSERVER - npoBepka cepBepa
GOSTPASSWORD - napous o 'OCT

PSWD_NEED_CHAR INTEGER MunumaabHOe KOJIMIECTBO OYKB B [1apoJie

PSWD_NEED_DIGIT INTEGER MunnmaabHOe KOJIUYIecTBO Mudp B HapoJie

PSWD_NEED_DIFF_CASE BOOLEAN TpeboBanne nuCIOIH30BaHUS PA3IUIHBIX PETUCTPOB OYyKB B Ia-
poJie

PSWD_MIN_LEN INTEGER MunumanbHast JJIMHA TapOJIs

PSWD_VALID_DAYS INTEGER Cpok jgeficTBusi IapoJIst

PSWD_UNIQUE_COUNT INTEGER KomuaecTBo mocaeqamx He MOBTOPSIIOIIMXCH TApOJIeit

PSWD_NEED_SPECIAL INTEGER KosmmuecTBo crenuajibHBIX CHMBOJIOB, TPEOYEMBIX B IApOJIE.

CrenuaabHBIM CIUTAETCS JIIOOOI MevYaTHBI CUMBOJI, 38 UCKJIIO-
geHneM OyKB, 1udp u mpodeia.

MAX_FAILED_COUNT INTEGER KonmyecTBo HEymaUHBIX TOMBITOK BXOA

MAX_UNUSED_DAYS INTEGER MaxkcumaabHOe BpeMs HEAKTUBHOCTH YIETHBIX 3AITUCEH T0Ih30-
BaTeJsd, B JIHAX

Caenmyromuii TpuMep JIeMOHCTPUAPYET CO3/IaHUE ITOJTUTUKA:

CREATE POLICY TestPolicy AS
AUTH_FACTORS = (SRP, LEGACY),
PSWD_NEED_CHAR = 5,
PSWD_NEED_DIGIT = 3,
PSWD_MIN_LEN = 8,
PSWD_NEED_DIFF_CASE = true,
PSWD_VALID_DAYS = 15,
PSWD_UNIQUE_COUNT = 5,
MAX_FAILED_COUNT = 5,
MAX_UNUSED_DAYS = 45;

9.4.15.3 HaznauyeHune HOJMUTUKHN HOJbB30BaTEJISAM

Hasznagenne mosmMTHKY MTOIB30BATEIO BLITTOIHAETCS onepaTropoM GRANT POLICY:

[ GRANT POLICY <umsa_nomuTurm> TO <uMA_TOIb30BATENHA> ; ]

Ilonp30BaTETE MOXKET MMETH TOJBKO OJHY HOJUTHKY. 1[0 yMOmI9aHUIO IIpM CO3/AHUH TOJb30BATENIS
eMy HazHavaeTcsd nosjuTuka DEFAULT. B meit orcyTcrByIoT Kakue-janO0 TpeOOBAHUS K HAPOJISIM MJIA CECCUSIM
nosib3oBaresieil. IToObl OTMEHHTH UPEIBLAYIIYIO MOJUTHKY ¥ HA3HAYUTH HOBYIO, HYKHO IIPOCTO €Ile pa3
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BBIIOJTHUTE oniepaTop GRANT POLICY <xoBas_monuTuka>. 10 €CThb Jijis TOrO, YTOOBI OTMEHUTH TPEeOOBAHUS
MTOJTUTUKU JIJIsl OIIPEIEJIEHHOTO MOJIb30BATE IS, €My HeOOXOIMMO HA3HAYUTH IOJIUTUKY TI0 YMOJTIAHUIO:

GRANT POLICY "DEFAULT" TO <uMs_TOIb30BaTeJd>

ITosmTuky Ha3HAYAIOTCHA TOJIBKO II0JIb30BaTeJIAM, HO HE POJILAM. Haznauurs IIOJINTUKY HECYIIIECTBYIO-
meMy II0JIb30BATEJ/IIO HEJIb34.

Ilocne Ha3sHaYeHMS OJIHB30BATESISIM IIOJUATHK, KACAIOIIUXCA TPEOOBAHUII K HAPOJSAM, aJMUHACTPATOD
JIOJIZKEH CMEHUTBb STHUM IIOJIb30BATEISIM AP0, YTOOBI OHU YJIOBJIETBOPSIIN TPEOOBAHMSAM COIOCTABIEHHBIX
9TUM IIOJIH30BATE/sIM TOJUTHK Oe3omacHocTu. [Ipu sToM orpanmyenme PSWD_UNIQUE_COUNT geiicTByer B
paMKax HCIIOJIb3yeMOr'0 ITapOJIBHOTO IIATMHA, T.€. €CJIM NOoJb30BaTesb MeHdeT LEGACY-maposb, W HOJATH-
KOIf 33/]aHO OI'DAaHUYEHNE HA 3 HEIOBTOPSIOIINXCS [1apoJisi, IPOBePeHbl OyayT Tekyrnuit LEGACY-raposs u 2
npeabLrymux. 11aposn ocTaabHBIX IIJIATMHOB B IIPOBEPKE HE yYACTBYIOT.

Ecaun npu cmene maposist mosib30BaTe b BBEAET MAPOJIb, KOTOPDHIH HE YIOBJIETBOPSET YCTAHOBIECHHOMN
JI7IsI TIOJTB30BATENIST TIOJIUTUKE HE30TIACHOCTH, TO OYIeT BBIJAHO COODIIEHME:

Statement failed, SQLSTATE = HYO000
modify record error

IIpu HeymavHOM MOMBITKE BXO/A Y TOJIH30BATENST YBETUINBACTCI CIETINK HEYIATHBIX MTOTBITOK U BPEMS
nocryna K BJI ycranaBnuBaeTrcs Ha Tekyiee + 1 cekynaa. Korga mocturaercs 3uadenne MAX_FAILED_COUNT
[IpU HEYJAYHBIX IOIBITKAX COEIUHUTHCHA C 0a30il JAHHBIX, MOJB30BaTEIb OjoKmpyercs. st ero pasbiio-
KAPOBKHU CJIEJIyeT MOJKJIIOUNTHCH K 0aze OezomacHocTn securityb5.fdb u yCcTaHOBUTH 3HAYEHHME CTOJIOIA
PLG$FAILED_COUNT (cMm. Tabuuity PLGSMF), BBIIIOJIHUB 3aI11pOC:

UPDATE PLG$MF SET PLG$FAILED_COUNT=<3zHauemme> WHERE PLG$USER_NAME = '<umsa_
IoJIb30BaTeNd> '

IIpu ycranoske 3uaduenus napamerpa B $0$ mosibzoBaress 610KupoBaTHCs He OyIeT.

Ectes u apyroii ciocob cusitre 6J10KUpoBKE 10Jb30BaTes . COPOC KOIMYIECTBA HEYIATHBIX HOIBITOK U
Bpemenu jgoctyna K b/l Beimosasiercst omeparopom RESET USER:

RESET USER <uMsa mosib30BaTeNd>;

BrimosiHuTE 3TOT OnepaTop MOMXKeT TOJIBKO IOJIb30BATE b, 00T AIONINY aIMITHICTPATHBHBIMU ITPUBU-
sgerusmu B B/l 6e3onacHocTH.

Eciu nmonb3oBarens mpu MpOXOXKIEHUN Ay TEHTUMDUKAIINN TPETbsiBIII BCe TpeOyeMble ITOJUTUKON Oe3-
omacHOCTH (hAKTOPHI ayTEHTU(MUKAINY, TIPU STOM ITU (DAKTOPHI YIOBIECTBOPSIOT OIPAHUYIECHUSM TOJTUTUKA
JIJISE 9TOTO TIOJIH30BATENIS U [TO3BOJISIIOT OJHO3HATHO UAEHTU(DHUIIUPOBATH [TOIH30BATE s, TO Ay TeHTU(MDUKAIIHA
cyObeKTa JOCTYIIA CINTAETCA YCIIEITHOM].

Vcnonp3oBanne NOJUTHK TO3BOJIAET MOBBICUTDH OOIMYI0 O€30IIaCHOCTh CUCTEMbI, & UMEHHO:
® 3AIPETUTD IMOJIb30BATESIM UCIOIb30BAThH CJIUIITKOM IIPOCTHIE TTAPOJIH;
e TpebOBaTh OT IOJIB30BATENEHl PEryIPHON CMEHBI ITapoJIeil;

® OrPAHMYHUTDH YHUCJIO HEYIAYHBIX MOIBITOK ayTEeHTU(MUKAINH, YTO B COBOKYIIHOCTU C TPEOOBAHUSIMUI
K CJIO’KHOCTU U CPOKY JI€HCTBHS I1apoJsieil NCKIIIoYaeT HoAO0P MapoJis 3JI0YMBIIILIEHHUKOM;

® OI'PAHUYIUTH YMUCJIO OJHOBPEMEHHBIX HO,ZLK.HIO‘IGHI/IfI JJId TI0JIb30BaTEJIA;

® ABTOMATHYECKH OTKJ/IIOYATH IOJb30BATEIS IIPU JJIUTEIbHOM Oe31eficTBun U TPeOOBATH ITPOXOXK Ie-
HUS UM TIOBTOPHOH ayTeHTU(DUKAIIIH.

Kpome toro, B ciaydae, eciu moOJIb30BATEb HE IMPOIIIEJT MPOIEAYPY ayTeHTU(MUKAINHA, OH HE ITOJIYIUT
nHAGOPMAINT O TOM, KAKOW UMEHHO U3 MPEIbIBIEHHBIX UM (DAKTOPOB SIBJISETCS HEPABUIHHBIM.
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9.4.15.4 Pabora c nosmutukamu 6e3onacHoctu yepe3d LDAP

Yrobs! misg LDAP-nonb3osareneit neiicrsosanu nojutukn o6e3onacaoct, 8 LDAP mia nonb3osarens
[IPEJlyCMOTPEHBI CJIEIYIONTNE ATPUOYTHI:
e rdbPolicy — Ha3BaHMe NMOJUTUKHU Oe3omacHocTH. Eciu y moap3oBaress 3TOT arpubyT He HailleH,
JIJIsL HErO TIPUMEHSIeTCsI TIOJIUTHKA Ge3omacHocTn o ymoruanuio (DEFAULT);

e rdbLegacyPasswordTime — BpeMms mocjeHeil cMeHbl Legacy-maposis MoJIb30BATEIEM;

e rdbSrpPasswordTime — Bpemsi nocieaueit cmenbl SRP-maposs mosib3oBaresenm;

e rdbSrpArgon2idPasswordTime — Bpems nocseaneii cmersr SrpArgon2id-naposist mop30BaTeIeM;
e rdbPasswordTime — Bpems mociesaeit cmensl I'OCT-maposst osb3oBaTeseM;

e rdbFailedCount — YuCJIO IPOBAJIEHHBIX IONBITOK ayTEHTHMUKAIINNA C MOMEHTA ITOCJIETHETO YCIeIll-
HOT'O BXOJ1;

e rdbAccessTime — BpeMd, IO KOTOPOI'O BXO/I II0JIb30BAaTEId Ha CEPBEP 3aIIPEIIEH.

Iosmruka nosb3oBaress (rdbPolicy) 3amaéresa upu BinojHeHun B 6a3e oneparopa GRANT <policy>
TO <user>, eciu B KOHMUTYPAIUH 33 IaHO UCIIOJIb30BaHne LDAP. 9TO IPOUCXOINT MMOCE TOMBITKA HA3HAIATH
9TY MOJIUTHUKY II0JIb30BATEIO B securityb. £db (He3aBucuMo OT pe3ysbrara 3Toil nonbTke). Ecin naznauurs
[IOJTUTUKY HE HOJIYYUJIOCh HU B securityb.fdb, uu B LDAP, BeITaéTCs OIMMOKA.

Bpewms nocsiesnnedi cmennl mapodis (rdbPasswordTime) 3agaérest B LDAP mocjie yCHenHON CMHXPOHU3a-
1Y TIapOJIs.

ArpubyTtel rdbFailedCount u rdbAccessTime U3MEHSIOTCS TIPU MOMBITKE Ay TEHTU(DUKAIUN [T0JIb30Ba~
Tesist Ha cepBepe. [Ipu ycmerrHoit monbITKe OHM COpachIBAIOTCs, T.€. ycranapiuBaorcda B 0. I[Ipu neymaanom
Bxoje rdbFailedCount yBesuunBaercs Ha 1, rdbAccessTime ycTaHABIMBAECTCS HA CEKYHIY OOJIBIITUM TEKY-
I1er0 BpEeMEeHU.

9.4.16 OTtobparkeHnme 06 bLEKTOB 6€30MACHOCTH

C BBeJieHHEM MIOJJIEP:KKU MHOYXKecTBa 0a3 manubix 6esonacHoctu B PEJ] Basze JlaHHBIX MOSIBUINCH HO-
BbI€ IIPOOJIEMBI, KOTOPBIE HE MOIJIM TPOM30MTH ¢ eIMHOIT ri1obaJibHON 62301 JaHHBIX Oe3omacHoCcTH. KiacTepbr
6a3 JTaHHBIX, UCIOJIB3YIOIINE OHY U TY YKe 0a3y JaHHBIX 0e30IacHOCTH, ObLTH 3 deKTUBHO pasenenbl. OTob-
parKeHusi IIPeIOCTABISIOT CPEJICTBA [IJIsi JOCTUKEHUS TOH 2Ke 3(pHEKTUBHOCTH, KOT/1a MHOXKECTBO 06a3 TAHHBIX
UCTIONB3YIOT KaXKasl CBOIO 6a3y JAaHHBIX 0€30MacHOCTH. B HEKOTOPBIX CIydasx TpeOyeTcs yIpaBaeHue JIJIs
OTpaHUYEHNUS] B3aUMOJIENCTBHUS MeXK/Iy TaKuMu KJjacrepamu. Hampumep:

e xorma EXECUTE STATEMENT ON EXTERNAL DATA SOURCE Tpebyer oOMeHa JAHHBIMU MEXKIY KJIacTe-
pamu;

e korma SYSDBA smocTyn K 6a3aM JTAHHBIX HEOOXOIUM OT APYTUX KJIACTEPOB, UCIOIB3YIOMINX CITyKObI;

e anajiormunbie mpobsiemsl cymectsoBau B PEJl Baze Jlanubix 2.5 n 2.6 mox Windows, u3-3a mos-
IEepKKA JOBEPUTEIbHON ayTeHTU(MUKAINN: [1BA OTIEIbHBIX CIIMCKA ITOJIh30BaTeell — OnuH B Oa3e
HaHHBIX Oe3omacHocTH, a apyroit B Windows, u HeoOXoInMO CBS3aTh UX.

Euroe pemrenne 1y1a BceX 9TUX CIy9aeB sABJISETCs OTOOpaKeHre MHMOPMAIIUU O [TOJIh30BATENe, BXO-
JISIIIETO B CUCTEMY, Ha BHyTpeHHIe 00heKThl Oe3omacHocTu — CURRENT_USER m CURRENT_ROLE.

Coznanne orobparkeHns 00bEKTa OE30IACHOCTH BBITJISIIUT CJIEAYIONIAM 00Pa30M:

CREATE [GLOBAL] MAPPING <uMs oTo6paxeHus>
USING {
PLUGIN <umMs mnaruHa> [IN <uMa 6a3b JaHHHX>]

| ANY PLUGIN [IN <mma 6a3m mauanx> | SERVERWIDE]

| MAPPING [IN <umMsa 6a3b OaHHHX>]

| 'x' [IN <ums 6a3m mamHex>] }
FROM { ANY <tun oTob6-ro obbexTa> | <Tum oTob-ro obberTa> <uMsa oTob-ro obbexTa> }

(npogonxerue Ha cneayroweid cTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
L TO { USER | ROLE } [<umMa obbekTa, Ha KOTOpOEe IIPOU3BELEHO OoTobpaxeHue>]

Ouneparop CREATE MAPPING co3zaér orobpazkenue o0bekTOB GezonacHocTu (Hojib3oBarTeseil, rpyi,
poJieil) ONHOrO WM HECKOJbKHUX ILUIAMMHOB AyTeHTH(MUKAIMA Ha BHYTPEHHUE OOBEKTHI 0E30I1aCHOCTH —
CURRENT_USER u CURRENT_ROLE.

Ecmu npucyrcrByer onmmst GLOBAL, To orobparkenne OyeT MPUMEHEHO He TOJIBKO JJIsi TeKyIeil Oa-
3bl JIAHHBIX, HO W I BceX 6a3 JAHHBIX HAXOIAIIUMCS B TOM YK€ KJIACTEPE, B TOM YMCJIe W 0a3bl JAHHBIX
6e3onacHocT. OHOMMEHHBIE IJI00AJIbHBIE U JIOKAJIbHBIE OTOOPaXKEHHE SIBJISIIOTCS PA3HBIMU OO'bEKTAMM.

[Ipennoxkenne USING onuchiBaeT UCTOYHUK oToOpaykenusi. OHO UMeeT BeCbMa CJIOKHBIA HAOOp OIIuii:

e sIBHOe yKazaHue nMeHn miaaruata (omusi PLUGIN) o3Hadaer, 910 OHO Oy/eT paboTaTh TOIBKO € STHM
IJIATTHOM;

® OHO MOXKET WCIIOJIb30BATh JII060i JocTynHbli mwiarnd (onnus ANY PLUGIN), nake €M HCTOYHUK
ABJIAETCA IPOLYKTOM IPEIBIIYIIero OTOOParKeHN ]

® OHO MOXKeT OBITH CIEJIAHO TaK, YTOObI PAbOTATH TOJIBKO C OOIIE CEPBEPHLIMU ILIArMHAMU (OIS
SERVERWIDE);

® OHO MOXKET OBITBH CIEJIAHO TaK, YTOOBI PaGOTATH TOIBKO C PE3y/ILTATAMU [IPEIBIIYIIETO 0TOOpazKe-
Husi (omrwst MAPPING);

® BBl MOXKETE OIYCTUTH HCIOJB30BaHHUE JIOOOr0 M3 METOJOB, HCIOJb3Ysl 3BE3J0UKY (*) B KauecTBe
apryMeHTa;

® OHO MOXKET COJIEPXKATh UM 0a3bl JTAHHBIX (onunﬂ IN), 13 KOTOPOH MMPOUCXOIUT O0TOOparkeHne 00b-
ekTa FROM.

IIpemioxkenne FROM omnucbiBaeT orobpazkaeMblii 06beKT. OHO NpuHUMaeT o0si3aTe/IbHbBIN apryMeHT —
Tun oobekTa. OcobeHHOCTH:

e 1pu 0TOOparKeHNU UMEH U3 IJIATMHOB, TUII OLPEJESIETCH IIJIATNHOM;
® 1Ipu 0TOOPAXKEHUHU IPOLYKTA IIPEIBIIYIIEro 0TOOPaKEHUs, TUIIOM MOXKeT ObITh TOJIbKO USER u ROLE;
® ecyim uMsi 00bEKTa OYyIeT YKa3aHO SBHO, TO OHO Oy/IeT yIUTHIBATHCHA IPU OTOOPAXKEHUN;

® IIpU HCIIOJIb30BAHUU KJII0UeBOro cjioBa ANY OyayT oToOpaskeHbl OOBEKTHI C JIFOOBIMU UMEHAMU JIaH-
HOI'O THIIA.

B mpengoxxenun TO yKa3bIBaeTCs MOJH30BATENb WM POJIb, HA KOTOPOTro Oy/IeT MpPOu3BeIeHO 0TOOpa-
>KeHnue. NAME gaBJjisiercd He O65I3aTe.HbeIM aApryMEeHTOM. EC.HI/I OH HE€ YKa3aH, TO B Ka49eCTBE€ MMECHU O6’beKTa
OyJeT MCIOJIb30BAHO OPUTMHAJIBHOE UMs U3 0TOOParXKaeMoro 0ObeKTa.

BocmonibzoBarhest omepaTopoM co3jaHusi 0ToOpaykeHuit Moxker SYSDBA, Biajesien 6a3bl JaHHBIX (ecin
oTobpazkeHne JIOKaJIbHOe), MOJIb30BaTEb ¢ POJibio RDBSADMIN, mosIb30BaTe/b Yoot (Linux).

CHuHTAKCHC TI03BOJISIET U3MEHSITH JIIO0BIE OIIIUN CYIIECTBYOMEro orobpazkenns: (ALTER MAPPING) u yia-
asTh orobpaxkenue (DROP MAPPING).

9.4.16.1 Ilpumeps!

1. Brurtouenue mocTymna onpeiesi€HHOMY OJIB30BATENIO U3 IPYroi 6a3bl JAHHBIX K TEKYyIeil 6a3e maHHBIX
1I0JT IDYTUM HUMEHEeM.

CREATE MAPPING FROM_RT
USING PLUGIN SRP IN "rt"
FROM USER Ul TO USER UZ2;

2. Brurtouenue SYSDBA cepsepa (0T OCHOBHOI 6a3bl JIaHHBIX GE30IIACHOCTH) JIJIs JIOCTYIa K TeKyleil 6a3ze
JIAHHBIX.
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CREATE MAPPING DEF_SYSDBA

USING PLUGIN SRP IN "security.db"
FROM USER SYSDBA

TO USER;

3. ObGecnieuenne rapaHTUPOBAHNE, UTO Y HOJIB30BaTE e, KOTOPhIE TOIKIIOYAIOTCA TPAIUITUNOHHBIM
IJTATHHOM ayTeHTU(OUKAIIMN He CJUIIKOM MHOTO TIPaB.

CREATE MAPPING LEGACY_2_GUEST
USING PLUGIN legacy_auth
FROM ANY USER

TO USER GUEST;

9.4.17 IlludpoBanue ceccum

s mmdpoBaHus ceTeBOro TpaduKa HUCIOJb3yeTcs Iiarud SRP, KOTOpBI I'eHepupyeT CeKpeTHBIN
KJII0Y U UCIOJIb3YET €ro JIjisl B3aUMOJEHCTBUAS MKy KJIUEHTOM U CEPBEPOM.

MIudposanne ceccum ynpasisgercsa AByMs mapaMerpamMu B daie firebird.conf: WireCrypt u
WireCryptPlugin. IlepBoiii mapamerp Br/IOUaeT/oTK/IoY9aer mudposanue. Bropoit 3amaer miarun mud-
poBanust. Ilo ymomrganuio aro Arc4 (Alleged RC4) - peanuzarus asropurma RC4. Ecim ayrentudukanms
BBINIOJTHsIETC TIaruaoM SRP, TO mcmosb3yercs KpunrorpadudecKnil K04, KOTOPBIA JleaeT mudpoBanne
ceccun 6€30IACHBIM 6€3 HeODXOIMMOCTH OOMeHa, KII0UaMi MEXKIYy CEPBEPOM M KJIHEHTOM SIBHO.

Ilnarun Arcd asisiercss "BerpoeHHBIM" B KIHEHTCKYIO 6ubanoreky fbclient.dll. MoKHO MOIydnuTH
WM HAITCATH JPYTOH IJIATMH 3aIUTHl KAHAJIA ITEPEIAIr JAHHBIX.

s HACTPONKY IIATMHOB UCIIOJIb3yeTcst daita plugins. conf . Daitsn KOHGUTYpAIUH COCTOUT U3 JIBYX
TUTIOB OJIOKOB:

s R
Plugin = <uMa mrarmza> {

Module = <myTe mo 6mbIMOTERM C IJIAaTWHOM>
Config = <uMa koHQUTypanum>

}

Config = <uma romdpurypamum> {
<gmoy> = <3HaAYEeHUue>

Hampuwmep:

Plugin = Crypto_API {
Module = $(root)/plugins/Crypto_API
Config = Crypto_API_config

}

Config = Crypto_API_config {
TracePlugin = 0
KeyDirectory = $(root)/plugins/Crypto_API/keys
test = 1234
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9.5 PoJjieBoe pa3rpaHmdeHue JOCTYyIIa

Poss — cpencrBo 3amanns nHeobxonumoro Habopa mpuBmiIernit K o0beKTaM 0a3bl JaHHBIX. Posib MOXKHO
CPaBHUTH C TPYIION MOJIb30BATEE OTIEPAIIMOHHON CHCTEMBI, NMEIOIIUX OJIMHAKOBBIE TIPUBHUJIEIHIH.

PoJb MOYKHO CO3JATH ¢ HOMOIIBIO CJIEIYIOMEro OIIepaTopa’:

CREATE ROLE <wmmMsa pojm>
[SET SYSTEM PRIVILEGES TO <cuc.mpuBunerus> [,<cuc.npuBunerus> ...]]

CoBriasieHre UMEH MOJIB30BATENEH U POl HeIOMyCTUMO. VICKIIIOUUTh TaKue COBIIAJEHUsI HEBO3MOXKHO,
TaK KaK POJIU XpaHdATcda HernocpeacTBeHHO B BJI, a mosmb3oBare n — B 6a3e JaHHBIX OE30MACHOCTH,
nosromy 1pu nepenoce BJI ¢ omHoro cepsepa Ha Ipyroil BOSMOXKHBI COBIIAJICHUS UMEH T0JIH30BaTEE 1
pouteii. [Ipn TakoM coBHaJIeHIN JEHCTBYET CJleylolee IIPABUIO: IIPaBa BCErja Ha3HATAIOTCH Ha POJIb B
IIEPBYIO OY€PEIb, 3aTE€M, €CIU POJIb HE HailJleHa — Ha OJb30BATEJIS.

Pousstm moryT nipeocTaBiisiThcs IpUBUIIErnn K OObeKTaM 0a3bl JAHHBIX TOYHO TAK YKe, KAK U MOJIb30Ba-
tesisM. Jlist sToro ucnosbdyercs omeparop GRANT. OHoit posin MOXKeT ObITh MPEIOCTABIEHO TPOU3BOJILHOE
KOJIMYeCTBO IpuBmiernii. B nmajpmeiiiiieM posm MOryT HA3HAYATHCS OT/IEIbHBIM II0JI30BATENSAM, KOTOPLIE B
pe3yJsibTaTe MOJIyIaloT BCe IIPUBIIIETHH, IIpegocTaBieHube post. OiHa poJib MOXKeT ObITh HA3HAYEHA JTI0OOMY
KOJITYECTBY ITOJIb30BaTesell Uau poseil. J1s Ha3HaYeHNs POJId TOJIb30BATENIO MCIOJIb3YETCA OIIEPATOP:

GRANT [DEFAULT] <wums pomm> [, [DEFAULT] <umsa pomm> ...]

TO [USER]|[ROLE] <ums momps-a/pomu> [, [USER]|[ROLE] <uma mombz-s/pomm>. . .]
[WITH ADMIN OPTION]

[{GRANTED BY | AS} [USER] <wumsa rparTopa>]

IIonp30BaTE B, KOTOPOMY IIPEJOCTABIIEHA POJIb, JOJIKEH yKa3aTh €€ IPU BXOJIE, JIJI TOTO YTOOBI ITOIY-
quTh €€ nmpuBmiIernu. Ho moMuMo HUX MOJIB30BATENb MOTYyYaeT TPUBUJIETUN BCEX POJIeil, HA3HAYEHHBIX €MY
¢ DEFAULT (ecsin Takue umerorcs). [losToMy eciu mojb30BaTesb He YKA3bIBAET POJIb IIPU IOIKIIOYEHUN K
cepBepy, TO OH TOJIYIaeT MPaBa TOJBKO TeX poJieil, KoTopble emy HasHadenbl ¢ DEFAULT. Bxox B cuctemy ¢
HECKOJIbKMMU POJISIME He IoJiepKuBaeTcs. MoKHO M3MEHUTh TEKYIILYIO POJIb C HMOMOIIbIo oneparopa SET
ROLE.

s Toro, 9T0OLI OTHATDH POJIb Y HOJB30BATENS, UCIOIB3YETCS OIIePaTOP:

REVOKE [ADMIN OPTION FOR] [DEFAULT] <ums pomm> [, [DEFAULT] <umsa pomm> ...]
FROM [USER] | [ROLE] <umst monws3-si/pomu> [, [USER]|[ROLE] <ums momb3-s/pomm>. . .]
[{GRANTED BY|AS} [USER] <umMs rpanTOpa>]

s ynaseHus poJi UCIIOIb3yeTCsl OMEPATOD:

[ DROP ROLE <uma pomm>; ]

Cy1iecTByeT psiji IpeIolpeeIEHHBIX POJIeil, IpeIHA3HAYEeHHbBIX JIJIsl BBIIIOJIHEHUsT (DYHKIIHI IO/ IEPXKKH
u agvmuancTpupoBanus CYB/I. Poin u ux HasHadeHune mpuBeieHbI B CJIeIyIONIei Tabure:

2 TToxpobHee 0 HABHAYEHMH CHCTEMHBIX IIPUBUIIErHil cM. 1. 9.6
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Tabmumna 9.6 — Ilpenonpemerennnie pon

Nmsa poan Hasnayenue posn
RDB$ADMIN JlaeT 1oJiHBIE IIpaBa, HO TOJIBKO B TEKyIleil 6a3e JIaHHBIX.
PUBLIC Posb o ymosrganmnio 718 BHOBBL CO37IaBaeMbIX MoJib3oBaTeseit. He

nmMeeT HUKaKUX IIpaB. He CYIIIECTBYET B basze JaHHbIX B ABHOM BH/JIEC.

RDB$SYSADMIN JaéT mpaBa ympaBjeHus OIb30BATEIISM,
CO3JIaHMs / H3MeHeHUs | yiaieHus: 6a3bl NAHHBIX, & TAKYKE BO3MOXKHOCTD
Ha3HAYaTh IpaBa Mmojb3osaress. Poss RDBSSYSADMIN mosKHa
Ha3HAYaATHCA B 0a3e JaHHBIX Oe30IIaCHOCTH.

RDB$DBADMIN JaéT mpaBa yrpaBjeHUs TOJH30BATEISIMI, BBIITOJTHEHUST PE3EPBHOTO
KOIIMPOBAHUS U BOCCTAHOBJIEHUs 0a3bl n3 OIKaIA, yIpaBJeHne
HaCTPOWKaMu 0a3bl TAHHBIX, & TAKKEe BOSMOXKHOCTH Ha3HAYATH IIPaBa
I10JIL30BaTEJIs.

RDB$USER Jaér nmpaBa co3/1aBaTh 00BEKTHI 6A3bI JAHHBIX M MAHUITYJINPOBATH
VMU, BBIIOJHATH XPAHUMBIE TPOIEITYPhI.

9.5.1 KymyngaruBHoOe JeilicTBue poJieii

Posu moryT 6bITH rpanToBanbl jipyrue posm. B CYBJ/1 PE Basa /lanubIX AeficTByeT NPUHIIAI KYyMYy-
JISTUBHOIO JIEfICTBUS POJIei. DTO 3HAYUT, YTO, IPUBUJIETNNA KOHKPETHO POJIH - 9T0 00'be IMHEeHNe IIPUBUJIEr Ui,
BBLIAHHBIX 3TOU pOJIN, U IPUBUJIETUN pOJell, Ha3HAYEeHHDBIX 9TOU POJIN.

IIpaBuia KyMyJIITUBHOTO JIEHCTBUS POJIEii:

® eCJIM II0JIb30BaTe b He yKa3bIBaeT POJIb IIPU IOJIKII0OYEHNN K cepBepy, TO OH II0JIydaeT IIpaBa TOJIbLKO
TeX poJiell, KoTopble eMy HazHa4denbl ¢ DEFAULT;

® eCJI TOJIb30BaTE b IIPH MOJKJIIOYEHNN YKa3aJ KOHKPETHYIO POJIb, TO OH MOJIyYaeT TOJIBKO €€ IpH-
BUJICTUU U IPUBUJIETUU POJIEil, KOTOpble eMy Ha3HadeHbl ¢ DEFAULT;

® II0JIb30BaTesIb MOXKeT ¢ nomompio oneparopa SET ROLE cMEHUTH poOJb, YKA3aHHYIO IIPU IOJKJIIO-
qeHun. B aTom caydae npusmiaernn moab3oBaress CURRENT_USER OyayT CK/IaIbIBATHCA U3 TPUBU-
Jgeruil posau, HazHadennoil oneparopoM SET ROLE u npususeruu poJieif, KOTopble eMy Ha3HaYeHbI
c DEFAULT;

® [IpU IIOJKJ/IIOYEHUU IIPOUCXOJUT IIPOBEPKa, YTO JAaHHAas POJIb CyIIeCTByeT U Ha3HadeHa JaHHOMY
II0JIb30BATEJIIO;

® IMKJIMYECKHE CCBIJIKM PoJieil Jpyr Ha Jpyra HeJOIyCTUMBL.

Haznauenune u orb0p y poJieit mpaB APyrux poJieil MPOUCXOAUT AHAJOTUIHO HA3HAYEHUIO U OTOOPY IpaB
Yy IOJIb30BaTeJIeil U y pOJIeit:

GRANT Rolel TO Role2;
REVOKE Role2 FROM Rolel;

ITonbITKa BBIIOJHATE TOBTOPHBIN GRANT 0/1HO# poJiM HA APYrYIO HE JACT OIMUOKY — IIpaBa 00enx poJieit
HE MOI'YT OT 3TOI'0 U3MEHUTLCH.

ITonpITKa BBIIOJIHUTH TUKJINYIECKOE HaCJ/IeJOBaHUE IIpaB ME2K/1y POJIAMU:

GRANT Rolel TO RoleZ2;
GRANT Role2 TO Rolel;

Bepuer onmbky npu BLIIOJHEHUN BTOPOI'O OIIEPATOPA:
Statement failed, SQLCODE = -607
unsuccessful metadata update
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-role ROLE2 can not be granted to role ROLE1

IIpu monbiTKe MOBTOPHOrO O0TOHOPA IIPAB OJHON POJIU ¥ APYTOil posu:

GRANT Rolel TO Role2;
REVOKE Rolel FROM Role2;
REVOKE Rolel FROM Role2;

Oy/1eT BBLJAHO IIPEeJIyIIPeK/ICHIE:
Warning: privileges on ROLEl is not granted to ROLE2.

AHajornyHoe npemyIpexKaeHne OyIeT BhIIAHO U IIPH IIOIBITKE OTHATH y POJIM IIPpaBa TOil PO, KOTOPbIE He
ObLIM el Ha3HaJYEHBI.

9.5.2 Poar RDB$SADMIN

Cucremnuasi posib RDB$ADMIN, mpucyTcTByeT B KaxKj10il 6a3e maHHbIX. [IpeocraBienne moIb30BaTEIIO
posiz RDBSADMIN B 6aze JAHHBIX JIAET eMy mpaBa SYSDBA, HO TOIBKO B TeKyIeil 6a3e JIaHHDBIX.

IIpuBusernu BCTymamOT B CHJLy Cpa3y IIOCJE BXOJa B OOBIYHYIO 0a3y MAHHBIX C yKa3aHUEM POJIH
RDB$ADMIN, rocjie 9ero moIb30BaTe b MOJIYIaeT MOJHBIH KOHTPOJIb HAJ BceMru OO0beKTaMu 0a3bl JAHHBIX.

Posn RDBSADMIN MoKeT OBITH IIPEIOCTABIECHA C UCIOIb30BaHIEM Kjio4ueBoro cjaoBa DEFAULT. B stom
caydae TOoJIb30BaTelh aBTOMATHIECKN Oy/eT MoJIydaTh aJMUHUCTPATUBHBIC MPUBUJIETUN JIaXKe eCJIM OH He
yKkazaJ posib RDBSADMIN nipu BXOJIE.

IIpenocraBienne B 6a3e MaHHBIX 0E30MACHOCTH JAET BO3MOXKHOCTH CO3/1aBaTh, U3MEHATH U YIAJATh
YYETHBIE 3aIIMCH T10JIb30BATEJIEN.

B obownx cayaasx momb3oBaressb ¢ mpaBaMu RDBSADMIN posi MOXKET BCErjia MmepeiaBaTh 3Ty POJb JIpy-
ruM. Jpyrumu cioBamu, WITH ADMIN OPTION y»kKe BCTPOEH B 9TY POJIb U ITY OIIIHIO MOXKHO HE YKa3bIBaTh.

9.5.2.1 IIpenocrasisienne poau RDBSADMIN B o6bruHOl 6a3e JaHHBIX

s mpenocraBienns u ynaaerus poju RDBSADMIN B 0ObIvuHOI Oa3e JAHHBIX UCIOJIb3YIOTCS OMEPATOPHI
GRANT m REVOKE, Kak 1 [iyIsl Ha3HAYCHUS U OTMEHBI OCTAJIbHBIX POJIEH.

GRANT [DEFAULT] RDB$ADMIN TO <uMsa IOIb30BaTeId>
REVOKE [DEFAULT] RDB$ADMIN FROM <umMs HOIb30BaTes>

ITpusueruu wa poss RDB$ADMIN mMoryT jaBarh TOJIBKO MMOJIb30BaTe n ¢ mpaBamu RDBSADMIN.

Tlob3oBaTEH MOXKET yKa3aTh POJIb HE TOJIHKO IIPU BXOJE, HO M MO3JIHEee C MOMOIIbIo omepaTopa SET
ROLE. Ecyu posib Hazaadyera ¢ DEFAULT, TO 11OJIb30BaTe/ b aBTOMATUIECKH OYIET MMOJIydaTh a IMAHUCTPATUB-
Hble IPUBUJIETUN .

9.5.2.2 TIIpenocrasienne posu RDBSADMIN B 6a3ze naHHbIX 6€30MACHOCTH

IIpemocraBienne posu RDBSADMIN B 6a3e JAHHBIX 0€30MACHOCTH JIaET BO3MOXKHOCTD CO3/IaBATh, M3Me-
HATb U YIAJIATH YIETHDBIE 3AIMCH TOJIb30BaTe eit. JI71s 9TOro MOryT MCIOJb30BATHCS HE TOJBKO ONEPATOPbI
GRANT u REVOKE, Ho 1 SQL koMman 161 yrpassienus mosib3oBaresisimu: CREATE USER u ALTER USER, B KOTOPBIX
YKa3bIBaloTcs crenuaJsibable oy GRANT ADMIN ROLE m REVOKE ADMIN ROLE.

CREATE USER <wmmMa moab3osaTens> PASSWORD '<maposp>'
GRANT ADMIN ROLE

(npogonxerne Ha cneayroleid cTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

L ALTER USER <umsa nmonb3oBaTens> REVOKE ADMIN ROLE

IIpuBuernn wa poas RDB$ADMIN MOryT JaBaTh TOJIBKO aJIMUHUCTPATOPHI.

st yrupaBieHusl yIETHBIMH 3alUCSIMU II0JIb30BATEJEH IT0JIb30BATENb, UMEIOIMUN [paBa Ha POJIb
RDB$ADMIN, moJIsKeH MOAKJIIOUATHCS K 6ase JaHHBIX O€30IMacHOCTH ¢ 3TOH POJIBIO.

To ke camoe MOYXKHO C/leIaTh HCIOJB3Yysl YTHIATY gsec yKasaB mmapaMerp -admin JjIsi COXpaHEHUs
arpubyta RDB$ADMIN yuéTHOI 3alMCH OIb30BATEJISI:

gsec -add <uMsda MoNb30BaTeNd> -pw <maponb> -admin yes
gsec -mo <uMsa IONb30BaTena> -admin no

g yupaBiieHus! [IOJIb30BaTeNIsIMA 4depe3 YTUIUTY gsec posib RDBSADMIN no/mKHA OBITH yKa3aHa B
IepekJiodaresne -role.

9.5.2.3 AUTO ADMIN MAPPING

A ivmuaUCTpaTOPBI Olepannonnoit cucreMbl Windows aBToOMaTHIeCKH He ToJTydaioT npasa SYSDBA mpu
HOJKJIIOYeHNH K 6a3e JaHHBbIX (eci, KOHEUHO, Da3pelleHa JOBepeHHas aBropusanus). ViMeoT iu aaMuHu-
CTpaTophl aBTOMaTHYecKue mpaBa SYSDBA 3aBuUCHT OT ycTaHOBKM 3HadeHus: ¢pjara AUTO ADMIN MAPPING.
D70 durar B KaxK 10l n3 6a3 JaHHBIX, KOTOPbI 10 YMOJTIaHUIO BeIKII0YeH. Ecim dar AUTO ADMIN MAPPING
BKJIFOYEH, TO OH JeficTByeT, Koraa aamuHucTpaTrop Windows:

® IIOJKJIFOYAETCs] C MOMOIIBIO JIOBEPEHHON ayTeHTU(MDUKAIIIN
® He OmpejiesisieT HUKAKOM POJI TIPU HOAKIIOU€HUH
ITocne ycmentnoro nmonk/IroYeHns: TEKYIIEi PoJbio OymeT sBisaThca RDBSADMIN.

Bkirouenne u Beiktouenue ¢yara AUTO ADMIN MAPPING B oOBIMHOI 6a3e JAHHBIX OCYIIECTBJISIETCS
CJIETY FOIIM 00pPa30M:

ALTER ROLE RDB$ADMIN SET AUTO ADMIN MAPPING
ALTER ROLE RDB$ADMIN DROP AUTO ADMIN MAPPING

Otu orepaTopbl MOT'YT OBITh BBIIIOJIHEHBI BJ1aJeJIbIIaMM 0a3 JJaHHBIX UJIN aJIMUHUCTPATOPAMMU.

AsbrepHATHBON BKIIIOUYEHUST TAKOTO (hJlara CJIyKHUT CO3JaHUe OTOOParKEeHUs [IPEIOIPEIeIEHHON IPYyII-
bt DOMAIN_ANY_RID_ADMINS Ha posb RDBSADMIN:

CREATE MAPPING WIN_ADMINS
USING PLUGIN WIN_SSPI
FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS

TO ROLE RDB$ADMIN;

B obbranbsix 6a3ax manabix craryc AUTO ADMIN MAPPING mpoBepsieTCsi TOJBKO BO BPEMS TOIKJIIOUEHUS.
Ecmu agvmunncrparop nmeer posb RDB$ADMIN moTOMy, 9TO MPOU3OIIIO aBTOMATHYIECKOE OTOOpaKEHUE BO
BpeMsI BXOJa, TO OH OyJIET yAep:KMUBaTh 9Ty POJIb Ha NPOTSKEHUU BCEil CecCcuu, jrake €CJIM OH WJIM KTO-TO
JPYTOI B 9TO Ke BPeMsl BBIK/TIOUAET aBTOMaTUIecKoe oTobpazkenne. TouHo Takke, BkodeHne AUTO ADMIN
MAPPING He M3MEHUT TEKYyIIyi0 posib B RDBSADMIN jyist aIMUHICTPATOPOB, KOTOPBIE YK€ TMOIKIIOUUIIUCE.

Ja Brirodenust AUTO ADMIN MAPPING B 6a3e JaHHBIX IOJb30BaTe/ell MOXKHO CO3/IaTh TJI00AIHLHOE
oTobpakeHue mpeonpeaeéanoii rpymmnsr DOMAIN_ANY_RID_ADMINS Ha posib RDB$ADMIN ciemyrommum obpa-
30M:
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CREATE GLOBAL MAPPING WIN_ADMINS

USING PLUGIN WIN_SSPI
FROM Predefined_Group
DOMAIN_ANY_RID_ADMINS
TO ROLE RDB$ADMIN;

Tak>ke MOYKHO MCIOJIB30BATh YTUJIATY KOMAaHJHOW CTPOKH gSec:

gsec -mapping set
gsec -mapping drop

Tompko SYSDBA moxker BkitounTh AUTO ADMIN MAPPING, ecyi OH BBIKJ/IIOYEH, HO JIFOOOH aIMUHUCTPA-

TOP MO2KET BBIKJ/IIOYUTH €T'0.

IIpu BeikTIOUenun AUTO ADMIN MAPPING moJib30BaTeNb OTKJIIOYAET CAM MEXaHU3M, KOTOPBINA IMpeJIo-
CTABJISITT €My JOCTYII W, TAKAM 00pa30M, OH He CMOXKeT o0parTHO BKIOYNThL AUTO ADMIN MAPPING. /laxke B
MHTEPAKTUBHOM gSeC CeaHce HOBas YCTAHOBKA (hjiara cpa3y BCTYyIAET B CUIIY.

9.6 PacnpejiesieHne CUCTEMHBIX HPUBUJIETUA

ITonb30BaTETI0 MO2KHO HA3HAYUTH YACTh IpaB agmuuuctparopa bll, nesernposBas emy poJib ¢ CUCTEM-

HBIMUA IIPUBUJICTUAMMU.

,ZIJIH 9TOro CHavYaJla Hy?KHO CO31aTh POJIb C CUCTEMHBIMU IPUBUJICTUAMM:

JInctunar 9.1. Cunrakcuc oneparopa CREATE ROLE

CREATE ROLE <umsa poim>

SET SYSTEM PRIVILEGES TO <cuc.mpusBunerus> [,<cuc.mpuBmmerus> ...];

Tabauna 9.7 — Cucremuble TPUBUIETAN

IIpuBusierus

Onucanue

USER_MANAGEMENT

VYipaBjieHre MOJIb30BATEIIMU.

READ_RAW_PAGES

Yrenune CTPAHMI] B CBIPOM dopmare HCIIONB3Y T
Attachment: :getInfo()

CREATE_USER_TYPES

Coznanne, m3MeHEHNE U yJAJIeHNe HEe CHCTEMHBIX 3aIuceil B Tabd-
sintie RDB$USER_TYPES.

USE_NBACKUP_UTILITY

Hcnonw3oBanue nbackup st cO3/IaHUsT PE3EPBHBIX KO

CHANGE_SHUTDOWN_MODE

BakpbiTre 6a3bl naHHbIX (shutdown) u BosBpaleHue eé B online.

TRACE_ANY_ATTACHMENT

TpaccupoBka TyKHUX MOJTH30BATEHCKUX CECCHIA.

MONITOR_ANY_ATTACHMENT

Monuropuar (MON$ TabuuIsl) 1yKUX MOJIb30BATENBCKUX CECCHIA.

CREATE_DATABASE

Coznanne HOBOI 6a3bl JAHHBIX (XpAHUTCHA B 6a3e JAHHBIX [I0JIH30-
BareJeil security.db).

DROP_DATABASE

VYnanenune texymeit B/1.

USE_GBAK_UTILITY

Vcnonp3oBanne yTuanTel uian cepsuca gbak.

USE_GSTAT_UTILITY

Vcnonb3oBanne yTuianTel uin ceppuca gstat

USE_GFIX_UTILITY

Hcnonb3oBanue YTUJIUTHI UJIN CEPBUCA gf ix

(pa3pbie Tabauub)
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(pa3pbiB Tabnuupl)

IIpuBusierus

Ormnucanue

IGNORE_DB_TRIGGERS

Paspemaer urnopuposars Tpurrepst Ha cobbrrust B

CHANGE_HEADER_SETTINGS

zmenenne napamMerpoB Ha 3aroJjiopouHoii crpanuiie b/1.

SELECT_ANY_OBJECT_IN_DATABASE

Brmosnenne omeparopa SELECT u3 BceX CEIEKTUBHBIX OOBHEKTOB
(Tabrmr, TpeacTaBIeHN T, XPAHUMBIX TIPONIELYD BBIOODA).

ACCESS_ANY_OBJECT_IN_DATABASE

Hocryn (so6bim ciocobom) K Jiobomy oobekty BT

MODIFY_ANY_OBJECT_IN_DATABASE

W3menenue smoboro obbekta B/,

CHANGE_MAPPING_RULES

M3menenne npaBusr 0TOOpaXKeHUs MIPU &y TEHTUMUKAIAN.

USE_GRANTED_BY_CLAUSE

Wcnonwzosanne GRANTED BY B ormepaTopax GRANT u REVOKE.

GRANT_REVOKE_ON_ANY_OBJECT

BuimostHenne omepatopos GRANT u REVOKE jist s1r060TO 0OBEKTA,

BIL.

GRANT_REVOKE_ANY_DDL_RIGHT

Brmosinenne onepatopos GRANT u REVOKE mist Bermadun DDL mpu-
BUJICTUI

CREATE_PRIVILEGED_ROLES

Coszanue TPUBUIIETHPOBAHHBIX poJieil (¢ ucnosib3oBanue SET
SYSTEM PRIVILEGES)

GET_DBCRYPT_KEY_NAME

Tlonydenne nmenn Kioda MU pPOBaAHUS

MODIFY_EXT_CONN_POOL

Vupagssienne IyJ0M BHEITHUX COEIMHEHUN

REPLICATE_INTO_DATABASE

Ucnonbzosanne API perukaruu jjist 3arpy3ku HabOpOB U3MeEHe-
Huil B 6a3y JaHHBIX

PROFILE_ANY_ATTACHMENT

IIpodunmmpoBanue MOAKIIOUEHUN IPYTUX MTOJIH30BATEEH.

EXECUTE_ANY_OBJECT_IN_DATABASE

Buoimmostaenne 060ro 06bekTa B 6a3e TaHHBIX.

UPDATE_ANY_OBJECT_IN_DATABASE

O6HoBIeHnEe JTI060r0 00beKTa B 6a3e JTaHHbIX.

CucreMHbIe TPUBUJIETUHU TTO3BOJISIIOT MPOU3BO/IUTH OYE€Hb TOHKYIO HACTPOMKY, TIO3TOMY WHOT/A BaM
HYy>KHO OyzeT BbIIaTh OoJiee 1 CHCTEMHOI IIPUBUJIETUH I BBHIITOJITHEHUST KAKOUW-IU00 3a/1a9H.
Hampumep, reobxomumo Bbriats IGNORE_DB_TRIGGERS coBmecTHO ¢ USE_GSTAT_UTILITY, moTomMy 9TO
gstat JI0/2KeH UTHOPUPOBATDH TpUrrepa Ha cobbiTusa B/1.

Ecsu BBI X0THTE, 9TOOBI KOHKPETHBI [10/IH30BATEIb OJIYYNJI CUCTEMHbBIE IIPUBUJIETHH, TPAHTYHTE eMy
COOTBETCTBYIONIYIO posb. Jlasiee mMoIb30BaTENIO CIIEAYeT MOJKIIOYAThCS K CEpBHCAM MM K 0a3e JaHHBIX C

yKa3aHueM 3TOHU poJiu.

Omneparop ALTER ROLE u3MeHsieT CIIMCOK CHCTEMHBIX [IPUBHUJIETUN POJIA UJIU YIAISIET UX.

JIuctunr 9.2. Cunrakcuc oneparopa ALTER ROLE

ALTER ROLE <uma pomm>

{ SET SYSTEM PRIVILEGES TO <cuc.npuBuierus> [,<CHC.IpUBHUIETHUSI>. . .]
| DROP SYSTEM PRIVILEGES }

IIpu mcnonbzoBanuu mpeoxkenuss SET SYSTEM PRIVILEGES TO poJi HA3HAYAIOTCS CHUCTEMHbBIE ITPU-
BUJIErnH U3 crucka. i O9nCTKY ClICKa CUCTEMHBIX TPUBUJIETHI YCTAHOBIEHHBIX TPEBIIYIIIAM OIIEPATOPOM
ucnosab3yiite oneparop ALTER ROLE ¢ npeagoxkenuem DROP SYSTEM PRIVILEGES.

BrimmoauTs omepaTrop MOryT aIMHHUCTPATOPHI, BJIAJEJEI] POJM WA MOJIb30BATENH C IMPUBUIETHEH
ALTER ANY ROLE.

,B;JIH OPOBEPKU UMEET JIn TEeKYIee IMOJK/ITI0OYCeHNEe 3aJJaHHYI0 CUCTEMHYIO IIPUBUJICTUIO MOZKHO BOCHOJIb-
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30BaThCs BCTpoeHHOM dyHKimeit RDB$SYSTEM_PRIVILEGE.

9.7 PasrpanmdeHme gocTyma K o0beKTaM 06a3bl JJAHHBIX

B srom pazmese Oymer paccMOTPEHO pa3rpaHUYeHne JOCTYyIa B OTHOINEHUH OIePaIuii HaJl 00 beKTaMI
KOHKPETHOI 0a3bl JAHHBIX.

Tlocse ycmerHoro BXOma B CHCTEMY aBTOPU30BAHHBIN IMOJH30BATEIb MOJYYaeT JOCTYI K CEepBEpy M
KO BCceM 0a3aM JAHHBIX 3TOIO CEPBEPa, HO 9TO HE O3HAYAET, YTO OH MMeeT JOCTYII K JIOOBIM 00beKTaM B
J06oii 6aze manubIX. [locie cozmanust 06beKTa, TONBKO IOJIL30BATENb CO3ABIIMN 00bEeKT (ero Biaieserr)
7 JIMUHHCTPATOPBI UMEIOT JOCTYI K HeMy. Ilosib30BaTe 0 HEOOXO MBI IPUBUJIETMH HA KayKJIbIil 00bEKT, K
KOTOPOMY OH JIOJI?KE€H TOJIYYUTh JOCTYII.

KonTpoas gocryna cydbeKTOB K 00bEeKTaM JIOCTYIIa OCYIIECTBIISIETCS Yepe3 JIeJIETUPOBaHNe PaB CyOb-
eKTaM Ha pa3jImJHble JefCTBUS HaJl 00 bEKTAMHU.

Cyobekramu nocryna B CYBJ] PEJ] Basa JlaHHBIX sIBJIAIOTCS IOJIb30BAaTEIU, POJIU, & TaKKe IMpe-
CTaBJIEHUSI, IPOIELYPbI, (DYHKIIUHU, [TAKETHI U TPUITEPHI, 3aILyIIEHHbIE OT UMEHU [T0JIb30BATEJIEH.

OObeKTBI JOCTYIIA - 9TO caMu 0a3bl JIAHHBIX U OObEKTHI 0a3 JAHHBIX — TaOJUIbI, [IPEICTABIEHUSI,
IIpOIEe Ay PhI, (PYHKINH, TAKEThI, T€HEPATOPHI, JOMEHbI, NCK/IIOUeHNsI, POJIH, HaOOPhI CHMBOJIOB, COPTUPOBKH,
BLOB-(bu/IbTPBI U 3aIIUCH.

Hnst kaxkoit mapsl (CyObekT — 00BEKT) 3a/1a€TCs IBHOE U HEIBYCMBICIIEHHOE TIEPEUNCIIEHNE JIOTYCTH-
MBIX THIOB JOCTyIAa (UUTATh, MUCATH U T.JI.).

M1t HazHaveHusa mpaB CyObeKTaM JOCTYyIa MCIOJb3yeTcs omepaTop GRANT. s cHATUS TUX MpaB
ncnosb3yercs ornepatop REVOKE. IToHbI CHHTAKCHC STUX OIIepaTOpOB Ipe/icTaBieH B PykoBoscTse mo SQL.

O0beKTBI 6a3bl MOXKHO PA3JIEIUTh HA JIBE TPYIIIIbL:
e MeraJaHHble («JaHHbIE O JAHHBIX», CTPYKTYpa 06a3bl);
e nannble (cobcTBeHHO MHMGOPMAIUS, CoJepyKaIlasica B 6ase).

s IepBo#i IPYIIIBI OIIPEJeJIEHbl OLIEPAIINN CO3/IaHUs, U3MEHEHNS, U Y/IAJIeHUs 00bEKTOB, JIJIsi BTOPOit
— nobaBJieHUsI, M3MEHEHUs], YIaJIeHUsI ¥ BBIOOPKU JAHHBIX.

HocTymuble jTst KaxK10r0 00beKTa OrepaIun CBeIeHbl B Tabsuiy 9.8:

Tabmumna 9.8 — OObEKTHI U OIepaIuy Had HAMA

O06bekT Omneparust
Baza mannbx Co3zanue, n3MeHeHHe, YIAJICHIE
Tabauna Coznanne, n3MeHeHne, yIajlenne, 100aBIeHne CTPOK, M3MEHEeHne CTPOK,

ylajeHne CTPOK, BBIOOPDKAa CTPOK, CChLIKA HA YKA3aHHBIE CTOJIOIBI
BHEIITHUM KJIIOYOM

[Ipencrasmenune Coznanne, n3MeHeHne, yIaJIeHne

IMponeaypa,/dyHknus /maker Cosnanve, n3MeHeHUe, yaJeHue, 3alyCcK (BbI30B)

Tpurrep Co3zanue, u3MeHeHNe, YIaJCHIe

l'eneparop Coszianue, n3MeHeHNeE, yIaJeHNIe, UCIOJb30BaHIe

Homen Coszanue, n3MeHEHNe, YIAJICHIE

Uckmouenne Coznanne, n3MeHeHMe, yIaJIeHNe, UCIOIb30BAHNE

Pouib Cosnanve, ynajenne, Ha3HAYEHNE MIOJIB30BATENIO/ IPYTOil posn, n3Me-

HeHne CUCTEeMHBIX HpI/IBI/IJIeFI/Iﬁ

BLOB ¢dbuistp O0ObsBienne u ynajierue oobssiaenns: BLOB dbuibrpa

CoprupoBka JlobaBjieHre COPTUPOBKY U yIAJE€HUE CYIIEeCTBYIOIIEH COPTUPOBKH

(pa3pbie TabnuLbt)
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(pa3pbiB Tabnuupl)

O6bekT Omneparius
Ha6op cumBosioB VceraHOBKa COPTUPOBKY [0 YMOJTIAHUIO JIJIsI HAOOPaA CUMBOJIOB
Bamnucu Jlobasiienne, n3sMeHeHne, yJajaeHne, BHIOOPKA, CCBIIKA Ha yKA3aHHBIE
CTOJIOIBI BHEITHUM KJIIOUOM

Tlonp3oBaTenn, co3maBmmit 00HEKT 0a3bI JAHHBIX, CTAHOBUTCS €r0 BJIAIEIbIeM. TOTBKO BiIageser] 00b-
€KTa U II0JIb30BaTeld C IpaBaMy aJIMUHUCTPATOpa B 0a3e JAaHHBIX MOI'YT M3MEHUTHb WM YIAJUTh OOBEKT
6a3bl JlaHHBIX. Biiajesen 6a3bl JaHHBIX, TO €CTh II0JIb30BaTe b, KOTOPBIA CO37a/l €€, uMeeT BCe IIpaBa Ha
0O'bEKTBI, KOTOPBIE OBLIN CO3JIaHbI JIPYTUMU TI0JIb30BATEISIMU.

A,HMHHHCTpaTOpr NJIN BJIaJIeJIeI] 00beKTa, MOI'yT BblIaBaTh IIPUBUJICTUN JIPYT'UM I10JIB30BAaTEJIAM, B TOM
qucJie 1 IIpuBUJIETUN Ha IIPpaBO BbIJIa4U HpI/IBI/IJIeI‘I/Iﬁ APYTruM IIOJIb30BaTEJIAM.

Bce nmpuBmimernu mo goctymy K oObeKTaMm 0a3bl JAHHBIX XPaAHSITCSI B caMoit 0a3e, W He MOTYT OBITH
MIPUMEHEHDI K JII000i JIpyroii 6a3e JTaHHbIX.

9.7.1 Pacnpeaenenue npas Ha DDL-onepaiun

B CYB PE/I Baza /lanHbIX 110J1630BATEb UJIH POJIb MOTYT IIOJIY YU Th IIPABA HA BBIIIOJHEHUE OIIEPAITI
u3MeHeHHUsI CTPYKTYpbI 6a3bl nanubix (DDL-onepaium) u generupoBars CBOU IPaBa IAPYIUM HOJIb30BATEISAM
uin posisiM (npegiozkenne WITH GRANT OPTION B oneparope GRANT).

HpaBa Ha CO3JaHue, USMEHEeHNEe 1 yIaJICHUE 00'bEKTOB HA3HAYAIOTCS U OTMEHSIOTCS CJIEAYIOIMUMHU BbBI-
PazKeHnAMM:

Tabmuna 9.9 — Hasuagyenne npas va DDL oneparun

Omnepartiust O0OBbekT Hasnauyenue npas
CREATE, PROCEDURE, GRANT <omnepanus> <o6bekT>
ALTER ANY, FUNCTION, PACKAGE, TO <cmmcox moxydaTelell IPUBUISTUN>
DROP ANY, ROLE, TABLE, [WITH GRANT OPTION]
ALL [PRIVILEGES] VIEW, EXCEPTION, [{GRANTED BY|AS} [USER] <umMs rpamTOopa>]

GENERATOR, DOMAIN,
SEQUENCE, CHARACTER |REVOKE [GRANT OPTION FOR] <omepauus> <o6bexkT>

SET, COLLATION, FROM <cmucox obmnazaTeneil npuBuiIermii>
FILTER, JOB [{GRANTED BY|AS} [USER] <ums rpamTopa>]
CREATE DATABASE GRANT CREATE DATABASE TO <cCHOmCOK HOIb30BaTejel
¥ pojei>

REVOKE CREATE DATABASE FROM <cmmcok
Ioyib30BaTeNel u poyen>

ALTER, DATABASE GRANT <omnepanus> DATABASE
DROP, TO <cmnucox moxydaTenel IpUBUIETUN>
ALL [PRIVILEGES] [WITH GRANT OPTION]

[{GRANTED BY|AS} [USER] <ums rparTOpa>]

REVOKE [GRANT OPTION FOR] <omepamus> DATABASE
FROM <cmnucok obmamaTesnell mpuBUIIETuit>
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

IIpemmoxkenne ALL [PRIVILEGES] obbemunnsier mpusmiernn CREATE, ALTER u DROP Ha yKa3aHHBIN THIT
00beKTa.

IIpu mpemocTaBIeHny MTPUBUJIETHIT TOJIB30BATEISIM MOXKHO yKa3aTh rmpeyoxkenne WITH GRANT OPTION,
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9TO IO3BOJIAET CBOIO O9€peE/b IIPEIOCTABIATH APYTUM IIOJIB30BaTE/JIAM 3TU IIPUBUJICTHN.

IIpemmoxkenne GRANT OPTION FOR B omepartope REVOKE MO3BOJISIET OTMEHUTH JIjIs COOTBETCTBYIONIETO
00beKTa, ITPABO TIPEJIOCTABJICHUS JIPYTUM OObEKTaM 3THU ITPUBUJICTHUH.

C nomorpio mpetoykenne GRANTED BY MOXKHO MIPEJIOCTABIISITh WK OTO3BATDH IIPABA HE OT UMEHH TEKY-
IEro TMOJIHL30BATES, & OT JIPYTOro mnojb3osaressd. [Ipu ucnonmbs3osanunu oneparopa REVOKE mocsie GRANTED BY
npasa Oy/yT y/IaJIeHbI TOJIBLKO B TOM CJIyUae, €CJIU OHU OBLIN 3aPErUCTPUPOBAHDI OT YAJISIONIETO IT0IH30BaTe-
as. [Ipenmoxkenne AS saBisiercst cunonuMoM GRANTED BY. Ilpenjoxkenust GRANTED BY u AS MOTYT MCIOJIB30-
BaTh TOJIBKO BJIaJIeJIer] 0a3bl JAHHBIX U aMUHACTPATOPHI. Jlaxke Biaseser 00beKTa He MOXKET HCIIOJIb30BATh
X, €CJIU OH He MMeeT aJMUHUCTPATUBHBIX IIPUBUJIECIUN.

Kpome nasznavenus: nmpaB HEOCPEICTBEHHO MTOIb30BATEISIM BO3MOXKHO Ha3HAUYEHUE IIPAB POJISIM, Xpa-
HAMBIM TIPOTIeypaM, DYHKISAM, TaKeTaM, TPUITEPaM, IPEJICTABIECHUSIM U CUCTEMHBINH TPUBUJIETUSIM.

Oneparop Ha3HAYEHWS IPUBUJIETHUI HA CO3JaHUeE, yIAJIeHIE U U3MEHEeHe 0a3bl JAHHBIX NMEeT HECKOIh-
KO OTIMYHYI0 opMy OT oreparopa HazuHadernus DDL npuBmiernit Ha apyrue oO0beKThl METAIAHHBIX.

ITpusuernss CREATE DATABASE siBjisieTcst OCOOBIM BHJIOM IIPUBUJIETHIl, TOCKOJIBKY OHA COXPAHSIETCS
B 0a3e mamubix OezomacHocTu. Crnmcok mosib3oBareseil nMeromux npubujiernio CREATE DATABASE MOXKHO
MIOCMOTPETh B BUPTyaJsibHO# Tabsuie SEC$DB_CREATORS. IlpwBuiernio ma co3ganme HOBON 0a3bl JAHHBIX
MOI'YT BBIJABaTh TOJBKO aJMUHUCTPATOPHI B 6a3e JaHHBIX O€30IIACHOCTH.

IIpuBumernun ALTER DATABASE u DROP DATABASE oTHOCATCS TOJIBKO K TeKyIeil 6ase manubix. [IpuBu-
JIETVH Ha M3MEHEHWe W yJAJeHIe TeKyIei 6a3bl TaHHBIX MOTYT BBIJIABATH TOJHKO aMUHUCTPATOPHI.

IIpumep

Jtst Toro, 9TobBI 1aTh moab3oBarerio TestUser BOZMOXKHOCTB CO3JAaBAThL TAOJIUIBI, HEOOXOMMMO BbI-
TOJHUTD CJAEIYIONTYI0 KOMAHIY:

GRANT CREATE TABLE TO TestUser;
Temepsb m0JIB30BaTEb CMOXKET CO3JABATH TAOJIHIIBI, HATIPUMED:

CREATE TABLE TEST_TABLE (ID integer, Name: VARCHAR(50));

IIpu mombiTKe CcO37aTh KaKOi-MbOO JApyroii 06beKT 6asbl JaHHBIX II0Jb30BATE/Ib MOJYyYUT COOoDIIeHne 00
ommmoKe:

Statement failed, SQLCODE = -901
There is no privilege for this operation.

AHAIOTMYHO TIOJIB30BATEIb> MOYKET [TOJIYIUTh [IpaBa Ha CO3J/IaHUe, U3MEHEHUE, yaJeHne TabJIUIl, TPeICTaB-
JIeHW#t, mponeayp, GYHKINA 1 ApYrux 00bEKTOB 6a3bl JAHHBIX.

s Toro, 9TOOBI JIUMIUTD TOJIHF30BATEIS IPABa HA U3MEHEHNE CTPYKTYPbI 0a3bl JAHHBIX, HEOOXOIMMO
BBINOJTHUTL KoMaHay REVOKE, nanpumep:

REVOKE CRATE TABLE FROM TestUser;
Tenepb Tpu IOIBITKE BBHIIIOJHUTH OIIEPAITAIO

CREATE TABLE TEST_TABLE_2 (ID integer, Name: VARCHAR(50))

II0JIL30BATEb MOJYIUT COOOIIEHUE 00 OITUOKE CJIEIYIONIEro BUIA:
Statement failed, SQLCODE = -901

There is no privilege for this operation.
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9.7.2 Pacnpeaenenue npas Ha DML-onepanun

ITo anastoruu ¢ pacupeneserrem npas Ha DDL-onepanuu, agMuHACTPaTOp U Bjaeser, 00beKTa MOy T
pacupeesiaTh paBa U Ha OIEpaluyu JOCTyla K JaHHbIM (J100aBjieHre, U3MEHEHNe, BhIOOPKaA, ViAJIeHue).
Tosb30BaTe b WK POJIb MOT'YT JICJIETUPOBATH CBOU IIPABA, IPYIHUM [OJIH30BATEJISM WU POJIAM (IIPEJIOKEHIe
WITH GRANT OPTION B ouneparope GRANT). Cunrakcuc 3aunpocos 1o pocrymny K DML-onepanusm csenen B
Tabuity 9.10:

Tabmuna 9.10 — Hazunauenue npas va DML oneparun

Omnepariust O06bekT Hasnauyenue npas
SELECT, TABLE, GRANT <omeparus> ON [TABLE] {<umsa Tabmuus>|<umsa view>}
DELETE, VIEW TO <cnmcok momydaTejle# npuBuIeruit>
INSERT, [WITH GRANT OPTIQON]
UPDATE [ (<umsa [{GRANTED BY|AS} [USER] <umMs rpamTopa>]
cTonbma> [, <uMa
cTtonbuma>])], REVOKE [GRANT OPTION FOR] <omeparus>
REFERENCES (<ums ON [TABLE] {<umMs Tabmmipr> | <uMs mpercTaBieHuWs>}:
crombua>[, <uMsa FROM <cmucok obnamaTeiyeil IpUBUIETUH>
cTombua>...]), [{GRANTED BY|AS} [USER] <umMs rpamTopa>]
ALL [PRIVILEGES]
USAGE® EXCEPTION, | GRANT USAGE ON {EXCEPTION|GENERATOR|SEQUENCE} <ummst>

GENERATOR, | TO <cmmcok moJydaTelel NpUBMIESTHI>
SEQUENCE [WITH GRANT OPTION]
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

REVOKE [GRANT OPTION FOR] USAGE ON
{EXCEPTION | GENERATOR | SEQUENCE} <mmMs>
FROM <cmmcox obnamaTesyieil IpUBUIETUH>
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

EXECUTE PROCEDURE, |GRANT EXECUTE ON {PROCEDURE|FUNCTION|PACKAGE} <mms>
FUNCTION, |TO <cmmcox IoJydaTelel NpUBUIECTHI>

PACKAGE [WITH GRANT OPTION]

[{GRANTED BY|AS} [USER] <umMs rparTOpa>]

REVOKE [GRANT OPTION FOR] EXECUTE ON
{PROCEDURE | FUNCTION | PACKAGE} <mmsa>
FROM <cmumcok obnanmaTejyieil IpUBUIETUH>
[{GRANTED BY|AS} [USER] <umMs rpamTopa>]

Ipeozkenue WITH GRANT OPTION o3HadaeT, YTO MOJIL30BATENb (MM POJIb), KPOME [IPABA HA Ty HJIU
WHYIO OIIEPAaINIO, IOJIYYUT TaKzKe BO3MOXKHOCTB IepefaTh IIPaBo Ha 3Ty ONEPAIUIO APYTOMY IIOJIb30BATEII0
wid posu. JIAmuTh moJIb30BaTe ST BO3MOYXKHOCTH JI€JIETHPOBATH CBOU IIPABa MOXKHO C IIOMOIIBIO OIIEPATOpPa
REVOKE GRANT OPTION.

C nomorpio mperokenne GRANTED BY MOXKHO IIPEIOCTABJISITh WK OTO3BATDH IIPABA HE OT UMEHH TEKY-
IIET0 TOJIHL30BATES, & OT JIPYTOro mojb3osaressd. [Ipu ucnons3oBanuu oneparopa REVOKE mocsie GRANTED BY
paBa OYAyT yIJaJIeHbI TOJIBKO B TOM CJIy4ae, eCIU OHU OBLIIN 3aPEruCTPUPOBAHBI OT yIAJISIONIEr0 T0Ib30BaTe-
as. [Ipenmoxkenue AS sBisiercst cmanoHuMoM GRANTED BY. Ilpemjoxkenust GRANTED BY u AS MOTYT MCHOJIB30-
BaTh TOJIBKO BJIaJIeJIel] 0a3bl JAHHBIX U aJMUHACTPATOPHI. Jlaxke Biaseser; 00beKTa He MOXKET UCIIOJIb30BATh
X, €CJU OH He MMeeT 3IMUHUCTPATUBHBIX IIPUBUJIETAN.

KpOMe Ha3HaYCHUsA IIPpaB HEIIOCPEACTBEHHO II0JIb30BaTE/IIM BO3MOXKHO Ha3HaYCHHUE IIpAB POJIAM, Xpa-

3 [Ipusniterust USAGE npuMeHsieTCsl [1JIsl NCIIOJIB30BaHUsl UCKJIIOYEHH U FeHEPATOPOB /II0C/IeI0BATEILHOCTEN B IIOJIb30BATE b
CKHX 3aIpocax.
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HUMBIM IIPOIIEIypaM, (DYHKIMSM, [TAKeTaM, TPUITepaM, IPeJICTaBIEHUsIM U CUCTEMHBIN ITPUBUJIETUSIM.

Ponn npencrasisior coboit rubKnit MeXaHU3M DPaCHpee/IeHns [IPAB CPa3y HECKOJIbKUM II0JIb30BaTe-
JIIM — MOKHO JIATh IIpaBa Ha TpedyeMble olepalnu KaKOH-Tub0 poJid, a 3aTeM HA3HAYUUTDH ITY POJIb BCEM
[TOJIb30BATEJISIM, KOTOPBIM HEOOXOMMBbI 9TH [IPABA.

Pacmipesiesienie paB poJisiM IPOUCXOAUT AHAJOTHMIHO HA3HAYEHUIO IPAB I10JH30BATEJISIM, TOJILKO B
npeamoxkeHuax GRANT... TO... u REVOKE... FROM... yKa3pIBalOTCd He HMMEHa IIOJIb30BaTesell, a MMeHa
poJieil.

IIpumepsni

st Toro, YTOOB! ATH MTOJIL30BATEIIO, IPABO HA BCTABKY JAHHBIX B Tab/uily Test_Table He0oOXOTMMO
BBIIIOJIHUTh KOMaHJTY:

GRANT INSERT ON TABLE Test_Table To TESTUSER;
Tenepn nmosb3oBaTenb TestUser cmoxkeT 106aBaAThL 3anucu B Tabsuily Test_Table:
INSERT INTO Test_Table (ID, Name) VALUES (1, 'Alex');
TTombiTKa Ke BBIIOIHUTD JAPYLHUe OlePaIlii MAHUITYJINPOBAHUS JaHHBIMEA BepHer omubky. Hampumep:

SELECT * FROM Test_Table;

BEpHET OITHOKY:
Statement failed, SQLCODE = -551
no permission for read/select access to TABLE TEST_TABLE

Jy1s1 Toro, 9T00BI JIUIATD [TOJIF30BATEII [IPABA M00ABJSATH 3aIUCH B TAOJIUILY, HEOOXOIMMO BBIIOJITHUTD KO-
MaHJLy:

REVOKE INSERT ON TABLE Test_Table FROM TESTUSER;

Teneps npu mombITKE BCTABUTH 3anuch B Tabsmiy Test_Table mob30BaTe b IOy IAT COODIIEHNE 00 OIUOKE:

Statement failed, SQLCODE = -551
no permission for insert/write access to TABLE Test_Table

[Tpu mombITKe JOCTyTIAa K HEPA3PEITEHHBIM CTOIOIAM TabJIHIL TOJIb30BATE b TOJIYIUT COOOITeHne 00 ommoKe,
HAIpUMED:

GRANT UPDATE (Name) ON Test_Table TO TestUser;

COMMIT;

CONNECT 'TestDB.fdb' USER TESTUSER PASSWORD TestPass123;
UPDATE Test_Table SET ID=2, Name='Tom';

BEpHET OIINOKY:
Statement failed, SQLCODE = -551
no permission for update/write access to COLUMN ID

Tak Kak 1moJyib3oBaresiio TESTUSER pa3peleHo u3MeHsITh 3HAYeHne TOJLKO cToji0a Name. A omeparop
UPDATE Test_Table Name='Tom';

BBIIIOJIHUTCA 03 OIMOOK.
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9.7.3 IlpmBuaernn BbiosiHeHusa SQL koja

Bcee o6bekTh MeTatanubix comepxkariie DML wim PSQL Kom MOryT BBITOJTHSATCS B OJHOM U3 CJIEITY-
IOIIUX PEeKIMOB:
® C IIPUBUJIEIMAMU BBI3BIBAIOIIETO I10J1b30BaTEA (HpI/IBI/I.TIeFI/II/I CURRENT_USER);
® C IPUBUJIEIUSIMU OIIPEIEJISIIONIEro 0JIb30BaTels (BJIaesblia 06'beKTa MeTaJAHHBIX ).
B PEJI Baze /lanHbIX ecTh BO3MOXKHOCTb YKa3bIBATh O0bEKTAM METAJAHHBIX C KAKUMU IIPUBUJIET M-
MU OHHU OYIyT BBIMOJHATHCS: BBIZBIBAIONIETO MJIA OIPEIEJIAIONIEro MoIb30Baresd. s 9Toro ucnoap3yercs
npemaoxkenne SQL SECURITY, KOTOpOoe MOXKHO yKa3aTh JJIsi TAOJUIIbI, TPUTTEPA, TIPOIEAYPbI, (DYHKIIUN UIN
nakera. Eciiu BeiOpana omust INVOKER, TO 00beKT MeTaIaHHBIX OyEeT BBIMOJHSTHCS C IIPUBUJIEIUSIMU Bbl-
3BIBAIOIEro oJib30BaTe si. Keym Boibpana omrus DEFINER, TO 0OBbEKT MeTaJaHHBIX OYIEeT BBIMOJTHSTHCS C
[IPUBUJIEIMMHU OIPEIEIAIONIEro M0JIb30BaTe sl (BIRIEIbIA). DTU IPUBUICIHU Oy/ILyT JOUOIHEHbI IPUBUJIE-
rusiMu BbIJaHHbIe camomy PSQL mosysio ¢ momorisio oepatopa GRANT.
IIpuButernu BBITIOJIHEHUSI, ¢ KOTOPBIM IO YMOJTYaHUIO co3maéres Jyioboit PSQL momysns MmoxkHO m3me-
HUTH C IIOMOIIBIO OllepaTopa:

ALTER DATABASE SET DEFAULT SQL SECURITY {DEFINER | INVOKER}

st coxpaneHusi OOPATHON COBMECTUMOCTH 110 YMOJTYAHUIO UCIIOJIb3yeTcs: onrusi INVOKER.

o Ilpencrasnenus (VIEWS) Bcersa BBIIOJIHAIOTCS C IPUBUIETUAMU OIPEIEJISIONIETO IOIb30BaTe s (BIa-
JIeJIbIIA);

o Ilo ymosryanuio TpUrrepbl Hac/eAyIOT IPUBUIEIHH BBIIOJHEHUS KOTOPbIe ObIIN yKa3aHbl y TaOJIUIIbL.
IIpuBunernn BBHIIOJHEHNSI MOTYT OBITH IlePeoIpejieIeHbl B CaMOM TPHUITEPE;

o Ilpouenyprr u dyHKIMM NaKeTa BCerga HACACMLYIOT IIPUBUJIEIUH BBIIOTHEHUS yKa3aHHBIN IIPU OIpe-
Jenenun naxera. IIpuBmiernn BEIIOJHEHUs He MOI'YT OBITH IIepeonpeiejieHbl B CAMUX IIPOIElypax 1
dyHKIMS TaKeTa;

e Anonunmusie PSQL 610ku (EXECUTE BLOCK) Beerpa BBIOJIHSIFOTCS C TIPABAMHU BBI3BIBAIOIIETO MOJIB30-
BaTe/Is.

B xpanunmbix mporeaypax, GYHKIUIX U TPUTTEpAX BbI MOXKETE ITPOBEPUTH JEHCTBYIOINIETO B HACTOSI-
U MOMEHT I0JIb30BaTes, T.€. IOJIb30BaTe sl C IPUBUJIETUAMU KOTOPOT'O BBIIIOJHSETCS TEeKYIIUi MOTYJIb,
C IOMOITIHIO CHCTeMHOM KOHTeKcTHOU nepeMennoit EFFECTIVE_USER u3 mpoctpancTBa nMeén SYSTEM.

select RDB$GET_CONTEXT('SYSTEM', 'EFFECTIVE_USER') from RDB$DATABASE

OpnuH 1 TOT 7Ke 0OBEKT MOYKET BBI3BIBATHCS B PA3HBIX KOHTEKCTaX O€30IMaCHOCTH U TPEDOBATH PA3IMIHBIX
npusmiernit. Hanpumep y Hac ecrs:

e xpanumas mporeaypa INV ¢ SECURITY INVOKER, KoTopasi BCTaBjsieT 3amucu B Tadsuity T;

e xpaHuMagda nponeiaypa DEF ¢ SQL SECURITY DEFINER, koTopasi olpejeJsieHa IIOJIb30BaTeIeM

SYSDBA.

Ecin monb3oBarens U BbI3bIBaeT mporeaypy INV, To misa goctyma K Tabnaune T moTpedyercs: MpUBUIe-
rug INSERT BeILIaHHasI IOJIb30BaTe 0 U (I/I koneuno npusuyeruss EXECUTE myia INV). B stom ciayuae U
siysiercst 3 dexkTuBHBIM nosb30BareseM (EFFECTIVE_USER) Bo BpeMsi BbInOJIHEHUsT INV.

Ecym monb3oBatess U Bei3biBaeT nporeaypy DEF, To st moctyta K Tabsmie T moTpebyeTcs: IpUBUIETrust
INSERT BbliaHHasi mosb3osaresato SYSDBA (u EXECUTE ma DEF jyist nosib3oBatessi U). B arom ciayuae
SYSDBA sasisierca 3ddexruBabiM mosb3oBareneM (EFFECTIVE_USER) Bo BpeMms BbinosHenus DEF.

Ecyiu BayTpu DEF BhI3BIBaeTCs mporeaypa INV, 1o 3¢ heKTUBHBIM OIb30BATEIEM 10 BPEMSI BBIITOJTHEHUS
INV 6yner Tak ke SYSDBA.
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9.8 KoHTPOJIb IEeJIOCTHOCTH MeTadaHHBIX

KoHTpPOJIb 38 1EI0CTHOCTHIO METRIAHHBIX OCYIIECTBJISETCS ¢ IOMONIBIO yTUIUTHL mint (BXOQUT B CO-
craB AucTpubyTHUBA), B OCHOBE KOTODPOW JIEXKUT PACYET U IOCIELYIONAsl IIPOBEPKA X311 KOHTPOJIUPYEMbIX
O00BEKTOB. Y THJINTA IPEIHA3HAYECHA [T M3BJICUYCHUS U XIMUPOBAHNS METATAHHBIX U3 0a3 JAHHBIX, & TAKXKE
JIJIs IPOBEPKU paHee IOJIyYeHHOro XJIIa MeTaJaHHbIX. TakuM 0Opa3oM, aJMUHUCTPATOP MOXKET 3AIUTHUTD
CTPYKTYpY 0a3bl JAHHBIX OT U3MEHEHMUII.

st paboTh! JaHHON (DyHKIMN HEOOXOMMMO HAJIMYIe KPUIITOIIPOBAaliiepa 1 Kpunromiarnaa. Kpumnromnpo-
Baiiziep peasusyer (pyHKIUU mudPOBaHUs U XIIMUPOBAHNS, & KPUIITOILJIATAH IPEIOCTABJISIET YHUMDUIIH-
POBaHHBIN HHTEPdEIC MEXK Iy KPUIITOIIPOBAIIEPOM U CEPBEPOM.

VruauTta mint mo3BOJIsSIeT BBIOPATH BCe MeTalaHHble U3 0a3bl MAHHBIX WJIM TOJBKO X YaCTh, IO 33 aH-
HO# MacKe, X3IMMUPOBATH UX U COXPAHUTH B daitia. Takxke yTuimra MOXKET TPOBOAUTH ITPOBEPKY TEKYIIErO
COCTOSTHUSI METa/IAHHBIX B 0a3€ IyTeM IIOBTOPHOI BHIOOPKHU TAHHBIX U CPABHEHHS PE3yJIbTaTa C PAHEE COXPa-
HEHHBIM.

Yruimra nmeer cieayromue KOMaHIbl 1 OIIITUM:

Tabmuma 9.11 — Komanapr u oniuu yTUIRTHI mint

Komauabl u onmumn Onucanue
-M (mode) {extract|check} Pexxum paborsr yTHIATHL.
-o (object) OO6beKTH JIJIs1 U3BJICUEHAs] METAJAHHBIX (CUCTEMHBIE U OIPEejIeIeHHBIE

IoJIb30BaTeJIeM, IO YMOJIIaHUTIO - BCB).

-s (system) 3BnekaTs MeTajjaHHbIE CUCTEMHBIX OOBEKTOB.

-m (mask) Macka 1151 m3BIeYeHUS MeTa JaHHBIX n3 B,

-d (database) Nms 6a3bl JAHHBIX, U3 KOTOPO# OyIeT MPOU3BOIUTHCS U3BJICICHUE JIaH-
HBIX.

-u (user) Nwmsa mons30oBaTens s nogkaodenns K b/1.

-p (password) ITaposs monmb3oBaTend mia nogkmodenus K BII.

-C (certificate) Aummac ceprudukaTa moJIb30BaTe)Is.

-r (repository) Xpanusuiie ¢ KiIodaMu mudpoBanus. SHAYEHNE UTHOPUPYETCsI, €CIIH

ykazaHa onnud -certificate.

-P (pin) Tlaposn a5t 3aKpBITOrO KJII04Ua CepTUUKATA, TOJTH30BATEIS.
-R (repository-algorithm) AutropuTM 1P POBaHUS IS XPAHUJININA KJIIOUEH.

-i (signature-file) Daii Jyisd COXpAHEHUsI|IIPOBEPKY XIIa METAJIAHHBIX.

-I (sign-algorithm) Haspanue anropurma 1mudpoBoil MOAINCH.

-h (help) OrobpazkaeT Bce omuu mint.

-v (verbose) IloapobHbIi BHIBO.

CymmecTByIOT jiBa peskiMa paboThl YTHJIUTHI — TeHEPaIysi KOHTPOJIbHOM CyMMBI (extract) u mpoBepka
(check).

Ecan macka e 3ajaHa, TO BRIOMpPAIOTCS BCe MeTaJlaHHble M3 6a3bl. B Macke MOXKHO HCIOJIH30BATH
CUMBOJI % - 3aMeHdeT coboil J1000e KOJIMYECTBO JII00OBIX CUMBOJIOB.

Hampumep, reHepariuist mMOAIUCH IS BCEX CUCTEMHBIX OObEKTOB,HAUMHAIOMMXCS ¢ mpedukca RDB$, B
ba3e JaHHBIX security_version:
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mint -M extract -m RDB$), -d ../security_version -u sysdba -p masterkey -r
test -R Crypto Pro GOST R 34.10-2012 KC1 CSP -i sign -I AT_SIGNATURE

MIPOBEPKa MOIMNUCH JIJIT 9TUX OOHEKTOB:

mint -M check -m RDB$% -d ../security_version -u sysdba -p masterkey -r
test -R Crypto Pro GOST R 34.10-2012 KC1 CSP -i sign -I AT_SIGNATURE
Signature verification complete successfully

9.9 KoHTpoJb 11ejiocTHOCTHI (paiijioB cepBepa

KouTposib 3a 11e710CTHOCTBIO (haiijIoB cepBepa OCyIIECTBILETCs € IOMOIIBIO yTUINThL hashgen (BXoauT B
cocraB AucTpubyTUBA), B OCHOBE KOTOPOI JIEZKUT PACUET U MOCJIEYIONIasl IIPOBEPKA X311l 3HAYEeHUN KOHTPOJIH-
pPYeMBIX OOBEKTOB. ¥ THJIMTA HCIOJIb3yeT aJrOPUTMbI, IPeoCcTaBsieMble Kpurrornposaiinepom Kpumnrollpo.

st paboTh JaHHON DYHKIINN HEOOXOIUMO HAJIMYINE KPUIITOIPOBaliepa 1 KPUITOILIArnHa. KpuTompo-
Baiiziep peasusyer pyHKIUU MudPOBaHUs U XIIMUPOBAHNS, & KPUIITOILJIATUH IIPEIOCTABJISIET YHUDUIIH-
POBaHHBIN UHTEPdEHC MEXK Iy KPUIITOIIPOBAIEPOM M CEPBEPOM.

IIpu cbopke gucTpubyTHBA, IIOC/IE TOrO, KakK C(POPMUPOBAHBI BCE KOMIIOHEHTBI CHCTEMBI, 3aIlyCKAeTCsI
yrumTa popmupoBanus xamieit. OHa x3mupyer ailjibl, yKa3aHHbIE B IapaMeTpaX, U IOMEIAeT Pe3y/IbTraT
B aitn xameit. Kak npasumo xsm dopmupyercs mjs OuHapHbIX (aitinos, daitioB kKouduryparm, 6a3bt
JIAHHBIX 0E30MIACHOCTH Security_version u T. j.

IIpu wHCTA/ISINT U B MPOIECCe SKCILIYATAIIUN aJIMIHICTPATOD MOXKET MOAUMUIINPOBATE CITUCOK (Daii-
JIOB, MOJJIEXKAIIUX KOHTPOJIIO, U CMEeHEPUPOBATH i HUX (alia Xaei-9TajoHoB (Hapumep, j100aBUTH K
KOHTpOJIpyeMbIM ailiam daiin koudurypanuu) yruiuroit hashgen.

Bkirouenue pexxumma KOHTPOJIS METOCTHOCTH (DAMJIOB CEPBEPA BBINOJHSETCS IIYyTEM 3aIaHUs WMEHU
daiina ¢ xsmamu B KoHburyparmuonaoM daite firebird. conf. Mmsa sroro daitna 3amaercs mapaMeTpoM
HashesFile. Eciu 3a/1aH0 3HadeHne 9TOr0 mapaMeTrpa, TO KayKIbIi pa3 MpH 3aIlyCKe cepBepa W PEryyIsapHO B
nporecce paborst CYB/I B cooTBeTcTBHE cO 3HavYeHneM mapamerpa IntegrityCheckInterval, mpoucxouT
IpoBepKa 1esI0cTHOCTH (ailyios cepsepa (Tosbko daiiyios Ha BHenTHeM HocuTese). [Ipu aroMm daitr ¢ xsmamu
CUNTHIBAETCS OJIWH Pa3 IPU IIEPBOii TPOBEPKE.

IIpu crapTe cepBepa, mMocje TOro, KAK WHUITHAJTUIUPYETCS KPUIITOIIPOBAIED, TPOU3BOIUTCS CIUTHIBA-
HUEe cofep:KuMoro daiiia ¢ xamamu. Jlasee, st KarXX0ro MOJKOHTPOJIBHOIO (haiijia reHepupyeTcsi X3II ¢
OIIpEJIEJIEHHBIM JIJIsi HETO aJITOPUTMOM U CBEPSIETCs C STAJOHHBIM 3HAYEHUEM XIIIIA.

QDaiin X31reit JTI0XKEH COJIEPKATH CTPOKU BHUIA:

[ <xam>:<aJTropUTM X3WHUPOBAHUA>:<uMa ¢aiina>:<ommus> }

I'ne <omuums> npunnmaer 3uadenus: S u M g daiiyia HA BHENTHEM HOCUTEJE U B OIEPATUBHON HAMATH
COOTBETCTBEHHO.

Ecmu kakoit-mmbo n3 x3mieit He COBIAJI, COOTBETCTBYONUi (ailyl He HAlIEH WM TPOM3O0IIIa OMNOKa
[IpU [IPOBEPKE, CEPBEP [I€JIAeT COOTBETCTBYIOINIYIO 3amuch B firebird.log u 3aBepraer padory. B 3aBucumo-
¢ty oT mapamerpa KoHduUrypanun IntegrityShutdownAttempts cepBep COBEDIIAET HECKOIBKO (MJIU HOJIB)
TIONBITOK MIPEKPATUTH CBOIO paboTy OGe30macHbIMU cpeJicTBaMU. Kcu cepBep He yIaJIOCh BBIKJIIOYUTD IOCJIE
3aJIAHHOTO KOJIMYECTBA TOIBITOK, TO BBITOIHsIeTCsT (pyHKIns exit (FINI_ERROR) ;.

@opwmar 3aIrycKa yTUaInThl hashgen mmeeT ciielyIoniuii BUI;:

[ hashgen generate {-S|-M <PID>} <anropuTM xsmmpoBauus> <bpahnl> [<paitm2>] ... ]
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Bxo/ibie mapaMeTpbl yTUIMTDL — UMs XIIMUPYEMOro (aiijia, aJrOpUTM X3IMUPOBAHUS U KJII0IH -S (1/u
--storage) u -M (wm --memory) jisg reHepanuu xaieii daiia Ha BHEINIHEM HOCUTEJIE M B OLEPATUBHON
TaMATH COOTBETCTBEHHO.

B uacrHOoCTH, onmnust -M npuMeHsieTcst i BceX OMOJIMOTEK M UCIOJIHSIEMBIX (hailioB, MOIIePKUBAO-
UX BepUMUKAIIIO OMIEPATUBHON MAMSATH IIporiecca. B KadecTBe mHMOPMAIIAT, TOIIEXKAINEN XIMUPOBAHUIO,
BBICTYIaeT obpa3 ucrnoaHsgemoro daira nin budsmorekun B PE-dopmare mims Windows u 8 ELF-dopmare
I Linux. XammpyroTcest ceKIuu 0bpasa, n3MeHeHne KOTOPhIX He mpeaycmoTpeno. Hike mpeacrasien 0600~
MEHHBIA CITUCOK, HEKOTOPhIE U3 CEKITNiI B KOTOPOM CIIENU(PUIHBI TOJHKO /I KOHKPETHOTO (hOopMaTa:

1. cekrus Koma;

2. CeKIs KOHCTAHTHBIX JIAHHBIX;
3. CeKIMU SKCIOpTa,/UMIIOPTa;

4. ceKIUs PecypcoB.

Tax2ke 9TOI yTUINTON MOYXKHO IIPOU3BOIUTH IIPOBEPKY pPaHee CO3JAHHBIX XJIIei:

[ hashgen check [-P <PID>] <patinl> [<pain2>] ... }

B kadecTBe 0CHOBHOTO mapameTpa BBICTYIAIOT UMeHa (hailIoB, COMEPAKAIIMIE XIIIIH.

Ecsin x3m1 6b11 crenepupoBan i daitia B namaru (T.e. ¢ onnueit -M <PID>), TO Ipu IPOBEPKe HYKHO
yKa3bBaTh K04 -P <PID>. Muade mpoBepka He OyJET BBIIOJHEHA, HO yTHIATA COOOIIUT 0O YCIEITHOM
3aBEPIICHUN.

IIpumep:
lenepanust kouTposibHO# cymMmbl ajropurMom I'OCT P 34.11-2012 g daitra security_version u
coxpanenue B dailn test.sign:

hashgen generate -S 32802 ../security_version>test.sign
[Ipumep renepanun XaIia U3 OIHEPATUBHON ITaAMSITH:

hashgen generate -M 1234 32802 rdbserver.exe > test.sign
IIposepka xameii:

hashgen check test.sign
../security_version: Success

Konrposbaas cymma B (aiisie test.sign coBmasaer ¢ KOHTPOJIHHON CyMMON HCXOIHOTO (haiijia.

9.10 IIIudpoBaHue 6a3bI JaHHBIX

PEJI Baza JlaHHDBIX TPEIOCTAB/IAET MEXAHU3M IMU(MPOBAHUSA JTAHHBIX, XPAHSIIINXCSId B 0a3e TaHHBIX.
IIudpyercst He Best 6a3a JAHHBIX, & TOJBKO CTPAHUIIBI C JAHHBIMU, WHIEKCHI U CTPAHUIBI ¢ Ojiobamu. st
mudpoBaHus 0a3bl JTAHHBIX HEOOXOIUMO MOIKJIIOYATE IJIATHH MM POBAHUSI.

MIudpoBanue 6a3bl JAHHBIX IPUMEHSIETCS JIJIs] N30€XKaHUs JIBYX OCHOBHBIX ITPOOJIEM:
e 9TOOBI IPEJOTBPATUTD YTEUKY JAHHBIX, €CIM CepBep 6a3bl JAHHBIX B3JIOMaH /(PU3NIECKN YKPAJIEH;

e korja 0a3a MAHHBIX [TOCTABJIAETCS BMECTe C KAKMM-JIMOO HpuiioxkeHweMm, T.€ xoTb BJI u ects Ha
pyKax y 3JI0yMBIIIJIEHHUKA, HO OHA 3aIudpOBaHa, a JaHHble MOXKHO MOJIyIUTh TOJIbKO Yepes3 Mpu-
JIOYKEHUe.

B nepsowm cityuae MOKHO [10BepATH cepBepy 6a3bl JAHHBIX, OH He MOAUMUIINPOBAH I KPayKU KJIIOYe,
IIePeJIAIONINXCS IIIAruHYy 0e30IIaCHOCTH, TO €CTh STOT KJIIOY He OyJIeT OTIPABJIEH HA HENOXOIANINN CepBeD.

Bo BTOopom caydae cepBep MOXKeT OBITH KAaKHM-TO 00pa3oM MOAUMUIUPOBAH [JIs KPAXKM KJIIO-
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veil (ecsu OHM TEPENAIOTCs W3 TPWIOXKEHHsI B ILUIATUH 4Yepe3 KO cepBepa) WM JIasKe JaHHbIX (Hampu-
Mep,MOIU(DUIUPOBAHHBIN CEPBEP BLIIPY2KAET OJIOKU JAHHBIX U3 K314, Ie oHu He 3amudposanb). [losromy
IUTATWH JOJKEH yOeauThCsi, 9T0 (hailyibl cepBepa, COAEPXKAINNEe WCIOJHUMBIA KO, He MOAUMUITPOBAHBHI.
IIpuitoxkenue mepes; OTIPABKOI KJIIOYA MJIATHHY JOJKHO MOJIYYUTh TOATBEPKICHIE TOJJIMHHOCTH TIJIATTHA
(ranpuMep, nOoTpeGOBaTh OT Hero IUMPOBYIO MOJIINCH).

s sacbdexruBHOrO pazmenerus mudpPoBaHUS U JOCTYIA K KIOTY, IJIArHH MUQPOBAHUA 0a3bl JaH-
HBIX Da3/e/I€H Ha JBe JacTu: caMmo mudpoBaHue U JepKaTelb ceKpeTHoro kioda. llnarmn mmdposanus
BBIIIOJIHAET IIII/Iq)pOBaHI/Ie JaHHBIX, a IJIaI'MH JJIsd XpaHeHUd KJI09a OTBe€YaeT 3a IIpeJJoCTaB/JIEHHEM KJII0Ya
6e301aCHBIM CIIOCOOOM. DTOT IJIATMH MOXKET OBITh [TOJIYYeH U3 IPUJIOKEHNS HJIH 3arPYKeH KaKUM-Iu00 JIpy-
ruM crocobom. [ljist ompeiesieHns NIarnHa JIepyKaTeliss CEKPETHOTO KJo4a B (baiilie KOH(MUIrypamun HyKHO
yKa3aThb 3HaueHue napamerpa KeyHolderPlugin.

MudpoBanme BKIIIOUAETCs CIEAYIONEH KOMAHIOM:

[ ALTER DATABASE ENCRYPT WITH <umsa mmarmsaa> [KEY <uMa ximoda mmdppoBanws>] ]

MTudposanne B GOHOBOM pesknMe HATMHAETCA CPa3y IMOCTIe BRIIOJTHEHUs onepaTopa. Pabora ¢ 6a3amu
JIAHHBIX HE HAPYIIAeTCs BO BpeMs MudpPOBAHUS.

Heobsa3aresnnproe mpemyioxkenne KEY 1mo3BosisieT mepears MMs KJII0Y9a, JJIs IIArNHA MU POBAHUS.

HemmdpoBanue 6a3bl JAHHBIX BBIMOJTHSIETCS CJIEAYIONENH KOMAaH 0!

[ ALTER DATABASE DECRYPT ]

9.10.1 IIIudpoBanue 6a3bl JAHHBIX C UCIOJB30BAHUEM ILJIarMHA
Crypto Api

Hna wumcnonp3oBanus 1iarnna Crypto_Api HykHO ykKa3arhb "Crypto_Api" B omeparope ALTER
DATABASE u napamerpe KoHdurypanun KeyHolderPlugin.

g mudposanus 6a3bl JaHHBIX IarnaoM Crypto_Api [0JKeH OBITH MOCTYIEH XOTd Obl OIUH KJIIO-
4qepoit kouTeltnep Kpunrollpo. Ms ucmob3yeMoro KJIio4eBoro KOHTeHepa yKa3biBaeTcs B mapamerpe KEY
onepaTopa ALTER DATABASE. Eciiu K/II0YM€BON KOHTEWHED 3allUINEH MapoJieM, TO MPEIBAPUTEHHO HY2KHO
106aBUTH ero B (aityi KoHpUrypaun iarnaa B ¢popmare: <UMsa_KoHTelHepa> = <Iapoib>.

st kaxkoit 6a3bl JJaHHBIX, 3amudpoBaHHON maaruHoM Crypto_Api, co3maercs YHUKAJIbHBIA IIy0-
sguaHelit ko4, [lybaudnsle Kioun xpansrcs B jgupekropun KeyDirectory, ykaszaHHO# B KoH(bUrypamun
miarua Crypto_Api B daitne plugins.conf. B kadecrBe mmenu kiiodeBoro daila HUCHOIB3YETCA UM
kurouesoro kKoureiinepa Kpunrollpo, koTopsriit Obu1 ykazan B napamerpe KEY. IlyOimanbre K09 MOXKHO
6e30ITacHO TepeaBaTh MO JII0OOMY KaHAJIy CBsI3M, TAK KaK OHU 3AIMM(POBAHbBI U MOTYT OBITH HCIOIH30-
BaHbI TOJIBKO COBMECTHO C OPUI'MHAJIbHBIM KJIIOY€BbBIM KOHTefIHepOl\J I{pI/HITOIIpO7 HCIIOJIb30BaBIINMCH IIPU
mupOBaHUH.

Jl1st TIoCIeIyTOIIero nCIoIb30Banus 3amndpoBaHHON 0a3bl JTAHHBIX B CUCTEME JIOJIZKEH 00s13aTe/IbHO
[IPUCYTCTBOBATH OPUIMHAJBHBIN KitoueBoil KoHTeitHep Kpunrollpo u creHepupoBaHHBIN yHUKAIBHBIN 11y0-
JIMYHON KJIIOY JIJIsi KOHKpeTHOW 6a3bl maHHbIX. JlemudpoBanue 6a3bl JAHHBIX HEBO3MOYKHO IPH HAJIMYAN
TOJIBKO KJIFOYEBOr0 KOHTEWHEPA MJIA TOJIBKO IIyOJUIHOTO KJTIOYA.

st nemudpoBanus 6a3bl JAHHBIX UCIIOJIb3yeTCsl KOMaH A

[ ALTER DATABASE DECRYPT ]

Ecau B cucreme mpucyTCTBYeT OpUTHHAIBHBIN KIIOIEBON KOHTEHHEP W MyOJMIHBIN K0T JJIsT MCIIOJ b~
3yeMoii 6a3bl JaHHBIX, TO 0a3a JAHHBIX OyaeT pacimudpoBaHa U JOCTYIHA 0e3 KJrodeil mmdpoBaHus.
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Ecii ocste mostHoro nemmdposaHust 6a3bl TAHHBIX He YIATUTD TPEIbIIY N Kirod mmdposanust (dbaitn
myGJIMYHOrO KJII0Ya), TO OH OyJeT UCIO/IB30BaH TOBTOPHO IIPHU CJIEYIIEM 3alpoce Ha mudpoBanue 6a3pl
JIaHHBIX. YTOOBI CreHePUPOBAaTh HOBBIM KJIIOY MU(MPOBAHNS, 005A3aTETLHO HYKHO YIAJIUTh UCIOJIb30BaAB-
Iuiicsd panee 3 IUPEKTOPUHU (HANIOB KIIIOJeEH.

9.10.2 IlIndpoBanue 6a3bl JAHHBIX C MCIOJb30BaHIUEM ILJIarMHA
RdbCrypt

ILnarun mmdposanus RAbCrypt ocHOBaH Ha OTKPBITOH pean3aIi OJI0YHOTO aJITOPUTMA MM POBAHUI
AES-256. RdbCrypt B ucnosibzoBanuu npoie, 4yem Crypto_Api, HO MeHee HaJeKeH, IIOTOMY YTO UCIIOJb3YyeT
TOJIBKO OJIMH (hailyl KIIrova.

Hna ucnonb3oBanus RAbCrypt my»kHO ykazars "RdbCrypt" B omeparope ALTER DATABASE u B ma-
pamerpe koHburypanun KeyHolderPlugin. Ilocse sroro 3ampoca Oyjer crenepupoBan Gailyl KiIoda B Ju-
pekTopuu, yKazanuoil B napamerpe KeyHolderPlugin xoudurypanun miaruia ¢ IMeHeM KJIIOUa, KOTOPBIT
WCITOJIB30BaH B 3ampoce. Kemm daitn kiroda y2ke CcyInecTByer, TO OH Oy/IeT UCIOJb30BaH, & HEe CreHEPUPOBAH
HOBBII1.

Qaitn kimoua HE 00a3aTEIHHO JOJKEH ObITH CMeHEPUPOBAH ILJIATUHOM, €r0 MOXKHO CO3JaTh WJIM UC-
IOJIb30BATH J1I000#1 daitr, koropsrit He npesbimaer 1000 6aiit. Hanpumep, MoxkHO ncmoas30BaTh key . txt ¢
TekcToM "cekpeTHbIil Kirou".

IIporece memudpoBanus ne ormdaercs or Crypto_Api, KpoMe TOrO 9TO UCIOJIb3YETCS TOJBKO OIIMH
dails Ka104a, KOTOPBIi I0/KeH PUCYTCTBOBATh B nupeKTpuu KeyDirecotry, yka3anHoil B KOHMUryparuu
IJ1aruHa.

9.11 Aymut

Aymur cobwiTuit peasm3oBan Ha ocHoBe yTuiauThl FBTrace. PEJl Baza JlaHHBIX OoT/IMvIaeT mOIB30Ba-
TEJIbCKYIO TPACCUPOBKY U CUCTEMHBINH ayIuT, KOTOPbIe ¢ oMoIbio Services API mo3Bossior orciiexXuBarh u
AHAJIM3UPOBATD BCE, YTO MPOUCXONUT B Da3e JAHHBIX B PEKUME peasibHOro BpeMeHu. CpeicTBa TPACCUPOBKHU
U ayJInTa [03BOJIAIOT CEPBEPY OTCJIEXKUBATH U 3AINCHIBATH B JIOr-AMIbl TAKHE COOBITUS: COEIMHEHU U OT-
coequuennst ot B/ (cosnanust u yaanenus BI1), onepanun DML n DDL, BBINOJHEHRE XPAHIUMBIX TIPOIIEILYD
u 1.1. [lo ymomganuio Jior-ailyibl pasMenanTcs B TOM Ke KaTajaore, 9To U OTC/ekuBaeMas (JIorupyeMast )
B/, u nmeror nms Buga: <umsa_6asm.fbtrace_text> mwim <ums_6asw.fbtrace_bin> st TeKCTOBOrO u 6u-
HapHoro ¢opmata Jiora COOTBETCTBEHHO. 3AIlUCh B JIOT I KaXKaoi koHkpernoit B/l HayummaeT BecTUCH ¢
MOMEHTa €ee CO3J/IaHUs WJIM IIPUCOeINHEHUsI K Heil M 70 MOMEHTa OTCOeJVHEHNsl OT Hee UJIN ee yJaJeHusd.
Perucrpupyrorcst coObITHS, 3aBEPIIMBINNECs] KaK YIATHO, TaK M HEYJIAUHO (C OMMOKOI).

Ceccuro CHCTEMHOIO ayJIUTa 3aIlyCKAeT CaM CepBep. DTO O3HAYAET, UTO HET HEOOXOUMOCTH B3aNMO e~
cTBUs ¢ nosb3oBaTesaeM. CobbITHsI, KOTOPBIE OYyT OTCIIEKUBATHCS B ITOI CECCUU, 3aJIaI0TCsI B KOH(MUTrypa-
IUOHHOM (paiijie U YUTAITCS [IPU CTAPTE CECCUMU.

ITapamerp AuditTraceConfigFiles B daiine kKoudurypanun firebird. conf 3a7aeT uMs u pacroso-
JkeHne paiiyia ¢ HaCTPOIKAMU CUCTEMHOI'O ay/iuTa. DTOT IIapaMeTp 110 YMOJYaHIIO uMeeT 3Hadenne fbtrace.
conf. Ho no ymosmuanuto oH He BKJOUeH (enabled false), 4TO O3HAUAET OTCYTCTBHE CECCUl CHCTEMHOIO
aynuTa. MOXKHO yKa3aTh HECKOJIBKO KOH(MUTYPAIMOHHBIX (ailjioB, TOrIa /i KayKI0T0 OYIeT 3aIyIneHa OT-
HenbHast ceccus aymura. Paitn ¢ mabiaoHoM HacTpoek fbtrace.conf HaxXOmUTCsT B KOPHEBOM KaTajiore M
COJIEPXKUT CIIHCOK OTCJIE?KUBAEMBIX COOBITHIl M YKa3bIBaeT Pa3MeIleHre JIOTOB TPACCUPOBKHU IS KAXKJIOI'O
COOBITHS. DTO MO3BOJISIET JTOCTATOYHO THOKO HACTPOUTD ITAPAMETPBI Ay INTa PA3JINIHBIX COOBITHN JJIsT JTFOOOM
6a3bl JAHHBIX, [P TOM JIOTUPOBAHUE OY/IET OCYIIECTBISTHCA B OTJAC/IbHBIE (DAMIbI.

Yro KacaeTcs 0JIb30BATENBCKON TPACCUPOBKY, OHA HYXKJAETCd B 3allyCKe I0Jib30oBaTeseM sBHO. [Ipu
3AIyCKE CECCUM TOJIb30BATEIbCKON TPACCUPOBKY U3 MIPUJIOKEHUI 3a/a10TCs ee KoHduryparys u ums (Heobd-
3aresbHbIil napamerp). Koudurypamus ceccuu npejcrasisier coboii TeKeToBbIi (aiis, cocraBieHHblii B co-
OTBETCTBUU C IIPABUJIAMA U CHHTAKCHCOM, IpPUBEIEeHHBIMU B (aiine fbtrace.conf. JIroboit moab3oBaTes s
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MOXKeT WHUIIMUPOBATH U YIPABJATEH ceccueil TpaccupoBku. OOBIYHBIN I0JIB30BATEIb MOXKET YIIPABJIATH CEC-
CHUSIMU TOJIBKO B CBOMX CO€IMHEHUSAX M HE MOXKET YIIPABJIATH CECCUSIMU, HAYaTBIMU JPYTUMU I10JIb30BATEIISAMMU.
A IMEHECTPATOPBI MOTYT YIPABJISTH JIOOBIMU CECCUSIMHU.

BriBo/1 ceccun 1m101630BATEIECKOI TPACCHPOBKY COXPAHSIETCSI BO BpeMeHHbIe (hailjibl, KaXKJIblii pa3MepoOM
B 1 MB. Tlocse mpourenns: daityia IpUIO2KeHHEM OH aBTOMATHYIECKH yaaJasieTcs. 1o yMOTIaHnio MaKCuMaIb-
HbI pa3mep daitra BeiBoga orpanudern 10 MB. Ou moxkeT 6bITh n3MEHEH B HOJIBIILYIO UJIM MEHBIIYIO CTOPOHY
¢ noMmoInpbio napamerpa MaxUserTraceLogSize B daiiie firebird. conf.

ITocne 3amycka ceccuu TOJIB30BATEIbCKON TPACCHPOBKM YTEHWE €€ BBIBOMA OCYIIECTBJISETCS BBI30-
BOM W3 mpumiokeHusi MyHKiuu isc_service_query(). CepBuc MOXKeET TeHEpHPOBATH BBIBOJ, OBICTpEE,
9eM MPUJIOKEHNE MOXKET MPOYUTATH ero. Kcim obmuil pa3Mep BBIBOJA JIOCTUTAeT 3HAYEHUS OUPAHUYCHUST
MaxUserTraceLogSize, TO cepBep aBTOMATHUYECKU ITPUOCTAHABIIMBAET CECCUIO ciexkeHus. 1locse Toro, Kak
npuaoxkenue 3agepuut drenue daiiia (pasmepom 1 MB), on ynansgercs, paboToCIocOGHOCTh BOCCTAHABIIH-
BAETCS U CEPBEP aBTOMATHUIECKH 3aIyCKAET MIPUOCTAHOBJICHHYIO DAHEE CECCHIO.

Korpa mnpuiokeHHIo Hy>KHO OCTAHOBHUTb CECCHIO, JOCTATOYHO IIPOCTO IIOCIATH 3alpoc Ha OT-
coeJIMHEHNE OT cepBuca. B KadecTBe aJIbTEPHATHBBI IIPUJIOYKEHHE MOYKET HCIOJIb30BaTh (DyHKINN
isc_action_svc_trace_stop, isc_action_svc_trace_suspend, isc_action_svc_trace_resume g
OCTAQHOBKH, I1ay3bl WX BO30OHOBJIEHUSI CECCHH TPACCUPOBKU.

9.11.1 Twunel cobbITHMii ayauTa

B sore aymuTa MOryT OBITH 3apErUCTPUPOBAHBI CJIEAYIONINE COOBITHUS:
® HAYAJIO U OKOHYAHUE BeJeHus ayanta mis Bl
e npucoequuenue K b/l u orcoenmuenue ot Hee;
® IIPUCOEMHEHNE K CEPBUCY U OTCOEIMHEHNE OT HEro;
® CTapT CEPBHUCA, 3AIPOC K CEPBUCY;
® TI0JIIOTOBKA, BBIMIOJHEHNE U 0CBOOOXKteHme 3ampoca K B/l a Takyke BHIOODKa 3aIUCEd;
e xomnwmisanus u BeinosHerne BLR- nu DYN-3ampocos;
® HAYAJIO U OKOHYAHUE BBIIOJHEHUS XPAHUMOU IIPOIE/YPHI;
® HAYAJIO U OKOHYAHUE BBIIOJHEHUS] XPAHIMONU QPYHKIIAL;
® HAYAJIO U OKOHYAHUE BBITIOJHEHUsI TPUITEPA,;
® YCTAHOBKA 3HAYEHUs] KOHTEKCTHOMN IIepeMeHHOII;
® HAYAJIO U 3aBepIIeHNe TPAHIAKIIH;
® BO3HMKHOBEHWE OIMUOOK U MPEIYIPEXKICHUN;

e cOOpKa Mycopa.

I Ilo YMO/JI9aHUIO CUCTEMa ayJauTa BBIKJIIOYEHA.

HecaukimmonnpoBaHHON MOMBITKON BBITTOJTHEHNS JEHCTBUS CINTACTCS TaKasl, IIPU KOTOPOIl He ObLIa
IpoiizieHa ayTeHTU(pUKAIMS, OO He OKa3aJI0Ch IIPAB Ha BBIIOJIHEHHUE JeiicTBust. Heycnemnoit — jirobast
JIpyrasi HeyadHasl MOMbITKA, 3aKOHIUBIIASICST OIMTUOKOIA.

Coo0rieHnst 0 BBI30BE CEPBUCOB U MPEIbSBICHUN (DAKTOPOB Ay TEHTU(DUKAINH 3AIMCHIBAIOTCS B
Jsior-daitst 6a3er security5.fdb. B unix-cucremax y cymepcepBepa HEIOCTATOYHO MPAB MIJIs 3AIUCH B
nanubli dair. s pemenuns 91oii npobieMbl cepBep J0JKEH ObITh 3allyleH 0T UMEHH root (Hy>KHO
BBIIIOJIHUTH CKPUNT restoreRootRunUser. sh u3 karasora bin), mu6o jor-dailn MoxkeT GbITH CO3/IaH
BPYYHYIO U I0JIb30BaTe/b reddatabase J0/2KEH UMETH [IPABO HA 3AIIUCh B HETO.
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Bo3MmoKHO UCIIOIB30BaHIE CUCTEMBI POTAIMH JIOTOB, KOTOPasi aKTUBU3UPYETCs 10 JIOCTHKEHUH haii-
JIOM JKypHaJIa ayJuTa 33/IaHHOI'O II0JIb30BaTe/eM MaKCUMaJbHOIO pa3Mmepa. [Ipu srom pabounit sror-caiia
IepenMeHoOBbIBaeTCs B daits ¢ mmeneMm <log_filename>.<Tekymas maTa u BpeMs>.<log_ext>, rue ynara u
BpeMsi 3anuchiBaioTcst B Bujie <YYYY-MM-DDThh-mm-ss>, <log_ext> — pacmmpenue Jior-daiijia. 9rot aiia
ynakoBbiBaercsas B apxuB ZIP B Windows-cucremax, GZIP - B Linux-cucremax. ITocse 3aBepinenust cxka-
THS UCXOJHBIN apXWBUPYeMBbIil (ailil yJajsercs, a ero Colep:KUMOe OYHUIINAETCS €CJIM BKJIIOYEHa OYHCTKA
naMaTHI (MemoryWipePasses > 0). Jlupekropus, B KOTOPOH OyJeT CO3JaH apXuB, 3aJaéTCs I1apaMeTPOM
archive_directory. [locie mepemmenoBanus pabodero Jora, CO374aeTCs HOBBIN (ailji ¢ UMEHEM IepenMe-
HOBAHHOIO. DTOT HOBBIH (hailil ucmob3yercs B JajbHEIIeM B KadecTBe pabodero Jjora. YiaajaeHue CTapbix
Jtor-haityioB He MPEJYCMOTPEHO M MOYKeT OCyIIecTBIIsAThCs cpejcrBaMu OC U MIaHUPOBIMUKAME 33144,

9.11.2 Hacrpoiika ayanTa. Ilapamerpsl koHUTryparmOHHOTO
daiiia

Hacrpoiika perucrpaiuu coObITUI ITPOUCXOUT C TIOMOIIBIO U3MEHEHUs TapaMeTpoB B (aiiie fbtrace.
conf, pacrnosiozkeHHOM B KaTaJjore ycranosku PEJI Baza /laHHbIX.

QPaitn KoHMUTYPAITH MOYKET COCTOATD U3 JBYX CEKITHii:

4 N\
database [= /myTs/x/64]
}
services
}
A J/
Paznnanbie database ... CeKIUM COCTOAT M3 MApaMETPOB, OTBEYAIONINE 38 JIOTHUPOBAHNE COOBITHN Ha

YPOBHE 3aIIPOCOB. Services CEKIUs MOXKET OBITh TOJIBKO B €IMHCTBEHHOM IK3EMILISPE, IIO3BOJISET JEIATh
Tpeiic st MUPOKOro Kpyra Bei3oBoB Services API (Taknmx Kax pesepBUpoBaHUe, BOCCTAHOBJIEHUE JAHHBIX U
T.1.)

Hactpouts perucrparinio coObITHH MOYXKHO jIsi KOHKPETHOH 6a3bl JAHHBIX OTAE/THHO. 1 9TOr0 HyKHO
yKa3aTh IMyTh K HYKHO# Oa3e JaHHbIX. [Ipu 9TOM B KavecTBe nMeHU 0a3bl JAHHBIX MOYKHO YKa3aTh PEry/IsTpPHOe
BhIpakenne Ha ocHoBe SIMILAR TO. Cunrtakcuc SIMILAR TO cm. B Pykosojacree mo SQL.

Crpoka, cirejyrorasi 3a CHMBOJIOM #, cauTaeTcss KOMMeHTapueM. B mapamerpax, 3HAUEHUsT KOTOPBIX JI0-
IIyCKAIOT UCIIOJIb30BaHIe PEryJIsiPHBIX BbIPAXKEeHMUIA, UCIIOJIB3YETCsI CHHTAKCUC PEryJIspHBIX BbipaxkeHuit SQL
(anasiorngno oneparopy SIMILAR T0). 3uadenue napamerpa true 03HadaeT 9TO IapaMeTp BKJodeH, false
— YTO OH BBIKJIIOYEH.

B TekcTOBOM pexkuMe 1Mo yMOJYaHUIO BKJIOYEHO JIOTHPOBAHUE €JIMHCTBEHHOI'O TUIIA COOBITHIT — 3aBep-
nienus BoinoJHeHust SQL-3apocoB (ec/im BKIIIOUEH CaM ayiuT).

B OunapHOM pexume aBTOMATHYECKH PETHCTPUPYIOTCS COOBITUsI BCeX THIOB. VrHopupytorcs
BCE IIapaMeTpbl, 3a HCKJIOYeHHeM enabled, format, log_filename, max_log_size, rotate_log u
archive_directory.

B koudurypanmonsom daitie HaCTPauBaKTCsl CJIELYIONIE TaPAMETPbI.

e Cp. 230



PyxoBosicTBO aMuHACTpaTOPA
9.11 Aynur

9.11.2.1 OO0mue napamMeTpbl

enabled = true/false
Becru aynur win zer. [To yMOTIaHUIO ayiUT BBHIKJIIOUEH.

format = 0/1/2/3/text/binary/syslog/aggtrace
®opwmar jor-daitia.

e 0/text — TeKCTOBBIl (10 YMOJIYAHUIO);
e 1/binary — OUHADHBIIL;

e 2/syslog - 3aImChb B CHCTEMHBIII JIOT;
e 3/aggtrace - arperaTHBI.

B Linux 3ammch B CHCTEMHBIN JIOT OCYIECTBJISAETCS BBI30BOM (MYHKIMH Syslog, OOBIIHO COOBITHS De-
PUCTPUPYIOTCS B CUCTeMHbI Jor-dain (napumep, /var/log/messages). Ilpu sroM ncnoss3yorcs
CJIeJIYIONIE KaTeropuu COObITHIA:

e LOG_AUTH - f71 COOBITHI ayTeHTU(OUKAITIH;
e LOG_AUTHPRIV - g1 coObITHiT 6€30IMacHOCTH;
e LOG_DAEMON - [Is1 OCTAJIbHBIX COOBITHIA.
IIpuopurer coOBITHIA:
e LOG_ERR - Jj1s1 COOBITHI, 3aBEPITUBIIUXCS C OIMMTUOKOIL;
e LOG_NOTICE - mist coOBITHIT GE30IIACHOCTH;
e LOG_INFO - jij1g BCEX OCTAJIbHBIX COOBLITH.

B Windows coObITHST pErUCTPpUPYIOCS B CUCTEMHBIH YKy pHAJ cOObITH. JIj1s1 yCHeITHbIX COOBITHH CIIOb-
gyercs Tun coobmennss EVENTLOG_INFORMATION_TYPE, njs meycrmemubix - EVENTLOG_ERROR_TYPE. B
KadecTBe UCTOYHUKA Oymer ykasan Red Database SQL Server.

[TapameTp uranopupyercs npu 3allyCKe TPACCUPOBKHU 4epe3 rdbtracemgr.

log_filename = <cTpoka>

Nwmsa daira sora. Ecau sror mapamerp me 3aman, Jjor-dailia co37aéTcsd B TOW Ke IMamKe, IJe HAX0-
muthea BJI n nmeer numsa Buma <uMs_6asw. fbtrace_text> mim <ums_6asm.fbtrace_bin>. Bosmoxkmo
HCIIOJIB30BaHUE PETYIISPHBIX BBIpaXkKeHMi B 9ToM napamerpe. Hampumep, ¢ uX IOMOIIBIO MOXKHO pas-
6uTh nyTh K BJI Ha rpynubsl u ofpamarhcs K 9TUM IpyHiaM KoHCTpykimsMu suja \1, \2 u T.11. (cMm.
upumepsl nuxke). [Ipu ssHOM ykazanuu umenu (aiiia, Bce cobbiTus 0T Beex jorupyembix BJL Gymyr
coxpansaTcs B manHoM daiite. B aTom mapamerpe pazgenurens karagoroB Windows - cuMBOJI 0O6paT-
HOIT KOCO# 4epThl \ - Jo/keH maybaupoBarhes. [Ipumensiercss st TEKCTOBOTO M OMHAPHOTO popMaTa
Jor-daiina. [lapamerp urnopupyercst npu 3amycke TpacCUpoBKH 4depe3 rdbtracemgr.

max_log_size = <umcmo>
Samaer MakcuMaIbHBIN pasmep log-daitino B merabaiitax. Kcim 3nadenwe mapamerpa pasao 0, To
pasmep daiiia )KypHaja He OrpaHWYEH, POTAIsS JOTOB He HUCIOJIb3YeTCsd. 3HAYEHNE 10 yMOTIAHUIO
JUIsT TEeKCTOBOrO (popmara Jior-daitia — 50. 3HadyeHre 110 yMOTIaHUIO Jjisi bunapaoro gpopmara — 500.
SHadeHMe [0 yMOJIYaHUIO JIjis arperarHoro ayaura - 2048. He npumeHsiercst npu 3alucu B CUCTEMHBIH
gor. ITapamerp UrHOPHUpYeETCs IIPU 3aIlyCKe TPACCHPOBKHU depe3 rdbtracemgr.

rotate_log = true/false
OrnpesiesisieT, NCIOIB30BATD JIM CUCTEMY POTAINH JIOTOB. Ky 3HadeHe paBHO true, TO IIPU JTOCTHXKE-
HUU JIOTOM pa3Mepa max_log_size OyJeT BBITOJHATLCS ero poranus. Eciu 3Hadenne pasao false, To
IIPU JOCTUKEHUH JIOTOM pa3Mepa max_log_size 3aluch B JIOT Oy/I€T OCTAHOBJIEHA, CECCUsI TPACCUPOBKHI
OyIeT OTK/II0UYeHa. 3HAYEeHNE TI0 YMOJIIaHUIO JjIs TEKCTOBOTO (popmara Jjior-daitia — true. 3HaUeHUE 110
yMOJT9aHUIO st buaapuoro dhopmara - false. Ilpumensiercs mjst TekcToBoro u 6maapHoro gopmara
sor-daiina. [lapamerp urnopupyercst npu 3amycke TpacCUpoBKH 4depe3 rdbtracemgr.

archive_directory = <cTpoka>
IIyTe k fupeKTOpUH, B KOTOPYIO OyLyT 3allUCBIBATHCS JIOTH IIOCJIe POTAIUYN. SHAYCHHUE II0 yMOTIAHUIO —
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IIyCTO, TO €CTh apXuB OyJIeT CO3/IaH B TOIl Ke JIUPEKTOpuH, Tie Jior. Kcim onepariust 3amucu B XKy pHaJI
3aBepIIMIach C OMMUOKOI MCUepmaHusi MecTa, TO OyIeT MPOW3BeleHa MPUHYIUTE/bHAST POTAIUs JIO-
roB. [Ipumensiercs 1y TekcToBoro u OmuHapuoro dpopmarta Jor-daitaa. [lapamerp urnopupyercs mpu
3allyCKe TPacCUPOBKU 4depe3 rdbtracemgr.

keep_rotated_logs = <d/h/m>
OrnpeniesisieT, CKOJIBKO BpPEMEHHU XPAaHUTh JIOTH Iocjie poTaiuu B archive_directory. Ilocie ucreuenus
YKa3aHHOTO BpeMmeHu Jiorn B archive_directory OyayT yJaJieHbl BO BPeMsi CJIEIYIOIIEH TPOIE/TyPhI
poranuu. [Ipu 3Haverun 0 sioru mocse poraruu we 6yayT ynandarbes. 1lo ymosraanmio 3nadenne 0d.
Bpems xpanenns 3amaérest B hopmare:
o dlays]| - mHu;
e hjours| - wacer;
e m|inutes| - MUHYTBIL.
Hampumep, 12d30m.
time_format = <h/n/u/m/s>
Enunania namepenus, B KOTOpoii Oy/ieT yKa3aHO BPeMsl BBIIIOJIHEHHS 3alIPOCOB, IIPOIELYD, TPAHIAKITHI
u T.71. Ilo yMoT9aHUo NCIOIB3YIOTCA MUJIIINCEKYHTBL.
e h - desoBeKOUNTAEMBIN (hOpMAT;
® 11 - HAHOCEKYH/IbI;
® U - MUKPOCEKYH/JIbI;
® I - MUJINCEKYHIbI (3HAYEHHUE 110 YMOJTUAHUIO );
® S - CeKYHJBbI.
IIpumensiercss a1 TekcToBOrO bopmara Jior-ailaa u JAjis 3alUCA B CUCTEMHBI JIOT.
cancel_on_error = true/false

Eciu BKIIIOUEH, OTMEHsIET TEKYILYIO 3alUCHIBACMYIO OLEPAIMIO, €C/IU IPH 3alucy B JIor-Gaiiyl Ipou3o-
mia omubka. ITo ymMoruaHuio BeIKIIOUEHO (3HadeHne false).

print_hostname = true/false
BKJIIO‘{&GT/OTKJ’[IO‘{&GT I1e49aTb MMEHHN XOCTa. HO YMOJIMaHUIO 3HAYECHUE false.

single_line = true/false
BkiiouaeT/oTK/IIO9AET meYaTh COOBITHS B OHY CTPOKy. Ilo ymomdanmio BbIKIodeHo. IIpumensercs
JLIsT TeKcTOoBOro dbopmarta Jor-dailyia 1 1jIst 3alUCH B CUCTEMHBIIT JIOT.

log_services = true/false
BrJIouaeT wiim OTKJIIOYAET ayAuT COOLITUN IIPUCOEIMHEHUs /OTCOeJIMHEHNs] U CTapTa cepBuca. Arpe-
raTHBII ay/IUT He JIOrUPYeT COOBITHs cepBUCOB. 110 yMOTIAHUIO BBIKJIIOYEHO.

log_service_query = true/false
OHpe,ZLeJIHeT7 3alluCbIBATh JIN CO6I)ITI/IH 3alIPOCOB K CEPBUCY. ITo YMOJI9aHUIO BBIKJIIOYEHO. HpI/IMeHHGTCH
JJIsE TEKCTOBOTO bopMaTa JIor-paiiyia u Jijist 3aIUCH B CHCTEMHBIN JIOT.

log_message = true/false
OripeiesisieT, 3alUCHIBATL JIM COOOIIEHMs, J00aBjieHHble ¢ roMmomibio ¢pyHkiuu RDB$TRACE_MSG. Ilo
YMOJTYAHUIO BBIKJIIOUeHO. [IpuMeHnsiercs jijist TekcToBOro popmara Jior-ailia u Jijist 3alUcu B CUCTEM-
HBIH JIOT.

connection_id = <uwmcmo>
Bazaér HoMep (nmeHTHUKATOP) MOJKIIIOUEHAST HA cepBepe, KOTOpoe OyJIeT OTCIeKMBAThCsI. 110 yMou-
qaHuio paBHO 0, T.e. OTCIEKUBAIOTCS BCe MOJKIOUeHUs. He nmpuMeHsieTcst [jist arperaTHoro (popMara.

include_gds_codes = <GDS-xomp>
910 curcok GDS-ko0B 0omuMOOK WX NperylnpexKaeHnii. Eciau CImcok Iycroil, TO B KOHEYHbIH JIOr
Oy/IyT BKJIIOUEHDI Bce omubku. MHate B JIor OY/IyT 3alUChIBATHCS TOJBKO OIMUOKU U3 3TOTO criucka. He
MIPUMEHSIETCS JIJIsT arperaTHoro gpopmara.
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exclude_gds_codes = <GDS-komer>
90 crimcok GDS-K0/10B omuboK wim npeynpex/ieHnii. Eciu ciucok mycToit, To B KOHEUHBI JIor Oy1yT
BKJIIOYEHBI Bce ommOKu. Hade B Jor OyIyT 3alliChIBATHCS OIMMUOKM, HE BXOJSINNE B 3TOT cnucoK. He
[IPUMEHSIeTCS JIJI arperaTnoro ¢opmara.

include_user_filter = <perynspHoe BHpaxeHHe>
Perynapraoe BeIpakeHne, KOTOPOMY JOJIZKHO COOTBETCTBOBATH MMs IIOJIH30BATEI, OT KOTOPOT'O BBIIIOJI-
HSIETCSI COeTMHeHne ¢ 6a30it MaHHBIX. AyauT OymeT paboTaTh TOJBKO JJIS T€X MOAKJIIOYEHN, KOTOPHIE
IPOIILIN 3TY MPOBEPKY. SHAYUEHHE IO YMOJIAHUIO — IMYCTO, TO €CTh B JIOT OYIyT BKJIIOYEHBI BCE TOJ-
kiouennsi. He mpumensiercst 7jist arperaTHoro ¢gpopmara.

exclude_user_filter = <peryndpHoe BHpaxeHHe>
Perynsiproe Boipaxkenue, nporuBomnosoxkHoe include_user_filter. [logkiouenus ot mosb3oBaTesei,
COBIIABINNX C 9TUM BbIpayKeHHEM He OyJIyT PerucTpUpOBATHLCSA. JHAYEHUE 0 YMOJYAHUIO — IIYCTO, TO
€CTh B JIOT OyyT BKJIIOYEHBI BCe NojKo4ueHus. He npumensierca myis arperaraoro dopmara.

include_process_filter = <peryuspHoe BHpaxeHHe>
Perynsiproe BbipazkeHne, KOTOPOMY JIOJIZKHO COOTBETCTBOBATDH HA3BaHUE [10JIb30BATEHCKOIO IIPOIECca,
BBITIOJTHAIONIETO coefutenne ¢ 6a30it manubix. Ayant Oyaer paboTaTh TOJBKO JJIs TeX IOIKIIOYEHUH],
KOTOpBIE IPOILIN ITY IIPOBEPKY. SHAYUEHHE II0 YMOJYAHUIO — IICTO, TO €CTh B JIOT OYIYT BKJIIOYUEHBI
Bce nojkJiovenns. He npumensierca njst arperaraoro gpopmara.

exclude_process_filter = <perynapHoe BiHpaxeHHEe>
Perynsproe Boipaxkenune, nporusomnosiozkuoe include_process_filter. [lonkmodenns oT mporeccos,
COBIIABIINX C 9TUM BbIpayKeHHeM He OyJyT PerucTpupoBaThbCs. JHAYEHUE MO YMOJIYAHUIO — IIYCTO, TO
€CTb B JIOT OyyT BKJIIOYEHBI BCe NOJKIO4UeHns. He npumenserca nyis arperataoro dopmara.

9.11.2.2 IlapameTpbl TEKCTOBOI'O ayIuTa

include_filter = <perynapHoe BhpaxeHHUEe>
DTOT HapamMeTp 3aJaéT peryJisipHoe BbipakeHne B cuHTakcuce SQL (SIMILAR TO), KOTOPOMY JIOJIZKEH
yJIOBIETBOPATH TeKeT SQL-3ampoca. Eciu Teker 3anpoca He yI0BIETBOPIET 33/ IaHHOMY 3/1eCh I11a0JI0HY,
9TOT 3aIPOC HE 3AMMUCHIBACTCS B JIOT. JHAYEHUE [0 YMOJIAHUIO — IIYCTO, TO €CTh B KOHEUHBIH JIOT OyIyT
BKJIIOYEHBI BCe 3ampochl. IIpuMeHsieTcst TOMBKO [IJ1st TEKCTOBOro (opmara Jior-daiia.

exclude_filter = <perynsapHoe BhHpaxeHue>
3asaér peryssipHoe BeIpazkenue B cuaTakcuce SQL (SIMILAR TO), KOTOPOMY He JI0JI?KE€H Y/I0BJIETBOPATH
rekct SQL-3anpoca. Auajornuno include_filter. 3uadenue mo ymoJdanuio — mycro. [Ipumensiercs
TOJIBKO [IJIsI TEKCTOBOTO popMmaTa Jor-daiiia.

log_connections = true/false
Oupeesier, 3aIUChBATE JU COOBITHUS pUcoeautenus /orcoequnenus K BJ1 B jor-daiin. [Ipumensiercs
TOJIBKO JIJIsi TEKCTOBOTO (popMaTa JIor-daiia.

log_transactions = true/false
OrmpeiesisieT, 3aIICHIBATD JIM COOBITHS HAYAJA U 3aBEPIIeHNs] TPAH3AKIWI B jor-daitn®. IIpumensercs
TOJIBKO JIJIST TEKCTOBOIO (bopMaTa JIor-haiiia.

log_statement_prepare = true/false
Ornpesiesisiet, 3alUCHIBATH JIX COOBITHS TOArOTOBKHY 3a1pocoB K B/ B sor-daiur. Ilpumensiercst ToJbKO
JJIsl TeKCTOBOro ¢ropmarta Jjor-daiia.

log_statement_free = true/false
Ornpeniesisiet, 3aUCBIBATE JIU COOBITHST OCBODOXK TeHus 3ampocoB K B/ B jor-daiin. [Ipumensiercst Tob-
KO JIJIs TEKCTOBOTO (popmaTa Jior-cpaiiia.

log_statement_start = true/false
Onpenesnser, 3anucsBaTh JIH COOBITUS Hadasla BBITOIHEHN 3apocoB K BJI B sor-daiur. [Ipumenserca

4 IIpu moaTBepKAEHNM TPAH3AKIINYU 3AIMCHIBAETCS Ollepaliusi commit, npu orkare - rollback
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TOJIBKO JIJIST TEKCTOBOIO (popMaTa JIor-haiiia.

log_statement_finish = true/false
Ornpesiesisiet, 3aUCHIBATD JIK COOBITHsI OKOHYAHUsI BBITOIHEeHUs 3anpocoB K BJI B sor-caiii. [Tpume-
HSETCsl TOJILKO JIJIsT TEKCTOBOrO (hopmaTa Jior-daitia.

log_procedure_compile = true/false
OrpeiesisieT, 3aMCHIBATH JIU COOBITHS KOMITMJISAIIAA XPAHUMBIX poreayp B Jor-daiin. I[lpumensercsa
TOJIBKO JIJIsT TEKCTOBOTO popMmaTa Jjior-daitia. [lo ymoauanuio 3uadenne false.

log_procedure_start = true/false
Onpegesnser, 3anuCbBATD U COOBITHS HadaJIa BBIIOJHEHUS XPAHUMbIX nporeayp. Ilpumenserca Tojib-
KO JIJIsi TEKCTOBOTO (bopmara Jior-daiiia.

log_procedure_finish = true/false
OrnpeniesisieT, 3alUCHIBATE JIH COOBITHS 3aBEPIICHUS] BBITOJIHEHUSI XPAHUMBIX Hporeayp. IIpumensiercs
TOJIBKO JIJIST TEKCTOBOIO (bopMaTa JIor-haiiia.

log_function_compile = true/false
Onpefesnser, 3anuCbIBATE JIU COOBITAA KOMITUJISINN XPAHUMBIX (DyHKIu B sor-daiir. [Ipumenserca
TOJIBKO JIJIsl TEKCTOBOrO popMmara jor-daitna. Ilo ymoruanuro 3nadenue false.

log_function_start = true/false
OmnpeiensieT, 3aMUCHIBATD I COOBITHS HAYAA BHIIOTHEHN XPAHUMBIX QyHKIwiL. [IpuMerseTcs ToabKo
JI7IsI TEKCTOBOTO (pbopmaTa, jior-daita.

log_function_finish = true/false
Ornpenesisier, 3aMUCHIBATD JIK COOBITHSI 3aBEPIIEHUsT BLIIOJTHEHUsT XpaHUMbIX (hyHKIui. [Ipumensercs
TOJIBKO JIJIsT TEKCTOBOTO (popMaTa JIor-aitia.

log_trigger_compile = true/false
OrnpeniesisieT, 3alIUCHIBATD JIH COOBITUST KOMIIMJIAIUN TPUITEPOB B Jior-caiii. [Ipumensiercss TonbKo st
TekcToBOrO hopmara jor-daiina. [lo ymorganuio 3uavenne false.

log_trigger_start = true/false
OrnpeniesisieT, 3aUCHIBATD JIN COOBITHST HAYAJIA BBITOJHEHNUST TPUITepOB. [IpuMeHsieTcst TOJIBKO J1JIs TEK-
CcTOBOrO (hopMaTa JIOr-haiiia.

log_trigger_finish = true/false
OIIpeILeJI?{eT7 3alIUChIBATH JIN CO6I)ITI/IH 3aBepIIeHnsd BBIIIO/JIHEHUA TPUTTEPOB. HpI/IN[eHﬂeTCﬂ TOJIBKO JIJIdA
TEKCTOBOro (popmara Jior-daitia.

log_context = true/false
Ormpesiesisiet, 3alUCHIBATD JI COOBITHSI U3MEHEHU 3HAYE€HUII KOHTEKCTHBIX IEPEMEHHBIX B JIOT-(haiir.
IIpumensieTcst TOJIBKO It TEKCTOBOTO (popmaTa Jior-dpaiiia.

log_errors = true/false
Bxuouaer /orkiodaer 3amuch 06 ommbOkax. IIpumensiercss TOJNBKO i TEKCTOBOrO (DOPMATa JIOr-
daitra.

log_warnings = true/false
BkirouaeT /OTKIII09YAET 3alKCh O IPEeILyIPeXKIeHusIX. [IpuMeHsIeTcss TOIbKO JIsi TEKCTOBOro hopmara
Jror-daiina.

log_initfini = true/false
Oupeessier, 3a0UCLIBATE JIM COOBITUS HadaJia/OKOHYaHus BepeHus ayaura BJL B Jor-daiir. [Ipume-
HSETCSA TOJBKO JIJIsT TEKCTOBOIO (hopMaTa JIor-gaiiia.

log_sweep = true/false
OnpenesisieT, 3alMChIBATL U COOBITHA Tpolecca cOopku mycopa B Jor-dgaita. IIpuMensercs TOJLKO
JIJIsI TEKCTOBOIO popMara, Jor-daiia.

log_blr_requests = true/false
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IIpeaesideT, 3alliChbliBaTh JIM COOBITHUA ITPAMOI'O BBIIIOJIHEHUA OTKOMIINJIMPOBaAHHBIX 3alIPpOCOB BO BHYT-
Ompeyy , 0 P P p y
penneM mpejcrasiiennn cepeepa - BLR. Ilpumensiercst Tosibko ajist TekcToBoro dpopmata Jor-daitia.

log_dyn_requests = true/false
OrnpesiesisieT, 3alUCHIBATD JIH COOBITHSI TPSIMOTO BBITIOJIHEHNsT OTKOMITHJINPOBAHHBIX 3AIIPOCOB HA M3Me-
Henve MeraganHbix (DDL) Bo BHyTpeHHeM npencrasiaennn cepsepa - DYN. IIpumensiercst TOIBKO Jiist
TEKCTOBOTO (popMaTa Jior-cpaiia.

log_privilege_changes = true/false
BkirrouaeT /OTKIIIOIAET 3aIiCh COOBITHUI, CBSI3aHHBIX ¢ M3MEHEHHEM NPABUJI PA3TDAHUYEHUs! JTOCTYIIA.
IIpumensiercst TOIBKO JJIst TEKCTOBOTO hopMmara Jor-daitia.

log_changes_only = true/false
Bkirouaer /0TKIII09AET 3alUCh TOJILKO TeX COObITHI, KOTOPbIe N3MEHsIU JlanHble B 6ase. [Ipumensercs
TOJILKO JIJIsT TEKCTOBOTO (bopMaTa Jior-daiiia.

time_threshold = <umcmo>
MunrMaabHOE BpeMs BBITIOJHEHHUST 3aIIPOCOB, IPOIEIy P, TpaH3akiuil u T.;1. CobbITUS, BPEMsI BBITOTHE-
HUsI KOTOPBIX MEHbIIIE YKA3aHHOrO, He OYIyT PErnCTPUPOBATLCA B XKypHAJe. SHAYEHHE 110 YMOTIAHUIO
— 100 mc. IIpumensiercss TOJIBKO 11t TEKCTOBOTO hopmaTa Jor-daiiia.

max_sql_length = <umcmo>
Maxkcumaspaas mqimaa ogaoit 3anucu SQL-3ampoca B jor-daiine, B Oaiitax. 3HAYEHNE IO YMOTIAHIIO
— 0 (meorpanunyenHo), makcumasbaoe 3Hadenue — 64K. Eciu qymua 3ampoca 60Jibliie yKa3aHHOIO 3/1€Ch

3HaueHMsI, 3a1poc 6yaer obpe3an. IIpuMeHsIeTCsl TOIBKO JIJIsl TEKCTOBOro opmaTa jor-daitia’.

max_blr_length = <umcmo>
Maxkcumaspuas qimaa BLR-3ampoca, coxpansiemoro B Jjior, B baiitax. 3HadeHue mo ymosaaannio — 500
6aiir. Makcumasibaoe 3uadenne — 64K. Ecau gmumma 3ampoca 60sbie yKa3aHHOTO 37€Ch 3HAYEHUS,
zampoc OymeT obpe3an. [IpumensieTcst TOIBKO ST TEKCTOBOTO hopmaTa Jor-daiiia.

max_dyn_length = <umcmo>
Maxkcumaspaas mimaa DYN-3ampoca, coxpaHsemMoro B Jior, B bafitax. 3uadenne mo ymosrdanuio — 500
6aiir. Makcumasibaoe 3unadenne — 64K. Ecau gmmma 3ampoca 60sbliie yKa3aHHOTO 37€Ch 3HAYEHUS,
3ampoc Oymer obpe3an. IIpumensieTcst TOIBKO ST TEKCTOBOTO hopmaTa Jor-daiiia.

max_arg_length = <umcmo>
MaxkcumaJsibHasi JIJIMHA OJHOIO HapaMeTpa 3ampoca / mpouemypbl B jor-daiine. 3HaueHne 110 yMoJl-
yauuio — 0 (meorpanudento). Makcumasnbroe 3unadenune — 64K. Ecun jmmna napamerpa 6osibiie yka-
3aHHOTO 3J/IeCh 3HAYEHUsI, mTapaMeTrp Oymer obpesan. [Ipumersercss TOIBKO I TEKCTOBOTO hopMaTa
Jior-daiia.

max_arg_count = <YMCJI0>
MaxkcumasbHOe KOJIMYeCTBO apaMeTPOB 3alIpoca / IPOIEILyPbl, KOTOPOe 3aHOCUTC B JIor-aiii. 3Ha-
genue 1o ymosrdanuio — 0 (Heorpanudenuo). Ilapamerpsl, HOMepa KOTOPBIX OOJIbIIE YKA3AHHOIO 3/1€Ch
3Ha4YeHus, orobpakaTbcd He OynyT. [IpuMensieTcsa TOIbKO Jji TEKCTOBOTO bopmara Jior-daiia.

print_plan = true/false
Bkirrouaer /oTKIIIO9aET 11€9aTh [IaHOB 3a1pocoB. [To ymomuanuio 3uavenue false. [Ipumensiercs Tosb-
KO JIJIsT TEKCTOBOTO (hpopmaTa Jior-cpaiiia.

explain_plan = true/false
Bxurouaer /OTKIII0OUAET I1e9aTh PACIIMPEHHBIX IIAHOB 3a11pocoB. 11o ymosryanuio 3uadenue false. [pu-
MEHSIETCSI TOJTBKO JIJIT TEKCTOBOTO (popMaTa Jior-caiia.

print_perf = true/false
Bximouaer /OTKIII09aeT MedaTh CTATUCTUKK BBIIOJHEHUs 3a1pocoB. 11o ymoadanuio 3uadenue false.
IIpumensteTcst TOIBKO I TEKCTOBOTO (popmara Jior-dailia.

5 Jlns 6unaproro dopmara jor-daiiia 3ampoc Gy/IeT 3amiucan B JIOT HEeJMKOM, OJHAKO TPH TIOIK/IIOMEHHH TAKOTO Jora K Gase
JAHHBIX MaKCHMAaJIbHBIA pa3Mep 3allpOCOB He MOXKET NpeBbIMATh pa3Mep crpanuisl BJI. B nporusHOM ciydae 3ampoc Gymer
obpe3aH.
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print_blr = true/false
Eciu napamerp ycranosjien B true, To cogepxkumoe BLR-3ampocos Oymer nmpeobpa30BbIBATHCS B TEK-
cToBOe mpescraBienne. Eciu mapamerp ycranosieH B false, To BLR-3ampoc Oyaer coxpanen B aBo-
uaHOM BHjie (II0CIIe0BATENILHOCTD Gaiir). DToT mapamerp Oyjer paboraTb TOJBKO JJI TEKCTOBOIO
dopwmarta jora. B 6urapaom dpopmare comepkumoe BLR Bcera Oymer coxpaHaThCsS B IBOUTHOM BU/IE.
print_dyn = true/false
Ecmu napamerp ycranossien B true, To cogepxkumoe DYN-3ampocos 6yger npeoOpa3oBbIBATHCS B TEK-
croBoe TipenacTaBiaenne. Ecam mapamerp ycranosieH B false, To DYN-3amnpoc O6yaer coxpameH B IBO-
uaHOM BHjie (II0CJIe0BATENILHOCTD Gaiir). DToT mapamerp Oyjer paborarb TOJBKO JJIsl TEKCTOBOI'O
dopwmarta Jsiora. B bunapuom dhopmate cosep:kumoe DY N Bcernia 6y/eT coXpaHsaTbCs B IBOUTHOM BUJIE.
ITo ymomuanuio 3uavenue false. [Ipumensiercst TOIBKO Jjisi TEKCTOBOIO (bopmara Jior-daitia.

log_security_incidents = true/false
BkurrouaeT /OTKITIOIA€eT 3anch COOBITHI, CBSI3aHHBIX ¢ HAPYTIIEHNEM Ge30MaCHOCTH cepBepa (MHIMIEHTHI
GesornacHocTr). Ecsm 5TOT apaMerp BKIIIOYEH, BCe TaKue COOBITHsI Gy/1yT PErMCTPUPOBATHCSI HE3aBUCH-
MO OT TOTO, BKJIIOUEHA JIU PErUCTPAInsl COOBITHI JIAHHOTO TUIA B APYruX HacTpoiikax. [lo ymomdanuio
orkoueHo. Ilpumensiercst TOJIBKO JjIst TEKCTOBOTO hbopmara jor-daitia.

print_security_level = true/false

BiJII09aeT /OTKIII09AeT e9aTh YPOBHS BAaXKHOCTH COOBITHs. Y POBHU BasKHOCTH:

e EMERG - aBapuiiHBIIi;

e FATAL - darajbHBI;

o CRITICAL - KpUTUYECKUIL;

e HIGH - BBICOKMIA;

e MEDIUM - cpenHwmii;

o LOW - HU3KUIA;

e DEBUG - 0TJIaIOYHBIIi.

IIo ymomuanuio oTkioueno. [Ipumensiercs TobKo j1j1st TeKcTOBOro hopMaTa Jor-daiiia.
print_security_type = true/false

BkirrouaeT /oTKII049AET [eYaTh TANA CoObIThA. THIbl coObITHIL:

e AUTHENTICATION - ayreHTH(DUKAIIAS

e IDENTIFICATION - maeHTH(DUKAIIST;

e USER MANAGEMENT - ynpaBjeHUE II0JIb30BATECJIAMA U POJIAMU;

e ACCESS MANAGEMENT - ympaBJieHHE JOCTYIIOM;

e START/STOP COMPONENT - 3a1yck,/OCTaHOBKa cepBepa;

e RESTORE - BOCCTaHOBJICHUE U3 PE3EPBHOI KOIINU;

e ACCESS TO PROTECTED INFO - uzmeHeHHE IIPABUJ PAa3TPAHUYCHUS JIOCTYIIA;

e VALIDATION OF THE SOFTWARE COMPONENTS - mpoBepKa IeJIOCTHOCTH OOBEKTOB KOHTPOJIS;

e (OTHER - gpyroe.

Ilo ymomuanuio oTkiodeHo. [IpuMensieTcst TOJBKO It TEKCTOBOTO (bopMmaTa Jior-caiia.
print_info_tags = true/false

Bxirouaer /OTKIIIOUAET e4aTh UMEHH BEHJ0Pa, Ha3BaHWs [IPOLYKTa U cooliieHus ¢ obmmeil uundopma-
nueit o coobrTrn. 110 yMOTIAHUIO OTKITIOYEHO.
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9.11.2.3 IlapameTpsl arperaTHoOro ay/JuTa

reset_counters = true/false
Onnust reset_counters ompejesisier, cOpachiBaTh JiM 3HAYEHUS] CUYETUYUKOB it coObiTust. [lpum
reset_counters = true 3nadenwns perf, count, succeed u failed y coObITHs OYIyT OOHYIATHCS TIPU
BBI30BE ArperaTHoro ayjauTa 9epe3 CEPBUCHI C JI00bIMHE OmIusiMu, Kpome -atrc_clear. ITo ymomaanuo
BBIKJIIOYEHO.

max_sql_length = <umcmo>
Ompenensier MakcuMasbHyo gomycrumyto muuay SQL-3ampoca. ITo ymomaanuio 3uagerune 0, TO ecTh
JUINHA, HEe OrPAHIYEHA.

max_plan_length = <umcmo>
Orpeiesisier MAaKCUMAJIBHYIO JorycTuMyto mymay miaHa SQL-3ampoca. ITo ymosraanuto 3uagenue 0, To
€CTh JJINHa HE OI'PaHUYICHA.

9.11.2.4 IIpumepbl HACTPOMKU

IIpu momotm peryasipHbIX BBIpaXKEeHU MOXKHO 3aaBarTh KOHKpeTHble B/ mist jorupoBanust. [Ipumepst
KOHMUTYPAITMOHHBIX (DANIOB ayauTa:

IIpumep 1:

#Jlor BemeTca nmna 6az ¢ umeHamu test.fdb, azk2.fdb, rules.fdb
database = %[\\/] (test|azk2|rules).fdb

{
enabled = true
# Jlorm coxpamawTca B dadtmsl test.log, azk2.log, rules.log COOTBETCTBEHHO
log_filename = \1.log
}
IIpumep 2:

#na Bcex Bl ma gucke C c pacmupenumeM fdb - dopmaT mora TercTOBHIL
database = C:%.fdb
{

enabled = true

format = 0

3

#llna Bcex Bll ¢ pacmmpernueM fdb Ha zgucke D - dopmaT jora OGuHAPHHN
database = D:%.fdb

{
enabled = true
format = 1
}
IIpumep 3:

B pery/iipHbIX BBIPAKEHUSX MOXKHO UCIOJIL30BATH MPYIIUPOBKY - ().
#lleppas rpynma (%[\\/]) - mwbo# myTp K ¢aiimam B[]

#Bropas rpymma (test|azk) - uma ¢aiina BJ] test mmm azk
(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)

database = (%[\\/]) (test|azk).fdb

{
enabled = true
#\1 - IllepBas rpymma - IOyTh.
#\2 - Bropas rpymma - uMa ¢daina
log_filename = \1\\logs\\\2.log
}

To ectb OymyT cozmaBarbes Jor-dailabl ¢ nMeHaMu <uMsi_6a3sl.1log> B Karajore logs pacroIOXKEeHHOM Ha
OJIHOM YPOBHE C KaTaJIOIOM, COJIePKAIINM Oa3bl.

9.11.3 TekcroBrrii daiin ayaura

2KypHasr ayanra COAEp:KUAT 3allUCA B XPOHOJOTMYIECKOM IIOPSIJIKE 110 BPEMEHH 3aBEPIIEHUs] COOBITHUS.
Jasiee OyyT onmcaHbl Bce BAPUAHTHI 3aUCEil B 3aBUCUMOCTH OT THUIA COOBITHUSI.

Pezynbrar UNAUTHORIZED 3amuchiBaeTCsl, €CJIU BO3HUKJIA OIMUOKA, CBI3aHHAsI C HEIOCTATOYHBIMU IIPa-
BaMU JIOCTYIIA WM HEBEPHBIMU JAHHBIMU IIPU ayTeHTUudUKanun. B ciiyuae BOSHUKHOBEHUS JPYTUX OMIAOOK
pesyabraTom Oyaer FAILED.

HauaJsio /okoHuaHUe BejieHUsT ay/uTa

BkiiounTs Benenue 3ammceit 06 3ToM coObITHN TO3BOJIseT mapamerp log_initfini. Crpykrypa 3anucu
B JKypHaJIe ayuTa Oy/eT BBIIVISJIETh TaK:

Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobuTus>

<paTta coburus>T<BpemMs> (<ID mpomecca>:<ID moToka>#<HOMEp 3aIHCH>)
SESSION_<ID ceccum> <uMsa CeCCHH>
<nyTe K 6ase IJaHHHX>

I'ne <tun cobmrusa>:= {TRACE_INIT | TRACE_FINI}.

ITpucoenunenue/orcoemuuenne or B/

BruounTs BejieHue 3armceit 06 3TOM COOBITHM [03BOJIsIeT Hapamerp log_connections. CTpykTypa
3alliCH B YKypHAJIE ayIuTa OyIeT BBITJISIIETh TaK:

( A
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobmTua>
<mata coburusa>T<Bpems> (<ID mpomecca>:<ID moTora>#<HoMep 3amucwm>) <cobuTme>, <BaXHOCTb
CcobrTusa>, <THI COOHTHA>

<CBeIeHUd O COeIOUHEHUMN>

<KNIMeHTCKuil mpomecc>:<ID KIMEHTCKOTO Ipolecca>

<tun coburus>:= {CREATE_DATABASE| ATTACH_DATABASE| DROP_DATABASE| DETACH_DATABASE}
<CBeIeHUd O COeIUHEHUM> ::=

<nyTe K B> (ATT_<ID coenuHeHus>, <uUMs NOJIb30BATENd>:<poib>, <KOAUPOBKA>,
<mpoTokon coefuHeHus>:<IP azpec mmu uMa roMmmboTepa>:<MAC-azpec>)
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B cnygae HeycnemntHoi min HECAHKITMOHMPOBAHHON TONBITKYA BBITOJHEHUS TTPUCOETUHEHUST UJIU OTCO-
enuuenusi ot BJI B tume cobbrtust pukcupyercs: pesysibrar FATLED wjun UNAUTHORIZED.

HauaJso /3aBepiiienne Tpan3akium

BrurounTs BejieHne 3amuceit 00 3TOM COOBITHM I1T03BOJIsIeT apaMeTp log_transactions. CTpykTypa
3aluch B YKyPHAJIE ayIuTa OyAeT BBITJISIIETh TaK:

e p
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobuTmsa>
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moTora>#<HoMep 3amucu>) <cCoOHTHE>
<CBeIeHUd O COeIqUHEHUMN>
<KINEHTCKUH nponecc>:<ID KIMeHTCKOro IpoIlecca>
(TRA_<ID TpaH3akuum>,<ypoBEHb M30JIALUK>|<pexuM pasp. 61-K>|<pexumMm gmocTyma>)
[<rmobanbHbe cueTYmRM>]
[<Tabnuunse cueTuuru>]

<tmn coburus> := {START_TRANSACTION | COMMIT_RETAINING | COMMIT_TRANSACTION |
ROLLBACK_RETAINING | ROLLBACK_TRANSACTION}

<CBeIOeHUsA O COeOUHEHUU> ::.=
<nyTe K B> (ATT_<ID coenuHeHuWs>, <UMS [NOIb30BATENS>:<poib>, <KOAUPOBKA>,
<mpoTokon coepuHeHus>:<IP ampec mim uMs KoMubbTepa>:<MAC-azmpec>)

<ypoBeHb maouamuu> ::= {CONSISTENCY | CONCURRENCY | {READ_COMMITTED|REC_VERSION} |
{READ_COMMITTED |NO_REC_VERSION} |
{READ_COMMITTED | READ_CONSISTENCY}}

<pexuM paspemeHus 6mokupoBok> ::= {WAIT [N] | NOWAIT};

<pexuM pmocTyma K gmamamM> := {READ_ONLY | READ_WRITE};

<rnpobanbHle cYeTumkyu> ::= ml ms, m2 read(s), m3 write(s), m4 fetch(es), mb5 mark(s)
<rabn. cuyeryurm> ::= Table Natural Index Update Insert Delete Backout Purge Expunge
kst ok ok sk ok ok stk ok ok stk ok s ok stk ok s sk sk ok o ok sk sk sk ok sk sk e ok stk sk ok sk ok sk o ok sk ok sk ok sk ok
| J

B ciyvae meycmemnrHoi wanm HECAHKIIMOHUPOBAHHON IOMBITKU BBITIOJIHEHUSI CTAPTH WJIU 3aBEPIIEHUS
TPaH3aKIUKA B THIlE COObITHsT buKcupyercs: pesysiabrar FAILED uaun UNAUTHORIZED.

Barmucu cozieprKaT TabJIHIHbIE U IJI00aIbHbIE CUeTINKH, TOJIBKO €CIM B HACTPOIKAX BKIIIOYEH I1apaMeTp
print_perf.

Tabsura 9.12 — Tabauaable cIeTINKN

Table Vmst Tabiniist

Natural KosmdecrBo 3anmceil, CIMTaHHBIX T10CJIEI0BATENBHO (6e3 MHIeKca.)
Index KomuaecTBo 3ammceit, CIUTAHHBIX IO WHIAEKCY

Update Komudectso 0OHOBIIEHHBIX 3ammceit

Insert KosnaecTBo BcTaBieHHbIX 3amucei

Delete KosmaecTBo ynamenubix 3amnmceit

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

CHUHM N3-3a OTKaTa TPaH3aKIUU WJIN TOYKU COXPaHCEHUA

Backout KonmaecTBo 3amuceit, 1151 KOTOPBIX OBLIN BOCCTAHOBJIEHBI TPEIBIIYIIINE BEpP-

HYy2KHbIC HUA OJIHOW aKTUBHOU TpPaH3aKIUN

Purge KomuuecTBo 3ammceit, /isi KOTOPBIX ObLIM yIaJeHBbl yCTAPEBIINE BEPCHUU, HE

3aBepIIeHns 3TUX TPaH3aKIUit

Expunge KosmmuecTBo BBIYMINEHHBIX CpeICTBaMu COOpKH Mycopa 3ammceii (expunged
records). DTO MPOUCXOAUT, KOIJIA 3AIlUCh, KOTOPAas HE BUJHA KAKOH-1100 aK-
THUBHOI TpaH3aKIUHU, yJajdeTcd U yJjaJdiolas TPpaH3aKIUsd IIOJTBepXKIaeT-
cs1 (commit). VianéHHas 3amuch W BCe paHee MOATBEPXKSHHBIE BEPCHU 3TON
BAIUCH YIAJIAIOTCS, 9TOOBI 3aHATOE UMU JUCKOBOE IIPOCTPAHCTBO MOYKHO ObI-
JIO TIOBTOPHO HUCIOJIb30BaTh. Ecim 3amnmchk BCé emé BuaHa s 6ojee crapbix
snapshot Tpam3akiuil, KOHEIHO, yHAJE€HUE MOYKET MPOM3ONTU TOJBKO IOCTE

B pexkuMe WAIT

Lock KosmgecTtBo 3ammceil mpodYuTaHHBIX C KCIOJIb30BaHUEM Ipejioykennst WITH
LOCK
Wait KosmgecTBo 1mobITOK 0OHOBJIEHUS / MOAUPUKAIIAI / OJIOKUPOBKHU 3aluceil mpu-

HadJIe2KalllnX HECKOJIbKUM aKTHUBHBIM TPaH3aAKIUAM. TpaHSaKHI/IH HaXOJUTCA

Conflict KosmvecTBo HeyJauHBIX MONBITOK OOHOBJIEHMUs/ MOINbDUKAIN /GIIOKUPOBKI
3anucell NPUHA/JIEXKAIUX HECKOJBKUM aKTHBHBIM TPAH3aKIMsIM. B Takux cn-
Tyarnusx coobuiaercst o0 Koudumkre o6HoBieHus: (UPDATE CONFLICT)

BVersion KommdaecTBo povunTaHHBIX BEPCUil TIPH TIOUCKE BUJIUMBIX BEPCHUil 3aImiceit
Fragment KosmaecTBo mpountanabix pparMenToB 3ammceit
Refetch KonmyecTBo MOBTOPHO TPOYUTAHHBIX 3amuceit

Tabauna 9.13 — I10babHBIe CYeTINKHT

ms BpeMsI BBITIOJTHEHIUST
read(s) KOJIUYIECTBO CTPAHUI], CIUTAHHBIX C JIUCKA
write(s) KOJIMYIECTBO CTPAHMUII, 3aIMMCAHHBIX Ha JTUCK

fetch(es) |KOJUYECTBO CTPAHUIL, CYUTAHHBIX U3 CTPAHUIHOIO KIIIIa

mark(s) KOJIMYIECTBO CTPAHUI], M3MEHEHHBIX B CTPAHUTHOM K3IITe

IloaroroBka 3ampocoB K b /1

BximounTs Besienne 3amnuceit 00 3ToM coOBITHH 1103BOJIsIET mapaMeTp log_statement_prepare. CTpyk-

Typa 3allCH B KypHAJIE ayJInuTa OyIeT BBIIVIAIEeTh TaK:

P
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <tun cobnTus>
<BaXHOCTb COOBTHA>, <TUO COOHTHUI>
<CBeeHUus O COeIVHEHUuu>

<KNIueHTCKuil npomecc>:<ID KIMEHTCKOTO Ipolecca>

Statement <umenTmdMKaTOp 3ampoca>:

<CcoIepXmuMOe 3amIpoca>

<paTta coburua>T<BpemMs> (<ID mpomecca>:<ID moToka>#<uoMep 3amucu>) PREPARE_STATEMENT

(TRA_<ID TpamH3aruuu>,<ypoBeHb H30NALXU>|<pexuM pasp. O6i-x>|<pexum mocTyma>)

(npomonxerne Ha cneaytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

[<mmam 3ampoca>]
<BpeMs BHIIOJHEHUS> mMS

<CBeIOeHUsA O COeOUHEHUU> ::.=
<nyte K B> (ATT_<ID coenuHeHus>, <UMsS [NOJb30BATENS>:<poib>, <KOAUPOBKA>,
<mpoTOKON coefuHeHus>:<IP ampec mmm uMs KoMumbbTepa>:<MAC-azmpec>)

<ypoBeHb maomdamuu> ::= {CONSISTENCY | CONCURRENCY | {READ_COMMITTED|REC_VERSION} |
{READ_COMMITTED | NO_REC_VERSION}}

<pexuM paspemeHus 6irokupoBok> ::= {WAIT [N] | NOWAIT};

<pexuM mocTyma K pauuenm> := {READ_ONLY | READ_WRITE};
\ J

B caygae meycrienrHoit min HeCAHKITMOHUPOBAHHOI IONBITKHU IOJTOTOBKH 3aIlpOCa B THUIE COOBITUS
bukcupyercs pesyabrarT FAILED wian UNAUTHORIZED.

Il1an BbIOJIHEHNS 3aIPOCA BBIBOJIUTCS, €CJIN BKJIIOYEH IIapaMeTp print_plan.

OcBoboxk menmne 3a1rpocoB K B /1

BrutrounTts Besienune 3ammceit 06 9ToM coOBITHN TO3BOJIsIET TapaMeTp log_statement_free. CTtpykTypa
3alliCH B YKypHAJIe ayIuTa OyIeT BBITJISIIETh TaK:

4 0\
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tun cobnTus>
<mata coburusa>T<BpeMs> (<ID mpomecca>:<ID moToxra>#<uomep 3amucwu>) {FREE_STATEMENT |
CLOSE_CURSOR} <BaXHOCTb COOHTHA>, <THUI COOBTHI>
<CBeIeHUS O COeIVHEeHUu>
<KNIMeHTCKui npomecc>:<ID KIMEHTCKOTO Ipollecca>
Statement <umenTm$MKaTOp 3ampoca>:

<mnmaH 3ampoca>

IInan BBIIOTHEHUS 3aIIPOCA BHIBOJUTCS, €CJIM BKJIIOUEH mapaMeTp print_plan.

Hauajo/okonvuanue BbimojHeHus 3anpocoB K B/

BxumounTs Benenue 3ammceit 06 3TOM COOBITHH IIO3BOJIAIOT IIapaMeTpbl log_statement_start u
log_statement_finish. Crpykrypa 3amucu B KypHaJe ayanTa OyIeT BBIIJISAIEeTh TaK:

e p
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobuTms>
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moTora>#<HoMep 3amucu>) <CobOHTHE>, <BAXHOCTH
cobnTuss>, <TUI COOHTHSI>
<CBeIeHHus O COeIUHEHUuU>
<KJIMEHTCKu# mporecc>:<ID KINEeHTCKOTO Ipolecca>
(TRA_<ID Tpam3saruuwm>,<ypoBeHb HU30IAUUU>|<pexuM pa3p. 6i-x>|<pexum mocTyma>)
Statement <mmeHTHOHKATOpP 3ampoca>:

(npogonkerne Ha cneayroweid CTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

[<mman sampoca>]

<mapaMeTphl BHIIOJIHEHMSI 3ampoca>

[<xonmuecTBO BHOpaHHbx 3amucei> records fetched]
[sorting memory usage: total: <cyMMapHHil pasMep Kama>,
cached: <pasmep RAM xsma>, on disk: <pasMep LUCKOBOTO K3ma>]
[<rmobampHEle cueTumRE>]
[<Tabnuunse cueTwuru>]

<tun coburua>:= {EXECUTE_STATEMENT_START | EXECUTE_STATEMENT_FINISH}
\ J

B cnygae meycmemHoit miiv HECAHKIIMOHMPOBAHHON ITOIBITKU BBIMIOJHEHUsT 3alIpOCA B TUIIE COOBITUS
dukcupyercs pesyabrar FAILED wian UNAUTHORIZED.

B tumne cobbrrusi {EXECUTE_STATEMENT_FINISH}, npu WCIIOIB30BAHUU COPTUPOBKH, Oyaer mobaBiieHa
3anmch sorting memory usage CO CYETINKAMU BBIIEJIEHHOTO K3Ia. B IPOTHUBHOM CiIydae, ecyii COPTUPOBKA
He HCIIO0JIb30Ba/Iach, K records fetched Gyner nobasisieno without sorting.

Il1am BBIOIHEHUST 3aIPOCA BBIBOJIUTCS, €CJIN BKJIIOUEH IIapaMeTp print_plan.

Banmcu comepkar TabinuHble W 100adbHbIe cueTdnku (cM. tabsmiy 9.12 u Tabuaumy 9.13), TosbKo
€CJIM B HACTPOMKaxX BKJIIOYCH IapaMeTp print_perf.

N3menenne 3HadeHnii KOHTEKCTHBIX IIepeMeHHbIX

Bkrounts Benenune 3ammceit 06 3T0M COOBITHE T03BOJIsIET mapaMerp log_context. CTpykTypa 3anucu
B JKypHaJIe ayuTa Oy/eT BBIIVISJIETh Tak:

( N
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Tun cobnTus>
<mata coburua>T<BpeMs> (<ID mpomecca>:<ID moTora>#<moMmep 3amucm>) SET_CONTEXT
<CBeIeHUus O COeIVHEHUuu>
<KNIueHTCKuil npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID Tpam3aruuu>,<ypoBeHb H30NALXU>|<pexuM pasp. O6i-x>|<pexum mocTyma>)
[<mpocTparcTBO_uMeH>] <uMMA_LepeMeHHON> = <3HaveHUE_NepEeMEHHOH>

N3MmeHnenue mpaBuJi pa3rpaHuYeHus JOCTYyMa

BxutrounTs BesneHue 3aluceil 00 3ToM COOBITUH II03BOJIAET apaMeTp log_privilege_changes. CTpyk-
Typa 3allUCU B JKypHAaJe ayiuTa OyIer BBIVIALETH TaK:

e R
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Ttum cobmTmsa>
<pata coburus>T<BpeMsa> (<ID mpomecca>:<ID moTorka>#<uoMep 3amucu>) PRIVILEGES_CHANGE
<CBeIeHUd O COeINUHEHUMN>
<KINEHTCKUH nponecc>:<ID KIMeHTCKOro IpoIlecca>
(TRA_<ID TpaH3akuum>,<ypoBeHb H30JIALUK>|<pexuM pasp. 61-K>|<pexumMm mocTyma>)
Executed by <executor> as <grantor>,operation:{ADD|DELETE} PRIVILEGE <upus-us>
<o0bberT> for <mMa IOIBL30BATEJNA>
Attachment: <ID_coemumueHua>, Transaction: <ID_TpaH3aruum>

(npomonxerne Ha cneaytoLei CTpaHmue)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)
<mpumsmmerus> ::= {ALL | INSERT | UPDATE | DELETE | SELECT | EXECUTE | REFERENCE |
CREATE | ALTER | ALTER ANY | DROP | DROP ANY | ROLE | ENCRYPTION KEY}

HauaJio /3aBepiiieHne BBITIOJTHEHUST XPAHUMBbIX mporieayp (dDyHKImii)

BkiounTs Besenme 3amuceil 06 9TOM COOBITHH IIO3BOJIAIOT IapaMerpbl log_procedure_start u
log_procedure_finish (log_function_start, log_function_finish). Crpykrypa 3ammcn B KypHaje
ayaura OyJer BBIIVISJIETb TaK:

( N\
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Tum cobmTusa>
<pata coburusa>T<BpeMs> (<ID mpomecca>:<ID moTora>#<HoMep 3amucwm>) <cobmrue>

<CBeIeHUd O COeIOUHEHUMN>

<KIMeHTCKui mpomecc>:<ID KIMEHTCKOTO Ipollecca>

(TRA_<ID TpaH3aKmuwm>,<ypoBEHb M30JAIUN>|<pexuM pa3p. 6i-k>|<pexuM mocTyma>)

Procedure (Function) <umsa mpouezyps (pyHruuM)>:

<BXOZHbE IapaMeTph XpaHWMOW mpomnenyph (byHKIuE)>

[returns: <BhxozHOe 3HavYeHWe (yHRIMK>]
<KOIWYeCTBO BHOpaHHHX 3amnuce#> records fetched

[sorting memory usage: total: <cyMMapHHN pasMep Kama>,

cached: <pasmep RAM ksma>, on disk: <pasMep LUCKOBOTO K3ma>]

[<rmobampHEle cueTumrE>]

[<Tabauunste cueTuwru>]

<tun coburua>:= {EXECUTE_PROCEDURE_START | EXECUTE_FUNCTION_START |

EXECUTE_PROCEDURE_FINISH | EXECUTE_FUNCTION_FINISH}
\ J

B ciyuae Heycriemno niv HeCAHKITMOHUPOBAHHOM MONBITKY BBINIOJHEHHsT XPAHUMO TIPOTIE Ty Phl UJIH
byuknu B TUIE COObITUA bukcupyercs pe3yiabraT FAILED niun UNAUTHORIZED.

B Ttume cobwrtnss {EXECUTE_PROCEDURE_FINISH}/{EXECUTE_FUNCTION_FINISH}, mpu HCIOJIb30BAHUKI
COPTUPOBKH, Oy/ieT 100aBjeHa 3aIIiCh Sorting memory usage C CY€TYNKAME BBIJIEJIEHHOI'O K31rma. B npoTus-
HOM CJIydae, eCJI COPTHPOBKA He MCIO0JIb30Baslach, K records fetched Gyner nobasisieno without sorting.

Samucu comepkar TabimdHble U raobasbHble caerduku (cM. Tabuuiy 9.12 u Tabsumiy 9.13), ToabKo
ecJIi B HaCTPOMKax BKJIIOYEH IlapameTp print_perf.

HauaJso /3aBepiiienne BBITIOJTHEHUSI TPUTTEPOB

BkorounTs BesileHme 3ammceit 06 9TOM COOBITHMH IIO3BOJISIIOT IapaMeTpbl log_trigger_start wu
log_trigger_finish. CrpykTypa 3ammcu B )KypHaJje ayJuTa OyJeT BBIIVIAIETb TaK:

e N
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Tum cobmTua>
<mata coburua>T<BpeMsa> (<ID mpomecca>:<ID moTora>#<HOMep 3amucy>)
<CBeeHUusI O COeIVHEHUu>
<KNIMeHTCKuil npomecc>:<ID KIMEHTCKOTO Ipollecca>
(TRA_<ID TpaH3aruuu>,<ypoBeHb H3ONALXU>|<pexuM pasp. 6i-x>|<pexum mocTyma>)
<ums_tpurrepa> [FOR <umsa_tabmums (npencraBmenus)>] ({0N <cobwtme B>} |
{BEFORE | AFTER} <coburue Tabmuun (mperncraBuenusi) wmiu DDL-cobbTue>)
[<rmobanpHHEe cueTYURU> ]
[<Tabauunre cueTymrm>]

(npogonkerne Ha cneayroweid CTpaHuLe)
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(npoponxetne ¢ npeabiayLei CTpaHuLb)

L <tmn coburus>:= {EXECUTE_TRIGGER_START | EXECUTE_TRIGGER_FINISH}

B caygae meycriermuoll wiu HECAHKIIMOHUPOBAHHON MMONBITKU BBHIIOJHEHUS TPUITEPA B TUIE COOBITUS
bukcupyercs pesyabrar FAILED wan UNAUTHORIZED.

Samucu comepKar Tabimdnble u riaobasbable caerduku (cM. Tabuuiy 9.12 u Tabiumny 9.13), Toabko
ecJIi B HAaCTPOMKax BKJIIOUEH ITapameTp print_perf.

Kommmunsiiuss BLR-3anpocoB nepe ncnoJjiHeHuemM

BrurounTs Bejienue 3amuceit 06 3TOM cOOBITHH 103BOJIsIeT apamMeTp log_blr_requests. CTpykTypa
3AIUCH B YKypHAJIe ayauTa OyeT BBIIVISJIETh TaK:

4 Y
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tun cobnTus>
<mata coburusa>T<BpeMs> (<ID mpomecca>:<ID moToxra>#<zHoMep 3amucwm>) COMPILE_BLR
<CBeZleHUS O COeIUHEHHUU>
<KJIMEeHTCKu# mporecc>:<ID KIMeHTCKOIro Ipolecca>
(TRA_<ID Tpam3aruuu>,<ypoBeHb H30NALUU>|<pexuM pasp. O6i-k>|<pexum mocTyma>)
Statement <umzmeHTHduKaTOp 3ampoca>:

<BpeMs BHIIOJHEHUA> mMS

B ciryuae Heycnemnoil wim HeCaHKIIMOHUPOBAHHON HONBITKKA KoMimisinun BLR-3ampoca B Tune cobbi-
Tus dukcupyercs pesyiabrar FAILED man UNAUTHORIZED.

Brmoanenne BLR-3anpocos

BkurounTs Besienne 3ammceit 00 9TOM coOBITHN TO3BOJIsIeT apameTp log_blr_requests. Crpykrypa
3AIUCH B YKypHAJIE ayuTa Oy/IeT BBIMVISIJIETh TaK:

s !
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tmm cobuTms>
<pata coburus>T<BpeMs> (<ID mpomecca>:<ID moTora>#<zomep 3amucu>) EXECUTE_BLR
<CBeIeHHus O COeIUHEHUuN>
<RIUEHTCKUi mpouecc>:<ID KIMEHTCKOro Ipolecca>
(TRA_<ID Tpam3saruuwm>,<ypoBEeHb H30IAUUU>|<pexuM pa3p. O6i-x>|<pexum mocTyma>)
Statement <mzmeHTHQHKATOpP 3ampoca>:

[<rmobanbHEHE CUeTUMKE>]
[<Tabnuunbie cyeTUIUKH>]

B caydae meycnemnoi niiv HeCaHKIIMOHUPOBAHHOM moNbITKN BhiosiHenns: BLR-3ampoca B Turre coObI-
Tust purcupyercs pesyiabrar FAILED min UNAUTHORIZED.

Bammcu comepkar TabiuuHble U 100adbHbIe cueTunku (cM. tabsmiy 9.12 u Tabmaumy 9.13), TosbkKo
€CJIM B HAaCTPOMKaxX BKJIIOYCH IapaMeTp print_perf.

e CTp. 244



PyxoBosicTBO aMuHACTpaTOPA
9.11 Aynur

Boeinosnnenue DY N-3ampocos

BrurounTs BejieHne 3amuceit 06 3TOM coOBITHH 103BOJIsIeT mapaMeTp log_dyn_requests. CTpyKTypa
3allliCh B YKypHAJIE ayIuTa OyAeT BBITJISIIETh TaK:

4 Y
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobmTusa>
<pata coburua>T<BpeMs> (<ID mpomecca>:<ID morora>#<zomep 3amucu>) EXECUTE_DYN
<CBeIeHUd O COeIOUHEHUMN>
<KIMeHTCKuil mpomecc>:<ID KIMEHTCKOTO Ipolecca>
(TRA_<ID TpaH3akuum>,<ypoBEHb H30JIAIUK>|<pexuM pasp. 61-K>|<pexumM mocTyma>)
<coIepxXmMOe 3ampoca>
<Bp€eMsI BHIIOJIHEHWS> mMS

B ciiyuae HeycnenHo# nin HeCAHKITMOHUPOBAHHON MOMBITKY BhIoiHEeHUs DY N-3amrpoca B Tuie coobi-
tus dpukcupyercs pesyiabrar FAILED man UNAUTHORIZED.

HpI/ICOG,ZLI/IHeHI/Ie/OTCOG,D;I/IHGHI/IG K cepBucam

BxumiounTs Beserue 3ammceit 06 3ToM coObITHH TO3BOJIsIET mapamerp log_services. Crpykrypa 3anucu
B JKypHaJIe ayjuTa Oy/IeT BBIIJISJIETh Tak:

s 2
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobuTums>
<pata coburus>T<BpeMs> (<ID mpomecca>:<ID moTorka>#<HOMep 3amuCH>)
{ATTACH_SERVICE|DETACH_SERVICE} <BaXHOCTL COOHTHS>, <THUI COBHTHUI>
service_mgr, ( Service <ID cepBuca> , <uUMS LHOJIb3OBATENS>,
<npoTokon coexuHeHua>:<IP azpec mnm uMa KoMmboTepa>:<MAC-azmpec>,

<RIMEeHTCKuil mpomecc>:<ID KIXEeHTCKOro Ipornecca> )
- J

B ciiyuae HEYCHIENTHOM UM HECAHKIIMOHUPOBAHHOI IOILITKY IIPUCOEIMHEHUS (OTCOCUHEHN) K CEPBUCY
B THIe coObITus bukcupyercs pe3yabrar FAILED miu UNAUTHORIZED.

CrapT cepBuca

BxumounTs Besienue 3amuceit 00 9ToM COOBITHH 1I03BOJIAET apaMeTp log_services. CTpyKTypa 3a1ncu
B JXKypHAJIE ayInTa OyIeT BBIIVIAIETh TaK:

s N
Vendor: Red Soft, Product: RedDatabase <Bepcusa>

Message: <Tum cobuTms>
<pata coburus>T<BpeMs> (<ID mpomecca>:<ID moTrora>#<uomep 3amucu>) START_SERVICE
service_mgr, ( Service <ID cepBuca> , <uMdA IOJIb30BATENA>,
<npoTokoll coexuHeHHuA>:<IP ampec mmam uMa kommeoTepa>:<MAC-azpec>,
<gmumeHTCKuU# mporecc>:<ID KIXEHTCKOro Ipolecca>)
<THUII 3aIpoca K CEpBUCY>

<ommmu, IepelaHHHE CePBHC-MEHeIXepy OT KIMEHTa IIpH 3alycKe>
A\ J

B ciyuae meycremnHoit niin HECAHKIIMOHMPOBAHHON ITOMBITKU CTAPTA CEPBUCA B THUIE COOBITHS (DUKCH-
pyerca pesynbraT FAILED mim UNAUTHORIZED.
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3arpochkl K cepBHUCY

Brmrounts  Bemenme 3ammceit 06 9TOM  COOBITMM  IO3BOJIAIOT —I1apaMeTphl log_services u
log_service_query. CTpyKTypa 3alUCH B XKypHaJe ayinuTa OyJIeT BBIIVISIETh TaK:

( N\
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Tum cobmTusa>
<mata coburusa>T<BpeMs> (<ID mpomecca>:<ID moTrora>#<momep 3amucu>) QUERY_SERVICE
service_mgr, ( Service <ID cepBuca> , <uMsA IIOJIb30BATENIA>,
<OpoTOoKONI coexuHeHMA>:<IP azpec unu mMa KoMmnbboTepa>:<MAC-azpec>,
<KJINEeHTCKUi nponecc>:<ID KINEeHTCKOT O npouecca>)
<THI 3ampoca K CepBHUCY>
[Send portion of the query: <maHHHe, mepemaHHbHE CEpPBUC-MeHeIXepy> ]

[Receive portion of the query: <maHHbe, HOJyYeHHbHE CEPBUC-MEHEAXEepOM>]
A\ J

B caydae meycremHoil njiM HECAHKIIMOHUPOBAHHOM TOMBITKY BBITIOJHEHUs 3alIpOCa K CEPBUCY B THUIIE
cobbiTust pukcupyercs pedyiabrar FAILED nim UNAUTHORIZED.

CobbITre ¢ OomMMOKOIT MmN IIpeaynpexkaeHneM

BrurounTh BejeHue 3amnmceil 06 ommbKax ([IpejylpeKIeHNsX) [03BOJIseT IapaMerp log_errors
(log_warnings). CrpykTypa 3ammcu B KypHaJe ayjaura OyJer BbIJISIETh TaK:

( 2\
Vendor: Red Soft, Product: RedDatabase <Bepcua>
Message: <Tum cobmTus>
<pata coburua>T<BpeMs> (<ID mpomecca>:<ID morora>#<momep 3amucwm>) {ERROR AT|WARNING
AT} <...>
<CBeIeHUd O COeIOUHEHUMN>
<KINEHTCKUH nponecc>:<ID KIMeHTCKOro Ipolecca>
<ommbru>

Yucrka 6a3bl JJaHHBIX

BrumounTh BefieHmMe 3armceit 0 YucTKe 0a3bl JTAHHBIX O3BOJIET mapamerp log_sweep. CTpyKTypa
3allCh B YKypHAJIE ayIuTa OYyAeT BBITJISIIETh TaK:

( N\
Vendor: Red Soft, Product: RedDatabase <Bepcusa>
Message: <Tum cobmTus>
<pata coburusa>T<BpeMs> (<ID mpomecca>:<ID moTora>#<HoMep 3amucu>) <THUI COOHTHUI>
<CBeIeHUd O COeIOUHEHUMN>
<KIMeHTCKuil mpomecc>:<ID KIMEHTCKOTO Ipolecca>
Transaction counters:
Oldest interesting <0IT>
Oldest active <0AT>
Oldest snapshot <O0ST>
Next transaction <Next>
[<rnobambHEle cueTumKE>]
[<Tabauunstie cueTuwru>]

<tmn coberus> ::= {SWEEP_START | SWEEP_FINISH | SWEEP_FAILED | SWEEP_PROGRESS}

A\ J

Bamucu comepKar TabymdHble W raobaibHble cderduku (cM. Tabsuiy 9.12 u Tabmuny 9.13), Toabko
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€CJIM B HaCTPOMKaxX BKJIIOYEH mapameTp print_perf.

9.11.4 Apanrep st IOAKJIIOUeHUs OmHapHOTo daiija ayanura

9TO MHCTPYMEHT aHAJU3a XKYypPHaJa ayauTa B OMHAPHOM (bopMaTe, KOTOPBI MO3BOJISIET MOIKJII0YaTh
JIBOMYHBIE YKYPHAJbI B BUJE BHEITHUX TAOJIUI[ U KUCIOIb30BarTh SQL-3ampockl s moncka u GpuiibTpanun
JAaHHBIX B HUX. YaJleHUe U PeJaKTUPOBaHUe 3amnuceil 3ampernieno. Vcmomb3yercs: monsaTre Bepcun hopMaTa
6unapuoro Jor-daitia. OHa IpoBepsieTcs IPU MHUNUAIU3ANUU ayauTa (COObITHE HAYAJA BEICHUs ayJuTa),
ecyn Jior-paityl yyKe CyIecTByeT n mMeeT OmHApHBIH dhopmat. Ecin Bepcusi popmara Jiora, UCIOTb3yeMast
B PEJI Baze Janubix, omjimdaercs OT Bepcuu popMara CyIIecTBYIOIIero gaijia, To IPOU3BOIUTCS POTAIIUST
(mepenMeHOBaHUE CYIIECTBYIOIIETO JIOTa, Co3anne pabodero jor-daiijia ¢ TAKUM Ke UMEHEM ).

IToxkmouenne KypHasa Ipou3BoauTcs ¢ momornsio SQL-3ampoca Bua:

CREATE TABLE <table_name>EXTERNAL [FILE]
<filespec> ADAPTER 'fbtrace'
[(<col_defs>)]

e table_name — nMs TaOIUIBI, KOTOpas OYIeT XPAHUTD JTAHHBIE Ay/INTA;
e filespec — umMms Jor-dpaiiyia, KOTOPBINA JOJIKEH OBITH MTO/IKJIIOYEH;

e ADAPTER — KJII0Y€BOE CJIOBO, HEOOXOINMOE JIJIS TIOAKJIIOUEHUsT B KaUeCTBE BHEIIHeH TabmIn daiiia
C HEeCTAHIAPTHLIM (POPMATOM TAHHBIX;

e fbtrace — Ha3BaHUe ajamnTepa, IPeIHAZHAYEHHOIO /i 06paboTKN OMHAPHOIO JIOra CUCTEMBI Ay 11~
Ta;

e col_defs — onucanue noJseil Tabaunpl ayaura (M. Tabsmiy 9.14).

IIpu moaksrouenne 6GUHAPHOrO Jiora Heobxoaumo B firebird.conf HacTpouTh mapamerp
ExternalFileAccess, 10 yMO/JT9aHUE OH BBIKJIIOYEH U IOJKJIIOYEHNE BHEITHUX (PailjioB HEBO3ZMOXKHO.

Tabmuma 9.14 — Ilosst co3maBaemMoit TabIUIBI ayIUTa 110 TUTIAM COOBITHI

Obuwue noast mabauus, ayduma

Nms mons Twun Komvmmenrapuii
EVENT_TIME TIMESTAMP |Bpewmst perucrpamyy COObITHUSI
EVENT_PROCESS_ID INTEGER Waentudurarop mporecca, BHI3BABIIETO COOBITHE
EVENT_OBJECT_ID VARCHAR (16) | Unentudukarop 00bekTa, BBHI3BABIIErO cobbITHE (pas-

Mep UIACHTU(PUKATOPA 3apaHee HEM3BECTEH, 3aBUCUT OT
pa3Mepa ykasareseil B cucreme)

EVENT_NUMBER INTEGER Howmep cobbiTust, 3amcanHOro MpoIeCcCOM CepBepa
SECURITY_LEVEL VARCHAR (16) | YpoBeHb Ba>KHOCTU COOBITHS
SECURITY_TYPE VARCHAR (50) | Tun cobwiTust

Hawano sedenus ayduma

Nwms mons Twun KomvmmenTapwuii

EVENT_TYPE CHAR(24) TRACE INIT
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Oxonuwanue sedenus ayduma

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) TRACE FINI
ITpucoedurerue x 6a3e daHHbLL
Nmsa mmona Twun KommenTapwmii
EVENT_TYPE CHAR (24) CREATE DATABASE wmyim ATTACH DATABASE
EVENT_USER BLOB TEXT |Ilonb3oBaTesib, OT UMEHU KOTOPOT'O BBIIIOJHEHO ITPUCO-
emnaenne K bJ1
EVENT_PROTOCOL BLOB TEXT |IIpoTokoJi, 1o KOTOPOMY IIPOU3OIILIO oK TioueHne K BJ1
EVENT_HOSTNAME BLOB TEXT |Uwmsa xocra, ¢ KOTOPOTO IMPOU3OIILIO MoK IoueHne K BT
EVENT_HW_ADDRESS BLOB TEXT |®usuueckuii ajpec kianenra (MAC-aapec ajanrepa)
EVENT_ATT_ID BIGINT Nnentudukarop coequHeHns, B KOTOPOM ITPOU3OIILIO
noakrouerne Kk b1
EVENT_RESULT VARCHAR (14) | Pesysibrar  nogksodenus  (yCHEIIHO,  HEYCIEIIHO,
HECAHKI[MOHUPOBAHHO)
Omcoedunerue om b6a3v, daHHBIT
Nmsa monsa Twun KommenTapwmii
EVENT_TYPE CHAR (24) DROP DATABASE wsmm DETACH DATABASE
EVENT_USER BLOB TEXT ITonb30BaTe b, OT UMEHU KOTOPOTO BBIIOJHEHO OTKJIFO-
qenue ot B/I
EVENT_ATT_ID BIGINT N nertudpukarop coequHeHmsI, B KOTOPOM IIPOU3OIILIO OT-
kirouenue ot BJ1
Havwanao mparzaxyuu
Nwmsa mons Tun KomvmmenTapwuii
EVENT_TYPE CHAR (24) START TRANSACTION
EVENT_USER BLOB TEXT |Ilomn3oBarenb, OT WMMEHM KOTOPOIO CTapTOBAJIa TPaH-
3aKIus
EVENT_ATT_ID BIGINT Wnentudurarop coeauHeHus, B KOTOPOM CTApPTOBAJIA
TPAH3AKIINS
TRANS_ID BIGINT W nentudurarop TpaH3aKIun
TRANS_OPT BLOB TEXT |Ilapamerpsb! TpaH3akiuu
EVENT_RESULT VARCHAR (14) | Pesysibrar crapra TpaH3akiuud (yCHENIHO, HEYCIEIIHO,

HECAHKI[MOHUPOBAHHO)
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3asepuwerue mparsaxuuy

Nmsa monsa Twun KomMenTapwmii

EVENT_TYPE CHAR(24) COMMIT RETAINING, COMMIT TRANSACTION, ROLLBACK
RETAINING mim ROLLBACK TRANSACTION

EVENT_USER BLOB TEXT |Ilonb3oBaresns, OT mMEHH KOTOPOrO 3aBEPINMIACH TPAaH-
3aKIUsA

EVENT_ATT_ID BIGINT Wnentudurarop coeanHeHns, B KOTOPOM 3aBEPIINIACD
TPaH3aKIIUI

TRANS_ID BIGINT Wnentudurarop TpaH3aKIuun

PERF_INFO BLOB TEXT |CraTuCTHKa TPOU3BOIUTEIHLHOCTH 3aIIPOCa

PERF_TIME BIGINT Bpewmst BoItosiHeHHUST 3a1poca

EVENT_RESULT VARCHAR (14) | Pesysibrar  3aBepiienust — TpaH3akuuu  (YCIEIIHO,

HEYCIIEIITHO, HeC&HKL[I/IOHI/IpOBaHHO)

H3menenue 3naverus xonmexcmHol nepemeHHol

Nmsa mons Twun Komvmmenrapuii

EVENT_TYPE CHAR(24) SET CONTEXT

EVENT_USER BLOB TEXT |Ilonb3oBaresnsb, OT UMEHH KOTOPOIO IMPOU3BEIN U3MEHE-
HUA

EVENT_ATT_ID BIGINT Nnentudukarop coeauHeHrsi, B KOTOPOM BBIIIOJTHUIN
U3MEHEHNd KOHTEKCTHOHN IepeMeHHON

TRANS_ID BIGINT Nnentudukarop TpaH3akium, B KOTOPOH TPOU3BEIH U3-
MEHEHUS

VAR_NS BLOB TEXT |IIpocTpamcTBO WMeEH, JJjisi KOTOPOT'O yCTAHABIMBAETCS
KOHTEKCTHasl IlepeMeHHas

VAR_NAME BLOB TEXT |lmMsa KOHTEKCTHOM TT€pEeMEHHOMN

VAR_VALUE BLOB TEXT |3HauyeHNe KOHTEKCTHOIl ITepeMEHHOI

Havwano svinoarnenus rparumoti npouedypot

Nms mons Twun Komvmmenrapuii

EVENT_TYPE CHAR(24) START FUNCTION mymm START PROCEDURE

EVENT_USER BLOB TEXT |Ilomn3oBareib, OT UMEHM KOTOPOTO BBITIOIHSAETCS ITPOIIEe-
Aypa

EVENT_ATT_ID BIGINT Unentudurarop coequHennsi, B KOTOPOM BBIIOJHSIETCS
XpaHuMasg IIPoleIypa

TRANS_ID BIGINT W nentudukarop TpaH3aKIuun

PROC_NAME BLOB TEXT |Uwmsa xpaHuMOit Ipomieayphbl Wian (pyHKITTN

PROC_PARAMS BLOB TEXT |I[lapamerpnl XpaHUMOIl IPOIELyPhl Win (yHKIUN

EVENT_RESULT VARCHAR (14) | Pesysibrar Havasa BBIIOJHEHHs IPOIEAYPHI (YCIENHo,

HEYCIIEIITHO, HeC&HKL[I/IOHI/IpOBaHHO)
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3asepuwerue 8biNOAHEHUS TPAHUMOU NPOUEIYD

Nmsa monsa Twun KomMenTapwmii

EVENT_TYPE CHAR (24) FINISH FUNCTION uyu FINISH PROCEDURE

EVENT_USER BLOB TEXT |llonp3oBaTesib, OT MMEHH KOTOPOTO 3aBEPIIUIOCH BbI-
[TOJTHEHHE TTIPOIIE/TY PBI

EVENT_ATT_ID BIGINT Wnentudukarop coeuHeHns, B KOTOPOM 3aBEPIINIOCH
BBITIOJTHEHUE ITPOTIE LY PhI

TRANS_ID BIGINT WNaentudukarop TpaH3akimm

PROC_NAME BLOB TEXT |Uwms xpanumoit mporeaypsl win pyHKIUNT

PROC_PARAMS BLOB TEXT |Ilapamerpsl XpaHUMOI IIPOLELyPhl Wi (PyHKIUU

FUNC_RESULT BLOB TEXT |Bossparmaemblii pe3yabrar XpaHuMOit GpyHKITIN

PERF_INFO BLOB TEXT CraTucTuka MpON3BOAUTEFHOCTH XPAHUMOM IIPOIETy-
pbl Wi GyHKIANR

PERF_TIME BIGINT Bpemst BbITIOTHEHUST XpAHUMOM TPOTIETYPHI U (HYHK-
nuu

ROW_FETCHED BIGINT Yucso BEIOpAHHBIX 3aITCei

TOTAL_SORTING_MEMORY_USAGE BIGINT CymMapubiii pasmep kama (B 6aiiTax), BbIIEJICHHOIO B
IIPOIIECCe COPTUPOBKHU

SORTING_CHACHE_USAGE BIGINT Pazmep RAM koara (B GafiTax), BbIJIEJEHHOIO B IPOIECCE
COPTUPOBKU

SORTING_FILE_CHACHE_USAGE BIGINT Pasmep Bpemenubix daiisiop (B GaiiTax), CO3JIaHHBIX B
IIPOIECCE COPTUPOBKU

EVENT_RESULT VARCHAR (14) | Pesynbrar  3aBepIlieHUsS]  BBITOJHEHHWS  ITPOTIEITY PhI
(ycrerHo, HeyCIeIHO, HECAHKIMOHUPOBAHHO)

ITodzomoska 3anpoca

Nmsa mmonsa Twun KommenTapwmii

EVENT_TYPE CHAR(24) PREPARE STATEMENT

EVENT_USER BLOB TEXT |Ilonb3oBaTeb, OT UMEHHU KOTOPOTO IILIa TOJI'OTOBKA 3a-
mpoca

EVENT_ATT_ID BIGINT W nentudukarop coeanHeHNsI, B KOTOPOM IILJIa ITOATOTOB-
Ka 3aIpoca

TRANS_ID BIGINT WNaentudukarop TpaH3akimm

STMT_ID BIGINT Unenrudukarop 3anpoca (pazmep uieHTudukaTopa 3a-
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKa3aTeeil B Cu-
creme)

STMT_SQL BLOB TEXT |Coxepxumoe SQL-3ampoca

PERF_TIME BIGINT Bpewmst moaroroku 3ampoca

STMT_ACCESS_PATH BLOB TEXT |Ilmam 3ampoca

EVENT_RESULT VARCHAR (14) | Pesysibrar 1m0oAroToBKH 3ampoca (yCIenHo, HeyCIIeIHo,

HECaHKIIMOHUPOBAHHO)
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Havwano svinoanenus 3anpoca

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR(24) START EXECUTE STATEMENT
EVENT_USER BLOB TEXT |Ilonb30oBaTeiib, OT UMEHU KOTOPOTO BBITIOJIHSIETCS 3aIIPOC
EVENT_ATT_ID BIGINT Nnentuduxarop coequHeHnsi, B KOTOPOM BBIIOJIHSETCS
3alpoc
TRANS_ID BIGINT Naentudukarop Tpan3akimm
STMT_ID BIGINT Nnentudukarop 3anpoca (pazmep uieHTudUKATOPA 3a-
paHee HEM3BECTEH, 3aBUCUT OT pa3Mepa ykasaTreseil B Cu-
creme)
STMT_PARAMS BLOB TEXT |IlapameTpbl BBIIIOJHEHUS 3aIIpOCa
EVENT_RESULT VARCHAR (14) | Pesysibrar Hauaja BBIIOJIHEHHS 3alpoca  (YCIEIIHO,
HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )
OxoHuwaHUue 8BINOAHEHUS 3ANPOCA
Nmsa mons Twun Komvmmenrapuii
EVENT_TYPE CHAR(24) FINISH EXECUTE STATEMENT
EVENT_USER BLOB TEXT |Ilonb3oBaress, OT UMEHN KOTOPOTO BBIIOJIHSETCS 3aIIPOC
EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
3aIpoc
TRANS_ID BIGINT Naentudukarop TpaHsakimm
STMT_ID BIGINT Unenrudukarop 3anpoca (pasmep uieHTuduKaTopa 3a-
patee HEU3BECTEH, 3aBUCUT OT pa3Mepa yKasaTeJseil B Cu-
creme)
STMT_PARAMS BLOB TEXT |IlapameTpbl BBIIOJHEHUS 3aIIpOCa
PERF_INFO BLOB TEXT CraTtucTuka IPOU3BOJUTETLHOCTH 3aIIPOCa
PERF_TIME BIGINT Bpems Boimosinenus 3ampoca
ROW_FETCHED BIGINT Yucio BEIOpAHHBIX 3aluceii
TOTAL_SORTING_MEMORY_USAGE BIGINT CymMapHblii pasmep Kamia (B 6aifTax), BBIIEJIEHHOIO B
IIPOIecce COPTUPOBKH
SORTING_CHACHE_USAGE BIGINT Pasmep RAM kamia (B GaiiTax), BbIIEJIEHHOIO B IPOIIECCE
COPTUPOBKHA
SORTING_FILE_CHACHE_USAGE BIGINT Pasmep Bpemennbix aiiyio (B GaiiTax), CO3ZaHHBIX B
IIPOIIECCE COPTUPOBKH
EVENT_RESULT VARCHAR (14) | Pesyibrar 3aBepliieHus BBIIIOJTHEHHS 3aIIPOCA (yCHeLHHO,
HEYCIIEIIHO, HECAHKIIMOHUPOBAHHO)
Oceo0booicderue 3anpoca
Nms mmons Tun Komvmmenrapwuii
EVENT_TYPE CHAR(24) FREE STATEMENT msm CLOSE CURSOR
EVENT_USER BLOB TEXT |Ilomn3oBaTresb, OT MMEHH KOTOPOTO ITPOMCXOIUT OCBO-

00K IeHre 3a1Ipoca

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Oceo0booicdenue 3anpoca

Nms mmons Twun Komvmmenrapwuii
EVENT_ATT_ID BIGINT W nentudukarop coequHeHus, B KOTOPOM OCBODOKIa€T-
¢ 3aIIpoC
STMT_ID BIGINT Unenrudukarop 3ampoca (pasmep npeHTuduUKaTOpa 3a-
paHee HEM3BECTEH, 3aBUCUT OT pa3Mepa yKas3aTeJeil B Cu-
creme)
Komnuauposarnue BLR-3anpoca
Nms mmons Tun Komvmmenrapwuii
EVENT_TYPE CHAR (24) COMPILE BLR
EVENT_USER BLOB TEXT |Ilomn3oBaresb, OT IMEHN KOTOPOTO KOMITHIMPYETCS 3a-
poc
EVENT_ATT_ID BIGINT Wnentudurarop coequHennsi, B KOTOPOM KOMITHJINPYET-
CsL 3a1IpOC
TRANS_ID BIGINT Wnentudurarop TpaH3aKIuun
STMT_ID BIGINT Unenrudukarop BLR-3anpoca (pasmep uinenrudukaro-
pa 3apaHee HEM3BECTEH, 3aBUCUT OT Pa3Mepa yKasaTeJeil
B CHCTeMe)
BLR_DATA BLOB BLR Conepxumoe BLR-3ampoca
PERF_TIME BIGINT Bpewmst kommmuiuposanust BLR-3arpoca
EVENT_RESULT VARCHAR (14) | Pesysbrar komnuiupoBanus BLR-3ampoca (ycuermino,
HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )
Bwinoanenue BLR-3anpoca
Nms mmons Tun KomMmmenrapuii
EVENT_TYPE CHAR(24) EXECUTE BLR
EVENT_USER BLOB TEXT |Ilonb3oBarens, or mmeHn KOToporo BeimosHsiercs BLR-
3a11poc
EVENT_ATT_ID BIGINT Nnentudurarop coeqmHennsi, B KOTOPOM BBITOJIHSIETCS
BLR-3ampoc
TRANS_ID BIGINT W nentudurarop TpaH3aKIUuun
STMT_ID BIGINT Unenrudukarop BLR-3anpoca (pasmep uipenruduraro-
pa 3apaHee HEM3BECTEH, 3aBUCUT OT Pa3Mepa yKasaTeJeil
B CHCTEMe)
PERF_INFO BLOB TEXT |Crarucruka npoussBoauresbaoctu BLR-3ampoca
PERF_TIME BIGINT Bpewms Brimosinenust BLR-3anpoca
EVENT_RESULT VARCHAR (14) | Pesysibrar  Bbmmosinenusi  BLR-zanpoca  (ycumerno,

HEYCIIEIITHO, HeC&HKL[I/IOHI/IpOBaHHO)
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Bwvinoanenue DY N-3anpoca

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) EXECUTE DYN
EVENT_USER BLOB TEXT |llonp3oBaTesb, oT mMeHN KOTOPOro BhimoJrHseTcs DY N-
3ampoc
EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
DYN-zamnpoc
TRANS_ID BIGINT WNaentudukarop TpaH3akimm
DYN_DATA BLOB DYN Conepxumoe DYN-zampoca
PERF_TIME BIGINT Bpewmsa Bomonaenuns DY N-zampoca
EVENT_RESULT VARCHAR (14) | Pesysibrar  Bbutonnenust DYN-3anpoca  (ycuerno,
HEYCIIEITHO, HECAHKIIMOHNPOBAHHO )
ITpucoedunernue x cepsucy
Nmsa monsa Twun KommenTapwmii
EVENT_TYPE CHAR(24) ATTACH SERVICE
EVENT_USER BLOB TEXT |llonb3oBaTeiib, OT UMEHH KOTOPOTO BBIOJIHSIETCS IIPUCO-
e/INHeHNe K CEPBUCY
SVC_ID VARCHAR (16) | nenTudukarop cepsuca (pasmep njeHTuduUKaTOpa 3a-
paHee HEU3BECTEH, 3aBUCHUT OT Pa3Mepa yKasaTeJseil B CH-
creme)
EVENT_PROTOCOL BLOB TEXT |IIpoTokoJi, 110 KOTOPOMY ITPOM3OILIO IMOAKIIOUYEHNE K
CepBUCY
EVENT_HOSTNAME BLOB TEXT |Umsa xocTa, ¢ KOTOPOTO MIPOU3OIILIO MOAKIIOYEHUE K CeP-
BHUCY
EVENT_HW_ADDRESS BLOB TEXT |®usuueckuii ajapec kiuenra (MAC-aapec aganrepa)
EVENT_DATABASE BLOB TEXT |Ba3za jJaHHBIX, JIjis KOTOPOU MPUCOEIUHUINCH K CEPBUCY
EVENT_RESULT VARCHAR (14) | Pesysibrar  npucoenunenust K  cepBucy  (yCIeIIHO,
HEYCIIEeIIHO, HeCaHKL[I/IOHI/IpOBaHHO)
Cmapm cepsuca
Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) START SERVICE
SVC_ID VARCHAR (16) | Unenrudurarop cepsuca (pazmep uueHTuGUKATOPA 38~
paHee HEM3BECTEH, 3aBUCHUT OT Pa3Mepa yKa3aTeJseil B CH-
creme)
SVC_NAME BLOB TEXT |lMs BBI3BIBAEMOI'O CEPBUCA
SVC_SWITCHES BLOB TEXT |Ilapamerpsn! 3amycka cepBuca
EVENT_RESULT VARCHAR (14) | Pesysibrar crapra cepBuca (yCHENIHO, HEYCIEIIHO,

HECAHKI[MOHUPOBAHHO)
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3anpoc x cepsucy

Nmsa monsa Twun KomMenTapwmii
EVENT_TYPE CHAR (24) QUERY SERVICE
SVC_ID VARCHAR (16) | Unenrudukarop cepsuca (pazmep uueHTuGUKATOPA 3a-
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKa3aTejeil B Ch-
creme)
SVC_QUERY BLOB TEXT |Twun 3ampoca K cepBHCY
EVENT_RESULT VARCHAR(14) | Pesysbrar 3ampoca K cepsucy (yCIEIIHO, HeyCIIEeIIHO,
HECAHKIIMOHUPOBAHHO)
Omcoedunerue om cepsuca
Nms mmons Tun KomMmmenrapuii
EVENT_TYPE CHAR(24) DETACH SERVICE
SVC_ID VARCHAR (16) | Unenrudukarop cepsuca (pazmep uiueHTUuGUKATOPA 38~
pamee HEM3BECTEH, 3ABUCUT OT Pa3Mepa yKas3aTeJeil B Cu-
creme)
EVENT_RESULT VARCHAR (14) | Pesysbrar  orcoeiunenuss OT cepBuca  (yCIEIIHO,
HEYCIIEIIHO, HECAHKIMOHUPOBAHHO)
IIposepkra npedsasaenrozo axmopa aymenmupurayuu
Nms mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) VERIFY AUTH FACTOR
EVENT_USER BLOB TEXT ITonbzoBaTE b, TPOXOAATINI Ay TEHTUMDUKAIIITIO
AUTH_FACTOR_TYPE BLOB TEXT |Twun cdakropa, mpeabsaBIeHHOTO IPpU ay TeHTH(DUKAIIAN
EVENT_RESULT VARCHAR (14) | PesynbraT mpoBepKr IpeIbsiBIEHHBIX (DAKTOPOB ayTEH-
Tudukanyu (yCIenHo, HEYCIIeITHO, HECAHKIIMOHUPOBAH-
HO)
Havwano svinoanenus mpuzzepa
Nmsa mona Twun KomMmmenTapwmii
EVENT_TYPE CHAR(24) START TRIGGER
EVENT_USER BLOB TEXT |Ilonb3oBaTeiib, OT UMEHU KOTOPOT'O BBITOJIHSAETCS TPUT-
rep
EVENT_ATT_ID BIGINT Nnentudukarop coemHenusi, B KOTOPOM BBITIOJTHSIETCS
TPUITEP
TRANS_ID BIGINT Naentudukarop Tpansakimm
TRIG_NAME BLOB TEXT |Ha3sBauue Tpurrepa
TRIG_ACTION BLOB TEXT |CobGbiTHE, HA KOTOpPOE CpabaThIBAET TPUITED
EVENT_RESULT VARCHAR (14) | Pesysibrar Hauaja BbIIOJHEHHsI TpUITepa (YCIEIIHO,

HEYCIIEIIHO, HECAHKIMOHUPOBAHHO)
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3ae eEpweHUE 8blMONHEHUA TNpU22eEPQ

Nmsa monsa Twun KomMenTapwmii

EVENT_TYPE CHAR(24) FINISH TRIGGER

EVENT_USER BLOB TEXT |llonp3oBaTesb, OT UMEHU KOTOPOT'O BBITOJHSAETCS TPUT-
rep

EVENT_ATT_ID BIGINT N nentudukarop coeuHeHns], B KOTOPOM BBIIOJIHSIETCS
TpUTTEpP

TRANS_ID BIGINT WNaentudukarop TpaH3akimm

TRIG_NAME BLOB TEXT |Hassamme Tpurrepa

TRIG_ACTION BLOB TEXT |CobObiTHe, Ha KOTOPOE CpadaThiBA€T TPUITED

PERF_INFO BLOB TEXT |CraTucTuKa IpOU3BOIUTEILHOCTH TPUTTEPa

PERF_TIME BIGINT Bpewms Bumosinenusa Tpurrepa

EVENT_RESULT VARCHAR (14) | PesyuibraT 3aBepiienus BbIIOJHEHUs TpUrrepa (ycremr-

HO, HEYCIEITHO, HECAHKIMOHMPOBAHHO )

H3menenue npasuaa paszpaHuverus docmyna

Nmsa mons Twun KomvmmenTapwuii
EVENT_TYPE CHAR(24) ADD PRIVILEGE msu DELETE PRIVILEGE
EVENT_ATT_ID BIGINT Wnentudurarop coeauHeHnsi, B KOTOPOM ITPOUCXOIUT
U3MeHeHue IIpaBUJI pa3rpaHUYeHns JOCTyIIa
TRANS_ID BIGINT W nentudurarop TpaH3aKIun
EVENT_USER BLOB TEXT |Ilomn3oBaTesb, OT IMEHN KOTOPOTO MIPOUCXOIUT U3MEHE-
HHE IPaBUJI Pa3rPDaHUYEHUs JIOCTYIIa
PRIVILEGE_GRANTOR BLOB TEXT |Iloan3oBarenb, BHIAABIINI TPUBUICTHIO
PRIVILEGE_OBJECT BLOB TEXT |OObeKT, Ha KOTOPbIN BBILIAJIM [TPUBUJIETHIO
PRIVILEGE_GRANTEE BLOB TEXT |Komy BblgaHa MpUBUIETHS
PRIVILEGE BLOB TEXT |Bbimannaa mpuBUIeTus
PRIVILEGE_OPTION INTEGER Hasnuane GRANT OPTION npu Bbljade IPUBUJIETHH
EVENT_RESULT VARCHAR (14) | Pesynbrar n3MeHeHus MpaBUJI Pa3TPAHUYEHUS JOCTYIIA
(ycuerniHo, HeyCIenHO, HECAHKIIMOHUPOBAHHO)
Owubxra
Nmsa mona Twun KommenTapwmii
EVENT_TYPE CHAR(24) WARNING myim ERROR
PROC_NAME BLOB TEXT |HasBauue dpyHKIUU, B KOTOPOil ITPOU3OIILIA OMUOKA,
ERROR_MESSAGE BLOB TEXT |CooGrienune 06 omubke
Céopxra mycopa
Nmsa monsa Twun KommenTapwmii
EVENT_TYPE CHAR(24) SWEEP

(paspbiB Tabauupl)
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(pa3pbiB Tabnuupl)

Céopra mycopa
Nms mmons Twun Komvmmenrapwuii

EVENT_ATT_ID BIGINT W nentudukarop coequHeHmsI, B KOTOPOM IIPOU3OIILIO OT-
kiriovuenue ot BJ1

SWEEP_OIT BIGINT Oldest Interesting Transaction

SWEEP_QAT BIGINT Oldest Active Transaction

SWEEP_0ST BIGINT Oldest Snapshot Transaction

SWEEP_NEXT BIGINT Next Transaction

PERF_TIME BIGINT Bpewms BoimosiHeHust cOOpKU Mycopa

PERF_INFO BLOB TEXT |CraTucCTHKa IPOU3BOIUTEILHOCTH 3aIIPOCa

EVENT_RESULT VARCHAR (14) | Cocrosiine CcOOpKH Mycopa (SWEEP_START |
SWEEP_FINISH | SWEEP_FAILED | SWEEP_PROGRESS |
UNKNOWN)

I Snauennsa HEKOTOPBIX noJieit MOoryT OBITH IIyCTBIMA B 3aBUCUMOCTHU OT THUIIQ COOBITHSI.

Tak Kak B ciaydae MOIKJIIOYEHUS JIOT-dailjia CTPYKTypa TabJIUIbl 3apaHee M3BECTHA, TO IIPHU yKa3a-
HUH KJTI04UeBOro coBa ADAPTER ompeesieHme ee moJiei He oba3arebuo. Kean momp30BaTe b YKa3bIBAET THUIT
ajanTepa 0e3 IepevuncsaeHus IoJeil TabJIUIbI, CO3MAeTCs TabJ/IMIA COOTBETCTBYIOIIETO aJIallTEPA CO BCEMH
BO3MOYXKHBIMHE TTOJIgMU. Eciin 2ke B 3aIpoce OTHOBPEMEHHO 331aeTCs U THUII aJAIITePa, U CTPYKTYPa TaOJIUIIbI,
[IePEYNCTIeHHbBIE TTOJIS JIOJIXKHBI OBITH ITOIMHOXKECTBOM I10JIei Tabiniibl atanrepa. Ha3sanus mojeit u ux TUTIBI
TaK>Ke YKECTKO OIPEIe/IAI0TCA TUIIOM ajanrepa. 1opsiiok oObsaBIeHNS TO/Ieil He YIUTHIBAETCS.

Ecyin oH0 U3 nosiedi 3a1aHO HeBEPHO (eMy He COOTBETCTBYET HHU OJHO I0JIe B TabJdIle ajanTepa), B
daitn firebird. log 3annChIBAETCS COOTBETCTBYIONIAs OMIMOKA M BBIITOJIHEHUE 3aIlIPOCa IIPEPHIBAETCS.

Eciu crpykTypa Tab/imipl yKazaHa BEPHO, TO He IIepEeYNC/IeHHbIE B Hell T0JIsi TabJIAIIBI ajanTepa UrHO-
PUPYIOTCS.

IIpu orkpeiTHN OGuHApPHOTO JOT-(bailyia onpeessieTcss Bepcust ero dpopmara. Eciim oHAa oT/IMdaeTcst OT
HOMEpa BepCHUH, KOTopast siBistercs paboueit jst nannoit Bepcuu PEJ] Baser [lanubix, B daiir firebird. log
3alMCHIBAETCS COOTBETCTBYIONMIAS OMUOKA

Eciu mpousBouTest monbITKa ucnob3oBanus aganrepa B B[, ODS koTopoil He mojiiepKuBaeT 3Toro,
B dajr firebird.log 3aluchIBaAETCsA COOTBETCTBYIONIAS OINOKA.

IIpumep momkIOUeHNS XKYPHAJIA C HAODOPOM KOHKPETHBIX TOJIeH:

CREATE TABLE log EXTERNAL FILE '/home/tester/employee.fdb.fbtrace_bin'
ADAPTER 'fbtrace' (

EVENT_TYPE CHAR(20),

EVENT_DATABASE BLOB SUB_TYPE 1,

EVENT_USER BLOB SUB_TYPE 1,

EVENT_RESULT VARCHAR(14)
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9.11.5 ¥YTujauta TpaCCUPOBKU B MHTEPAKTUBHOM Pe>KNMe

(rdbtracemgr)

Vruanta rdbtracemgr I0O3BOJIAET BBIIOJHATH TPACCHPOBKY B WHTEPAKTUBHOM DEXKHUMe. Y THIATA

BKJIIOYAET CJIEYIOMUi (OyHKIIMOHAT:

e 3alycK I10JIb30BaTEJIbCKON TPACCUPOBKHU U oToOpakeHue cobbiruii cepsepa (START)

e 3agepuienue ceanca rpaccupoku (STOP)

e IIpuocranosyienue u Bo306HOBIEHUE ceanca Tpaccuposku (SUSPEND u RESUME)

e BriBoj crmcka Bcex CYMIECTBYIONINX CEAHCOB TPACCUPOBKU (LIST)

CuHTaKCUC BBI30BA YTUJIINTBI:

<me#icTBHE>: :=

-L[IST]

rdbtracemgr -SE <cepBuc> -U <umMa momb3oBaTens> {-P <mapons> | -FE <myTte x ¢astmy>} [
<mapaMeTpH IOIKINYeHUA>] <gelicTBue>

<3allyCK CeCCHU TPacCCUPOBKU>
<3aBepleHNe CECCHU TPaCCUPOBKU>
<IpHUOCTAHOBJIEHNME CECCHH TPAaCCHUPOBKU>
<BO30OHOBIIEHNE CECCHM TpPaCCHPOBKU>

<3amyck ceccuu TpaccupoBru>::= -STA[RT] -C[ONFIG] <xomburypamumomuni daitn> [-N <umsa
ceccun>] [-F[ORMAT] <umcmo>] [-0[UTPUT] <uyTs k daiimy> [-REP[LACE]]]

<3aBepmeHue ceccum TpaccupoBru>::= -STO[P] -I[D] <ID ceccum>
<IpHOCTAHOBIIEHWE ceccuu TpaccupoBru>::= -SU[SPEND] -I[D] <ID ceccum>
<B0O306HOBIEHNE ceccu:m TpaccupoBku>::= -R[ESUME] -I[D] <ID ceccum>

Tabmuma 9.41 — [Mapamerpsl noakodeHus rdbtracemgr

ITapameTrp

Onucanue

-SE[RVICE] <cepBuc>

Nwmst cepBuca. Obst3aTe/IbHBINA TTApAMETD.

-U[SER] <umMa nonb3oBaTela>

Nwms nmonwzoBarens. Obs3aTeIbHBIN TapaMeTp.

-P[ASSWORD] <mapoius>

ITapouib.

-FE[TCH] <myTs x datimy>

Cuaurars maponb u3 ¢aitna. [lapamerp npunumaer cTpoky 6e3
KaBBIYEK U ArrocTPoOB, COMEPKAILYI0 AOCOTIOTHBIA WM OTHOCHU-
TeJbHBIN MyTh K daitny ¢ maposseM. Paita 10aKeH ObITH JOCTYIIEH
TEKYIIEMY MTOJIb30BATEIIO OIIEPAIMOHHON CUCTEMBI JIJIsi YTEHUS.

-T[RUSTED]

Ucmonp30BaTh HOBEPEHHYIO ay TEHTU(DUKAIIHIO.
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Tabmumna 9.42 — Onmuu rdbtracemgr

Orust

Onucanue

-C[ONFIG] <xoHOUIypaluOHHSIX
daitm>

Ilyre x koudwuryparmonunomy daitny ayanra. O06s3aTesbHBIN
napamerp. Ilapamerpsr format, log filename, max log size,
rotate log u archive directory urnopupyiorcsi.

-I[D] <ID ceccum>

ID ceccum nns 3aBepineHusi, MPUOCTAHOBKHM WM BO30OHOBJICHUST
KOHKpeTHO# ceccun. lcnomb3yerca coBmecTHO ¢ omnumeit STOP,
RESUME nymm SUSPEND.

-STA[RT]

3allyCcK ceccuu TPacCUPOBKHU.

-F[ORMAT] <umcmo>

®opwmar jgor-daitra: 0 - TekcroBbiit hopmat, 1 - GunapHbIT hop-
mart, -1 - legacy ¢dopmar BbiBoga. Ecian ykazano smadenme 1, TO
Heobxoaumo ucnosb3osars -O[UTPUT]. Ilo ymosmdanuio 3HaYeHH
-1.

-0[UTPUT] <umyTth & daitmy>

[Tepenanpasuts BbIBOM, B dail.

-REP [LACE]

Ilepesanucars daiin BbIBOJIA, €Ciu OH yKe cylecTByer. Vcnosn-
3yeTcs cOBMecTHO ¢ onnumeir -0UTPUT.

-STO[P] 3aBepliieHne ceccuu TpaccupoBku. Vcmosb3yercst coBMecTHO ¢ -1D.

-SU[SPEND] IIpuocranoButs ceccuio TpaccupoBku. Vcmosb3yeTcs COBMECTHO C
-ID.

-R[ESUME] BozobHuosssiter ceccuto TpaccupoBku. VICmosb3yercsi COBMECTHO C

-ID.

-N[AME] <uma ceccum>

Wms ceccun 1A OTO6pa}KeHI/IH B CIHUCKE CECCHUIA.

-L[IST]

BriBecTn crnimcok CyImecTBYIOMMUX CECCUl TPACCHPOBKH.

-Z

BriBecTu Bepcuto cepsepa.

IIpumep 3amycka aymaura:

rdbtracemgr -SE remote_host:service_mgr -USER SYSDBA -PASS masterkey -START -NAME my_

trace -CONFIG my_cfg.txt

9.12 Ouncrka ocBOOOXKIa€MbIX PECYPCOB

Bazknas ocobennocts CYBJI PEJ] Baza JlanHbIx — BepCHOHHAST ApDXUTEKTYPa. DTO O3HAYAET, UTO IPU
U3MEHEHUH 3alUCH CO3/IAeTCs HOBasl Bepcust 3aruch. [IpeIbyinas Bepcrsi 0CTaeTcst CyIecTBoBaTh. Kaxkiast
TPaH3aKIMs, CTAPTOBABINAasl Ha CepBEpe, UMeeT CBOW HOMEp. 3alllCh TaKXKe MMeeT HOMep CO3JaBIleil ee
TpaH3aknuu. TakuM 00pa3oM, KaxKjas TPaH3aKIMs MOXKET BUJIETh CBOKO BEPCHUIO 3allCH U MMEHHO K Heil
UMEeTh WHTEPEC.

TpeboBanre 06e3TMUIMBAHKS [TAMSITA HE PACIPOCTPAHSIETCS HA TaKWue BEPCHM 3allMCeill, KOTOPbIe WH-
TEPEeCHBI M UCIOJIB3YIOTCsl KaKOi-1mbo TpaH3akimeil. B Tom ciydae, ecjin 3ammch He MHTEpECHA HU OJHON
TPAH3AKINH, T.€. JII00as N3 OTKPBITHIX TPAH3AKINIA HE MOJIYIUT 3TY BEPCUIO 3AINCH, TO 9TA BEPCUs 3AIIACH
yranserca. B 9Tor MoMeHT OyJ/ieT MPOUCXOIUTH O0E3JNYNBAHUE IIAMATH, DaHEe 3aHATOW JTaHHOU Bepcueit
3alliCcH.

Ilpu ynmanenun GaityioB OHM JIOJXKHBI OBITH TEPE3ANUCAHBI TIOCJIEI0BATEILHOCTHIO HYyJIeH, €TUHUII
(0xFF), cayuaiinpix 3Ha4YeHUil CTOJIBKO pa3, CKOJIILKO yKa3aHO B mapamerpe kKoudwurypamuu. I[locie sroro
daill mepenMeHOBBIBACTCST HEKOTOPOe KOJIMYECTBO pa3, YTOOBI B KypHAaJse (ailjioBoil CHCTEMBI HE OCTAJIOCH
MMEHU UCXOIHOro paiiia.

DynKnus ouncTKN (06e3TNINBAHNS ) OCBOOOXK TAEMbIX pecypcoB mamsaTu Berpoena B PEJL Basy Jlanabix
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U MOKET HaCTPauBaThCs IIyTEM 3aJaHNs PA3/INYHBIX 3HaUeHUl napaMeTpa MemoryWipePasses = <integer>
B KOHMUI'yparuoHHoM daiine cepsepa. Llesodnciennoe 3HaYeHne, HacTpauBaoOliee HEOOXOIUMOCTh U METO/,
00e3JIMINBaHNS OCBOOOXKIAEMOI TIAMSITH, 33/1a€T CJIeIyIOoIe TefCTBUs:

e ( - HE MIPOU3BOIUTHL O00E3/ININBAHUE;
e 1 - 006e3UINBATL OCBOOOXKIAEMbIH PECYPC 3a OJIMH ITPOXOJT;

e N - IPOM3BOIUTH 3aJAHHOE KOJIMIECTBO UEPEIYIONINXCS 3AMOJHEHNIT 0CBOGOK IAEMOTO pecypca Hy-
JaMu B exuHEnaMu. I[Ipn 3ToM mocenHuit Ipoxos B JII000M CIIydae 3aIlloJIHseT OCBOOOXKIaeMbIil
OJI0K HYJISMU.
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['nasa 10

BcTpoennrnlii cepsep

10.1 OOmmme cBeaeHUd

B CYB PE/I Baza JlaHHBIX CyIecTByeT CIeNUaIbHBIA PEXKUM PAbOThI, HA3BIBAEMbI «BCTPOEHHBIM »
(embedded). DTOT peKUM NPEAHAZHAYECH JJIs MPIMOTO JIOKAJBHOIO JOCTYIA IPUJIOKEHUS KJAUeHTa K hahiay
6a3bl JJAHHBIX MUHYs KJINEHT-CEPBEPHOE CETeBOE MOKIIoYenne. 1Ipu sToM oTesbHas HACTPOHKa cepBepa He
Tpebyercs.

10.2 ¥YcranoBka embedded cepBepa

10.2.1 B OC Windows

Berpoennsrit pexxum He Tpebyer mporeaypsl yeranoBku CYBJl kak takoBoit. 3arpysure ¢ odwurm-
asgproro caita PEJI Baser Janubix apxus Buga: bin/windows/x86_64/RedDatabase-0E-5.0.X.X-windows
-x86_64.zip s 64-x paspsanoit Bepcun. O6parnTe BHUMaHNE, YTO OUTHOCTH TUCTPUOYTHUBA JOJZKHA COB-
najgaTh ¢ burHocThio Bameir OC.

Pacmnaxyiire coorBeTcTByIONNit AUCTPUOYTUB B paboumili KaTayor Bamreir mporpaMmbl. Jms paboTh
BCTPOEHHOT'O PEXKMMa JIOCTATOYHO CKOIMUPOBATH (Dailiibl n3 KopHeBoro Karajora jguctpudyrusa CYB PE/]
Baza Jlauubix, a Takxke Bee daiiabl u3 nanku /intl n /plugins (nocrarouno daiia enginel2.d11).

10.2.2 B OC Linux

JlaHHasl ycTaHOBKa [IPOM3BOIUTCSI AHAJIOIMYIHO ycraHoBKe o Windows. B manHOM pexxume B KadecTBe
npoBaifiziepa ncnosab3yercst oubmoreka /plugins.libenginel?2.so. s paboTsl BCTPOEHHOTO cepBepa Ji0-
CTATOYHO CKOMMPOBaTh daityibl m3 kopuesoro karasora gucrpudytusa CYBJl PEJL Basza Jlannbix, u mamok
/bin, /intl u /plugins (mocrarouno daiia libenginel?2.so).

B cucreme momxna ObITh ycTanoBiaeHa OubmoTeka libicu.

B ciyvae BosHumKHOBeHHs oOmubkm nojkaodeHus: "error while loading shared libraries:
libtinfo.so.5" morpebyercst yCTaHOBUTH IIAKET ncurses-compat-1libs.

10.3 IloakaroueHnue

st nojkmouenus B pexkumMe BecrpoeHHoro cepsepa depe3 API PEJI Basbr Jlanubix KJIneHTy ciepyer
yKa3aThb B CTPOKE IIOJKJIOUEHHs A0KaAbHbi nymb (6e3 xocra) K daiiay 6a3bl JaHHBIX (WM €ro ajauac,
upornucanublil B daiiie databases. conf).

Berpoennstit cepep He Tpebyer ayrenTudukanun. Tem He MeHee, UMsI TOJIb30BATENS U, €CJIM HEOOX0-
JIMIMO, POJIb MOTYT OBITh YKA3aHbI B IAPAMETPAX MOAKIIOYUEHNUS, IOCKOJIbKY OHU UCIOJIB3YIOTCS JJIs KOHTPOJIA
JOCTYTIa K 00beKTaM 0a3bl JaHHBIX. [0 yMOTIAHIIO BCTPOEHHDIH cepBep OyIeT UCIOIb30BaTh UMSI TEKYIIEro
[I0JIb30BATEJIT KOMIIBIOTEPA.

MoxkHo0 JIerKo mepekIoIaThes ¢ embedded Ha MOJHOIEHHBIN KIUEHT-CEPBEPHBIi pesKnM 663 N3MEHEHUS
CTPOK KOJIa IIPUJIOXKEHUsI, TOJIBKO IIOMEHSIB CTPOKY IOJIKJIIOUEHNs K 0a3e JTaHHBIX.
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10.4 HeckoJIbKO OJJHOBPEMEHHBIX MOJIKJIIOUEeHUIt

ITo yMOT9aHUIO BCTPOEHHBIH CepBEp 3aIlyCKaeTcs Ha Beex JocTynHbix miardopmax (Windows, Linux)
B pexknMe SuperServer.

Hacrpoiika apxurekTypbl HaxXoauTcst B KOHpuUrypanuonsaoM daiiie firebird. conf:

[ ServerMode = Super ]

B sroM pexmme BCTpOEHHBIM cepBep CO3/IA€T SKCKIIO3UBHYIO OJOKHPOBKY i daitya 06a3bl JaHHBIX
HA MOJIKJIIOYEHNE U, B TO BpeMsl KaK OH TOJKJIIOYEH, IIPEIOTBPAIINAET MTOIKIIOUYEHUs OT JIPYTUX SK3EMILISPOB.
IIpu Takoit Konduryparun HEBO3MOXKHO, HAIIPUMED, UMETh KJIUEHT-CePBEPHBIE OJIKJIIOUEHIS OJTHOBPEMEHHO
C KJIMeHTaMu Opay3epa, MOJKJIIOUeHHBIMU K OJIHOM W TOI »Ke 0a3e JaHHBIX Yepe3 MPUJIOKEHNEe UHTPaCceTH,
HCITOJIB3YIOIIEe BCTPOEHHBI MEXaHU3M.

Pertenne cocrout B TOM, ITOOBI 3aIlyCTUTH BCTPOEHHBIN cepBep Kak nporecc [Super]Classic coBmecT-
HO C BAIIIUM CETEBBIM CEPBEPOM PADOTAIONTNM TaK>Ke B pexknMax Superclassic mim Classic. PackommenTn-
pyiiTe mapamerp B KoH(MuUrypamuonaoM daiisie firebirds. conf BaIlero BCTpOEHHOIO CepBepa U yCTAHOBUTE
I Hero 3Hadenne Classic mim SuperClassic:

[ ServerMode = Classic J

ObpaTuTe BHUMaHUE, YTO JJIsI BCTPOEHHOIO cepBepa pexkuMbl Classic u SuperClassic 9KBUBaJIEHTHBI.

10.5 3amyck mMHCTPYMEHTOB aJMUHUACTPUPOBAHUSI

Her meobxommmocTu co3maBaTh OTIEAbHYIO (DailjloOByI0 CpeIy, €CJii Bbl ILIAHUPYETE WCIIOJIB30BaTh
BCTPOCHHOE COCJUHEHME MJId 3aIlyCKa MHCTPYMEHTOB aIMUHHUCTPUPOBAHNA, TAKUX Kak gbak mmm gfix, nium
3amycka npusuieruposanHoro DDL B pexxumax Classic mmm Superclassic. [Ipocto coxpanure ncxo/- HyIo
KOHMUI'YpAIUIO IPOBaiiIepOB U BOWIUTE B CUCTEMY, UCIIOJIB3Ys B CTPOKE NOJKJIIIOUEHUS A0KAALHBIL NYMDb K
daitry 6a3bl JJaHHBIX U JIOO0E UMsi TI0JIb30BaTE I, HEOOXOIMMOE [1JIsi BBIMIOJIHEHUST 3a1aM.

10.6 IIpumepshbl MOAKIIOYEHUS

17151 KOHCOJTBHOT'O MTOJIKJIIOYEH s K 6a3€ JAHHBIX B PE?KUME BCTPOEHHOI'O CEPBEPA MO2KHO HCIIOJIb- 30BATH
yTuiuTy isql U3 cocraBa IuCTPUOYTHUBA.

¥ *
BN KomaHaHan crpoka - \Test\RDB\RDB_emb\isq| lﬂk&'

D:\2>\Test \RDB\RDB_emb\isqgl
Use CONMECT or» CREATE DATABASE to specify a database
SQL> connect D:\Test\RDB\RedDatabase\examples\emphuildxemployee.fdb;
Database: D:\Test\RDB:\RedDatabhasesexamples\empbuildhemployee.fdbh, User: HJK
SQL> show tabless;

COUNTRY CUSTOMER

DEPARTMENT EMPLOYEE

EMPLOYEE_PROJECT JOB
PROJECT PROJ_DEPT _BUDGET
SALARY_HISTORY SALES

Pucynok 10.1 — KoncosbHoe 1o/IKIIoUeHre B pe2KUMe BCTPOEHHOro cepBepa depe3 yruiauty isql s Windows
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f -
B 192.168.137.128 - PuTTY (o B 3

STOMER
OYEE

fdb
atetime import timedelta, datetime

con = fdb.connect(dsn="

cur = con.cursor()

cur.execute( "select

Pucynok 10.3 — Ilpumep Koza mojk/irodeHns: K 6ase JaHHBIX Ha sizbike Python
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OnjaitH Baamganmsg 0a3bl JaHHBIX

IIpoBepka 6a3bl JAHHBIX ITO3BOJISIET BBIIOJIHATDL HIU3KOYPOBHEBBIE ITPOBEPKH COTVIACOBAHHOCTHU JAHHBIX
Ha JWUCKE U JaKe HCIPABJIATH HEKOTOPbIe HE3HAUUTE/bHBIE TOBPEXKIEHU. JTO PEKOMEHIyeMasl IIPOLELyPa
Jutst J1r000i 1eHHON 6a3bl JaHHBIX, ¥ aIMUHUCTPATOP 6a3bl JAaHHBIX JIOJ?KEH BPEMsI OT BPEMEHU IIPOBEPATH
6a3y, 4ToObI ybenuThess B ee paborocrnocobrnocTu. Ho mporiece mpoBepKu TpedyeT MOHOIIOJBLHOTO JOCTYTa
K 6a3e JaHHBIX, T.e. OH 3allpelaer JII0OON HapaJile/ibHbII JI0CTyl K 0a3e JJaHHBIX BO BPEMsl BBIIIOJIHEHUSI
IPpOBEPKU. B HEKOTOPHBIX CiIydasX, KOrja 0a3a JaHHBIX BEJIUKA, 3TO MOXKET CTaTh IIPODJEMOil, T.K. TPOBEPKA
3aHIMAET 3aMETHOE KOJIMIECTBO BPEMEHH.

IIpoBepka B pexxume OHJAWH — 3TO HOBasd (PYHKIIUsI, KOTOPas MO3BOJISIET BBITOJHATH HEKOTOPBIE IIPO-
BEPKH COTJIACOBAHHOCTHU 0€3 MOHOIIOJIBLHOTO JOCTyIa K 0a3e JaHHBIX.

11.1 Bo3MO2KHOCTH ITPOBEPKU B pexKMMe OHJIaiH

OmntaifH-IpOBEPKA MOXKET JEJIaTh CJIEIYIOIee:

® POBEPATH HEKOTOPBIE (MM BCE) MOJIb30BATEIbLCKAE Tab/IUIbI B 6a3€¢ JaHHBIX; CHCTEMHBIC Tab IAIbI
HE ITPOBEPAIOTCH;

® I1IPOBEPSTH HEKOTOPBIE (MJIM BCE) MHJIEKCHI;

e apyrue nposepku ODS; rakue kak Crpanunp 3arosnoska (Header), PIP, TIP, Crpanuns! renepa-
Topos (Generators pages) He BBIIOJHSIIOTCSL.

11.2 3ammuTa BO BpeMs OHJIAH MPOBEPKN

TToka Tabsuna (1/uam eé WHIEKC) TPOXOAUT IIPOBEPKY, OJB30BATEN MOI'YT TOJIBKO YUTATH JAHHbBIE
u3 370l Tabsaukl. Jlobasi mombiTka n3MeHuTh Jganable INSERT/UPDATE/DELETE Oymer KJaTh OKOHUYAHUSI
MIPOBEPKU WJIU, B 3aBUCHMOCTH OT TaiiMayTa OJOKMPOBKHU TOJH30BATEILCKON TPAH3aKIIUU, BEPHET OITHOKY
BBIIIOJIHEHHSI OIIEPAIUHU 110 TaiMayTy OJOKHPOBKH.

IToka maér mpoBepka J000I Bul COOPKH Mycopa B TAOJIUIE WK €€ WHIIEKCAX OTKJIIOUaeTCS:
e (QoHOBasi U COBMeCTHasi COOpPKa MyCOpa MPOCTO IPOITYCTAT ITY TAOJIUILY;

® IpUHYJUTeJbHAas cOOpKa Mycopa, T.e. pabora yrmimTel "gfix -sweep db.fdb" Oyzmer 3aBepineHa
C OIUOKOM.

Tlocsie nagasta oHIAMH TPOBEPKU TAOJUIBI /I IPEIOTBPAIICHUsT OTHOBPEMEHHDBIX N3MEHEHUH €€ TaH-
HBIX HA HEeE HAKJIAIBIBAIOTCS JBa BUA OJIOKUPOBOK:

e GuiokupoBka Tabsunpsl B pexkume PR (protected read - samuménuoe urenue);
e Hosas Giokuposka c6opa mycopa B pexxume PW (protected write - 3amuiménnas 3amucs).

O06e 6JIOKUPOBKH UCIIOIB3YIOT OIPEIEICHHBIH [T0JIb30BaTeIeM TaiiM-ayT OJIOKMPOBKY. ey kKakoii-mu6o
3a1poc Ha, OJIOKMPOBKY 3aBEPIIAETCS HEYIAYIHO, COODImaeTcs: 00 OmmOKe U Tab/IUIA TPOITYyCKAETCS.

Kak ToipKO OJIOKUPOBKHM BCTYIAIOT B JIEHCTBHE, TAOJIUINA U €€ UHJEKCHI OYJIyT MPOBEPEHBI TaK Ke,
KaK W U IpHU TOJHOM mpoBepke. [locse 3aBepiiennst mpoBepKu OJIOKMPOBKHM CHUMAIOTCS W BCsl IPOIELyPa
TOBTOPSIETCST JJIst CJIEYTOIIENH TaOUITH.
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11.3 Kowmanga 111 3aIrycka OHJIAWH IPOBEPKU

11.3 Komanjia jj1s 3alrycKa OHJIAH MPOBEPKU

Omnaiin-Bajquanus peajm3oBana B Buje ceppuca Firebird m moctynma depes Services API xkoman-
noit isc_action_svc_validate. I[losromy yrmimra gfix He MOXKET 3aIlyCTUTh OHJIAWH-IIPOBEPKY. ¥ THIIATA
rdbsvcmgr nMeeT IOJIHYIO HOJJIEPKKY HOBOro cepBuca. Eé cuaTakcuc:

rdbsvemgr [host:]service_mgr [user <...>] [password <...>]
action_validate dbname <daiin BII>

[val_tab_incl <mabmom>]

[val_tab_excl <mabmou>]

[val_idx_incl <mabmom>]

[val_idx_excl <mabmom>]

[val_lock_timeout <umcimo>]

rae:
e val_tab_incl — mabiioH st TAO/INI], BK/IIOYEHHBIX B TPOBEpPKy. [lo yMogdaHnio Bce MOIb30Ba-
TeJbCKUe TabJINIBI BKJIIOYEHDI, CHCTEMHbBIE TAOIUIBI HE ITPOBEPSIIOTCS;
e val_tab_excl — mabJioH /yisi TabJIUI, UCKJIFOYEHHBIX U3 TPOBEPKH;

e val_idx_incl — mrabJioH JijIst MHJEKCOB, BKJIIOUEHHBIX B IPOBepKY. 1o yMoraanuio % — Bce MHIEKCHI
BKJIIOYEHBI;

e val_idx_excl — mabJOH JJIsI WHIEKCOB, UCKJ/IIOUYEHHDBIX U3 ITPOBEPKU;

e val_lock_timeout — TaiiM-ayT oxKujaHus 6I0KUpOBKU Ha Tabiuiyy (B cekyHuax). Ilo ymoruanuio
10 cexyHg, -1 - 6ecKOHEYHOE OXKUJIAHUE.

o [ITabsoHBI - 3TO peryasapHble BbIpazkeHusi, 00pabaThIBAEMbIE II0 TeM 2Ke TTPABUJIAMU, UTO U BHIPAYKEHUS
Tuna SIMILAR TO;

e HeszaBucumo oT nuasiekta 6a3bl TAHHBIX BCE MAOJIOHBI TyBCTBUTEIHHBI K PETHCTDY;
e FEcmm mpomymien mab/ioH [y Tabull, TO OYIyT IPOBEPEHBI BCE MOIb30BATEIHLCKIE TaOJINIIGT;
e Eciu mpomyien mab/ioH [1j1s WHIEKCOB, TO OYIyT IMPOBEPEHBI BCE WHIEKCHI HA3HAYEHHBIX TabJINIL;
e CucremHbIe TaOJIAIIBI HE TPOBEPSIOTCS;
e Jlna yKazaHuWs CIIMCKa TAOJIUI U UHIEKCOB:
1. HEOOXOmMMO pa3enaTb UMeHa CUMBOJIOM "|";
2. He mobamJisiiite pobesibl, T.e. mrabson "TAB1 | TAB2" sBjisieTcs HEBEPHBIM;

3. BeChb CIHCOK JOJIZKEeH 6LITI) 3aKJIIOUYEH B ,HBOI‘/JIHI)IG KaBbIIKU, ‘—ITO6I)I nHTEepIIpeTaTop KOMaH/ ero
MIpaBUJIBHO 0O6paboTAIL.

11.4 IIpumepsl

1. DToit KOMaHIOM BKJIIOYAETCs OHJIANH-IPOBEpKa B Oa3e maHHbix /home/test/db.fdb Tabsmi, Ha3BaHUS
KOTOPBIX HAYMHAETCSA ¢ OYKBBI "A"; MHIEKCHI HE TIPOBEPSIOTCS; OKUIaHNEe OJIOKUPOBKHU HE BBITIOTHACTCS:

rdbsvemgr service_mgr user SYSDBA password masterkey
action_validate dbname /home/test/db.fdb
val_tab_incl A%

val_idx_excl %

val_lock_timeout O

2. Dra xomanma npoBepuT Tabsunbl TAB1 u TAB2 m Bce mX HMHIEKCHL. TaiiM-ayT OXKujgaHus OJIOKMPOBKH
coctapiseT 10 cexyHs.
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rdbsvcmgr service_mgr user SYSDBA password masterkey
action_validate dbname /home/test/db.fdb
val_tab_incl "TAB1|TAB2"
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Pennmmkannga

12.1 OcobeHHOCTU peNINKAINNI

Bouibiiast 9acTh penmkaTopoB, HAMCAaHHBIX i Firebird, npeacrasisier coboil BHeNHME 110 OTHOIIIE-
HUIO K cepBepy npuiozkenusi. OHU XOPOIIO TMOIXOAAT JJIsi MUTDAINN JTAHHBIX MEXKTy pa3/IMIHbIMEU OazaMu
JIAHHBIX WK fdaxke Mexkay pasmuanbivu CYB /I, o mioxo moaxomsT miist mofjep:kanus konuu b1 B pamkax
peIeHusT 3a/[a91 CO3/IaHNsT OTKA30yCTOWINBOrO Kiaacrepa. OCHOBHOM TPOBJIEMOIt TPU STOM SIBJISIETCST TTPOU3-
BOJIUTEJILHOCTD, T.K. CTOPOHHUE CPEJICTBA CO3/AIOT JIOOJIHATEIbHYIO HATPY3KY [IPU CUHXPOHU3AINA JJAHHBIX,
npuuéM OHa OOBIYHO M30BITOYHA U cyliecTBeHHO 3ameiisier pabory CYBJI. Kpome Toro, He Bce cpejicTBa
PeILINKAIINA MOTYT FapaHTUPOBATH UIEHTUIHOCTH JAHHBIX B OCHOBHOI 0a3e M B KOIWW IIPU BO3SHUKHOBEHUU
cb0s1.

I
I
I
i
| CeTb
I
I
I
I
I
|

|

: | ‘
i i 2 X
i | i
i i |
I — — | |
} CMH‘X } }
| | | |
i | ! 1
i N3aMeHeHNs i ‘ |
i | |
| acuix |
| - — !
| | :
i i dai ' replication.conf Pennuka
| v ann N . e

\ Ay Lo eeamnew -

Berpoennast perutnkanus npeiHasHaveHa jiisg 00ecIieueHns MOBBIIIEHHON 0TKA30yCTONINBOCTH B CJLy-
qae MOBpEeXJIeHUs (DU3MIECKON CTPYKTYPHI baitia 6a3bl JAHHBIX, BBI3BAHHON TeXHWIEeCKHM cOoeM 000py-
JIOBaHUsl, MPOTPAMMHBIM cO0eM omepanuonnoit cucremsl um camoit CYB/I. Ona mojpasymeBaer mepeHoc
JIIOOBIX M3MEHEHUil JJAHHBIX ¢ OCHOBHOIO Pabodvero ceppepa Ha OJUH WU HECKOJBKO PE3ePBHBIX CEPBEPOB,
rapaHTupys, TaKUM 00Pa30M, UX HUJIEHTUIHOCTH C TOYKH 3PEHHs] XPAHSIIMXCS HAa HUX JaHHBIX. [Ipu sTom
IJIABHBII cepBep IPUHSITO HA3BIBATH Bejyleil 0a30ii JaHHBIX, & PE3ePBHBIE — PEILIUKAMHU.

DJieMeHT perImKaliuu 1nmpeacraBiideT €000i1 3aITiCh B Ta6m/1ue, JIFOOBIE U3MEHEHUST KOTOpOI71 mepearTcd
Ha pe3epBHbIC CcepBepa. Taxzke IIepeJaroTCd 1 KOHTEKCTHbIC UISMEHCHU A, & UMEHHO COC/IMHCHUA U TPAH3aKI[UH,
B KOTOPBIX IIPOUCXOJUT U3MEHEHNE 3aIICH. Takum o6pa,30M, OCHOBHBIMH COOBITUSIMU PeNINKAIIUN ABJIAIOTCA:

® CO3/laHUE U 3aBeplleHue COeJUHEeHUI];

® HaJaJIo, KOHEIl U OTKAT KarKJ0i TpaH3aKIIH;
® HaJaJI0, KOHEIl U OTKAT TOYKN COXPAHEHMUST;

e BCTaBKa, OOHOBJIEHUE U y/aJeHUe 3aInceil;

® U3MeHEeHHE I'eHepaTOpOB.

OHO3HAYHOE COOTBETCTBHE CTPOK HA OCHOBHOM M PE3EPBHOM CEPBEPAX ONPENEISETCS YHUKAJIBHBIM
nugekcoM. CeayeT yYuThIBATH, UTO I'€HEPATOPHI MEHSIOTCS BHE KOHTEKCTA TPAH3AKIMN, U IIPU PYIHOM
u3MeHeHUn reHeparTopos (Hanpumep, dyakiuueit GEN _ID) Heo6xoauMo 06s3aTesIbHO IO TBEP T WM OT-
KaTUTh TEKYIIYIO TPAH3AKIMIO, HHAYE 9TO U3MEHEHHE MOXKET ObITh He [EPE/IAH0 HA PEILINKY.
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MexaHu3M pernjimKaiun He COJAEPXKUT KaKUX-JIMOO CPEJICTB, TapaHTUPYIONIUX JIOTUYIECKYIO HEIpPOTH-
BOPEUYUBOCTDb JTAHHBIX MEXKJy OCHOBHOI 0a30ii m €€ pe3epBHBIMU KONUSME. [IOJTHOIEHHO DPEILIUIUPYIOTCS
TOJIBKO TaOJIUIIBI, COfeprKaIline YHUKAJbHBIN WHIEKC, HAIPUMED, IEePBUYHBIN K04, B ciiyuae orcyTcTBUst
WM HeaKTUBHOCTH TAKOI'0 MH/IEKCa BO3MOXKHA PEIJIMKAIIUS TOJBbKO OIllepalluii BCTABKU 3allUCH.

B mporecce paborel pernmmkanun BO3MOXKHBI KOHMIMKTHL. KoHMIMKTOM cunTaeTcs OOHApYKEHHOE
HECOOTBETCTBUE MEXK/Iy JAHHBIMEU HA OCHOBHOM U PE3ePBHOM cepBepax. lIpuMepamu KOHMIMKTOB SBIISIIOTCS:

® HaJIM4YWe CTPOKU B PEILIMKE IIPU IIOIBITKE €€ BCTABKH;

® OTCYTCTBHUE CTPOKHU B PEIJIUKE IIPU ee U3MEHEHUN WU YIAJIEHUH;
e Hajuvne TPAH3AKIUU IIPU IIONBITKE €€ 3aIlyCKa;

® OTCYTCTBHE TPAH3AKIINH IIPU €€ 3aBEPIIEHNN.

Eciu npounsormes KoHGIMKT Ipyroro BHUa, 9TO PACIEHUBAETCH KaK OMIMOKA PEILIMKAINHA, KOTOPast
npuBeAeT OO0 K OTKJIIOUEHUIO PEIIMKAINNA U TPOJIOJIKEHUI0 paborsl Beaymeil B/l B mrarHoM pexunme,
JinbO K OTMEHe OMEPAINN, BO BPEMs KOTOPOIl MPOU30IIIa OIMUOKA U COODINEHUIO O HEll MOJIb30BATEIO.

12.2 PexXumbl perjiaKanumn

CyIrecTByeT JiBa OCHOBHBIX PeKUMa PabOThI PEIUIMKAIMN: CAHXPOHHBIN 1 aCHHXPOHHBIH. B nepBom ciry-
4Jae IIpU HACTYILUIEHUH COOBITHS PEIUIMKAIINN B Beylneil 6a3e, OHO JIOJ2KHO OBITH TAaKKe BBLIIOJHEHO HA BCEX
PeIUINKaX JIJIsi TOTO, YTOOBI COOBITHE CUUTAJIOCH 3aBEPIIEHHBIM. JIOTMYeCcKr 9TO O3HAYAET, YTO CYIIECTBYET
JINIIH OJHA Bepcusi JaHHbIX. OCHOBHOM HEOCTATOK CHHXPOHHON PEIUIMKAINU — OHA CO3/AET JIOTIOJTHUTEI b=
HyT0 3aJ1ep:kKy B pabore Begymieit BJI, .k. CYB/l moimkHa J0XKIATHCS OTBETA OT PEITUKY, YTOOBI CAUTATH
olepanuio 3aBepIIeHHOI.

B ciyuae acuaxpoHHON peniukauun OOHOBJIEHUs BeyIeil 0a3bl MUYy TCH B YKyPHAJIbI, KOTOPBIE Pac-
IIPOCTPAHAIOTCH Ha PEIUIMKY CILyCTsI HEKOTODPOe BPeMsl, & He B TOH 2Ke TpaH3aKIuu. TakuM oOpa3oM, Ipu
ACMHXPOHHON PEIJIMKAIINN YMEHBIIAIOTCs pocTon Beayei B/1, Ho mpu 9TOM BBOIUTCS 3aJI€PXKKA, B TEUCHUE
KOTOPO#l PeIIuKYA MOTYT OBITH (hbaKTUIeCKU HeWJIeHTHIHbIMU. Kpome Toro, 60Jbile BepOSTHOCTh KOHMDJINK-
TOB W3-3a TOT'0, YTO IIPOIECC KONMUPOBAHUA KYDPHAJIOB PENJINKAIINI BBIIOJIHAETCI CTOPOHHUMU CPEACTBAMU.

PaCCMOTpI/IM Ho,up06Hee IIPpUHITUAIIBI pa6OTbI 1 0COOEHHOCTH Pa3HbIX PE2KUMOB DEIlJINKaIlUN.

12.2.1 CuHXpOHHas perJInKaIud

IIpu cuHXPOHHOI peIIMKAINK B IIPOIECCE MMOJK/IIOYEHNs K OCHOBHOMY CEPBEDPY IIPOBEPSETCS HAIUINE
U JIOCTYIIHOCTb PE3EPBHBIX CEPBEPOB, IIOCJIE YEro YCTAHABJIMBAETCS C HUMM IIOCTOsiHHOe coequuenue. 1lpm
orubKe TOKJIIOUEeHNsT K PEeIINKe MOoAKIoueHne K Beaymeit B/1 takke 3aBepinaercs ¢ omubkoii. [loakiro-
YeHNe K PEIIMKE MOYKET BBIOJHSATBCS OT UMEHH TEKYIIEro IOJIb30BaTessl, JJUOO OT MMEHM I0JIb30BaTe/Is,
3a/IAHHOTO B KOH(DUTYPAIIHH.

IIpu HacTymieHnyr COOBITHIT B paMKaxX TPAH3AKIMKM, OHU 3aIlUCHIBAIOTCS B Oydep perjimkaiuu, KOTo-
pBIil TepeaéTcsi Ha, PENINKY JuOO MPHU €ro 3aloJHEHUH, JIMOO P HACTYILIEHHN OIPEe/IEHHBIX COOBITHU,
HaIIPUMEDP, KOMMUTA TPAH3AKIIANA WU 3aBEPIIEHUS COeIUHEHUs. PeIinKa, MOJIyInB PEIINKAINOHHBINA -
KeT, JIOJKEH BBIMIOJTHATH BCe yKa3aHHbIE B HEM jieiicTBus. [Ipu omubke B JII0O00OM U3 HUX IIPUMEHEHHE MTAKeTa
MIpeKpalaeTcs, a coobiienne 06 ommnbdKe PEerIUuKAIMN OTIIPABIISIETCS HA BEIYyIIyI0 0a3y.
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IReplicator::process

Cyb
B PeXUME pernsinku

Bydep
penankaLmm

oTBEeT
fe———

IIpyr cuHXPOHHON perInKaIun 0co0yI0 MPOOJIEMY COCTABJIAET KOMMUT TpaH3akiuu. [Ipu Hasmmann
CJIOXKHOI OTJIO?KEHHON pabOThl BpeMsI KOMMUTA MOYKET CYIIECTBEHHO YBEJNUUTLCS, €CIM OH OymeT Hocie-
J0BaTebHO BBINOJHATHCA HA Bemymeit B/l n na pernke. [losTomy npu pensimkanun KOMMATA HA PEILIHKY
ITOCBLITAETCS CIIEIUAJIBLHOE COOBITUE TIOAIOTOBKY KOMMUTA, U OTJIOYKEHHAs paboTa Ha BeyIleil 6a3e U periKe
BBIIIOJIHSAETCA MapaJslyIeIbHO.

12.2.2 AcuHXpOHHAsA PEILINKAINSI

AcCuHXpOHHasI PeIUIMKaIisl TaKyKe UCIOJIb3yeT Oydepu3aluio COOLITUN PEIJIMKAIINN, HO HE IOCHLIAET
cosiepkuMoe Oydepa Ha PEIUInKy, a IHUIIeT ero B XKypHaJ perimkanuu. OH IpecTras/isieT coboit Habop 6u-
HapHBIX GailioB (CerMeHTOB KypHasa) (PUKCUPOBAHHOIO PasMepa, XPAHAIINXCS B IUPEKTOPUH, 3a1aHHON B
koudurypanun perukanun. CYB ]I copaceiBaer Gydepsl ¢ COOBITHAMI PEIIMKAIMY B TeKYIuil (AKTUBHBIL)
CEerMEHT JI0 TeX IOp, IMOKa OH He OyaeT 3amosHeH. [loce 3TOro OTAe bHBIN MOTOK BBIMOTHSET APXUBAIIUIO
CEerMeHTa C IIOMOIIBIO BHEIIHEH KOMaHAbl. 1[0 OKOHYaHIN apXUBAllUNA CETMEHT CUUTAETCS CBOOOIHBIM U MOYKET
CHOB& UCIOJIb30BATHCS JIJIsI 3AIIUCU COOBITHIl PEIlJINKAIIAN.

o —> S ERR : :

insert —| «d R :
delete vd \ :
AKTUBHbIN
i CerMeHT
commit [MonHbIn
CermMeHT
CBoboaHbIv
Log director
Bydep pennukaumu 9 Y cermeHT

Archive directory

3aapX1BUPOBaAHHbI
CermMeHT

B mammoit Mmonesin cymiecTByeT 4eThbIpe BO3MOXKHBIX COCTOSIHUS CEIMEHTOB 2KYPHAJIA:

e USED — CermMeHT B JAHHBI MOMEHT HCIIOJIb3YeTCs. B KOHKPETHBII MOMEHT BPEMEHU OH €JMHCTBEH-
weiii. Korma cermenT mocTuraer 3aIaHHOrO pa3Mepa, OH CINTAETCH 3aIll0JTHEHHBIM U 3aIUCh B HETO
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npeKpanaeTcd. To xe camoe OPOUCXOIUT IIPU IIPOCTOE CETMEHTa B T€YCHUU MUHYTHI.

e FULL — cerMeHT 3allOJIHEH W KJeT apxuBaimn. Eif 3aHMMAaeTCs OTAEIbHBIN MTOTOK, KOTOPBIH OITO-
BelaeTcsl ¢ HoMomIpio ceMadopa. Takxke BO3MOXKHA pydHAsT apXUBAIUs C MOMOINBIO YTHIMTHI
rdblogmgr.

e ARCH — cermMeHT B IIPOIIECCE aPXUBAIIH.

e FREE — momedaeTcs HOCJE apXUBAIUU, KAK BO3MOXKHBIN K HCIIOJIb30BaHUIO. Kak TOJBKO CermeHT
USED nepexoauT B coctosume FULL, UIMyTCs CerMeHThI B cOCTOAHUN FREE, 9TOOBI MCIOJH30BATD UX
cHoBa. Ecim Takue He Hali/IeHbI, CO31a€TCsI HOBBIIL.

CerMeHTHI KypHaJa MOTYT OBITH IPUMEHEHBI BPYIHYIO yTrminToil rdblogmgr.

Kaxkprit cermMeHT mMeeT yHUKAJIBHBIA HOMEDP, KOTOPBI TeHEPUPYETCS MOCIETOBATEIHHO. DTOT HOMED
B covyerannu ¢ UUID 6a3pr maHubIX ObOecriedmBaeT IiI00ABHYIO YHUKAJIBHYIO HIEHTH(MUKAINIO CErMEHTOB
)KypHaJsa. [106aabHbIi CIeTUNK TOC/IeI0BATEILHOCTA XPAHUTCS B PEIUIMIINPOBAHHON Oa3e JAHHBIX 1 HUKOT/IA
He cOpachiBaercst (MOKa 6a3a JaHHBIX He Oy/eT BOCCTAHOBJIEHA U3 PE3ePBHON KOINM).

CerMeHTBI PErysisipHO POTUPYIOTCs. DTOT IIPOIECC KOHTPOJIHUPYETCs JINOO MAKCUMAJIBHBIM Pa3MEpPOM
cerMenTa, Jimbo TaitMayToM, 0ba mopora HacTpauBaloTcs. Kak TOJIbKO aKTUBHBIN CETMEHT JIOCTUTAET ITOPOTo-
BOI'O 3HAYEHVSI, OH TOMEYAETCsI KAK «IIOJIHBI», U 3aIIUCh IIEPEKJIF0IALTCS Ha CJIE Y OIINIi JIOCTYITHBINA CerMEHT.
TosEbIe CErMEHTHI APXUBUPYIOTCS U 3aTEM MMOBTOPHO MCIOJIB3YIOTCS JIJIsT TOCJIEYIONIUX 3auceii. ApxuBupo-
BaHUE B OCHOBHOM O3HAYAET KOIMPOBAHUE CETMEHTA C IIEJIbIO ITEPEJAdn ero HA XOCT PEIUINKA U IPUMEHEHUsT
TaMm. KonmpoBauume MOXKeT OBITH Bbimosneno camuM cepsepom PEJI Bazwbr /lanabix win, ajgbTepHATHUBHO,
YKa3aHHOH T0JIb30BaTE €M KOMAHJIOM.

CoO CTOPOHBI PEIVIMKA CETMEHTBI 2Ky PHAJIA TPUMEHSIOTCS B TIOPSIIKE TIOCJIEI0BATETHHOCTH PEIINKAIINY.
Cepsep PEJL Basbl JlaHHBIX IEPUOIMIECKN CKAHUPYET HOBBIE CEIMEHTHI, TIOSBJISIFONINECS] B HACTPOEHHOM Ka-
tasiore. Kak ToJIbKO ciieyromnuii cermMeHT HaiizieH, ol periurupyercsi. COCTOsTHUE PEIIMKAIMA XPAHUTCS B
JIOKaJIbHOM aitte ¢ mmenem {UUID} (,unﬂ KaXKJI0r'o UICTOYHUKA peHm/IKauHH) 1 COAEPXKUT CJIEeAYIOIIe MapKe-
PbI: TIOC/Ie [HeAsl moc/ea0BaTebHoCTh cermenToB (LSS), camasn crapas nocsenoBarenbnocts cermenton (OSS)
U CIOHUCOK aKTUBHBIX TpaH3akIwmii, 3amyienabix Mex iy OSS u LSS. LSS oznagaer mociesnuii permmmupo-
BaHHBIH cermenT. OSS 03HAYAET CEIMEHT, KOTOPBIA HAYAJ CAMYIO PAHHIOI TPaH3aKIMIO, KOTOpas He ObLia
3aBepIeHa BO BpeMsi 00paboTku LSS. DTu MapKepsl yIPaBJsSOT JBYMsl BEIAMU: KAKOW CEIMEHT JIOJIPKEH
OBITH PEIJIUIUPOBAH CJIELYIONUM U KOrja (hailyibl cerMeHTa MOXKHO 6e301acHO0 yaaauThb. CerMeHThbl ¢ HOMe-
pamu mexxry OSS u LSS coxpansitoTcst jij1st BOCIIPOM3BEIEHNS XKy PHAJIA [I0CJIe OTKIIOYEHNST PEIINKATOPa, OT
6a3bl JJAHHBIX PEIUIMKY (HALPUMED, U3-3a OMIMOKYM PEIUIMKAIUY Wi BpeMeHu 1poctos). Eciu ner oxugaro-
IUX aKTUBHBIX TpaHzakiuit u LSS 6bu1 obpaboran 6e3 ommbOK, Bce cerMeHThI BKJo4dast LSS yassiorest.
B ciyuae 060l KpuTndeckoii ommbKyu perimKamysi BpeMEeHHO IPUOCTAHABINBAETCSI M MOBTOPSIETCS TIOCIIE
UCTEYEHUS] BPEMEHU OXKUIAHUS.

[Ipumenenne KypHaJia K peIinKe BBINOJIHSIETCS cepBepoM peruinkaruu. B ciydae Cynepcepsepa nin
Cymepkitaccuka, 9T0 OTIeIbHbIH ToTOK B 3amyiiennoit CYB /1. Ou untaer apXuBHbBIE CETMEHTHI U3 yKA3aHHOTO
karajiora u npumensier ux Kk b/[. Eciiu B cucreme ycraHoBjieH u paboTaeT KJIaCCUK, TO CEPBED PEILIUKAIUN
3aIlyCKaeTCs OTJEJIbHBIM IIPOIECCOM CYIEPKJIACCUKA C KJIIOUYOM -R.

Archive directory

N+2 N+1 N
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12.2.3 ApganTtuBHasi peIIMKAIAA

AarrTuBHAST peITHKAIMS JOCTYIIHA TOJBKO B IIPOMBINIEHHON pepakimu. [lonpobuee pazimans (yHK-
[MOHAJIA peJaKiuii onucanbl B pasueie Pedaxyuu CYB/[ PEJ[ Basa /lanwwoix 5.

AnanTuBHasT permKaius o0beIuHsIeT B cebe JiBa ONUCAHHBIX BbIlle pexkuMa. OCHOBHBIM IIPEUMYyIIe-
CTBOM 3TOT'0 PEXKUMA sIBJSeTCs TO, 4To Beayieit B/l ocraéresa JOCTYNHON Ha TPOTIKEHUU BCETO MPOIECCa
PEITUKAITN.

IIpu crapre periMKainuu HAYUHAETCS BEIEHUE KYyPHAJIA PEILIMKAIMHA, TAKUM OOpPa30M BBIIIOJIHSIETCSI
ACHHXPOHHAs pernkanus. Eciam ¢ penankoit BO3MO2KHO YCTAaHOBUTDL COEJIMHEHNE U JIAHHbIE HA HEHl aKTyaJIb-
HBI, TO BKJIIOUAETCS €NI¢ W CHHXPOHHAs PeluKarysg. Eciam coemuenne ¢ permkoil TOTEPSHO, TO JTAHHbBIE
[IEPECTAIOT PEIUIUIIUPOBATHCH CHHXPOHHO. ECTh BO3MOXKHOCTH BO30OHOBUTH CUHXPOHHYIO PEILIMKAIIIIO, [IPU-
MEHUB HaKOIUBIINECHd aCUHXPOHHbIE »KyPHAaJIbl K PEIlJINKe, KOIJla OHa CTaHeT JOCTYIIHA.

Ecmu ncnonb3yercst apxurektypa Classic, TO /71 BOCCTAHOBJIEHNST CHHXPOHHOMN PEILTHKAIINA HEOOXO M-
MO CHSITH BCIO HArPpYy3Ky Ha 06a3y JaHHbIX. BO30OHOBUTH HArpy3Ky MOYKHO IIOCTIE€ CHHXPOHU3AIIUNA y3JI0B.

71t BOBOOHOBJIEHNSI CUHXPOHHON PEIIMKAITIN HEeOOXOIMMO, 9TOObI JAHHBbIE Ha PEIInKe ObLIN aKTy-
asbubl. [IpoBepKa akTyaJbHOCTU JAHHBIX ITPOU3BOJUTCS IMPU IONBITKE OTIPABUTH CUHXPOHHDBIA PEIIuKa-
IMOHHBIN TIaKeT. Kcam pa3pblB MeKIy BeIyIeil U PEIINKOil JIOCTUTAET KOJUYIECTBA YKYyPHAJIOB, KOTOPOE
MeHbllle Wi paBHO backoff_lag, To IjIaruH pelIMKAIlAN 3allyCTUT MEeXaHU3M BOCCTAHOBJICHUA CUHXPOHU3A-
nuu. [Inarus perumkamnmn OyaeT 3aMeisiTh Tportecc kKommuTa B Beaymieil B/l na initial_backoff_delay
MIJLTHCEKYH. Ecn »KypHaIbl IPUMEHWINCH, HO JIAHHbIE HA PEIJINKe BCE eIlé He aKTyasbHBI, TO 33/IePKKa
Oyner yBesmdeHa B backoff_factor pas. Tak ¢ KaxXJ0il MONBITKONW CHHXPOHU3AINN BPEMs 33I€PXKKHU OyIeT
pactu B backoff_factor pa3 jo jocrikenusi max_backoff_delay. 3ajepKKa OyJeT BBIIOJIHATHCS, [OKA
JaHHbIE Ha PEIJINKE He CTAHYT aKTYyaJbHBIMH. HJIX IIOKA PA3HUIIA B 2KypHAaJIaxX MEXKJIy BeJIyIeil U pennKoi
He IpeBbIcAT backoff_lag.

12.3 OT4eT 00 ommMoOKax

Bce omubku 1 npeynpexK IeHns permKaiuy (HanpuMep, 0bHapy KeHHble KOH(DIIMKThL) 3aIUCHIBAIOTCS
B dair replication.log, xpausmuiics B KopaeBoM Karajore ycranoBku PE/] Bazor Jlanaeix. dror daiia
TaK>Ke MOXKET COIEPXKATH II0JPOOHOE OIMCAHME OIEPAIVii, BHIIOJIHSIEMbIX PEILINKATOPOM.

12.4 Hactpoiika cucTteMbl perinKainmn

12.4.1 ®aiin koHpUTYypaAITAN

s HACTPOMKHU CHCTEMBI DEIUIMKAINHN UCIOJIb3yeTcsd daiti replication. conf, Haxoadmuiica B KOp-
weBoM kartajiore CYBJI. Qaiiy1 HacTpauBaeTcs Kak Ha cTopoHe Beixyineir Bl cepsepa, Tak u Ha CTOpPOHE
peruiuku. Bee mapamerpbl HacTpoiiku cozep:karcst B 6jioke database{ ... }, U 0 yMOJI9aHUIO 3aKOMMEH-
TupoBaHbl. HacTpoiiku MOYKHO IMTPOBOIUTH TJIOOAJBHO CPaly s BeeX 0a3 MAHHBIX U OTAEJIBHO JJIS KaXK IO
0a3bl JAHHBIX.

IIpu macTpoiike mapamMeTpoB Ha ypoBHe 0a3bl MAaHHBIX B pa3zese database [oJkKeH OBITH yKa3aH
IIOJTHBIH IIyTh K 0a3e JaHHBIX. [[ceBIOHNMBI U TIOJCTAHOBOYHbBIE 3HAKN HE MIPUHUMAIOTCS.

database = /your/db.fdb
L coo I
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HepBoe CJIOBO B CTPOKE BHYTpU 6JIOK&7 Ha4YWHAIOIIENCcd He C CUMBOJIA KOMMEHTapHd, CAINTaeTCA HA3BaHU-
€M ITapaMeTpa. CHpaBa OT UMEHU ITIapaMeTpa, IIoCJie CUMBOJIa paBEHCTBa, YKa3blBaCTCA 3HaAYCHNE ITapaMeTpa.

IIapameTpsl HacTpoiiku Beayineii b1

plugin
[Lnarun, ucnosb3yeMblit i perukanui. 110 yMOTIaHIIO NCHOIB3YETCs BCTPOECHHAS PEILTTHKAIINS.

[ plugin = j

buffer size
VkasbiBaeT pasmep Oydepa oneparuit Ha Beaytieit B/, npu gocTiKeHnn KOTOPOro OH OyIeT OTIIPaB-
JIEH Ha PEIINKY WJIA 3alMCAaH B XKypPHaJ. DTOT [apaMeTp He BJIMsIeT Ha TakKue Olepallud, Kak commit
min rollback; Ipu BBITOJTHEHUH TUX Olepaluil 0ydep OTIpaBseTcss HeMeIJIeHHO U OXKUIAeTCsl ITOJI-
TBEPKJIEHIE OT BCEX YIAYHOI'O MCIIOJTHEHUSI.

[ buffer_size = 1048576 # 1MB ]

include filter
CrpokoBbIii mapameTp B popMaTe peryaspHOro Beipaykenust B cuatakcuce SQL, KoTopblit 3a/1aeT, Kakue
TabIUIBI 0a3bl TAHHBIX HEOOXOINMO BKJIIOUNTDL B perimkarmio. [[o yMOTIaHWIO PeruiinpyioTcs BCe
TabuIel. JIobas Tabauia, KoTopas J0/KHA ObITh PEIIUIINPOBAHA, JOJXKHA UMETDh MEPBUUIHBIN KJIIOT
Uy, 0 Kpalineidl Mepe, YHUKAJLHBIA KJII0Y.

[ include_filter = (W$|0ORD$)Y% ]

exclude filter
CTpokoBbIil TapamMeTp B (hopMaTe PEryJIsspHOro Boipaxkenus B cuaTakcuce SQL, KoTropsrit 3amaer, kakue
TaOIAIBI 6a3bI TAHHBIX HEOOXOAMMO UCKJIIOUNATE U3 PerInkaruu. 110 yMoTIannio pemInuiupyoTcs Bce
Tabsuiel. JIobas Tabauia, KoTopas J0KHA OBITh PEIIUIINPOBAaHA, JTOJXKHA UMETDh MTEPBUIHDBIN KJIIOT
Wy, 0 Kpalineil Mepe, YHUKAJbHBIA KJII04.

[ exclude_filter = (TEMP$|L0G$)%| (SYS_DB_LOG) }

exclude without pk
Eciin mapaMerp BKJIIOYEH, TO U3 PEIVIMKAIMU OY/LyT UCKIIOUYEHbI TaO/UIbl 63 IePBUYHOr0 Kiova (1iu
YHUKAJILHOrO uHzekca). Ecin napamerp BbIK/II04YeH (110 yMOJIYAHHUIO), TO IPU peruimkarmu tabiun 6e3
MIEPBUYIHOIO KJIIOYA BBIJAETCS ONIHOKA.

[ exclude_without_pk = true ]

log errors
Jloruuaeckwuit mapaMeTp, OIpeIeIsiomnil KakK JO/KHBI 00padaThiBaThbCsI ONUOKY 1py periukaruu. Ecan
3HAaYEHUe ITapaMeTpa true, To Bee OMMOKHU (U IperynpexkieHus ) OyLyT 3aluchBaThCa B replication.
log.

[ log_errors = true ]

report errors
Jlorudeckuit mapaMeTp, ONpeIe/IsIoNuit Kak JOMKHBI 00pabaThIBAThCsI ONMMUOKN Tpu perinkarmn. Ecim
3HAUYEHHUE [apaMerpa true, TO OMHMOKU Oy/IyT BO3BPAIATHCS KJIMEHTCKOMY ITPUJIOXKEHUIO.
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[ report_errors = false ]

disable on error
Jlormyeckwuit mapaMerp, OIpPeIesIsiiONIi KaK T0/2KHBI 00Pa0aThIBATHCS OMUOKY [IpY perInkanuu. Keaun
3HAYEHME IapaMeTpa true, TO MOCJe BOSHUKHOBEHUs OMMOKK PEILTUKAIUs OyIeT IpeKpalieHa.

[ disable_on_error = false ]

block compression plugin
CTpOKOBBIil TTapaMeTp, ONPEJEIISIONIN [IJIATUH, UCIIOJIB3YEMbIH JJIsI CyKATUs CEIMEHTOB PEeITHKAINN.
st BKUIIOUEHHs C2KaThs HeoOXo/MMo yKa3aTh block_compression_plugin = zstd Jyis BejyInero u
PEIIUKH.

Ecmm mapamerp block_compression_plugin He 3a7aH, TO C:KaTHe CETMEHTOB HE NIPUMEHSETCS.

[ block_compression_plugin = zstd ]

journal directory (moavko dasa acunxrponnozo pesrcuma)
SajiaHne 3TOro mapamMerpa BKIOYAET aCHHXPOHHYIO PEILIHKAIMIO U MOBOPHUT CEepBEPYy HAYATh CO3Jia-
BaTh CEIMEHTHI JKypHaJia. JJaHHbI TapaMeTp yKa3blBaeT Ha KATAJIOT JJIsi XpaHeHHs (DANIIOB Ky pHAJIA
PeILIUKAIUH.

[ journal_directory = /your/db/chlog ]

journal file prefix (moawvxo das acunxponnozo pescuma)
Ipedukc s umen daitioB KypHasa permkanuu. Ecam napaMerp He yKa3aH, TO B KadecTBe ITIpe-
duxkca daitnos xKypuasua Gyger uMs daiiia 6a3pl JaHHbIX (6€3 Ly TH).

[ journal_file_prefix = warehouse_log ]

journal segment size (moavko 0as acCUHIPOHMHO20 pedrcuma,)
MaxcuMaJjIbHO JOIyCTUMBIN pasMep Jjisd OMHOro cermMenTa pervmkaruu. OH JI012KeH ObITh, 110 KpaiiHeii
Mepe, B JIBa pasa OoJibllie pa3Mepa, yKazaHHoro B buffer_size.

[ journal _segment_size = 16777216 # 16MB }

journal segment count (moavko das acuHTpoHHO20 pedcuma)
MakcnMaabHO AOMyCTHMOE YHUCIO MOJHBIX CeTMEHTOB perumkaruu. [locie Toro, Kak mpejiesr JoCTUr-
HYT, [IPOIIECC PEIUIMKAINU 3aJIePKUBaeTcs Ha journal_archive_timeout cexynj (cM.HuZKe), YTOOBI
JIOTHATH IPOIECC apXuBUPOBaHus daityioB cermenToB. Eciin kKakoii-1ubo 13 MOJIHBIX CEIMEHTOB HE apXu-
BUpYeTCs U OTMeYeH JjId IIOBTOPHOI'O UCIIOIb30BaHUsd B TeUeHUe TaiiM-ayTa, TO PeIlJINKallis 3aBepliaeT-
cq ¢ omubOkoii. Hosb o3HavaeT HeorpaHMYEeHHOE KOJIMYECTBO CETMEHTOB, OKUJIAIOIINX aPXUBUPOBAHUS.

[ journal _segment_count = 8 ]

journal group flush delay (moavko dasa acunxrponnozo pesrcuma)
3ajepxkka (B MUJLUIMCEKYHJIAX) MEXKIY KOMMHUTAMU JJI OXKUJIAHUS CUHXPOHHON 3alluCcu M3MEHEHUil B
xkypHau. [lo ymomyanuio mapamerp npunnmaer 3HadeHne 0, TO eCTh BO BpeMs KOMMUTA ITPOUCXOJIAT
ckujIbIBaHue Oydepa B aKTUBHBII CErMEHT. DTOT MmapaMeTp 3aJaeT 3aJep:KKY Iepes] CKUIbIBAHUEM
6ydepa. Tak, KOMMuUTBI OyIyT THCATbHCA B Oydep /10 TeX IMop, MOKa OH He 3AIOJHUTCS WJIM MOKa He
3aBEPIINUTCS BPEMsl 3aJI€PKKHU MEXKJLy KOMMUTAMU.
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[ journal _group_flush_delay = 30 ]

journal archive directory (moavko das acunTporHozo pescuma,)
JlaHHbBIl TapaMeTp onpejessieT JUPEKTOPUIo, KyJla Oy/IyT apXUBHPOBATHCS CEIMEHTHI »KypHaJa. s
9TOTO 3HAYEHHUs ONpe/ieieHa epemenHas $(archivepathname) (cM. HIKE).

[ journal_archive_directory = /temp/archive_logs ]

journal archive command (moavko das acunxpornozo pesicuma)
[Iporpamma, KOTOpasi BBITOJIHSETCS, KOIJ/IA HEKOTOPBIA CErMEHT PEeNJIMKAIMYA CTAHOBUTCSH IOJIHBIM
U HYXKJAETCsl B apXUBUPOBAHUU. ADXUBUPOBAHUE BBINOJHSETCS IIyTeM KOIMUPOBAHUS CETMEHTOB U3
journal_directory B journal_archive_directory. Cepsep PEJL Baser Jammupix cam Komupyer 3Tu
cermeHThl. MOYXKHO 3a/1aTh KOMAHJIy apXUBHPOBAHUS CAMOCTOSITEIHLHO. DTa IPOrpaMMa JIOJIZKHA BO3-
BpAINATH HOJIb, TOJIBKO €CJIM apXUBUPOBAHUE YCIEITHO BBIOJHEHO. Hampumep, JT0J2KeH BEpHYTHCS He
HOJIb, €CJIN TIEJIEBOI apXUB yIKe CYIIEeCTBYET.

I [Tepemennblie mozacTaBIsitoTCs "KakK €CTh", MX HEOOXOIUMO SKPAHUPOBAT.

JlocTynHBI crienuaabHble TPeIONpe/IeIeHHbIe IepEMEHHBIE:
e $ (filename) - ums daiina (6e3 wyTH) cerMenTa, KOTOPBI HY>KHO 32aPXUBUPOBATD;
e $ (pathname) - mOJIHBIH MyTh K (ailyly CerMEHTa, KOTOPBII HY2KHO 3aapPXUBUPOBATD.
PaBen journal_directory + $(filename);
e $ (archivepathname) - mosHBIH IyTh K dailily 3aapXUBUPOBAHHOIO CEIMEHTA.
PaBen journal_archive_directory + $(filename).

IIpumep s Linux:

journal_archive_command = "test ! -s '$(archivepathname)' && cp '$(pathname)' '

$ (archivepathname) '"
IIpumep myist Windows:

journal_archive_command = "copy \"$(pathname)\" \"$(archivepathname)\""

TTosb30BaTENBCKOE APXUBAPOBAHNE MIO3BOJIsIET MCIIOIB30BaTh Jiro0yio shell koMaHty (BK/IOYAs CKpHII-
Thl / makerHbie Galiyibl) g JOCTABKM CEIMEHTOB Ha CTOPOHY permmku. OHa MOXKeT UCHOJIb30BATDH
cxkarue, FTP win gro-mbo eme mocrymHoe Ha cepBepe. PeabHasi pean3anys JTOCTABKA 3aBUCUT OT
aavuaECTpaTopa 6a3 mamnubrx, PEJI Basa /laHHBIX MPOCTO CO3/IaeT CerMEHTHI Ha CTOPOHE BemayImeit
6a3bl U OXKUJIAET, IYTO OHU IMOSIBITCS HA CTOPOHE PEILTHKH.

journal archive timeout (moavxo das acurxpormnozo pescuma,)
Bpel\lﬂ OXKHUJaHUA (B CeKyH,ZLaX) 3all0JTHEHUA aKTUBHOI'O CerMeHTa. ECJII/I B TEYECHHH ITOrO BPpEMEHU HE
6bIJ'IO HUKAKIX N3MEHEHUN B 6&36 JaHHBIX, TO TeKyHlI/IfI CEerMeHT IToMevaeTcsd KaK NOJIHBIN 1 OoTHIpaBJIAd-
€TCdAd Ha apXHBallUIO.

DTO MO3BOJIsIET MUHUMU3UPOBATH PA3PHIB PEILINKAINN, €CIU 0a3a JTAHHBIX PEIKO M3MEHSeTCS. JHade-
are () o3HaYaeT OTCYTCTBHE IIPOMEKYTOUYHOI'O apXUBUPOBAHUS, T.€. CETMEHTHI apXUBUPYIOTCS TOJIBKO
nocsie OCTUYKEHHsI UX MAKCUMAJIBHOTO pa3Mepa (ompejessercs journal_segment_size).

Wcnonszyercst Tonbko 11t acuaxpoHHOro pexxkuma. [lo ymomyanuio 3uadenue mapamerpa pasao 60.

[ journal _archive_timeout = 60 ]

e CTp. 273



PyxoBoscTBO ajmunucTpaTopa
12.4 Hactpoiika cUCTeMbI PEILIUKAIIIN

sync_replica (moavko das cunTponHozo pescuma)
3ajianne 3TOro mapaMeTpa BKJIIOYAET CUHXPOHHYIO peruinkaruio. OH yKa3biBaeT Ha 0a3y JaHHBIX pe-
ITJINKU.

Suauenue apaMeTpa MO2KHO YKa3bIBaTb B JIBYX (bopMaTax. B II€PBOM BapUaHTE 3HAYCHUE YKa3bIBaCTCA
O,ZLHOfI CTpOKOfI 1 €CTb OIrpaHHYCHHE Ha HCIIOJIB30BaHUE CHMBOJIA @ B UMEHU TIOJIb30BATEd U ImapoJie:

[ sync_replica = [<momp3oBaTens>:<maponb>@]<azpec cepBepa>:<myTb K BI> ]

Bo Bropom BapnanTe sync_replica onpesensercsa B BUJE ITOJCEKIINN:

4 N\
sync_replica = <azpec cepeepa>:<nyTk K B>
{
username[_env | _file] = {<ums nmompsoBaTens> | <mepeMeHHas OKpyxXeHus> | <myTb
K Qaitny>}
password[_env | _file] = {<mapome> | <mepeMerHas oxpyxeHus> | <myTs XK daiiny>}
}
. J/

IIpu ucrop3oBanun cyddukca _env 3HaUeHNe OYIET B3ATO U3 3aJAHHON ITEPEMEHHON OKPYKEHUSI.

Ecmu PEJI Basza Jlannbix 3amyieHa Kak CEPBUC, TO MIEPEIATH IIEPEMEHHBIE OKPYKEHUsT HYZKHO OIHIM
U3 CJIEIYIONINX CIIOCODOB:

e 3ajaTh IEpPEMEHHYIO OKPYyKeHus B daiije cepBuca:

1. VYkakure mepeMeHHYI0 OKPY2KeHus B cekiuu [Service] daiitna firebird.service
B dopmare: Environment=<mepeMeHHas OKpyXeHUs>=<3HadeHUE>.

2. IlpumennTe wm3MeHeHWST B  HACTpPOMKaxX CiIy»KObI ~KOMaHJOW systemctl
daemon-reload.

3. IlepezamycTture cepBuc KomMaH/0if systemctl restart firebird.
I [Tocusre obuoBenuss CYB/I HACTPOWKN BEpHYTCS K 3HAYEHUSIM 10 YMOJIAHUIO.

e 3ajaTh IEepPeMEHHYIO OKPYKEeHUS B OT/AeIbHOM daiie:
1. Coznmaiite daiin /etc/systemd/system/firebird.service.d/override.conf.

2. YkaxkuTe TIIepEMEHHYIO OKpy:KeHuss B cekmuu [Service] B dopmare:
Environment=<mnepeMeHHas OKpYyXeHUA>=<3HadeHHE>.

3. Ilpumennre wu3MeHeHHMsI B  HACTPOWKAx  CJIy>KObI KOMaHIOH  systemctl
daemon-reload.

4. IlepesamycTure cepBuc KoMaH10i1 systemctl restart firebird.
e 3agaTh nyTh K (ailly ¢ mepeMeHHBIMH OKPYKeHus B (ailie cepBuca:

1. B cekmum [Service] daiina firebird.service ompenesnre myTh K daii-
JIy, 73 KOTOPOrO HEOOXOAMMO HYNTATh I[IePeMEHHbIe OKDYKEHHs, yKa3aB
EnvironmentFile=<myTs K ¢aitmy>.

2. B ykazamnom daiisie 3ajaiiTe mepeMeHHble OKpPYyKeHus B (opMmare <mepeMeHHas
OKpyXeHudA>=<3Ha4dYeHue>.
3. IlpumennTe wu3MeHeHHS B  HACTPOMKAX CyKObI KOMaHIOW systemctl
daemon-reload.
4. Tlepesamycrture cepBuc KOMaH10i1 systemctl restart firebird.
IIpu ucrop3oBanuu cyddurca _file 3HadeHme OYIAET B3ITO U3 IEPBOI CTPOKY OIIPEIEIEHHOTO (aiia.
MozKHO yKa3bIBATH KaK abCOJIIOTHBIH, TaK 1 OTHOCUTEIbHBIH MyTh (OTHOCATEIHLHO KOPHEBOIO KATAJIOra
uncrasuisiuu PEJL Baser Tanubix). Eciau Takoro daiiia #e cymecrsyer, subo dbails mycroi, To B Jor
Oy/IyT 3aIUCAHBI CJIEIYIONINE OITHOKIM:
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"<replica> specifies missing file: <...>/replicaton_pass" -- ¢aiin He HalifeH
"<replica> specifies empty file: <...>/replication_pass" -- daiim mycToi

B apxurerTypax SuperServer u SuperClassic nogkrouenne Kk 6a3e JAHHBIX PEILUIMKHA [TPOUCXOIUT IPHU
[IEPBOM COEIUHEHUN II0JIb30BaTe s ¢ Beayeir B, A oTK/IoueHre IpoMCXOAUT, KOI1a, IHOCAETHANA 10 Ib-
30BaTEIb OTCOCIUHSACTCA OT BEIyIneil 6a3bl JAHHBIX.

B apxurekType Classic KaxKpiif cepBEpPHBIil IIPOIIECC COXPAHSIET CBOE COOCTBEHHOE aKTHUBHOE COEIMHE-
Hue ¢ 6a30i JAHHBIX PEIINKH.

sync_reconnect timeout (moavko das curxpornozo pescuma,)
IMapamerp onpezenser TaiiMayT (B CeKyHIAX) JJIs MEPEIIOIKIIIOUCHNs] CAHXPOHHON PEILIUKAIUN B CJIy-
Jae rmorepu coeauHeHus. Keu mapaMeTp He 3aaH WK YKa3aHHBIN TalilMayT UCTEK, TO B CJIydIae MOTEPHU
coeIMHEHNUs] JTMOO BO3ZHUKHET OMIMOKa, JudO [TaHHAs PEIUInKa OyIeT MCK/II0YeHa U3 PEITHKAIUN.

IIo ymomuanmuro nMeer 3HadeHue 60.

sync_reconnect_timeout = 60
auto_resync (moavko das adanmuerozo pez)fcuma)
I TosbKO J71sT TIPOMBIIIJIEHHON PeIaKIIin.

HapaMeTp auto_resync BKJIIOYaeT HCIIOJIb30BaHUe aﬂaHTI/IBHOIU/I PeIInKaIllnu, II03BOJILAA IIePEeKJ/II0IaTh-
Cd U3 CMHXPOHHOI'O peXXKnMa PEIJINKAIIUN B aCI/IHXpOHHbIﬁ II0CJIEe TIOTEePU COCAMHEHUA. 1 BoccranoBuTh
CI/IHXpOHHbIﬁ PEKUM PEIINKaIlUN IIOCJI€ BOCCTAHOBJICHUA COCIMHECHMA.

Eciu ykazano 3HaueHune true, HO IPU TOM He HACTPOEHa CHHXPOHHAsI U aCMHXPOHHAS PEILJIUKAIUS, TO
[IPY MHUIHAJA3AINY PEIUIUKAIAN OyIeT moIydeHo coobinerne o6 ommbke. Takake onmmbOKa BOSHUKHET,
€CJIM BKJIIOYHUTDH 3Ty OIIWIO B CTAHAAPTHON PEIAKIINU, TOCKOJIbKY aIalTHBHAS PEIINKAIUS JOCTYITHA
TOJIBKO B IIPOMBIIILJIEHHON BEPCUH.

ITo ymouaHuio BEIKJIIOUEHO (3HadeHne false).

auto_resync = false
backoff lag (moavko das adanmuerozo pescuma)
I Tospko mj1st mpombinienHo# penaknuu. [lapamerp paboraer, TOIbKO eciin auto_resync = true.

enouncennstit mapaMerp, OMPEIESIONINI IPU KAKOM OTCTABAHUU PEIJIUNKU HEOOXOIMMO 3aIlyCKATh
MeXaHu3M BO300HOBJIEHNSI CHHXPOHHON permKannu. Kcan pasuuma Mexay permnnkoit u seayieit B
MeHbIIIe YKA3aHHOI'0 KOJIMYECTBA YKy PHAJIOB WJIK PaBHA €My, TO Ha cepBepe OyJeT 3ajep:KKa Ha BpeMsl,
yKa3aHHOe B nmapaMerpe initial_backoff_delay. Ilo ymosrganuio nmmeer 3nadenue 20.

backoff_lag = 20
initial backoff delay (moawxo das adanmuenozo pescuma)
I Tosbko myst mpombinuiennoit penaknun. [Tapamerp paboraer, TOJIBKO ecin auto_resync = true.

BpeMsi B MILIHCEKYHIAX, HA KOTOPOE OYeT 3a/1epKUBATHCS CepBEP (TPOTTIUT) Jjisi CHHXPOHU3AIUY
pertuku ¢ Benyteit B/1. Ilo ymomganuio nmeer 3uagerne 1000.
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initial_backoff_delay = 1000
backoff factor (moavko das adanmuernozo pesicuma)
I Tosbko mjst mpombiiienHo# penaknuu. [Tapamerp paboraer, TOIbKO eciin auto_resync = true.

ITapameTp ompemesisieT BO CKOIBKO pa3 HEOOXOIMMO YBEJIMYUTDb 3aJePXKKY CePBEpa, €CJIM C TEKYIIIM
3nadeHneM initial_backoff_delay cuaxpoHmn3npoBaTh pernkKy ¢ Bemyieit b1 me yaamocs. Ilo ymos-
JaHUIO UMeeT 3HadeHne 1.2.

backoff_factor = 1.2
max_backoff delay (moavxo dan adanmuenozo pescuma)
I Tosbko 151 TpOMBIIIIIEHHON pefakiuu. [lapameTp paboraer, TOJIBKO ecin auto_resync = true.

OrnpesiesisieT MaKCUMAJIbHYIO 3aJIeP’KKY cepBepa B MIJLINCeKyHIaX. [lo yMosdannio mmeer 3HaYEHUE
30000.

max_backoff_delay = 30000

throttle timeout (moavko das adanmuenozo peoscuma,)
I Tonpko A1 mpoMblmenHoit pegaknuu. [lapamerp paboTaer, TOJIBKO ecn auto_resync = true.

TaiimayT (B CeKyHax), [0 UCTEYEHUH KOTOPOIO TPOTTJIMHL CepBepa OYIeT OTKJIIOYEH.

Ecsmn throttle_timeout = 0 (0 yMOJYaHUIO), TPOTTIMHT OYIET BBIIOJHATHCS 0 CHHXPOHHU3AIINN
MeXKJIy perukoil n Bemymeit B/1.

throttle_timeout = 0

ITapamMmeTpbl HACTPOMKN HA pennKe

cascade replication
Ecnau nmapamerp BKJIIOYEH, TO MU3MeHEHMsd, IPUMEHEHHbIe K pPeIlIdKe, OyIyT I0/JiexKaTh JajibHeiieil
perunKarnuu (ecim OHa HACTPOEHA).

[ cascade_replication = false ]

block compression plugin
CTpOKOBBIil TTapaMeTp, ONPEJEIISIONIN [IJIATUH, UCIIOJIb3YeMbIN JJIsi CKATUsI CEIMEHTOB PEeIlTHKAIINN.
15t BRUIIOUeHHs C2KaThs HeoOXouMo yKasaTh block_compression_plugin = zstd JJis BejyIiero u
PEIINKA.

Ecmm mapamerp block_compression_plugin He 3aJaH, TO C:KaTHe CETMEHTOB HE MPUMEHSETCS.

[ block_compression_plugin = zstd ]

journal source directory (moavko 0as aCUHIPOHHO20 pescuma,)
VKa3blBaeT Ha JUPEKTOPUIO, Ie NUCKATH APXUBHBIE YKYPHAJIBI JJIs IPUMEHEHNs K PEIlINKE.
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[ journal_source_directory = /your/db/incominglog ]

journal applied directory
JlaHHBI TTapaMeTp OIpeJIesIsieT IUPEKTOPUIO, Ky/Ia Oy/IyT 3alUChIBATHCS ITPUMEHEHHbBIE YKy PHAJbI. Fc-
JIM KATaJIor He yKa3aH, TO MPUMEHEHHbIe YKYPHAJBI He OYYyT COXPAHATHCS.

journal applied count
OrmpeiesisieT KOJUYIECTBO IPUMEHEHHBIX YKYPHAJIOB, KOTOPOe HeOOXOIWMO XpaHUTb. Fcim jsmvut mo-
CTUTHYT, TO CTapble YKYPHAJIBI OY/yT yIAJISATHCS 110 Mepe IIPUMeHeHnsT HOBBIX. [0 yMoraanuio 3Hadenne
0, TO ecThb KYpHAJBI He OYIYyT yIAIATHCS.

[ journal _applied_count = 0O ]

source guid
GUID Bexymeit 6a3nr B dpopmare {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}, ¢ KOTOpPOil mjaer pe-
mwmkanuda. Ero MoxuO y3HATH U3 BeIBOga GSTAT -h.

[ source_guid = "{6F9619FF-8B86-D011-B42D-00CF4FC964FF}" ]

verbose logging
Eciu mapamerp Brioden, B replication.log Oy/eT 3ammca moipoOHBIN BBIBO, OIIEPAIIHil, BHIITOIHS-
€MBIX CEPBEPOM PeIUInKaIyi. B npoTuBHOM cirydae (10 yMOIIAHUIO) PETUCTPUPYIOTCS TOJIBKO OMUOKY
U IpeaylpexKIeHnsd.

[ verbose_logging = false }

apply idle timeout (moavko das acunxponmozo pesicuma,)
Bpewms oxujanus (B CEKyHJ/IaX) lepeji CKAHUPOBAHMEM HOBBLIX CerMeHTOB perumkaryu. OH UCIoJIb3y-
eTcd Il IPUOCTAHOBKH CepBepa PEIJIMKAIINY, KOTAA BCE CYMIECTBYIOMME CErMEHThI y2Ke IIPUMEHEHBI K
6&36 JaHHBIX PEIJINKH, U B YKa3aHHOM KaTaJIoI'€ HET HOBBIX CEIMEHTOB.

[ apply_idle_timeout = 10 ]

apply error timeout (moavko das acunxpormozo pesicuma,)
Bpemst oxxumanus (B CeKyHIAX) Mepe] IOBTOPHON IIONBITKON IIPUMEHEHUs] CEPMEHTOB B OYEPEJIU TOCIe
ommbku. OH UCIIOIB3YeTCst JJIsi IPUOCTAHOBKHU CepBEpa PEILINKAIMN TI0Ce BOSHUKHOBEHUsI KPUTHIE-
CKOI OIMUOKK BO BPEMsl PEILUIMKAIMK. B 9TOM ciIydae cepBep OTKJIIOYUAETCsT OT Oa3bl MaHHBIX PEIJIUKH,
CIIAT B TeUeHNe YKA3aHHOI'O BPEMEHU OXKHJIAHWS, 3aTeM CHOBA ITOJKJIIOYAETCS U MBITAETCS IOBTOPHO
IIPUMEHUTH IIOCIETHUE CEIMEHTHI C MOMEHTa cOOsI.

[ apply_error_timeout = 60 ]

db_copy command
Iporpamma (um smobas shell KoMaH/a), KOTOPast BHIIOJIHIETCs, KOTIa HEOOXOAMMO [1epeco3aaTh 6a3y
JIAHHBIX PEIUIUKY KOIMPOBaHUeM Berytneil 6a3nl. Takast mporpamMma J0J?KHA BO3BPAIIATH HOJIb, TOJIHKO
€CJIi KOITMPOBAHUE BBITOJIHEHO YCIIEIITHO.

JloCTyIIHBI CJIeIYIONTNE TIPEIONPE IEIEHHBIE TEPEMEHHBIE:

I [Tepemennbie moacTaBisiOTes "Kak ecTh", UX HEOOXOIAUMO SKPAHUPOBATD.

e $(masterdb) - cTpoka coequHEHUs /IS MOAKIIOUeHns K Beaymeir B/1;
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$ (masteruser) - uMs MOJIBL30BATEIS JIJIsl MIOAKIIOUeHNs K Beyteir BJI;

$ (masterpwd) - maposs g noak/IrovYeHus K Begayeit BJ1;

$(replicadb) - nyThb K 0a3e HAHHBIX PEILIUKH;

$(replicauser) - uMs ITOIB30BATEIS JJIsI IOJK/IIOUEHNS K 0a3€e MAHHBIX PEILIUKU;

$(replicapwd) - mapoJb JJIs IIOJIKJIIOUYEHNs K 0a3e JTaHHBIX PEIJINKY;
$(guid) - GUID senymeit BJI.

IIpumep KOMaHIBI, KOTOpas [elaeT KOMMIO 0a3bl C MOMOIIBI0 nbackup, yCTAHABINBAET PEIINKY U
KorupyeT 0a3y o mytu replicadb:

IIpumep myss Windows:

db_copy_command = "del d:\db\repl.fdb &% nbackup -u \"$(masteruser)\" -p
\"$ (masterpwd)\" -b 0 \"$(masterdb)\" d:\db\repl.fdb && nbackup -seq -f
d:\db\repl.fdb && gfix -user \"$(replicauser)\" -pas \"$(replicapwd)\"
-replica read_write d:\db\repl.fdb &% move /Y d:\db\repl.fdb
\"$(replicadb)\""

IIpumep s Linux:

db_copy_command = "export PATH=/opt/RedDatabase/bin:$PATH && rm -f
/db/repl.fdb && nbackup -u '$(masteruser)' -p '$(masterpwd)' -b O

'$ (masterdb)' /db/repl.fdb && nbackup -seq -f /db/repl.fdb && gfix -user
'$(replicauser)' -pas '$(replicapwd)' -replica read_write /db/repl.fdb && mv
-f /db/repl.fdb '$(replicadb)'"

apply tablespaces ddl
Ecim napamerp BBIKIIIOYEH, TO CBsi3aHHbIE ¢ TabyimaabiMu TTpocTpancTBaMu DDLU oneparopsr u mpasmita
BuyTpu CREATE TABLE, ALTER TABLE, CREATE INDEX m ALTER INDEX He OyayT HpHUMEHEHBI K Oaze
JAHHBIX PEIIUKHU.

[ apply_tablespaces_ddl = true ]

12.4.2 VMuannumajamsaliisg aCUXPOHHON penJimKanun

1. OcranoBure CYB/I, ybeaurhes, 9TO HE OCTAJIOCH IIPOIECCOB CEPBEPA B CHUCTEME.

2. AcunxponHasi perumkaius TpeOyeT HACTPOMKHM MexaHH3Ma KypHasuupoBaHus. OCHOBHBIM ITapamMer-
poMm sBJsieTcs journal_directory, KOTOPBIl OIIpe/iesisieT MECTOIIOJIOXKEHNE Ky pHaJIa peryinkannn. Kax
TOJIBKO 3TO MECTOIOJIOYKEHNE YKA3aHO, ACHHXPOHHAs peIIuKaIlus BKIo4daeTcs, u ceppep PEJL Basbr
JlaHHBIX HAYWHAET CO3aBaTh CEIMEHTHI XKypPHAJIA.

B replication.conf na Begymeit B/l npormcars 6510k database = /myTs/x/6z4. B Hem 3as1aTh 00s13a-
TeJIbHDbIE [1apaMeTPhI:

e journal_directory — KaTaJor C KypHaJlaMU PeIINKAaIN;
e journal_archive_directory — KaTajor ¢ apXUBHBIMU »KypHaJIaMHU.

V4ecTb, 9TO MOJb30BATEb, OT UMeHN KOTOporo 3amyckaercss CYB/L, momken mMeTs mpaBa HA 3alUCh B
00a 9TUX KaTaJioTa.

MunnmasbHast HACTPONKA OYIET BBITJISAETD TAK:

database = /data/mydb.fdb
{
journal_directory = /dblogs/mydb/

(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
journal_archive_directory = /shiplogs/mydb/

Y1066 TPUMEHUTH U3MEHEHHBbIE HACTPOKN Ha BeyIieil B/l, Bce mosb3oBaTen JOIXKHBI OBITH MIEPEITOJ-
KJIFOYEHBI.

3. B cawmoit 6aze JaHHBIX PEILTHMKAINSA JTOIKHA OBITH BKJIIOUEHA ¢ mTomotibio DDL koMaHb:

ALTER DATABASE ENABLE PUBLICATION;

A rakiKe HyKHO 33J1aTh TabJIUIbI, KOTOPbIE OYIyT PeIIMIUPOBATHCs (HAGOD PEIIMKAIUN), C IIOMOIIBIO
DDL komamnm:

/* BKJIIIOYEHNE BCeX 'I'a6.TII/IH B DPEeIlIMKanuio, B TOM YHCIIE

n Tex, KOTOpHe OyAyT CO3ZaHs B Ipolecce */
ALTER DATABASE INCLUDE ALL TO PUBLICATION;

/* BKIOYeHWe KOHKDETHHX Tabiwl] B pemauKanun */
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION;

Yr00bl UCKIIOUUTH Ta6.HHHLI U3 IIpoIecca penInKalin, BBIIIOJIHUTE CJICAYIOMne KOMaH/Ibl:

/* HCKIN4YeHNe BCeX Tabiull W3 peIIMKaluM, B TOM YHUCIE X HOBHX */
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

/* WCKIOYeHHEe YKa3aHHHX Tabiul] U3 pelnuKanuum */
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;

Tabyuirel, BKIIOYEHHBIE JIJIsI PETTUKAINH, MOTYT OBIThH JOMOJHATEIHHO OT(MUIBTPOBAHBI C
IIOMOIIBIO JIBYX IIapaMeTpoB B (aiiyie Kondurypanuu: include_filter u exclude_filter. Dto
peryJisipHble BbIpayKeHHsl, KOTOPbIE TPUMEHSIIOTCsI K UMEHAM TaOJINI] U OIPEJIEJISIOT TPABUIIA
BKJIIOYEHHUST TaOJIUIIBI B HAOOD PEITMKAIINN WM UCKJIIOYEHNs UX 13 HabOpa perIHKAIINN.

4. Komnmposarh 6a3y JJaHHBIX HA PEILIAKY:

e 3abJiokupoBarh 0a3y JIAHHBIX:
nbackup [-U <mombzoBaTens> -P <mapoms> [-RO <pomb>]] -L <6aza_pmaHHHX>

e Banycrurs CYB/I na Bexymeit BI.

o CxonmpoBarh 3a0JJOKMPOBAHHYIO 0a3y MaHHBIX HA PEIINKY, HAIIPUMEDP, KOMAHIOM:

scp -c arcfour

e Ilo okonuanuu KOIIMPpOBaHUA BEAYIILYIO 6a3y JaHHBIX MO2KHO pa36.HOKI/IpOBaTLI

nbackup [-U <mombsoBarens> -P <maposs> [-RO <pomb>]] -UN <6a3a_maHHbX>

5. Ha pertnke ycranosurs CYB/] PE/] Baza /lanuabix.

6. Ha perunke B replication.conf mpommcarts 6/i0k database = /myTs/k/64 perummku. B mem 3amathb
00s13aTeIbHBIE TAPAMETPDI:

e journal_source_directory — karaJjor, B koropom CYB]L 6ymer uckarb KypHAaJbl JJis BJIUBAHUS.
CYB/I nomxkua nMeTh Ha HErO MpaBa HA 3AIUCh.
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[Tpumep KOHMUIYpAIUU BBITJISIIAT TAK:

database = /data/mydb.fdb
{

journal_source_directory = /incominglogs/

}

Yro0bI IpUMEHUTH W3MEHEHHBbIE HACTPOMKHU Ha CTOpoHe permku, cepBep Pen Baszbr JlaHHBIX moskeH
OBITH TIepe3alryIeH.

7. Paszbiokuposarh 6a3y JaHHBIX Ha perimke (Komus GJOKUPOBAHHON 6a3bl IAHHBIX SIBJIAETCI TAK Ke 6J10-
kuposanuoii). Ho ue ¢ napamerpom -UN(LOCK), a ¢ napamerpom -F (IXUP):

nbackup -F <replica_database>

B ciygae nmepenHunuasmsanum perinKanuu pa3dbIOKHPOBATE PEILUINKY HEOOXOAMMO C KJIIOUOM -Seq:

nbackup -F <replica_database> -seq

8. s 6a3bI-penimKi aKTUBUPYETCS PEXKUM PEIIUKAINN C IIOMOIIBI0 onnun -replica yruimTel GFIX:
gfix -replica {read_only|read_write} <replica_database>

Ecin pemmmka 1ocTyHa TOJBKO JJTsl 9T€HUsI, TO 6a3y JAHHBIX MOXKET U3MEHSITh TOJIBKO TPOIECC PETLIr-
KaIUU. DTO TJIABHBIM 00pPA30M IMpeHA3HAYEHO JIJIsi 00eCIIedeHnsT BLICOKOI JIOCTYITHOCTHU, TOCKOJIBKY 6a3a
JIAHHBIX PEIUIMKKM T'apaHTHPOBAHHO COBIaaeT ¢ Bemymeil B/l u MoxkeT ncmosb30BaThes jijist OBICTPOTO
BoccTanoBjieHust. OOBIYHBIE TT0JIB30BATEIbCKIAE COEIMHEHNS MOTYT BBIIOJIHSATE JIIOOBIE OIEPAIlud, Pa3pe-
IIIEHHBIE JJIs TPAH3AKIIUI TOJIBKO [IJIsT YTE€HUS: BBIOOPKY 13 TabJINIL, BBIMOJIHATE MPOIELYPhI TOJIHKO JIJIs
9TEeHUsI, 3AIUCHLIBATH B INTOOAIbHBIE BpEMEHHBIE TaOIUIIBI U T.JI. TaK:Ke JOIMyCKaeTCs 00CayKuBaHne 0a3bl
JIAHHBIX, TaKoe KaK cOOpKa Mycopa, mepeBoj] 6a3bl B pexkuM shutdown, MOHUTODUHT.

Perutuku fy1s1 gyTenust n 3anucu MO3BOJISIOT OTHOBPEMEHHO B IIPOIIECCE PEIINKAIINN [TOIKIIIOIATHC 00BIY-
HBIM II0JIb30BaTeIsIM. B 9TOM pekuMe HET rapaHTuu, YTO 0a3a JaHHBIX PEIIUKU Oy/IeT CUHXPOHU3UPO-
BaHa ¢ Bexymieil. IloaToMy mcroIb30BaHNE PEIVIMKY I YTEHUS M 3AIMCU JJIsl YCJIOBHUI BBICOKOH J10-
CTYIIHOCTU HE PEKOMEHJyeTCs, €CJIA TOJbKO IOJIb30BATCIbCKUE ITOAKJIIOYCHUs Ha CTOPOHE PEIIMKHA He
OrPAaHNYEHbl U3MEHEHHEM TOJIBKO TAOJIHIL, KOTOPbIE NCKJ/IIOYEHDI U3 PEIITHKAINN.

9. OGecneunTh JOCTABKY apXUBHBIX *KYPHAJIOB C BEIyIIedl Ha peruKy (HapuMep, 9epe3 CeTeBOH KaTasior

NFS).
10. 3amycrurs CYB/I na perinke.

IlepeBecTu pemyMKy B pEXKHUM IITATHOH PaOOTHI MOKHO KOMAaHJIOI:
gfix -replica none <replica_database>
YT006b! N3MEHEHNs] HACTPOEK PEIINKAINY, C/leJIaHHble Ha Beaymeit b1, BcTynmau B cuity, Bce OIb30-

BATEJN JOJKHBL OBITh MIOBTOPHO MOJKJIIOYEHbI. UTOOBI M3MEeHEeHnsT HACTPOEK PEIINKAIINYA Ha PeIInKe ObLIn
IIPUMEHEHDbI, cepBep HY?KHO I1epe3allyCTUTh.

12.4.2.1 IIpumep HaCTpPONKMN AaCMHXPOHHOI penInKaIun

Lt Bemymeir B/1:
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database = d:\temp\repl\primary.fdb

{
journal_directory = d:\temp\repl\primary_log
journal _file_prefix = repl_test
journal_segment_size = 1048576 # 1MB
journal_segment_count = 4
journal_archive_directory = d:\temp\repl \primary_arch
journal_archive_command = "copy $(pathname) $(archivepathname)"
journal _archive_timeout = 0O
}

Jts perytuky:

database = d:\temp\repl\replica.fdb
{

journal_source_directory = d:\temp\repl\replica_log
source_guid = "{6F9619FF-8B86-D011-B42D-00CFAFC964FF}"

12.4.3 NMHnnmaamsaiyss CMHXPOHHON PenInKallun

1. Ocranosuts CYB/I ua Bemymmeit B/, ybenurncest, 9T0 HE OCTATIOCH IIPOIECCOB CEPBEPA B CHCTEME.

2. Breplication.conf npomnucars 6ji0K database = /myTs/k/674. B Hem 3amaTh 00s3aTe/IbHBII TADAMETD
[IOJIKJTIOUEHNUsI K PEIINKE B BUJIE:

sync_replica = [<login>:<password>@]<database connection string>

Hx MoxKeT OBITH HECKOJIBKO.

3. B cawmoii 6a3e JaHHBIX peILIMKAIINAS JOJIXKHA ObITH BKJIIOYEHA ¢ momolnbio DDL koMasIb:
ALTER DATABASE ENABLE PUBLICATION;

A Taxzke Hy>KHO 3aJ1aTh TAGIMIBI, KOTOPBIE OYIyT PEILUIUIUPOBAThHCs (HAGOP PEIUINKAINN ), ¢ TOMOIIBIO
DDL komanm:

/* BRIYeHWe BCeX Tabiull B peIJMKAIWD, B TOM YUCIe
n Tex, KOTOphe OyAyT CO3ZaHs B mpouecce */

ALTER DATABASE INCLUDE ALL TO PUBLICATION;

/* BRINYEHWEe KOHKPETHHX Tabiul B peluKanuo */
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION;

Y1066 UCKIIOYUTH TAOJUIBI U3 MPOIECCA PEIIIUKAIINN, BBITIOJHUTE CJIETYIONINe KOMAH/IbI:

/* HCKINYeHVWe BCeX TAbJWIl W3 pelWKauuy, B TOM YUCIE X HOBHX */
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

/* WCRIOYeHWEe yKa3aHHHX Tabiuwi U3 pemnukanuu */
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;
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Tabauibl, BKIIOYEHHBIE JJIs PEILUINKAIIMA, MOTYT OBITH JIOMOJHUTEIBHO OT(UILTPOBAHBL C
IIOMOIIBIO JIBYX HapamMeTpoB B daitie KoHdurypanun: include_filter u exclude_filter. Dto
peryJisipHble BbIPaKeHHs, KOTOPbIE IPUMEHSIOTCS K UMEHAM TaOJIHI] U OIIPEIEISIOT IPABUIA
BKJIIOYEHHUS TaOJUIIBI B HAOOD PEIUIMKAIINY WJIA UCKJIIOYEHHS UX U3 HA0Opa PEIINKAIIAN.

4. CymiecTByer JiBa criocoba WHUIUATU3ANUE PEIIMKA: 13 (DU3UIECKOI KOIUU U U3 JIOTHIECKOI KOIUH.

o J[jisi MHUIUAIM3AIINY PEILINKA U3 (DU3UIECKOIN KON HEOOXOINMO CKOITMPOBATH 0a3y JaHHBIX HA pe-
IJINKY, HAIIPUMED, KOMaHI01:

scp -c arcfour

o J[jisi MHUIMAJIN3ANNNA PEIJINKN U3 JIOTUYECKON KO HEOOXOIMMO CO3JaTh PE3€PBHYI0 KOIMHUK 0a3bl
TAHHBIX:

gbak -B <6asa_nmaHHHX-HCTOYHHK> <pailln pesepBHOH KOIMM>

ITpu Ha/M9IMU TPUITEPOB, CHOCOOHBIX PACCHHXPOHM3UPOBATh Beaymlyio BJl u permky (Hampumep,
TPUrTephbl Ha OTKJIIOYEHUE WU MOAKJIIOYEHUE), Hy?KHO MCIIOJIb30BATDH OIIUI0 -nod IIPU CO3JAHUM Pe-
3EPBHOI KOIIUU.

Jlajiee HY2KHO BOCCTAHOBHUTDH 0a3y JIAHHLIX U3 PE3€PBHOI KOIMH HA CTOPOHE PEITHKH:
gbak -C <daiin pesepBHoO#l komuu> <6asza_IaHHHX>

5. Ha peruuke ycranosure CYB/l PEJl Baza Jlansbx.

6. Ha pensnmke B replication.conf nponucars 6si0k database = /myTb/k/64 pemnuku . B Hem 3a1aTh
peroMeHn tyeMblii mapamerp source_guid — GUID semymeit B/I.

7. st 6a3bI-peIINKY aKTUBUPYETCS PEYKUM PEIIMKAINN C IOMOIIBIO onnun -replica yruaunrsr GFIX:
gfix -replica {read_only|read_write} <replica_database>

Ecin pensimka mocTymHa TOMBKO Uil UTEHHUs, TO 0a3y MAHHBIX MOXKET U3MEHSTb TOJBKO IPOIECC pe-
IUIHKAIAA. DTO TJIABHBIM 00Pa30M IIPEHA3HAYEHO JIJIsi OOECIIeYeHNsT BHICOKOM JIOCTYITHOCTH, TIOCKOJIBKY
0a3a JAHHBIX PEIUIMKHM rapaHTUPOBAHHO COBIIAJAET C BEJyIIell U MOXKET MCIOJIb30BaThCS /I OBICTPOro
BoccTanoBjieHus. OOBIYHBIE TI0JIB30BATE/IbLCKIE COEIMHEHNS MOTYT BBIIIOJIHATD JIOOBIE OIIEpaIlud, Pa3pe-
IIEHHbBIE JJIs TPAH3aKIUN TOJIBKO [IJIsl YTE€HUST: BBIOOPKY M3 TabJINIL, BBIOJIHATE IPOIELYPhl TOJIBKO JIJIs
YTEHMUs, 3AIMCHIBATH B IVI0DAIbHBIE BpEMEHHbIE TaOIHUITGI 1 T.7. TakKe J0IMyCcKaeTcst 00C/IyKuBaHnue 6a3bl
JIAHHBIX, TAKOEe KaK cOOpKa Mycopa, mmepeBos 6a3pl B pekuM shutdown, MOHUTODPHHT.

Perutuku 1iy1s1 YTeHMs 1 3aMUCH TTO3BOJISIIOT OTHOBPEMEHHO B IIPOIECCE PEIIUKAIINN TOIKII0IATHCST O0BIU-
HBIM [I0JIb30BaTEsIM. B 9TOM pekuMe HET rapaHTuu, 4TO 0a3a JaHHBIX PEIUINKU Oy/IeT CUHXPOHU3UPO-
Bana c Beaymieii B/l. IlosTomy mcrnosib3oBaHme PENIUKHU Il YTE€HUs] W 3AIACU JJIs yCJIOBUN BBICOKOM
JIOCTYITHOCTU HE PEKOMEHJIYETCs, €CJIN TOJIBKO IOJIb30BATEBCKIE TTOJIKJIIOUYEHNs] HA CTOPOHE PEIINKU He
OT'PAHUYECHBI M3MEHEHNEM TOJILKO TaOJIHI], KOTOPbIE UCKJIIOUYEHBI U3 PEILIUKAIINN.

8. Bamycrurb CYB/I Ha Bejyleii cTropoHe.

I IIpu HEOOXOAMMOCTH MOXKHO HACTPOUTH 0O0JI€e OIHON CUHXPOHHON PEITMKAIIN.

IlepeBecTu pemiKy B pEXKHUM IITATHOH PAOOTHI MOKHO KOMAaH/IOM:
gfix -replica none <replica_database>

Yro0bI n3MEHEHUST HACTPOEK PEIIMKAINH, CAeaHHble Ha Bemyeit B, Bcrynmim B cuity, Bce mMOIB30-
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BaTeJIN JOJIZKHBI OBITh IIOBTOPHO IMOJIKJIFOUYEHbI. ITOOBI M3MEeHEeH!sT HACTPOEK PEIINKAIINY Ha PerInKe ObLIn
IIPUMEHEHBI, CEPBEP HYKHO I1€PE3aILyCTUTh.

12.4.3.1 IIpumep HACTPONKN CUHXPOHHOU pPeIrinKaium

st Bemymieii:

database = d:\temp\repl\primary.fdb
{
sync_replica = sysdba:masterkey@otherhost:d:\temp\repl\replica.fdb

}

12.4.4 Muannumaamsaiys aJalTUBHONM perimKanun

1. Ocranosuts CYB/I Ha Bemytneit cropone, yOeauThCs ITO HE OCTAJIOCH IPOIECCOB CepBepa B CHCTEME.
2. OmnpesiesuTh MECTOIOJIOYKEHNE YKy PHAJIA PEITHKAIIHN.

B replication.conf ua Bemxymeit B/l npomucars 6j10k database = /myTs/x/64. B Hem 3amars 00s3a-
TeJIbHBIE [TAPAMETPhI:

e journal_directory — KaTaJor C XKypHaJlaMU DEIJIMKAaIl;
e journal_archive_directory — karajor ¢ apXUBHBIMU KypPHaJIaMU;
e sync_replica - pemIuKa /I CHHXPOHHOU PENJIMKAINN, UX MOXKET ObITh HECKOJIBKO.

VdecTb, 9TO MOJb30BATEb, OT UMeHN KOTOporo 3amyckaercss CYB/L, momken mMeTs mpaBa Ha 3aIUCh B
KaraJsoru journal_archive_directory m journal_directory.

MunnmaabHas HACTPONKA OYIET BBITJISAETD TAK:

database = /data/mydb.fdb

{

journal_directory = /dblogs/mydb/

journal_archive_directory = /shiplogs/mydb/

sync_replica = [<login>:<password>@]<database connection string>
}

Y0651 IIPUMEHUTH U3MEHEHHbIE HaCTpOIU/IKI/I Ha Be,aymeﬁ Bﬂ, BCe I10JIb30BaTEJIN JOJIZ2KHDbI OBLITh IIeperoa-
KJIIOYEHDBI.

3. B cawmoii 6aze JaHHBIX peILIMKAIINAS JOJIXKHA ObITH BKJIIOYEHA ¢ momoiibio DDL koMasab:

ALTER DATABASE ENABLE PUBLICATION;

A Taxzke Hy?>KHO 3a/1aTh TAOJIHIBI, KOTOPBIE OYIyT PEILNTUIMPOBAThHCs (HAGOP PEIUINKAINN ), ¢ TTOMOIIBIO
DDL komanm:

/* BRINYeHWe BCeX TAbIUI B pPEIJMKAIWD, B TOM YUCIe
u Tex, KOTOphe OyAyT CO3ZaHH B mpouecce */

ALTER DATABASE INCLUDE ALL TO PUBLICATION;

/* BRINYEHWEe KOHKPETHHX Tabiul B peIuuKanuo */
ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION;

Y1066 UCKIIOYNTH TAOJUIIBI U3 TPOIECCA PEIITUKAIINN, BBITIOJHUTE CJIETYIONNe KOMAH/IbI:
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/* WCKRIOYeHWEe BCeX Tabiull W3 pEeNIWKalud, B TOM UUCJIE ¥ HOBHX */
ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

/* HCKINYeHWe YKa3aHHHX TabIWI U3 PENIHKALuU */
ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;

Tabauibl, BKIIOYEHHBIE JJIsi PEILIMKAIIMHE, MOTYT OBITH JIOMOJHUTEIBHO OT(UILTPOBAHBI C
IIOMOIIBIO JIBYX IapamMeTpoB B daitie KoHdurypanun: include_filter u exclude_filter. Dto
peryJisipHble BbIPayKeHHs, KOTOPbIE IPUMEHSIOTCST K UMEHAM TaOJINI U OIPEIEISIOT TPABUIIA
BKJIIOYEHHUS TaOJUIBI B HAOOD PEILUIMKAIIMY WA UCKIIOYEHUS UX M3 HADOPA PEIIUKAIIAN.

4. CymecrByer JiBa Crocoba MHUITHAJU3ANNNA PEIIUKN: 13 (PU3NIECKON KOIUU U U3 JIOTHIECKON KOIIUU.

o J[Jisi MHUITMAIM3AIINY PEILINKA U3 (DU3UIECKOIH KO HEOOXOINMO CKOITMPOBATH 0a3y JaHHBIX Ha pe-
MJINKY, HAIIPUMED, KOMaHI0M:

scp -c arcfour

o i MHUIMAJIN3ANNNA PEIJINKN U3 JIOTMYECKOH KOINU HEOOXOIMMO CO3JaTh PE3EPBHYIO KOIUIO 0a3bl
JIAHHBIX:

gbak -B <6a3a_IaHHHX-HCTOYHUK> <pafin pesepBHOH Kommm>

ITpu HaMYUKM TPUITEPOB, CHOCOOHBIX PACCHHXPOHM3MpOBaTh Beyieii BJl u pemmuky (Hanpumep,
TPUITEPhl Ha OTKJIIOYEHUE WJIU MOAKJIIOYEHUE), Hy?KHO MCIIOJIb30BAThH OIIUI0 -nod IIPU CO3IAHUH De-
3ePBHOI KOIIUU.

Jlajiee Hy2KHO BOCCTAHOBUTH 0a3y JAHHDLIX U3 PE3EPBHOI KOIUHU HA CTOPOHE PEILIUKU:

gbak -C <daiin pesepBHO# komuu> <6a3a_IaHHHX>

5. Ha peruiuke ycranosure CYB/l PEJ] Baza Jlansbix.

6. Ha pensmke B replication.conf npomnucars 60k database = /nyTs/x/6n pennuku . B Hem 3amaTh
00s13aTeJIbHDBIE [TAPAMETPHI:

e source_guid — GUID Bexaymeii 6a3b! JAHHBIX;

e journal_source_directory — karaJjor, B koropom CYB]l Oymer uckarb KypHAJbI JJIs BIUBAHUS.
CYB/I nomxkua uMeTh Ha HEro MpaBa HA 3AIUCh.

[Tpumep xouduryparmn:

database = /data/mydb.fdb
{

journal_source_directory = /incominglogs/
source_guid = "{6F9619FF-8B86-D011-B42D-00CF4FC964FF}"

7. Iuist 6a3bI-peIINKY aKTUBUPYETCS PEYKUM PEITHKAIINN C TIOMOIIBIO onnun -replica yruantsl GFIX:

gfix -replica {read_only|read_write} <replica_database>

Eciu pertunka gocTymHa TOJIBKO JIJIsT ITEHUs, TO 6a3y JAHHBIX MOYXKET U3MEHSIThH TOJIBKO MPOIECC PEILIH-
KaIui. JTO TJIABHBIM 00pPa30M IIpeJHA3HAMEHO JIJIs 00eCIeIeHUsT BBICOKOM JIOCTYITHOCTHU, TOCKOJIBKY Oa3a
JIAHHBIX PEIUIMKYM TapaHTHPOBAHHO coBIagaeT ¢ Bemymeit B/l u moxer ncmomb30BaThes st OBICTPOTO
BoccranoBjeHusi. OOBIYHBIE MTOJIH30BATEIBCKUE COEJMHEHNS MOTYT BBIOJIHSITDH JIIOObIE OMEPaIii, pa3pe-
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IIEeHHbBIE JJIs] TPaH3aKIUN TOJIBKO [IJIsl YTEHUST: BBIOOPKY M3 TabJINIL, BBIMOJIHATE IIPOIELYPhl TOJIBKO JIJIst
YTEHWs, 3AlMCHIBATH B [VI0DOAIbHBIE BpEMEHHBIE TaOIHUIGI 1 T.7. TakKe JH0IMyCKaeTcst 00C/IyKuBaHue 6a3bl
JIAaHHBIX, TAKOEe Kak cOOpKa Mycopa, mepeBos 6a3bl B pekuM shutdown, MOHUTOPWHT.

Perutuku Jij1st YTeHUs U 3aMIUCU TIO3BOJISIFOT OJIHOBPEMEHHO B IIPOIECCE PEILIUKAIINN ITOIKII0YATHCsST O0BIU-
HBIM I0JI30BaTEsIM. B 9TOM pekuMe HeT rapaHTuu, 4TO 0a3a JaHHBIX PEIIUKU Oy/IeT CHHXPOHU3UPO-
Bana c¢ Beaymeil B/l. Ilostomy mcrmosib3oBanme PENIMKHU [Jisi YTE€HUsI W 3AMMCH JJIs YCJIOBUN BBICOKOM
JIOCTYIIHOCTH He PEKOMEHJIyeTCsl, €CJIN TOJIBKO I10JIb30BaTe/IbCKNAE IOJKI/IIOUYeHId Ha CTOPOHE PEIlJINKU He
OT'PAHMIEHBI M3MEHEHNEM TOJILKO TaOJINI], KOTOPbIE UCKJIIOUYEHBI U3 PEILINKAIINN.

8. ObecneuynTs JOCTaBKy apXUBHBIX *KYDHAJIOB ¢ Beayinell B/l na pemuky (Hampumep, 4epe3 ceTeBoil Ka-

tajor NFS).
9. Bamycrurs CYB/I Ha cropone BeyIeit 6a3bl JTaHHBIX.

IlepeBectu peruinKy B pexKuM IITATHOW PAbOTHI MOXKHO KOMAHIOM:

gfix -replica none <replica_database>
YT06bI N3MEHEHNsI HACTPOEK PEIINKAINY, CJIeJaHHble Ha Beayieit b1, BcTynman B cuity, Bce HOIB30-

BaTeJN JOJIZKHBI ObITh IIOBTOPHO IMOJIKJIFOUYEHbI. 1TOOBI M3MEHEeHUsT HACTPOEK PEIINKAIINY Ha PEIIinKe ObLIn
IIPUMEHEHBI, cepBepP HYKHO I1ePEe3aIlyCTUTh.

12.4.5 Ilepeunuiimajan3anus penIAKaIAN

1. Ocranosure CYB/I Ha BejylleM U peIlIuKe:
systemctl stop reddatabase
Ybenurech, 9TO OHA OCTAHOBJICHA:
systemctl status reddatabase
2. Ybenurech, 4TO K Bejylneil 6a3e JAHHBIX HET HO/KJIIOUYEHUI:

ps -ef|grep rdbserver
sudo lsof /path/to/db.fdb

3. Oupenenure napamerp db_copy_command B replication.conf.

CkormmpyiiTe 6a3y JTaHHBIX HA PEIUINKY yTUIuToN rdbreplmgr:
rdbreplmgr -c /path/to/replica-db.fdb

ZKypnasbl 1 KOHTPOJIBHBIN (hailsl He ymassiiTe.

BxounTe pexxum peruinKanuy Ha 3epKaJie:

/opt/RedDatabase/bin/gfix -user sysdba -pass masterkey -replica read_only /
path/to/replica-db.fdb

7. Bamycture CYB/I Ha BemymieMm u peminke:

systemctl start reddatabase
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12.5 IlepeksiodyeHune Ha PENJUKY

IIpu ynanenun Bemyieit 6a3bl gaHHbIX cpeacTBamu CYB /I ynassarcs cerMeHThI, HAaXOSIIUeCcs B KaTaJIore,
KOTOpPBIA yKaszaH B journal_directory.

1. Hoxkmurech, KOT/1a BCE CETMEHTHI Oy Iy T IPUMEHEHBI K PEIINKE. Y 3HATD PACIIOJIOXKEHNE KATAJIOIOB,
B KOTOPBIX XPAHSITCS 3TU CETMEHTHI, MOXKHO B (hailyie HacTpoek pertukaruu Ha Begymieit BJI /opt/
RedDatabase/replication.conf.

C momotpio yTuauThl rdbreplmgr IPUHYINTEILHO IPUMEHUTE CErMEHTHI, KOTOPbIe He BJIMJINCH B
PEIIAKY:

/opt/RedDatabase/bin/rdbreplmgr -a /path/to/replica-db.fdb
2. Ocranosure CYB/I na peruuke:
systemctl stop firebird
Vbeurech, 9TO OHA OCTAHOBJIEHA!
systemctl status firebird
3. ¥Ybenurech, 9TO K Beymieil 6a3e JaHHBIX HET MOJKJIIOUEHUIA:

ps -eflgrep rdbserver
sudo 1lsof /path/to/db.fdb

Ecim ectn IIOJKJIIOYEeHUA, TO H€O6XO,HI/IMO JO2KJaThCAd UX 3aBePIIeHUd NI IPUHYANTEIbHO OTKJIIO-
YUTb HUX:

sudo /opt/RedDatabase/bin/isql -u <momb30BaTens> -p <maAPOIL>
/path/to/db.fdb

delete from mon$attachments where mon$attachment_id<>current_connection;
commit;

select count(*) from mon$attachments;

exit;

BrimmomHuTe npuHYINTEILHOE 3aBEPIIIEHUE BCEX ITPOIIECCOB:
sudo killall rdbserver

4. Ha pemmmke 3akOMMEHTHDYIiTe HACTPOUKN pernsukanuu B (aite replication. conf.
5. B zaBucmmocTu OT TOrO, Kak IIAHUPYETCS WUCIIOIH30BaTh 0a3y MaHHBIX, BBITOJHUTE CJIEIYIOIIEe:

1. Ecan nanupyeTrcsi KONMUPOBATh PEILINKY Ha JPYToil cepBep, KOTOPBIN OyIeT MCII0JIb30-
BaTbCs B KadecTse Beyieil B/, To juis mpeoTBpalenns BO3SMOYXKHBIX ITOJIKJIOUEHIH K
6a3e BO BpeMsl KOITMPOBAHUS HEOOXOINMO TIEPEBECTH ee B pexknM shutdown:

sudo /opt/RedDatabase/bin/gfix -sh full -force 1 /path/to/db.fdb

[Tocsre xormpoBanust pa3biokupyiiTe 6a3y Ha 000MX cepBepax:

sudo /opt/RedDatabase/bin/gfix -online /path/to/db.fdb
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CHuMUITE PEXXUM PEILIMKAIINY BeLyleil 0a3bl JaHHBIX:

sudo /opt/RedDatabase/bin/gfix -replica none -user <mIonb30BaTEIbL> -
password <mapois> <IyThb LO CKOIMPOBAaHHON 6a3b>

Hacrpoiite perumnkanuio Ha Beaymei BJI (moxpobree cm. paszmen IIpumep nacmpotixu
ACUHTPOHHOT PENAUKAUUL).

Eciin mianupyeTcst UCo/ib30BaTh 3epKaJio Kak Beaylnyi B/, To mepeBeaure perivuky B
COCTOAHUE BEAYyIIEH:

sudo /opt/RedDatabase/bin/gfix -replica none -user <mIonb30BaTeIb> -
password <maponb> <IOyTh OO PEeIIHKN>

Hactpoiite napamerps Beaymieit B/l B daiisie replication.conf. V3mennre 3navuenmne
mapamerpa ServerMode B (aitne firebird. conf.

12.6 YTUIUTBI

12.6.1 Yruiamnra HacTpOiiKu KypHaJja pemsmmkarnuu (rdblogmgr)

Jannast yTuianTa IpeIHa3HaATIeHa IS BBIBOIA METATU3AINN TEKYIIEro COCTOSHUS YKy PHAJIA ACHHXPOH-
HOIl periukanuu (obIee COCTOsHME YKyPHAJIA, HACTPOWKY ACUHXPOHHON PEIIMKAIUMY, CIIUCOK UCIOJIb30BaH-
HBIX cerMeHToB). [onosHuTensHo, yruianra rdblogmgr MO3BOJIET BBIIOJHUTL DYYHOE apXUBHPOBAHUE 3a-
JAHHOT'O CEIMEHTA »KYPHAJIA UJIA BCEX CEIMEHTOB, & TaK2Ke IPUHY/IUTEILHO IIOMEYAET UCIIOJIb3YEMbIil CEIMEHT
KaK IIOJIHBII JIJIT BO3MOXKHOCTH €TI0 apXUBUPOBAHMUSI.

ILJIS{ 3allyCKa YTUJINUTDI HeO6XO)II/IIVIO BBIIIOJIHATH CJIEYIONTYIO KOMaH/1y:

rdblogmgr -D[atabase] <ums_6ase_gauubx> -Ulser] <ums_nons3oBarens> -P[assword]

<mapois>

Tabsmmmna 12.1 — Ourun rdblogmgr

Onrust Omnucanne

-D[atabase] <umsa_6a3b_pauaex> | Mg 6a3bl JaHHBIX

-Ulser] <ums_nombp3oBaTens> Nwmsa nmonp3oBaTes

-P[assword] <mapoms> ITaponp mome3oBaTess

-G[luid] <guid> guid 6a3bl TaHHBIX

-Clonfig] Iloka3biBaeT HACTPOHKN aCHHXPOHHOW PEITUKAIIIN

(6s0k Log configuration)

-S[egments] IlokaspIBaeT CIMCOK HCIOJIB3YyEMBIX CEIMEHTOB U3 Ka-

tajiora journal_directory™~ (6mok " ~Available log
segments). [Toka3blBaeT B KAKOM COCTOSTHUM HAXOJUTCS
TOT WJIM WHOW CErMEHT, ero pa3Mep.

-A[rchive] <moMep_cermeHTa> ApxuBHUpyeT OTJIEAbHBIA CEIMEHT YKYPHAJIA
-A[rchive] all ApxuBupyer Bce CErMEHTBI XKypHaJIa
-F[orce] [TpunaymuTenbHO TOMEYaeT CerMEeHT KaK IMOJIHBIN, gaxke

€CJIN OH HCIIOJIL3YETCH.

(pa3pbiB Tabauubl)
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(pa3pbiB Tabnuupl)

Omnus Omnucanue
-Z IlokaszpiBaeT BepcHu YyTUIUTHI U CEPBEPA
-7 BruiBoja qocTynHBIX OmImit

IIpu KaxKI0M 3allycKe YyTUINTHI BBIBOJUTCS Oblee cocTosiHue KypHaJa (6sok Log status).

Pyqnoe npunynnrensHoe apXuBHPOBAHTE JIOTOB MOXKHO HCIIOIB30BATH, €CJIN HE yCIleBaeT (DOHOBOE ap-
xuBupoBanue (6bul cOOli CBA3KM U CEMMEHTBI JIOJI'O HE APXUBUPOBAJINCDH) MJIM €CJH Belylnas 6a3a BbIILIA U3
CTPOsI U HY2KHO OOHOBUTBH IIOCJIETHUII CEIMEHT HA PEIIUKE.

I Ecau cermenT akTUBHDIN, TO OH OYy/IeT 3aapXUBUPOBAH TOJHKO IpH yKasauuu omiun -F [orce].

IIpuBemem mpumep:

rdblogmgr -D /tmp/firebird/RDB-tpcc.fdb -U sysdba -P masterkey -C -S
Log status:

Current sequence: 2

Last modified: 2015-08-06 12:37:07

Active segment: RDB-tpcc.fdb.log-001, size: 49051

Total log size: 3483922 bytes in 2 segments

Free segments: 0, full segments: 1, archived segments: O

Log configuration:

Log directory = /tmp/firebird/RDB-tpcc-log/
Log file prefix = RDB-tpcc.fdb

Max segment count = 0O

Max segment size = 16777216

Archive directory =

Archive command =

Il
o

Archive timeout

Available log segments:

File name: RDB-tpcc.fdb.log-000
Sequence: 1

State: full

Size in use: 3434871 bytes

File name: RDB-tpcc.fdb.log-001
Sequence: 2

State: used

Size in use: 49051 bytes

12.6.2 YrTuaura ajisg npuMeHeHns (pailjioB aCUXPOHHOIA
pensinkanuu K 6a3e (rdbreplmgr)

Yruwimra rdbreplmgr, OpHEHTHPOBAHHAs HA PEINIMKY, HAKATLIBAET KYPHAJIbI HA PEIUIUKY B PyTIHOM
peknMe, BBIBOAUT WH(MOPMAIUIO O COCTOSHUN aCHHXPOHHON DEIIMKAIIN, & TAKXKE CO31AeT KON BeIYIIeit
B, ecsin onpenesien mapamerp Kouduryparun db_copy_command.

i 3amycka yTUIUTBI HeOOXOAMMO BBITIOJIHATD CJIEIYIONLYI0 KOMAHILY:
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[ rdbreplmgr <koMauzms> [<ommum>] <replica_name> ]

Tabsmna 12.2 — Komanaer un onrun rdbreplmgr

Komanabr 1 onmuu Ormucanue
-C[reate] Coznaer kommto Bemyteit b1
-Alpply] [ToakmogaeTcst K peryinke u TPpUMEHSIeT Ky PHAJIBI U3 KaTa-

Jora, yKa3aHHOIr'o B replication.conf

-L[og] BriBomuT meranpHyo nHOOPMAIUIO O XKYPHAJIE

-D[ecompress] PacnakoBriBaeT cxxaThle cerMeHTHI PEIVINKAINHA U BBIBOJIUT
nH(MOPMAIUIO O HUX B JIOT, ecjii B replication.conf Ha-
crpoeH mapamerp block_compression_plugin. Heobxomau-
MO HCIIOJIb30BATh COBMecTHO ¢ ommumeii -L [og].

-S[tatus] BriBouT nHGOPMAIIIO O COCTOSTHUN PEILIKAIIII
-Ulser] <username> Nmst mosmp30BaTests

-P[assword] <password> ITaposs momb30BaTEIA

-M[aster] <master> IIyts x Bemyteit B/1

-G [uid] Pyumoe ykazamue guid Bemxymeit B/I.

-V[erbose] IlonpobHbIil BEIBOJ O IPOBEPKE

-Z [TokaspIBaeT BepcuM yTUIUTHI U CEPBEPA

? ITomorb

Komanga -Create BBINOIHSIET IPOTPaMMY, OIpeJIeIeHHYI0 B TapameTpe db_copy_command, Juts epe-
coztanust perynku. [Ipumep Takoit KOMaHIbI CM. 6bLULE.

Komanma -Log <myTb_no_xypHana> BBIBOJIUT HHMOPMAIUIO 00 OIepaIuaxX, KOTOPbIEe XPAHATCA BHYTPH
JKypHaJla perumkanuy. [Ipumep BeImosHeHNsT KOMaHIbI -Log:

Report for log file <myTh_gmo_xypHana>:
Version: 1

State: arch

GUID: 478F611E-DOCC-418F-5D90-F461CAFAG57A
Sequence: 5

Protocol: 2

Length: 2494

Log file segments:

Segment started at 2021-12-21 15:30:28 (1063 bytes):
StartTransaction: att_id=4585, tra_id=32432
StartSavepoint: tra_id=32432

s BeIBOMIA HHMOPMAINT O KypHAJIAX mC ¢ moMoIbio rdbreplmgr -L HeobxouMo B /etc/mc/mc. ext
IIPOIIUCATH CJIELyIOIIee:

regex/.log-[0-9]13%

View=Yviewascii /opt/RedDatabase/bin/rdbreplmgr -L %p
regex/.arch-[0-9]9%

View=Y,viewascii /opt/RedDatabase/bin/rdbreplmgr -L %p
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Komanga -Status BbiBOAMT MHGOPMAINIO O COCTOsiHUU perukaruu. GUID ompejessiercs: mapamer-
pom source_guid B replication.conf. Eciu source_guid me ykasaH, TO 3HadYeHHEe OyIeT B3dTO U3 OIl-
mun -Guid yrwiautsl rdbreplmgr. Ecam ommusa -Guid ma 3amama, To GUID 3ampammuBaeTcs U3 BeLyIIeit
B, zamannoro ommumeit -Master yruminrsl rdbreplmgr. Eciau omnmus -Master ne mcmosb3yercs, TO 3Ha-
qeHne 0epércs U3 MMEeHM KOHTPOJIBHOTO (ailyia, HAXOISAIIEerocs B KaTaJore, KOTOPBIH OIpEeIeIeH apaMer-
poMm journal_source_directory B replication.conf. Ecin Haii/leHO HECKOIBKO KOHTDOJIBHBIX (DailjIoB,
TO BBI30B YTHJIMTHI 3aBEPIIUTCS OIMMOKOI, COODIIAIoNeil 0 HeoOXOIMMOCTH O HEOOXOIUMOCTH yKa3aThb GUID.
IIpumep BBIOTHEHUST KOMaHIBI -Status:

Status for replica d:\repl\replica_async.fdb:

Master GUID: {232822C2-9A04-498D-0C8B-971C3EODF421}

Archive directory: d:\temp\repl\logs\

Control file: d:\temp\repl\arch\{232822C2-9A04-498D-0C8B-971C3EODF421}
Current segment: 2

Oldest segment: absent

Active transaction: O

Total segments in the queue: 1

12.6.3 YrTuaurta npoBepku 1ejgoctHoctu gaHHbix (rdbrepldiff)

Jls1  BBINOJIHEHUSI TPOBEPKU IIEJIOCTHOCTH JAHHBIX IIOCJIE PEIUIMKAIIMM HCHOJIb3YeTCs YTHIATA
rdbrepldiff. CyTb paboThl JJAHHON yTUIUTHI — IIPOM3BECTU CUUTHIBAHUE BCEX TAOJIMIL U BCEX JTAHHBIX BEJLy-
1rieit 6a3bl U PEIVINKHU U CBEPUTH UX MJIEHTUIHOCTD. ¥ TUJIUTY MOXKHO 3allyCKaTh IIEPUOJINYIECKH, KOTJ[a CEpBepa
cabo HarpyzKeHbl WJIM B MOMEHTBI, KOIJIa €CTh IIDeJIIIOJIOZKEHHs, 4TO JlaHHble Begymeil B/l n pennuku, B
CBSI3U C KaKOM-JIN0O OIMUOKOM, OTIIMYAIOTCS JIPYT OT JAPYyra U HEOOXOIUMO IIPUMEHUTh KAKHEe-TO MePbI JIJIs UX
CUHXPOHU3AIUN.

st Toro, 9TOoOBI TPOBEPUTD IIETOCTHOCTh 0a3bI AHHDBIX, HEOOXOIMMO BBITTOJTHUTH KOMAHLY:

[ rdbrepldiff [omumum] -D[atabase] <master_name> -R[eplical] <replica_name> ]

Crenudukarust 6a3bl TaHHBIX 33/aeTcs B popMaTe <ampec cepBepa>:<nyTh K B[

Tabsmna 12.3 — Onnun rdbrepldiff

Onun Onucanue

-Ulser] <username> Mg moab3oBaressa

-P[assword] <password> |Ilaposb mosb3oBaress

-Clonfig] <config> Vmsa n3menennoro daiina KoHGUTypanun i BO3MOXKHOCTH CPABHU-
BaTDb HE BCE CYNIHOCTH 0a3bl JAHHBIX, 8 TOJTHKO HeobxoanMbie. [Ipu aTom
OponecC pelinKalul He IIpepbIBaeTCA

-M[etadatal IIpousBomuT MPOBEPKY TOJBKO METAJAHHBIX
-Si[mple] CpaBHeHMe JBYX HEPEILIUIUPYEMbIX 0a3 JaHHBIX
-S[ynchronize] OxujaHne CUHXPOHU3AIMY BeAyIleil 1 PelInKU B TeYeHHe OIHON Mu-

HYTbl WJINX BpEMEHHU, YKa3aHHOI'O B napamerpe -Timeout

-N[odbtriggersoff] Bkutiouaer unosib3oBanme TpUTTEPOB IPHU MOAKIIOYEHNN K Beayeii B/
-T[imeout] Taiim-ayT 0XKUJIAHNSI CHHXPOHM3AIUK (B CEKYHIax )

-V[erbose] TloapobHbBIit BHIBOI O TIPOBEpPKE

-Z IlokazaTh Bepcuu yTUIUTHI U CEpBEPA

(pa3pbie Tabnuubl)
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(pa3pbiB Tabnuupl)

Omnuun

Omnucanue

TlokazaTh pacIIMpeHHBII BBIBOJ O IIPOBEPKE. PaCIIMpEeHHBI BBIBOJ,

0TODpAKAET:

e 3anucu, KOTOpbIe OTCYTCBYIOT Ha PEILIUKE;

e IloJisi, KOTOPBIE OTJIMIAIOTCS Y 3AIIKCENH;

e Pazmnuiy B KosmmyecTBe 3amnuceil Ha Bemyieit B/l u na pernuke.

-Va[luesl]

IlokaspiBaeT 3Ha4YEHUs, KOTOpbIE OTINYal0TCA y 3amnuceii. MoxHo nc-

0JIb30BATh TOJIBKO COBMECTHO ¢ onnuei -F

ITomompb

Jlst mpoBepKM MOJIKEH OBITh YKa3aH aIpec BEIYIIEro cepBepa W aJpec permku-cepsepa. Ilocie 3a-
[IyCKa yTHJIATA HOIKJ/II0YAeTCd K HUM (OJHOBPEMEHHO) U BBIIOJIHSIETCS YTeHUe MeTaJaHHbiX obenx 6a3. Boi-
bupaercs mepBasi TAOJIUIA U WIET UTeHne u3 TabJHUIbI 00enx 6a3, CPABHUBAIOTCS 3amnucu. Ecim B omHON 13
TabJIAI OKA3AJI0Ch DOJIBbINE JAHHLIX WA €CJIM JaHHbIE He COBIAIAIOT, TO TAOIUILI CUMTAIOTCS HE MIACHTHY-
HbIMU (BbIIaeTCst coobienne 06 ommbKe). DTOT MPOIECC MPOIOJIKACTCS JJist BCEX OCTaNbHbIX Tabsmn,. Ecin
BCe TabIUIBI UAECHTHIHEI, TO IEJAeTCA BBIBOJ, YTO 0a3bl MIACHTUIHDI.

[Ipu cpaBHEHNHN IBYX HEPEILIUIUPYEMBIX 0a3 JAHHBIX C IIOMOIIBI0 -Simple crerudukanmio 6a3bl JaH-
HBbIX 3a/laBaTh He HykHO. Eciin y cpaBHUBaeMbIX 06a3 OTJIMYAETCs II0JIb30BATE/Ib U/WIU IapoJib, TO Heoo-
XOIUMO TieperaTh ero B ¢gopmare [<mormm>:<mapons>@]<myTs k BTOpo# BI>. Takoil pacmmpeHHBIH IyTh
MOXKHO YKA3bIBATH €IIE U IJIsi ACUHXPOHHO PEITUIMPYEMbIX 0a3 JaHHBIX.

Hanpumep:

server2:/my/replica/database.fdb

john:smith@server2:/my/replica/database.fdb

HpI/I CpaBHEHUU ITPOCTBIX 0a3 JAaHHBIX CPAaBHUBAIOTCA BCE€ CUCTEMHBIE Ta6JIHLLbI, a IIpu CpaBHEHUU Dpe-
TJINK TPOITYCKAIOTCA Ta6.)'II/ILH)I oe3 YHUKaJIBHOTO UHJIEKCA.

Tabauna 12.4 — Teru nya 3amycka rdbrepldiff ugepes cepsuc

Teru

Omnucanue

-action_svc_diff

3amyck cpaBHEHUsT

-dbname

Iepsas 6a3a Jyisi cpaBHeHUsl (JOMKHA OBITH JIOKAIBHOI )

-dif_replica

Bropas 6a3a (pernka)

-dif_config

IIyts k daitiny kouduryparuu. Ecin ne 3ajaH, TO UIIETCA B MAIKE C

Oazoit

-dif_metaonly

HpOI/ISBO)II/IT IIPOBEPKY TOJIbKO METaJaHHbIX

-dif_simple

CpaBHeHre IByX HEPEIUIUIIUPYEMBIX 0a3 JAHHBIX

-dif_sync

Oxxwutanne cuaxponusaruu segymeil B/1 n

MUHYTBI HJIX BpEMEHH, YKa3aHHOro B napaMerpe -dif_timeout

PpEeJIMKN B T€YCHUE O,ZLHOIU/I

-dif_timeout

Taiim-ayT 0XKUJIAHNSI CHHXPOHM3AIUN (B CEKYHIAX )

(paspbiB Tabaunupl)
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(pa3pbiB Tabnuupl)

Tern Omnucanue

-dif_full Tlokazarh pacHMpeHHBI BBIBOA O IMPOBEpPKE. PacmmpeHHbIl BHIBOI
0TODpAKAET:

e 3anucu, KOTOpbIe OTCYTCBYIOT Ha PEILIUKE;

e IloJisi, KOTOPBIE OTJIMIAIOTCS Y 3AIIKCENH;

e Pazmnuiy B KosmmyecTBe 3amnuceil Ha Bemyieit B/l u na pernuke.

-dif_values IlokaspiBaeT 3Ha4YEHUs, KOTOpbIE OTINYal0TCA y 3amnuceii. MoxHo nc-
0JIb30BATh TOJILKO COBMeCTHO ¢ onnuei dif_full

-verbose TloapobHbBIit BHIBOI O TIPOBEPKE

IIpumep 3amycka rdbrepldiff gepes cepsuc:

./rdbsvcmgr localhost:service_mgr -user SYSDBA -password masterkey -action_diff
-dbname localhost:/my/other/database.fdb -dif_simple -dif_replica john:smith@®/my/
replica/database2.fdb
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['nasa 13

Hacrpoiika npouzBoaurenbHoctu PE/I
bas3br /lanabix

IIpousBomuTETHLHOCTL KOHKPETHOM CHCTEMBI 3aBUCUT OT AIlapaTHOTO U MPOTPAMMHOTO 0OECIIeeHNUsl.
IIpuyuHb! 11I0X0i TPOU3BOIUTEILHOCTH MOI'YT OBITh C 06EUX CTODPOH - cjiabasi JUCKOBasl IMOJCUCTEMA, MAaJIO
IaMsATH, IJIOXO€e yIIPpaBJIeHNEe TPAH3aKIIUAMH B IIPUJIOXKEHUHN, IIJIOXHUE 3aIIPOChI U T.I.

B mepBom pasgzene Oyner onmcano, Kak 1moobpaTh adgpdekTuBHOE amnmaparHoe obecrievenue st PEJIL
Baser Jlanapix. ajgee maroTcss peKOMEHIAINK 10 JUATHOCTHKE ITPOU3BOIUTEIBHOCTH CHUCTEMBI. 3aKJIIOYUM-
TeJIbHAsT 9aCTh IVIABBI MOCBSIIEHA MPODIEMaM IPOU3BOJIUTEIFHOCTH U IIyTH X YCTPAHEHUS.

13.1 Bpibop amnmapaTHOro obdbecnedyeHus

IIpex e wem momobpath addekTuBHOE amnmaparnoe obecredenue s b, crenyer mousaTs, kak PEJL
Baza /lanubix ucnomb3yer ero kommonenTol: CPU, RAM, HDD/SSD.

13.1.1 OcnoBuble oneparuu B3anMmoieiictBus B/l ¢ anmmapaTHbIM
obecrievyeHEM

ITpu crapre CYB/I npomecc cepepa 3aHnMaeT B RAM MUHUMAIBHBIN 00beM (HECKOTIBKO MerabaiT) u
He MPOU3BOJUT HUKAKNUX MHTEHCUBHBIX onepaluii ¢ CPU mium RAM.

IIpu coepunennu ¢ 6a30it Janubix cepsep 3ampamnmpaer y OC onepaTuBHYIO MaMsTh B pa3Mepe CTpa-
HUYHOTO K3Ia 6a3bl. DakTUdecKu 3Ta MaMsaTh Cpa3y He UCIOJIb3YeTCs, HO BBIJeJIeHNe €€ OCYIIeCTBIISeTCsI
cpa3y IpHu IepBOM MHOAKIUYeHnn K 6aze. [lorom cepBep HaumHaeT duraTh MeTajanubie 6a3bl. CPU mpakTu-
9eCKH He 33/IefICTBOBAH Ha 3TOM JTAlle.

Korjia kimeHT HaunHaeT BHIIONHATE SQL-3a1pock! (BKIIOUast XpaHUMBbIE TIPOIEYPhI), CepBEP BBIIIOJI-
HSET COOTBETCTBYIOIIUE ONepaluu, ofpamnaoiuecs K annaparaoi dacru. Cpeau Tux onepanuii MOXKHO
BBUIEJIATD CJIeyIone 6a30Bble Olepaluu, NoTPebIIIoNre OlpeeIeHHbli Habop cucreMHubIX pecypcoB. OHu
[PEJICTABJIEHBI B TaOJIUIE HUXKE ¢ YKA3aHUEM WHTEHCUBHOCTH TOoTpebienust (1 o3HawaeT HeGOJIBITYI0 HHTEH-
CUBHOCTB, 10 — MAKCHMAIIBHYO):

Tabauna 13.1 — IlorpebieHne cuCTEMHBIX PECyPCOB

Yrenne | 3anuch | Urenune | 3anuck | UYrenne | 3anuch | Copruposka | O6paborka
CTPaHWUII | CTPAHMUIL | CTPAHMUIL | CTPAHMUIL | CTPAHMUIL | CTPAHUI], 3amuceit SQL
B c B ua | B u3 Bl B | maHHBLIX | JAHHBIX 3ampoca
JUCKAa JIUCK Ka31I1a K3III 3 GTT | 8 GTT
CPU 1 1 1 1 1 1 5 10
RAM 5 5 5 5 5 5 5 2
Disc IO 10 10 1 1 1 1 1

Buamo, uro Hambosiee TKEIBIMU ONEPAIUSIMA ABJISIOTCS T€, KOTOPhIE BKJIIOYAIOT PAOOTY C IHCKOM,
TaK KaK JINCKOBAas IOJCUCTEMA SBJISETCS HAMOOJIee MEJIEHHBIM KOMIIOHEHTOM allapaTHON YacTH.
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13.1.2 IIpormeccop
IIpu BBIOOpE TpOIIECCOpa CJIeyeT MPUHSITH BO BHUMaHUE CJIEJYIOIIe BEIu:

IIpeobiiamanme CI0>KHBIX 3aIIPOCOB
CYB/I Bcerjia UCIIOJIHSET OWH 3aIlIPOC Ha OJIHOM siJ[pe, II09TOMY CJIOXKHBIE HJIH I1JI0X0 OINTHMU3UPOBaH-
HBIE 3aIIPOCHI MOT'YT 3aHUMATH 110 1007 OIHOrO sijipa, 3aCTaBJjiss OCTAJbHBIE 3AIIPOCHI TIEPEMECTUTHCS
Ha MeHee 3arpyKeHHble siipa. [losTomy wem OoJbIle sifiep, TeM MEHbIIE IIAHC, YTO BCE IPOIECCOPHBIE
MOIITHOCTU Oy/IyT 3aHSATHI.

Ecmu npeobnamaror mpocrsie SQL-3ampock 1 Bce 3a11pockl XOpoIo oTiaxkeHbl, To CPU He Oy1er saBIsaTh-
¢ y3KUM MECTOM [TPOM3BOJIUTEIBHOCTH, U MOXKHO BBIOPATH MOJE/h C MEHBITUM KOJUIECTBOM SIZIEP.

Ecim npeobiamaror MejieHHbIE 3aIIPOCHI, BO3BPAIIAIOIINE DOJIBINOE KOJTUIECTBO JTAHHBIX, TO HEOOXOIMM
IIPOIIECCOP € OOBITIM KOJIUIECTBOM SIIED.

Yuciio akTUBHBIX COeIUHEHUI
st rpy6oit olleHKH HEeoOXOAUMOro KoJjimdecTBa sjiep B CPU MOXKHO MOJIb30BaThCs mpaBujioM: oT 10 10
30 coenunenuit Ha 1 sapo. 10 coequnenuii/s1po — IpUIOKeHEE ¢ NPEodIATAHIEM CJIOXKHBIX U MEJIJICH-
HBIX 3a11p0ocoB, 30 coeuHenuit/ PO — IPUIIOKEHHE C IIPEODJIAIAHIEM IIPOCTHIX, XOPOIIO OTIaKEHHBIX
3aIIPOCOB.

13.1.3 Ilamarn

IIpu BBIOOpPE RAM citeyeT yaeuTh BHUMAHHUE JIBYM MOMEHTAM:

Mopynu namsitn QOJ2KHBI ObITH ¢ Koppeknueiil ommbok (ECC RAM)
ECC RAM 3HAYMTETHHO CHUKAET KOJIUIECTBO OIIHOOK ITpH PabOTe ¢ MAMSITHIO M HACTOSITETbHO PEKOMEH-
JyeTcs JJId UCIOJIb30BaHUsA B IIPOMBIIIJIEHHBIX CUCTEMaX.

ITpaBuabHO paccuntarb 00bemM RAM

PE/I Baza /lanubix 5 apxurekTypsl Classic 3amycKaeT OTIeIbHbBIN IIPOIECC i OOC/IYKUBAHUS KaXK-

Joro coennHeHud, SuperClassic 3allyCKaeT OTAECJBbHBINA IIOTOK JJIA KaXKJIOrO COSIMHECHNA, HO IIPAKTHU-

9eCKM C TOI Ke CTPYKTYpOil MOTPeOIEeHNsT TTAMSITH - KayKJI0€ COEJIMHEHHEe MMEET CBOil HEe3aBUCUMBIHI

CTPAHUYHBIN K3III. SuperServer 3alycKaeT OJUH IPOIECC C OOIUM CTPAHUIHBIM KIIIIEM JJIs BCEX CO-

eJIMHEHUI ¢ KaxX7oi 0a30il JaHHbIX. [Ipu MOAK/IFOUeHNM K HECKOJBKUM 0a3aM JJIs KaXKJIOW M3 HUX

OyIeT BBLIEJECH CBOW 00bEM CTPAHUYIHOTO KA1, 3aJaHHBIN HacTpoiikamMu B (aiijiax KOH(MUTYPAIIH

WM B caMoii 6a3e JTaHHbIX.

Ha norpebiierne nmaMsTu BAUSIOT CAEAYONIAE TTaAPAMETPHI:

1. KoJimuecTBO coeuHeHMIA.

2. Pasmep 06'beKTOB MeTaJaHHBIX (IIPOIOPIMOHAJNIEH KOJMIECTBY TabJIULl, TPUITEPOB, XPAHUMBIX [IPO-
IeJyp 1 Ap.).

3. Pasmep crpanuunoro kama (onpegessiercs napamerpamu B 3arosioske B/ wiu B firebird. conf
WIN B CBOWCTBAX KOHKPETHOI'O COE/IUHEHMUS ).

4. Pasmep K3mma i cOpTUPOBOK (oImpejesisiercs mapamerpoM B firebird. conf).

5. Pazmep Tabsmuipl 6J0KupoBOK (BaxkHee Jyisi Classic/SuperClassic).

6. O6bekrl CYBJIL B naMsiTu (3ampockl, 6J100bI, yIpaBJIsIOIIe CTPYKTYPBI U T.11.).

Huke mpeacrasiiensr hopMy/Ibl TPUOIU3UTEILHOTO pactIeTa HeoOX0ouMoro oobema mamatu st PEIL

Basnr /lannbix:

e 111 Classic:

KomuwecTtBOo coemuuenuit * (Kom-Bo cTpamuwi B Kame * PasMep cTpamums + PasMep kama
LJiss COPTUPOBOK)

e nya SuperClassic:
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KosmmduecTBO coezmuenuit * (Kom-Bo CTpaHun B K3me * PasMep cTpawuip) + Pasmep ksma
IJIsT COPTHUPOBOK

e 14 SuperServer:

[ (Kom-Bo cTpanur, B Kame * PasMep cTpaHuus) + PasMep Ksma AJs COPTHPOBOK ]

Peasnnoe HOTpe6JIeHI/Ie TaMATH MOXKET OTJINYIAaTbCA, TaK KaK B 9TOM pacdeTe HE YIUTbIBACTCA 00beM
IaMATH 110 MeTaJaHHbIC, IO OUTOBBIE MACKHI UHAEKCOB, U T.I., YTO MOXKET YBEJINIUTDH PaCXOJ ITaMATH,
HO OJHOBPEMEHHO IIpEAIIojIaraeTcd, 9TO IIaMATb 110 COPTUPDOBKU 6y,ﬂ;eT HCIIOJIb30BaHa ITIOJITHOCTHBIO BO
BCeX COCIMHEHUAX, IeT0 OOBIYHO HE IIPOUCXOJUT.

KomrgecTBo RAM cBEpX pacCIMTAHHOIO MUHUMAJIHLHOTO OyIeT 3(HEKTUBHO UCIOTH30BATHCS OMEPAIT-
OHHOII cucTeMoil 111 KarupoBanus daitaa B/I.

Korna 6a3a jgaHHBIX yKe HAXOAUTCS B IKCIUIYATAIIMHA, MOYKHO IPOCTO HOCMOTPETH CPEJHUI pasMep
aMsiTi, UCrojb3yemblii mporneccom CYBII.

13.1.4 /IuckoBas mojacucTreMa

YT06bI YMEHBITATH KOHKYPEHITUIO 38, JTUCKOBBIN BBOJI-BBIBOJ, MEXKTy omneparusamu ¢ daitmom B, cop-

TUPOBKaMU U PE3CPBHBIMU KOIIMAMU, & TaK2KE YMEHbIIUTH HIaHC O,HHOBpeIVIeHHOfI morepu mn 0a3bl JaHHbIX 1

PE3EPBHBIX KOIINii, PEKOMEH/IyeTCsd UMETh 3 Pa3HbIX jaucka (uwiu raid-maccusa):

s

st

6a3bl JJaHHBIX

st paborel ¢ 6a30if JAHHBIX JIydllle BCErO HCIOJIb30BaTh SSD-IUCKH, TaK KaK OHU ODECHeYHBAIOT
BBICOKYIO CKOPOCTH IIPOU3BOJILHOIO jrocTyna. Obs3aTe/IbHO CIIeyeT UCIOIb30BATh JIUCKU TPOMBIIILIEH-
HOTO KJIacCa C yBEJMYCHHBIM YHUCJIOM IUKJIOB IIepe3alliCh, NHAYe BEJUK PUCK IIOTEPU JAHHBIX N3-33
nosiomMkun SSD. SSD ¢ nasmmuueMm Enhanced Power Loss Data Protection cymecTBEeHHO HOBBICUT IIPO-
U3BOAUTEIbHOCTD.

IIpu 5TOM pEKOMEHIyeTCst OCTABIIATE 10 30% CBOOOJHOrO MecTa Ha JUCKe (K3-3a HOBBIIIEHHOIO U3HOCA)
U IUIAHUPOBATH 3aMeHY JIMCKa IIPUMEPHO Pa3 B 3 roja.

Hawnmygmmm Bei60poM siBiisieTcs ucnoab3oBanne SSD 9KCKIIIO3UBHO i pabOThHI ¢ 0a30i TaHHBIX, TaK
KaK JIIOObIE OIlepalii BBOJIA-BBIBO/IA COKPAIAIOT CPOK CJIY>KOBI JTMCKOB.

Ecsm SSD anck oka3bIBaeTCs CIUMIKOM JOPOTHM perteHneM uan pa3mep B/ cimikoM BenK, TO MOXKHO
10100paTh AJIBTEPHATHBHBIE BADUAHTHI B IIOPSIKE YMEHbBIIEHNST IPUOPUTETA!

1. HDD c uraTepdeiicom SAS.
2. wucku SATA ¢ uaTepdeiicom nSAS.
3. OGbrunble aucku SATA.

BpEMEHHBIX (ailjioB
Tak Kak BpeMeHHBIE (DaIbl HA AUCKE BO3HUKAIOT TOJIBLKO MPU OTCYTCTBUH JOCTATOYHOTO KOJTHIECTBA
RAM, To JrydIe Bcero BoOOIE n30EeraTh X MOABICHUS Ha JIHCKE.

Ho Bcé-taku PEJL Basza Jlanapix TpeOyeT yKasaHUs MAIKH, TJe OyIyT XPAaHUThCS BPEMEHHbIE (haii-
abl (napamerpsl TempTableDirectory u TempDirectories). OGBIYHO TOT HapamMerp OCTABJISAIOT CO
3HAYEHUEM TI0 YMOJIYAHUIO, T.€. UCIIOJIB3YeTCs CTaHAapTHBIN Bpemenubiil karajor OC. YrTobs! mpesy-
IIPEeIUTh UCYUEepPIaHre CBOOOIHOTO MECTa Ha CUCTEMHOM Jucke, B firebird.conf ykKa3bnIBaioT BTOPOit
JUCK B KadeCTBe JOIOJIHUTEJIBHOTO PE3EPBHOTO MeCTa.

Crestyer yIuTHIBATH, YTO NPU CO3JAHUU HHJIEKCA Pa3Mep JaHHBIX COPTUPOBKU MOYKET OBITh OYeHb

6osbiuM 1 CYBJI Oyzer BoIrpyKaTh €€ JaHHBIE HA JUCK. DTO MOXKET IIPUBECTH K CO3IAHUI0 OOJIBITUX
daitnos (,zLeCHTKI/I rurabaiiT 1 6OJIBITIX Ta6JH/Iu) B KaTaJlorax, 3aJaHublX B TempDirectories.

AHajiornyHasi cuTyanys ¢ OOJIBIIMME BpeMeHHbIMU (hbailjlaMu B JIECATKU MUrabaifiT MOXKeT IPOU30UTH
[IPY UCIIOJb30BAHUH OYEHb OOJIBIINX BPEMEHHBIX TAOJIUIL (GTT) B KaraJiore TempTableDirectory.
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s pe3epBHBIX Konuii
IIpu pe3epBHOM KONUPOBAHUYU HPOUCXOIUT uTeHue (pailia 6a3bl JAHHBIX (BCETO WJIM YaCTH), U 3aIllUCh
pesepBHOit Konuu (1oyHON win gactuanoil). Oueparnyu 3aKucy IPU CO3JAHUN PE3EPBHON KOIMK HJLYT
[OCJIEIOBATEIHHO, 9TO 03HAYAET, YTO OObIYHBIE HEJOPOrUe YKecTKue Jucku ¢ unrepdeiicom SATA (HDD
SATA) XOPOLIIO HOMONIYT JJIsi XPAHEHNUsI PE3ePBHBIX KOIUIi, TAK KAK CKOPOCTD I10CJIe0BATEILHON 3a1ucu
Yy HHUX JIOBOJIbHO BeJIUKA.

Ha nucke jy1st pe3epBHBIX KON BCeryia JIOJIZKHO OCTaBaThCsl CBOOO/IHOE MECTO B Pa3Mepe IOCIeIHEr 0
6skana + 10%. B sroMm ciiyyae ecThb BO3MOXKHOCTB CO3/IaTh CBEXKUil O3KaIll, yOeIUThCS B KOPPEKTHOM
3aBEPIIIEHNN IIPOTIECCa KOITMPOBAHUS U TOJIBKO IIOTOM Y/AJIUTH IPEIbLIYIUi OIKAIl.

Ilox «OTHeBbHBIMU AUCKAMI» ITOHUMAETCs, YTO (PU3NIECKH [TOTOKH JAHHBIX JIOJKHBI UJITH Yepe3 pas3-
Hble KaHAJIbI BBOJA-BBIBOIA. Kcam co3marTh 3 JIOTUYECKUX JTUCKA HA OJHOM (DU3UYIECKOM JIUCKE, HUKAKOIO
VILyUINeHsT IPON3BOIUTEIFHOCTY He mpou3oiiaer. OmHaKo, eciu 3 JOTHIECKUX JUCKa OYIyT OpraHu30BaHbI
Ha ycrpoiictse xpanenus JanHbix (CX/I), oCHAIEHHOM MHOIOKAHAJIBHBIMU KOHTPOJIJIEPAMHU, TO IIPOU3BOIM-
TeJIbHOCTH MOKET BO3PACTU, TaK KaK yCTPONCTBO MOXKET PaCIpPelesATh NOTOKU JIAHHBIX MEXK/1y KOHTPOJLIe-
pamu.

IIpu HaMMYUM B KOHTPOJUIEPE JUCKOBON IOACHCTEMbI BO3MOXKHOCTH KSIIMPOBAHUS 3AIUCH (DPEXKUM
write back) »KesaTeJIbHO €€ BKJIIOUUTH, HO TOJBKO IIPU YCJIOBUU TaPAHTHPOBAHHOIO COXPAHEHMs JAHHBIX
K3IIa B CJIydYae MoTepu NUTaHus (ucrmoab3osanue BBU, ko Ha 6ase flash u 1.1.). Eciun coxpaneHune JaHHBIX
K3IIIa HEe TapaHTUPOBAaHO, €ro CJIelyeT OTKJIIOYUTH (pe}KI/IM write through).

13.1.5 RAID

st 6a3bl JAHHBIX U OIKAIOB CJIEJyeT yBEJIUYNBATH HAJIE’KHOCTH JIMCKOBOM ITOJICUCTEMBI IIyTeM O0b-
eInHeHnd JuckoB B RAID.

st SSD ICKOB ciielyeT 00si3aTeIbHO UCI0JIb30BaTh RAID1 - 310 2 "3epKasibHbIX" JIMCKa, HA KOTOPHIE
OJTHOBPEMEHHO IUIITYyTCA U3MEHEHNsI, UTO 3HAYUTETLHO YMEHbIAeT IMAHC [OJIHON MoTepr JaHHBIX.

Jlist HDD IMCKOB, MCIIOJIb3YEMBIX JIJTsT O9KAIOB, JOCTATOYHO UCIO/Ib30BaTh RAID1, KOTOPBIl obectievunT
HaJeXKHOe XpaHeHre O9KAIIOB M IIPUEMJIEMYIO CKOPOCTh 3allCH U YTEHUS.

HDD muckm, ucnosb3yembre s B, HeoGxomnmo o6beuasaTh B RAID10 (MuHMMYM 4 J1CKa), KOTOPBIHA
06€eCIIeUnT ONTUMAJILHOE COYETaHNe CTOUMOCTH, HAJIEXKHOCTH U IIPOU3BOINTEILHOCTH.

13.2 /ImarsocTtmka CHUCTEMBI

Yro0bI cOOpaTh HHMOPMAIAIO O TPOU3BOIUTEIHHOCTA CUCTEMBI, CJIEyeT BBINOJIHUTH CJIEIYIOIINE IIAru:

o lzmepums napamemp I0OPS npoussosvroti 3anucu, ncnoyibdys 10Meter Ha Windows n fio ma Linux
o lzmepumsv napamemp IOPS npouszsosvrozo wmerus.
o lzmepumsd ckopocms nocaedosamesbHoli 3anucu:

o Jluckosasn nodcucmema MOBOJIBHO YaCTO CTAHOBUTCS y3KMM MecToM B pabore. IlosTtomy ovuenb BakHO
YMETDb JUArHOCTHPOBATH MPobseMbl ¢ JuckaMu. OHIM U3 OCHOBHBIX MHCTPYMEHTOB JIjIsi HAOJIIOJIEHUST 32
IPOU3BOIUTETHLHOCTHIO JTUCKOBOM MOICUCTEMBI SIBIISTIOTCS CIETIUKH [TPOU3BOIUTETLHOCTH:

— % Disk Write Time (IpOLEHT 3arpy?KEHHOCTH JMCKA OIEPALUSMU 3AIIUCH)
— % Disk Read Time (HpoueHT 3arpy2KeHHOCTHU JIMCKa OIlepalysMu qTeHHﬂ)

— Avg. Disk sec/Write (cpeAHee BpeMs B CEKyHJIaX, TpeOyeMoe Jijisl BBIMIOJHEHHST JTUCKOM OJIHOM OIle-
paluy 3aI1cH)

— Avg. Disk sec/Read (cpesHee BpeMsi B CeKyHIaX, TpeGyeMoe JJisl BBIIIOJHEHUS IICKOM OJIHO# omepa-
U ITEHNUs)

— Disk Read Bytes/sec (cpeHsisi CKOPOCTb ITEHMUsI )

— Disk Reads/sec (Kojm4ecTBO 06pabOTAHHBIX 33 CEKYHJLy 3allPOCOB Ha JUTEHHE)
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— Disk Write Bytes/sec (cpeHsisi CKODOCTB 3aIIUCH)
— Disk Writes/sec (KoimvecTBO 0GPaBOTAHHBIX 38 CEKYHJIy 3alIPOCOB Ha 3aITNCh)
o Brarouumd aydum cobvimuli, I3MEHUB mapaMeTpsl B Kondwuryparmonnom daite fbtrace. conf:
— enabled = true,
— time_threshold = 1000,
— log_statement_finish = true.
¥ TIPOBEPUTH IOJIYIE€HHBIE C TIOMOIIBIO HETO JIOTH.

o (Cobupamv danmnvie menedrcepa bAOKUPOBOK C PETYJISIPHBIMUA WHTEPBAJIAMIE:
rdb_lock_print -a -d </path/to/db> > db_lock_print.txt

o Morumopums xapaxmepucmuku npoueccopa, uctoiab3ysa CPU-Z. ducneruepy 3amad Windows 10BepsSTh
HE CTOUT.

o (C moMoIpbIo YTUJIATEL gstat nposepums HEem AU CMAPHIT AKMUSHHLT MPAH3AKYUT, KOTOPBIE IPEIATCTBY-
10T cObopKe Mycopa:

gstat -h </path/to/db>
o [Iposepums mabauyb, MOHUMOPUH2G UIU COXPAHUTD PE3yIbTaThl TUX TabJIHI] BO BHEITHUE (hailibi:

MON$DATABASE ; MON$SATTACHMENTS ; MON$STRANSACTIONS ; MON$STATEMENTS; MON$IO_STATS; MON
$RECORD_STATS;
MON$MEMORY _USAGE;

13.3 ¥Y3kue mecTa 1 UX ycTpaHeHHIe

13.3.1 ¥Y3Koe MecTO 3anucu JaHHBIX Ha Auck ¢ b/1

IIpuznakn

e DBricoxwmit mokazarens % Disk Write Time (>75%)

o Cpennee 3HaveHune cuerunka Disk Writes/sec Osim3Ko wim rnpesbimiaer mapamerp I10PS mpowus-
BOJILHOH 3allucu.

e 3ampocsl Insert/update/delete, KoTOpble 06PAOATHIBAIOT HEOOIBIIOE KOJIMIECTBO CTPOK U OOBIY-
HO BBITIOJIHSIFOTCsT 32 BpeMsi MeHee 100 Mcek, BBITOTHSIOTCS 3a OJIHY U 00Jiee CEKYH/IbI U MOSIBJISTIOTCS
B JKypHAaJe ayuTa.

Pekomennamun

e Y0eauThCs, 9TO KOJIMIECTBO KIMIUPYEMbBIX CTPAHUIL JOCTATOIHO Oosbimoe. [ apXuTeKTyphl Cy-
epcepsep 3uadenne napamerpa DefaultDbCachePages peKOMeEHIyeTCsl PACCIUTATH IO (hOpMyIIe:

MemorySize
DefaultDbCachePages = —————,
4 « PageSize

rie MemorySize - obmuit 00béM namsaTu; PageSize - 00bEM CTPAHUIBL.

Jiis apXuTeKTyphl KJIACCUK 3HAYEHHE [IapaMeTpa PEKOMEH/IYeTCsl PACCUUTATD 10 (hOpMyJIe:

MemorySize
DefaultDbCachePages =

4 % ConnNum * PageSize’
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ryie MemorySize - obOmumit 00bEM naMsaTu; PageSize - 00b6M cTpanniibl; ConnNum - mperoaraeMoe
MaKCUMAaJIbHOE KOJUIECTBO COEUHEHUIL.

YcraHoBUTH APYyroe 3Hav9eHue KIMNUPYEeMbIX CTPaHUIL MO2KHO C ITIOMOIIBIO YTUJIATHL gf ix:

GFIX -buffers 400 <db_name>

e VYiuy4muTh nokasarenau napamerpa I0PS mMpOM3BOJILHON 3aIUCH MOXKHO IIPUMEHEHNEM CJIEIYIOIINX
Mep:
1. U3bGeraiite npumensaTs RAID5. Jlyqmie ucrmoss3oBars RAID1 mmm RAID10.
2. Ucnoanzyiite SSD jura xpanenus b1

e Pazobparhesi KaKue 3aIpOChl BBIIOJIHSOT CTONBKO 10-omepanuit (¢ MOMOIIBIO TaGJIII] MOHUTOPHUHTA,
U ayiuTa).

e Kak BpemeHHBI, 3aI1acHOM BapUAHT, MOYKHO YCTAHOBUTH PEXKUM ACUHXPOHHON 3aINCh JAHHBIX -
B 9TOM C/Iy4ae M3MEHEHUsI W HOBBIE JAHHBIE XPAHSATCA B IMAMSITH U IEPUOIMIECKN COPaCHIBAIOT-
sl Ha, JIUCK TIOJCUCTEMOI BBOJIa,/BLIBOJIA ONEPAIMOHHON cucTeMbl. OBMIENPUHATOE HA3BAHUE TAKON
roudurypannn - forced writes off. Ilo ymomuanuio B/l yctanaBamBaeTcst ¢ BKIIOUEHHBIM PEXKU-
MOM TPUHYIUTENbHON 3amnucu - forced writes - CMHXpOHHAas 3anuCh. B 93TOM peknmMe n3MEeHEHUS
U HOBBIE JIAHHBIE CPa3y 3aIUCHIBAIOTCS HA JIUCK.

3arem B KoHUTryparmoHHoM daiise firebird. conf orkiounTs napamerpsl MaxUnflushedWrites
n MaxUnflushedWriteTime.

13.3.2 ¥Y3Koe MecTO UTeHUd AAaHHBIX C JguckKa B/l

IIpuznakn

e DBricokumit nokazaresns %, Disk Read Time (> 75%)

o Cpennee 3nauenune caerdnka Disk Reads/sec 0/m3KO0 wiu npesbiiaeT napamerp I0PS npounsBoJib-
HOT'O YTEHUs], U3MepsieMblil B T€IeHNe HECKOJIbKUX MUHYT.

e 3arpochl Ha YTEHHE U OOHOBJIEHHE BBITOJIHSIIOTCS YPE3BBIYATHO JOJT0 U HOSBIIAIOTCS B YKYypHAJIE
ayuTa.

Pexomenganum

e Yobemurech, uro OC MOXKHO WCIOJIB30BATH BCIO OIEPATUBHYIO HAMSATH i KIMupoBanus. st
9TOTO MOYKHO MIPOBEPUTH YCTAHOBJIEHHBIE TPAHUIBI Pa3Mepa (ailjia CHCTEMHOTO K3IIIa B PE3yJIbTaTe
HCIONIBb30BaHus yTUINTH SetSystemFileCacheSize. Ona JOKHA MOKA3BIBATD:

Current cache working set size
min: none set
max: none set

Ecsin yrunnra nokassiBaeT 4To-T0 nHOE, ycranoute FileSystemCacheSize=0 B KoHUTypaIInOH-
ooM (aitste firebird. conf. [Ipu BHecenun n3MeHeHUit TOTPEOyETCs TTEPE3Arpy3Ka.

e YV06eanTech, ITO JOCTATOUHO OMEPATHBHON MAMSATH JOCTYITHO JJIsT KITITHPOBAHUSI.

e Omnpejiennre, KAKHE 3aIIPOCHI BBIIOJIHSIOT CTOJIbKO 10-onepanui (¢ IOMOIIBIO TAOJIIIL MOHITOPHHTA,
U ayJuTa).
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13.3.3 IIpoGsembl ¢ TPOTTIAMHTOM mpoiieccopa (TOJIBKO JIJIs
Windows)

ITpuznakn

e lIzmepenus ¢ nmomorbio CPU-Z 1moka3aJii, YTo TAKTOBasl YaCcTOTa MPOIECCOopa HUXKe 3asBJIEHHO.

Korpa cucrema neperpyzkeHa, Bce oCTajibHbBIE OI€PAIMY HAYMHAIOT 3aHUMATh OOJIbIIE BPEMEHU, U CU-
creMa Bce GOJIbIe CKJIOHsieTCs K oOpas3oBanmio "y3kux Mecr" B Apyrux mecrax (HOACHCTEMAaX, YPOBHSIX)
73-33 B3AUMHBIX OJIOKHPOBOK.

Pekomennamun

e B pasznmene OdmexTpomumTanwe maHenau yupasieHus Windows BeiOepuTe 1IaH «Bricokas
NpOU3BOIUTEIBHOCTEY. Hastee «HacTpoiika mnaHa >JIEKTPONUTAHUA» — «/3MeHUTH
IOIOJHUTENbHEE [IapaMeTphl NUTAHUA», Jlajlee  BBIOEPUTE IYHKT <«YIpaBleHHEe IUTAHUEM
mpomeccopay, Ijie «MuHMManbHOE COCTOSHWE Ipolreccopay JOKHO ObiTh 100%. C moMmorbio
CPU-Z ybeaurech, 9TO IPOD/IEMa PEIIeHA.

e FEcjm mpeapiayuit mar ne momMor, 3aa<duT BI0S un mpoIuBKa CHU3UIN YacTOTY IIporieccopa. I1po-
gruTe PYKOBOACTBO Server's BIOS u BbIOEpUTE HACTPOWKM, KOTOPBIE COOTBETCTBYIOT ITapaMerpy
«Performance Optimized». Bosmoxk#o norpedyercs orkiounts Intel SpeedStep B BIOS.

o He uCK/IIOYEHO, YTO TAKTOBAs YACTOTA [IPOLECCOPa CHIKEHA U3-3a HpobieM ¢ oxiaxaeHueM. 13-
MepbTe TeMIIEpaTypy IPOIeccopa M vuiceTa (HalpuMmep, ¢ HOMOIIBbI yTuiauThl Open Hardware
Monitor).

13.3.4 IIpobGiieMbI ¢ COPTUPOBKOIL

ITpu senossernu copruposok PEJL Basza JIaHHBIX BHINOJIHSIET €€ B IAMSTH (B 4JPECHOM IIPOCTPAHCTBE
[IPOIIECCa CepBepa), IOKa Pa3Mep UCIIOIb3yeMOil HAMATHU JIjis BCEX BBIIOJIHIEMBIX OJHOBPEMEHHO COPTUPOBOK
He JIOCTUTHET MpeJesia, YCTAaHOBAeHHOro mapamerpoM TempCachelimit B firebird.conf. IIpu npeBbimenun
9TOrO JIMMUTA CO3/aeTCsl BpeMeHHbIN (bailsn (¢ coorBeTcTByONMM (hJIAroM OLEPAIMOHHON CUCTEMBI) B MAIIKE
BPeMeHHBIX (hailIioB, U B HEM BBIIIOJIHSETCS COPTHPOBKA. B ciiyuae, ecin B cucreMe eCTh CBOOOIHAS AMATH
(RAM), To aiin copruposku Gyzer kamuposat Ha ypoeHe OC 1 cOpTUPOBKa OyIeT IPOU3BOUTHCS B TIAMSITH.
M3mepennst TOKA3BIBAIOT, 9TO 3aIIPOCHI ¢ OOJIBIIIMME COPTUPOBKAMU BBITTOJIHSIOTCS B 2 pa3a Obictpee B O3V, a
e Ha Jucke. lloaTtomy pekomenmyercst ycranoBuTh napaMmerp TempCacheLimit = 2147483647 B firebird.
conf must 64-6utHbIX cucteM u TempCachelLimit = 1000000000 mjst 32-OMTHBIX CHCTEM.

WNudopmaruio o TOM, CKOJIBKO MAMSATH 3aHUMAIOT BpEeMeHHbIe (ailjibl, MOXKHO y3HATH U3 TaOJIUIILI
mouuTopuara MON$STATEMENTS. Tak:ke, npy BKJIIOYEHHOM JIOTMpOBaHWm omepanuit Tuma finish, B Tpeiice
OTPA3UTCsi O0BEM KIIITa, BHIIEJIEHHOTO JJIsi COPTHPOBKH.

Nwms Bpemennoro daita popMupyercs CJIeLyonmM 0dpa3oM:

[ <THUI BpeMeHHOro obbekTa>_att<id momkmoyenus>_stmt<id sampoca>_<cuyyadHas CTpora> j

Hamnpumep: /tmp/rdb_sort_att342316_stmt106_M20SLu.

13.3.5 IIpobisembl co cOopkoii mycopa

IIpuznakn

e Bombmas pasauiia mex 1y «0ldest transaction» m «Next transactiony mpu BBIBOJE CTATUCTH-
ku: gstat -h

e Boubiias pasuuna mexay 0ldest active (mwiu 0ldest Snapshot) u Next transaction.
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e 3ampochl BBHITOJIHSIIOTCST HEOXKUIAHHO JIOJITO.
Vnepxkanue 0ldest active m 0ldest Snapshot BO3MOXKHBI IO CJIEAYIONIUM IPUYNHAM:

® HEKOTOPOE HPUJIOKeHWe paboTaeT W JAEPKUT OTKPBITON XOTs OBl ONHY TPAH3AKIIAIO, HAIIPUMED,
[I0JIb30BATENIb He 3aKPbLJ IPUJIOKEHNE U KaKas-in00o ero hopMa OYeHb J0JIT0 OTKPBITA;

® TIPUJIOKEHWs PAOOTAIOT JJINTETHHOE BPEMS, I «TE€PSIOT> UIACHTU(DUKATOPHI TPAH3AKIINN B KOJE;

® 1uCIOJIb3yeMasi OUOJIMOTEKA KOMIIOHEHT WU JipaiiBep paboTaeT ¢ «TpaH3aKIueil 1Mo yMOJIaHUIO»,
KOTOpas MOXKeT JJINThCA OY€Hb JI0JITO.

Pekomennamun

e Ilocmorpers TabJuIbl MOHHUTOPUHIA, YTOObI y3HATH, KaKas TPAH3aKIMs aKTUBHA OOJIbIIE BCEro
BPEMEHH, IPHUHATH HEOOXOJMMBbIe MepbI II0 €€ 3aKPBITHIO M IIPOBECTH IPHHYIUTEIbHYIO COOPKY
Mmycopa gfix -sweep n <db_name>.

e CGopky Mycopa (sweep) BBIIOJIHATD 110 KpaiiHeil Mepe pa3 B Hegeio (gfix -sweep n <db_name>).
MozKHO 3aIUTAHUPOBATH 3aIYCK KOMAH/IBI C IIOMOIIBIO IIaHupoBIrKa Windows.

e BrimoHsaTs meprnosnaeckoe pe3epBHOE KOMpoBaHue-BocctanoBiienne B/l mo kpaiineit mepe pa3 B
TOJI WJIN 1I0CJIe KPYITHOIO U3MEHEHUA B JIAHHBIX.

13.3.6 /IimrenbHoe oXKuaaHNE OJOKHMPOBOK

IIpuznaknm

[ ] Banpocm BBITTIOJIHAIOTCA HEO2KHJIaHHO JT0JIT'O.

e B menemxkepe 610KupoBOK BbicOKUi npomenT (6osee 20%) monbirok (Mutex wait), KOTOpbIe ObLIN
3a0JIOKMPOBAHBI, KOTJa BJIAJEJIEI] CTAPAJICs O0PATUTHCS K TabJIuIe OJIOKHPOBOK.

Pekomennamum

e OOBIYHO MPUYWHA BBICOKOTO TOKa3aTe s Mutex wait 3akjrodaercst B HEJOCTATOYHO ONTUMAILHON
cTpykrype xamr-rabsuinsl. He pexomenmgyercs, arobsl cpefmee 3uHadenne «Hash lengthss Obuio
6ouibite 3 nim MakcumasbHoe 6osbine 10. Pekomenryemoe umcio cioros (LockHashSlots): 65521.
B kadecTBe 3HaUeHUsT pazMepa X3II-TabJIAIBI JIydille YKa3bIBaTh IPOCTOE THCJIO.

13.3.7 HesaddekTuBHOE uUCoIb30BaHUE TaOJIMUI MOHUTOPUHTA

IIpuznakn

e 3ampochl BBIIOJHAIOTCS HEOXKUIAHHO JI0JITO.
e Jlamil JIOK-TaGJIUIBI [TOKA3bIBAET LEIOYKH OXKHUIAHUs 1JIs 610KupoBKU 19-ro Tuna (series 19).

Coop nudopmanuu 1y TaOIUI] MOHUTOPUHTA TPeOyeT IiI00ATbHON OJOKUPOBKU 0A3bl JTAHHBIX U SB-
JISIeTCsT JIOCTATOYHO JJIMTENIbHOM oneparueit. He pekomenyercst obparmarbest K TabauaM MOHUTOPWHTA HA
paboteM cepBepe dalle, 9eM pa3 B HECKOJbKO MUHYT.

Pexomengamum

e ABTOMATHYECKHE ITPOIECCHI, MIPOTIEIyPhl HJIM TPUTTEPHI HE JIOJIKHBI 00pAIaThCsT TaOIUIIAM MOHH-
TOPUHTA TAK 9aCcTO. DTa MpobjeMa J0J>KHA ObITH [TIEPEHAIIPABJIEHA Ha PA3PAbOTINKOB IIPUJIOKEHU
JJTSl UCHPABJICHUS.
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13.3.8 IIpobGJsiembl ¢ 6JIOKMpOBKaAMu TPaH3aKITUA

IIpuznakn

e DML-3ampocCh BBIIOJIHAIOTCA HEOXKUJAHHO JOJIIO.
e Jlamm JIOK-TaOJIMITHI TIOKA3BIBAET IEMOYKHU OXKUIAHU st OJIOKUPOBKHU 4r0 THUIIA.

Ota npobiieMa BbI3BAHA OJHOBPEMEHHBIM OOHOBJIEHHEM OJIMHAKOBLIX HAOOPOB 3ammceil B pexknume WAIT
paspelieHus GJIOKUPOBOK UJIHM HEIIPABUJIBHBIM BHIGOPOM [IAPAMETPOB TPaH3aKIuil (HalpUMeD, HCII0JIb30BAHIE
napamMerpa no_rec_version).

Pexomengammnm

o ITOT BOIIPOC JI0JI2KEH ObBITH Iepea/ipecoBan paSpa6OT‘II/IKaM IIpUJIOZKEeHU A Ha HCIIpaBJICHHUE.

13.3.9 ¥Y3Koe MecTo B IIOACHCTEME IIaMATHI

IIpuznakn

e 3ampocsl, obpabaTbIBaoriye 60IbIne 00bEMBI JTAHHBIX, BBITOJHAIOTCA HEOXKUIAHHO JIOJITO.

e Bouibioe norpebiienne pecypcoB IMEHTPAIBLHOTO IPOIECCOPa, TJe CepBep SIBJISETCS OCHOBHBIM HX
noTpedbuTeseM.

[ ] MOHI/ITOpI/IHF IIporeccopa IOKa3bIBaeT, YTO IIPOIEHT BPEMEHN HaXOXKJICHHA B PE2KUME d1Pa BBICOK
(20% u 6oxee).

ITpuymHa TakuX MPU3HAKOB 3aKJIIOUAETCS B TOM, YTO BO BpeMsi UTeHUsi cTpaHuilbl B/l 10KHbI ObITH
CKOITMPOBAHBI C K318 (haityioBoii cucreMmbl Ha 0ydepusrii k311 PEJL Baser Jlarabix. CyIiecTBy 0T OrpaHUdeHust
B IIPOILYCKHOM CIIOCOGHOCTH MAMSATH, 9TO OCOOEHHO 3aMETHO B KPYITHBIX MHOTOIIPOIECCOPHBIX KOHMUTYPATTH-
SIX, TOTJIa KaHAJbI OOMEHA € MAMSATHIO CTAHOBSITCS Y3KUM MECTOM.

PexomMmenganum

e lckimounTts npobsiemsr yposast OC.

e VYmenbinuTh pasmep crpanuil (¢ 16K 0 8K) u yBesmaurh pasmep 6ydepHOro Kaia.

e OnrnMu3npoBaTh NPOGIEMHBIE 3aIPOCHl (IIPOBEPUTH 110 TAGJIUIAM MOHUTODHHIA M C MOMOIIBIO
ayJuTa).

e V0enuThCsl B NPABIJILHONW HACTPOHKE Ka3IIa cepBepa (BO3MOXKHO OH CJIMIIKOM MaJi), IIPOBEPHUTH
mapaMerpbl KOH(MUTYPAIMOHHOTO (aiiia:

— TempBlockSize - MOXKHO yBesm4uTh 710 2 niau 3M6, Ho He 1o 16MO6;

— TempCachelimit - caesiaTh 3HaYeHHE OOJIbIIE CyMMAapHOIO pa3Mepa BPEeMEHHBIX (DailyioB B Ka-
Tajgorax TempDirectories;

— TempDirectories - KaTaJoru JJjid XPaAHECHUd JAHHBIX COPTHUPOBOK YKa3BIBAIOTCA Yepe3 TOUYKY
C 3allATOM, CIe/lyI0oT B IOPAJKE o4epe/iy, IIOKa He 3all0JIHUTCA IepBas JUPEKTOpHud, Bropad He
OyJIeT UCIOJIb30BAThCs. Y Ka3aTh MepBoit qupekTopueit RAM uck, morom SSD wmm HDD;
— TempTableDirectory 3ajaTh KaTaJOr JJjis XPAHEHUS JAHHBIX [VI00AJbHBIX BPEMEHHBIX TabJIHIL
U BpeMEHHBIX 0/1000B.
e JlocturuyTs! rpaHutisl Macirabupyemoctu siapa Windows. [lepexonure na OC, KOTOpast HO3BOJISIET
nosiHOe Tipodumposanue cucrembl (Linux, Unix).
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13.3.10 IIpobsembl ¢ BJIOKMPOBKOII CTPAHUIL

IIpuznakn

e 3ampochl BBIIOJHAIOTCS HEOXKUIAHHO JI0JITO.
e Jlamil JIOK-TaGJIMIBI [TOKA3bIBAET LEIIOYKH OXKUJIAHUS JJIs OJI0KUPOBKU 3-T0 Tuna (series 3).

D70 pobiemMa MOrya OBITH BHI3BAHA BBIIIE OMUCAHHBIMU CATYAIMSAMA: Y3KOE MECTO 3aIVCH JAHHBIX HA
muck ¢ B/I, naurensHoe oxumanue OJJOKUPOBOK, Y3KOE MECTO B TOJCUCTEME TTaMSITH.

Ecnu npobiema He B 3TOM, TO IPUYUHBI MOTYT OBITH CJIEIYIOITHE:

® MHOI'O OJTHOBDEMEHHbBIX COEJIMHEHUI BBIIOJHAIOT KPYIIHbIE U3MEHEHUSI B PA3HBIX 3aIUCIX OJNHAKO-
BbIX TabJiull, (MOKET OBITH BBIBEJIEHO U3 JKYPHAJIA ayUTa).

® Upe3BBIYANHO BBICOKUII POCT YHCIIAa TPAH3AKIM, TeHEPUPYEMBIX IPUIIOKEHUSIMU (MOKET ObITh BbI-
BEJICHO U3 OBICTPOro POCTa CUETINKOB TPAH3AKIIUIA).

Eciu u st OPpUYNHBI UCKJIIOYE€HbI, TO MOXKHO IIOJIYy9YUTH HOMEPpa CTPaHUIL, HCIIOJIb3ysd KJIIOY Key -
I/I,HQHTI/I(I)I/IKaTOp 33,6JIOKI/IpOBa,HHO pecypcCa, 1 BbISICHUTb, KaKN€ UMEHHO CTPAaHUIIbI BBI3bIBAIOT HpO6JIeMLI u
KaKHe Ta6.HI/II_H)I7 MHACKCHI WIN JIpYyTrue CTPYKTYPbI ABJIAIOTCA Y3KUM MECTOM.

Pexomengamun

e Pazpermurh mpobieMbl, OTUCAHHBIE BBIIIIE.

o IlepeBectu 3amady Ha pa3spabOTUYNKOB MPUJIOXKEHUST JJIs TOTO, 9TOOBI OHM MOIJIM UCKJIIOYUTH IIPO-
6J1eMbI, BOBHUKAIOIIUE [IPA OJHOBPEMEHHBIX M3MEHEHHAX B TAOJIMIAX MJIA BBHICOKOM POCTE UUCIIA
TpaH3aKIUii.

o Moxkno obparurhbcs B Texumieckyio nmomuepkky PEJl Basor Jlanubix, eciiu Bce yKa3aHHbBIE IPUYIN-
HBI UCKJIIOYEHBI, & IPobJIeMa OCTAJIACh.

13.3.11 JloJjsiro BbINOJIHsIEMbIE 3ATPOCHI

IIpn3zaaknm

e IJomp30BaTesnn OTMEHAIOT IIJIOXYIO ITPOU3BOIUTEIBLHOCTD, 3aBUCAHNE KIINEHTA WJIM 3aBUCAHUE BCeEi
CHCTEMBI, €CJIU 3aIIPOC BBIIIOJIHAETCS CEPBEPOM, KOIJIAa YIePKUBAETCS HEKOTOPAs OJIOKHPOBKA.

e B ciyuae 3aBucanus npoOJeMHBIN 3aIIpOC MOXKHO yBUIeTh B Tabsuie MONSSTATEMENTS co cTpoOKOit
MON$STATE <> 0.

e IIpobsieMbl ¢ IPOM3BOIUTEIBHOCTHIO IIPU OIIPEJIEIEHHBIX 3aIIPOCAX.

e B rabmume mounntopunra MONSRECORD_STATS KOJMYECTBO HEMHIEKCHBIX UTEHHUI ropas3ao OOJbIe,
YeM MHJICKCHBIX (MON$RECORD_SEQ_READS > MON$RECORD_IDX_READS).

Pexomenganum

e Eciu onpenenuau mpobsemusiii 3anpoc B MONSSTATEMENTS, 3aBepinuTe ero yiaaJeHHeM COOTBET-
CTBYIOIIEN CTPOKH.

[ ] SaHy(ZTI/ITe 3alIpoC OTAEJIbHO C BKJIIOYCHHBIM OTO6pa)KeHI/IeM IIJlTaHa U CTaTUCTHUKM:

set stats on;

set plan on;

<3ampoc>

Current memory = 2574604
Delta memory = -5660

(npogonkerne Ha cneayloLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
Max memory = 2653012
Elapsed time= 0.03 sec
Cpu = 0.000 sec
Buffers 512
Reads = 1
Writes O
Fetches = 92

I

Current memory
O6bEM naMsiTH, UCIIOIb3yeMoil cepsepoM (B GaiiTax).

Delta memory
ITokasbiBaeT, Ha CKOJIBKO OAalT H3MEHUJIOCH HUCIOJIb30BaHUE HaMaTH (3Hadenue Current
memory) 3a BpeMsl BBIIIOJHEHUsI 3aIIPOCA.

Max memory
MakcuMaIbHOE HCIIOJIB30BAHUE TAMATH, KOTOPOe ObLIO 3a(UKCHPOBAHO C MOMEHTA 3aIlyCKa
cepsepa.

Elapsed time
Bpewms BrIOTHEHUS 3aIpoca.

Cpu
Bpewms ucnonb3zoBanust CPU.

Buffers
KosmaecTBo KamnpoBaHHBIX CTPAHUIL.

Reads
TTokaszaresb quckoBoro I/0, CKOJIBKO CTPAHHUI] CIMTAHO C JAUCKA B K3 cepBepa (TeX, KOTOPbIe
elle He HAXOJUJINCH B K311e). [lepBoe BbIOTHEHNE 3a1POCca IIOKA3BIBACT TOYHbIE JaHHble. [lpu
IIOBTOPHOM BBI30Be, ecjii Reads = 0, TO Bce Hy2KHbIe CTPAHUIIBI Y2Ke B K3IIIe, a €CJIN 3HAUYCHNe
6ouibire 0, TO B K3IIIe HE XBATAET MECTa, YTOOBI IOMECTUTh HEOOXOIUMbIE CTPAHUIIBI, TO €CTh
Ha caMOM Jiesie cuutano crpanull Buffers + Reads.

Writes
Crpanunpl, 3alucandble U3 K3IIa Ha AUCK (MM B KOII OIEPAIMOHHOl cucreMbl). Insert,
update, delete - BJMAIOT HA ITOT [IOKA3ATEJb, TAKXKE BJidsieT cOOpKa Mycopa npu select.

Fetches

Wuaukarop onepanuii ¢ namarbio (Bitodas CPU). CkoibKo 66110 00palleHnii K cTpaHuie B
K3IIle, YTEHUE 3alACell, YTeHne KJIIO4Yell, 9TeHne CTPaHnll yKa3aTesjeld, U T.II.

e OmubIT TOKAa3BIBAET, UTO HanbOJIee 3HATUTEIHHBIE TPOOIEMBI ¢ IPOU3BOIUTEIHLHOCTHIO BHI3BAHBI OT-
CyTCTBHEM HYKHBIX HHJIEKCOB. [IpoBepbTe, CyIIeCTBYIOT JI MHJEKCHI, KOTOPBhIE MOXKET HCIIOIb30-
BaTh JAHHBIN 3ampoc. Ecian Her - mocTpoiite ux.

IIpn HaMIMe HECKOJIBKHMX WHJIEKCOB ONTHMU3ATOP BBIOEPET MMEIOIIUE JIyUINyIO CEJeKTHBHOCTD 1
OTOPOCUT MHJIEKCHI, HMEIOIIUE XY/IIIYIO, MMO3TOMY HEOOXOIUMO €€ HNEePHOIMYECKH MepeCYUTHIBATD
(BpYHHYIO WJIM 110 PACHUCAHMIO).

13.3.12 IIpobiema ¢ AHTUBHUPYCOM

IIpuznakn

o Cucrema MeJJIEHHO PAbOTAET.

AHnTHUBUpYC TIepeXBATBHIBACT OOJIBITUHCTBO CUCTEMHBIX BBI30BOB, MO3TOMY MOXKET BBI3BATH 3aMeJIeHUe
B COBEPIIEHHO HEOXKUIAHHBIX MecTax. Habiromamoch 3aMeIjIeHre BBOIA-BBIBOA, 3aMEJIEHIE CETH, 3aMe]l-
JIEHUS JIOCTyNa K TMaMATH.
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Pexomenganum

o OrkIIIOYNTE WK YIAJIATE AHTUBUPYC. ECu Mpon3BoUTeIbHOCTD YIIyYIINIACh, OPoOyiiTe BHIOO-
POYHO OTKJIIOYUTH aHTUBUPYC yist BpeMenuoit mamku CYB/I.

13.3.13 IIpousBoanTesIbHOCTDH (paityioBOii cUCTEMBI

ITpuznaknm

e Ilokazarens I0PS MpOU3BOIUTEILHOCTA CUCTEMBI XPAHEHUsI JAHHBIX 3HAYUTEIHLHO MeJJICHHEE, 9eM
IIPOU3BOJINTEILHOCTh CAMOTO ycTpoiicTBa. MoKHO oXujaTh 3Hadenust 10PS juist kaxkjaoro SSD 1o
kpaiineii mepe 5000 (a1 napsl, eciu oan "3epkasibubie" ) u 1o kpaiineii mepe 130 I0PS it KazK10ro
JKECTKOTO JIUCKa, (JJ1st TIaphbl, ecam OHNU "3epkaJsbHbie").

Pexomengamun

e Pekomenjyercss umerh pasmep KJacrepa ¢pailjioBoil cHCTeMbI, COBIAJIAIONINI C PA3MEPOM CTPAHUIIBI
0a3bl JAHHBIX.

e /I MHOrOYpOBHEBBIX KOH(MUIrypanuil (HapuMep BUPTyaJd3aliusi) JOJIKHBI OBITh OIEHEHbl Ha-
KJIQ/IHBIE PACXO/Ibl Ha KaXKJIOM YDOBHE B ILIAHE 33JI€PKEK U IIPOILYCKHOU CIIOCOOHOCTU OIlepaliuii
BBOJIa-BbIBOJIa. KoH(buUrypamust 10/2kHa ObITh HACTPOEHA, YTOOBI 00ECIeYNTDb TPUEMJIEMBII YPOBEHD
IIPOU3BOIUTEILHOCTH.
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14 PSQL-npodaitnep

['naBa 14
PSQL-mpodaiinep

14.1 OOmmme cBeaeHUd

IIpodaitnep mo3BoJIIET MOJB30BATEISIM U3MEPSTH 3aTPAThl Ha IPOU3BOIUTEIHLHOCTD Koaa SQL u PSQL.
DTO peaJm30BAHO C IOMOIBIO CHCTEMHOIO TAKeTa, MepeIaloliero JaHHble B IaruH mpodaiiaepa. B satom
TEKCTe JaCTU CepBepa W IJIarMHa PACCMATPUBAIOTCS KaK eINHOe IeJIoe, TaK Ke, KaK OyJIeT MUCIoIb30BAThCS
upodaiisiep no ymosruanuio (Default_Profiler).

ITaker RDB$PROFILER mo3BosisieT TpoUINpOBaTh BHITOJIHEHNE KOoma PSQL, cobupasi CTATUCTUKY, O TOM
CKOJIBKO Da3 ObLIa BBINOJHEHA KaXKasi CTPOKA, a TaKXKe ee MUHAMAJbHOE, MAKCHMAJILHOE U 0DIlnee Bpe-
MsI BBINIOJTHEHUST (€ TOYHOCTBIO 10 HAHOCEKYH). TakKe OH JaeT MOCTYN K CTATUCTUKE SIBHBIX U HESBHBIX
SQL-KypcopoB.

Ytob6br cobpaTh JaHHBIE, HEOOXOIWMO 3aIllyCTUTL ceaHc mpodaitaepa ¢ momornbio RDBSPROFILER.
START_SESSION. Dra QyHKIMs BO3BpaIlaeT UIAeHTUPUKATOP ceaHca Ipodaiiiepa, KOTOPbIN II03Ke CoXpa-
HsleTCsl B TaD/IMIAX CHAIIIOTOB Iipodaiiiepa juisd 3ampoca u anaimsa. Ceanc npodaiinepa MOXKeT ObITH JIO-
KAJIbHBIM (TO K€ HOJKJIIOYEHNE) UIH YAAJIEHHBIM (JIPyroe MOIK/II0YeHuUE).

VrnanenHoe IpodUINpPOBaHIEe IIEPEChIAET KOMAHIbI YIAJEHHOMY ITOJIK/IIOYeHNI0. BO3M0OXKHO OTHOBDE-
MEHHO PO UINPOBATH HECKOJIBKO MOIKJIFOUYEeHN. TaKKe BO3MOXKHO, UTO JIOKAJBHO WIN YIAJEHHO 3aIlyIIeH-
HBII ceaHC mpodailiepa COMEPKUT KOMAHIIBI, TEPEJAHHBIE IPYTUM TOIKJIIOIEHUEM.

ViiajeHHO IepeJlaHHble KOMAHJIbI TPEeOYIOT, YTOOBI IeJIeBOe IMOJK/II0UeHe HAXOIUIOCh B COCTOSTHUIH
OXKWJIaHUSI, TO €CTh He BBIMIOJIHSIIO JAPYTrue 3arpockl. Korga oHO He IPOCTanBaeT, BBI30B KOMAHT OJIOKUDYeTCst
B OXKUJIAHUN 9TOT'O COCTOSTHUS.

Ecmm ymanerHOE MOIKITIOUEHNE TPOUCKXOIUT OT APYTOTO HOJIH30BATENsI, TO BBHI3BIBAIONINI ITOIH30BATEb
JOJIZKeH nMeThb cucremuble pusnyierny PROFILE_ANY_ATTACHMENT.

ITocne 3amycka ceanca craructuka PSQL u SQL oneparopoB HaunHAeT cobuparbcsi B naMsaTu. Obparure
BHUMAHWE, ITO CeaHc nmpodaiiaepa cobnpaeT JaHHbIE TOJIBKO 00 OIepaTopax, BHIIOJHIEMbIX B TOIKIIOUECHNN,
CBSI3AHHOM C CEAHCOM.

JlaHHBIE arperupyTCs U COXPAHSIIOTCH JJIs KayKI0ro 3ampoca. [Ipu 3ampoce TabJIuII] CHAIIIIIOTOB MOXK-
HO BBIIOJHATDH JOTOJHUTEIHLHYIO arpPerarnuio /s KayKJI0ro onepaTopa WX UCIOJIH30BATh BCIIOMOTATeIbHbIE
peICTaBJIEHNS, KOTOPBIE JIeJal0T 3TO aBTOMATUIECKH.

Ceanc MOXKeT OBITh TPHOCTAHOBJIEH, YTOOBI BDEMEHHO OTKJIIOYNTH cOop cratuctuku. OH MOXKeT ObITh
BO300OHOBJIEH I032K€, ITOOBI BEPHYTH COOD CTATHUCTUKHU B TOM K€ CEAHCE.

HoBprit ceanc moxkeT ObITH 3aIlyIeH, KOLJa CEAHC yXKe aKTHBEH. B 9TOM cjydae OH UMEET Ty Ke
CEMAHTHUKY 3aBEpINeHnsT TEKYINero ceamca ¢ momoribio RDBSPROFILER.FINISH_SESSION (FALSE), mosToMy
TaOJIAIBI CHAIIIIOTOB HEe OOHOBJIAIOTCS B TO K€ BPeMsI.

Yro0bI TpOAHAIN3UPOBATE COOPAHHBIE TAHHBIE, HEOOXOIMMO COPOCUTH JTAHHBIE B TaOJIUIBI CHAIIIIOTOB,
YTO MOXKET OBbITh CJIEJIAHO [IPH 3aBEpINeHUN WM IPUOCTAHOBKe ceaHca (¢ mapamerpoMm FLUSH, ycranoBiieH-
ubiM B TRUE) min BeizoBom RDB$PROFILER. FLUSH. [lanuble yIasisiioTCs ¢ IIOMOIIBI0 ABTOHOMHOI TPaH3aKIUN
(TpaH3aKIWsl, 3aIyIeHHas U 3aBepIIeHHAs /IS KOHKPETHOH 1e1 OOHOBJIEHNsT TAaHHBIX Tpodaiisepa).

14.1.1 HakuajiHble pacxo/bl, BO3HUKAIOIIEe BO BpeMs paboThI
npodaiiiepa

Bo Bpemst pabornl npodaiisiepa BO3HHKAIOT HAKJIAIHBIE PACXOJ/bl, KOTOPbIE 3aMeJJISIOT paboTy cep-
Bepa. DTU PACXOMbl 3aBUCIT OT OIEPAIIMOHHON CHCTEMBI, BEPCUU Spa U MOJEIU IMPOIECCopa, X TPYIHO
npenckasarhb. Ho moorma oHu MOTyT OBITH OY€Hb BBICOKMMH, Hampumep, 6osee 100%.
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Ecsn Takue HaKJIaJIHbIE€ PaCXO/Ibl BOSHUKAIOT B Linux, TO C IIOMOIILIO cnegy}omei/’l KOMaH/IbI Bbl MO>KeTe
yBUIETD, KAaKO MCTOYHUK CHUTHAJIA TAKTOBOU YACTOTHI UCIIOJIB3YeTCA JJid CUHXPOHU3AITAN:

cat /sys/devices/system/clocksource/clocksource0/current_clocksource

Ecau pesyabrar oTnindaeTcst OT tsc, 3TO MOXKET OBITH MPUIUHON TPOOIEMBI.

Erme omma BozMoKHas mMpwduHa 3aMeIIeHnsa B Linux - 9Ta ommdKa.

14.1.2 IIpumep ceanca npodaiiepa

Hwxke npusesien mpumep ceanca mpodaiiiepa u 3apoCcoB I aHAJIN3A JTAHHBIX:

/* Preparation - create table and routines that will be analyzed */

create table tab (
id integer not null,
val integer not null

)8
set term !;

create or alter function mult(pl integer, p2 integer) returns integer
as
begin
return pl * p2;
end!

create or alter procedure ins

as
declare n integer = 1;
begin
while (n <= 1000)
do begin
if (mod(n, 2) = 1) then
insert into tab values (:n, mult(:n, 2))
n=mn+1;
end
end!
set term ;!

/* Start profiling */
select rdb$profiler.start_session(\rr{Profile Session 1}) from rdb$database;
set term !;

execute block

as

begin
execute procedure ins;
delete from tab;

end!
(npogonkerne Ha cneaytoLeld CTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
set term ;!

execute procedure rdb$profiler.finish_session(true);
execute procedure ins;

select rdb$profiler.start_session(\rr{Profile Session 2}) from rdb$database;

select mod(id, 5), sum(val)
from tab

where id <= 50

group by mod(id, 5)

order by sum(val);

execute procedure rdb$profiler.finish_session(true);
/* Data analysis */

set transaction read committed;

select * from plg$prof_sessions;

select * from plg$prof_psql_stats_view;

select * from plg$prof_record_source_stats_view;

select preq.*
from plg$prof_requests preq
join plg$prof_sessions pses
on pses.profile_id = preq.profile_id and
pses.description = 'Profile Session 1';

select pstat.*
from plg$prof_psql_stats pstat
join plg$prof_sessions pses
on pses.profile_id = pstat.profile_id and
pses.description = 'Profile Session 1'
order by pstat.profile_id,
pstat.request_id,
pstat.line_num,
pstat.column_num;

select pstat.*
from plg$prof_record_source_stats pstat
join plg$prof_sessions pses
on pses.profile_id = pstat.profile_id and
pses.description = 'Profile Session 2'
order by pstat.profile_id,
pstat.request_id,
pstat.cursor_id,
pstat.record_source_id;
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14.2 ®ynknua START SESSION

RDB$PROFILER.START_SESSION 3amyckaeT HOBBI ceanc mpodailjiepa, MPeBpaIaeT ero B TeKyIuii ce-
anc (c 3aganabiM ATTACHMENT _ID) u BO3BpAaIlaeT ero uIeHTUMHUKATOP.

Ecnu snavenne FLUSH_INTERVAL me NULL, TO aBTOCOPOC HACTPAUBAETCS TAKUM Ke 00pa30M, KaK U IIPHU
Bbr3oBe RDB$PROFILER.SET_FLUSH_INTERVAL.

Eciin 3nauenue PLUGIN_NAME pasuo NULL (110 yMOJI9aHuIo), TO OyIeT UCIIOJIb30BaH IIaruH npodaiiiepa
KoHMbUryparuu 6a3bl JaHHBIX [0 yMOJIIAHUIO.

PLUGIN_OPTIONS - »TO mapaMeTpbl, HacTpaumBaeMble I IJIardHa, B JAaHHOM CJIydae JJId
Default_Profiler mo/kHO OBITH 3HaueHne NULL.

Bxonnbre mapameTpsr:

e DESCRIPTION - Tun VARCHAR(255) CHARACTER SET UTF8 no ymosrdanuro NULL;

e FLUSH_INTERVAL - Tun INTEGER no ymosryanuio NULL;

e ATTACHMENT_ID - tun BIGINT NOT NULL mo ymos4vanuto CURRENT_CONNECTION;

e PLUGIN_NAME - Tunr VARCHAR(255) CHARACTER SET UTF8 mo ymosraanuio NULL;

e PLUGIN_OPTIONS - tun VARCHAR(255) CHARACTER SET UTF8 mo ymosruanuio NULL.
Bosspammaer Tur BIGINT NOT NULL.

14.3 Ilponenypa PAUSE SESSION

RDB$PROFILER.PAUSE_SESSION mnpuocTaHaBiuBaeT TeKylmuit ceanc upodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID), IO9TOMY CTATHUCTUKA CJIELYIONIUX BBIIOJIHEHHBIX HHCTPYKIUiT He cobupaercs.

Eciu snaxenne FLUSH pasro TRUE, TaOIATIBI CHAIIIIIOTOB OOHOBJISIIOTCST JAHHBIMU JI0 TEKYIIErO MOMEHTA.
B mpoTtuBHOM citydae JaHHBIE OCTAIOTCS TOJIBKO B TAMSITH JIJIST TTOCJIELYIOMIEro OOHOBJICHMSI.

Bozos RDB$PROFILER.PAUSE_SESSION(TRUE) mmeeT Ty »Ke CEMAHTHUKY, 9TO W BbI3oB RDB$PROFILER.
PAUSE_SESSION(FALSE), 3a KoTopbiM ciepyer RDB$PROFILER.FLUSH (ucnosb3yst ToT ke ATTACHMENT_ID).

Bxopmbre mapameTpsr:
e FLUSH Ttun BOOLEAN NOT NULL mo ymomvanuio FALSE;
e ATTACHMENT_ID tun BIGINT NOT NULL no ymosiganuio CURRENT_CONNECTION.

14.4 IIpouenypa RESUME SESSION

RDB$PROFILER.RESUME_SESSION Bo300HOBjsier Tekyiuii ceaHc mpodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID), ecjiu OH ObLJI IPUOCTAHOBJIEH, 3AIlyCKas CHOBA COOP CTATUCTHUKMU.
Bxoambie mapaMeTphr:
e ATTACHMENT_ID Tun BIGINT NOT NULL nmo ymosrganuio CURRENT _CONNECTION.

14.5 Ilpounenypa FINISH SESSION

RDB$PROFILER.FINISH_SESSION 3aBepmiaer Tekymuii ceanc mupodaiimepa (¢ 3aJaHHBIM
ATTACHMENT_ID).

Ecau 3natenne FLUSH pasuo TRUE, TabJIUIIbI CHAIIIIOTOB OOHOBJISIIOTCS JTAHHBIME 3aBEPIIEHHOTO CeaH-
ca (I/I CTapbIX 3aBEPIICHHBIX CEaHCOB, KOTOPbLIE €Ille He IIPpUCYTCTBYIOT B CHaIIIHOTe). B IOIPOTUBHOM CJly4dae
JIAHHBIE OCTAIOTCS TOJIBKO B IIAMSITH JIJIsI ITOCJIEYIONEro OOHOBJICHMSI.

Broizos RDB$PROFILER.FINISH_SESSION(TRUE) mMmeeT Ty K€ CEMAHTHUKY, UTO 1 Bbr30B RDB$PROFILER.
FINISH_SESSION(FALSE), 3a koropbiM cieayer RDB$PROFILER.FLUSH (ucnosb3yst ToT ke ATTACHMENT_ID).
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14.6 IIpomemypa CANCEL SESSION

Bxoaubie napaMeTphr:
e FLUSH Tun BOOLEAN NOT NULL no ymosrgyanuio TRUE;
e ATTACHMENT_ID Tum BIGINT NOT NULL mo ymosrgannio CURRENT _CONNECTION.

14.6 Ilponenypa CANCEL SESSION

RDB$PROFILER.CANCEL_SESSION  ormenser Tekymmii ceanc upodaiiiepa (¢ 3aJaHHBIM
ATTACHMENT_ID).

Bce nanmbre ceamnca, mpuCcyTCTBYIONINE B ILUIAruHe podailiepa, yIaasdioTcss U He OYayT COPOIIEHBI.
Jlanubre, KOTOpbIE y2Ke ObLIN COPOIIEHBI, HE YIAJSIOTCS aBTOMATUIECKH.
Bxosnble apameTpsr:

e ATTACHMENT_ID tun BIGINT NOT NULL no ymosiganuio CURRENT_CONNECTION.

14.7 IIponemypa DISCARD

RDB$PROFILER.DISCARD ynassier Bce ceaHch (¢ 3aiaHHbiM ATTACHMENT _ID) u3 mamsiTu, He cOpachiBast
X JaHHBIE.

Eciu ecTh akKTUBHBIN CeaHC, OH 3aBEPIIACTCS.
Bxommbre mapaMeTpsr:
e ATTACHMENT_ID Tum BIGINT NOT NULL nmo ymosrganuto CURRENT _CONNECTION.

14.8 IIponenypa FLUSH

RDB$PROFILER .FLUSH 06HOBIIsieT TabJIUIIbI CHAIIIIOTOB JAHHBIMU U3 CeaHcoB Ipodaitiepa (¢ 3a[aHHbIM
ATTACHMENT_ID) B naMmsru.

Tlocie OOHOBJICHUST JAHHbIE COXPAaHSIOTCSA B TabIIIAX PLG$PROF_SESSIONS,
PLG$PROF_STATEMENTS, PLG$PROF_RECORD_SOURCES, PLG$PROF_REQUESTS, PLG$PROF_PSQL_STATS wu
PLG$PROF_RECORD_SOURCE_STATS u MOTYT OBITh TPOYUTAHBI U MTPOAHAJTM3TPOBAHDI.

Jlannbre OOHOBJISIOTCS C TIOMOIIBIO ABTOHOMHON TPAH3aKIINU, TIO9TOMY, €€CIU IPOIETyPa BbI3IBACTCS
B CHAIIOT-TPAH3AKINH, [TAHHbIE HE Oy/IyT CIUTHLIBATHLCSI B TOM K€ TPAH3AKIINM.

Kak TopKO poncxo/uT 0OHOBJIEHNE, 3aBEPIIEHHbIE CEAHCHI YIAJIAIOTCS U3 ITaMSITH.
Bxonnbre mapameTpsr:
e ATTACHMENT_ID Tmm BIGINT NOT NULL mo ymosrganuio CURRENT _CONNECTION.

14.9 TIpoueaypa SET FLUSH INTERVAL

RDB$PROFILER.SET_FLUSH_INTERVAL BKJIIOYAET (FLUSH_INTERVAL > 0) nian BBIKJ/IIOYA€T
(FLUSH_INTERVAL = 0) nepuoguueckuii ¢cOpoc manubix. FLUSH_INTERVAL - KOJMYECTBO CEKYH/I.

Bxoambre mapaMeTpsr:
e FLUSH_INTERVAL Tumr INTEGER NOT NULL;
e ATTACHMENT_ID tun BIGINT NOT NULL no ymosraanuio CURRENT _CONNECTION.
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14.10 Tabauipl CHAIIIIOTOB

14.10 Tabyuipl cCHAIMIOTOB

TabJunpl CHAIIIOTOB (& TaKXKe NPEeJICTABJIEHNs] U IIOCJIEJI0BATENLHOCTE) aBTOMATHYECKN CO3JAKTCS
[IpU TIEPBOM KCIIOJIb30BaHuu podaitiepa. OHM MPUHAIEKAT TEKYIIEMY TOJb30BATEIIO C IPABAME HA UTe-
uue/3anuch Jyia PUBLIC. Korzma ceanc 3aBepuiaercs, CBsi3aHHbIE JAHHbIE B JIPYIHX TaOJUIAX CHAIIIOTOB

npodaiisiepa Takke aBTOMATHYIECKN YIAJSIIOTCA ¢ TOMOINBIO BHENTHUX KJrtodeil ¢ omnrmeit DELETE CASCADE.

Hmxke npusemen crimcok tabiuil, B KOTOPBIX XPAHATCS JTaHHBIE Tpodaiiiepa.

PLGSPROF SESSIONS

UTF8

N neurucdpukarop Twun gaHHbIX Onucaunue
CcTOJIOIA
PROFILE_ID BIGINT WNnentudurarop ceanca mpodaiinepa.
ATTACHMENT_ID BIGINT W neratudukaTop moaKIII0O9EHNUS.
USER_NAME CHAR(63) CHARACTER SET UTF8 |lms moJib3oBaTeIs.
DESCRIPTION VARCHAR(255) CHARACTER SET Omnucanme, muepemgannoe B RDB$PROFILER.

START_SESSION.

START_TIMESTAMP

TIMESTAMP WITH TIME ZONE

MowmenT 3amycka ceccun mpodaiisepa.

FINISH_TIMESTAMP

TIMESTAMP WITH TIME ZONE

MowmenTt, Korma ceccusi ipodaityiepa Oblia 3a-
gepreHa (NULL, eciin He 3aBepIlieHa).

PLGSPROF STATEMENTS

N aentudukarop Tun gaHHbIX Omnucanue
cToJI01IAa
PROFILE_ID BIGINT Unentudukarop ceanca mpodaiiepa.
STATEMENT_ID BIGINT N nentudukarop omneparopa.
PARENT_STATEMENT_ID BIGINT N nentudukarop poanuTeIbCKOro onepaTopa - CBI3aH C IMOJ-

IIporpaMMaMu.

STATEMENT_TYPE

VARCHAR(20) CHARACTER SET
UTF8

Baok, dyukIius, mporeaypa wim TpUrrep.

PACKAGE_NAME

CHAR(63) CHARACTER SET
UTF8

[TakeT OYHKIMEM WJIA TTPOIIETY PHI.

ROUTINE_NAME

CHAR(63) CHARACTER SET
UTF8

Nmsa dyukimu, mporeaypsbl UiIn TPUTTEPA.

SQL_TEXT

BLOB

SQL-rekct mss BLOCK.

PLGSPROF CURSORS

N penrudukarop Twun paHHBIX Onucaunne
cToJIbIa
PROFILE_ID BIGINT Nnentudukarop ceanca mpodaiiiepa.
STATEMENT_ID BIGINT Wnentudurarop omeparopa.

(pa3pbiB Tabauupl)
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(pa3pbiB Tabnuupl)

N neaTudukarop Tun maHHbIX Onucaune
cTOJIOIA
CURSOR_ID INTEGER WNaentudukarop Kypcopa.
NAME CHAR(63) CHARACTER SET UTF8 Nwmsa asaOTO Kypcopa.
LINE_NUM INTEGER Howmep cTpoxu omeparopa.

COLUMN_NUM INTEGER

Howmep cronbria omeparopa.

PLGS$PROF RECORD SOURCES
N nentudukarop crosioa Tun maHHBIX Ornucanue
PROFILE_ID BIGINT Wnentudurarop ceanca mpodaitiepa.
STATEMENT_ID BIGINT N nentudukarop omeparopa.
CURSOR_ID BIGINT WNaentudukarop Kypcopa.
RECORD_SQOURCE_ID BIGINT N nenTuduKaTOp NCTOTHUKA, 3AIINCH.
PARENT_RECORD_SOURCE_ID BIGINT NaentudukaTop NCTOUYHNKA POIUTETHCKON 3aIUCH.
ACCESS_PATH VARCHAR (255) IInan 3ampoca.
CHARACTER SET
UTF8

PLG$PROF PSQL_STATS

N neurudukarop Twun Onucaunune
cToJibna JAaHHBIX

PROFILE_ID BIGINT W neatudukarop ceanca mpodaiiiepa.

REQUEST_ID BIGINT W neatudurarop 3ampoca.

LINE_NUM INTEGER Howmep cTpoku orepatopa.

COLUMN_NUM INTEGER Howmep crosibiia oneparopa.

STATEMENT_ID BIGINT WNnentudurarop omneparopa.

COUNTER BIGINT Kosm1ecTBo BBITIOJHEHHBIX Pa3 CTPOKHU /CTOJIOIIA.

MIN_ELAPSED_TIME BIGINT MunumanbHOe 3aTpadeHHoe BpeMst (B HAHOCEKYHJIAX ) BBIIIOJIHEHMsI
CTPOKH / CTOJIONIA.

MAX_ELAPSED_TIME BIGINT MaxkcumajibHoe 3aTpadeHHOe BpeMs (B HAHOCEKYHJIAX) BBIIOJIHE-
HUsI CTPOKH /CTOJIOIA.

TOTAL_ELAPSED_TIME BIGINT Ob1iee 3aTpaveHHOe BpeMsi (B HaHOCGKyHﬂaX) BBIIIOJIHEHUS CTPO-
K,/ cToona.

PLG$PROF _RECORD _

SOURCE _STATS
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N aentudukarop crosdia Twun Onucanne
JaHHBIX

PROFILE_ID BIGINT Wnentudurarop ceanca mpodaitiepa.

REQUEST_ID BIGINT WNaentudukarop 3armpoca.

CURSOR_ID BIGINT WNaentudukarop Kypcopa.

RECORD_SQOURCE_ID BIGINT W neHTnduKaTOp NCTOYHUKE 3AITUCH.

STATEMENT_ID BIGINT Wnentudukarop omeparopa.

OPEN_COUNTER BIGINT KosmmrgecTBo pa3 OTKpBITHST NCTOYHUKA, 3AIUACH.

OPEN_MIN_ELAPSED_TIME BIGINT MuHnmaIbHOe BpeMsl OTKDBITHS UCTOYHUKA 3amucu (B HAHO-
CEeKYH/IaX).

OPEN_MAX_ELAPSED_TIME BIGINT MaxkcumasibHOe BpeMsi OTKPBITHs UCTOUYHUKA 3aIucu (B HAHO-
CEeKYHJIaX).

OPEN_TOTAL_ELAPSED_TIME BIGINT O61riee BpeMsi OTKPBITHST HCTOYHUKA 3AIUCH (B HAHOCEKYHJIAX ).

FETCH_COUNTER BIGINT KoangecTBo BEIOOPOK U3 UCTOUHUKA 3AITUCH.

FETCH_MIN_ELAPSED_TIME BIGINT MuHuMaJbHOE BpeMsi BBIGOPKH U3 UCTOYHUKA 3anucu (B HAHO-
CEeKYHJIaX).

FETCH_MAX_ELAPSED_TIME BIGINT MaxkcumasibHOe BpeMsl BBIOOPKU U3 UCTOYHMKA 3amucu (B Ha-
HOCEKYHJIAX ).

FETCH_TOTAL_ELAPSED_TIME |BIGINT O6miee BpeMst BBIOOPKM U3 MCTOYHUKA 3alliCH (B HAHOCEKYH-

Jlax).

PLGS$PROF REQUESTS

N nentudukarop crosdia

Tun naHHbIX

Onucanue

PROFILE_ID BIGINT Wnentudurarop cearnca mpodaitiepa.

STATEMENT_ID BIGINT W nentudukarop omneparopa.

REQUEST_ID BIGINT W nentudukarop 3ampoca.

CALLER_STATEMENT_ID BIGINT Unenrudukarop oneparopa (STATEMENT_ID),
BBI3BaBIIIEI'0 TEKYIIUNA 3aIpOC.

CALLER_REQUEST_ID BIGINT U nenrudukarop 3ampoca (REQUEST_ID), BbI3BaB-

IIero TeKyIuil 3arpoc.

START_TIMESTAMP

TIMESTAMP WITH TIME

Z0ONE

MowmenT 3amycka ceccuu mmpodaiiiepa.

FINISH_TIMESTAMP

TIMESTAMP WITH TIME

ZONE

MowenT, korga ceccust mpodaiiiepa 6bLIa 3aBep-
mena (NULL, ecsiu He 3aBEpIIIECHA).

TOTAL_ELAPSED_TIME

BIGINT

Obmmee BpeMsl BBLIMOTHEHUSI 3ampoca (B HaHOCe-
KyHZax).

14.11 /JdonmosiHuTE AbHBbIE IPEICTABICHUS

Otu opeacTaB/JIeHNud IIOMOTalOT H3BJICKATH JaHHbIC, alPErupOBaHHbIC Ha YPOBHE OII€pPaTOPOB. Ounu
JOJIZKHBI OBITD IPEeaAIIOIYTUTEIbHBIM CII0OCOOOM AHAJIN3A CO6paHHLIX JaHHBIX. Hx Tak»ke MOXKHO HCIIOJIH30-

BaTb BMeCTE C Ta,6J'II/H_(a1\H/I JJId TIOJIyIE€HUA JOIIOJTHUTEJIbHBIX JaHHBIX, OTCYTCTBYIOIINX B IIPEACTaBJICHUAX.
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PLG$PROF STATEMENT STATS VIEW

select req.profile_id,
req.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,

select sql_text

from plg$prof_statements

where profile_id = req.profile_id and

statement_id = coalesce(sta.parent_statement_id, req.statement_id)

) sql_text,
count (*) counter,
min(req.total_elapsed_time) min_elapsed_time,
max(req.total_elapsed_time) max_elapsed_time,
cast(sum(req.total_elapsed_time) as bigint) total_elapsed_time,
cast(sum(req.total_elapsed_time) / count(*) as bigint) avg_elapsed_time

from plg$prof_requests req
join plg$prof_statements sta
on sta.profile_id = req.profile_id and
sta.statement_id = req.statement_id
left join plg$prof_statements sta_parent
on sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
group by req.profile_id,
req.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name
order by sum(req.total_elapsed_time) desc

PLG$PROF PSQL STATS VIEW

select pstat.profile_id,
pstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,
(select sql_text

from plg$prof_statements
(npo,u,omKeHme Ha cnepytoLueli CTpaHmu,e)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
where profile_id = pstat.profile_id and
statement_id = coalesce(sta.parent_statement_id, pstat.statement_id)
) sql_text,
pstat.line_num,
pstat.column_num,
cast(sum(pstat.counter) as bigint) counter,
min(pstat.min_elapsed_time) min_elapsed_time,
max (pstat.max_elapsed_time) max_elapsed_time,
cast (sum(pstat.total_elapsed_time) as bigint) total_elapsed_time,
cast(sum(pstat.total_elapsed_time) / nullif (sum(pstat.counter), 0) as bigint)
avg_elapsed_time
from plg$prof_psql_stats pstat
join plg$prof_statements sta
on sta.profile_id = pstat.profile_id and
sta.statement_id = pstat.statement_id
left join plg$prof_statements sta_parent
on sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
group by pstat.profile_id,
pstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name,
pstat.line_num,
pstat.column_num
order by sum(pstat.total_elapsed_time) desc

PLG$PROF RECORD SOURCE_STATS VIEW

e Cp. 314



PyxoBoscTBO ajmunucTpaTopa
14.11 lomoHUTEIbHBIE TIPEJICTABICHUS

select rstat.profile_id,
rstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type parent_statement_type,
sta_parent.routine_name parent_routine_name,
(select sql_text
from plg$prof_statements
where profile_id = rstat.profile_id and
statement_id = coalesce(sta.parent_statement_id, rstat.statement_id)
) sql_text,
rstat.cursor_id,
rstat.record_source_id,
recsrc.parent_record_source_id,
recsrc.access_path,
cast (sum(rstat.open_counter) as bigint) open_counter,

min(rstat.open_min_elapsed_time) open_min_elapsed_time,
(npomonxerne Ha creaytoLei CTpaHmue)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
max(rstat.open_max_elapsed_time) open_max_elapsed_time,
cast (sum(rstat.open_total_elapsed_time) as bigint) open_total_elapsed_time,
cast (sum(rstat.open_total_elapsed_time) / nullif(sum(rstat.open_counter), 0)
as bigint) open_avg_elapsed_time,
cast(sum(rstat.fetch_counter) as bigint) fetch_counter,
min(rstat.fetch_min_elapsed_time) fetch_min_elapsed_time,
max(rstat.fetch_max_elapsed_time) fetch_max_elapsed_time,
cast(sum(rstat.fetch_total_elapsed_time) as bigint) fetch_total_elapsed_time,
cast (sum(rstat.fetch_total_elapsed_time) / nullif(sum(rstat.fetch_counter), 0)
as bigint) fetch_avg_elapsed_time,
cast(coalesce(sum(rstat.open_total_elapsed_time), 0) +
coalesce(sum(rstat.fetch_total_elapsed_time), 0) as bigint)
open_fetch_total_elapsed_time
from plg$prof_record_source_stats rstat
join plg$prof_record_sources recsrc
on recsrc.profile_id = rstat.profile_id and
recsrc.statement_id = rstat.statement_id and
recsrc.cursor_id = rstat.cursor_id and
recsrc.record_source_id = rstat.record_source_id
join plg$prof_statements sta
on sta.profile_id = rstat.profile_id and
sta.statement_id = rstat.statement_id
left join plg$prof_statements sta_parent
on sta_parent.profile_id = sta.profile_id and
sta_parent.statement_id = sta.parent_statement_id
group by rstat.profile_id,
rstat.statement_id,
sta.statement_type,
sta.package_name,
sta.routine_name,
sta.parent_statement_id,
sta_parent.statement_type,
sta_parent.routine_name,
rstat.cursor_id,
rstat.record_source_id,
recsrc.parent_record_source_id,
recsrc.access_path
order by coalesce(sum(rstat.open_total_elapsed_time), 0) +
coalesce(sum(rstat.fetch_total_elapsed_time), 0) desc
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['nasa 15

KonnekTop CDC

Konuekrop CDC nozBosster orciexxusarh n3menenus Ha cepsepe PEJ] Baser lanubix B Tabumax na
YPOBHE CTPOK W M€HEPUPOBATH COOTBETCTBYIOIINE COOBITUSI BCTABKY, OOHOBIeHUS U yiaajeHus. CoObITHS JiTst
KaXKJI0f TabJIUIbl 3aIICHIBAIOTCH B OTHE/IbHYI0 TeMy Kafka, rie OHEH MOTYT OBITH HCIIOJIH30BAHBI IIPUJIOXKE-
HUSIMU U cepBUcaMu. KOHHEKTOP JI0/I2KEH OBITH BKJTIOUEH JIOKAJILHO Ha KaxK oM cepBepe PEJI Bazwr /lannbix,
rie Tpebyercst OTCIeXKMBaHue M3MeHeHnii B Tabsmiax. [locsie BKITOUeHNsT KOHHEKTOP HAYMHAET OCJIEXKUBATH
U3MEHEHUs Ha CepBepe U MyO/JIMKOBATH M3MEHEHUsi B oTneabHbix Temax Kafka. Kommekrop CDC mua PEJL
Baznr lanabix oTiimyaercs oT Apyrux KOHHEKTOPOB Debezium - OH He peasm3yeTcs moBepx Mexann3ma Kafka
Connect. Konnekrop npezncrasiisier coboit BCTPOEHHBIH B mporiecc cepsepa JVM-npomecc, nmyOauKyomuii co-
oniTus B Kafka ¢ momorpio mpojriocepa Kafka. KonnekTop peasn3oBaH Ha OCHOBE MEXaHU3Ma, PEILIMKAIIAN
cepsepa PEJI Baszpr JIaHHBIX, UTO TTO3BOJISIET OTCJICKUBATDH U3MEHEHUs 0€3 CO3/IaHUs JIOTIOJHUTEIHHBIX Ha-
rpy30K Ha cepsep. [ljist paboThl KOHHEKTOPa HEOOXOIMMO HACTPOUTDH MEXaHU3M periukaruu Ha cepepe PRI
Baswr Jlannbix.

KonnekTop peanusyercd B BUJe IJIarnHa perukanuu Debezium_Connector, ucrmosb3yroriem JAVA
6ubsmoTekn mIaTdopMbl Debezium ¢ OTKPBITHIM HCXOIHBIM KOJOM JJis ¢OOpa M3MEHEHHBIX JaHHBIX. [lma-
TUH peajn30BaH B BHie HaTuBHON dll/so OmOJIMOTEKH, MCIOIB3YyeMON i WHUIMAJA3AINNA IJIATUHA, U
java-6ubnuoTexru, peaau3yolieil paboTy KOHHEKTODA.

Konuexkrop CDC gna PEJI Bazer JlanHbIX mOmiepKuBaeT TPU PeKUMa PabOTHI:

e no_data - orupanJsieT Ha cepBep Kafka Tonpko u3amenenus Ha cepBepe PE/l Baser Jlanubix, cie-
JIAaHHBIE TIOCJI€ BKJIIOYEHNSI KOHHEKTOPA;

e initial - ormpasisier Ha cepep Kafka maHHbIe TaOJINI], CYIIECTBYIOIINE Ha MOMEHT CTapTa KOH-
HEKTOPA, [OCJIe Yero MPOIoJIKaeT paboTy B pexxuMe no_data;

e initial_only - ornpasiser Ha cepsep Kafka jannblie, cymecTByoNe Ha MOMEHT CTapTa KOHHEeK-
TOpA.

Pexxum no_data HCIIOJIB3YETCHd 110 YMOJI9aHUIO.

15.1 Hactpoiika koaaekTopa CDC

B daite koudurypanun firebird.conf B mapamerpe JavaHome yKaskKnTe MyTh K yCTAHOBJIEHHOMY

JDK nmn JRE.
JavaHome = /usr/lib/jvm/java-11-openjdk-amd64

st BKJIIOUeHnsi KOHHEKTOPa IJIATUH JIOJIZKEH OBITH JIOCTYIIeH B KOHMUIypaIuu IJIaruHoB plugins.
conf, a Takxke B KOHMUI'yparun pernkanun replication. conf B cekiuu database B HacTpoiike plugin
JIOJIKeH ObITh yKa3aH Debezium_Connector. [TapameTpbl KOHHEKTOPA 38/1aI0TCS B KOH(MUTYPAITMOHHOM (haii-
je reddatabase.connector.yaml.

s paborsl B pexkuMe initial_only m06aBiisiTh M BKJIIOYATH IJIATMH KOHHEKTOpa He Tpebyercs. 1lo-
npobuee o pexkume initial _only cm. Peorcum initial _only

st paboThl KOHHEKTOpa B KOHMUTyPAIMOHHOM (aiijie m1arnHoB plugins . conf neobxonumMo 106aBUThH
CEKINH TJIATMHA KOHHEKTOPA:

Plugin = Debezium_Connector {

Module = $(dir_plugins)/debezium_connector
(npogonkerne Ha cneayroweld cTpaHuLe)
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(npo,qon»(eHme C npegblayLueii CTpaHI/ILI,bI)
Config = Debezium_Connector_config

}

Config = Debezium_Connector_config {
JarDirs = $(this)/debezium
b

e Plugin - [lnarun, HeoGxoauMblil 11 paboThl KoHHEKTOpa (Debezium_Connector).

e Module - Oupejiessier IIyTh K HATUBHON OHOIOTEKe KOHHEKTOpA. [0 yMOoI9aHuio oHa HAXOIUTCS B
KaraJsiore plugins cepsepa n uMeeT M« libdebezium_connector.so/debezium_connector.ddl.
Ecin maTusHas 6ub/imoTeka nMeeT M 110 YMOJIYaHUIO, TO 3HAUEHHeM [1apaMeTPa MOXKHO OCTaBUTh
$(dir_plugins)/debezium_connector.

e Config - OmupeiesisierT CEKIUIO TApAMeTPOB I1arnia B popmare <uMs cexmuu>_config. Mms cek-
IUU MOKeT OBbITH JiI00bIM. 1o ymosraanuio Debezium_Connector_config.

e JarDirs - IlyTh K Karajory ¢ Java-IIaruHEoM OTHOCHUTE/IHHO KaTaJora cepsepa. Ilo ymosrganuio
nMeer 3Ha4eHue $(this)/debezium.

Ecim  cepsep PEJl Baser [laHHBIX yCTAHOBIEH WHCTAJISATOPOM, TO JJjis BKJIIOYEHWS KOH-
HEKTOpa  JOCTaTOYHO PACKOMMEHTHPOBaTh ceKimu Plugin = Debezium_Connector wu Config =
Debezium_Connector_config.

Hacrpoiika penukaruu ocyiecTsiisiercs B daiisie replication. conf, HAXOIAIIETOCH B KATAJIOTe Cep-
Bepa PEJI Baswr /lanabsrx. Heobxomumbie HACTPOUKY pEITHKAIINY I 0a3bl W 6a3 JTaHHBIX, B KOTOPBIX
TpebyeTcsi OTC/IE?KUBATH U3MEHEHUST:

database
{
plugin = Debezium_Connector

}

B koudrupyknuu perumkanuy mo yMOJTJIAHUIO BKJIIOUeHa cekius database, HO B HEil HE HACTPOEHBI
HuKakue mapaMerps! perinkanun. Cekinst database npuMensieTcst KO BceM ba3am maHHbIX. JI1a BRITIO9eHUst
KOHHETKOPa HeobxomamMo B cekruu database B mapamerpe plugin ykasars Debezium_Connector.

Eciiu Tpebyercst oTcsieKuBanue onpeeseHHoi 6a3bl JAHHBIX (UM HECKOJILKUX 6a3), TO JJisd HEE JI0JIKHA
OBLITH yKa3aHa ceKius database ¢ ykasaHumeM MyTH K Oa3e:

database = /your/db.fdb

{

plugin = Debezium_Connector
}
database = /var/db/rdb.fdb
{

plugin = Debezium_Connector
b

[Tpu HacTpoiike mapaMeTpoB Ha ypoBHE Oa3bl JaHHBIX B pasjelie database JI0/2KeH OBbITH yKa3aH MOJIHbIIMA
IyTh K 6a3e JaHHBIX. [ [CeBIOHMMBI U TIOJICTAHOBOYHBIE 3HAKU He J0IycKaioTcs. [loce HacTpoitku cepBepa
HEOOXOINMO €r0 MEPEe3aILyCTUTD.

ITocne macrpoiiku pemukarmu B daiiie replication. conf HeOOXOMMMO B KaXK 10l Oa3e MaHHBIX, st
KOTOPO# TpebyeTcst OTC/IeKMBAHNE N3MEHEHUH, BKIIIOUNTD PEITNKAITAIO U T00ABUTH TAOIHUITHI JIJISI OTCIIEIKH-
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BaHUsl B IyOuKaIuu. BRIIIOUYeHNE pelMKal B 0a3e JaHHBIX ¢ MOMOIIbI0 DDL KOMaH/IbL:

ALTER DATABASE ENABLE PUBLICATION;

Bxirouenne TabuIbl B CIIMCOK PEITATIMPYEMBIX OCYIIECTBIIAETCS cieayionteit DDL KOMaHOMH:

ALTER DATABASE INCLUDE TABLE <mmMa Tabnumsr> TO PUBLICATION

MozkHO 106aBUTH BCE JOCTYIIHbIE TabJIuIbl (B TOM YUC/Ie U T€, KOTOpble OYJyT CO3/aHbl B IPOLIECCce) B
CIIUCOK PEIIUIUPYEMbIX:

ALTER DATABASE INCLUDE ALL TO PUBLICATION

ITomgpobuee o duibTpanum TaOIUI B PEIUIMKAIIME CM. pa3aei Quavmpayus mabauy, u cmoabyos.

IMocnemaum sTamoM HaCTPOMKM HY>KHO yKa3aTh KoHuryparuio konHekTopa PEJL Baser /lanubix B
daiisie jvm.args, ecjiu He UCHOJIB3YeTCs KOHMUTYPAIMOHHBIN daiiyt 1o ymosraanuio. s sToro B jvm. args
Heo0X0IMMO J100aBUTH CTPOKY ¢ napamrepom -Dfirebird.connector.config=:

-Dfirebird.connector.config=/var/config/custom.rdb.connector.yaml

Koudwurypamnust KoOHHEKTOpa MOXKET PACIIOIAaraThCs B JTIOOOM KaTajore, K KOTOPOMY €CTh IIpaBa JOCTYIIa
y cepsepa PEJI Bazwbr Jlannsix. JocrynHble mapaMeTpbl KOHHEKTOPA OMMCAHBI B Pa3Jieie HUKE.

15.2 Pexxumbl paborsl KoHHeKTOpa CDC

Konnekrop CDC s PEJI Baser JIaHHBIX [O//Iep:KUBAET TPU PEKUMA PADOTHI:

e no_data - oTmnpasisieT Ha cepBep Kafka Tombko m3amenenus Ha cepsepe PEJI Basor /lannbx, ciae-
JIAHHBIE TI0CJIe BKJIIOYEHHST KOHHEKTOPA, PeKUM no_data HCIOJIb3yeTCs 10 yMOJTIAHUIO;

e initial - ormpaBisieT Ha cepep Kafka qaHabIe TAOIUIL, ITOCE I€T0 MPOI0JIKAET PADOTY B PEIKUME
no_data;

e initial_only - ornpasasier Ha cepsep Kafka manHble, CymecTByONe HA MOMEHT CTapTa KOHHEK-
TOpA.

Pexxum paborer  ompemesisiercs mapamerpoMm  snapshot.mode B kKoudwurypammonHoM daiiae
reddatabase.connector.yaml.

15.2.1 Pexuwm initial

Pexum initial ormpasisier mHa cepep Kafka mamnbie TabJnI, MOCTE YETO TMPOJOIKAET paboTy B pe-
JKUMe OTCIIeXKUBaHus n3MeHeHnii (no_data), orupasisis B Kafka coObITUST BCTABKU, OOHOBJICHUS U Y IAJI€HUSI.

s ucronp3oBanus pexknma initial B reddatabase.connector.yaml yKaxKuTe:

[ snapshot.mode: initial ]

IIpu ucnonb3oBanuu pexkuMa initial HEOOXOAMMO yKa3aTh TAOJIHUIbI, JJAHHBIE KOTOPBIX HYKHO OTIIPa-
BuTh B Kafka. OHu onpejenseiorcs: napamMerpom table.include.list B reddatabase.connector.yaml.

Hamnpumep, B 3ToM ciaydae B Kafka ormpaBATCs TOJIBKO JaHHBIE U3 TAOIUIBI upsert_test:

[ table.include.list: .*upsert_test ]

ITocne mepemadn cyImecTBYIOIMUX JTaHHbIE U3 TAOJIUIl, YKa3aHHBIX B table.include.list, KOHHEKTOD
[IPOJIOJIPKUT PADOTY B PEXKUME OTCJICKUBAHUS N3MEHEHUI.
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15.2.2 Pexkum initial only

Pexkxum initial_only ormpasisier na cepsep Kafka gammble, CyIiecTBYIOIIEe HA MOMEHT CTAPTA KOH-
mektopa. s paborsr B pexkxume initial_only m0o0aBisTh W BKJIIOYATH IUIAIMH KOHHEKTOPA HA CTOPOHE
PE/I Bazer JlaHHBIX He HY2KHO.

B pexxume initial_only namable OyayT TaOJUI[ OTHPABISIOTCS TOJIBKO OIWH pa3 - npu crapre CDC
KOHHeKTOpa. /lajnpHellnas CHHXpOHU3AIUs He IPEIyCMOTPEHA.

st paboThI B pesKUMe UCTOTHUKA OMOIMOTEKa KOHHEKTOPA, ¢ 3aBUCUMOCTSAMEI HEOOXOIMMO TIOMECTUTD B
karaJjor miaruios cucrembl Kafka Connect. /lasiee Hy»kHO 3aperucrpupoBarh KOHHEKTOP B Kafka Connect.

Jna ucriob3oBanus pexknMa initial_only B reddatabase.connector.yaml ykakuTe:

[ snapshot.mode: initial_only ]

Heobxomumo ykazarh TabJIHUIBI, JaHHBIE KOTOPBIX HY2KHO ormpaBuTh B Kafka. OHu ompenesisierorcs
napaMeTpoM table.include.list B reddatabase.connector.yaml.

Hampuwmep, B 3ToM ciiygyae B Kafka oTmpaBsaTCst TOJIBKO JAHHBIE U3 TAOJIUILI upsert_test:

[ table.include.list: .*upsert_test ]

Kondurypanuo konnekropa ijist pe2kuma initial_only Hy2KHO OIHCATH B jSON CO CJIEAYIONIEH CTPYK-
TYypOIi:

s N
{
"name": "kafka-reddatabase-connector",
"config": {
"connector.class": "io.debezium.connector.firebird.KafkaFirebirdConnector",

"database.hostname": "10.81.100.31",
"database.port": "3050",
"database.user": "SYSDBA",
"database.password": "masterkey",
"database.dbname" : "employee",
"topic.prefix": "rdb-topic-prx-",
"table.include.list": "employee",

"batch.size": "1000",
"poll.interval.ms": "5000",

"snapshot.mode": "initial_only",

"key.converter": "org.apache.kafka.connect.json.JsonConverter",
"value.converter": "org.apache.kafka.connect. json.JsonConverter",
"key.converter.schemas.enable": "true",
"value.converter.schemas.enable": "true"

Onwncanne mapaMerpoB:
® name - YHUKaJIbHOE MMsI KOHHEKTOPA;

e connector.class - KJ1acC KOHHEKTOpA, io.debezium.connector.firebird.
KafkaFirebirdConnector - MOCTOSSHHOE 3HAYEHUE;
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tasks.max - MakCUMaJIbHOE YUCJIO 3a]a4;

database.hostname - uma wim ip-ajgpec cepsepa PEJl Bazbr Jlannbix;
database.port - mopT;

database.user - uMs MOJB30BATEIs, OT KOTOPOrO OYIET BBIMOJHSITHCS MOIKIIOUCHHE;
database.password - apoJb II0JIL30BATEIIA;

database.dbname - ums 6a3bl TAHHBIX, K KOTOPOI Oy/IET BBIMOTHATHCS HTOIKIIOYCHIUE;
topic.prefix - mpeduKC TEMBI;

table.include.list - cnircok TabJIUI, U3 KOTOPBIX OYIyT BHIOUPATHCS 3aIUCH;
batch.size - pasMep nakera 3aluceil, ormnpasiisieMbix B cepep Kafka;
poll.interval.ms - HUHTEPBAJI OTIPABKU IIAKETa 3aINCEll B MUJINCEKYHIAX;

snapshot .mode - pexxkum paboThl, initial_only - MOCTOSIHHOE 3HAYECHIUE.

Kiracebr /111 KOHBEpTOPOB KJIIo4Ueil U 3HAYEHUIA:

"key.converter" - KjacCc KOHBePTOpa KJIOYel, 110 ymoadaHuio "org.apache.kafka.connect.
json.JsonConverter";

"value.converter" - KjlacC KOHBEPTOpa 3HAYEHUII, 110 yMOI49aHUIO "org.apache.kafka.connect.
json.JsonConverter"

Crenyromue nBa mapaMeTpa OIPEIENSIoT, T00aBIATh JIU ONUCAHIE CXeMbI B KaXK/10€ COODIIEHNe [
KJII0Yell 1 3Ha4YeHUil IpU NCII0JIL30BaHNU KOHBepTepa org.apache.kafka.connect. json.JsonConverter:

"key.converter.schemas.enable" - UCIOJB30BATH JIN OINUCAHUA CXEMBI JJIA KJIOYei, II0 yMOJI-
YaHUIO BKJIOYEHO - "true';

"value.converter.schemas.enable" - HCIIOJIL30BaATH JIM ONHUCAHUSA CXEMBl JJId 3HAYCHUH, IO
YMOJJIYaHUIO BKJIIOYEHO - "true".

IIpu 3HaveHNN true KIIOY PACCMATPUBAETCH, KAK cOCTaBHOI 00bekT JSON, comeprKaIuil BHY TDEHHIOIO
cXeMy 7 JaHHble; 3HavUeHne false yKa3bIBaeT, 9TO KJIIOY - 0Obraubit JSON.

15.3

HapaMeprI KOHHEKTOpPa

B koudwuryparnmonnom ¢aiisie reddatabase. connector. yaml HACTPAMBAIOTCS CJIELYIOIINE TTAPAMETDBI
KOHHeKTOpa " npojocepa Kafka:

connector.name - Vms koraekTopa. O0s3aTe/IbHBIN TapaMeTp.
Tun: string

3HadYeHNe IO yMomdaHWo: ""

snapshot.mode - Pexxum paborsr KoHHeKTOpa: no_data, initial maum initial_only.
Tum: string

3HadeHMe IO yMoydaHMo: '"no_data"

connector.live.streaming - Jlormdyeckuit mapaMeTp, OIpeaeaIONnil MOPSIOK OTIIPABKYI JAHHBIX
B kafka.

Ecsin ycranoBieno 3nadenue true, To maHHBbIE OyIAyT coxpaHaThbes B kafka cpasy. Eciu npu stom
3ajaHa omIus connector. journal.directory, TO maHHBIE OyIyT OTIPABISTHCI €IIE U B XKyp-
HaJbl peruinkanuu. B cirydae ommbOKM OTHPaBKUA COOOIEHNIT KOHHEKTOD IOMBITAETCS OTIPABUTH
U3MEHEeHHUd U3 >KYPHAJIOB, 1IOC/Ie YCIEIIHONW OTIPaBKU »KyPHaJ 3TOI TPaH3aKIUU yIaldeTcs.

Ecisin ycranossieno 3uadenne false, T0 u3MeHeHUsT OYIyT 3aIUCHIBATHCS B 2KYPHAJIBI PEILINKAIIAN
U TIepeiaBaThCsd TOJIBKO IOcje (DUKCAIIMY TPAH3AKIINUA Ha CepBEpeE.

Tum: bool
3HaveHNe IO yMONYaHHIL: true

JlonycTuMble 3HadeHus: true, false
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e connector. journal.directory - Karasor js 3anucu XypHasioB permkaimu. OOsi3aTebHBIN
napameTrp.

Tum: string

3HadeHNe IO yMondaHup: ""

e connector.journal.check.interval.ms - Ilepuoa nmpocMoTpa HAJIHMYNS YKYPHAJIOB TPAH3AKITAN
B MustrceKyHax. Obs3aTe/IbHbINA TTapaMeTp.

Tun: long
3HaveHne mo yMomdaHwmio: O
JomycTumele 3HaveHumsi: [0,...9223372036854775807]

e kafka.producer.bootstrap.servers - Cuucox map XocT/IopT, UCIOIb3YEMbIX JIJIf YCTAHOBJICHUS
HaAYaJbHOTO coefuHeHus ¢ KiaacrepoMm Kafka. KimeHTBI MCIOIB3yIOT 9TOT CIUCOK i 3arpy3KH
n OOHAPYXKEHUs TOJHOTO Habopa OpokepoB Kafka. XoTsa MOpSIIOK CEPBEPOB B CIMCKE HE WMeEET
3HAYEHUs], PEKOMEH/IYeTCsl YKa3bIBaTh HECKOJIBKO CEPBEPOB, YTOOBI O0ECIIEYUTH YCTONYMBOCTH B
ciIydae TMaJieHnsl KaKoro-au0o cepBepa. JTOT CINCOK He 00s3aTeIbHO JIOJKEH COJIepyKaTh BeCh Ha-
60p OpPOKEpOB, TaK Kak KJIMeHThI Kafka aBTOMATHYECKU YIIPABJISIIOT U OOHOBJISIIOT COEIUHEHUS C
rkiracrepom. Crmcok mmer Bui: hostl:portl,host2:port2,...... IlockonbKy 3TH cepBepa mcC-
MOIB3YIOTCS TOJIBKO JIJIsl HAYAJIHHOTO TOJAKIIOUEHNUS JJIs OOHAPYKEHUsI [TOJTHOIO COCTaBa KJIACTEPA,
KOTOPBII MOXKET JUHAMUYECKN MEHSTHCS, CIUCOK He 00s3aTeJIbHO J0JI?KeH COJEPXKATh IIOJHbIN Ha-
0Op CepBeEpPOB.

Tum: list

3HadYeHWe IO yMomdaHWo: ""

e kafka.producer.retries - [Ipu 3HaueHnn GobIle HyJIsl KJIHEHT Oy/IeT IOBTOPHO OTIIPABJIATE JIFO-
Oyro 3ammch, OTIPABKa KOTOPOH He yajach m3-3a ciydaitHoit omubku. Obparure BHUMaHUE, ITO
TaKasl IIOBTOPHAS OTIIPABKA HUYIEM He OTJINYIAETCs OT TOrO, €CJIU ObI KJIMEHT IIOBTOPHO OTIIPABUII 33~
[IUCH IOCJIE TIOJTy YeHUs OMnuOKY. Pa3pernienue moBTOPHBIX MIONBITOK 6€3 ycTaHOBKU max.in.flight.
requests.per.connection paBHBIM 1 HOTEHIIMAIBHO U3MEHUT MOPSIIOK 3AIIUCEl, IIOCKOJIBKY €CJII
JIBe TAPTUU OTIPABJIAIOTCA B OJUH pa3jies, U IlepBasi He yIaJlach U OblLIa IIOBTOPHO OTIIPaBJIe-
Ha, & BTOpas y/JaJlach, TO 3aIllUCH W3 BTOPON MapTHUU MOTYT IMOSBUTLCS IMepBbIMU. Kpome TOro,
3aIPOCHI IPO/II0cepa Oy/IyT OTKJIOHEHBI IO TOTO, KaK Oy/1eT MCIEPIIAHO KOJTUIECTBO TOBTOPHBIX IO~
OBITOK, €CJIM TaliMayT, HACTPOCHHEI B napamerpe delivery.timeout.ms, ucTedeTr g0 yCIEITHOrO
morBep K ieHnst. OOBIYHO TPETOYNTAIOT BMECTO HErO UCIOJIhb30BaTh delivery.timeout.ms jjis
YIpaBJIeHNs] IOBEJIeHNEeM IIOBTOPHBIX IIOIIBITOK.

Tum: int
3HaveHne o yMomdaHub: 2147483647
JomycTumele 3HadveHua: [0,...,2147483647]

e kafka.producer.retry.backoff.ms - BpeMs oxKujgaHus mepej1 MOIBITKOM IIOBTOPHOI'O 3aIIpoca K
JIAHHOMY TEMATHIECKOMY Pasiesry. DTO MO3BOJIsIeT n30eKaTh MHOMOKPATHOM OTIIPABKY 3aIIPOCOB B
3aMKHYTOM IIMKJI€ IIPU HEKOTOPLIX CIIEHAPUAX OTKA3a.

Tum: long
3HaveHne no yMomdaHup: 100
JomycTumele 3HaveHus: [0,...,9223372036854775807]

e kafka.producer.transactional.id - Wcnosb3yercs mjist poctaBku Tpansaknuii. ObecreunBaer
CEeMaHTHUKY HaJIC2KHOCTH, OXBATBIBAIONILYIO HECKOJILKO ceccuil Producer, NOCKOJIBKY ITO3BOJILAET KJIU-
E€HTYy TapaHTHUPOBATD, UTO TPAH3AKIINU, MCIOJBL3YIONNE TOT Ke transactional.id, ObLIH 3aBEp-
IEHbI JI0 HavaJja JI0O0BIX HOBBIX TpaH3aknuit. Eciau transactional.id He ykasaH, TO TpOJIOcep
OrPAHUYINBAETCH UJIEMIIOTEHTHOI jocTtaBKoit. Ecim transactional.id HACTpoeH, TO MO/pa3yMe-
BaeTcs enable.idempotence. Ilo ymomuanuio transactional . id He HACTPOEH, YTO O3HAYAET, ITO
TPaH3aKIMA HE MOT'YT OBITH MCIIOJH30BAHBI.
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Tum: string
3HadeHMe IO yMomdaHMo: null

e kafka.producer.max.block.ms - Bpems, B Tedenme KOTOpOro OymyT OJOKHDOBATHLCS Me-
Tonel  send(), partitionsFor(), initTransactions(), sendOffsetsToTransaction(),
commitTransaction() wu abortTransaction() KafkaProducer. /Ina send() sToT TaiimayT
OrpaHHYIMBAET 00IIee BpeMsl OXKUJIAHUs BHIGOPKU METaIQHHBIX U Bbliesenus Oydepa (6710KupoBKa
B II0JIb30BATEJILCKAX CEPUAIU3ATOPAX WM DPa3JieJiuTele HE YUUTLIBAETCS B ITOM TaiimayTe).
st partitionsFor() sToT TaliMayT OrpaHUYNBAET BPEMs OXKUJIAHUS METAIAHHBIX, €CJIU OHU
HEJIOCTYIHBI. MeTo/pl, CBA3aHHbIE ¢ TPAH3AKIUSAME, BCETIa OJIOKUPYIOTCs, HO MOIYT IIPEPBATHCH,
€CcJIn KOOPIMHATOD TPAH3AKIMI He MOXKET ObITh OOHAPY?KEH UJIM He OTBEYAET B TeUeHUe TaiiMayTa

Tun: long
BHaueHnme mo yMoagammo: 60000 (1 MumyTa)
JomycTumele 3Havenua: [0,...,9223372036854775807]

e kafka.producer.delivery.timeout.ms - Bepxusis rpanuiia BpeMeHH COODIIeHUs 00 ycuexe Uiin
Hey/ade mocse Bo3Bpara Bbi3oBa send (). DTo orpaHHIUBaET 06Iee BpeMs 33/ IePXKKH 3AIINCH TT€peT
OTIPABKOMN, BPEMsI OXKHJIAHUsI [IOJITBEPXKIeHNsI OT OGpOKepa (€ 0XKUIAETCsT), & TAKIKEe BPEMsl, J10-
IyCTUMOE JIJIsI MIOBTOPHBIX MTOMBITOK OTIpaBKu. [Ipomrocep MOXKeT coObIUTh O HEYIATHON OTIIpaBKe
3aIMCH PAHDINE YKA3AHHOIO 3HAYEHNUsI, €CJIN BOZHUKJIA HEUCIIPABAMAS OIMNOKA, NCIEPIAHDBI BCE TI0-
BTOPHBIE TONBITKY, WX 3aIUCh J00aBJIEHA B ITAKET, Y KOTOPOI'O0 MCTEKAET CPOK JOCTABKU PAHDIIIE.
3HadeHne TOro napamerpa J0JKHO ObITH OOJIbIIe CyMMBI request . timeout.ms u linger.ms wim
PaBHO eii.

Tunm: int
SHaveHme mo yMomwamump: 120000 (2 mumEyTEH)
JomycTumele 3HadveHua: [0,...,2147483647]

e kafka.producer.request.timeout.ms - [lapamMerp KoHTpOIMpyeT MaKCHMaJIbHOE BPEMsI, B Tede-
HIE KOTOPOro KJIUEHT OyJeT OXKUJIATh OTBETa Ha 3ampoc. Kcjaum OTBET He MOJIydeH 0 UCTEeIEHUS
TaiiMayTa, KJIUEHT IOBTOPHO OTIPABUT 3aIPOC, €CJIU TO HEOOXOAMMO, WJIH OTKJIOHUT 3AIPOC, €CJIH
KOJIMYECTBO MOBTOPHBIX TOMBITOK UCYEPIIAHO. DTO 3HAYEHUE JTOJKHO OBITH OOJIbINe, 9eM replica.
lag.time.max.ms (koHdurypamus 6pokepa), 4To0bl YMEHBIIUTH BEPOSATHOCTD J1yOIMPOBAHUS CO-
O0IIEeHNH 13-3a HEHYKHBIX TTOBTOPHBIX TMOIBITOK MPOIIOCEPA.

Tunm: int
BHavenue mo yMomwamumb: 30000 (30 cexkyxz)
JomycTumele 3HaveHua: [0,...,2147483647]

e kafka.producer.close.timeout.ms - Bpems B MUJIIHNCEKYyHIaX, B TeUYeHUE KOTOPOI'O IIPOJIIOCED
3aBepInaeT OTHPaBKy 3anpocoB B TeMbl kafka, 110 ncredennn ykazaHHOTO BpeMeHHU MIPOJIIOCEp OyaeT
3aKPBIT.

Tum: Long
BHaveHue mo yMomvaxump: 60000(60 cekysz)
JomycTumele 3Havenus: [0,...,9223372036854775807]

e kafka.topic.prefix - Jlorumueckoe mmsi, KOTOpoe UACHTUMUIMPYET U OOECIIEUNBAET MTPOCTPAH-
cTBO mMeH st KoHKpeTHOro cepepa PEJI Bazwr lanubix, Ha KOTOPOM (DUKCUPYIOTCS M3MEHEHUSI.
Jlormueckoe mMs JOJIKHO OBITh YHUKAJBHBIM JIJIsI BCEX APYTUX KOHHEKTOPOB, IMOCKOJBKY OHO HC-
[IOJIB3YyeTCs B KadecTBe npedukca s Bcex nMeH TeM Kafka, KOTOpBIE [TO/IyYaioT COOBITHS, UCILYC-

KaeMble 3TUM KOHHeKTOpoM. B npedukce cepBepa J0JI2KHBI HCIIOJIB30BATHCS TOJIBKO OYKBBI, IIUMPHI,

1edUChl, TOYKH U CUMBOJIBI TIOIEPKUBAHNUSI.
Tun: string
nn

3HadYeHNE IO YMOJIYAHWI:

e key.converter - Konseprep Kirodeit.
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Tun: class
3HadeHMe IO yMomdaHMo: null

JonmycTuMble 3HadeHHMs: Iomkyiacc org.apache.kafka.connect.storage.Converter, kmacc c
ny6IuYHEM KOHCTPYKTOpoM 6e3 apryMeHTa

e value.converter - Kouseprep 3naueHmii.
Tum: class
3HadeHNe IO yMomdaHMo: null

JonmycTuMble 3HadeHHs: Iomkyiacc org.apache.kafka.connect.storage.Converter, kmacc c
ny6IuYHEM KOHCTPYKTOpoM 6e3 apryMeHTa

IIpumep xoudUryparmm:

connector.name: reddatabase
connector. journal .directory: /var/reddatabase/journal
connector. journal.check.interval.ms: O

kafka.producer.bootstrap.servers: localhost:9092
kafka.producer.retries: 3

kafka.producer.retry.backoff.ms: 1000
kafka.producer.max.block.ms: 1000
kafka.producer.timeout.ms: 1000
kafka.producer.transactional.id: reddatabase-transaction-id
kafka.topic.prefix: reddatabase_topic

key.converter: org.apache.kafka.connect.json.JsonConverter
value.converter: org.apache.kafka.connect.json.JsonConverter

JlorupoBanue eiicTBUII KOHHEKTOPA OCYIIIECTBISETCA ¢ IOMOINbI0 bubsimoreku Logback. IIpumep xon-
duryparuu JoruposaHus B daiti:

<configuration>
<appender name="FILE"class="ch.qos.logback.core.FileAppender">
<file>/var/reddatabase/debezium-connector-reddatabase.log</file>

<encoder>
<pattern>jdate %level [Jthread] %logger50 [/file:%line] %msgikn
</pattern>
</encoder>
</appender>

<root level="debug">
<appender-ref ref="FILE"/>
</root>
</configuration>

s siorupoBaHust pabOThl KOHHEKTOPA B jvm.args HEOOXOIUMO J00aBUTh CTPOKY C IIapaTepoM
-Dlogback.configurationFile, B KOTOPOM yKa3bIBaTCsd IIyTh K (hailiay ¢ KoHUryparmeit JOrupoBaHust:

-Dlogback.configurationFile=<nyTs>/logback.xml
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15.4 HaumeHnoBaHue Tem

ITo ymomuannio KOHHEKTOD 3alUChIBAET COOBITHSI M3MeHeHWil Jjis Bcex omeparuit INSERT, UPDATE u
DELETE, npoucxondamux B Tadaune, B oany temy Apache Kafka, onpenenénnyio iy 310l Tabsmnsl. Kon-
HEKTOP UCIIOJIb3YeT CASIYIONnit popMaT /I HAMMEHOBAHUS TeM COOBITUH M3MEHEHUHM, KOTOPHIi 3a1a6TCs B
daitne reddatabase.connector. yaml:

<kafka.topic.prefix>.<nyTe k 6m>.<uMa Tabmumusr>

CumBoser "\", "/" u ":" ykazaHHBIE B IIlyTU K 0a3e JAHHDLIX, Oy/LyT 3aMEHEHBI HA CUMBOJ "_".

15.5 ®uabTpanus TadJINUIL U CTOJIOIOB

KonuekTop oTcaeKuBaer u3MEHEHUs JJIsi BceX TabJIMIL, JJIsi KOTOPBIX BKJIIOYeHa perinkanus. CImcok
PEILTUITUPYEMbIX TaOJINI SIBJISETCS BAPUAHTOM PEAJUIAIMHU CIUCKA OTCJIE2KUBAEMbBIX TaOJIHI] (TaK Ha3blBae-
MbIif whitelist/ includelist). Bkurouenune TabuIbl B CHUCOK PEILTUIIUPYEMBIX OCYIIECTBIISIETCS KOMAHI0M
ALTER DATABASE INCLUDE TABLE <TABJIMIA> TO PUBLICATION:

ALTER DATABASE INCLUDE TABLE TEST_TABLE TO PUBLICATION

BosmoxkHO BKIIOUEHIE HECKOJIBKUX Ta6JII/IH B CIINCOK PENNTNIUPYEMbIX:

ALTER DATABASE INCLUDE TABLE T1, T2, T3 TO PUBLICATION

Ipu kesaHuuU MOXKHO 06ABUTDH BCE JAOCTYIHBbIE TabauIbl (B TOM 9HUCJIE U T€, KOTOPbIe OYIyT CO3/aHbI
B IIPOIECCE) B CHHUCOK PEIIHIUIPYEMbIX:

ALTER DATABASE INCLUDE ALL TO PUBLICATION

WckmounTh KOHKPETHBIE TAOIHIIBI U3 CIINCKA PEITHIUPYEMbIX:

ALTER DATABASE EXCLUDE TABLE T1, T2, T3 FROM PUBLICATION;

HckmounTs Bee Ta6JII/II_LbI N3 CIIMCKa PEIJIUIUPYEMbIX:

ALTER DATABASE EXCLUDE ALL FROM PUBLICATION;

Kpowme uncrpymentos PEJL Baser /JlaHHBIX KOHHEKTOP MMEET BCTPOEHHBIE MEXaHU3MbI (DUIBTPAIIH
Tabsiutt u crosibmnoB. Hacrpoiika duabrparun Tabui] 1 CTOJONOB OCyIecTBIseTcs B daitie reddatabase.
connector.yaml CJeAyOMUAMA TapaMETPAMU:

e table.include.list - HeoOsi3aTe/bHBI CHHCOK PETY/ISPHBIX BBIPAYKEHUIA, Pa3JeJCHHBIX 3alls-
TBIMHU, KOTOPBIE COOTBETCTBYIOT UIACHTU(MUKATOPAM TAOJIUIl, U3MEHEHNS KOTOPBIX HEOOXOIMMO OT-
ceknBaTh. KoHHekTop He PUKCHPyeT N3MEHEHHsI B TaDJINIIaX, HEBK/IIOUYEHHBIX B table.include.
list. Kaxaprit unentudukarop nmeet Bu L <Ums_BJ> . <Umsa_Tabaumsr>. [1o ymMosdannio KOHHEKTOD
dbuKcupyeT U3MEHEHUs B KaXK/I0H HECUCTEMHOM Tab/IuIe, JJ00aBJIEHHON B CIIMCOK PEIIAINPYEMbIX.
HecoBmecTum ¢ mapamerpoMm table.exclude.list;

e table.exclude.list - Heobs3aTe/bHBIIl CIIMCOK PEryaSpPHLIX BBIPAXKEHUH, pa3eeHHDbIX 3alls-
TBIMHU, KOTOPbIE COOTBETCTBYIOT WJIEHTH(DUKATOPAM TabJINIl, W3MEHEHUsI KOTOPBIX HE OTCJIEeXKU-
Batorcsi. KonrekTop dukcupyer u3MeHeHUs B JIOOOi Tabimie, 100aBJIEHHON B CIIMCOK PEIINKA-
UM, HO He yKa3aHHOU B table.exclude.list. Kaxnaprit maentudukaTop nmeer Bux <Ams_BI>.
<Wms_Tabmumpr>. HecoBmecTnm ¢ mapamerpom table.include.list;

e column.include.list - HeobOs3are/bHBI CIUCOK PEryJIsiPHBIX BBIPAXKEHUN, Pa3Ie/IeHHBIX 3alls-
TBIMH, KOTOPbIE COOTBETCTBYIOT UMEHAM CTOJIOIOB JJIsi BKJIIOUYEHUs B COObITHE m3Menenusi. [losibie
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nMeHa, CTOJIONOB mMmeroT Buj: <UMs_BI>.<Wms_Tabmaumsr> . <Ums_Crombma>. HecoBmecTtuMm ¢ mapa-
MeTpoM column.exclude.list;

e column.exclude.list - Heobsi3aTe/mbHDBIN CIIMCOK PETYISPHBIX BHIPAXKEHUH, pa3/I€/IEHHBIX 3aITAThI-
MU, KOTOPbIE COOTBETCTBYIOT UMEHAM CTOJIOIOB JIJIsl UCKJIIOUEHUsI U3 coObITUs n3MeHeHus . [losHble
nMeHa CTOJIONOoB mMmeroT Bui: <Ums_BI>.<Uus_Tabnwuiw> . <UMs_Cronbua>. HecoBmecTnMm ¢ mapa-
MeTpoM column.include.list.

Ecnu B Hacrpoiikax ykazanbl 0ba napamerpa table.include.list u table.exclude.list, To mpuo-
puTer Oymer 3a table.exclude.list. Takoe Ke moBemenne KacaeTcs mapaMerpos column.include.list u
column.exclude.list - mpuopurer y column.exclude.list. Braodenne Tabui] B CIUCOK PEIIMITAPYEMBIX
(ALTER DATABASE INCLUDE TABLE <TABJIMLA> TO PUBLICATION) siBiisieTcsi 00SI3aT€IbHBIM YCJIOBUEM OTCIIe-
JKUBaHUd n3MeHeHuil Tadsull. Be3 BKIIoYeHns pernKanuy s TabJInI NCIIOJIb30BaHKe [TapaMTepoB table.
include.list, table.exclude.list, column.include.list, column.exclude.list He uMeeT CMBICTIA.

IIpumepsr:

# Bruouenume Tabmumus TABLE1 us BJl /opt/databases/employee.fdb B cmucor mns
OTCIIEXVBAHNS :
table.include.list: /opt/databases/employee.fdb.tablel

# Brmouenmwe Tabmmms TABLE1l us B0 Bl B CIMCOK IJiT OTCJIEXVBAHUL:
table.include.list: .*tablel

# Brimouenme Tabiuisi TABLE1 u3 JHBOH B0 n Tabmuims TEST_TABLE um3 mo6oi#t Bl ¢ uMeHeM
data.fdb B cIOMCOK IJIsT OTCIEXUBAHUS :
table.include.list: .*tablel, .*data.fdb.test_table

# Bximouenume Tabiuip TABLE1l u3 JIOBOM employee.fdb B CHOHCOK Oia OTCIEXUBAaHUL:
table.include.list: .*employee.fdb.tablel

# Ucwkmouenue Tabsmuus TABLE1l 6asm gmamsnx /opt/databases/employee.fdb u3 cmucka
OTCIIeXHBAEMBIX :
table.include.list: /opt/databases/employee.fdb.tablel

# BximoueHume cToxbua ID Tabmumsr TABLE1 us B[ /opt/databases/employee.fdb B coobmeHue
U3MEeHEHUdT :
column.include.list: /opt/databases/employee.fdb.tablel.id

# Bxrimouenme cToinbiia ID Tabmums TABLE1 u3 JINBON Bl B coobmeHre M3MEHEHUS:
column.include.list: .*tablel.id

# Brmouenme ctonbrmoB ID m NAME JIBOI Tab I JIBOI B B coobmenrne u3MEeHEHUH:
column.include.list: .*id, *.name

# lckmoueHne croubma F_VCHAR JIHBOW Ta6bmums JIWBOM BJl u3 coObLEHWS W3MEHEHHS:
column.exclude.list: .*f_vchar

15.6 CoOplTus M3MEeHeHus JaHHBIX

Kaxmoe cobbiTue m3menenus: MaHHbIX, KoTopoe ¢dopmupyeT konnekTop PEJl Baswer Jlanubix, nmeer
KJItO4 ¥ 3HadeHne. CTPYKTypa KJOYa M 3HAYEHUs] 3aBUCUT OT TaOJIUIbI, U3 KOTOPOU MCXOAAT COOBITHS W3-
menenusi. Konnekrop, kak u Kafka Connect, pa3paboraH ¢ y4eTOM HEIPEPBIBHBIX MTOTOKOB COODIIEHUil O
cobbITusix. KaxXplit KII09 1 3HaUeHne COOOINEHNsT COCTOUT U3 JBYX YaCTel: CXeMBbI U MOJIE3HON HATDY3KH.
Cxema OIUCBHIBAET CTPYKTYPY IOJIE3HONW HAIDY3KH, a MOJIe3HAs HATPY3Ka COJEP:KUT (haKTUIECKUe JTaHHbIE.
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ﬂﬂﬂ Ka}K,HOIU/I N3MEeHEHHON Ta6JII/II_H)I KJIIOY COOBLITUS M3MEHEHMSI (bOpMI/IpyeTCH u3 T0JIeil B IIEPpBUYHOM KJIIOY€e
(I/I.HI/I YHUKaJIbHOM KJIFOY€BOM OI‘paHI/I‘{eHI/II/I) Ta6JII/H_U)I Ha MOMEHT CO3JaHUA COOBLITHSI.

Kak u k11049 co0OIIeHNsI, 3HAUEHNE COODITIEHUsT O COOBITUN M3MEHEHUsI MMeeT PAa3Jiesl CXeMbI U Pa3Jiet
[IOJIe3HOI Harpy3ku. Paszjies 1mojie3Hoil Harpy3KHu KajXKJIOoro 3HadeHHs COObITHsS M3MEHEHUsl, CO3/[aBAeMOI0
KOHHEKTOPOM, UMeeT CTPYKTYPY KOHBEPTa CO CJIEIYIONIUMU ITOJISAMU:

e op - 0bsI3aTeNIbHOE TT0JIe, COoJIepXKalliee CTPOKOBOE 3HAMEHNUe, onuchiBaoiiee Tul onepanun: CREATE
- coznanue (umm Beraska), UPDATE - obuossienne, DELETE - ynasenue;

e before - HeoOs3aTEILHOE TI0JIE, KOTOPOE, €CJIU IIPUCYTCTBYET, COJIEPZKUT COCTOSTHUE CTPOKHU JI0 Ha-
CTYILIEHUS] COOBITHS;

e after - Heobs3aTesbHOE II0JIE, KOTOPOE, €CJIM IPUCYTCTBYET, COIEPKUT COCTOSHIE CTPOKH IIOCJIE
rpousorresirero cobbiTus. CTPyKTypa OIMUCHIBAETCsT TOM YKe CXeMOIl, KOTOpasl UCII0JIb30BaJIach Pa-
Hee;

e source - 00s3aTeJIbHOE I10JI€, COJIEPIKalllee CTPYKTYPY, OIICHIBAIONLYIO NCXO/IHbIE MeTaJaHHbIE JIJIs
cobwiTus, kKoTopas B ciaydae PE/l Baswr /[laHHbIX cOepKUT TaKue MoJjist: BEpCUsi KOHHEKTOpa, UM
KOHHEKTODA, UMsl CepBepa, HOMED TPaH3aKIuu, BpeMs ([0 CUCTeMHBIM YacaM B JVM, BBIIOJIHAIO-
mieit 3agauy Kafka Connect), B KOTOpOe KOHHEKTOD 06paboTas coObITHE, UMs 6a3bl JAHHBIX, UM
TaOJIUIIBL.

IIpumep dbopMupoBanust cCOOBITHS M3MEHEHUsT JAHHBIX Tt onepanun INSERT:
INSERT INTO TABLE11 VALUES(42,'NEW VALUE');

Korpa B xiacrep Kafka nomajaer coodrienue 00 yAajaeHnu, TO COOTBETCTBYIONIHI KIII0U YAAJIsIeTCs U3
XPAHUJIUINA COCTOSHUN, OCBOOOXKIast TAKIM 00PAa30M MECTO.

Ecim ncmonp3yercsa Jdbe Sink Connector, To BK/IIOUYeHHE tombstone records HEOOXOAUMO MJisi TE€HE-
partun DELETE 3ampocoB fj1s pesyabrupytomieit b1,

OTKII0YNTh reHepanuio tombstone MOXKHO HACTPOWKOI tombstones.on.delete:

tombstones.on.delete: false

15.7 CoObITus M3MEHEHUsI CXeM

KonnekTop dopmupyeT cOOBITHS M3MEHEHUs! CXEMbI, KOTOpble (DOPMUPYIOTCS M3 BBINOJIHAEMBbIX DDL
ornepanuit Ha cepBepe. KOHHEKTOD OTIIpaBIIsieT COOOIIEHIE KaxK/ IbIil pa3, KOrjia IPOUCXOIUT NU3MEHEHUE CTPYK-
Typbl 0a3pl jaHabix. CoobIeHns, KOTopble KOHHEKTODP OTIPAB/seT B TeMy H3MEHEHHs! CXeMbI, COJepKaT
[IOJIE3HYIO HArPY3KYy U TaKKe COJepKaT CxeMy O coObITuu n3MmeHeHusi. Ilosiesnas Harpyska cooOIeHHsI O
COOBITHM M3MEHEHUSI CXEMbI BKJIIOUAET CJIEIYIONIe 3JIeMEHTHL:

e databaseName\schemaName - U nentudunupyer 6a3y JAHHLIX U CXEMY, COAEPIKAIILYIO M3MEHEHNE.
e ddl - D70 moje comepKuT DDL, KOTOPBIi OTBEYaeT 38 M3MEHEHUE CXEMBbI.

e tableChanges - Maccup u3 OIHOIO MJIM HECKOJIBKHX IJIEMEHTOB, KOTODBIE COIEDPXKAT M3MEHEHUs
CXeMbl, CO3/laHHble KOMaH/ 1011 DDL.

e type - OnmchiBaeT BU/I n3MeHEeHUsI. SHAYEHNEM MOXKET OBbITh OJiHO u3 ciemytommx: CREATE - tabmuia
co3ana; ALTER - Tabsuia nu3menena; DROP - tabJuiia yrajeHa.

e id - Ilomubrit napenTHGUKATOP TAOJHUIBI, KOTOpast ObLIa CO37aHa, N3MEHEHA WU YIAJCHA.
e table - [IpeacraBiser MeTa aHHBIC TAOJIUIHI TTOCTIE TTPUMEHEHHOTO N3MEHEHUS.
e primaryKeyColumnNames - Cimcok CTOJIOIOB, COCTABIIAIONINX IEPBUYIHBII KJIIOY TaOJIHUIIHL.

e columns - MerajiaHable JJIg KaXKJIOrO CTOJIOIA B M3MEHEHHON TabJIuIe.

e Cp. 327



PyxoBoscTBO ajmunucTpaTopa
15.8 2KypnaJbl Tpansakiumii

ITpumep dpopMupoBaHus COOBITHSI M3MEHEHUsI CXeMbI IIpU BbIoyiHeHne oneparuun CREATE TABLE:

create table table24(f_id integer primary key, f_vchar varchar(100));

15.8 2KypHaJjabl TpaH3aKINii

KonnekTop /11 KaXK 1011 peITUKAIMOHHON TPaH3aKIINU CO3aeT XKYPHaAJ Tpan3akinu. 2ZKypHas TpaH-
3aKIUK KCIIOJIb3YeTCd I COXPaHeHUs JaHHbIX Tpam3akiuu (DDL u DML cobbiTuii) u OTHpABKH B KJIACTEP
Kafka. Takke »KypHaJIbl HCIOJIB3YIOTCs JjIs MOBTOPHON OTIIPABKU, €CJIM KJIACTep ObLIT HEJOCTYIEH WA BO3-
HUKJIA JPYTU€e OIMIUOKHU IIPYU MEPBUYHON OTIPABKE COOOIIeHni Tpan3akuu. [ BKIIIOYeHNs 3aIIUCH 2Ky PHA~
JIOB TPAH3aKINil HEOOXOAMMO yKa3aTh IIYTh K KATAJIOI'Y KyPHAJIOB B OIINK connector. journal.directory,
HaIpuMep:

connector. journal.directory: /var/reddatabase/debezium-connector-reddatabase

B ciyuae Bo3HMKHOBeHU OMIMOOK HPU OTIPABKE COODIIEHUI »KYPHAJBI TPAH3AKIUU IOBTOPHO BBIYM-
TBIBAIOTCs, W TIPU TEPBOit JOCTYIHOCTH KJiacTepa Kafka coolrennst oTIpaBisiioTcs cHoBa. [lpu ycmentnom
OTIIPABJIEHUH BCEX COODIIEHUN PEIINKAIIMOHHON TPAaH3aKIMK YKy PHAJ TPAaH3aKIMK yiaJjsercs. [lepuom mpo-
CMOTPa HAJUYNS KYPHAJIOB TPAH3AKIINN W UX TOBTOPHOHN oTnpaBku 1o ymosdanuio paset 0. Ilepmos Mox-
HO I3MEHUTDh 4Yepe3 ONIUIo connector. journal.check.interval.ms, KOTOpas IPUHUMAET IIOJIOKUTEJILHOE
quciio B MILmHCceKyHIax. Hampumep, 3a1aTh BpeMs IPOCMOTPA HAJUYUS YKYDPHAJOB TPAH3AKIIANA U UX OT-
npaBKu paBHOe 10 MuHyTaM:

connector. journal.check.interval.ms: 600000

Nmena xkypHaaoB TpaH3akiuii nMmeor ciaemyoomuii opmar: <Ciaywaianit UUID>.logl.live]. 2Kyp-
HaJT He3ahUKCUPOBAHHON TPAH3AKIINN UMEET PACIIUpEHne .live, *KypHaJIbl 3apUKCHPOBAHHBIX TPAH3AKITHH
IIpeJICTaBJIEHBI ¢ pacimupenueM .log. KoHHEKTOp OTmpaBiisieT COODINEHUs TOJIBKO U3 KYPHAJIOB 3adUKCH-
poBaHHBIX TpaH3akIuil (¢ pacumpenneM .log). Ecim cepsepHas Tpansakius Oblia orMeneHa (rollback),
JKYPHAJI PEIJINKAIMOHHON TPAH3AKINY YIaJIseTCs B JIODOM Cirydae.
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[Tpunoxkenne A Onucanue Tad/IMI MOHUTOPUHIA

PE/JI Baza /lanubix IpeaoCcTaBiIsieT BO3MOXKHOCTD OTCJIEXKUBATH PA0OTY ¢ KOHKPETHO# 0a30it JaHHBIX,
BBINOJIHSIEMYIO Ha CTOPOHE cepBepa. [ljist 9Tux 1esieil uCIo/Ib3yTCst TaOIUIbI MOHUTOPUHTA. DTU TabJIAIIBI
SIBJISTFOTCS. BUPTYaJIbHBIMU B TOM CMBICJIE, UTO 10 OOPAIeHNsT K HUM CO CTOPOHBI IIOJIb30BATEIsI, HUKAKHUX JIaH-
HBIX B HUX He 3amnucano. OHu GhakTUIecKn 3a0THSIOTCS JAHHBIMU TOJIBKO B MOMEHT 3aIIPOCa TI0JIb30BaTEIs.
IIpu srom onmcanms sTux Tabaui B 6a3e JAHHBIX TPUCYTCTBYIOT IIOCTOSIHHO.

Cuucok TabJmi, MOHUTOPHUHTa, [IpeacTaBied B Tabmie A.1.

Tabsmna A.1 — Crucok tabsur mounroputra PEJT Bassr Jlanubix

Tabsua Onucanue
MON$ATTACHMENTS CaeieHUsT O TEKYIUX COEIMHEHUsX ¢ 6a30il TaHHBIX.
MON$CALL_STACK ObpailreHnsi K CTeKy aKTUBHBIMHU 3allPOCAMU XPaHUMBIX IIPOLEAYD U
TPUITEPOB.
MON$CONTEXT_VARIABLES CeejieHnsI 0 TIOJB30BATEILCKIX KOHTEKCTHBIX IEPEMEHHBIX.
MON$DATABASE Csenenus o 6a3e JaHHBIX, C KOTOPOH BBIIOJIHEHO COEIUMHEHNE.
MON$IO_STATS CrarucTuKa 10 BBOJLY-BBIBOJLY.
MON$MEMORY_USAGE CrarucTuka UCIOIb30BAHNS TTAMSTH.
MON$RECORD_STATS Craructuka Ha yPOBHE 3aITUCEit.
MON$STATEMENTS [TogrorossieHHble K BBITOJTHEHUIO 3AIIPOCHI.

MON$STATEMENT_PARAMETERS [TapameTpsl BBITOJIHSIEMBIX 3aIIPOCOB, BJIOXKEHHBIX IIPOLEAYD U (DyHKIU

MON$TABLE_STATS Crarucruka Ha yPOBHE TAOJIHII.

MON$TRANSACTIONS 3alryIieHHbIe HA BBIIOJHEHUE TPAH3AKITIN.
MON$TEMP_SPACES CBejieHUsI O BpEMEHHBIX 00beKTaX

MONS$TEMP_FILES Caenenns o BpeMeHHBIX (aitimax
MON$COMPILED_STATEMENTS XpasuT nHGOPMAIMIO O CKOMITMJIMPOBAHHBIX 3aIIPOCAX.
MON$REPLICATION CsezieHnst 0 cTaTyce pelUIMKauy 0a3bl JaHHbIX

A1 MONSATTACHMENTS

Tabmuna A.2 — CeejieHust 0 TEKYIUX COETUHEHUSIX ¢ 6a30# JAHHBIX

N aentudukarop crosbma | Tumn ganHbIx Onucanue

MON$ATTACHMENT_ID BIGINT Unentudukarop coenHeHus.

MON$SERVER_PID INTEGER N aentnduraTop cepBEPHOTO MIPOIECCA.

MON$STATE SMALLINT Cocrosinne coenunenust: 0 — GesjeiicTByomee, 1 — ak-

tuBHOe. CoelMHEHNE CUYNTAETCS AKTUBHBIM, €CJTH B HEM
€CTh XOTd OBl OJIHA TPAH3AKIMUS C XOTsS ObI OJHUM OT-
KPBITBIM 3aITPOCOM.

MON$ATTACHMENT _NAME VARCHAR (255) [Mosubrit myTh K daiiyly u uMs IeEPBUIHOTO (aiiia 6a3el
IAHHBIX.
MON$USER CHAR(63) NwMmst mostb30BaTe s, COEIMHEHHOTO ¢ 03011 JaHHBIX.

(pa3pbie Tabnuub)
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A1 MONSATTACHMENTS

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun maHHBIX

Onucanue

MON$ROLE CHAR(63) Wmsa poisn, ykazanHoe IIPU COEIMHEHUU. Kcam posib BO
BpeMsl COEJMHEHUsI He ObLIa 3aJlaHa, IMOJie COJIEPIKUT
TekeT NONE.

MON$REMOTE_PROTOCOL VARCHAR(10) Mysa ymaneHHOr0o IPOTOKOJIA.

MON$REMOTE_ADDRESS VARCHAR (255) Yranenusiii agpec (ajgpec u uMs cepsepa).

MON$REMOTE_PID INTEGER U nentudukarop yIaJIeHHOro KJIMEHTCKOTO IPOIECCa.

MON$CHARACTER_SET_ID SMALLINT W nentudukarop HabOpa CUMBOJIOB B COEIMHEHUH.

MON$TIMESTAMP TIMESTAMP WITH |/lara m BpeMs Hada/a COCINHEHUS.

TIME ZONE

MON$GARBAGE _COLLECTION SMALLINT Paspermena i cOopka mycopa [Ijist 9TOro CoeinHeHust: 1
- paspemena, 0 - HeT.

MON$REMOTE_PROCESS VARCHAR (255) [Monmoe nms daitna u myTh K ucHoJHsieMoMmy daiiry,
KOTOPBIH YCTAHOBWJI JIAHHOE COEIUHEHUE.

MON$STAT_ID INTEGER NnentudukaTop CTATUCTUKA.

MON$CLIENT_VERSION VARCHAR(255) Bepcus kinenTckoit OnbIHOTEKH.

MON$REMOTE_VERSION VARCHAR (255) Bepcust ynaiHHOTO IPOTOKOJIA.

MON$REMOTE_HOST VARCHAR (255) Nmsa ymanéuaoro xocta.

MON$REMOTE_OS_USER VARCHAR (255) Vmst mostb30BaTe /ST B OMEPAIMOHHON CUCTEME.

MON$AUTH_METHOD VARCHAR (255) Metos ayTeHTUDUKAIANA, UCITOIB3YEMbIH TTPU TTOJIKJIIO-
YEHUN.

MON$SYSTEM_FLAG SMALLINT @J1ar TOro, 9TO MOAKA0UeHE cucTemMuoe: ) — moIb30Ba-
TeJIbCKOE MOJIKJII0YeHne; 1| — CHCTEeMHOe MOJIKJII0UEHNE.

MON$IDLE_TIMEQOUT INTEGER Taitm-ayT mpocrost coemuuenns ypoBHs coenunennsi. Co-

JIeP2KUT 3Ha4YeHHe TaiiM-ayTa IIPOCTOS YPOBHS COe/IUHe-
HUs, B ceKyHIax. Eciau TaiiM-ayT He yctanoBiaeH — 0.

MON$IDLE_TIMER

TIMESTAMP WITH
TIME ZONE

Bpemst wucredenusi Taiimepa oxwumanus. Comepkur
NULL, ecin TaitmM-ayT MpOCTOS COEIUHEHNS HE YCTAHOB-
JIeH, WM eCJIU TaiiMep He 3allyIleH.

MON$STATEMENT_TIMEQUT

INTEGER

Taitm-aytr SQL 3anpoca yposust coequuerust. ComepkuT
3HaYEHnE TalfiM-ayTa, yCTAHOBJIEHHOE HA YPOBHE COE/IU-
HEHUs, B MIJLINCEKYHIax. Kcim TaiiM-ayT He yCTaHOB-
sgen — 0.

MON$WIRE_COMPRESSED

BOOLEAN

Ucnonwpayercst u cxkatue cereBoro Tpaduka. Ecau nc-
MIOIb3YETCs C2KATUE CeTEeBOro TpaduKa 3HAUYEHNE PABHO
TRUE, ecyiu He ucnosib3yercss — FALSE. JIj1s1 BCTpOeHHBIX
coenuuenuii Bo3sparaer NULL.

MON$WIRE_ENCRYPTED

BOOLEAN

Ucnonn3yercsa nu mudpoBanne cereBoro tpaduka. FKc-
JIM UCTIOIb3yeTCs MudPOBAaHUE CeTeBOro Tpaduka 3Ha-
venue paBHo TRUE, ecyin He ucnosib3yercs — FALSE. s
BCTPOEHHBIX coenHeHuii — Bo3spalnaeT NULL.

MON$WIRE_CRYPT_PLUGIN

VARCHAR(63)

Nmsa Tekymiero mjaarnHa s MAGPOBAHUS CETEBOTO
Tpaduka, ecim 0HO UCHOJIL3YETCsI, B IPOTUBHOM CJIy4ae
NULL.

(pa3pbie TabnuLb)
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A.2 MONS$REPLICATION

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun maHHBIX

Onucanue

MONSLAST_ACTIVITY_TIME

TIMESTAMP WITH

Bpems mociteaero obpaimenusi moIb30BaTeNs K CepBe-

TIME ZONE py.
MON$SESSION_TIMEZONE CHAR(63) Yacosoii nosic ceccuu
MON$PARALLEL_WORKERS INTEGER MakcuMaabHOE KOJUYIECTBO MapPAJIeIbHBIX PabOTIX

IIPOIECCOB JIJIsl 3TOr0 COCJUHEeHMd, 1 O3Ha4JaeT OTCYT-
CTBHUE IapaJsuleJIbHBIX pabodux mpoleccoB. CoenuHeHus
Garbage Collector m Cache Writer umeroT 3HadYeHUE

0.

A2 MONS$REPLICATION

I CaeieHnst cOOUPAIOTCS TOJIBKO JIJIsi BeLyIeil 6as3bl.

Tabmuna A.3 — Cenenus o craryce pelmkanuu 06a3bl JaHHBIX

N aentudukarop crosdia

Tun naHHbIX

Onucanue

MON$TYPE

SMALLINT

Tun cocrosiiusi 6a3bl TAHHBIX:
e 1 — Bexymaa B/l ¢ cHHXpPOHHOI perIMKaImeit;
e 2 — peaymasa b/l ¢ acMHEXpOHHOIT pernKaIueit;

MON$CONNECTION_STRING

VARCHAR (255)

CTpoKa MOIKJIIOYeHNSsI:

e g Beaymeir BJI B CMHXpPOHHOM peKUMe — MyTh
K 0aze B dopmare [<mormm>:<mapons>Q]<myTs K
baze>;

e Jura Begymeit B/l B acCHHXPOHHOM peXHUMe — IIyTh K
KaTaJIOTy € KYPHAJIAMH PeIINKAIIH;

MONS$ACTIVE

BIGINT

Craryc akTUBHOCTH TOIKJIFOUEHUSI:

e -2 - pemmMKa OTKJ/IIOYEeHa HOce OmubKu (st Bemy-
meit B/I ¢ azanTusHOl perumkanuei);

e -1 - jaHHBIE HA CJIeiiBe HE aKTyaJbHBI (,ZL.HH Beaymei
B/I ¢ aganTuBHOI perukanueii);

e 0 — orksovena (ys Begymeit BJI ¢ cuHXpOHHON pe-
IKaryei );

e 1 — nogksmovena (s Beaymeit B/l ¢ cunxponHoii
perumKaImeit);

e <momep daitna> — HOMep TeKyIiero daitia KypHa-
aa (st Benymieit BJI ¢ acCHHXPOHHOMN perummKaryei).

MON$LAST_MODIFIED

TIMESTAMP

CosepKUT BpeMsI MOCJIETHEH YCIeINHOM OTIpaBKu Oy-
depa Ha peruKy.

MON$WAITFLUSH_COUNT

INTEGER

KonuuecTBo oTmpaBiieHHBIX TAKeTOB (C 3a/IepKKOil Be-
nymeit B/, upuy koMmmuTax).

(paspbiB Tabaunupl)

e CTp. 331



PyxoBoscTBO ajmunucTpaTopa

A.3 MON$CALL_ STACK

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun maHHBIX

Omnucanue

MON$WAITFLUSH_TIME

BIGINT

KommaecTBo Bpemenu Begytmeit b1 st ormpaBky make-
TOB (B MUKDPOCEKYHJIAX).

MON$WAITFLUSH_TRANSFER BIGINT Pazmep OTIpaBJIEHHBIX JAHHBIX perumke (B Gafitax).

MON$BACKGROUND_COUNT INTEGER Kosnmuecrso ornpasieHHbix nakeToB (B hboHE, B pAMKax
OZIHOM TPAH3AKIIN).

MON$BACKGROUND_TIME BIGINT Komuuectso Bpemenn Beaytreit B/l myist orripaBku nake-
ToB (B doHe, B paMKax OJHON TPaH3AKIIUN).

MON$BACKGROUND_TRANSFER BIGINT Pasmep ornpasjieHHbIX JaHHBIX peiuiuke (B done, B
PAMKaX OJIHON TPAH3AKIIHN).

MON$SERVER_PID INTEGER W nentrdukaTop cepBepHOro MPOIECCa.

A.3 MON$CALL STACK

Tabmuna A.4 — ObparteHust K CTEKY 3alpOCaMi XPAHUMBIX TPOIEIYD U TPUTTEPOB

N nentudukarop crosdiia

Tun maHHbIX

Onucanue

MON$CALL_ID

BIGINT

U nenrudukarop obparienus.

MON$STATEMENT_ID BIGINT N nenrudukarop Bepxuero yposhsi SQL—3ampoca, nHu-
[UUPOBABIIErO TENOYKY OOpaIleHni.
MON$CALLER_ID BIGINT NnentudrraTop oOpaIaionerocs TpUurrepa, XpanuMoi

bYHKINN WU XPAHUMOU IIPOIE/Iy PHI.

MON$COMPILED_STATEMENT_ID

BIGINT

W aentuduraTop 3ampoca.

MON$OBJECT _NAME

CHAR(63)

Nms obbekTa PSQL.

MON$OBJECT_TYPE

SMALLINT

Tun o6bexkTa PSQL:

e 2 — Tpurrep;

e 5 — XpaHUMas IIPOIEYPa;
e 15 — xpanumasi (pyHKIHUS.

MON$TIMESTAMP TIMESTAMP WITH |/laTa m BpeMs cTapTa oOpalieHus.
TIME ZONE

MON$SOURCE_LINE INTEGER Howmep ucxommoit crpoku 3ampoca SQL, BbITOTHSIONE-
rocs B HACTOSAIIUNA MOMEHT.

MON$SOURCE_COLUMN INTEGER Howmep ucxomaoro crosbma 3anpoca SQL, BbimostHsAONTE-
TOoCs B HACTOSIINI MOMEHT.

MON$STAT_ID INTEGER N nertudukarop CTaTUCTUKH.

MON$PACKAGE_NAME CHAR(63) Nwmst makera [71st yIIAKOBAHHBIX TPOIEAYD /DyHKITHIL.

A4 MON$CONTEXT VARIABLES
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A5 MONS$DATABASE

Tabmuna A.5 — CeeneHus 0 I0Jb30BATEILCKAX KOHTEKCTHLIX II€PEeMEHHBIX

N nearudukarop Tun gaHHBIX Onucanne
cToJIbIAa

MON$ATTACHMENT _ID BIGINT Wnentudurarop coemunenus. CoaepKUT KOPPEKTHOE 3HAYUE-
HU€ TOJIBKO JIJIsi KOHTEKCTHBIX IIEPEMEHHBIX YPOBHSI COEINHE-
HUs, /I TIEPEMEHHBIX YPOBHS TPAH3AaKIIUU YCTAHABIUBAECTCS
B NULL.

MON$TRANSACTION_ID |BIGINT Wnentudurarop Tpanzakmun. ComepKUT KOPPEKTHOE 3HAYUE-
HHUE TOJBKO /I KOHTEKCTHBIX IMEPEMEHHBIX YPOBHST TpaH3aK-
WY, JJIs TIEPEMEHHDBIX YPOBHS COEIMHEHMS YCTAHABINBAETCS
B NULL.

MON$VARIABLE_NAME VARCHAR (80) VMst KOHTEKCTHOI TTepeMeHHOit.

MON$VARIABLE_VALUE |VARCHAR(32765) |3HadeHne KOHTEKCTHOI IIEPEMEHHOM.

A5 MON$SDATABASE

Tabmuna A.6 — Ceenenus o 6a3e JAHHBIX, C

KOTOpOfI BBITIOJIHEHO COCIMHEHNE

N aentudukarop Tun gaHHbIX Ormnucanne
cToJIOIAa

MON$DATABASE_NAME VARCHAR(255) |IlosHbrIil myTh 1 nMst IEPBUYIHOTO (haiiia 0a3bl JAHHBIX WU
MICEBJIOHUM 0a3bl JAHHBIX.

MON$PAGE_SIZE SMALLINT Pasmep crpanurer daityioB 6a3bl JaHHBIX B OaiiTax.

MON$ODS_MAJOR SMALLINT Crapmas Bepcust ODS.

MON$ODS_MINOR SMALLINT Minammas Bepcust ODS.

MON$OLDEST_TRANSACTION |BIGINT Howmep crapeiireit 3annTepecoBannoit Tpanzaxiun — OIT,
Oldest Interesting Transaction.

MON$OLDEST_ACTIVE BIGINT Howmep crapeitmeit akrusnoit rpausakmun — OAT, Oldest
Active Transaction.

MON$OLDEST_SNAPSHOT BIGINT Homep Tpanzakmum, KoTopasi ObljIa aKTHBHOW HA MOMEHT
crapra tpauzakiun OAT, — rpamzakius OST, Oldest
Snapshot Transaction.

MON$NEXT_TRANSACTION BIGINT Howmep cnenyrormmeit Tpanzakmnum.

MON$PAGE_BUFFERS INTEGER KosmmgecTBo cTpanutl, BbIJICJICHHBIX B OTIEPATUBHON ITaMsi-
TH JJIsT KIIIA.

MON$SQL_DIALECT SMALLINT SQL mumajiekT 6a3bl JaHHBIX: 1 wim 3.

MON$SHUTDOWN_MODE SMALLINT Tekyree cocrosinue ocranoBa (shutdown) 6a3bl JAHHBIX:
e (0 — 6aza janHbIX akTuBHA (online),
e 1 — ocraHOB I HECKOJIbKUX  IOJIb30BaTeJei

(multi-user shutdown),
e 2 — OCTAHOB JJIS OJHOIO IOJIb30BaTess (single-user
shutdown),

e 3 — mosHbi ocraHoB (full shutdown).

MON$SWEEP_INTERVAL INTEGER Nurepsan ynctku (sweep interval).

(pa3pbie TabnuLbl)
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A5 MONS$DATABASE

(pa3pbiB Tabnuupl)

N nentudukarop Tun gaHHbIX Onucanue
cToJibna
MON$READ_ONLY SMALLINT IIpusnak, gaBasercs au 06a3a JAHHBIX TOJBKO JIIsT UTE-
Hust, read only (3HaueHme 1) WM IJIst ITE€HUS U 3AINCH,
read-write (3Hauenue 0).
MON$FORCED_WRITES SMALLINT VKa3bIBaET, YCTAHOBJIEH JIU JJIs O3Bl PEKUM CHHXPOHHOT'O
BbiBoZla (forced writes, 3Hadenue 1) WiM pesKUM acHH-
XPOHHOTO BBIBOsIa (3HaveHume 0).
MONS$RESERVE_SPACE SMALLINT @DJiar, yKa3bpIBAOMINY HA MTOJHOE 3amoHeHne crpanut B/1
(full) mam 80% samonHeHwe Mo yMoOJaUaHHIO (reserve).
100%-e 3armosHeHne UMeeT CMBIC JJ1d 6a3 TOJILKO JJId YTe-
HUSI.
MON$CREATION_DATE TIMESTAMP Hara n Bpemst co3manust 6a3bl JAHHBIX.
WITH TIME
Z0ONE
MON$PAGES BIGINT KosmgecTBo cTpanuIl, BBIIETEHHBIX M1 6a3bI JaHHBIX Ha,
BHEIIIHEM YCTPOICTBeE.
MON$STAT_ID INTEGER N aentnduraTop CTATHCTUKH.
MON$BACKUP_STATE SMALLINT Tekymee dbuzmyeckoe cocrosiane backup:
e (0 — Ga3a He 3aTPOHYyTa OIKAIIOM,
e 1 — Gaza 3abJI0KMpOBaHA JIJIsI PE3EPBUPOBAHNS,
e 2 — oObeauHEHHE BPEMEHHOTO (haiilyia JebThl U OCHOB-
Horo aitia 6a3bl JAHHBIX.
MON$CRYPT_PAGE BIGINT Crpanuia, Kotopas ceffgac HaXOAUTCs HA MUpPOBAHUY /-
nermudposannr. Holb ecim 3TOT MpoIece 3aKOHINIIC WITH
HE HAYMHAJICH.
MON$OWNER CHAR(63) Branenen 6a3nr TaHHbBIX.
MON$SEC_DATABASE CHAR(7) Orobpazkaer, Kakoii THII 0a3bl JIAHHBIX 0E30IACHOCTH KC-
TIOJTB3YeTCsI:
e Default - 0a3a JaHHBIX 0E30IIACHOCTU II0 yMOJIYAHUIO,
T.e. securityb.fdb;
e Self — B KauecTBe 0a3bl JaHHBIX OE30IIACHOCTU UCIOJIb-
3yercsi TeKylnas 6a3a JaHHBIX;
e Other — B KauecTBe 0a3bl JAHHBIX 0E30IIACHOCTH WUC-
MOIb3YeTCst Apyras 6a3a JaHHBIX.
MON$CRYPT_STATE SMALLINT Cocrosinne mmdposanue BJ1:
e ( - ba3a JaHHBLIX He 3amMQpOBaHa,
e 1 - zammdposana,
e 2 - B mporecce mudpPOBAHUSI.
MON$GUID CHAR(38) GUID 6a3b1 JaHHBIX.
MON$FILE_ID VARCHAR(255) | YHUKAJIbHBIN uaeHTU(MUKATOP 0a3bl JJAHHBIX HA YPOBHE
dailyoBoit cCUCTEMBI.
MON$NEXT_ATTACHMENT BIGINT Tekyree 3uauenne cuéranka Next attachment ID.

(paspbiB Tabaunupl)
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A6 MONSIO STATS

(pa3pbiB Tabnuupl)

N nentudukarop Tun gaHHbIX Onucanue
cToJibna
MON$NEXT_STATEMENT BIGINT U nentudukarop ciemyiomero SQL-3ampoca.
MON$REPLICA_MODE SMALLINT Pexkum pernmukarmm:

e ( - NONE - 6a3a maHHBIX HE SABJISETCS PEILINKOI;
e 1 - READ-ONLY - pemnsinKa B peKHMe TOJIBKO UTe-

HUE;
e 2 - READ-WRITE - pemsiuka B peKUMe UYTe€HUE U
3aIlUCh.
Tabmuna A.7 — Crarucruka 10 BBO/LY-BBIBOLY
N nentndukarop Twun Onucanue
cToJIb11a JAHHBIX
MON$STAT_ID INTEGER U nentndrkaTop CTATUCTUKA.
MON$STAT_GROUP SMALLINT |I'pynna craTucTuku:
e (0 — Gaza maunbix (database),
e 1 — coenunenue c 6a30ii manHbIX (connection),
e 2 — rpamsakuus (transaction),
e 3 — zanpoc (statement),
e 4 — BBI30B (call),
e 5 — K3IIMPOBAHHBIA KOMIMJIMPOBAaHHBIA 3ampoc (compiled
statement).
MON$PAGE_READS BIGINT KonngecrBo npountanubix (read) crpaHul] 6a3bl JaHHBIX.
MON$PAGE_WRITES BIGINT KonngecTBo 3anmcanHbIx (Write) cTpanu] 6a3bl JAHHBIX.
MON$PAGE_FETCHES BIGINT KosmmuecTBo cTpaHuI, CYUTAHHBIX U3 CTPAHUIHOrO Kama (fetch).
MON$PAGE_MARKS BIGINT KosnmdecrBo ormeueHHbix (mark) crpanun 6a3bl JAHHBIX. DTO
"rpsi3uble" CTpAHUIDI, T.e. U3MEHCHHbIE B HaMATH (B KIIIE), HO
IIOKa He 3allMCaHHble Ha JINCK.

A7 MONSMEMORY USAGE

Tabauna A.8 — CTaTuCTUKA UCIOJIL30BAHNS IAMITH

W neurucdpukarop crosabdia Twun Onucanne
JAHHBIX
MON$STAT_ID INTEGER NnentudukaTop CTaTUCTUKH.

(paspbiB Tabaunupl)
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A.8 MONS$SRECORD STATS

(pa3pbiB Tabnuupl)

N nentudukarop crosdoia

Tun
JAHHBIX

Ormnucanue

MON$STAT_GROUP

SMALLINT

I'pymnma cratucrukm:

0 — 6a3a jauHbIX (database),

1 — coenunenue ¢ 6a30if maHHbIX (connection),

2 — rpansaknus (transaction),

3 — sanpoc (statement),

4 — Boi3oB (call),

5 — K9UIMPOBAHHBI KOMIMJINPOBAHHBIN 3anpoc (compiled
statement).

MON$MEMORY _USED

BIGINT

Koumuaecrso ucnosbsyemoii namsaru (B 6aiirax). Mudopmanus
O BBICOKOYPOBHEBOM PACIPEJIEIEHUN [aMsITH, BBIIOJTHEHHO
cepBepoM u3 IysoB. MoxKeT OBITH TIOJIE3HA JIJIsT OTCJIEIKUBA-
HUSI yTEUEK MaMATH W UPE3MEPHOr0 HMOTPEOICHUS NaMSTH B
COEJIMHEHNUSIX, MTPOIEIyPax | T.I.

MON$MEMORY_ALLOCATED

BIGINT

Konmuecrso mamsitu, Bbinesnensoir OC (B Gaifitax). Wudbop-
MaIusl O HU3KOYPOBHEBOM DPACIIPEIEJIEHUN MAMSITH, BBIMOJI-
HEHHOM MEHEPKEPOM IMaMsTH — OObEM IIaMsTH, BBIIEICH-
HBII OIEPAITMOHHOI CHCTEMOIl, YTO IIO3BOJIAET KOHTPOJIMPO-
BaTh (husmaeckoe norpedierne mamsTu. Obparure BHUIMAHUE,
He BCe 3AIUCH ITOTO CTOJOIA WMEIOT HEHYJIeBble 3HAUCHUS.
Mauible BbIZe/IeHUsT MAMSITH 37eCh He (PUKCUPYIOTCS, & BMe-
CTO 9TOrO JOOABJIAIOTCS K IIYJLy MAMSTH 0a3bl JAHHBIX. TOJBKO
MON$DATABASE (MON$STAT_GROUP = 0) u CBs3aHHbBIE C BbIJe-
JIEHIEM TIaMATH OOBLEKThI UMEIOT HEeHYJIeBOe 3HAYEHNeE.

MON$MAX_MEMORY_USED

BIGINT

MakcuMaabHOe KOJTMIeCTBO DalT, HCI0JIb3yeMOoe JJAHHBIM 00b-
€KTOM.

MON$MAX_MEMORY_ALLOCATED

BIGINT

MaxkcumasbHOe KoaumdecTBo 6aiiT, Bbiaesernoe OC maHHOMY
00BEKTY.

A.8 MONSRECORD STATS

Tabmmma A.9 — Craructuka Ha ypOBHE 3aInCei

N nentudukarop Twun Onucauue
cToJIb1a JAHHBIX
MON$STAT_ID INTEGER U nentndrkaTop CTATUCTUKA.
MON$STAT_GROUP SMALLINT I'pynna craructukun:

0 — 6a3a naxvbIx (database),

1 — coenunenue ¢ 6a30it ganupix (connection),

2 — Tpamsakuus (transaction),

3 — zanpoc (statement),

4 — BBI30B (call),

5 — KINIMPOBAHHBI KOMIMJIMPOBaHHBIH 3anpoc (compiled
Statement).

(paspbiB Tabaunupl)
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A.8 MONS$SRECORD STATS

(pa3pbiB Tabnuupl)

N entudpukarop
cToJibna

Tun
JAHHBIX

Ormnucanue

MON$RECORD_SEQ_READS

BIGINT

KonmuecTBo — 1ocieqoBaTesIbHO  CYMTAHHBIX — 3amuceil  (read

sequentially).

MON$RECORD_IDX_READS

BIGINT

KosundecrBo 3amuceit, IpOYNTAHHBIX [IPU IIOMOIIY UHJIeKca (read
via an index).

MON$RECORD_INSERTS

BIGINT

KosmaectBo 06aBieHHbIX 3ammceil (inserted records).

MON$RECORD_UPDATES

BIGINT

KosmmuecrBo u3menenubix 3ammceii (updated records).

MON$RECORD_DELETES

BIGINT

KosmuecrBo yasnennsix samnmuceil (deleted records).

MON$RECORD_BACKQOUTS

BIGINT

KosnmvectBo Bo3BpalleHHBIX B 6a3y naHHBIX 3anuceii (backed out
records). DTO IPOUCKOAUT NIPHU OTKATe TpaH3aKIwu. Ecin obHa-
py2?KeHa BepCHsl 3aIllCU, CO3/aHHasl B Pe3y/IbTaTe OTKATa TPAH3aK-
U7, OHA MIOMEYAeTCs It COOPKM MycOpa, a MIPEeIbILIyInas MO-
TBEPKJICHHAST BEPCHUS [IEPEHOCUTCS B OCHOBHON CJIOT HA CTPAHUIIE
JIAHHBIX.

MON$RECORD_PURGES

BIGINT

KoumnuecTBo ylaieHHbIX HEHYKHBIX 3anuceli (purged records).
DTO MPOUCXOJIUT, KOTIa COOPIUK Mycopa YJIAJsieT CTApble BEPCUH
3ammcu, KOTopble OOJIbIlle He HY2KHBI KAKOW-Iu00 aKTUBHOU TpaH-
3aKIUU.

MON$RECORD_EXPUNGES

BIGINT

KosmmgecTBo BBIUAIIEHHBIX CpeacTBaMU COOPKH Mycopa 3ammceit
(expunged records). DT0 HPOUCXOIUT, KOIJA 3alUCh, KOTOPasl He
BUIHA KAKON-TMOO0 aKTUBHON TPAH3AKIINU, YIAJISIETCSI U y/IAJIsII0-
I1asi TPAH3aKIWsI OTBEpKIaercst (commit). YiajeHHast 3aIUCh U
BCe paHee MOATBePZK/ICHHbIe BEPCUU 3TON 3aIUCU YIAJISAIOTCA, 9TO-
OBl 3aHATOE WMH IMCKOBOE MPOCTPAHCTBO MOXKHO OBLIO ITOBTOP-
HO HMCIIOJIb30BaTh. Ecay 3ammch Bce elle BuHa Juid boJsiee cra-
pbix snapshot Tpanzaximii, KOHEUIHO, yIaJeHIE MOYKET TPOU3OUTH
TOJIBKO TIOCJIE 3aBEPIIEHUS ITUX TPAHIAKIIUI.

MON$RECORD_LOCKS

BIGINT

KonuuecTBo 3anmuceil IpoYUTaHHBIX C UCIOJb30BAHUEM IIPEJIIOXKE-
nusg WITH LOCK.

MON$RECORD_WAITS

BIGINT

KonndecrBo monsIToK  06HOBIIEHUS / MO UKAINY / GIOKAPOBKH
3anuceil IPUHAIJICKAIINX HECKOJIBKAM aKTHBHBIM TPAH3AKIIUIM.
Tpanzaxmusa HaxoauTcsa B pexkume WAIT.

MON$RECORD_CONFLICTS

BIGINT

KosmnuecTBo HeymauHbIX MONBITOK OOHOBJIEeHN /MOoaudukamuu /G-
JIOKUPOBKY 3aIlACeil MPUHAJIEKAIMNX HECKOJbKIM AKTHBHBIM
TpaH3aKNuAM. B Takux CUTyarusx coobimaercs 0 KOH(MIUKTe 00-
HossieHnsi (UPDATE CONFLICT).

MON$BACKVERSION_READS

BIGINT

KommaecTBo mpounTaHHBIX Bepcuit IpH MOWCKE BUAMMBIX BEpCHit
3aIUCe.

MON$FRAGMENT_READS

BIGINT

KosmmaecTBo mpounTanubix (pparMeHTOB 3ammcei.

MON$RECORD_RPT_READS

BIGINT

KosnaecTBo IOBTOPHO NMPOYNUTAHHBIX 3aIUCE.

(paspbiB Tabaunupl)
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A9 MONS$STATEMENTS

(pa3pbiB Tabnuupl)

N entudpukarop Twun Onucauue
cTOoJIoIA JAHHBIX
MON$RECORD_IMGC BIGINT KommgecTBo 3ammceit, 3aTpOHYTHIX TPOMEXKYTOTHON COOPKON My-

copa. Hampumep, ects 1emodka Bepcmit 3ammcu N1 - N2 - N3 -
N4 - N5. Kakas-To cTapast TpaH3aKIUs BUIUT Bepcuio 3amucu N1,
Bce octasbuble - BuadaT N56. Bepcuu N2 - N3 - mycopubie. lo Bep-
cuu 5 cepBep He MOT UX YJAAJUTh, JIO TeX TOp, TOKa CTAHET HEHY K-
noii N1. Temeps mpomexkyTounas cOOPKa MMO3BOJIAET YIAIATD TAKHIE
MYCOPHBIE BEPCUU U3 IECIIOYEK.

A9 MONSSTATEMENTS

Tabmuna A.10 — IToaroros/ieHHbIE K BBIIOJIHEHUIO 3aIIPOCHI

N aentudukarop crosoia

Tun gaHHbIX

Onucanue

MON$STATEMENT_ID

BIGINT

Nnentudukarop 3arpoca.

MON$ATTACHMENT_ID BIGINT NnentndpuraTop coeanHeHms.
MON$COMPILED_STATEMENT_ID |BIGINT Wnentudurarop 3ampoca.
MON$TRANSACTION_ID BIGINT NnentudukaTop TpaH3aKIUN.
MON$STATE SMALLINT Cocrostnue 3ampoca:

e 0 — GespuelicrByromuii (idle),

e 1 — akruBHbIi (active),

e 2 — mpuocraHosieHHbl (stalled). To ects 3ampoc
mwim Kypcop ":kuBoit", HO B JIaHHBII MOMEHT HE BbI-
nostHsIeTcsi. Harmpumep, 9TO COCTOsIHUE SIBJISIETCSI TIe-
PEPBIBOM MEXKJIy KJIUEHTCKUMU (heTHIaMu, T.€. 3aIpoC
CO3/IaJT KyPCop, OH elle HejodeTIeH U B JaHHbIA MO-
MeHT derd He Jesaercs (oOpabarbiBaer IpPeibliLy-
ILYO MOPIHIO).

MON$TIMESTAMP TIMESTAMP WITH |/lata m BpeMms cTapTa 3ampoca.
TIME ZONE
MON$SQL_TEXT BLOB TEXT Tekcr 3ampoca Ha s3bike SQL.
MON$STAT_ID INTEGER W nerTndukaTop CTaTUCTUKH.
MON$EXPLAINED_PLAN BLOB TEXT IInan 3ampoca B pacmmpenHoit dhopme.
MON$STATEMENT _TIMEOUT INTEGER Taitm-ayr SQL 3ampoca ypoasi. ComepkuT 3HAUYEHUE

TaiiM-ayTa, YCTAHOBJIEHHOE Ha yPOBHE COEIUHEHMUs/3a-
mpoca, B MIJLTHCEKYHAaX. Kcam TaiiM-ayT He yCTaHOB-
geH — 0.

MON$STATEMENT_TIMER

TIMESTAMP WITH

Bpems ucredennsi taitmepa SQL 3ampoca. Comepzkur

TIME ZONE NULL, ecim taiim-ayT SQL 3ampoca He ycTaHOBIIEH, WK
ecJI TaiiMep He 3allylleH.
MON$SORTING_FILES_SIZE BIGINT Pasmep BpemeHHBIX (DailyIOB COPTUPOBOK.
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A.10 MONSSTATEMENT PARAMETERS

A.10  MONS$STATEMENT PARAMETERS

Tabauna A.11 — [TapaMeTrpsl BBIIOJIHSIEMBIX 3alIPOCOB, BJIOXKEHHBIX HPOILELYP U (DYyHKIIMIA

N nentudukarop Tun gauHbIX Onucanne
cToJibna
MON$STATEMENT_ID BIGINT W nentudukarop 3ampoca.
MON$CALL_ID BIGINT Wnentudurarop obpalineHus.
MON$PARAMETER_NUMBER |SMALLINT Howmep mapamerpa.
MON$PARAMETER_TYPE CHAR(30) Tun napamerpa.
MON$PARAMETER_VALUE CHAR(1024) SHayeHMe apaMerpa.

A.11 MONSTABLE STATS

Tabmuma A.12 — Crarucruka Ha ypOBHE TabJIUIILI

N apentudukarop Twun gaHHbIX Onucanne
cToJI0IAa

MON$STAT_ID INTEGER N nenatudukaTop CTAaTUCTUKA.

MON$STAT_GROUP SMALLINT I'pynna crarucruku:
e 0 — Gaza jmannbix (database),
e 1 — coeunenue ¢ 6a3o0it JaHHBIX (connection),
e 2 — rpan3zakius (transaction),
e 3 — zamnpoc (statement),
e 4 — BBI30B (call),
e 5 — KSINIMPOBAHHBIA  KOMIWJIMPOBAHHBIA  3aIIPOC

(compiled statement).
MON$TABLE_NAME CHAR(63) Wmst Tabiuiibr.
MON$RECORD_STAT_ID INTEGER Ccpinka na MONSRECORD_STATS.

A.12 MONS$TEMP SPACES

Tabmuna A.13 — Csegenust 0 BpeMEHHBIX 00bLEeKTaxX

W agentudukarop
cToJIoIA

Tun maHHBIX

Onucanue

MON$TEMP_SPACE_ID

BIGINT

W nenTudukaTtop BpeMEHHOTO OObEKTA.

(pa3pbie TabnuLb)
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A.13 MONSTEMP _FILES

(pa3pbiB Tabnuupl)

N entudpukarop Tun maHHbIX Onucauue
cToJibna

MON$TEMP_TYPE SMALLINT Tun Bpemennoro obbexTa:
e 0 - 6ydep zanuceii(record buffer)
e 1 - ciusiHue aHHBIX (merge)
e 2 - undo-jior (undo)
e 3 - Bpemenubiii BLOB (blob)
e 4 - copruposka (sort)
e 5 - maker (batch)
e ( - maHHBIe MOHUTOpHHTA (monitor)
e 7 - xypcop (cursor)

MON$TRANSACTION_ID BIGINT Wnentudukarop (HOMEpP) TpaH3aKIIUH.

MON$CALL_ID BIGINT N nentudukarop obparienns.

MON$STATEMENT_ID BIGINT W nentudukarop 3ampoca.

MON$TOTAL_SIZE BIGINT O61muit pasMep maMsITH, BIJIEJIEHHBIH JIJIsT BPEMEHHOTO 00b-
eKTa.

MON$CACHED_SIZE BIGINT O06béM omepaTUBHOI TAMSITH, BBIIECJIEHHBIN I BPEMEHHO-
ro o0beKTa.

MON$USED_SIZE BIGINT O06bEM OIepaTuBHON MAMSTH, UCIIOJb3YEMbIil BPEMEHHBIM

0O'BEKTOM.

A.13 MONSTEMP FILES

Tabmuna A.14 — CsejieHust 0 BpeMEHHBIX 00bEKTaX

U neurudpukarop Twun naHHbIX Onucauue
CcTOJIOIA

MON$TEMP_SPACE_ID BIGINT W aentudukarop BpeMEHHOTO 00BHEKTA.

MONS$FILE_NAME VARCHAR (255) Nwms Bpemennoro daitia B dpopmare:
<THn BpeMeHHOro obbekrTa>_att<id
momkmodeHNA>_stmt<id 3ampoca>_<cmywaiiHasg CTpoKa>
Hampumep: /tmp/rdb_table_att342316_stmt106_M20SLu

MON$FILE_SIZE BIGINT Pasmep Bpementoro daiira.

A.14 MONS$TRANSACTIONS

Tabmmna A.15 — OnuceiBaeT 3aIyIeHHbIe Ha BHITIOJHEHNE TPaH3aKIIK

W agentudukarop Twun paHHbIX Onucanue
cToJIOIA
MON$TRANSACTION_ID BIGINT U nentudukarop (HOMEP) TpaH3AKIUU.
MON$ATTACHMENT_ID BIGINT Wnentudurarop coenuHeHus.

(paspbiB Tabauupl)
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A.15 MON$COMPILED STATEMENTS

(pa3pbiB Tabnuupl)

N entudpukarop Tun maHHbIX Onucauue
cToJibna

MON$STATE SMALLINT CocrostHre TpaH3AKITIH:
e (0 — GesneitcTByomAas (HET OTKPBITHIX 3AIIPOCOB ),
e 1 — axkTuBHasl (€CTH OTKPHITHIE 3AIIPOCHI).

MON$TIMESTAMP TIMESTAMP WITH |/laTa u Bpems cTapTa TPAH3aKITAML.

TIME ZONE

MON$TOP_TRANSACTION INTEGER Bepxunit mpemes ucosib3yembplilt TpaH3aKIIUENH IUCTHIIBIII-
ka (sweeper) mpm mpojsmkennn riaobansHoro OIT. Bcee
TPAH3aKIUK BBIIIE ITOTO IIOPOra CUYUTAIOTCH AKTUBHBIMU.
O6braro oH skBuBaJieHTeH MON$TRANSACTION_ID, HO wuc-
nosib3oBaHue COMMIT RETAINING myu ROLLBACK RETAINING
npuBoAUT K ToMmy, uTo MON$TOP_TRANSACTION ocTamHeTcCs
HeusMeHHBIM ("3aBucrium") IpHU yBeJnYeHUU UIeHTUDUKA-
TOpa TPAH3AKIIUU.

MON$OLDEST_TRANSACTION INTEGER Howmep crapeiimeit 3amaTepecoBannoit Tpanzaknun — OIT,
Oldest Interesting Transaction.

MON$OLDEST_ACTIVE INTEGER Howmep crapeiimeii akrusnoit rpansakinuun — OAT, Oldest
Active Transaction.

MON$ISOLATION_MODE SMALLINT Pexkum (ypoBeHb) u3ossium:
e (0 — consistency (snapshot table stability),
e 1 — concurrency (snapshot),
e 2 — read committed record version,
e 3 —read committed no record version,
e 4 — read committed read consistency.

MON$LOCK_TIMEQUT SMALLINT Bpemsa oxuganmus:
e -1 — GeckoHeuHOe OxkujaHue (wait),
e () — TpaH3aknug no wait,
® pyroe 4Ymcjao0 — BpeMs OXUJIAHUA B CEKyHIaX (1ock

timeout).

MON$READ_ONLY SMALLINT IIpusnak, sBJseTCS JX TPaH3aKIUEHd TOJIbKO s {Te-
uus, read only (3Hauenue 1) wiau mjist YTEHUs U 3ALKCH,
read-write (3madenwue 0).

MON$AUTO_COMMIT SMALLINT IIpusnak, UCIONB3yeTCs JIM ABTOMATHIECKOE IOJITBEPIKIE-
HUe TpaH3akiuu auto-commit (3nadenue 1) win wer (3Ha-
genwue 0).

MON$AUTO_UNDO SMALLINT IIpusHak, UCHONB3yeTCs JIM AaBTOMATUYIECKAasT OTMEHA TPaH-
3akiuu auto-undo (3Havenue 1) win Her (3HaueHue 0).

MON$STAT_ID INTEGER Naentudukarop CTaTUCTUKH.

A.15 MON$COMPILED STATEMENTS
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A.15 MON$COMPILED STATEMENTS

Tabmuna A.16 — XpauuTr uadOpPMALIUIO O CKOMIMIAPOBAHHBIX 3aIIPOCaX

N neurudpukarop croadia Tun Onucaunue
TAHHBIX

MON$COMPILED_STATEMENT_ID |BIGINT W nentuduxkarop 3ampoca.
MON$SQL_TEXT BLOB TexcT 3ampoca, ecu OH JOCTYTIEH.
MON$EXPLAINED_PLAN BLOB Pacmmpennssiit mian 3ampoca.
MON$OBJECT_NAME CHAR(63) Nwmst o6bexTa PSQL.
MON$OBJECT_TYPE SMALLINT Tun o6bexTa PSQL.
MON$PACKAGE _NAME CHAR(63) N nakera obbekTa PSQL.
MON$STAT_ID INTEGER WNnentudukarop cTaTUCTHKA.
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IIpumoxenne B IlceBaoTabauiibl 6€30MaCHOCTH

[Ipnnoxkenne b IlceBoradnipl 6e30macHOCTH

IIcesmorabauiisr Ge3omacuoctu nMeioT npedukce nvenn SEC$. Oum oTrobparkaroT JaHHbIE U3 TEKYIIei
6&3])1 JaHHDbIX 6e3OHaCHOCTI/I. STI/I Ta6.HI/ILH)I ABJIAIOTCA BUPTYaJIbHBIMUA B TOM CMBbICJI€, ITO JIO O6paHleHI/IH K
HUM CO CTOPOHBI II0JIb30BaTe/Isl, HUKAKUX JAHHBIX B HUX He 3amucano. OHU 3aI10THSIOTCS JJAHHBIMU TOJIBKO B
MOMEHT 3a1poca mmojb3oBaresis. [Ipu aTom onucanust 3tux Tabur B 6a3e JaHHBIX IPUCYTCTBYIOT IOCTOSTHHO.
B sTom cmbicste aTi miceBmoTabmIel TOM00HBI TabaumaM cemeitcTa MON$, MCITOIB3yeMbIX [IJIsT MOHHTOPUHTA
cepsepa.

Tonmbrit mocTyn Ko Beeil nHMOpPMAIUH, MIpeIocTaBIseMoil Tabaunamu 6e3onacHoctu, nmeor SYSDBA u
BJtaiester] 6a3bl JaHHBIX. OOBIYHBIE TOJIB30BATEN OTPAHUYIEHBI HHpOPMAIel 0 caMux cebe, IPyTrue MoJb-
30BATE/IM HEBUAUMBI JIJIsI HUX.

O1u GYHKIME BO MHOTOM 3aBUCAT OT IIATHHA YIIPABJIEHUS MOJIb30BaTesiMu. Vmelite B BUIY, 9TO
HEKOTOPBIE OIITNYA UTHOPUPYIOTCS IIPU UCIIOJIB30BAHUHN YCTAPEBIIETO IJIATUTHA YIIPABJIEHUS
[I0JIb30BATEJISIMMU.

Cruncox mceBaoTab nIL IpeacTasied B Tabaumne b.1.

Tabmuma B.1 — Craucox ncepmorabaun PE/T Baser Jlanmbrx

Tabauria Copep>kaHue
SEC$DB_CREATORS Crucok noJibzoBareieil, nmeromux npusmieruto CREATE DATABASE.
SEC$GLOBAL_AUTH_MAPPING Caejiennst 0 TIOOAJIBHBIX OTOOPAKEHUSIX.
SEC$USERS Crucok moJib3oBaTesieil B TeKyIeil ba3e JaHHbIX Oe30IMacHOCTH.
SEC$USER_ATTRIBUTES CaeJieHusI O JIONOJIHUTEIbHBIX aTpUdyTax I0JIb30BaTe/Iell.
SEC$POLICIES CBesleHNsI O CO3TAHHBIX TOJUTHKAX OE30IaCHOCTH.
SEC$USER_POLICY Caeslennsi 0 Ha3HAYEHHBIX IOJIUTUKAX OE€30IIaCHOCTH.

B.l SEC$DB CREATORS

Tabauna XpaHuT CBeJIeHUs O TOJb30BATE X, nMeroIux npusuiernto CREATE DATABASE.

N aentudpukarop croséia Tun gaHHbIX Onucanne
SEC$USER CHAR(63) VMmsa monb30BaTe st WIN POJTH, KOTOPOMY JTAHBI TIOJI-
HOMOYHS Ha CO3aHune 0a3bl JAHHBIX.
SEC$USER_TYPE SMALLINT Tun monb3oBaTes:
e 8 — TI0JIb30BATEJIb;
e 13 — poutb.

B.2 SEC$GLOBAL AUTH MAPPING

Tabuna xpaHuT cBesieHUs O TJIOOAIBHBIX OTOOPAYKEHUSIX.
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B.3 SECSUSERS

N aentudukarop crosdia

Tun gauHHbIX

Onucanune

SEC$MAP_NAME CHAR(63) Nmst rnobaibHOro 0TobparKeHusl.
SEC$MAP_USING CHAR(1) Asnsiercst mu ayrenTudukanus obmecepsepHOit (S)
i oberanoit (P).
SEC$MAP_PLUGIN CHAR(63) WNwma narnua ayreaTudukanyum, 3 KOTOPOTO IPOUC-
XOJIUT OTOOpaXKEHMeE.
SEC$MAP_DB CHAR(63) WNwms 6a3bl JaHHBIX, B KOTOPOIl IPOIIIa ayTeHTudhu-
Karus. V3 meé mponcxoanT oToOpaskeHue.
SEC$MAP_FROM_TYPE CHAR(63) Tun o6bekTa, KOTOPBIi OyJIeT 0TOOparKEH.
SEC$MAP_FROM CHAR (255) Nms 06bekTa, u3 KOTOPOTo OYIeT MPOU3BeIeHO 0TO0-
pakeHue.
SEC$MAP_TO_TYPE SMALLINT Tun o6bekTa, B KOTOPBIA OyIeT IPOU3BEIEHO OTOD-
paskeHwue:
e 0 — USER,
e 1 — ROLE.
SEC$MAP_TO CHAR(63) HanmenoBanue o0beKkTa, B KOTOPBIit OyIeT mpon3Be-
JIeHO oToGpaskeHue (MMsl [OJIb30BATENS UIH POJIN).
SEC$DESCRIPTION BLOB TEXT Kommenrapuit gyist orobpazkeHus.

B.3 SECSUSERS

Tabymiia XpaHuT CIIUCOK TOJIHL30BATE e B TEKYINeH 6a3e JAHHBIX O€30MMacHOCTH.

N aentudukarop crosdiia

Tun gaHHbIX

Onucanune

SEC$USER_NAME CHAR(63) Nwmst mob3oBaTe 4.

SEC$FIRST_NAME VARCHAR (32) N,

SEC$MIDDLE_NAME VARCHAR.(32) OTuecTsBo.

SEC$LAST_NAME VARCHAR(32) Damuns.

SEC$ACTIVE BOOLEAN @®jrar aKTUBHOCTH TIOJIH30BATEIS.

SEC$ADMIN BOOLEAN Orpaxkaer, wuMeeT JiM IIOJb30BaTeJIb  IIpaBa
RDB$ADMIN B 6a3e JaHHBLIX O€30IIACHOCTH.

SEC$DESCRIPTION BLOB TEXT KommenTapuit K mo1530BaTEeIIO.

SEC$PLUGIN CHAR(63) Wms mrarnsa yopaBjieHus TOJIb30BATEISAMHE, C TIOMO-

IBI0 KOTOPOTO OBLIT CO37aH JaHHBIN MOIb30BATEb.

b.4 SECSUSER ATTRIBUTES

Ta6m/1ua XPaHUT CBeJeHUdA O JOIMOJIHUTE/IbHBIX anI/I6yTaX IOJIb30BaTEJIEN.

N aentudukarop crosdiia

Tun maHHbIX

Onucanune

SEC$USER_NAME

CHAR (63)

Mg monb3oBaresis.

SEC$KEY

VARCHAR(63)

Nwmsa aTpubyTa.

(paspbiB Tabaunupl)
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B.5 SECS$POLICIES

(pa3pbiB Tabnuupl)

N nentudpukarop crosdiia

Tun maHHbBIX

Omnucanue

SEC$VALUE

VARCHAR (255)

Suadenne arpudyTa.

SEC$PLUGIN

CHAR(63)

VmMsa murarusa yrpaBjeHus MOJb30BaTEISIMHU, C TIOMO-
B0 KOTOPOro OBLI CO3/IaH JAHHBIA [T0JIH30BATEb.

B.5 SEC$POLICIES

Tabsmma XpaHuT CBeJIEHUS O CO3IaHHDBIX MOJUTHKAX OE30ITacHOCTH.

N aentudpukarop croséia

Tun maHHBIX

Onucanue

SEC$POLICY_NAME VARCHAR(32) Mg monutuku 6e3onacuoctu. [loauTuka mo ymoJi-
YaHUIO UMeeT 3HaueHue 1ojs paBHoe DEFAULT.
SEC$PSWD_NEED_CHAR INTEGER MuHEMAJIBHO JOMYCTUMOE IUCIO OYKBEHHBIX CHMBO-
JIOB B IIapoJie.
SEC$PSWD_NEED_DIGIT INTEGER MuHUMAIBHO JOMyCTUMOE YUCIO MUMPOBBIX CUMBO-
JIOB B IIapoJie.
SEC$PSWD_NEED_DIFF_CASE INTEGER HeobxoaumocTs Hammaus B maposie OyKBEHHBIX CHM-
BOJIOB B Pa3J/IMYHBIX PETUCTPaX.
SEC$PSWD_MIN_LEN INTEGER MuHIMAJIBHO JIOIyCTAMAS JIJIMHA [1aPOJIs.
SEC$PSWD_VALID_DAYS INTEGER Cpok aeficTBust TAPOJIA B JTHIX.
SEC$PSWD_UNIQUE_COUNT INTEGER KosmmaecTBo He TOBTOPSIONIUXCS OIS, TAPOJIei.
SEC$PSWD_NEED_SPECIAL INTEGER KommgecTBo crenmnaabHBIX CUMBOJIOB, TPeOyeMbIX B
napoJie. CrenuaabHbBIM CUATAETCS JIFOOOI ITedaTHbII
CHUMBOJI, 38 UCKJIFOUeHuEeM OyKB, Iidp u 1pobebHOTO
CHAMBOJIA.
SEC$MAX_FAILED_COUNT INTEGER MakcuMaJabHOE YHCTO OIMMUOOK MPU MTPOXOXKICHUN
ayTeHTUOUKAIAN.
SEC$AUTH_FACTORS VARCHAR (64) Metoapt ayTeHTHMUKAINT XPAHATCS B BUAIE CTPOKH,
COCTOSIIIEN U3 CUMBOJIOB:
e S: SRP
e A: SrpArgon2id
e L: Legacy (TpaJuIHOHHAH)
e W: WIN_SSPI (noBepenuas)
e G: GSS
o C: Certificate
e P: GostPassword
e V: VerifyServer
SEC$MAX_UNUSED_DAYS INTEGER MaxkcuMaIbHOe BpeMsl HEaKTUBHOCTH YY€THBIX 3alll-

cell 110JIb30BaTesId B JIHAX.

B.6 SECSUSER POLICY

Tabmuma XpaHuT CBeJIeHUs O HA3HAYCHHDBIX MOJUTHKAX OE30ITacHOCTH.
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B.6 SEC$USER_POLICY

N aentudukarop crosdia

Tun gauHHbIX

Onucanune

SEC$POLICY_NAME VARCHAR (63) Nms monmutukm GezomacHoctu. [ljist mosmmTuku 1o
YMOJTYaHUIO y 1ot Oyaer 3nadenne DEFAULT.
SEC$USER_NAME CHAR(63) Tlonp3oBaTEND, KOTOPOMY Ha3HAYEHA MOJTUTHKA.

CHARACTER SET
UTF8

SEC$FAILED_COUNT INTEGER KommaecTBo HEyIaIHBIX MOTBITOK ay TEHTHU(MDUKAIINAN.

SEC$ACCESS_TIME TIMESTAMP IaTa 1 BpeMs, KOT/Ia [TOJIb30BATEIIO OyIeT Pa3periéH
JIOCTYII.

SEC$LAST_ONLINE TIMESTAMP ara u Bpems nocieiHeit aK THBHOCTH MTOJTb30BATES.
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IMpunoxkenne B Cxema LDAP

[Tpunoxkenne B Cxema LDAP
B.1 OpenLDAP

attributetype ( 1.2.643.2.63.1.1.1
NAME 'rdbPassword'
DESC 'Native RDB password'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.2
NAME 'rdbSecurePassword'
DESC 'Secure RDB password'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.3
NAME 'rdbPasswordAlgorithm'
DESC 'RDB password hashing algorithm'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.4
NAME 'rdbPasswordHistory'
DESC 'RDB password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.5
NAME 'rdbPolicy'
DESC 'User policy in security database'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.6
NAME 'rdbPasswordTime'
DESC 'Date/time of last password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.7
NAME 'rdbFailedCount'

DESC 'Count of failed authentication events'

SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.8
NAME 'rdbAccessTime'
DESC 'Date/time when ends user ban'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

(npogonkerne Ha cneayloLeld CTpaHuLe)
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attributetype ( 1.2.643.2.63.1.1.9
NAME 'rdbMlsLevel'
DESC 'Security level'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.10
NAME 'rdbMlsCompartment'
DESC 'User compartment'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.11
NAME 'rdbSrpVerifier'
DESC 'RDB password for SRP protocol'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.12
NAME 'rdbSrpSalt'
DESC 'Salt for SRP'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.26432.63.1.1.18
NAME 'rdbSrpArgon2idVerifier'
DESC 'RDB password for SRPARGON2ID protocol'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.26432.63.1.1.19
NAME 'rdbSrpArgon2idSalt'
DESC 'Salt for SRPARGON2ID'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.13
NAME 'rdbActive'
DESC 'Blocking flag'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.14
NAME 'rdbLegacyHistory'
DESC 'Legacy password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.15
NAME 'rdbSrpHistory'
DESC 'SRP password change history'

(npoponketne ¢ npeabiAyLei CTpaHMLb)

(npogonkerne Ha cneayroLeld CTpaHuLe)
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(npoponketne ¢ npeabiAyLei CTpaHMLb)
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.26432.63.1.1.20
NAME 'rdbSrpArgon2idHistory'
DESC 'SRP Argon2id password change history'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.16
NAME 'rdbLegacyPasswordTime'
DESC 'Date/time of last legacy password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.2.643.2.63.1.1.17
NAME 'rdbSrpPasswordTime'
DESC 'Date/time of last SRP password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

attributetype ( 1.26432.63.1.1.21
NAME 'rdbSrpArgon2idPasswordTime'’
DESC 'Date/time of last SRP Argon2id password change'
SYNTAX 1.3.6.1.4.1.1466.115.121.1.5
SINGLE-VALUE )

objectclass ( 1.2.643.2.63.2.1

NAME 'rdbAuth'

SUP top

AUXILIARY

DESC 'RDB authentication data'

MAY ( rdbPassword $ rdbSecurePassword $
rdbPasswordAlgorithm $ rdbPasswordHistory $
rdbPolicy $ rdbPasswordTime $ rdbFailedCount $ rdbAccessTime $
rdbMlsLevel $ rdbMlsCompartment $
rdbSrpVerifier $ rdbSrpSalt $ rdbActive §$
rdbLegacyHistory $ rdbSrpHistory $
rdbLegacyPasswordTime $ rdbSrpPasswordTime $
rdbSrpArgon2idVerifier $ rdbSrpArgon2idSalt $
rdbSrpArgon2idHistory $ rdbSrpArgon2idPasswordTime
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[Tpunoxenne I'  DBaza mannnix 6e3omacHocTH

Nudopmarust 060 Beex nonb3osaressax 6a3 manuasix CYBJl «PEJ Baza lamasix» xpanurcs B obieit
6a3e JaHHBIX HE30IACHOCTU, KOTOPas PACIIOJIOXKEHA B KOPHEBOI JUPEKTOPHUH KATAJIOra YCTAHOBKH CEPBEpa
u Ha3biBaeTcs securityb.fdb. B sToit 6aze xpaHsTCH apamMeTphl MOJIb30BATEICH CUCTEMBI, CO3JaHHBIX C
[TOMOIIBIO PA3JIMYHBIX [JIATMHOB YIIPABJIEHUS [TOJIH30BATESIMA, TOJTUTUKA OE30IMACHOCTH, XA CTAPHIX a-
poJieit. DTu JAHHBIE PACIIOJIATAIOTCS B CHCTEMHBIX TabJ/IMIAX, KOTOPbIE mpecTaBieHbl B Tabsmre I.1.

Tabsmumna ['1 — Crucok cucremubix Tabiur securityb.fdb

Tabaua Copep>kaHue

PLGSUSERS XpaHuT apamMeTpsl MOJIb30BATENIEN CHCTEMBI, CO3/IAHHBIX C IOMOIIIBIO IIIATTHA
yupasJjieHud 1oJb3osarenaMmu Legacy_UserManager

PLG$SRP XpaHuUT napamMeTpbl OJIb30BaTEel CUCTEMBI, CO3JIAHHBIX C TTOMOIIBIO TIJTArUHA,
YIIPaBJICHUA IIOJb30BaTeaaMu Srp n SrpArgon2id.

PLG$MF XpaHUT apaMeTphl MOJIB30BATEIEH CHCTEMBI, CO3/IAHHBIX C IIOMOIIBIO TLJIATTHA,
ylIpaBJjieHus 10JIb3oBaTesaMu GostPassword_Manager

PLG$POLICIES XpaHUT TOUTUKH YIETHBIX 3aIUCell MOIb30BaTe el

PLG$PASSWD_HISTORY XpaHuT X311 CTAPBIX TapoJieit

PLG$USER_POLICY XpauuT nHGOPMAIMIO O HA3HAYEHHBIX OJIH30BATEISIM ITOJIUTHKAX

["1 PLGSUSERS

XpaHHUT IapaMeTphl I0JIb30BaTesIell CHCTEMBI, CO3/IaHHBIX € IIOMOINBIO IIJIAIMHA YIPABJIEHUS I10JIb30-
BaressiMu Legacy_UserManager.

NpenTudukarop croadiia

Tun naHHbIX

Onucanue

TEXT SEGMENT 80

PLG$USER_NAME VARCHAR (63) YHUKaJIbHOE MMsI TI0JIb30BaTe st (JIOMHH).
PLG$GROUP_NAME VARCHAR(63) Hazsanue rpymimsr.

PLG$UID INTEGER ID nomnp3oBatess.

PLG$GID INTEGER ID rpymimsbr.

PLG$PASSWD VARBINARY (64) [Tapouis.

PLG$COMMENT BLOB SUB_TYPE KommenTtapmnii.

PLG$FIRST_NAME VARCHAR (32) Nmsa monb3oBaTeis.

PLG$MIDDLE_NAME VARCHAR(32) OT4ecTBO MOJIL30BATEIS.
PLGSLAST_NAME VARCHAR(32) QaMuIHIA TOIH30BATENIS.
PLG$PASSWD_TIME TIMESTAMP JaTa ycTaHOBKU TIApOJIsT

['2 PLGS$SRP
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I3 PLG$MF

N aentudukarop Tun gaHHBIX Ormnucanne
cToJIOIA
PLG$USER_NAME VARCHAR (63) YHUKaJIbHOE UMSI TOIb30BATENs (JIOTHH).
PLG$VERIFIER VARCHAR (128) SandpoBaHHBIN TAPOJIb.
PLG$SALT VARCHAR (32) Hexkoropas caydaiinas mocaeqoBaTebHOCTD JJist (Hop-
mupoBanug VERIFIER
PLG$VERIFIER_ALG VARCHAR(32) MNmsa anropuTMa MCHOJIB3yeMOro JJs TeHeparuu Srp-

Bepuduraropa naposa ( SHA1 wmum ARGON2ID ). Ilo
ymosrgannio SHA1. MoryT ObITh CO3IaHBI OTHOMMEH-
Hble T0JB30BATEIM, HO C PA3HBIM AJTOPUTMOM BEPH-
duraropa. [lepBudHBINi KJIIOY TAOJIUIBI BKIIOYAET [TOJISI
PLG$USER_NAME u PLG$VERIFIER_ALG.

PLG$COMMENT BLOB SUB_TYPE Kommenrapmii.
TEXT SEGMENT 80
PLG$FIRST VARCHAR (32) Nmsa momp3oBaTeS.
PLG$MIDDLE VARCHAR (32) OT1yecTBO MTOJIL30BATEIIS.
PLG$LAST VARCHAR (32) PamMunsa mMoaIb30BATES.
PLG$ATTRIBUTES BLOB SUB_TYPE [Tonp3oBaTenbcKre aTpudyThHI
TEXT SEGMENT 80
PLG$ACTIVE BOOLEAN CocTosiHne moIb30BaTe IsA: AKTUBHOE WJIM HEAKTUBHOE
PLG$PASSWD_TIME TIMESTAMP JlaTa yCTaHOBKH TApOJIsT

I3 PLGSMF

N aentudukarop Tun gauHbIX Onucanne
cToJIOIAa
PLG$USER_NAME VARCHAR(63) YHUKaJIbHOE MMSI TOJIb30BATENs (JIOTHH).
PLG$HASH_ALG VARCHAR(32) HasBanue anropurma X3MHIPOBaHUA. JTOT AJTOPUTM OyIeT
UCIT0JIb30BaH JIjIs IPOBEPKU MmapoJisi. Eciiu moJjie He yKa3aHo,
TO UCIOJIb3yeTCsl CTAPBII AJTOPUTM XIITUPOBAHUSI.
PLG$MF_PASSWD VARCHAR (256) X3IIT TTAPOJIsi MHOTO(MAKTOPHOTO OJIH30BATET.
PLG$COMMENT BLOB SUB_TYPE Kommenrapmii.
TEXT SEGMENT 80
PLG$FIRST VARCHAR (32) Nmsa mop3oBaTes.
PLG$MIDDLE VARCHAR(32) OTYecTBO MMOJIB30BATEIA.
PLG$LAST VARCHAR(32) QaMmIHs MOTL30BATES
PLG$PASSWD_TIME TIMESTAMP JlaTa yCTaHOBKHU TapOJIst
PLGSATTRIBUTES BLOB SUB_TYPE TTonb30oBaTebCckme aTpudyTHI.
TEXT SEGMENT 80
PLGSACTIVE BOOLEAN CocrositHre TI0JIB30BaTEIsI: AKTUBHOE WU HEAKTUBHOE.
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I4 PLG$POLICIES

["4 PLGSPOLICIES

HCHOJ’ILSyeTCH JJId XpaHeHUd IMOJIUTUK YYI€THBIX 3alUCell MOJIb30BaTe e,

N aentudukarop crosdia

Tun maHHbIX

Onucanue

PLG$POLICY_NAME VARCHAR (32) Nms mosmruku Gesonacuocru. [lommruka mo ymosraa-
HUIO UMeeT 3HadeHne nojd pasHoe DEFAULT.
PLG$PSWD_NEED_CHAR INTEGER MuHUMAJIBHO JIOIYCTUMOE YUCIO OYKBEHHBIX CHMBOJIOB
B IIapoJie.
PLG$PSWD_NEED_DIGIT INTEGER MuHEMAJIBHO JOMYCTUMOE YUCIO HMPOBBIX CHMBOJIOB
B I1apoJie
PLG$PSWD_NEED_DIFF_CASE INTEGER HeobxonumocTs Hamm4ans B maposie OyKBEHHBIX CHMBO-
JIOB B Pa3JIMYHBIX PErucTpax
PLG$PSWD_MIN_LEN INTEGER MuHIMAIBHO JOMYCTUMAS JITHHA TTapOJIsT
PLG$PSWD_VALID_DAYS INTEGER Cpok JieficTBUST TAPOJIst B JIHSX.
PLG$PSWD_UNIQUE_COUNT INTEGER KonuiaecTBo He TOBTOPSIONIUXCS TIOAPSIT TAPOJIeit
PLG$MAX_FAILED_COUNT INTEGER MakcuMaibHOE YHCJIO  OIMMOOK TIPH  ITPOXOXK IEHUH
ayTeHTU(MOUKAIUN.
PLG$AUTH_FACTORS VARCHAR (64) MeTojbl ayTeHTUMOUKAIIUNT XPAHITCS B BUJIE CTPOKHU, CO-
CTOSIIEN U3 CUMBOJIOB:
e S: SRP
e A: SrpArgon2id
e L: Legacy (TpaJuIuoHHasi)
e W: WIN_SSPI (moBepeHHas)
e G: GSS
o C: Certificate
e P: GostPassword
e V: VerifyServer
PLG$MAX_UNUSED_DAYS INTEGER MaxkcumaabHOE BpeMsl HEAKTUBHOCTH YUETHBIX 3aITHCEi

IIOJIB30BAaTEJId B JHAX.

["5 PLG$SPASSWD HISTORY

XPpaHUT X3MH CTAPBIX TAPOJIeit.

U neurudpukarop Twun gaHHbIX Onucauue
CcTOJIOIA
PLG$KEY_ID INTEGER CypporaTHbIil IEPBUYHBIN KJIFOY
PLG$PLUGIN VARCHAR (64) IInarun yrnpaBiaeHus TOJIH30BATEISIMA
PLG$USER_NAME VARCHAR(63) CchuraeTcst Ha JIOTHH II0JIb30BATEJIsI, OIPeJIeJIEHHBIA B CH-
creMHoil Tabsmie RDB$USERS.
PLG$PASSWD VARBINARY (64) ITaposs Legacy
PLG$MF_PASSWD VARCHAR (256) X311 maposiss MHOTOQaKTOPHOTO MOJIb30BATEST

(pa3pbiB Tabnuupl)
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I6 PLGSUSER_POLICY

(pa3pbiB Tabnuupl)

N entudpukarop Tun maHHbIX Onucauue
cTobna
PLG$HASH_ALG VARCHAR(32) Haspamue aaropurma X3MHUpPOBaHUA. JTOT AJTOPUTM OyIeT
UCIIOJIb30BAH JIJIsI TPOBepKU 1maposist. Eciu moste He yKazaHo,
TO HUCIIOJIb3YEeTCsI CTAPbIil aJrOPUTM XIITUPOBAHUSI.
PLG$VERIFIER VARCHAR (128) Samudposannpiii naposis (Bepuduxarop) SRP
PLG$SALT VARCHAR(32) Comnb SRP

6 PLGSUSER_POLICY

I/IH(bOpMaL[I/IH O HASHAYECHHBIX II0JIb30BaTEJIAM IIOJIUTHKAX.

N aentudukarop Twun maHHbIX Onucaunue
cToJIOIA
PLGSUSER_NAME VARCHAR (63) VHuKaJIbHOE MMSI TI0Jb30BaTessl (JIOIVH )
PLG$POLICY_NAME VARCHAR(32) Nwms momuTukm Ge30macHocTH
PLG$FAILED_COUNT INTEGER YHucsio omuboK MpU MPOXOXKJIEHUN ayTeHTU(OUKAIITN
PLG$ACCESS_TIME TIMESTAMP Bpewms mocsie koToporo mosnb3oBaTe o OyIeT pa3pereH J10-
CTyI
PLG$LAST_ONLINE TIMESTAMP Jara mocsemHeit aKTUBHOCTHU TI0JIb30BATEJIS
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[Tpunoxkenne /I  Hacrpoiika Kpunrollpo (na npumepe
sepenn 4.0)

.1 Hacrpoiika B onepannontoii cucreMe Windows

J.1.1 OO6mme HACTPOUKU
1. Ckauaiite muctpubyrus Kpunrollpo ¢ oduruanbproro caiita KpuntolIPO B pasmesie 3arpyska.
JlocTyn K CKaIMBAHUIO 0OECIIEINBAETCS [TOCIE PETUCTPAINN Ha, caiiTe.
2. ¥Ycranosure Kpunrollpo.

3. Hacrpoiite npoBaiiiep depe3 [lamesns ynpasienus->Kpunrollpo CSP. Ha Brianke Aszopummot
HACTPAMBAIOTCS MAPAMETPHI JJIsl KpUITonpoBaiiaepa (pucynok JI.1).

|4 Kpwntolpo CSP >
Obwwe ObopynoBaHue CepBuc NononHUTENBHD
AnropuTHE BezonacHoCTE Winlogon HacTpoliki TLS

MapaMeTpel anropUTHMOE

BriGepuTe TN CSP:
GOST R 34.10-2012 (258) Signature with Diffie-Hellman Key Exch -

MapaMETPEl SAMOPUTHE WHBPOBSHWA:
MOCT 28147-89, NnapaMeTpel WidpoBaHA THK26 Z

MapaMeTpel aNropuTMa NoOAMNHMoI:
MOCT P 34.10 256 BMT, NapamMeTpel N0 YMOMYaHMKD

MapaMeTpel anropuTra Quddu-Xennmana:
MOCT P 34,10 256 GMT, NapaMeTpel obMeHa No yMou

OTmeHa MpUMEHMTE

Pucynok /1.1 — Hacrpoiika ajaroputrMoB

e Haspanue kpunromposaiiiepa — GOST R 34.10-2012 Signature with Diffie_Hellman Key
Exchange. lcnonb3yercs B napamerpe ProviderName daiiia korduryparmun firebird. conf;

e [lapamerpn! asropur™ma MudpPOBaHNS — Ha3BaHNE AJTOPUTMA MUMPOBAHUS 0 yMoTdanmio. Vc-
osp3yercsd B napaMmerpe SymmetricMethod daitna kondurypamun firebird. conf;

e [lapamerpsl ajropurma moanucu — HazBanue ajropurma DI mo ymosrdanuio, aHaJIOrUIHO UC-
noJsib3oBanue 1cespionnMa AT_SIGNATURE kKak 3HadeHue napamMerpa Jijid yTUAATH mint;

e [Tapamerpsr amropurma uddu-Xenmmana — Ha3Banue aJropuTMa, KOTOPBI OyIeT HCIIOIB30-
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BATbCS TI0 YMOJTYAHUIO JIJIsT OOMEHA CECCHOHHBIMU KJIIOYaMU, AHAJIOTUYIHO UCIIOJIH30BAHUIO TICEB-
nJornMa AT_KEYEXCHANGE Kak 3HadeHHe ITapaMeTpa JJisl yTUJIUTHI mint.

1.1.2 Co3panne KOHTEITHEPOB C 3aKPBLITHIMU KJTIOYaMU

CeccroHHbBIE KJIIOUH M€HePUPYIOTCs IIArMHOM aBTOMAaTUIeCKH Ha BpeMst ceccun. [l 6ostee bGezomacHo-
ro oOMeHa MU U ayTeHTU(MUKAINY ¢ UCIOIb30BAHIEM CEePTU(MUKATA YKEJIATETBHO UCIIOIH30BATh CEKPETHBIE
KJIIOYHU, KOTOPBIe XPAHATCS B KOHTeHEpaxX.

1. KoHTeitHepbl COXPAHSIOTCST HA CAUTBHIBATENISX, COOTBETCTBEHHO, HEOOXOIMMO HACTPOUTH CUUTHIBA~
Ten Ha BKJAJKe 000pyIOBaHUE.

2. HeobOxomuMo yCTaHOBUTH OMOJIOIMYECKUIT JATIUK CJIYIANHBIX IUCESI HA BKJIAJIKE 00ODY/IOBAHIE.

@ Kpuntollpo CSP et

ANropuTHEl BesonacHoCTE Winlogon HacTpoiikis TLS
Ofhwme ObopyaosaHue CepBMc L ononHKTENEHD

CuMTEIBaTEMM SAKPBITBIX KIHOHER

|
[} ¥npaeneHne cunTeiBaTENAMK *

CYMTRIBETENK
JETUMKA O 8 | g
oomo
ool K
olooo
------- ¥CTaHoBNeHE! CNeayioWKHe CYMTRLIBSTENM:
@ Boe CYUMTLIBATENM CMAPIT-KapT
[P Boe cheMHbIE AWM
PE PeecTp
Iy
==
e

NobaenTh... YOaniTe CBOCTEa

Omnersa
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2 KpuntolMpo CSP >
ANropuTHBl BesonacHoCTE Winlogon HacTpoitki TLS
Obume OBopyaosaHue Cepsic JononHKUTensHo

CYUTEIBEATENN 33KPLITLIX KIHOYER

% MozBonAeT AoBaEUTE MK YOanuTe CHMTEIEATENK

[ ¥YnpaeneHWe aTUMKEMN CAyYaRHBR YUCen >

OaTuiki cnyyalidelx YMcen

THNEI KK

I
-

NobaBnTh. .. YAanMTb CEONCTES

OTmeqa MpHMEHKMTE

3. Nunnmanu3upoBarh marduk ciaydaiiabix ances Kpunro IIpo:

csptest -keyset -verifycontext -hard_rng

Eciin garduk ciaydailHbIX Yucesl He NMHUIMAIU3UPOBaH, BO3MOXKHO ITOsIBJIEHHE er0 WHTEPaKTUBHOIO
OKHa Tpu paboTe ¢ PYHKIUIMA ITH(DPOBAHUS.

4. Jlns reHepUpOBaHUs CEKPETHBIX KJIIOYEil MOXKHO BOCIOJIb30BaThCs cpejictBoM  Kpunrollpo
<kaTanor_ycTraHoBku_KpunTollpo>\csptest. exe:

csptest -keyset -provtype 81 -newkeyset -container <uMsa KoHTeHHepa C CEKpPETHHM
KITIOYOM>

5. Heobxomumo cosmaBaTh Kiioun 6e3 mapoJieil, Tak Kak Ipu ayTeHTU(PUKAIMA UCIOJIb3YETCS PEKUM
CRYPT_SILENT (urobbl He HapymiaTh pabory cepsepa(pucynok /1.2)).
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{& Kpuntolpo CSP X
0:09:49
[£k=p 3anaiTe napon ANA COSAABAEMOrO KOHTEMHERE
:l::?i "test_cont",

@ YCTEHOBMTE HOBLIM Napans EM

HoBbiit napons: | | |

MoaTeepxaeHe: | |

OTHEHS MoapobHes =

Pucynoxk /1.2 — Bamnpoc ycraHOBKH TAPOJIsI

6. Ilpu cozmanmm KirO4a ClleLyeT yYUTBHIBATH pa3rpaHUYEHHe JOCTYIa CPEeId I0JIb30BaTeJei
Windows, To ecTh K104, CO3JAHHBIN OJHUM TOJIH30BATEEM, He OyIeT JOCTyIeH apyromy. Ecam
cepBep paboTaer B PeKUME CJIy»KObI (TO €CTh OT MMEHH CUCTEMHOIO IOJIb30BATENs), TO HEOOXOU-
MO, ITOOBI BJIAJIEJIBIIEM KOHTEHHEpa ¢ CEpBEPHBIMU KJIF0UaMU ObLIa, caMa OIepaIlliOHHAs CHCTEMA.
Jj1st 9TOr0 HEOOXOIUMO IIPU CO3JAHUN CEPBEPHOIO KOHTEHEpa yKa3aTh Onnuio -machinekeys:

csptest -keyset -provtype 81 -newkeyset -container <uMa KoHTelHepa>
-machinekeys

7. Kuroun xpanarcs B CJIeIyIONeM pa3ese peecTpa:

HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID mnomb3zoBaTena\Keys\
<uMsl KOHTelHepa>

J.1.2.1 Ilpumep co3maHus KJIIOYEBOI NMapbl

csptest -keyset -newkeyset -container test_keyq

CSP (Type:80) v4.0.9014 KC1 Release Ver:4.0.9842 0S:Windows CPU:IA32
FastCode:READY: AVX.

AcquireContext: OK. HCRYPTPROV: 8411672
GetProvParam(PP_NAME) : Crypto-Pro GOST R 34.10-2012 Cryptographic
Service Provider

Container name: "test_keys"

Signature key is not available.

Attempting to create a signature key...

a signature key created.

Exchange key is not available.

Attempting to create an exchange key...

an exchange key created.

Keys in container:

signature key

exchange key

Extensions:

0ID: 1.2.643.2.2.37.3.9

PrivKey: Not specified - 17.08.2018 19:19:40 (UTC)
0ID: 1.2.643.2.2.37.3.10

PrivKey: Not specified - 17.08.2018 19:19:59 (UTC)
Total: SYS: 0,515 sec USR: 0,359 sec UTC: 121,656 sec
[ErrorCode: 0x00000000]
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1.1.3 Ilonydyenue ceptudukara

s nmonydenns: ceprudpurara B OC Windows ¢ momorpio TectoBoro menrpa Kpunrollpo BeimoHuTE
caenypomue neicreus:

1. Cdopmupyiite 3ampoc Ha mosydeHne cepTuduKaTa ¢ MOMOIIbI0 YTUJIUTHI Cryptcp U ee KOMAaHJIbI
creatrqgst.

-creatrqst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-ex|-sgl|-both]
[-ku|-km] [-cont <mmsa>] [-silent] [-pin <mapoms>|-askpin] [-certusage
<0IDs>] [-der] [-ext <pacumpenwe>] <umsa daiima>

[Ipu reneparuu 3ampoca /st KJIMEHTCKOTO cepTUdUKaTa HEOOXOANMO YKA3aTh 3apaHee CO3TaAHHbBIH
KJIMEHTCKHIT KOHTEHHED ¢ KII04eBoi napoii. Iyt 9Toro ucmoss3yercd omius -nokeygen. Hanpumep:

cryptcp -creatrqst -nokeygen -cont test_keys -provtype 81 -dn
CN=tester test.req

[TogpoGree 0 KOMaHIAX W BXOAHBIX HapaMeTpax ITONH YTHJIATHI CM. PYKOBOJCTBO IO IIPIIIO-
JKEHUIO0 KOMaHHOi cTpoku CryptCP mo asnpecy: http://cryptopro.ru/sites/default/files/
products/cryptcp/cryptcp_5.0.x.pdf.

2. Otkpoiite B 6paysepe cCbUIKYy http://www.cryptopro.ru/certsrv (TecToBbIii YI0CTOBEPSIONIAI
nenrp Kpunrollpo).
3. Haxxmure "Ornpasurs rorosbiii 3ampoc PKCS#10 i PKCS#7 B komguposke Base64"

4. Bcrasbre B mojie "Base-64-mmmdposannbiii 3anpoc ceprudukara’ cogep:kumoe daiisa test.req u
HaxxMmuTe KHOIKy "Boigars".

5. Coxpanure daiir no ccouike "3arpy3urs ceprudurar". Boirpysky ceprudukara HeoOXOIMMO IPO-
BoauTh B popmare Base64.

6. Ycranosure nosydensslil or Y1 ceprudukar B yKa3aHHBIH KII0UEBON KOHTEHHED:
certmgr -inst -store uMy -file certnew.cer -cont test_keys

Takxke B OC Windows BO3MOXKHO TI0JIyYeHIE CePTH(UKATA C IIOMOIIBIO TecTOBOrO IeHTpa Kpurnrollpo
6€e3 CaMOCTOSITEILHOI'O CO3/IAHUSI 3aIIPOCA.

st 3Toro Haxkmure "ChopMupoBaTh KJIFOYHM U OTIIPABUTH 3aIIpoC Ha ceprudukar” u 3al0JIHATE HEKO-
TOpPBIE JIAHHBIE.

Beimanabe  ceprudukarel MoxkHO 1ocMorperh B okHe "Ceprudukarer" (ITyck — KPUIITO-
IMPO—Cepruduxarsi).
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Pucymnox /1.3 — Ilpocmorp ceprudukaron

/1.2 Hactpoiika B onepallnoHHoii cucreMe Linux

.2.1 O6mme HACTPOMKM

1. ApxuB ¢ nporpaMMHBIM 00ECIIeYeHneM MOXKHO 3arpy3uTh ¢ odurnmansuoro caiita KpunrollPO B
paszesne 3arpyska: linux-ia32.tgz, linux-amd64.tgz.

I Ilo YMOJ/JI9aHUIO IIPU CKaYUBaHUU C caiTa KpI/IHTOHpO BbLIa€TCd JIMIICH3UA Ha TPU MeCAIlla

2. PacmaxkyiiTe apxuB ¥ mepeinTe B paclakKOBaHHYIO MAIKY.

3. YcraHOBUTE OCHOBHBIE ITAKETHIL:

rpm -i lsb-cprocsp-base-X.X.X-X.rpm
rpm -i lsb-cprocsp-rdr-X.X.X-X.rpm
rpm -i lsb-cprocsp-capilite-X.X.X-X.rpm
rpm -i lsb-cprocsp-kcl-X.X.X-X.rpm

Ha OC, ocuoannbix Ha Debian (Debian/Ubuntu) cradana HeoGXOAUMO TOCTABATH (€CJIU HE yCTa-

HOBJIeHBI) TakeThl LSB n3 cocrasa nuctpuyTusa, a Tak:Ke NakeT alien, KOTOPBIH sIBJISIETCSI IIITAT-
HBIM CPEJICTBOM /IjIsl YCTAHOBKHU .Tpm:

e Cp. 359


http://www.cryptopro.ru/downloads

PyxoBoscTBO ajmunucTpaTopa
.2 Hacrpoiika B oneparnuonnoit cucreme Linux

apt-get install lsb-base alien lsb-core
3aTeM 1pu noMonu alien nocraBuTh HeoOxomuMble makeTsl CSP, Hanmpumep:

alien -kci ./lsb-cprocsp-base-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-rdr-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-capilite-X.X.X-X.rpm
alien -kci ./lsb-cprocsp-kcil-X.X.X-X.rpm

Kpunrollpo ycranaBmuBaercst mo mytu /opt/cprocsp. Konreiinep mo/keH OBITH JOCTYIEH JIjIst
nonp3oBaresss reddatabase. limst sroro ckommpyiite comep:kumoe nanku /var/opt/cprocsp/
keys/user B /var/opt/cprocsp/keys/reddatabase u Ha3HAYbTE IIpaBa:

chown -R reddatabase: /var/opt/cprocsp/keys/reddatabase

ITo mepe ymoBIeTBOPEHUS 3aBUCUMOCTEl, BO3MOXKHO, TOTPEOyETCs YCTAHOBUTD APYTHE MAKETHI.
4. B Linux nomgepzkuBaercs nposaiiiep Crypto-Pro GOST R 34.10-2012 KC1 CSP.

5. Hactpoiite cepep «PEJl Baza Jlanubix» Ha padboTy ¢ KpunTtoraaruaoM. st aToro B Koudurypa-
muoHHOM (aiiyie firebird.conf yKas3bIBAIOTCs CJIEAYIONINE [TaPAMETPBIL:

e CryptoPlugin — nMsi Kpunroluiaruta (3HaUeHne mo ymoauanuio Crypto_API)

e SymmetricMethod — ajaropuT™, UCHOJIB3YEMBI I cUMMeTPUIHOro mudposanus. Mox-
HO YyKa3bIBATh HA3BaHWE aJrOPUTMa WM €ero uJIeHTUMHUKATOP B KPUIITOIIPOBaiiie-
pe (Algld). Unentudukarop ajropuTvMa MOXKHO y3HATh yTHJIUTaMU mint u hashgen
npu 3amycke 6e3 mapamerpos (mapamerp CryptoPlugin B komdwurypammonnom daii-
Jie jioyizKeH ObiTh 3azan) wiu yruautoil Kpunrollpo csptest ¢ mapamerpamu -enum
-info.Ecan ucrnonp3yercss HeaHTIIOA3BIYHBIE HA3BAHUS AJTOPUTMOB, HEOOXOIUMO IEpe-
KOJIMPOBATh WX B 2-X OalTHBIN 1oHukoxa, wHampumep [OCT P 34.11-2012 npumeT BUL
%D0%93%D0%9E%D0%A1%D0%A2+%D0%A0+34.11-2012

e HashMethod — HazBaHue Win HICHTUMUKATOP AJITOPUTMa X3mupoBanus. Crocod mpe/i-
cTaBJIeHUs aHaJiornvden SymmetricMethod.

e ProviderName — Ha3BaHUe WM UJIEHTH(MOUKATOD aJrOpuTMa Kpurornposaiaepa. Coocobd
IIpeCcTaBIeHnda aHajaornder SymmetricMethod.

11.2.2 Co3paHue KOHTeliHepa C 3aKPBITBIMU KJIIOUaMU

YbeuTech, YTO 110JIH30BATEIb OLEPAIMOHHOI CUCTEMBI, OT KOTOPOI'O BBIIIOJIHSIETCS IOAK/IIOUEHIE, NMEET
JIOCTaTOYHO IIpaB Ha dailr .registry_lock.

ITpu ucnoab3zoBanuu Kpunrorpadudeckux GbyHKIMA (HaIpUMeEP, BO BpeMs MHOMO(AKTOPHON ayTeHTH-
duranun) CYB/] moxer nmagars Buyrpu 6ubimoreku Kpunrollpo Bepcun 4.0 u Huzke, ecian Ha daiin
/var/opt/cprocsp/tmp/.registry_lock yCraHOBJIEHBI HelpaBHJIbHBIE IpaBa (BJIaJesier root, Halpu-
Mep). B TakoMm ciydae mpu momsITKe JocTyna K sroMmy daitiny u3 6udianoreku Kpunrollpo npoucxoaur
najieHue IPUJIOKEHUsI, KOTOPOE €6 MCIO/Ib3yeT. TakuM IPUIIOKEHUEM MOXKET ObITh KJIUEeHT (Hampumep,
ISQL) mim npomece cepsepa. [lpu arom BeIBOAMTCH OmMOKa "support_mutex_open("registry_lock")
failed:: Permission denied".

1. Punepsr (readers) — ycrpoiicrBa pasmerneHusl KOHTEHEPOB (AlIIapaTHbIE TOKEHBI, KATAJIOL JIJIs
pasmerenns dbaitnos). [IpocMOTp TOCTYIHBIX PHIEPOB:

$ csptest -enum -info -type PP_ENUMREADERS | iconv -f cpl1251
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Pusep HDIMAGE pa3smeraercst Ha /var/opt/cprocsp/keys/<uMsa momb3oBaTens>/.

2. Nuunmanusamnus pugepa HDIMAGE OuuxnpaBaMH Hxﬁ):

cpconfig -hardware reader -add HDIMAGE store

3. NnnnmannsupoBars marduk ciaydaiiubix ancesa Kpumnro IIpo:
$ csptest -keyset -verifycontext -hard_rng

Eciin narauk ciaydaitHbIX qucesl He MHUMMAIU3UPOBAaH, BO3MOXKHO ITOsIBJIEHHE er0 WHTEPaKTUBHOIO
OKHa IpHU paboTe ¢ PYHKIUIME MTH(OPOBAHUISI.

4. CozmaauM KoHTeiHep ¢ mMeHeM test B JokajabHOM pumepe HDIMAGE. Komanmnl st paboThI ¢
cepTudUKATOM HYKHO BBIIOJHSTH OT nMenn nojb3oBaTesis OC, oT KOToporo B JajbHeiieM Oyrer
3aIlyCKaTbCAd KJAUEHTCKOE ITPUJIOZKEHHE:

$ csptest -keyset -provtype 81 -newkeyset -cont '\\.\HDIMAGE\test' -keytype
exchange

s ayrenrudurkanuu no ceprudukary HeOOXOAUMO CO3IATh TOJIBKO KJrodn obMena (-keytype
exchange). Ecin cosmare Kioun v oOMeHa U HOJMIKCH, TO CePTHQMUKAT OYIET [0 yMOJIYAHHIO
IPpUBS3aH K KJIIOYY MOJINACHA U ayTeHTuUKaIMs ¢ HUM paboTaTh He Oy/IeT.

[Ipu ycranossiennom nakere cprocsp-rdr-gui-gtk Oyaer mokazano rpadudeckoe OKHO, TIe Ipel-
JIOXKAT JIBUTATh KypCOPOM MbImu. Ecian Takoit makeT He yCTAHOBJIEH, OyJET MPEeJJIOXKEHO BBECTH
J1I0OBIe CUMBOJIBI ¢ KitaBuaTyphl. 1lociie nokasa okHa OyJeT IpeIoyKeHO yKa3aTh MapoJib Ha KOH-
refinep (MOXKHO yKa3aTh IIyCTOM, TOTJA MApOJIb 3alPAIIUBATHCA HE OYIEeT) U CHOBA IIPEJIOKAT
JIBUTATH KYPCOPOM MBIIIIH.

CSP (Type:81) v4.0.9006 KC1 Release Ver:4.0.9708 0S:Linux CPU:AMD64
FastCode:READY:AVX.
AcquireContext: OK. HCRYPTPROV: 6679219
GetProvParam(PP_NAME) : Crypto-Pro GOST R 34.10-2012 KC1 CSP
Container name: "card"
Signature key is not available.
Attempting to create a signature key...

signature key created.

Exchange key is not available.

Attempting to create an exchange key...

an exchange key created.

Keys in container:

signature key

exchange key

Extensions:

0ID: 1.2.643.2.2.37.3.9

0ID: 1.2.643.2.2.37.3.10

Total: SYS: 0,030 sec USR: 0,160 sec UTC: 22,910 sec
[ErrorCode: 0x00000000]

5. Koroun B Linux xpausitcs B /var/opt/cprocsp/keys/<uMs monb3oBaTens>/<uMs KOHTeiHepa>

6. IIpocMoTp JOCTYIHBIX KOHTEHHEPOB:
$ csptest -keyset -enum_cont -fqcn -verifyc

7. Ynanmenue KoHTeitHepa:
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$ csptest -keyset -deletekeyset -cont '\\.\HDIMAGE\test'

1.2.3 Co3panue ceprudukara

s nosmyuenus ceprudukara B OC Linux ¢ momoripio TecroBoro nenrpa Kpunrollpo BeimosHuTE
caeayonye NeicTBUaL:

1. Cdopmupyiite 3ampoc Ha mosydeHne cepTudUKaTa ¢ MOMOINbIO YTUIUTHI Cryptcp U ee KOMaH/ bl
creatrqgst.

-creatrqst -dn <RDN> [-provtype <N>] [-provname <CSP>] [-SMIME]
[-nokeygen|-exprt] [-keysize <n>] [-hashAlg <0ID>] [-ex|-sgl|-both]
[-ku|-km] [-cont <mms>] [-silent] [-pin <mapome>|-askpin] [-certusage
<0IDs>] [-der] [-ext <pacumpenue>] <umsa daiima>

IIpu renepariiu 3arpoca JiJisi KJIMEHTCKOTO cepTuduKaTa HeOOXOIUMO YKa3aTh 3apaHee CO3/IaHHbIH
KJINEHTCKN KOHTEeNHED ¢ KIIo4eBoii napoit. Iyis sToro ncnosb3yercs onnust -nokeygen. Konreitaep
MOXKeT ObITh yKa3aH 0e3 crernudpukaropa HDIMAGE. Hamnpumep:

/opt/cprocsp/bin/ia32/cryptcp -creatrqst -nokeygen -cont
"\\.\HDIMAGE\test' -provtype 81 -dn 'CN=tester' test.req

KonTeitnep ¢ K1to4eBoit mapoii, KOTOPBIit KCTOJIB3YeTCs /st TeHEPAIlny 3alIpoca Ha MOy YeHIe
KJIMEHTCKOro cepTudukaTa, J0JKEH MPUHAJJIEXKATh TOMY K€ IOJb30BATENIO, JJIsi KOTOPOIO
3aIpPAaITNBAETCST CEPTUPUKAT.

[TonpobHee 0 KOMaHIAX W BXOJHBIX IIAPAMETPAX STOW YTHJIUTHI CM. PYKOBOJCTBO II0 IPHJIO-
JKEHUI0 KOMAaH/IHON cTpoku CryptCP mo anpecy: https://www.cryptopro.ru/sites/default/
files/products/cryptcp/cryptcp_5.0.x.pdf.

2. OtkpoiiTe TecTOBbI ynocroBepsiomuii eatp Kpumrollpo.
3. Haxxmure "Ornpasurk rorossiii 3anpoc PKCS#10 nin PKCS#7 B koguposke Base64"

4. Bcrasbre B mosie "Base-64-mmmdpoBannbiii 3anpoc ceprudukara’ cojep:kumoe daiiia test.req u
HaxkmuTe KHONKY "Boigars".

5. Coxpannre dair o ccouike "3arpy3utsb ceprudukar". Beirpysky ceprudukaTa HeOGXOIAMO MTPO-
BoIUTH B popmate Base64.

He Bce 6payzepst B OC Linux MOTryT HO/JIEPXKUBATH BBITPY3KY CePTUMUKATOB. DTO 3aBUCUT
OT HACTPOEK CepBepa IeHTPa cepTU(dUKAIN.

6. YcranasimBaeM, nosyueHHbIH oT Y1 cepTudukar, B yKa3aHHBII KJII0O9€BOil KOHTEHHED:
$ certmgr -inst -store uMy -file certnew.cer -cont '\\.\HDIMAGE\test'
7. Yrobbl mocMOTPETH CepTU(MUKATHI, BBEIUTE KOMAHITY:
$ certmgr -list

8. Urobb! yiauTh cepTudUKaT, BBEIUTE KOMAHIY:
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$ certmgr -delete 1
$ certmgr -delete -all

1.2.4 Ilposepka ceptudukara

IIpu mposepke ceprudukara Kpunrollpo Heobxoanmo mpoBepuTh cepTUMUKAT MEHTPa CEPTUMUKATIIN
U CHUCOK OT3biBa. MOXKHO B pexknMe OHJIAlH, eciim ¢ xocta cepBepa CYBII pasperieno mopk/oueHne K
cepsepy YL Kpunrollpo. Eciaun noakiiotuenne 3ampenieHo Uil HEBO3MOXKHO, JIJIsI MIPOBEPKU CEePTUMOUKATA
HY2KHO ycraHOBUTBH ceptudukar [1C u crucok or3biBa, CKavaB UX 110 CChLIKE.

YceraHoBKa JTOJKHA BBIIOTHATHCS B XPAHUIIHINE root or umenn nosb3osarens OC, o koroporo Oysaer
zamnymien cepsep CYBJI. IIpumep komanpl ycranoBku ceprudurara 11C:

sudo -u reddatabase /opt/cprocsp/bin/amd64/certmgr -inst -store uRoot -file /tmp/ca.
cer

YcTaHoBKa CIIUCKA OT3bIBA, CepTU(MUKATOB:

sudo -u reddatabase /opt/cprocsp/bin/amd64/certmgr -inst -crl -store uRoot -file /tmp/
certcrl.crl
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